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1 BBeneHue

1.1 AHHOTauus

CoBpeMeHHble TEHAEHLMN Pa3BUTUA CBA3M AUKTYIOT oreparopamM HeobxoAMMOCTb noucka Hanbornee
ONTUMaJIbHbIX TEXHO/IOIMIA, NO3BO/IAOLWMNX YAOBNETBOPUTL CTPEMUTE/IBHO BO3pacTaroLLme noTpebHoCTH
ab0OHEHTOB, COXpPaHsA Npu 3TOM NPEEMCTBEHHOCTbL BGU3HEC-NPOLECcCcOoB, TMOKOCTb Pa3BUTKA 1 COKpaLleHne
3aTpar Ha npefocTas/ieHne pas/iMyHbIX cepBucoB. becnpoBoHble TexHOMorMy Bce 6onblue HabuparoTt
060pOTbl U K JAHHOMY MOMEHTY B KOPOTKOE BPeMS MPOLLIN OrPOMHbIA MYTb OT HECTAOWU/IbHbIX
HU3KOCKOPOCTHbIX CeTei CBA3M Masioro paguyca fo ceteit LM, conocTtaBUMbIX N0 CKOPOCTH € NMPOBOAHbLIMU
CETAMU C BbICOKMMU KPUTEPUAMMW K KAYeCTBY NpefoCcTaB/IeHNs YCyr.

WOP-2ac-LR2 — ycTpoiicTBO, npeaHasHavyeHHoe Ans opraHmsauun BLUM/ cetn B MaccmnBax YacTHOM
3actpoiikn. WOP-2ac-LR2 no3sonsieT o6ecneymTb LUMPOKONOOCHbIV AOCTYN B VIHTEPHET K/IMEeHTaM Ha
paccTosiHUM A0 3 KM. YCTPOMCTBO ABNSAETCHA He3aMeHVMbIM peLleHeM /19 opraHu3aumm 6ecrnpoBogHOi ceTu
B Pa3/IMYHbIX KIMMaTUYeCKMX YCI0BUSAX — B LUMPOKOM AnanasoHe paboumx Temneparyp 1 BbICOKOM
B/TQXKHOCTU, C BO3MOXHOCTbIO MOAK/MOYEHNSA Pa3/INYHbIX TUMOB CEKTOPHbIX @HTEHH.

B HacTosLWEeM pyKOBOACTBE MO 3KCM/yaTaunm U3noxeHbl Ha3HayeHne, OCHOBHbIE TEXHUYECKUE
XapaKTepuCTUKN, KOHCTPYKTUBHOE UCMONHEHWe, NOPAA0K YCTaHOBKM, Npasuia KOHUIypupoBaHus,
MOHUTOPUHIA 1 CMeHbI NPOrpaMMHoOro obecneveHms 6asosoli ctaHuun WOP-2ac-LR2.

1.2 YcnoBHble 0603HaYeHUs

MNpumeuaHns n npegynpexaeHus

© MpumedaHus cogepxar BakHYH UHIIOPMALMIO, COBETLI UM PEKOMEHAALM MO UCMOMb30BAHMIO 1
HaCTpoiike yCTpOWCTBA.

© nNpepynpexaeHns MHDOPMUPYIOT MOb30BATENS O CUTYaLIMAX, KOTOPbIE MOTYT HAHECTN Bpe[
YCTPOIACTBY U/ YeN0BEKY, MPUBECTM K HEKOPPEKTHOI paboTe yCTPOiCTBa UK NOTEPE AAHHbIX.
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2 OnucaHne nsgenuvs

2.1 Ha3HaueHue

BaszoBas ctaHuus WOP-2ac-LR2 (ganee «ycTpoiicTBO») pa3paboTaHa A5 NpeAoCcTaB/IeHUS LLINPOKOMOI0CHOTO
[l0CTyna B VIHTEpPHET KNIMeHTaM Ha pacCcTosiHUM A0 3 KM 1 opraHm3auumn 6ecnpoBofHblix MocToB (WDS).
YctpoiictBo WOP-2ac-LR2 — HoBefiwee rmbkoe pelleHue, obecnedvBatoLiee 60MbLUyH 30HY NOKPbITUSA CEeTU
3a CYeT MOLLHOCTM nepegartymka (0o 26 ABM) 1 UCMO/Ib30BaHNSA CEKTOPHBIX aHTEHH. Briarogaps BbICOKOW
NPOU3BOAUTENIBHOCTM annapaTHoi NaTtgopMbl, BOSMOXHOCTAM MacLUTabupoBaHNs, UHTYUTUBHO NOHATHOMY
NHTEpdIency, MOXHO NIErKO N BbLICTPO pa3BopavmBaTb 6eCnpoBOAHYHO IT-MHPACTPYKTYpPY.

TexHonorns POE+ faeT BO3MOXHOCTb YCTaHOBKN 060pyA0BaHUA B NI0ObIX MecTax, He3aB1UCcnmo oT
pacnonoXeHUss CTOYHKKA 3NEKTPONUTAHUSA, NO3BOJIAET 3KOHOMUTbL HA CTOMMOCTHY CU/I0BbIX Kabenei n genaet
NHCTaNNALMIO NPOCTON 1 He TpebytoLein 60bLINX 3aTpaT BpEMEHN.

2.2 XapakTepuCTUKM YCTPOCTBa
Nnmepabelicbi:

*+ 1 Combo-nopt 10/100/1000BASE-T (Ethernet)/100/1000BASE-X (SFP);

+ 2 pazbema SMA-Tuna (female) g4nst noakNoYeHUst BHELIHMX aHTeHH. BbiGop Mogeny 3aBUCHT OT
MCNO/Mb30BaHMs TOUKM JOCTyNa: A1 6eCnpoBOAHbLIX MOCTOB NPeAnoYTUTe/lbHee BbiGnpaThb
y3KOHarnpaB/ieHHble aHTEHHbI, & B peXume 6a30BOI CTaHLMI CEKTOPHbIE aHTEHHbI C 60/1Ee€ LIMPOKOIA
AyarpammMoli HanpasneHHOCTY;

« Wi-Fi 2.4 Ty IEEE 802.11b/g/n.

MuTaHue ycTpolicTBa ocylectensietcs yepes PoE-uxektop (IEEE 802.3at-2009).
PyHKYyuUu:
Bo3moxHocTn WLAN:

+ nopgaepxka ctaHaaptos IEEE 802.11b/g/n;

« arperauusi aaHHblx, Bkntovas A-MPDU (Tx/Rx) n A-MSDU (Rx);
* NPUOPUTETHLI U NIaHUPOBaHME NakeToB Ha ocHoe WMM,;
* nogaepxka ckpbitoro SSID;

* 4 BupTyasibHble TOYKMN AOCTYNa;

* nogaepxka MAC ACL;

+ 0BGHapyXeHne CTOPOHHUX TOYEK A0CTYNa;

* nogaepxka APSD;

* CMNeKTpoaHamM3arop;

* nopaepxka 6ecnpoBogHbix MocToB (WDS);

+ Polling;

* noaaepxka (OUKCPOBaHHON LLeHTPasIbHOW YacTOThl;

* MexXceKTopHas cuHxpoHusaums (PTP)'.

CeTteBble (pyHKLMN:

* aBTOMarmyeckoe coriacoBaHne CKOpPOCTK, AYNIEKCHOIO peXxmnma 1 nepekioueHns Mexany pexmmvamMmm
MDI n MDI-X;

+ nopaepxka VLAN (Access, Trunk, General);

* nopaepxka Hactpolikn C-VLAN 6e3 ncnons3osaHust RADIUS-cepBepa;

« mannuHr VLAN;

* DHCP-knueHT;

* nogaepxka NTP;

T Tonbko ons WOP-2ac-LR2 SYNC
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* nogaepxka Syslog;

DHCP snooping;

IGMP snooping (C BO3MOXHOCTbIO OrpaHU4eHnst KonnyecTsa rpynn);
* chunsTpauns BPDU;

+ nopgaepxka Ping Watchdog.

®yHkuMn QoS:

* OrpaHu4YeHne NpPonyckHOn cnocobHocTn ansa kaxagoro SSID;
* orpaHuyeHne CKOpoCTN O/1s KMeHTa Ha Kaxaom SSID;

* UHOMBUAYa/IbHOE OrpaHMyeHne CKoOpPoCTU ANS KINEHT],

* npuoputesaums Tpadguka Ha ocHoBaHun MAC/IP-agpeca;

* n3meHeHue napametpos WMM ans pagmonHtepdoeiica;

* noggepxka npuoputusauumn no CoS, DSCP n VLAN ID.

Bbe3onacHoCTh:

* UeHTpasim3oBaHHas aBTopusauus yepe3 RADIUS-cepeep (WPA/WPA2 Enterprise);
* wundposaHne gaHHbIXx WPA/WPA?2;
* 64/128/152-6utHoe WEP-LundpoBaHne AaHHbIX.

Ha pricyHke 1 npuBefeHa cxema npumMmeHeHuns obopygosaHnsa WOP-2ac-LR2.

AGOHEHTCHAA CTAHLMA ADOHEHTCHEA CTAHLMA AGOHEHTCHAR CTAHLHMA
WB-2P-LR2 WB-2P-LR2 WEB-2P-LR2

tl-el) @

i | > |
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PucyHok 1 — Cxema npumeHeHna WOP-2ac-LR2



PykoBoacTBO no akcrnyartauun WOP-2ac-LR2

2.3 OCHOBHblE TEXHMYECKME NapaMeTpbl

OCHOBHblE TEXHMYECKME NapaMeTpbl YCTPOCTBA NpuBeAeHs! B Tabnuue 1.

Tabnmua 1 — OCHOBHbIE TEXHMYECKUEe napameTpbl

MapameTpbl Ethernet-untepcpeiica

KonunyecTtso nopTos

DneKTpuYeckunii pasbem

CkopocTb nepegaun, Méut/c

MNopfaepxka ctaH4apToB

OcobeHHOCTY nopTa

MapameTpbl 6ecnpoBogHOro MHTepdelica
CraHpapThbl

YacToTHbIn AnanasoH, My,

Mogaynauus

CKOpOCTb Nnepeaayun AaHHbIX ', M6uT/c

MakcumasnbHasd BbIXOAHaA MOLLHOCTb nepe,anquKaQ

YyBCTBUTENBHOCTb NPUEMHUKA

Be3onacHoCTb

YnpaBneHue

YpaneHHoe ynpae/ieHne

OrpaHnyeHne goctyna

RJ-45/SFP

10/100/1000, aBTOONPEAENEHNE

BASE-T/BASE-X

Combo-nopt

802.11b/g/n

2400-2483.5 My

BPSK, QPSK, 16QAM, 64QAM

802.11b: go 11 MéuTt/c
802.11g: oo 54 Méut/c
802.11n: go 300 M6éuT/c

2.4TTy: 26 abm

2.4TTy: po-98 nbm

64/128/152-6utHoe WEP-LuMdpoBaHne gaHHbIX,
WPA/WPA?2, ueHTpanm3oBaHHasa aBTopu3saLms
uepe3 RADIUS-cepeep (WPA/WPA2 Enterprise)

Web-untepdpeiic, CLI, Telnet, SSH, SNMP,
NETCONF

JNlokanbHasa ayTeHTMdMKaUuA 1 ayTeHTUmkaums
yepes RADIUS-cepsep



O6wue napameTpbl

RAM

Flash-namsaTtb

MntaHne
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128 Mb

32 MB SPI Flash

PoE+ (IEEE 802.3at-2009)

He 6onee 13 BT

oT -45 oo +65 °C

[0 95 %

IP54

88 x 232,5 x 47 mm

0,32 kr

T MakcumasibHas ckopocTb 6eCnPOBO/HOM Nepeaayn AaHHbIX onpesesneHa cneumrthrkaumsMn cTaH4apToB
IEEE 802.11b/g/n. PeanbHas nponyckHas cnocobHOCTb ByAeT ApYroi. YCnoBus, B KOTOPbIX paboTaeT ceTb, a
Takke hakTopbl OKPYXaloLLei cpeabl, Bkitoyas 06bem ceTeBoro Tpadvka, CTpomTeNbHble MaTepuasibl 1
KOHCTPYKLMW 1 Cy)XebHble AaHHble CEeT MOTYT CHU3UTb peasibHY0 NPONYyCKHY Cnoco6HOCTbL. Ha paanyc

LEeCTBUSI CETU MOTYT BMSATbL (haKTOPbI OKpYXXatoLLeli cpeabl.

2 KonmyecTBo KaHa/10B 1 3HAYEHNE MaKCUMasibHOW BbIXO,D'HOVI MOLLHOCTH 6y,£l|yT N3MEeHATbCA B COOTBETCTBUUN C
npasuiamMmn paanod4actoTHOro peryimposaHus B BaLLel CTpaHe.



PykoBOZACTBO No akcnyatauyum WOP-2ac-LR2

2.4 KOHCTPYKTMBHOE WCMOMHEHnEe

YctpoiictBo WOP-2ac-LR2 umeeT nnacTuKoBbIli KOpNyc B NPOMbILIEHHOM UCNOMHEHUW. BHeLWHWA Bug,
ycTpoiictBa WOP-2ac-LR2 npuBeaeH Ha pricyHke 2.

PucyHok 2 — BHewwHuin Bug ycTpoiictBa WOP-2ac-LR2

MoA, KPbILLKOW B HUXHE YacTu yCTpoiicTBa pacnonoxeHsl combo-nopt 10/100/1000BASE-T (Ethernet)/
100/1000BASE-X (SFP) anst noakntoueHusi K BHyTpeHHel ceT 1 nutaHnto PoE, kneMma 3a3eM/1eHust 1 KHomnKa
c6poca Kk 3aBoackum HacTpoiikam (F), prcyHok 3.

mEEEEE-

e — = m B

PucyHok 3 — Moptbl WOP-2ac-LR2

10



PykoBoacTBO no akcrnyartauun WOP-2ac-LR2

2.5 CaetoBas nHgukauus

BHewHwuin Bug, naHenn nHgukaumm WOP-2ac-LR2 npuepgeH Ha pucyHke 4 .

i (]

EEEREER
GRS |

PucyHok 4 — BHewHwuiA Bug, naHenn niankaumm WOP-2ac-LR2

Tekyllee COCTOsIHME YyCTPOoCTBa 0TObpaxaeTcs Npu NOMOLLM MHAMKATOPOB, PACNOIOXKEHHbIX HA NepegHeit
naHenun yctpoictea WOP-2ac-LR2. MepeyeHb MHAMKATOPOB M UX OnMcaHne npuBeaeHbl B Tabsve 2.

Tabnuua 2 — OnncaHve HAMKaToOpPOoB

Nupgukatop CocTosiHue nHgukatopa OnucaHue
Power — nHavikatop 3e/1eHbIl, roput nUTaHue NoAKMNKYEHO, HOpMasibHas paboTa
nUTaHnsa n ctatyca paboTbl  MOCTOSHHO
yCcTpoicTea
i OopaHXeBbll, roput YCTPOICTBO He nony4yunio agpec no DHCP
( > MOCTOSAHHO
KpacHblii, roput 3arpyska ycTpoicTtea

NOCTOAHHO

11



WHpgukaTop CocTosiHue nHaukaropa
LAN — nHgukaTop nopta roput 3eneHbim (10, 100
Ethernet-nHtepdeiica M6W1T/C)/ OpaHXeBbIM

(1000 M6K1T/C)

Muraet
WLAN — nHgukaTopbl KpacHbIi, roput
ypoBHsi curHana (RSSI)

|

XEenNTbIiA, ropuT

O

3eNeHbll, ropuT

3eNeHbll, ropuT

HW OAVH UHAVKATOP He
roput

2.6 C6poc K 3aBOACKMM HacTpolikam

PykoBoacTBO no akcrnyartauun WOP-2ac-LR2

OnucaHue

kaHan mexay Ethernet-untepdeiicom WOP-2ac-
LR2 1 nogkntYeHHbIM YyCTPOCTBOM aKTUBEH

npoLecc NakeTHoO nepeaaun gaHHbIX Mexay
Ethernet-nHtepdelricom WOP-2ac-LR2 1
NOAK/MOYEHHbIM YCTPONCTBOM

YPOBEHb curHana 6osbLue -98 gbm

YpOBeHb curHana 6onblue -80 aobm

YpOBeHb curHana 6onblue -70 abm

YPOBeHb curHana 6onblue -60 abm

CUrHauia HeT

CO6poc KoHGUrypaumm ycTporcTea Nponu3BOANTCS C NOMOLLbH KHOMKN «F». B 3arpy>xeHHOM COCTOSAHWU
YCTpOWCTBa HaXXMUTE 1 yaepxuBalite KHonky «F» (okono 10-15 cekyHA), KoTopasi HaXoAMTCS Ha HKHEN
naHenun ycTpomncTea, noka nHamkatop «Power» He 3amMmuraeT opaH>XeBbIM LiBETOM.

[anee npousongeT agTomarTnyeckas nepesarpyska yctponcrsa. MNpu 3aBOACKUX yCTaHOBKax OyaeT 3anyLeH
DHCP-knueHT. Ecnn agpec He nonyyeHd no DHCP, To y ycTpoiicTBa 6yaeTt aapec — 192.768.1.70, macka
noacetn — 255.255.255.0; ums nonb3oBartens/naposnb Ans goctyna yepes web-nHrepdpeiic: admin/password.

2.7 KoMnaeKkT nocTaBKu

B 6a30BbIi1 KOMNIeKT noctasku ycTporictea WOP-2ac-LR2 BxogsrT:

Bazoeas ctaHums WOP-2ac-LR2;
KomnnekT Kpenexa,
Mary-kopa RJ-45, Se kar., 1.5m;

PyKoBOACTBO MO 3Kcnayataumn Ha CD-ancke (onumoHasibHo);

CepTucpmkaT cooTBETCTBUS;
MamsiTka 0 JOKyMeHTauuu;
Macnopt.

12



PykoBoacTBO no akcrnyartauun WOP-2ac-LR2

3 Mopsanok ycTtaHOBKN

B gaHHOM pasgene onucaHbl MHCTPYKUUK MO TEXHWKE 6e30MacHOCTK, pekoMeHAaLmmn no yCTaHoBKe, npoueaypa
YCTaHOBKW 1 NOPSAAOK BK/ItOYeHNs ycTporicteBa WOP-2ac-LR2.

3.1 VIHCTpYKUUM NO TeXHUKe 6€30MacHOCTK

1. He BckpbiBaiiTe KOpnyc ycTporcTBa. BHyTpu yCTpoincTBa HET 3/1IEMEHTOB, NpeAHa3HauYeHHbIX 415
06CNyX1MBaHUS NOSIb30BaTE/EM.

2. He npoussoauTe yCTaHOBKY JAHHOIO YCTPOMCTBA BO BPeEMS rpo3bl. ECTb pycK yaapa MoMHUEN.

3. Heobxogumo cobniogatb TpeboBaHMs No HaNPSHXEHMUIO, TOKY M YacToTe, yKasaHHble B AaHHOM
NHCTPYKUNN.

4. lMepep NOAK/IOYEHNEM K YCTPOMCTBY M3MepUTE bHbIX NPUOBOPOB 1 KOMMbIOTEPA, MX HEOBXOANMO
npegBapuTesnibHO 3a3eM/MTb. Pa3HOCTb NOTEHLUMaIOB MeXay KoprycaMmu 060pyaoBaHus 1
n3MepuTenbHbIX NPUO60POB He Ao/MKHA npeBbiwats 1 B.

5. Mepep BKIOYEHMEM YCTPOICTBA y6eanTech B LLe/IOCTHOCTY Kabenel 1 nx HagexHoM KpenaeHun K
pasbemam.

6. BO Bpems MOHTaxa YCTPOMCTBa Ha BbICOTHbIX KOHCTPYKLMAX CnefyeT BbINOMHATb YCTaHOB/IEHHbIE
HOPMbI 1 TPpeGOBaHMS NPU BbICOTHLIX paboTax.

7. 3kcnnyartaumsa ycTporcTea Ao/MKHA NPOU3BOANTLCA UHXEHEPHO-TEXHUYECKUM NMEPCOHAsIOM,
npoLuewmnM cnewrasibHyo NoAroToBKY.

8. MopaknoyaTb K YCTPONCTBY TO/ILKO rOAHOE K MPUMEHEHWNIO BCNOMOrartesibHoe 060pyaoBaHue.

3.2 PekomeHAaumu rno ycTaHOBKe

1. PekomeHayemoe ycTaHaB/IMBaeMOoe MOMOXEHNE: KpensieHne Ha TpybOoCToKy/cTonob.
Mepes yCTaHOBKOM 1 BKIHOYEHMEM YCTPOICTBA HEOBXOAMMO NPOBEPUTL YCTPOWCTBO Ha Haslmume
BUAMMbIX MEXAHNYECKNX NOBPEXAEHWA. B criyyae Hannuns NoBpexaeHnin cnegyert npekpatuTb
YyCTaHOBKY YCTPOICTBA, COCTaBUTb COOTBETCTBYHOLLMI aKT N 06paTUTLCS K MOCTaBLLKKY.
3. YCTpOWNCTBO A0/MKHO ObITb YCTAHOB/IEHO Ha TPYOOCTOIKY/CTONG TakuM 06pa3om, 4To6bl Ethernet-nopt
6bI/1 HANpaB/eH BHU3.
4. Mpu pa3meLLeHnn YCTponCcTBa A5 obecneveHns 30Hbl NOKpbITMA cetn Wi-Fi ¢ Hannyuwmnmn
XapakTepucTMKamy yunTbiBanTe cnegyrowime npasuna:
a. YcTaHaBnuBawiTe yCTPOMCTBO TakMm 06pa3oMm, YTOObI B CEKTOP AENCTBMA aHTEHHbI Nonajanu Bce
abOHEHTCKMe CTaHuMW, KOTopble 3aniaHMpoBaHO NOAKMNKUUTL K JaHHO 6a30BOI CTaHUuK;
b. He yctaHaBnuBalite ycTpoiicTBO B6/M3M (NOpsiaKa 2 M) 3N1EKTPUYECKUX YCTPOWCTB U
paanoyCTPONCTB.
c. He pekomeHpgyeTcsa ncnonb3oBatb pagmorenedoHsl U Apyroe 060pyaoBaHue, paboTatolee Ha
yacToTte 2.4 I'Tu, B pagnyce aenctema 6ecnpoBogHoin cetn Wi-Fi;
d. MNpenaTcTBUS B BUAE CTEKNSAHHbIX/METAIINYECKNX KOHCTPYKLMIA, KUPNNYHBLIX/OETOHHBIX CTEH, a
Takxe eMKOCTU C BOAOW M 3epKasia MOryT 3Ha4YMTesIbHO YMEHbLUNTL paanyc aericteus Wi-Fi cetu.
5. TMpwv pasmeLleHnn HeCKObKMX TOYEK AOCTyna Ha OAHON Tpy6OoCTolike peKOMEHAYETCS Pa3HOCUTb UX MO
BEPTMKaIN MUHUMYM Ha 2 MeTpa.

3.2.1 YacToTHble Nonockl 1 KaHanbl B gnanasoHe 2.4 'y, gna Wi-Fi

Mepenaya gaHHbIX B gnanasoHe 2.4 'y ucnonsdyercsa ansa ctaHgaptos IEEE 802.11b/g/n. YcTpolicTBo
WOP-2ac-LR2 nogaepxvBaeT 4acTOTHbIe KaHabl B AnanasoHe 2.4 'y, ¢ wupwuHoii 5,10, 20 n 40 My,
[nsa BbluMCNEeHNA LUeHTpasibHOM YacToThl kaHasia Wi-Fi f, MITy, ncnonb3yetcs chopmyna:

f=2407+(5*N), rae N — Homep kaHana Wi-Fi.

13



PykoBoacTBO no akcrnyartauun WOP-2ac-LR2

3.3 PekomeHaaLuy No o6ecneyeHmnio rpo3o3alnThbl

1.

2.

No ok

3a3zemsieHne Heo6x04MMO BbIMOMHATL U30/IMPOBAHHBIM MHOTOXW/IbHBIM NMPOBOAOM. YCTPOWCTBO
3a3eM/IeHNs U cevyeHne 3a3eM/SILLLEro NPoBoAa A0/HKHbI COOTBETCTBOBATL TpeboBaHuaM MY 3.
MepByl0 YNNYHYIO rPO303aLLnTy HE06X0AMMO yCTaHaBIMBaTb MakCuMasibHO 6/1M3K0 K 6a30BO CTaHLmMW,
coeanHASA UX KOPOTKUM Y/IMYHbIM FTP-kabenem ¢ skpaHMpPOBaHHbLIMW KOHHEKTOpaMW.

BTopyto y/iMyHyto rpo3o3almTty Heobxoanmo ycTaHaBNnBaTb MakCMMasibHO 65113K0 K POE-kommyTaTopy
(POE-nHxeKTopy), coeanHsia nx KOPOTKAM ynuHbIM FTP-kabenem ¢ akpaH1poBaHHbIMU KOHHEKTOPaMW.
CoeavHeHue rpo3o3awunT mexay cobol BbinonHAeTca ynuuHbiM FTP-kabenem gnvHoin go 100 m.
CeKTopHast aHTeHHa [o/hKHa 3a3eM/IATbCA Yepe3 MadTy /19 KPen/ieHNss aHTEeHHbI.

Heob6xoanMmo 3a3eMnunTb 6a3oByH0 cTaHUMIO (MogpobHee B NyHKTe MOHTaX YCTPOICTBRA).
PoE-kommyTaTop (POE-VHXeKTop) A0/MKEH GbITb MOAK/OYEH B 3/1EKTPUYECKY0 po3eTky 220 B ¢
3a3eM/iIeHneM b0 3a3emMeH Yepes Kopryc.

Basosan -
CTaHUMA
- # Joaemnenue vepes
THATY FHTIEHHL
¥ CelTOopHan
4 aHTEHHA
’
’
#
*,
’
[
'
]
J Condenumensnd nubens FTP
' ME Gomee 60 car. + MEOHUPONOHHET
ROHHERTTD
L]
]
‘ FTP natiens y..:,ruuo;(:i ) PoE .
WENOAHERIS, A Ao 100 M - .
] > HommyTars
Ynu4Han : MMYTaTOP S [
' TROZOIAUMTA 1 !
] 1 1
' 1 i ]
' i
| | |
! | [
-
: - ] i
k A 1
i f (| Vnwunan -~ !
HKaumyp 2oaemaequs B Kowmyp anaemaesun | g \ rpososaLTa | I
] F \ 7 §
’ N " 4
1 . - 1]
— PR . -
™ []
U .
[
-
p 1l Kowmyp sosesnenun
[} 4 .
o : i
L
i
i o HoHmyp sasemoesun
[E——

PucyHok 5 — Cxema nogkntoyeHnss 6a3oBoil CTaHUMK ANnsi 06ecneyeHnsi rpo303allmThbl
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PyKoOBOACTBO Mo aKcnayaTaum WOP-2ac-LR2

3.4 MoHTax yctpoiictBa WOP-2ac-LR2

1. MpuKpennTe KPOHLWWITENH K KOPMYCY YCTPOCTBA C MOMOLLbH0 BUHTOB, MAYLLMX B KOMM/IEKTE, KakK
MoKasaHo Ha PUCYHKE HIXeE.

£

! \ r > /’_’_,_r“" r

\

P

N

2. YcTaHOBUTE yCTpOiicTBO Ethernet-noptom BHM3 Ha TPY6OCTOIIKY, Kak NOKa3aHO Ha PUCYHKE HUXE, 1
3aKpenuTe ero XomyTamu, MayLimMmy B KOMMNJIeKTe ¢ ycTpoiicTBoM. CobntogaiiTe MHCTPYKLMM MO TEXHUKE
6e30MacHOCTV 1 pekoMeHZauuy, NPMBEAEHHbIE B pazfenax «/IHCTPyKLMM Mo TeXHUKE 6e30MacHoCTV» 1
«PeKoMeHJaLmn Nno yCTaHOBKe» .
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PykoBOZACTBO No akcnyatauyum WOP-2ac-LR2

3. CHMUMUTE KPBILLKY, 3aKpbliBatoLLyto Ethernet-nopT Ha HXHEN NaHenun ycTpoiicTea. BbinosHuTe
3a3eM/IEHNE YCTPOICTBA Yepes crneuuasibHyo Knemmy, 3atem nogkntoumnte Ethernet-kabens k POE-nopry.
Mpy NOCTPOEHUM CETU MO ONTOBO/IOKHY YCTAHOBUTE TPAHCUBEP U NPOM3BeAnTe NOAK/OUEHNE.

; e —
- LB B N ]
> — = m @B

4. 3aKpoiiTe KPbILWKY HKHEN naHenu.

5. MogknounTe aHTeHHY K YCTPOMUCTBY C MOMOLLbIO KabesbHbIX COOPOK.

6. OTperynupyinTe NonoXxeHne aHTeHHbI Tak, YTO6bl aBOHEHTCKME YCTPOKCTBa nonajasiv B 30HY NOKPbITUSA
YCTaHOB/IEHHOM aHTEHHbI.

7. MopgxniounTe Ethernet-kabenb, naywmin ot WOP-2ac-LR2, k POE-NopTy MHXeKTopa uin nopty
kommyTatopa (IEEE 802.3at-2009).

8. Ecnu Bbl ncnonb3syete PoOE-nHxekTop, NoAKM04NTE ero K po3etke 220 B ¢ NOMOLbI0 CETEBOIO LIHYpPA.
9. BbINosHWTE 60/1€€ TOYHYIO KOCTUPOBKY @HTEHHbI N0 CBETOBbLIM UHAMKATOPAaM Ha Kopnyce yCTpOnCcTBa.

[ © Bo usbexaHue BbIXoa yCTPONCTBA U3 CTPOSi PEKOMEH/IYETCA MCMO/b30BaTh rPO303alLuTy.

3.4.1 VIHCTPYKUMS MO repMeTu3aLym aHTEHHbIX Pa3beMoB

[ © TrepmetyzaLmio HEO6XOAMMO NPOBOAUTL C 06EMX CTOPOH Kabens.

1. Mepep, nogknyeHeM kabens K pasbemy TpebyeTcsi OCMOTPETb OMIETKY Kabesna Ha Hanmune
NOBPEXAEHWI, a TaKKe NPOBEPUTL HA/TMUME YNNOTHUTENBHOTO KO/bLIA B raiike pasbema, pacnosioXeHune
nokasaHo Ha pucyHke 6 (a, 6).
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PykoBOZACTBO No akcnyatauyum WOP-2ac-LR2

PucyHok 6a PucyHok 66

2. MoaxnounTb Kabenb K pa3beMy YCTPOCTBA (AHTEHHBI) 1 3aTAHYTb raiiky, Kak nokasaHo Ha pUCyHKe 6
(a, 6).

PucyHok 7a PucyHok 76

3. OTpe3aTtb pe3vHOBYH repMEeTU3NPYIOLLYHO NTIEHTY COOTBETCTBYIOLWEN A/IMHbI: HA TepMETM3aLmio 0O4HOI0
pasbema SMA (pucyHok 7a) Tpebyetcsi 0,15 M rmaponsonupytoLLein neHTsl, Ans pasbema N-type (prcyHok
76) Tpebyetcs 0,3 M rMapon30NMNPYIOLLEI NEHTbI, Kak NokasaHo Ha pucyHke 8 (a,6).

PUCyHOK 82 PucyHok 86

4. YnanuTb C pe3vHOBOIi NEeHTbI 3alLMTHbIA C/I0M, Kak NoKa3aHo Ha PUCyHKe 9.

PucyHok 9
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PykoBOZACTBO No akcnyatauyum WOP-2ac-LR2

5. O6MOTKY HauMHaTb CO CTOPOHbI Kabens, npeasapuTesibHO OTCTYNMB OT 0OXMMHO YacTh Ha 10-15 mm.
3admkcrpoBaTb KOHUMK IEHTLI Ha oneTke kabens nog yrnom 15..25 rpagycoB K ocu kabens, 1, crerka
pacTarveas /ieHTy, HayaTb obMaTbiBaTh Kabenb 1 pasbem, NpoABurasicb B CTOPOHY Kopnyca yCTponcTBa.
BuTkn yknagbiBatb Apyr Ha Apyra C Hax/1eCcToMm, CKIaZKkn Ha BUTKax He gonyckatotcs. O6mMoTka kabens
nokasaHa Ha pucyHke 10 (a, 6).

PucyHok 10a PucyHok 106

6. [JOCTUrHYB Koprnyca ycTpoiicTBa(aHTEHHbI) KpaeM SIEHTbI, TPEOYeTCs cieNiaTb 060POT BOKPYT pasbemMa,
MaKCMMasibHO NPUXMMast Kpaii TeHTbl K Koprnycy, Aanee NpoAo/KUTb HAMOTKY NIEHTbI Nog, APYTUM YI/IOM,
yaansisicb oT kopnyca. Mpu HamaTblBaHUM He 3abblBaiiTe pacTArMBaTh IEHTY W MIOTHO NPUXUMATL ee K

paHee HamMOTaHHbIM BUTKaM. Ha KOHUMKe NTeHTbl PacTsHKKY YMEHbLUUTL U N/IOTHO NPUXKaTb Ero K BUTKaM,
pacnonoXeHHbIM Ha OneTke kabesns, kak nokasaHo Ha pucyHke 11 (a, 6).

i

PucyHok 11a PrcyHok 116

7. Otpe3atb MNBX-neHTy (M30/1eHTY) COOTBETCTBYIOLLEN A/IMHBI: HA TepMEeTM3aLuio 0AHOro pasbema SMA
Tpebyetca 0,28 M n3oneHTbl, 4nA pasbema N-type Tpebyetca 0,6 M n3oneHTbl. MI3oneHTa Tpebyetcs ans
3alLMTbl PE3MHOBOW NTEHTHI OT Y/ILTPAMONETOBLIX Ny4yeii. I3oneHTa nokasaHa Ha pucyHke 12.

PucyHok 12
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PykoBOZACTBO No akcnyatauyum WOP-2ac-LR2

8. O6MOTKY HauMHaTh C ONJIeTKN Kabens, npeaBapuTesibHO OTCTYNMB OT NEPBOrO BUTKA PE3UHOBOM JIEHTbI
Ha 5-10 mmMm. 3admKcrMpoBaTb KOHUMK M30NEHTLI Ha onneTke Kabensa nog yrnom 15-25 rpagycos K ocu
kabens, u, cnerka pactarvsas fIeHTy, HayaTb 06MaTbiBaTb Kabesb 1 pasbeM, NPOABUTasiCb B CTOPOHY
Kopnyca ycTpoicTea. BuTkn yknaabiBaTb ApYr Ha Apyra ¢ Hax/1ecToM, CKNaiku Ha BUTKaxX He
ponyckatotcs. O6MoTKa Kabensa nokasaHa Ha pucyHke 13.

PucyHok 13

9. [locTUrHyB KOprnyca Kpaem NeHTbl, TpebyeTcs cenatb 060p0T BOKPYr pasbema, MakCMMasibHO
NPWXUMas Kpaii U30/1eHTbI K KOPMyCy YCTPOCTBA, Aaniee NPOAOC/HKUTL HAMOTKY NIEHTbI NOA, APYTM YI/IOM,
yaansasch oT kopnyca. Mpu HamaTbiBaHUM M/IOTHO HaknafblBaliTe BUTKU JIEHTbI, HE oMycKas cknaaok. Ha
nocneaHNX BUTKAX U30/1€HTbI PACTSHKKY YMEHbLLUTbL [0 HY/S U NMOCNEAHWIA BUTOK Y/IOXUTb 6e3
pacTsarMBaHus, Kak nokasaHo Ha pucyHke 14 (a, 6).

PucyHok 14a PucyHok 146

10. MpoBepnTb 3arepMeTU3NPOBaHHbI Pa3bem Ha OTCYTCTBME BUAVMBIX YUaCTKOB PE3NHOBOI NIEHTHI.
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PykoBoacTBO no akcrnyartauun WOP-2ac-LR2

4 YnpaB/ieHne yCTPOMCTBOM Yepe3 web-nHtepdeiic

4.1 Hauyano pa6oThl
[ns Hayana paboTbl HYXXHO MOAK/TIYNUTLCA K YCTPOMCTBY No nHTepdielicy Ethernet uepes web-6paysep:

1. OTKpoiiTe web-6pay3ep (Nporpammy-npoCMOTPLLVK TMNEPTEKCTOBLIX A0KYMEHTOB), Hanpumep Firefox,
Opera, Chrome.

2. BBegute B afipecHoli cTpoke 6pay3sepa IP-agpec ycTpoiicTsa.

© 3asopackoii IP-agpec yctpolictea: 192.168.1.10, macka noaceTu: 255.255.255.0. Mo ymonyaHuio
YCTPOWCTBO MOXET nonyuntb agpec no DHCP.
3aBofckve ycTaHOBKM: 10rvH: admin,naposnb: password.

Mpu ycnewHoM 06HapyXXeHUM YCTPOCTBa B OKHE Gpay3epa 0To6pasuTcsl CTpaHuLa ¢ 3anpocoM UMEHN
no/sib30BaTens v napossi.

WOP-2ac-LR2

3. BBegute /10TMH 1 Naponb B COOTBETCTBYHOLUUX CTPOKAX.
4. Haxkmute KHOMKy «BoliTn». B 0kHe 6pay3epa OTKPOEeTCs MEHI0 KOH(IUTYpUPOBaHUS.

5. Mpn HEOBXOANMOCTN MOXHO NEPEKNIOUNTL A3blK 0TOBpaxeHns nidopmaumn. Ansa WOP-2ac-LR2
OOCTYNHbI pycckasi n aHrviickas Bepcus web-uHrtepdeiica.

P o~
b | L I e WO p‘zaC'LRz @ Tactaseit pawim
MonmtopisHr Radic VAP wDs Careasia HacTpoim CrcTams D BRI
T e Hanenwe WOP-2ac-LA2
e AnnapatHan pepoHa 1w
Zeeonckon MAC-agpes  ES:28:C1.03FT:AD

MBI HOMER WPATO00041
Bepaan NG

Feiepawan sepoian MO

Bepcwa sarpyaura

CHOTEMHOS BPEMA 22.11.2022 06-54.33

Bpems pafoTu 0 aw, D0:04:-14

i arpyaka LY 22.8%
Mrichopuaume of yerpeacTae

MicnonbsysMan namMATs SEMBIDZME (BO%L)

& Q00 Vipednpurmue “Samews”, 2017 - 2022 Espcur 10, Bepcur WEE
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PykoBoacTBO no akcrnyartauun WOP-2ac-LR2

4.2 TIpMMeHeHne KoHdUrypaunum n oTMeHa N3MeHeHun

1. MprvmeHeHne KoHurypaumm

Mo HaXaTuo Ha KHOMKY MPOUCXOAUT coxpaHeHue KoHdurypauum Bo flash-namsTes

YCTPOICTBa N NPUMEHEHNE HOBbIX HACTPOEK. BCce HACTPOIKM BCTyNatoT B cUy 6e3 nepesarpysku
yCTpolicTBa.

B web-nHTepdpeiice peannsoBaHa Bu3yasibHas MHANKALMS TEKYLLETO COCTOSHISA NpoLecca NpUMeHeHMs
HacTpoek, Tabnuua 3.

Ta6nuua 3 — BusyanbHas VHAMKALMS TEKYLLLErO COCTOSIHUSA NpoLiecca NPMMEHEHMs] HacTPoeK

BHewHuii BUg OnucaHue COCTOAHUA

Mocne HaxaTus Ha KHOMKY «MPUMEHNTL» MPOUCXOANT NPOLLECC NPUMEHEHNS U 3aMUCU HACTPOEK B
namsTb ycTpoicTea. O6 3TOM MH(DOPMUPYET 3HAUOK [l Ha KHOMKE «[pPUMEHNTb.

O6 ycneLHoM coxpaHeHUn 1 NPUMEHEHUN HACTPOEK MHADOPMUPYET 3HAYOK Ha KHormkKe
«IPUMEHNTb».

2. OTMeHa U3MeHeHuM

© OtmeHa n3MeHeHUi NPON3BOAMTCA TOMBKO [0 HAXKATMA Ha KHOMKY «pUMeHNTb». Mpu HaxaTtum Ha
KHOMKY «[PUMEHNTb» U3MEHEHHbIE HA CTPaHuWLLEe NapameTpbl 6yAyT OGHOB/EHbI HA TEKYLLME 3HAYEHUS

1 COXpaHeHbl B NaMsATb YCTpocTBa. [ocne HaxxaTns Ha KHOMKy «MprMeHnTb» BO3BpaT K npeplayLim
HacTpoikam 6yaeT HEBO3MOXEH.

o ¥ OTmeHa
KHOMKa oTMeHbl NU3MEHEHUN UMEET BUA:
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PykoBoacTBO no akcrnyartauun WOP-2ac-LR2

4.3 TecCTOoBbI PEXUM

Ha ycTpoiicTBe peasim3oBaH TECTOBbIA PEXMUM A1 NTPOOGHOr0 NPUMEHEHUA KOHGUIypauun.

YT0O6bI €ro aKTMBMPOBaTb, HKMUTE KHOMKY «TECTOBbIN PeXrM» Ha BepXHein naHenn web-nHrepdeiica.

. p {:'; LTex WOP-ZaC-LRz © TeCTOBLIA PEXMM
MOHMTOPHHT Radio VAP WDS CeTenble HaCT] Kb Tema u - Xon )}

Bpewms pa6oTbl TectoBoro pexuma — 300 cekyHa, (5 MUHYT). B TeUeHne 3TOro BpEMEHM MOXHO NepeMelLaTbes
no Bk1agkam web-koHdurypaTopa v Nnpou3BoAUTb Kakue-mmbo N3MeHeHUs, NPUMEHSAS UX Ha KaXX0i cTpaHuLe
C NMOMOLLIbIO KHOMKK «[TpUMEHUTBbY.

3anyllieH TECTOBbIA pEXUM. MPaBkW OYLYT OTMEHEHLI YEPE3 298 CEK BhiATH U3 TECTOBOTO PEXUME ~

ELTEX  WOP-2ac-LR2

MOHUTOPHHT Radio VAP WDS CeTeBble HaCTPOHKM Cuctema -

Mocne npoBepkM HEOOBXOAMMOWN KOHPUIypaLnmn HaXKMUTE KHOMKY «BbIATK N3 TECTOBOIO pexunmar u Bolbepute
HYy)XHOE AeincTteue:

+ «COXpaHUTb 1 BbIATU» — NPU HAXAaTMUN NPOM30AAET BbIXOA, 13 TECTOBOIO PEXMMA U COXPaHeHUe B
3HEepProHe3aBMCUMMYH NamsiTb BCEX N3MEHEHWI B KOHGpUIypauum, KoTopble 6blv caenaHbl U NPUMEHEHbI
B 3TOM pexume. OTMEeHUTb U3MEHEHMS, BbINO/THEHHbIE B TECTOBOM PeXUMe, 6yeT HEBO3MOXHO.

* «OTMEHUTb 1 BbIATU» — NPU HAXaTUN NPON30AAET BbIXOA U3 TECTOBOIO PeXnma U OTMEHA BCEX
N3MEeHeHWI, BbINO/THEHHbIX B 3TOM pexume. bByaeT BoccTaHOB/IeHa KOHUIypauus, AeliicTByrowas Ha
YCTPOIiCTBE [0 aKTUBaLMMN TECTOBOIO pexmma.

3anyileH TECTOBbLIA pesxmm. MNpasku OyayT OTMEHEHL! Yepes 269 cek. BuiATH W3 TECTOBOTO PEXUME ~
D o~ LTe x WOP COXpaHUTE W BbIATH
= -2ac-LR2 :
P ac OTMEHUTE 1 BBIATH
MOHMTOPHHT Radio VAP WDS CeTesble Hac cTe U biXoA

Ecnun B TeyeHne 300 cekyHA agMUHUCTPATOPOM He ByAEeT NPOU3BEAEH BbIXOA M3 TECTOBOIO PEXMMA, 3TO
NPON30iAET aBTOMATUYECKN BMECTE C OTKATOM BCEX M3MEHEHWI, KOTOPbIE ObISIN CAeNaHbl B JAHHOM PeXMME.
Mo NCTeYEeHMIO YKa3aHHOro BpeMeHM KOHMrypaumsi BOCCTaHOBUTCS, AaXKe eC/in B pesysibTaTe caenaHHbIX
n3MeHeHunl 6bin NOTePSH AOCTYN A0 YCTPOoNCcTBa.
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4.4 OcHOBHble 3neMeHTbl web-uHtepdeiica

PykoBoacTBO no akcrnyartauun WOP-2ac-LR2

Ha pucyHke HuKe npeacTaB/eHbl 31EMEHTLI HaBuraummn web-uHtepdeiica.

WOP-2ac-LR2

OKHO nonb3oBaTe/IbCKOro MHTepdieica pasneneHo Ha NATb obnacTel:

1. KHonka «TecToBbIil pexuM» — A5 3anycka pexuma B KOTOPOM BO3MOXHO NPO6HOE NPUMEHEHNS

KOHpurypauum.

2. Bknagkum meHt — ans rpynnupoBKn NOAMEHH0 No Kateropusim: MoHuTopuHr, Radio, VAP, WDS,

CeTteBble HacTpoiiku, Cucrtema.

3. Bbl6op s3bIka MHTepdoeiica 1 kHomka (BbIXoA), NpeAHasHaYeHHas 415 3aBepLUEHNs ceaHca paboThl B

web-uHTepdelice nog AaHHLIM NO/Ib30BATENEM.
Bknafkv NoIMEHIO — A1 YNPAB/IEHUSA NOMEM HACTPOEK.

©No s

Mone HacTpoeK YCTPoicTBa — [/ NPOCMOTPA [aHHbIX U KOHJUIypaLum.
MHdpopmaLmoHHoe none, oTobpaxatoliee Bepcuto MO, ycTaHOBNEHHYIO Ha YCTPOIACTBE.
3arpyska LINY — cpefHuii NpoLeHT 3arpy3ki npoLeccopa 3a nocnefHve 5 cekyHa;
Micnonb3yemasi namMaTb — NPOLEHT UCNO/Mb30BaHUs DU3NUECKOl NaMaTh YCTPoCTBa.
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4.5 MeH «MOHUTOPUHT»

B MeHI0 «MOHUTOPUHI» 0TOBpaXaeTcs TEKYLLEEe COCTOSIHUE CUCTEMBI.

4.5.1 NMopgmeHto «Wi-Fi KnneHTbI»

B nogmeHto «Wi-Fi KnneHTbI» BbIBOAUTCA MHAIOPMAaLMSi O COCTOAHUM NoaKtoYeHHbIX Wi-Fi KnneHToB,

CTatncTukKa no Tpacpley, a TakXke JOCTYNnHO TeCTnpoBaHMe CKOPOCTU JIMHKaA.

PykoBoacTBO no akcrnyartauun WOP-2ac-LR2

ELTEX  WOP-2ac-LR2

Hraz Link
# Me xoca  IP-agpec  MAG-ampec
WE-2P- 1RZ480 71 eB2Bcl dacd a0

wharDval B4 {nol

Wemepdeic Capasity Gualny

R2 chanped)

Link
Link Quality

7E (ot
charged)

Common  AaBm 4B

RESI, SMR,  Yaanewwsii
RE5L aEw

P
=

Yaanesmwin
SNR, 8

TwRate RaRate

CHOpOETE
nepagase,
MG

MG514 MC3IE 0

130

© TeTossin petiu

=
npwessa,  BW, Bepcus  Spewmn
MEaTc My [e

20 ZEO0A3 ODOZOA On

pafoTe  DedcTEne

TeCTUPOBAHWE CROPOCTH

Hanpagnesng Y Doewrilng Liplink () Dowriink+Ugink

e T

Downlink HeT zakito

Uplink Her mareing

Ansi yno6cTBa MOHUTOPUHIA CYLLLECTBYET BO3MOXHOCTb Bbl6paTh NapameTpbl A1 oTo6paxeHus. Ans

g
37010 HaxkmuTe Ha ¢ . My HaxaTn Ha KHOMKY «[10 YMOMYaHWo» Gy/AyT OTOBPaXEeHbI NapamMeTpbl Mo
YMO/TYaHMI0.

* Ne — HOMep NOoAK/HYEHHOIO YCTPONCTBA B CMCKE;

* MIMsi Xocma — ceTeBoe UMS YCTPOWCTBa;

+ IP-adpec — IP-agpec noagKOYeHHOr0 YCTPOCTBa;

+ MAC-adpec — MAC-aapec NoaKAHUYeHHOro YCTPOICTBa;

* ViHmepdpelic — nutepdhelic B3ammoaenctensa WOP-2ac-LR2 ¢ noakntoueHHbIM YCTPOIACTBOM,;

+ Link Capacity — napameTp, KOTOPbIli 0TO6paxaeT 3PEKTUBHOCTb NCMONb30BaHMSA TOUKON AOoCTyna
MOAY/IAUMN Ha nepeady. PaccunTbiBaeTcs UCXOAA U3 KONMYECTBA NakeToB, NepefaHHbIX Ha Kavkaoi
MOAYNALMMN [0 K/TMEHTA, U NOHUXKAIOLLMX KO3hMLMeHTOB. MakcumaribHoe 3HauyeHne — 100% (o3Hauvaer,
4TO BCE MakeTbl NepefarnTcs A0 KIMeHTa Ha MakCMMasibHOW MoAynAaunn AN MakCUMasibHOro Tvna nss,
noAepXX1MBaemMoro KfiMeHToM). MuHuMmanbHoe 3HaueHne — 2% (B cnydyae, Koraa naketbl nepegatoTcs Ha
moaynaumm nssTmes0 ans knneHTa ¢ nogaepxkoii MIMO 3x3). 3HaueHne napaMeTpa paccunTbiBaeTcs
3a nocnegHune 10 cekyHA.

* Link Quality — napameTp, KOTOPbIi 0TO6PaXaEeT COCTOSAHME NINHKA A0 KNIMEHTA, pacCUMTaHHbI Ha
OCHOBaHMKN KO/IMYeCcTBa PeTPaHCMUTOB NakeToB, OTNPaBEeHHbIX K/TMEeHTY. MakCcMMasibHOe 3HavyeHne —
100% (Bce nepeaaHHble NakeTbl OTNPaBUINCH C NEPBO NOMNbITKK), MUHUMasIbHOE 3HadYeHne — 0% (Hu
O/INH MaKeT A0 KNMEeHTa He 6blN YCNeLIHO OTNpaB/ieH). 3HaueHne napaMeTpa paccunTbiBaeTcs 3a
nocnegHue 10 cekyHA.

* Link Quality Common — napameTp, KOTOpbIi 0TOGpPaXKaeT COCTOSAHME NINHKA A0 K/IMEHTA, pacCUUTaHHbI
Ha OCHOBaHWM KONN4YecTBa peTPaHCMUTOB NaKeToB, OTNPAaB/IEHHbIX KNEHTY. MakcumanbHoe 3HaYeHne
— 100% (Bce nepeaHHble NakeTbl OTNPABUNCL C NEPBOIA NOMNbITKM), MUHUMabHOE 3HaveHne — 0% (Hu
O/INH MakKeT A0 KNMeHTa He 6blN YCNeLIHO OTnpaB/eH). 3HaueHre napaMeTpa paccumTbiBaeTcs 3a Bce
BpeMs NOAK/IOUYEHUS KITNEHTE,;

* RSSI — ypoBeHb NPUHMMAEMOro curHana, gbwm;

* SNR — oTHoLleHune curHan/wym, ab;

* YOasieHHbIl RSSI — BbIBOA, YPOBHS MPMHMMAEMOTO CUrHasa ¢ abOHEHTCKON CTaHuUmK, AbM;

+ YOasieHHbIli SNR — BbIBO/, YPOBHS OTHOLLIEHME CUTHa//LIYM C aBOHEHTCKOM cTaHuumu, ab;

+ TxRate — kaHa/bHas CKOpPOCTb nepegayn, MouT/c;

* RxRate — kaHanbHasi CKOpOCTb npmema, Mout/c;
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PykoBoacTBO no akcrnyartauun WOP-2ac-LR2

+ CKkopocmb nepedayu — CPefHAA CKOPOCTb nepefayn AaHHbIX 3a nocnegHve 10 cekyHa, Méut/c;

+ CKopocmb rpuemMa — CpefiHAA CKOPOCTb NpruemMa AaHHbIX 3a nocnegHve 10 cekyHa, Mout/c;

* BW — nonoca nponyckaHusa pagnokaHana, MIu,

* Bepcusi MO — Bepcus nporpammMHoOro obecrnevyeHnss aboHeHTckol ctaHummn WB-2P-LR2; Ha AC gomkHa
6bITb Bepcus MO He Huxe 2.4.1;

* Bpewms pabomsbi — BpeMs coegmHeHns ¢ Wi-Fi knneHTom.

« [elicmsue — npn HaxaTum KHonkn «OTkounTb», Wi-Fi coegmHeHne ¢ aboHeHTCKOW cTaHumen byaet
pa3opsaHo. AC nepenogkoumnTcs.

© 3HaueHus YoaseHHsbIii RSSI u YoaneHHbIli SNR He 06HOBNAIOTCA B peasibHOM BpeMeHu. [1ns
~

3anpoca TeKyLMX 3Ha4YeHNn He06X0AMMO HaxkaTb ™ , nocne vero B TedeHun 10 cekyHa MHdopmaLms
B NoNsx 6yaetr 06HOBAATLCS.

Moapasnen «TecTupoBaHue CKOPOCTU» NpegHa3HayYeH 415 TECTMPOBaHMA CKOPOCTU IHKA B HanpasneHumn ot
6a30B0Oli CTaHUMKN A0 aBOHEHTCKOWN 1 06paTHO:

+ Downlink — TecT ckopocTv GyAEeT BbINOHEH B HANpaB/ieHUy OT 6a30B0Ii CTaHLMKN A0 a6OHEHTCKOI;
* Uplink — TecT ckopocTu GyAeT BbINOMHEH B HANpPaBfeHW 0T aGOHEHTCKOV CTaHLUMKU 40 6a30BO;
+ Downlink+Uplink — TecT ckopocTu 6yAieT BbINOSHEH NOOYEPEHO B KaX/yH CTOPOHY.

TecT BbinonHsaetcs Tpagukom TCP n anntca 10 cekyHA ANs 0AHOrO HanpasneHns. B ogyH MOMEHT BpeMeHm
TECT MOXET 6bITb 3anyLeH TO/IbKO A0 0fHOI aboHEHTCKOM cTaHuun. Ha AC gomkHa 6biTb Bepcusi MO He Huxe
2.4.4,

[ns 3anycka HE06Xo0AUMO BblGpaTh HaNpaB/eHNe TECTA U HAXaTb KHOMKY «3anycTUTb». Mo 3aBepLUeHuio
TecTa pe3ynbTaT 6yaeT 0TO6paxXeH B COOTBETCTBYIOLLEM MOJIE.

Mo ymonuaHuio ansa Tecta ucnonbsyerca VLAN 7 1 nogcetb 192.0.4.0/24. Ecnun B CETU YXXe UCNOSb3YOTCSH
Takasn nogcetb 1 VLAN, TO HE06X0AMMO M3MEHUTbL HACTPOIKM ANA TecTa TakuMm 06pa3oM, UTOObI OHM He
nepecekasimcb C AelCTBYOLWUMN CETAMU. ITO BO3MOXHO caenatb Yepes CLI. Bonee nogpo6Ho npouecc
onucaH B pasgene «TecT CKopoCcTuy».

Mopapasaen «PaclupeHHas cTaTucTvKa no Tpadivky» COAEPXUT MHGDOPMALIMIO O KONMYeCTBE NepeaaHHoro u
MPUHATOrO Tpadivka, oLLNGKax 1 NoBTOpax nepeaqn, TEKYLLY CKOPOCTb M CTAaTUCTIKY NaKeToB No
MoAYNALUMAM.

PaclmpeHHas cTaTUcTUKa No TpaduKy
MepenaHo / NPUHATO BCETO, DaiT 106 435/ 9 056 MepenaHo C OWKMOKaMK, NAKETOB 1
MepenaHo / NPUHATO BCEro, NakeTos 592 /232 MosTOpLI NEpeAaqH 3@ NocneaHui 4
. nepuoa, NakeTos
MepeaaHo / NPUHATO AaHHbIX, DaiT 90 866 /2 518
Oflyee YUCNO NOBTOPOB NEpPEaayM, 528
MepenaHo / NPUHATO JaHHbIX, NAKETOB 581 /14 NakKkeToB
CKopocTb nepefadu / npuema, Kout/c 0/0
Mogynaums MepegaHo NakeToB MPHUHATO NakeToB
DS581 13 2% 219 95%
MC $1 ] 0% 1 0%
MCS3 ] 0% 2 1%
MCs4 165 28% 2 1%
MCs5 98 17% 0 0%
MCSs6 34 6% 0 0%
MCsST 4 1% 0 0%
MCs9 0 0% 2 1%
MCS10 132 22% 5 2%
MCS11 108 18% 0 0%
MCS12 36 6% 0 0%
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lNepedaHo/npuHsSIMo Bce20, 6balim — KOIMYECTBO NepeAaHHbIX/NMPUHATLIX Ha NOAK/IIOUYEHHOE YCTPOCTBO
oaiT;

lNepedaHo/npuHsAMO BCe20, Nakemos — KOIMYEeCTBO NepefaHHbIX/NPUHATLIX Ha NOAK/IIYEHHOe
YCTPOWCTBO NAKeTOB;

lMepedaHo/npuHAmMo 0aHHbIX, 6alim — KONNYEeCTBO NepefaHHbIX/NMPUHATLIX Ha NOAK/IHOYEHHOe
YCTPOWCTBO 6ailT AaHHbIX;

lNepedaHo/npuHsIMO OaHHbIX, Nakemos — KO/IMYeCTBO NnepesaHHbIX/NPUHATBIX Ha NOAKNHYEHHOE
YCTPOICTBO NaKeTOB AaHHbIX;

lNepedaHo ¢ owubkamu, nakemos — KONNYeCTBO NakeToB, NepefaHHbIX C OLMbKamn Ha NOAKNIOYEHHOE
YCTPOWCTBO;

MosmopsbI nepedayu 3a rnocsaedHul nepuoo, nakemos — KOIMYeCTBO NOBTOPOB Nnepejayn Ha
NOAKNIOYEHHOE YCTPONCTBO 3a nocnegHue 10 cekyHa;

O6wee 4uc/10 N0BMOPOB repedayu, nakemos — KOIMYeCcTBO NOBTOPOB Nepefayn Ha NoAK/IHYEeHHoe
YCTPOMCTBO 3a BCe BPEMS NOAK/THOYEHUS;

Ckopocmb repedadu/npuema, Kbum/c — cpefHssa CKOpoCTb nepefayn AaHHbIX 3a nocnegHve 10
CeKyHA.
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4.5.2 NMopgmeHo «WDS»

B nogmeHto «WDS» BbIBOAUTCA MHpOpMALMA O COCTOAHUM NoAkoyveHHbIX no WDS Touek goctyna WOP-2ac-

LR2.
Vimas Link Link Link Quality RSSI, SR, YpanesHs FoaneHHek T BW, RXBW, Bpema
# Nz xocTa IP-agpec MAC-afipec Vmrepipedic  Capacity Quiality comman i=] fits] RS, gEM SNR, nE TRate RuRate My Mry padoT
~ 1 'WOP-Zac- 1021685000 eB2Bcle3i7bd wland 45 65 a4 4B/ 48 20017 556 = 22113 MCS4 MCST 20 20 00:08:51
LRZ 39 65
Mepenasn | BpUHATD Boem, GarT 189 601 962 /274 47 MepapaHn © ouksfikasin, NaLeToR
Mepegaqn | NpUHATO SCEIT, NEKET0E 144 478 1 4508 MoeTope: Nepegas 3a NoCIBgHRA NEpA0A. NEKET0E B77
Mepanaso | IpMHATE Jasmes, Gt 184 877 BET / 105 195 Diues uEcHo NOETOPUE NEPSNEYN, MEKET0E 60 032
Mepegzs0 { NPAHATD G3HHEL 1ERETOE 144 4511317 Cuopocte nepagaun f npwena. Kbaric 237541

Mogynaums MepenaHo nakeTos MpRHATD NaReTOE
DSSSL 25 0% 1334 S4%
OFDMS4 a 0% i 3 0%
MCS1 i 0% 1 %
MC52 1] 0%
MCs3 1] 0% 21 [n 0]
MCS4 14435 10% 9 (0]
MCS5 13382 Sl 45 1%
MCEE 230 0% 32 1%
MCS7 a 0% 65 1%
MCS10 7920 5% o %
MCS1L 73050 52% 100 2%
MCs12 31483 22% 4] %
MC513 1587 1% 4] M
MC515 54 0%

© 19 yno6cTBA MOHUTOPUHIA CYLLLECTBYET BO3MOXHOCTL BbIGpATL NapaMeTphbl 415 0To6paxeHus. Ans

N
37010 Haxkmute Ha ¢ . Mpu HaXaTK Ha KHOMKY «[10 YMOMUaHMo» GyAyT OTOBPaXEHbI NapamMeTpbi Mo
YMO/TYaHMIO.

Neo — HOMep NOAK/THOYEHHOIO YCTPONCTBA B CMUCKE;

Vimsi xocma — ceTeBoe UMS yCTPOINCTBa;

IP-adopec — IP-agpec NoAKMHOYEHHOTO YCTPOICTBA,

MAC-adpec — MAC-agpec nogkIto4eHHOro yCTPONCTBa;

Vumepabelic — nHtepdelic Bzanmogeiictema WOP-2ac-LR2 ¢ noak/1to4eHHbIM yCTPONCTBOM,;

Link Capacity — napameTp, KOTOpbIii 0To6paxkaeT athheKTUBHOCTb MCMOMb30BaHMs TOUKOW AocTyna
MOAyNAaLMn Ha nepegady. PaccumTbiBaeTcs UCX0O4S U3 KONMYECTBA NAKeTOB, NepefaHHbIX Ha KaxXaoi
MOAYNALMMN [0 KTMEHTA, U NOHUXKAOLLMX KO3hhmLUmeHToB. MakcumasibHoe 3HadyeHne — 100% (o3Hauvaer,
4TO BCE MakeTbl NepefatoTcs A0 KIMEHTa Ha MakCUMasibHOM MOAYNSALMN 01 MakCMMa/lbHOTO Tuna nss,
noaZepXX1MBaemoro KfMeHToM). MuHuManbHoe 3HaueHne — 2% (B cnyyae, Korga naketbl nepegatorca Ha
moaynaumm nssTmes0 ans knneHTa ¢ nogaepxkkoii MIMO 3x3). 3HaueHne napaMeTpa paccynTbiBaeTcs
3a nocnegHue 10 c;

Link Quality — napameTp, KOTOpbIA 0OTOBpaXKaeT COCTOSAHWNE JIMHKA A0 K/IMEeHTa, pacCUMTaHHbIN Ha
OCHOBaHMKN KO/IMYeCcTBa PETPaHCMUTOB MakeToB, OTNPaB/eHHbIX K/IMEHTY. MakCcMMasibHOe 3HavYeHne —
100% (Bce nepeaaHHble NakeTbl OTNPaBUINCH C NEPBOI NONbITKM), MUHUMasIbHOE 3HadYeHne — 0% (Hu
OfMH NakeT A0 KMEeHTa He 6blN YCNeLIHO oTrnpaB/ieH). 3HaueHne napaMeTpa paccunTbiBaeTcs 3a
nocnegHue 10 c;

Link Quality Common — napameTp, KOTOPbIi 0TO6paxaeT COCTOSAHME NINHKA A0 KIMEHTA, pacCynUTaHHbI
Ha OCHOBaHWM KONNYeCcTBa PeTPaHCMUTOB NakeToB, OTNPAaB/IEHHbIX KNNEHTY. MakcumanbHoe 3HayeHne
— 100% (Bce nepefaHHble NakeTbl OTNPABUINCH C NEPBOIA NONbITKM), MUHUMa/IbHOE 3HaveHne — 0% (Hu
OfIMH NakeT A0 KMeHTa He 6blN yCNeLHo oTnpaBsieH). 3HaueHe napaMeTpa paccunTbiBaeTcs 3a Bce
BPEMS NOAK/OYEHUS KNTNEHTE,;

RSSI — ypoBeHb NpvHMMaeMoro curHana, Abwm;

SNR — oTHowWeHue curHasn/wym, ab;
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YoasneHHbIl RSSI — BbIBOA, YPOBHSA NPUHUMAEMOrO CUrHana co BCTPEYHOWN CTaHuuu, obm;
YoasieHHbIl SNR — BbIBOA, yPOBHS OTHOLLEHWE CUTHaU1/LLIYM CO BCTPEYHOW cTaHumu, A6,

TxRate — kaHanbHasa CKOpPOCTb nepegayu, Mout/c;

RxRate — kaHanbHasA CKOpoCTb npuema, MouUT/C;

Tx BW — nonoca nponyckaHus Ha nepegaye, My,

Rx BW — nonoca nponyckaHus Ha npveme, MI'u,

Bpems pabombl — BpeMs COeANHEHUSA.

lNepedaHo/npuHsimo Bce20, 6alim — KONMYECTBO NepefaHHbIX/NPUHATLIX Ha NOAK/IYEHHOE YCTPOCTBO
oaiT;

[NepedaHo/npuHAMo Bce2o, nakemos — KOJIMYECTBO NepefaHHbIX/NPUHATLIX Ha NOAK/HYEHHOe
YCTPOWCTBO NaKeTOB;

lMepedaHo/npuHAmMo 0aHHbIX, 6alim — KONNYEeCTBO NepefaHHbIX/NMPUHATLIX Ha NOAKIHYEHHOe
YCTPOWCTBO 6ailT AaHHbIX;

lNMepedaHo/npuHAMo OaHHbIX, Nakemos — KOJIMYECTBO NnepefaHHbIX/NPUHATBIX Ha NOAK/HYEHHOe
YCTPONCTBO NaKeTOB AaHHbIX;

lMepedaHo ¢ owubkamu, nakemos — KOJINYeCTBO NaKeToB, NepefaHHbIX C OlWrbKaMu Ha NOAK/IHYEHHOoe
YCTPOWCTB;

[Mosmopsb! nepedayu 3a rnoc/siedHul nepuood, nakemos — KONIMYeCTBO NMOBTOPOB Nnepejayn Ha
NOAKNOYEHHOE YCTPONCTBO 3a nocnegHue 10 c;

Obuwee yuc/10 MOBMOPOB nepedayu, nakemos — KONIMYeCTBO NMOBTOPOB Nepesayn Ha NoAKNHYEeHHOe
YCTPOMCTBO 3a BCe BPeEMS NOAK/THOYEHNUS;

Ckopocmb repedadu/npuema, Kbum/c — akTyasibHas CKOpOCTb nepegayn Tpacumka B HaCTOALLMIA
MOMEHT BPEMEHM.

3HayeHus YoasieHHbIlU RSSI u YoaneHHbIl SNR He 06HOBNAIOTCA B peaslbHOM BpemeHu. s

s
L=

3anpoca TeKyLLMX 3Ha4YEeHWF HE0BX0AMMO HaXKaTb
B NoNsX 6yaetr 06HOBAATLCS.

, nocne yero B TedeHnn 10 cekyHg nHhopmaums
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4.5.3 TogMeHto «CTaTucTmKa no Tpadouky»

B pasgene «Ctartuctuka no tpadurky» oTobpaxaroTcs rpadpuki CKOpocTn npuemMa/nepegayn Tpaduka 3a
nocnegHvie 3 MMHyTbI, a Takke MHpopMaLmsa 0 KO/IMYecTBe nepesaHHoro/nosry4eHHoro Tpadmka ¢ MOMeHTa
BKJ/TIOYEHMA TOYKM AOCTyna.

JeELTEX  wop-2ac-LR2 ST

LA TERE o WLAN Tos msos

N,

v JWASA
Vallvas Al
'.II.' -\’I |I IIl L; \..' I|| / \-’ ~
VY i

£ | Aam |y l

=

AP H T 17303 138 40 T » 3624 1724 1P 1 174t ae 1413 e

pacmk LAN Tx/Rx nokasbiBaeT CKOPOCTb npuema/nepegaun tpadurka yepes Ethernet-nHrepderic Touku
AocTyna 3a nocniegHune 3 MUHyTbl. Fpadrk aBTomaTnyeckn 06HOBNSAETCA Kaxkable 2 CEKYHAbI.

Mpadhmk WLAN Tx/Rx nokasbiBaeT CKOPOCTb Nprema/nepegaumn tpaduka yepes Radio-nHtepdeiic Touku
AocTyna 3a nocniegHune 3 MUHyTbl. Fpadrk aBTomaTnyeckn 06HOBNSAETCA Kaxkable 2 CEKYHAbI.

OnucaHue Tabnuupl «lepedaHo»:

* MiHmepgelic — nma nHTepdeinca;

* Bcea2o nakemos — KO/M4eCcTBO YCMeLIHO OTMNpaB/IeHHbIX NakeToBs;

* Bcezo 6alim — Ko/iM4yecTBO YCMEeLHOo OTNpaB/eHHbIX 6aiT;

* Om6powWeHO nakemos — KO/IMYeCTBO NakeToB, OTOPOLLUEHHbIX NPY OTMPaBKeE;
* OWUbKU — KONNYeCTBO OLUNBOK.

MepepgaHo v

WnTepdeiic Bcero naxetos Bcero Gaiit OT6poLEeHO NAKETOB OWKMBKK
LAN 51021 50788678 0 0
WLAN 46946 44937958 366 81
wlan0-va0 46946 44937958 366 81
wlan0-val 0 0 0 0
wlan0-va2 0 0 0 0
wilan0-va3 0 0 0 0
wlan0-wds0 0 0 0 0
wlan0-wdsl 0 0 0 0
wlan0-wds2 0 0 0 0
wian0-wds3 0 0 0 0
wlanO-wds4 0 0 0 0
wlan0-wds5 0 0 0 0
wilan0-wds6 0 0 0 ]
wlan0-wds? 0 0 0 0
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OnucaHue Tabnuupl «[MPUHAMO»:

* MiHmepdgpelic — nmsa nHTepdeinca,

* Bcez2o nakemos — KO/M4eCcTBO YCNEeLIHO NPUHATBLIX NaKeToB.;

* Bcezo 6alim — KOIM4eCcTBO YCMeLHO NPUHATLIX 6aliT;

* Om6powWeHO nakemos — KO/IMYeCTBO NakeToB, OTOPOLLEHHbLIX NPY NOSTyYEHUY;
* OwWubKu — KO/IMYECTBO OLLMOOK.

MpUHATO ~
WHrepdeiic BCEero nakeTos Bcero Gailr OTGPOWEND NAKETOB Ownbkn
LAN AT094 43468218 24 0
WLAN 50146 51658057 0 0
wiani-vad 50146 51658057 o o
wlano-val 0 a ¥] (1]
wian0-va2 0 a 0 0
wlan0-va3 o a 0 0
wian-wds0 0 a o 0
wian0-widsl 0 0 §] o
wlan0-wds2 ] (v 0 0
wlan0-wds3 o (4] ] o
wian0-wrsd Lt} 0 1] 4]
wlanD-wiiss ] 0 0 0
wiano-wdse 0 a 0 0
wian0-wds7 ] 4] 0 o

4.5.4 MopaMeHo «CKaHMpoBaHue adnpar

B nogmeHto «CkaHvpoBaHue adipa» OCYLLECTB/ISIETCS CKaHMPOBaHME OKPYXatoLLEero paavoadmpa u
06HapyXeHne coceHMX ToUeK JoCTyna.

) e LT e X WOP'ZaC'LRZ @ TecToBbIIH PEHUM

MOHMTOPHHT Radio VAP WDS CeTeBble HACTPOHKM Cucrema - (BbIXOL,

WIi-Fi knueHTel MocnegHee ckaHMpoBaHKe Obino 22.06.2021 12:04:44
WDS
Pexnm Kanan / RSSI,
CTATHCTHR 10 TPADHKY SsID 6e30NaACHOCTH MAC-agpec LUKpKUHA ABEM

Portal_WEP-3ax Open E4:5AE4.E3:C4:B0 44/20 -42

CraHuposanue adupa »
Portal_WEP-2ac Open E2:E4:D2:E2:C4:B1 44/20 -42

KypHan coBbITHiA
Eltex-Guest Open E8:28: A4 FC:DED1 48/20 -42

CeTeBan UHPOPMALMA
BRAS-Guest Open 3D0:28:C1:FC:DB:50 48/20 -43

WHdopmauma o
(opuay . Eltex-Local WRAZ_1X 2D:15:C1:FC:D6:52 48/20 -43

paguouHTEpdeiice
MSS_Free_1 Open 12:66:E3:70:98:80 D2/20 -43

WHdbopmauus of ycTpoAcTee
lent_wep2 WRAZ_1X E1:E9:E2:70:98:83 D2/20 -46

Mocne HaxaTusi Ha KHonkKy «CKaHMpoBaTb» NpoLiecc 6yaeT 3anylieH. Mocne 3aBepLleHns CKaHMPOBaHUS
NOSIBUTCSA CMMCOK 06HaPYXXEHHbIX TOYEK A0CTyNna U MHopMaLmsl 0 HUX:

+ SSID — SSID o6HapyXeHHOW TOUKN A0CTYNa;

+ Pexxum 6e3onacHocmu — Pexnm 6e30MacHOCT 0GHapYXEeHHOW TOUKM AOCTYNa;

+ MAC-adpec — MAC-aapec 06Hapy>XeHHOIH TOYKM A0CTYNa;

* Kanasi/LLlupuHa — pagmnokaHasi, Ha KOTOPOM paboTaeT 06HapyXeHHas Touka 4OCTyna;

* RSSI — ypoBeHb, C KOTOPbIM YCTPOIACTBO NPUHNUMAET CUrHa1 06HAPY>XEHHOM TOYKK A0CTyNna, ABM.
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© Bo Bpems OCYLLECTB/IEHNS CKAHMPOBaHWS adhmpa pagronHTepdelic ycTpolicTea 6y4eT OTK/IHOUEH, UTO
npuBeaeT K HEBO3MOXHOCTY Nepeaayun aaHHbIX A0 Wi-Fi KTMEHTOB BO BpeMsi CKaHMPOBaHUS.

4.5.5 NMopgmeHIo «KypHan co6bITUin»

B gaHHOM pasgene MOXHO NPOCMOTPETL CMMCOK MHAPOPMALMOHHBIX COOBLLEHMIT B peasibHOM BPEMEHW,
cofepxawuii cnegytoLLyto MHopMaLmio:

Py
S - L_Tex WOP-2ac-LR2 © TecToBbiil pexim
MOHWTODWHT Radio VAP WDS CEeTEBbIe HACTPOMKM Cucrema - Bbix0a)
Wi-Fi krimeHTb EsHeli oyl | T OuncTuTh
WDS
harau
Bpems Tun Mpouyecc CoobGueHue

CTartiucTika no Tpany

Aug 11 daemon.info monitord[1109] event: ‘authenticated' mac: EE:B5:DB:79:51:CE ssid: 'WOP-2ac-LR2-test' interface:

CHaHWpoBaHue atupa

11:13:16 wlan0-va0 channel: 1 rssi: -72 location: 'root' reason: 0
AKypHan cobbiTii > Aug 1l  daemon.info monitord[1109] event 'deauthenticated by AP' mac: EE:B5:DB:79:51.CE ssid: "'WOP-2ac-LR2-test’
11:13:12 interface: wlan0-va0 channel: 1 rssi: -58 location: ‘root reason: 3 description:
CeTtesan MHopMaLma 'Deauth at STA leave BSS'
Wrchopmawa o Aug 11  daemon.info configd[991] The AP startup configuration was updated successfully.
paguouHTeptheiice 11312

Aug 11  daemon.info monitord[1109] event: ‘deauthenticated by AP mac: EE:B5:DB:79:51:CE ssid: "WOP-2ac-LR2-test'
11:13:11 interface: wlan0-va0 channel: 1 rssi: -58 location: ‘root reason; 3 description:
'Deauth at STA leave BSS'

WHthopmalua o6 yeTpoiicTee

+ [lama u spemsi — BpeMs, Korga cobbiTve 6bl/10 CreHeprpoBaHo;
« Tun — KaTeropusi 1 ypoBeHb BaXKHOCTN COObLITUS;

* [poyecc — nmsi Nnpougecca, CreHepMpoBaBLLEro COOOLLEHNE;

+ CoobujeHue — onmcaHne coobITus.

YpoBeHb Tun BaXXHOCTU OnucaHue
CoO0GLeHN
0 Upe3sBblyaiiHbie B cucteme npousoLusnia Kputnyeckasi owmobka, cuctema MOXeT paboTaTb
(emergency) HenpaBu/IbHO
1 CurHansl TpeBoru (alert) Heo6xoaumMo HeMeAIEHHOe BMELLATENTbCTBO B CUCTEMY
2 Kputnueckue (critical) B cucTeme npouv3solusia KpuTuyeckas owwmneka
3 Own6ouHble (error) B cucteme npousoLuna ownbka
4 MpegynpexaeHns MpepynpexaeHne, HeaBapuitHoe cooblLueHne
(warning)
5 YBegomneHus (notice) YBegoM/eHe CUCTEMbI, HEaBapuinHOe CoobLLieHne
6 VHdopMaLMOHHbIE VHthopMaLMOHHbIE COOOLLIEHMS CUCTEMBI

(informational)

7 OtnagouHble (debug) OTnafoyHble COOOLLEHNS NPEfOCTaBNSAIOT NOIb30BATEN0 NHhopMAaLMIO 415
KOPPEKTHOW HACTPOWKN CUCTEMBI
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PykoBoacTBO no akcrnyartauun WOP-2ac-LR2

B noameHto «CeTteBas MHhopMaLmsi» OCYLLECTB/ISETCA NPOCMOTP OCHOBHBIX CETEBbIX HACTPOEK YCTPOICTBA.

MHchopmMaLma o

p r~
2 E WOP-2ac-LR2
MoHUTOpUHT Radio VAP DS CeTeBkIE HACTPONK Cu
Wi-Fi knueqTsl CTET)’C WAN
WwDSs WHTepdenc
CramicTiea no Tpacuky Mpotoxon
|P-agpec
MpunsaTo
HypHan cobsmai
Mepenaxo
Cetesan wHdopmauma >
Ethernet

CocTosHue nopTa

paguouHTEpdeice
CropocTe
Wichopmalma ob yotpoiicTee
Oynnexc
SFP
SFP-module Status
ARP v
Ne IP-agpec
0 10.2480.29
1 10.24.80.37
2 10.24.80.85
3 10.24.801

MapLupyTsl v~

No WuTepdweic
0 brQ
1 br0

br0

DHCP

10.24.80.50

3.3 Toanr (3 534 094 172 Baat)

652 9 MBaiir (684 624 216 Bair)

Up
1000
Full
Off
MAC-anpec
3C1AE:04:46:97-1F
14.CC:20:05:A9:7E
38:2C:4A71:DC.D9
E0:DS:E3-ESE140
Haznauenue Lintas Macka Onaru
0.00.0 10.24.80.1 0.00.0 uG
10.24.80.0 0000 255.255.255.0 u

@ TecToswii pexmm

(BbXOM )

Cratyc WAN

* MlHmepdpetic — nms bridge-nHtepdelica;

* [Mpomoko/s1 — NPOTOKO/, UCNob3yeMblid ansa goctyna k cetn WAN;
* IP-adpec — IP-agpec ycTpoiicTBa BO BHELLUHEN CETY;

* [MpuHAMO — KonnyecTBo NpPUHATLIX Ha WAN 6ailT;

+ [NepedaHo — Konm4ecTBo nepegaHHbix ¢ WAN 6aiiT.

Ethernet

+ CocmosiHue nopma — coctosiHme Ethernet-nopra;
+ CKopocmb — CKOPOCTb NogkntoyeHus no nopty Ethernet;

* [ynnekc — pexum nepegaymn AaHHbIX:

* Full — nonHbIi gynnekxc;
* Half — nonygynnekc.

SEP

+ SFP-module Status — oTob6paxaeT Hanmumne/otcytcTeme SFP-moayns;
+ CocmosiHue nopma — COCTOsiHMe paboTbl ONTUYECKOTO UHTEphelica;
+ Tx Fault — nHaMkaums HeMcnpaBHOCTM NeEpPeaaTynka;
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LOS — noteps curHana;

CKopocmb — CKOPOCTb Nnepefayn gaHHbIX;

Temnepamypa — Tekywas Temneparypa SFP-moayns;
HarnpsixxeHue — HanpsxeHve nutadua SFP-moayns;

Tok — TOK cmeLLeHusa nasepa SFP-mopyns;

MowHocmb u3/lyyeHuUs1 — MOLLHOCTb Ha BbIXOAE nepefarymka;
MowHocmb Ha npueme — MOLLHOCTb Ha BXoAe NpuYeMHMKa.

B ARP-Tabnuue cogepxumTcsa nHpopmaums o cootseTcTeun IP- n MAC-agpecoB cocefiHMX CeTeBbIX YCTPOWCTB:

* IP-adpec — IP-agpec ycTpoiicTBa,;
+ MAC-adpec — MAC-agpec ycTpoiicTsa.

MapLipyThbl

* MlHmepgpetic — nms bridge-nHtepgeiica;

HasHaueHue — IP-aipec xocTa uim NoACceT Ha3HaYeHWs, 10 KOTOPbIX YCTAHOB/IEH MapLUpYT;
L3 — IP-agpec Wwo3a, Yyepes KOTopbIii OCYLLIECTBASETCA BbIXOA HA agpecara;

Macka — macka noaceTty;

®1azu — onpefeneHHbIe XapaKTepUCTUKN AaHHOTo MapipyTa. CyLlecTByOT Crefylime 3Ha4eHUs
donaros:

U — yKkasbIBaeT, UTO MapLUpyT CO34aH W AB/ISAETCA NMPOXOAMMbIM.

H — yka3biBaeT Ha MapLupyT K onpeaeneHHOM y3iy.

G — ykasblBaeT, YTO MapLUpyT Nposieraet Yepes BHeLWHW W3, CeTeBol MHTepdelic cuctembl
npefocTaBnseT MapLUpyTbl B CETU C NPAMbIM NOAKNIOYEHEM. Bce npoyre MapLupyTbl NPOXOAAT
yepes BHeLWHWe wo3bl. Pnarom G oTMeyaroTcs BCe MapLUpyThbl, KOOME MapLIpyTOB B CETU C
NpsiMbIM NOAK/TIOYEHNEM,

R — ykasbIBaeT, UTO MapLUpyT, CKopee Bcero, bbl1 co34aH ANHAMUYECKUM MPOTOKO/IOM
MapLupyTM3aumm, paboTalolmmM Ha NIoKasTbHO cucTeme, nocpeacTBOM napameTpa reinstate;

D — ykasbIiBaeT, UTO MapLUpyT 6bls1 fO6aBNEH B pe3y/ibTaTe NoslyvyeHns coobLLeHns
nepeHanpasneHus ICMP (ICMP Redirect Message). Koraa cuctema y3Haet o MapLipyTe 13
coobuweHnst ICMP Redirect, mapLipyT Bko4aeTcsa B Tabavuy MapLupyTm3aunm, YTobbl UCKHOYNTD
nepeHanpasneHve a5 nocnefyowmnx NakeTos, NpegHasHauYeHHbIX TOMY Xe agpecary.

M — ykasbIBaeT, YTO MapLUpyT NOABEPrCs U3MEHEHMIO, BEPOSITHO, B pe3ysibTare paboThbl
AVHaMNYeCKOro NpoToKO/1a MapLUpyTM3aLmm Ha IOKaslbHON cucTeMe 1 NpUMeHeHUs napamMerpa
mod.

A — yKka3blBaeT Ha 6ydepu3oBaHHbIli MapLLpYyT, KOTOPOMY COOTBETCTBYET 3anuch B Tabnuue ARP.
C — yKasbIBaeT, UTO UCTOYHMKOM MapLupyTa fBnseTcsa bydep mapLupyTusauum agpa.

L — ykasbIBaeT, YTO NyHKTOM Ha3HayeHuss MapLupyTa SBlSeTcs OAuH U3 aapecoB AaHHOro
KomnbloTepa. Takue «10KasibHble MapLUpyThbi» CYLLECTBYIOT TO/IbKO B Bydiepe mMmapLupyTusaumm.

B — ykasbIBaeT, YTO KOHEYHbIM NMYHKTOM MapLipyTa SABNSETCS LWMPOKOBeLaTebHblli agpec. Takue
«LLUMpPOKOBeLLaTeNbHble MapLUPYTbI» CYLLECTBYHOT TONIbKO B Bydhepe MapLupyTM3auuun.

| — yKasbIBa€eT, UTO MapLUpyT cBA3aH ¢ KonblesbiM (loopback) nHtepdpelicom ¢ Lenbio MHO,
HeXxenn obpalleHne K KosbLEBOW CETU. Takne «BHYTPEHHME MapLUPYTbI» CYLECTBYHOT TO/IbKO B
6yhepe MapLupyTmU3aLnn.

I — ykasbIBaeT, UTO AeTarpammbl, HanpasnsemMble Mo 3TOMy agpecy, 6yayT oTBeprarbes
CUCTEMOM.

33



4.5.7 MopmeHto «MHopmaums o pagunonHtepderice»

B nogmeHto «MHdhopmaums o paguonHtepdeiice» 0TOOpaxXeHo TekyLee COCTOAHNE pagmonHTepdgenca

6a30B0i1 CTaHLUMW.

PykoBoacTBO no akcrnyartauun WOP-2ac-LR2

MOHMTOPMHT Radio VAP
Wi-Fi KNHeHTb
WDs
CTaTUCTHEA NO Tpaduky
CraHupoBaHue 3pupa
AypHan coObiTHid

CeTeBan WHpopMaLua

MHpopmaLmna o
pafuouHTEphelice >

WHdbopmaiua ob ycTpoicTee

WOP-2ac-LR2
DS CeTeBble HaCTPOHKH
CraTtyc
MAC-agpec
Pexum
Kanan

LWpuHa KaHana, My
YPOBEHD LWyMa, LEM

YTUNW3aLUMA KaHana, %

CHcTeMa

BKAYEHO
E8:26:C1:.DAEE:20
IEEE 802.11b/g/n

1 (2412 MIy)

20

-90/-93

76

@ TecToBbIH PEXUM

PagnounHTepdenc Toukmn gocTyna MOXET HaXoANTLCA B ABYX COCTOSAHMAX: «BK/IOUEHO» NN «BbIKIHOUYEHO.
Cratyc uHTepdelica 3aBUCUT OT TOrO, CTb /11 BK/IKOYEHHbIE BUPTYasibHble Toukn goctyna (VAP) nnm
6ecnpoBogHble MocTbl (WDS). B criyyae, ecnu nmeetcst XoTs 6bl ogHa aktuBHas VAP nnun HactpoeH WDS —

nHTepdelic ByaeT HaxoAnTbCs B cTaTyce «Bk/loUeHO», MHauYe — «BbIK/OUEHO».

B 3aBUCMMOCTU OT cTaTtyca nHTepdpeiica As1s MOHUTOPUHIa A0CTyrNHa cneaytoLlas MHopMaums:

«BbIKNHOYEHO»

+ Cmamyc — COCTOsiHUe paguovHTepdeiica;
* MAC-adpec — MAC-agpec pagnonHtepdeiica;
* Pexum — pexum paboTbl pagnonHTepdeica cornacHo ctaHgaptam IEEE 802.11.

«Bk/1ro4EHO»

Cmamyc — cOCTOsiHVe paanouHTepdeiica;
MAC-adpec — MAC-agpec paavnonHTepgeica;
Pexxum — pexum paboTbl pagmonHTepdgeica cornacHo ctaHgaptam IEEE 802.11;

KaHan — Homep 6ecnpoBOAHOr0 KaHasa, Ha KOTOpoM paboTaeT pagnonHTepdeiic;

LLlupuHa kaHasia — LWPWHA NOJOChI YACTOT KaHasia, Ha KOTOPOM paboTaeT paaronHTEpelic;

YposeHb wymMa — ypoBeHb LiymMa B pagviokaHasne, abwm;
Ymunu3zayusi kaHasna — HhopMaLmsi 0 3aHATUM paanoKaHasia Nno BPEMEHW, BbIpaXXEHHAs B NPOLIEHTAX.
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4.5.8 TMopgMeHo «MexceKkTopHasi CUHXPOHU3auunsa»

[laHHOe NoMEHI0 COAEPXUT MHCPOPMALMI0 O CTaTyce MEeXCEKTOPHOI cnHxpoHusauun (MCC) n Bcex
yyacTHuMKax Knacrtepa.

© nMogmeHo goCTyNHO TONbKO AN ycTpoiicts WOP-2ac-LR2 SYNC.

Bo3MOXHble 3HavyeHusa cTaTyca:

* AKmusHO — Mexay 6a30B0OI CTaHLMel 3anyLLeH NpPoLecc CUHXPOHU3auuy nepejaqu;

*+ OXudaHue rocmpoeHUsi k1acmepa — NnpoLecc OXuaaHsa roTOBHOCTUN BCEX YYaCTHUKOB ki1acTepa /s
Havyasia CMHXpPOoHMU3aLmK;

* OmksodeHo — MCC BbIk/IlO4EHa B HAacTpolikax 6a30BOI CTaHUuW.

i s
Y - LT e x WOP-2ac-LR2 SYNC © TecToBblil pexum
MOHWTOpKHT Radio VAP WDS3 CeTeBble HACTPOMKK Cuncrema - (Bblxoa)
Wi-Fi knuenTsl Crartyc AKTUBHO
WDS
MNe MAC-agpec MoTOBHOCTL MacTtep
CHaTRCTVRALNG THAMIKY 1 E8:28:C1.EF:22:40 v o108 v la
CraHWpoBaH1e acupa 2 E8:28:C1:EF:22:30 + [oT0B X Her
HypHan cobbiTwil 3 E8:28:C1:EF:22:00 + [OT0B X Her
S SR, 4 E8:28:C1:EF:21:EQ + [0T0B x Her
CeTeBan WHbopmauua

MeCeKTOPHAA CUHXPOHUIALNA »

WMHdhopmauws o0 yeTpoiicTee

WNHdopmauns 06 yyacTHUKax knacrepa:

* Ne — HOMep B cnucke;
* MAC-adpec — MAC-agpeca 6a30Bbix CTaHLMIA, BXOAALWMX B AaHHbIA knactep MCC;
+ [0moBHOCMb — COCTOSAHWE FOTOBHOCTU YYacTHMKA Kractepa. Bo3aMOXHbIe COCTOAHUS:
+ fomos — fgaHHas 6a3oBasi CTaHUMA NUMEeEeT CBA3b CO BCEMW OCTa/TbHbIMUM YYacTHUKaMM Knactepa u
rotoBa HayaTb MPOLEeCC CUHXPOHU3ALNNY;
* He 2omos — paHHasa 6a3oBas CTaHLUMsA He UMEET CBA3U XOTA Obl C OOHUM APYTUM YHYaCTHUKOM
KnacTepa, KOTopblli ykasaH B ee KoHgurypauum Ha ctpaHuue Radio/ CMHXpoHM3aLms.
* Macmep — hnar, onpegensowmini mactepa B knactepe MCC.

CTpoka ¢ nHhopmaumeri 0 faHHo 6a30B0I CTaHUMM BblaeneHa rofyobimM LBETOM.
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4.5.9 MopmeHto «NHdopmaums 06 ycTpoincTee»

B nogmeHto «MHdhopmaumst 06 ycTpoiicTBe» 0TOBpaxeHbl OCHOBHble xapakTepuctukn WOP-2ac-LR2.

MonmtopisHr

MHehophaLme of yerpehores

& Q00 Vipednpurmue “Samews”, 2017 - 2022

2 »ELTEX  WOP-2ac-LR2

ACTPOAKA CrCcToMS

AnnapatHan pepoua

Zesoncron MAC-aapes

Cepuirpii Honep
Bepoan NO
Feiepawan sepoian MO
Bepewa 3amyauiwea
CHOTEMHOS BPEMA
Bpems pafoTu
Jarpyaxa LY

MicnonesyeaMan namMATs

@ Tactaseit pawim

WOP-2ac-LA2
vt
E&28:C1:03FTAD

WPIT000041

22112072 06-54:33
0 aw, D0:04-14
22.8%

GEMBIOZME (B0%)

Espcur 10, Bepcur WEE

* M30es1ue — HaMMeHOBaHNe MOAENN YCTPOCTBY,
« AnnapammHdasi Bepcusi — BepCcus annaparHoro ob6ecneyeHmns ycTpoincTea;
+ 3asodckoli MAC-adpec — MAC-agpec WAN-uHTepdhelica ycTpoiCcTBa, YCTaHOB/IEHHbIN 3aBOA0OM-

N3roTtoBuUTesIEM,

+ CepuliHbili HOMep — CEPUNHbBIA HOMEP YCTPOMUCTBA, YCTAHOB/EHHbI 3aBOA0OM-U3rOTOBUTENEM;

* Bepcusi 1O — Bepcus nporpammMHoOro obecrnevyeHns yCTpoucTea;

* PesepsHas sepcus 10O — npeaplayuias yctaHoBsieHHasa sepcus MNO;

* Bepcusi 3a2py3quka — Bepcus nporpaMMHOro obecrneyeHuns 3arpysyvka ycTponcTsa;

+ CucmeMHoe BpeMsi — TeKyLlue Bpems 1 Aara, yCTaHOB/IEHHbIE B CUCTEME;

* Bpewmsi pabombl — BpeMs paboTbl C MOMEHTa NOCNeAHEr0 BK/IOYEHMSA NN Nepe3arpy3ku yCTPonCcTea;
+ 3aepy3ska LMY — cpefHWii NPOLIEHT 3arpy3ku npoueccopa 3a nocnegHune 5 cekyHa,

* Yicnosib3yemasi naMmsimb — NPOLLEHT UCNO/1b30BaHUA (PM3NYEeCKo NamsATh YCTPOMCTBa.
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4.6 MeHto «Radio»

PykoBoacTBO no akcrnyartauun WOP-2ac-LR2

B meHto «Radio» npon3BoguTCca HacTpolika 6ecnpoBoAHOro UHTEpdenca.

4.6.1 MoameHto «Radio»

B noameHto «Radio» ocylllecTBNSAIOTCS HACTPOIKM OCHOBHbIX NapaMeTpoB paanonHTepdieiica ycTpoiicTea.

o~

[

WOP-2ac-LR2

A
P

(TEX

QoS Pexmm
KaHan
LLinpuHa kanana, My

MOLWHOCTE CUrHana
OBM

KaxansHana ckopocTh
nepegayu

TaimayT oxuaAaHNA
ACK, MKC

Polling

IMaKCHManEHoe Bpema
NEpPEaadm, MC

Mogynauns ansa
VNPaBNALINX NAKETOS

© TecTosbIil pEXUM

|Bbixon)

IEEE 802.11b/g/n

1 (2412 M)

20

M2
=}

Auto

OFDM24 (24 MGOWT/C)

* Pexxum — pexum paboTbl MHTepdielica cornacHo ctaHgapTam:

+ |IEEE 802.11b/g;
+ IEEE 802.11b/g/n;
+ IEEE 802.11n.
*+ KaHas — BbIOOp KaHana nepefayn AaHHbIX;

* llupuHa kaHasa, MMy — WwupuHa nonockl 4YacToT KaHasla, Ha KOTOPOM paboTaeT 6a3oBasi CTaHUUS,
npuvHuMaet 3HaveHusa 5, 10, 20 n 40 MI'u. Ecnv Ha 6a30BOI CTaHUMKM yCTaHOB/IEHA LWMPUHA KaHasa 5
nnun 10 MIry, To Ha aBOHEHTCKOM CTaHUUN HeOBX0AMMO BbIGpaTh aHaIOMMYHYHO NOJoCy;

+ dukcupoBaHHasi yeHmpasibHasi Yacmoma — npu akTueauum donara Becb Tpadmk (NakeTbl AaHHbIX U
ynpaeneHus) 6yaeT nepefaBaTbCs Ha YKa3aHHOW LIeHTPasIbHOI YacToTe kKaHasia ¢ 3ajaHHO LLINMPUHON
nonocsbl (40 MIL). PYHKLMS SBNSIETCA NPONpUeTapHOiA, nepegadya BeeTcs He No ctaHaapTam IEEE
802.11, rae npeanosiaraeTcs NCNONb30BaHUE pasHbIX LeHTPasbHbIX 4acToT AN Tpaduka AaHHbIX 1

ynpasneHns npu wupuHe kaHana 40 Mrry;

* MowHocmb cueHasna, 0bm — perynnposka MoLHoCTU curHana nepegartunka Wi-Fi B gbwm;

* KaHasibHasi ckopocmb nepedaqu — OUKCUPOBaHHAA CKOPOCTb 6eCnpoBOAHON Nepefayn AaHHbIX,
onpegensiemasi cneundgukaumsamm ctaHaaptos IEEE 802.11b/g/n;

+ Talimaym oxudaHusi ACK, MKC — BpeMS OXuAaHusA NOATBEPXAEHMA AOCTAaBKN NakeTa OT KNEHTa;

* Polling — npu ycTaHOB/IEHHOM dhnare onuusi BK/IOYEHa, MHayve — BblkaodeHa. Polling — ato oauH 13
BapuaHToB TDM-gocTyna k cpeae (C pasaeneHnem no BpeMeHN). XapakTeprayeTcsi NOCTOSIHHbIM
OMNPOCOM K/IMEHTOB CO CTOPOHbI 6a30BOIN CTaHUMN:
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+ MakcumasibHoe BpemMsi nepedayu, MC — BPeMSsl, NoKasblBatoLlee, Kakoe MakCMMaslbHO BO3MOXHOE
BpeMsi abOHEHTCKas CTaHUMS MOXET nepegasaTb Tpaduk;

+ Modynayus 0515 yrnpas/siouux nakemos — (OMKCMpoBaHHasa CKOpPOCTb Nepegayvv ans
ynpaBNsAoLMX NakeToB.

LononHuTensHo v

KOpOTKMA 3aLLWTHBIA
MHTEpEAN

il

S TBC O

0

Mepuon oTnpaskn 100
CRYHeOHbIX
COOBLUEHWHA, MC
Mopor dparMeHTaLun 2346
Mopor RTS 2347
Arperauus
KopoTtkaa npeambyna
Weinep

Broadcast/Multicast,
nakc

+ [IpHMEHHTL ® OTmeHa

B nogMeHo «[LoNoMHMUTENbHO» OCYLLECTBASKTCA HACTPOWKN AOMNOMHUTE/bHBIX NapamMeTpoB
pagnovHTepdelica ycTpoiicTea.

OBSS Coexistence — pexvM aBTOMaTUYECKOr0 YMEHbLLIEHUS LUMPUHBI KaHasa Npu 3arpy>KeHHOM
pagnoadgupe. MNpy ycTaHOBNEHHOM hriare pexvM BK/OYEH;

Kopomkul 3awjumHbIli uHmMepsas — NOAAEPXKKA YKOPOUEHHOIO 3alMTHOro nHTepeana. Touka Aoctyna
nepenaeT AaHHble, ncnonb3ys 400 He 3awmTHBbI HTepBas (BMecTo 800 HC) NpU OBLLEHNM C KNNEHTaMM,
KOTOpble Takke NOAAEPXKMBAOT KOPOTKUIA 3aLLMTHBIN NHTepBaUT,

STBC — meToZ NpOCTPaHCTBEHHO-BPEMEHHOTO 6/104HOTO KOAMPOBAHNS, HanpPaB/iEHHbIV HA MNOBbILEHNE
HaeXHOCTM nepefayn AaHHbiX. MNosne AOCTYNHO, TO/IbKO €CNN BbIOPaHHbIN pexum paboThbl
pagnovHTepdelica Bknwoyaet B cebs 802.11n. Mpu ycTaHOBIEHHOM dh/iare yCTPOMNCTBO nepeaaeT oanH
NOTOK AaHHbIX Yepe3 HECKObKO aHTeHH. Ecnin chnar He ycTaHOBNEH, yCTPONCTBO HE NepefaeT OAvH U
TOT )€ MOTOK AaHHbIX Yepe3 HECKOSIbKO aHTEHH,;

lMepuod omnpasku c/1yxebHbix coobweHuUl — nepuog nocbiNku Beacon-gopeiimoB. ®pelimbl
nepegaroTcs s 06HapyXeHnsa ToUKM AocTyna B adhupe, npuHuMaeTt 3HavyeHms 20-2000 mc, no
ymonyaHumio — 100 mc;

lMopoe ¢hpacmeHmayuu — nopor oparmeHTaummn peiima, B 6alitax. NMpuHMMaeT 3Ha4eHnst 256-2346, no
ymonuaHuo — 2346;

lMopoe RTS — ykasblBaeT unc/o GaiiT, Yepes KOTOpoe nocbklinaercs 3anpoc Ha nepegady (Request to
Send). YMeHblLEHME AAHHOTO 3HAUYEHUSI MOXET Y/yULINTL PaBGoTy TOUYKM AOCTyna Npu 60/1bWoM
KO/MyecTBe NOAKNHUYEHHbIX KTIMEHTOB, O4HAKO 3TO YMEHbLUAET 06LLYH0 NPOMYCKHYH0 CNOCOBHOCTb
6ecnpoBogHoli ceTu. NMpuHMmaeT 3HadeHns 0-2347, no ymonyanuo — 2347;

Aepezayusi — BKtodeHne nogaepxkn AMPDU/AMSDU;

Kopomkasi npeambysia — NCnonb30BaHWe KOPOTKON npeambysbl NakeTa,;

Lletinep Broadcast/Multicast, nak/c — npu ycTaHOBNEHHOM chiare BbINOMHAETCS OrpaHnyeHne
nepefayv LMpoKoBeLaTeIbHoro/MyIbTUKacTOBOrO Tpadginka no 6ecnpoBOAHON CETU. YKaxknTe NMMUT
AN LUMPOKOBELLATENBHOIO Tpadgmka B NOsIBUBLLEMCS OKHe (nak/c).

[Nsi BCTYN/IeHUSI B CW/Ty HOBOM KOHQOUIypaLumn 1 3aHECEHNS] HACTPOEK B S3HEPTOHE3aBICUMYIO NaMsTh
HaXKMUTE KHOMKY «MpUMEHUTb». 151 OTMEHbI U3MEHEHMI HAXKMUTE KHOMKY «OTMEHa».
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4.6.2 ToameHto «QoS»

B nogmeHto «QoS» ocyLecTBsieTcst HacTpolika doyHKUMIA obecneveHunst kadectsa obenyxumBaHus (Quality of

Service).

" ELTEX  WOP-2ac-LR2 © Tecroent pros

AP EDCA Parameters

Ouepes AlFS awMin cwMax TXOP Limit

Station EDCA Parameters
CHEpeal AIFS whin owhtax TEOP Limit

1 - 0 w

« WMM — BkntoueHmne nogaepxkn WMM (Wi-Fi Multimedia);

* Brsmoyumb QoS — npu ycTaHOBNEHHOM ¢hnare 4oCTynHa HacTpoiika napametpos EDCA;

« AP EDCA parameters — Tabnmua HacTpoek napaMeTpoB Touku goctyna (Tpaduk nepenaeTcs OT TOUKU
L0CTYNa K KNNEHTY):

+ O4epeds — NpeponpeaeneHHble ouepean A58 Pa3/IMYHoro poaa Tpaduka:

+ Data 3 (®oH) — HM3KOMPUOPUTETHASA OYepesb, BbICOKasi NPOMNYCKHasi CNOCOBHOCTb
(npuoputeTsl 802.1p: cs1, cs2);

« Data 2 (Best Effort) — cpegHenpuopuTeTHasi oMepeb, CpeaHsIst NPonyCckHas Cnoco6HOCTb U
3afepxka. B gaHHyto odyepeb oTnpasiseTca 60/bWNHCTBO TPaAUUNOHHBIX [P-4aHHbIX
(npuoputeTsl 802.1p: cs0, cs3);

+ Data 7 (Budeo) — BbICOKONPUOPUTETHASA ouepesb, MUHUMasIbHbIE 3aepPXKN. B AaHHOI
ouyepen aBTomMarnyecky obpabarbiBaloTCA BUAEOAAHHbIE, HYBCTBUTE/IbHBbIE K BPEMEHN
(npuoputeTsl 802.1p: cs4, cs5);

+ Data 0 (l'os10c) — BbICOKONPUOPUTETHASH oYepeib, MUHMMasIbHbIe 3aAepPXKW. B AaHHO
ouyepean aBToMaTMyeckn obpabarbiBalTCA AaHHbIE, HYBCTBUTE/IbHbIE K BDEMEHW, TaKMe Kak:
VolIP, notokoBoe Buaeo (npuoputeTbl 802.1p: cs6, cs7).

AIFS — Arbitration Inter-Frame Spacing, onpegensieT BpeMsi oxmgaHns kagpos (hpeiimoB)
[laHHbIX, U3MepsieTcs B caloTax, NpMHUMaEeT 3HadveHust (1-255);

cwMin — HayaslbHOe 3HaYeHne BpeMEHN OXMAaHUs nepes NnoBTOPHOM OTNPaBKol Kaapa,
3afiaeTcd B MUIIMCEKYHAAX, NPUHUMaET 3HadveHusa 1, 3,7, 15, 31, 63, 127, 255, 511, 1023.
3HauyeHne cwMin He MOXET npeBbiaTh 3HaueHne cwMax;

cwMax — MakcMMasibHOe 3HaYeHVie BpeMeHU OXnaaHusa nepes noBTOPHOM OTNpaBKol Kaapa,
3afaeTcd B MUIIMCEKYHAAX, NPUHUMaET 3HadveHusa 1, 3,7, 15, 31, 63, 127, 255, 511, 1023.
3Ha4yeHne cwMax A0MKHO ObITb 60/1bLUE 3HAYEeHUA cwMin;

TXOP Limit — napaMeTp UCMo/b3yeTCA TOMbKO A1 AAHHbIX, NepefaBaeMblX OT CTaHLUW K/TMeHTa
[10 TOYKM gocTyna. Bo3MOXHOCTbL Nepefayn — nHTepBasl BDEMEHM, B MUIIMCEKYHAAX, Koraa
knueHTckas WME-cTaHums umeeT npasa MHULMNPOBATL Nepegady AaHHbIX N0 6ecnpoBOAHOM
cpefe K Touke J0CTyna, MakcumMasibHoe 3HavyeHne 65535 munnncekyHs,

39



PykoBoacTBO no akcrnyartauun WOP-2ac-LR2

« Station EDCA parameters — Tabnumua HacTpoOeK NnapamMeTpoB CTaHUMMW KnneHTa (Tpadmk nepegaercs ot
CTaHUMW KNIMeHTa Ao ToukM gocTyna). OnucaHve noneli Tabnuubl NPUBELEHO BhILLE.

,ﬂ.flﬂ BCTYMJ/ieHNA B CUny HOBOW KOHCpI/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B 3HEPIOHE3aBNCMYIO NMaMATb
HaXXMNTE KHOIMKY «rlpVIMeHI/ITb». .[],}'IFI OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».

4.6.3 TMogMeHto «CYHXPOHM3aLNSI»

© nMogmeHo AoCTyNHO TONbKO AN ycTpoiicts WOP-2ac-LR2 SYNC.

[laHHOe NoAMEHI0 COAEPXKUT HACTPOIKN MEXCEKTOPHOM cHXpoHM3aumm (MCC) 6a30BbIx CTaHLMIA.

JELTEX WOP-2ac-LR2 SYNC ———

OMHT Radio VAP

CEeTeBble HACTPONKK Cuctema - (Bblxoa)

S

Radio BKNOUATH !

Cluster ID

Qas
MAC-agpec 1 e8:28:¢c1:f7:90:50
CHHXPOHK3aLMA >

MAC-agpec 2 €8:28;c1:f7:10:10 ®

MAC-afpec 3 €8:28:c1:f7:20:20 x

* Bk/ouums — npuy yCTaHOB/EHHOM donare mexaHnam MCC BK/IHOYEH, MHAYe — BbIK/THOYEH;

* Cluster ID — ngeHTudmkarTop knactepa 6a3oBbIx cTaHuuii. Mo ymonyanuio — 0. Mcnonb3yetca ans
opraHu3auumn HeCKOsIbKUX KNacTepoB BHYTPU O4HOMO cermeHTa L2, uTobbl ngeHTudununposatb
ynpasnsaowme naketel MCC BC, BXxogawux B 04uH Kiacrep;

* MAC-adpec 1..3 — MAC-agpeca ocTasibHbIX 6a30BbIX CTAHLWIA, BXOAALLMX B AaHHbIV knactep MCC.

[N BCTYNNeHWs1 B CUYy HOBOI KOHCOUIypaLmmn 1 3aHECEHUSI HACTPOEK B SHEPTOHE3ABNCUMYIO NaMsiTh
HaXXMUTE KHOMKY «[pUMEHUTL». NS OTMEHbI U3MEHEHWI HAXKMUTE KHOMKY «OTMeHay.
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4.7 MeHo «VAP»

B pa3gene «VAP» BbINO/HAETCS HACTPOlika BUPTYasibHbIX Toduek aoctyna Wi-Fi (VAP).

4.7.1 TlogmeHto «CymmMapHO»

B nogmeHto «CymmapHO» oTobpaxaroTcs HacTpoikmn Bcex VAP. MOXHO NOCMOTPETb HACTPOWNKM KadK,0i
BUPTYanbHOW ToUkM B pasgenax VAPOQ..3.

) o~
. "'«T',l LT e x Wo P -ZaC-LRZ @ TecToBbIN PEXMM
MOHWTOPUHF Radio VAP WDS CeTeBble HAacTPOIiKK cuctema ru (BbixOR
CyMmapHo » TpaHcnupoBaTe VLAN  General General WsonaAuma
VAP BknwyeHo LWugposawme VLANID SSiD SsID Trunk  Mode VLAN ID aboHeHTOB
VAPO
VAPO WPA/WPA2 0 _— [m] O
VAP
— vaP1 O BikH4EHO WOP-2ac-LR2-1

vAPZ [ BhIKMHYEHD

VAPS [ BuolknioueHo WOP-23cL R2-3

+ VAPQ..3 — NOpsAKOBbIA HOMEp BUPTYasIbHON TOUKN AOCTYNa;

* BK/1t04eHO — Mpu YCTaHOB/IEHHOM do/iare BUPTYyaUibHasA ToUKa AOCTYNa BK/IHOYEHA, MHAYe — BbIK/THOUEHE;

*+ WugpposaHue — Tun WNGPOBAHUSA AAHHbIX, UICNO/b3YEMbIA HA BUPTYasibHOM TOUKe JOCTYNa;

* VLAN ID - Homep VLAN, c koToporo 6yaeT cHumarbca MeTka npu nepepadve tpadvka Wi-Fi kiveHTam,
NOAKMOYEHHBIM K faHHon VAP. MNpu npoxoxaeHnn Tpadinka B 06paTHY0 CTOPOHY Ha HETErMpOBaHHbIN
Tpaduk oT kNneHToB ByaeT HaselwmBaTbes MeTka VLAN ID (npu otkntoueHHom pexume VLAN Trunk);

+ SSID — umsA BUpTYyasibHON 6ecnpoBOAHON CeTY;

+ TpaHcnuposams SSID — npu yctaHOBMEHHOM ch/iare BKHOYEHO BelaHue B adoup SSID, nHave —
BbIK/IHOYEHO;

* VLAN Trunk — npu ycTaHOB/NIeHHOM dhriare aboHeHTY nepegaeTcs TerMpoBaHHbIn Tpaduk;

+ General Mode — npv ycTaHOBNEHHOM (oiare paspeLlaeTcs nepegada HeTermpoBaHHoOro Tpaduka
COBMECTHO C TErMpPOBaHHbIM (AOCTYNHO Npu BKAoYeHHOM pexume VLAN Trunk);

* General VLAN ID — c yka3zaHHoro VLAN ID 6yaet cHumatbcsa MeTka 1 Tpadvk atoro VLAN npoiiget Ha
kKnuneHTa 6e3 Tera. Mpu npoxoxaeHun Tpadrka B 06paTHY0 CTOPOHY Ha HETErMPOBaHHbIV Tpaduk 6yaeT
HaBelwmBaTbcss meTka General VLAN ID;

* U3onsyus aboHEHMOB — NPW YyCTaHOBNEHHOM dh/iare BKHOYEHaA N30/1AumsA Tpadrka Mexay KivMeHTamu B
npegenax ogHoi VAP.

[N BCTYNNEeHWs1 B CUY HOBOI KOHCOUIypaLmmn 1 3aHECEHUSI HACTPOEK B SHEPTOHE3ABNCUMYIO NaMsiTh
HaXXMUTE KHOMKY «[pUMEHUTL». N5 OTMEHbI U3MEHEHWI HAXKMUTE KHOMKY «OTMEeHay.
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4.7.2

PykoBoacTBO no akcrnyartauun WOP-2ac-LR2

MoameHto «VAP»

WELTEX  WOP-2ac-LR2 ST

)

]
o
=
b
o
)
w

CeTeBble HacTPoNUKW Cucrema - (BBIXO,

CyMMapHo OB6Lne HacTPOMKK
VAPD » Brntodeno
VAP1 VLAN ID
VAPZ
VAP3 SsID WOP-2ac-LR2-test

TpaHcnuposark SSID

(4]

VLAN Trunk

[<.]

General Mode

4]

General VLAN 1D

(4]

I3onaumus aBoHEHTOR O

MpUOPHTET DSCP v

MakcHManbHoe [t
KONKWYECTBO KNWEHTOE

Pexium Ge30NacHOCTK WPA/MPA2-Enterprise ~

O6ume HaCcTpPOoIiKK

Bk/1o4eHO — npw yCTaHOBIEHHOM ch/iare BUpPTyasibHas To4Ka AOCTyna BKNHYEHa, MHavye — BbIK/II0YEHa;
VLAN ID — Homep VLAN, c KoToporo 6yaeT cHAMaTbCsl MeTka npu nepegadve tpadmka Wi-Fi knneHTam,
NOAKNOYEHHBIM K gaHHoin VAP. MNpy npoxoxaeHnn Tpaginka B 06paTHY0 CTOPOHY Ha HETETMPOBAHHbIN
Tpaduk oT KNneHToB 6yaeT HaBelwmBaTbest MeTka VLAN ID (npu otkntoueHHom pexume VLAN Trunk);
SSID — nms BMpTyanbHOI 6ecnpoBOAHON CETY;
TpaHcnuposams SSID — npu ycTaHOBMEHHOM chiare BKNKOYEHO BellaHune B adinp SSID, nHave —
BbIK/1HOYEHO;
VLAN Trunk — npu ycTaHoBNeHHOM chriare aboHeHTy nepeaaeTcs TermpoBaHHbIli Tpaduk;
General Mode — npu ycTaHOBNEHHOM ¢hnare paspeLlaeTcs nepegada HeTermpoBaHHoOro Tpadgmka
COBMECTHO C TerMpoBaHHbIM (A0CTYNHO Npu BKAtoueHHoM pexxumve VLAN Trunk);
General VLAN ID — ¢ ykasaHHoro VLAN ID 6yaeT cHumaTbcst MeTka 1 Tpadomk atoro VLAN npoiget Ha
KnneHTa 6e3 Tera. Mpu npoxoxaeHun Tpadrka B 06paTHy0 CTOPOHY Ha HETErMpoBaHHbIl Tpadnk byaeT
HaBelwmBaTbca meTka General VLAN ID;
M3onayusi aboHeHmMoB — Npv YCTaHOB/IEHHOM do/1are BK/IloYeHa U3onaums Tpadmka mexay KnmeHtamu B
npeaenax ogHoi VAP;
lMpuopumem — BbIGOP cnocoba npuopuTnsaumm. Onpegenset nose, Ha OCHOBaHUN KOTOPOro Tpaduk,
nepegawLlmiica B paguovHTepdelic byaet pacnpeaenatbcs no ovepegim WMM:

+ DSCP — 6ypeT aHanuauposatbcs npuoputeT 13 nonst DSCP 3aronoBka IP-nakeTa; ecniv 3HaueHne

DSCP B TermpoBaHHbIx naketax pasHo 0, To aHann3nposartbcsa 6yaet npuoputeT n3 nons CoS
(802.1p);
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+ 802.1p — 6yaeTt aHanu3unpoBaTbcsi npuopuTeT u3 nonsi CoS (Class of Service) TermpoBaHHbIX
MakeToB; ec/in NPUOPUTET Nepeonpesenserca npasunamm mannvira VLAN, To aHanu3nposartbea
6yneT NPUOpUTET, YCTAaHOB/NEHHbIV ANS Nnepejayv B paavmoKaHa.

* Makcuma/ibHoe KO/Iu4ecmso K/IUEHMOB — MaKCUMa/lbHO AOMYyCTMMOE YMC/0 NMOAK/THYaEMbIX K
BMPTYas1bHON CEeTU KIIMEHTOB;
* Pexum 6e3onacHocmu — pexum 6e3onacHoCcTy gocTyna K 6ecnpoBogHOl ceTu:

* BbIK/Il04UMb — HE UCMO/b30BaTh WWU(POBaHNE A1 nepesayn faHHbIX. Touka AoCcTynHa Ans
MOAK/TIOYEHMA NH0OOTO K/TMEHTS,;

+ WPA, WPA2, WPA/WPAZ2 — cnoco6bl WwnpoBaHus, Nnpy Bbibope o4HOro n3 cnocobos 6yaet
[OCTyNHa cnefyloLas HacTponka:

* Koy WPA — knto4/naposib, Heobxoanmblii o158 NOAKIYEHUS K BUPTYaUlbHON TOUKe
foctyna. [/ivHa kntoya coctasiser oT 8 4o 63 CMBO/OB;

+ WPA-Enterprise, WPA2-Enterprise, WPA/WPA2-Enterprise — pexxum WwnudpoBaHUA kaHasia
6ecrnpoBOAHOl CBA3U, NPV KOTOPOM K/IMEHT aBTOPU3YETCA Ha LeHTpann3osaHHOM RADIUS-
cepsepe. [1n1 HaCTPOViK1 AaHHOro pexuma 6e3onacHocTy TpebyeTcs ykasaTb napameTpbl
RADIUS-cepBepa. Takxe TpebyeTca ykasaTb kiod gnsg RADIUS-cepeepa. Mpu BbiGOpe 04HOMO U3
cnoco6oB 6yaeT AOCTyNHa HacTpolika napameTpoB RADIUS-cepsepa:

RADIUS
NomeH root
Appec RADIUS- 192.168.0.1
cepeepa
MopT RADIUS-cepeepa 1812
Mapons RADIUS- @

cepeepa

Mcnone3oeath
AKKAYHTUHI Yepes
RADIUS

Mcnonb3oBate gpyrie
HACTPORKK 4NA
AKKAYHTHMHIA

IP-agpec RADIUS- 192.168.0.1
cepeepa 4nAa
aKkkayHTMHa
MopT RADIUS-cepeepa 1813
ANA aKkKayHTUHrA
Mapons RADIUS- @

cepeepa onAa
AKKAYHTHHIA
Mepuoguyeckan
OTNpaBKa aKKayHTMHIA
MHTepBan oTnpask1 500
aKKAYHTUHIA

+ [lomeH — gomeH nosib3oBaresis;
* IP-adpec RADIUS-cepsepa — agpec RADIUS-cepsepa;
* [Mopm RADIUS-cepsepa — nopT RADIUS-cepBepa, KOTOpbI UCMOMb3yeTcs AJ1s
ayTeHTMdMKaunm 1 asTopusaunm,
+ laposb RADIUS-cepsepa — naponb anis RADIUS-cepBepa, ncnonb3yemoro asis
ayTeHTMdomKauum 1 asTopmsaumy;
* Hcnonb3osamb akkayHmuHe yepes RADIUS — npv yctaHoBNeHHOM conare 6yayT
oTnpaBnATbCA coobLieHnsa «Accounting» Ha RADIUS-cepsep;
* Mcnosb3o8amb Opyaue HacmpoUliKu 07189 akkayHmuHa2a:
+ IP-adpec RADIUS-cepsepa 019 akkayHmuHza — agpec RADIUS-cepBepa,
NCMNOJIb3YeMOr0 A1 aKKayHTUHTa;
+ [Mopm RADIUS-cepsepa 07151 akkayHmuHaa — NnopT, KOTOPbIA 6yAeT UCNosb3oBaH A/
cbopa akkayHTuHra Ha RADIUS-cepBepe;
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* laposb RADIUS-cepsepa 0715 akkayHmuHaa — naposb ans RADIUS-cepsepa,
NCMNOJb3yeMOr0 A1 aKKayHTUHTa;

* [Nepuoduyeckasi omrnpaska akkayHmuHaa — BK/IIOUNTb NEPUOLAMNYECKYIO OTNPaBKy
coobueHnii «<Accounting» Ha RADIUS-cepBep. 3agatb nHTEpBas OTNPaBKu
COO0O6LLEHN MOXHO B Nnone «/IHTepBas OTNPaBKN akKayHTUHa.

OrpaHW4eHns CKopocTU
Moka3ate
VAP Limit Down d| e KOuTIC
VAP Limit Up al o KOMT/C
STA Limit Down (@1 KOUT/C
STA Limit Up (@Y KOUT/C

OrpaHI/Il—IeHI/IFI CKOpPOCTH

*+ lNokaszame — aKTMBUPOBATL MOJie HACTPOEK,;

+ VAP Limit Down — orpaHu4eHvne nponyckHoi cnocobHOCTN B HaNpaBfeHnn OT TOYKM JOCTyna 0
K/TMEHTOB (B CYMME), NOAK/THUEHHbIX K faHHoi VAP, KonT/c;

+ VAP Limit Up — orpaHuyeHve NponyckHOW CNoCOBGHOCTM B HANpaB/IEHUN OT K/IMEHTOB (B CyMME),
MOAK/THYEHHbIX K AaHHo VAP, oo Toukn goctyna, Kout/c;

+ STA Limit Down — orpaHuyeHune nponyckHoW CNoCO6HOCTM B Hanpas/eHn OT TOUKM AocTyna Ao
K/TMEHTOB (KaXA0ro B OTAE/bHOCTM), NOAKMOYEHHbIX K AaHHON VAP, Kout/c;

+ STA Limit Up — orpaHuyeHue nponyckHoi CnocoGHOCTM B HanpaBieHUN OT KIMEHTOB (KaXaoro B
OTAENbHOCTM), NOAKMOYEHHBIX K AaHHOI VAP, 1o Toukn aoctyna, Kout/c.

KoHTponb goctyna no MAC

B gaHHOM noapasaene BbINOSHAETCA HacTpoiika cnckoB MAC-aapecoB KNMEHTOB, KOTOPbLIM, B 3aBUCMMOCTM
OT BbIGPAHHOW NOMNTYKM A0CTYNa, pa3peLleHo U 3anpeLLeHo noakIyaTbes K gaHHol VAP.

KonTponb goctyna no MAC

BKNYeHD

MonuTHEa 3anpeTuTh b

Cnucok MAC-agpecoe

(%)

+ [pUMEHUTE *® Otmena

* Bk/1o4eHO — npun ycTaHOBMIEHHOM (hriare 6yaeT pabotarb BblbpaHHasA NonTKa AOCTyna,;
* [Monumuka — nonnTrka goctyna. Bo3amoxHble 3Ha4YeHus:
« 3anpemums — K gaHHoi VAP GyaeT 3anpeLlleHo nogknyarbes kameHtam, MAC-agpeca KOTopbIX
cofepxartcs B cnucke. Bcem ocTtasibHbIM JOCTYN 6yAeT paspeLlen;
+ Paspewums — K gaHHoin VAP 6yaeTt paspeLlleHo Nnogknvarbes ToNbKo TeM kaneHtam, MAC-
ajZipeca KoTopbIX cogepXarcs B cnucke. BceM octasibHbIM 4OCTYN OGyAeT 3anpeLleH.
* Cnucok MAC-adpecos — cnucok MAC-agpecoB KNMEHTOB, KOTOPbIM paspeLUeH uan 3anpeweH 4ocTyn K
naHHon VAP. MoxeT cogepxaTb A0 128 aapecos.
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,ﬂ.ﬂﬂ TOro 4YTOObI lqOGaBI/ITI:. agpec B CNNUCOK, HAXKMUTE KHOMKY n N B NosABUBLUEMCHA MOJ1e BBEJUTE MAC-

agpec. Utobbl yaanuTb agpec U3 Crmncka, HaOKMUTE KHOMKY E B COOTBETCTBYHOLLEN CTPOKE.
Ecnu BO3HUKNA HEOBXOAMMOCTb 106aBUTb B cNcok MAC-aapec KNneHTa, KOTOpbI B AaHHbIi MOMEHT

NOAKNOYEH K 6Aa30BOI CTAHLMKN, HAXKMUTE B KOHLLE CTPOKM KHOMKY |:| 1 BblGepUTE HYXHbIA afpec U3 Cnuncka,
OH aBTOMaTM4Yeckn 106aBMTCA B Nose.

Mo ymonyaHuio B cnucke otobpaxaetcsa Ao 10 agpecos. 19 TOro 4tobbl yBUAETH NOJHbIN CMIUCOK B Cyyae,
€cnn oH coaepxunTt 6onee 10 agpecoB, HAXXMUTE KHOMKY «[loka3aTb BCEY.

10 EC:D9:E3TABECO - x

MokazaTk BCE

[N BCTYN/IEHUSI B CUTY HOBOW KOHhUrypauum 1 3aHeCEHNS HACTPOEK B 3HEPrOHE3aBUCKMYH NaMATb
HaXXMUTE KHOMKY «[pUMEHUTL». N5 OTMEHbI U3MEHEHWI HAXKMUTE KHOMKY «OTMEHay.
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4.8 MeHo WDS

B meHto «WDS» BbINONHAETCA HacTpolika 6ecnpoBogHbix MocToB Mexay WOP-2ac-LR2.

© Mpu koHduryprposaHu WDS-coeuHeHNsi HeO6X0AMMO, YTOBbI Ha YCTPOMCTBAXx, KOTopble ByayT
coeanHATbCA No WDS, B HacTpoiikax paavonHTepdeiica 6bi1 BbiopaH 04MHAKOBbIV KaHaul U lWnprHa
KaHana.

4.8.1 NopgmeHo «WDS»

=4 , z
SELTEX WOP-2ac-LR2 O TecromsiA pesam
AT Eadin L Wos
WDS s BrmsriaHo
Petian BazonacHoCTH APAL -
Koo VP =
MAC-anpas panmouHTEppenca E&28C103FT A0
Mk WDS
TNwHE BeTpeusnii MAC agpec HaHankBHaA CEOPOCTE NEpenan
Muke At “
TMakxd » Al w
Muie2 E L Autos b
w3 X sty -
Thind Aoy w
Muues [ X Aty -
Mk ¥ X Ao ~
TumT 8 Aty b

* BK/104eHO — Npuv YCTaHOBEHHOM dhiare pexumm 6ecnpoBO4HOr0 MOCTa BK/THOYEH, MHAYe — BbIK/THOYEH,;
* Pexum 6e3onacHocmu — pexunm 6e3onacHocTy gocTyna Kk 6ecnpoBogHOl ceTu:
* BbIk/1t04UMb — HE UCMONb30BaTh WNhpoBaHNe 4118 nepefadn AaHHbIX.
+ WPA2 — cnoco6 wndpoBaHus, Npu Bbibope 6yaeT 4OCTYNHA cneayouas HacTpoiika;
* Koy WPA — kntoy/naposb, HEO6X0AMMbIN 419 NOAKIYEHMS K BCTPEUYHOW Tovke gocTyna. AnnHa
K/oya coctas/isieT oT 8 40 63 CMMBO/IOB.
+ MAC-adpec paduouHmepgpelica — MAC-agpec pagmonHTepdgieinca gaHHOro ycTponcTea;
* JluHk X (20e X=0..7 — HoMep /IUHKa) — BK/IOUYEHME NTMHKA GECNPOBOAHOIO MOCT3;
* BcmpeyHbili MAC-adpec — MAC-afpec BCTPEUYHOro YCTPOMCTBA, 0 KOTOPOro HacTpavsaeTcs
6ecnpoBoAHOI MOCT;
+ KaHasibHasi ckopocms repedaqu — (OUKCMPOBaHHaA CKOPOCTb 6eCnpoBOAHON Nepesayn AaHHbIX,
onpegensemas cneungukaumsamm ctaHgaptos IEEE 802.11b/g/n. Ans kaxgoro nnHka BblbrpaeTcs
NHANBMAYANbHO.

,ﬂ.flﬂ BCTYMJ/ieHNA B CUNy HOBOW KOH(*)I/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B AHEPIOHE3aBNCMYIO NMaMATb
HaXXMUTE KHOIMKY «rlpVIMeHI/ITb». .[],}'IFI OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».
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4.9 MeHto «CeTeBble HACTPOMKM»

491

MoameHto «CuctemHas KoHdurypaums»

,J:: -PL-T e X WOP_ZHC_LRZ © TecToBbii pestmm

doHn

ODMHI Radio VAF WDS CeTeBbIe HaCTPOoRKN Cucrema - (BLxom)

CUCTEMHAR KOHDUIY DAL Hma xocTa WOP-Zac-LR2
Hocryn WLAN yrpasnexus Fomwarding ™
VLAN ID
MpoTcxon Sitatic w
Craruuecknd [P 192.168:1.10
CeTesan macka 2552552550
Linio3
NepenyHui DNS
Bropmunom DNS
JlokansHoe ynpasnenue Yepes Ethernet
BrrroveHa
Craruqecknin [P 192.0.31

CeTesan Macka 256265255 10

Vimsi xocma — ceTeBoe MMs YCTPOICTBa, 3aJaeTcs CTpoka 1-63 CMMBO/IOB: NaTUHCKME 3ar/iaBHble 1
CTPOUHble BYKBbI, LMPbI, 3HAK Aedurc «-» (Aednc He MOXET ObiTb NOC/IEAHUM CUMBOJ/IOM B UMEHN);
VLAN ynpasneHus:.

* BebikroyeHo — VLAN ynpaBneHus He Ncnonb3yeTcs,;

+ Terminating — pexwm, npy koTopoM VLAN ynpasneHnss TepMUHUPYETCA HA TOUKe AOCTYMNa; B 3TOM
c/y4yae y K/IMEeHTOB, MOAK/THUYEHHbIX Yepes3 paanonHTepdieinc, HeT gocTyna Ao gaHHoro VLAN;

* Forwarding — pexwuwm, npu kotopom VLAN ynpasneHus nepefaercs Takke B pagnonHTepdeic
(npv cooTBeTCTBYHOLLEN HAacTpoiike VAP).

VLAN ID — npenTtndomkatop VLAN, ncnonb3yemblii 4118 AOCTYNa K YCTPONCTBY, MPUHUMAET 3HAYEHUSA
1-4094;

lpomokos — BbIGOP NPOTOKO/A, N0 KOTOPOMY ByZieT OCyLLeCTBNATLCA NoAkItoveHne no Ethernet-
NHTepdpecy yCTPOICTBa K CETU NpeAocTaB/IeHns ycayr nposagepa:

* DHCP — pexum paboTsbl, npu KoTopom IP-agpec, macka nogcetu, agpec DNS-cepsepa, W03 no
YMOJIYaHWNIO 1 Apyrie napameTpbl, Heobxoaumble Ans paboTtbl B ceTu, 6yayT nosny4veHsl ot DHCP-
cepsepa aBTOMaTUYECKMY;

+ Static — pexxum paboTbl, Npu KoTopom IP-agpec n Bce HeobxoauMble napameTpbl Ha WAN-
NHTEepdeinc HazHavarTcsa ctatuyecku. Mpu Boibope Tuna «Static» ANs pegakTMpoBaHMsa CTaHyT
OOCTYMHLI cnegyrowme napamMmeTpsbl:

+ Cmamuyeckul IP — IP-agpec WAN-uHTepgoeiica ycTpoicTea B ceTv npoBaiigepa;

+ Cemesasi Macka — Macka BHeLLHel noaceTy;

* Lmo3 — afpec, Ha KOTOPbI OTNPaB/seTca NakeT, ec/v /19 Hero He HalijleH MapLipyT B
Tabnvue mapwpyTtnsaumy;

* lepsuyHbili DNS, Bmopu4Hbili DNS — IP-agpeca DNS-cepsepoB. Ecnv agpeca DNS-
CepBepPOB He Ha3HavyalTCs aBToMaTuyeckmn no npotokony DHCP, 3agalite nx Bpy4Hyto.
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JlokanbHOoe ynpasneHue Yyepes Ethernet1

[aHHbIli nogpasfen no3BosieT HAaCTPOUTb HETEMMPOBAaHHbIN AOCTYN A0 ycTpolicTea Yepes Ethernet-
NHTepelc B cnydae, koraa BkayveH VLAN ynpaBneHus.

* BK/1l04€HO — aKTUBUPYET HACTPOIKY;

« Cmamuueckuli IP — |P-appec Ethernet-uHtepdeiica ycTpoiicTBa B nokasibHOM ceTu (N0 ymMon4aHuto
192.0.3.1);

+ Cemesasi Macka — Macka NnofceTu.

[Nsi BCTYN/IeHUsI B CU/Ty HOBOM KOHQOUIypaLumn 1 3aHECEHMS] HACTPOEK B SHEPTOHE3aBICUMYIO NaMsITh
HaXKMUTE KHOMKY «MpUMEHNUTb». 151 OTMEHbI U3MEHEHMIA HAXXMUTE KHOMKY «OTMEHA».

1 HacTpoiika gocTynHa as1s KoHurypuposaHus Tonbko B pexnmax VLAN ynpaeneHus Terminating n
Forwarding.

4.9.2 TlogmeHto «locTyn»

B nogmeHto «oCTyn» NpoM3BOAMTCS HACTPOIiKa 0CTyna K yCTPOoCcTBy nocpeacTBoM web-nHtepdeiica,
Telnet, SSH, NETCONF n SNMP.

s
,ELTEX  woP-2ac-LR2 © Tecromsi pow
IMoHHTOpIHT Radio VAR DS CeTenble HACTPOHKK CucTems U - BLiXog,
CHCTEMHAR ROHANYPALMA WEB
Mocryn 3 HTTP-nopt a0
WEB-HTTPS
I TF NopT 44,
Telne
Hort <
SEH
Port 7
MNETCONF
SNMP

+ [lna BKIKOYEHWA [OCTyNa K yCTPOMCTBY Yepe3 web-uHtepcpeic no npotokony HTTP yctaHoBuTe donar
HanpoTue «WEB». B nosiBMBLUEMCSI OKHE eCTb BO3MOXHOCTb NoMeHsiTb HTTP-nopt (no ymonuyaxuto 80).
[vana3oH 4onyCTUMbIX 3HAYEHWI MOPTOB, NOMUMO YCTaHOB/IEHHOTO N0 YMoN4yaHuto, ¢ 1025 no 65535
BKJ/TIOUNTESNBHO;

+ [ina BKOYEHMA [OCTyNa K yCTPOMCTBY Yepes web-uHtepdpeiic no npotokony HTTPS yctaHoBuTe donar
HanpoTne «WEB-HTTPS». B nosiBMBLUEMCSI OKHE eCTb BO3MOXHOCTb NomMeHsiTb HTTPS-nopt (no
yMonyaHuio 443). lmanasoH AonyCTUMbIX 3HAYEHUIA NOPTOB, MOMUMO YCTAHOB/IEHHOMO MO YMOJIYaHWIO, C
1025 no 65535 BKNHOUMTENBHO;

© nMoptbl gns npotokonos HTTP u HTTPS He A0/MKHbI UMETL OVHAKOBOE 3HAYEHMe.

- [Ins BKNOYEHMS AOCTyna K YCTpoiicTBy uepes Telnet ycTaHoBMTe donar HanpoTue «Telnet». B
NOSIBUBLLEMCS] OKHE €CTb BO3MOXHOCTb NMOMeHsITb Telnet-nopT (Mo ymonuanuio 23). AnanasoH

[0MNYCTUMbIX 3HAYEHWUI NOPTOB, NMOMMMO YCTAHOBIEHHOTO MO YmMon4yaHuto, ¢ 1025 no 65535
BKJ/TIOUNTENBHO;
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+ [nsa BKIOYEHMA JoCcTyna K ycTpoicTBy Yepe3 SSH yctaHoBuTe donar Hanpotus «SSH». B nosiBuBLueMcS
OKHe eCTb BO3MOXXHOCTb NOMeHsITb SSH-nopT (No ymonyanuto 22). inanasoH AonyCTUMbIX 3HAUYEHW
MOpPTOB, MOMUMO YCTAHOBJ/IEHHOTO MO yMon4aHuio, ¢ 1025 no 65535 BKNHOUUTENBHO;

« [nsa BknroveHus goctyna K yctporictsy yepe3 NETCONF yctaHosuTe donar Hanpote «NETCONF».

MporpammHoe o6ecneveHne WOP-2ac-LR2 no3BonsieT U3MeHATb KOHUrypaumio yCTpoincTBa, NPOBOAUTL
MOHUTOPWHI COCTOSAHWUSA 6a30BOI CTaHUMK U €€ AaTUMKOB, a Takke yrnpaB/ifaTbh YCTPOWCTBOM UCNO/b3YS
npotokosn SNMP.

© KoHdurypuposaHue ycTpoiictsa no npotokonly SNMP goCTYNHO HaumMHas ¢ BepcuUm NporpaMMHOro
ob6ecneyenmna 1.11.0.

YCTpOMCTBO NoaaepXxueaeT NpoTokosbl Bepcuii SNMPv1, SNMPv2.

SNMP

MEpONk Ha YTE HAE bl

Mapones Ha 3anMcs private

Afpec ANA NpuEua

TEANoE v

Anpec Ang NpueNE

Tpan:

ApPEC ANA NpHeN a

[na n3amerHeHusa napametpos SNMP-areHTta yctaHoBuTe thriar HanpoTtns «SNMP», nocsie atoro ctaHyT
[LOCTYMHbI CriefytoLie HaCcTPONKN:

« Maposib Ha YmeHue — Naposib Ha YTeHNe napameTpoB (06LLENPUHSTLINA: public);

« lMaposib Ha 3anuck — Naposb Ha 3anuch napameTpoB (06LLENPUHATLIN: private);

+ Adpec 0515 npuéma mparos vl — IP-agpec nnn goMeHHoe nMsi NpUemMHmnka coobuieHnin SNMPv1-trap B
topmate HOST [COMMUNITY [PORT]];

« Adpec 0515 npuéma mparios v2 — IP-agpec nnn goOMeHHoe nMs NpUuemMHmnka coobuieHnin SNMPv2-trap B
thopmate HOST [COMMUNITY [PORT]];

+ Ao0pec 0515 npuéma coobwjeHul Inform — IP-agpec nnn foMeHHoe UMsl NpUeMHMKa cooblLeHunin Inform B
topmate HOST [COMMUNITY [PORT]];

« CucmemHoe umsi ycmpoticmsa — UMSl YCTPOWCTBa;

« KoHmakmHasi uHghopmayusi npou3sooumesisi — KOHTakTHas nHopmaumns NnponM3BoAMTENS YCTPOICTBA,

* MecmononoxeHue ycmpoticmsa — UHopmaLms 0 MeCTONOTOXEHNN YCTPOICTBE;

+ Maposib 8 mpanax — Naposb, coaepxallmiics B Tpanax (no ymonyaxuto: trap).

Hwxe npuBeaeH CNMCoK 06LEKTOB, NOAAEPXMBAEMbIX A/19 UTEHUS U KOH(PUTYPMPOBaHMA NOCPeaCTBOM
npotokosa SNMP:

+ eltexLtd.1.127.1 — MOHMTOPMHT NapaMeTpoB 6a30BOV CTaHLIMM N NOAK/IOUYEHHBIX ABOHEHTCKMX CTaHLWIA;
+ eltexLtd.1.127.3 — ynpaBneHvne 6a30Boi cTaHUMEl;
* eltexLtd.1.127.5 — koHpuryprpoBaHne 6a30BOW CTaHL K.

rae eltexLtd — 1.3.6.1.4.1.35265 — naeHtudpmkatop npegnpuatunsa SNTEKC.
Moppo6Hoe onucanne OID WOP-2ac-LR2 goctynHo no ccbiike Onvcanne OID Ha WOP-2ac-LRx (c Bepcun 1.4).

,ﬂ.ﬂﬂ BCTYMJ/ieHNA B CUNy HOBOW KOH(*)I/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B AHEPIrOoHE3aBNCMYIO NMaMATb
HaXXMUTE KHOIMKY «rlpVIMeHI/ITb». .[],}'IFI OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».
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410 MeHw «Cuctema»

B mMeHi0 «CrcTeMa» BbINOHAKTCA HACTPONKM CUCTEMBI, BPEMEHMU, XypHaUia syslog, Npon3BoanTca cMeHa
naposs, BbIrpy3ka/3arpyska KoHdurypawmmn, 06HOBMNEHME NPOrpaMMHOro obecnevyeHns u nepesarpyska
ycTpoicTBa.

4.10.1 NopgmeHo «O6HOBMAEHME MO ycTpoicTBa»

MoaMeHto NpeHa3HauyeHo A5t 0GHOBEHUSI MPOrpPaMMHOr0 06ecneyeHmnst yCTpoiicTea.

HELTEX  WwWoOP-2ac-LR2 © Tocronst pesoms
MOHUTOPHHT Radio VAP WDS Ceresble HACTPONKK Cucrema -~ (BBIXOM)
OfHoBNEHUe MO yCTpoiAcTES » A¥THBHAaA BepcuA NO
KoHpurypaLma

Axmyansras eepeud M0 docmynHa no adpecy: hiip-/eltex-co.ru/support/downioads/
KOHTpOMb AOCTYNHOCTH
@ain o0HoBneHua Mo | BeiGepuTe aiin | Daiin He BuGpaH
Mepesarpyaka
AyTeHTUDHEaLMA

HypHan

[ata v BpemA

+ AkmusHas sepcusi 10 — Bepcusi NporpamMmmMHOro obecrneyvyeHus], ycTaHOBIEHHOIO Ha YCTPOICTBE,
pa6oTatoLlas B AaHHbIi MOMEHT;
+ Pe3sepsHasi sepcusi 1O — Bepcusi NporpaMMHOro obecneyeHns, yCTaHOB/IEHHOIO Ha YCTPOWCTBE, Ha
KOTOPYI0 MOXHO Nepekntountbest 6e3 3arpy3ku gaina MNo;
+ Coennamb akmusHoU — KHOMKa, NO3BONSAOLLLAA cAenaTh pe3epBHyto Bepcuto NO akTUBHON, AN
3TOro NOTpebyeTcd nepesarpyska ycTponctea. AKTMBHas Bepcua MO B 3TOM c/iyyae CTaHeT
pe3epBHOIA.

O6HoBAEHME NPOrpaMMHOIo o6ecnevyeHmns

3arpysuTte chaiin MO c canta http.//eltex-co.ru/support/downloads/ n coxpaHuTe ero Ha kKomnbtoTepe. MNocne
3TOr0 HAXXMUTE KHOMKY «BblGepuTe dann» B none dain obHosneHust N0 n ykaxuTe nyTb K dhaiiny MO B
dopmare .tar.gz.

[na 3anycka npouecca 06HOBMEHNS HEOOXOANMO HaxaTb KHOMKY «3anycTuTb 06HOBNEHME. Npouecc
06HOB/NEHMS 3aliMET HECKO/IbKO MUHYT (0 ero Tekylem ctatyce 6yaeT ykazaHo Ha CTpaHuLe), Nocne Yero
YCTPOWCTBO aBTOMAaTUYECKN nepesarpy3nTcs.

© He otkniovaiite nuTaHne yCTPOIICTBA, HE BLIMNOHAITE ero nepesarpysky B npolecce o6HosMeHus MO.
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4.10.2 MopgmeHto «KoHGurypaums»

B noameHo «KoHmrypaumsi» BbINOHAETCA COXPaHEeHMe TEKYLLE KOHUrypauum n BOCCTaHOB/EHME.

I 7~
. = L I e x WOP-ZaC-LRz @ TecTosblil pesiM
B o
MOHUTOPMHT Radio VAP WDS CeTeBble HACTPONKK Cuctema - (BBIXOO,
OfHoBneHue MO yeTpoiicTea Mony4uTh apxue * Crkavats

KOHGMIypaumu C ycTporcTea

KoHdurypayua >
3arpy3nTe apxus | BuibepuTe hann | @aun He ebi0paH
KoHTponk QoCTYNHOCTH KOHMDUIypauuu Ha
YCTPORCTBO

Mepesarpyska

CBPOC Ha 3380CKHE COXpaHuTs NapamMeTpsl AocTyna

AyTeHTHDUKALMA z
e

JKypHan

Nlata 1 Bpema

MNonyyeHne koHdbUrypaumm

UTO6bI COXPaHUTL TEKYLLYH KOH(UIypauuo YCTPOCTBA Ha JIOKasIbHbIA KOMMbIOTEP, HXKMUTE KHOMKY
«CKavaTb».

BoccTtaHoBneHue KoHurypauum

[ns 3arpy3ky cOXpaHeHHOro Ha JI0KaJlbHOM KOMMbloTepe dhaina KoHUrypauum UCrnosb3yeTcsa MyHKT
3azpy3umb apxus KoHghuaypayuu Ha ycmpolicmso. [ANs 3arpy3kn KOHUrypawumm ycTpoincTea HaXMUTE KHOMKY
«BblbepuTte haiiny», ykaxute aiin (B choopmare .tar.gz) n HXMUTE KHOMKY «3arpy3uTb (oainx». 3arpyxeHHas
KOHpurypaums npuMeHsieTcsl aBTomarmyeckn 6e3 nepesarpysku yCTponcTaa.

© Bce naponu B KOHGUrypaLmm ycTpoincTea LN PYTCS KKUYOM, KOTOpbIN 3aBucuT oT MAC-agpeca
yCTpoWicTBa. Nepes 3arpy3koit KOHUrypawumm ¢ O4HOro YCTPOCTBa Ha Apyrue npeaBaputesibHO
HY>XHO MOMEHSATb Naposn B HEN.

[N n3MeHeHns1 naponeii HeobXoAMMO OTKPbITL haiin KoHpUrypauuy B TEKCTOBOM pPeAakTope v USMEHUTb
naponu. [lanee coxpaHUTb U3MEHEHNA B apxmBe KOHUrypaumu. NMprumep n3MeHeHUs naposein npueeaeH
HUXe:

"authentication":{
"admin-password":"encrypted:7068747570617169"

3,

M3MeHseTCca Ha

"authentication":{
"admin-password":"password"

1,

C6poc yCTQOVICTBa K 3aBOACKNM HaCTpOVIKaM

UT06bI cienaTb COPOC BCEX HACTPOEK YCTPOICTBA K CTaHAAPTHBIM 3aBOACKUM YCTaHOBKAM, HKMUTE KHOMKY
«C6poc». Ecnu akTnBmpoBaH donar «CoxpaHuTb NapameTpbl AOCTyNay, T 6yAyT COXpaHeHb! Te napamMeTpsbl
KOHDMrypaLmm, KoTopble OTBEYAKT 3a AOCTYN K ycTpoiicTy (HacTpoiika IP-agpeca, HacTpoiikm focTyna no
Telnet/SSH/SNMP/Netconf/Web).
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4.10.3 MNogMeH «KOHTPO/b AOCTYNHOCTUY

®YHKLMA «KOHTPOb JOCTYNHOCTU» NO3BOJIAET ONpeAe/iMTb OTCYTCTBME CBA3HOCTU M nepesarpysvTb
YCTPOWCTBO UMK ero nHTepdencobl 6e3 yyactus nonb3osarens. Mpu nepesanycke nHtepderica tTakke
npovicxoant nepesanyck DHCP-knveHTa Ha Tekywem WAN-uHTepdelice.

oy - l\~ i EX WOP-2ac-LR2 O T e
VIOHHTOpIsHT Radio WVIF whs ETEABIE HBCTROHKN CrcTeMs ke [
OGnoanerie MO yorpoicnaa Brmioseto
Kosdourypa s Hedcrase lepesaipyaka yeTpoRcTe:s w
KoHTponb QoCTYRHOCTH > Ping-cepeep 192.168.1.1
NMepesarpyska SafepsEa nepe, Hasanom 300
NposeprA
i b bl Mepwog omnpastn ICMP-3anpocos 300
iy peel TaimayT oampanua ICMP-oTeeToR
Jlata 1 spems
MascHManEHoE RONUUSCTRD
Heyﬂa'.l—hl\{ ﬂf. F.r-ﬁ-l(
m ¥ O

Bk/1o4eHO — nNpw yCTaHOBNEHHOM ch/iare KOHTPO/1b AOCTYMHOCTU BK/IOYEH, UHAYE — BbIK/THOYEH;
Aelicmsue:
* [Mepe3arnyck ethernet uHmepgpelica — B cnyvyae HefOCTYNHOCTU 3afaHHOro Ping-cepeepa
npousonget nepesanyck Ethernet-nHtepdelica yctpoiicTaa;
* [epesaryck 6ecrnposodHO020 uHMepelica — B Criydae HeOCTYNHOCTM 3agaHHoro Ping-cepeepa
Npov30n4eT nepesanyck 6ecnpoBoAHOro NHTepdeica yCTPOnCTBa;
* [epe3acpyska ycmpolicmsa — B C/ly4yae HeO0CTYNHOCTW 3afaHHoro Ping-cepsepa nponsonget
nepesarpyska yCcTpolicTBa.
Ping-cepsep — IP agpec wiv JOMeHHOe NMS X0CTa, Kyga oyayT otnpasnsaTtbcs ICMP-3anpocs;
3adep)xka rneped Ha4asioM rPOBEPKU — BPEMS B CEKYHAaX Moc/e BKIKYEHNS YCTPOCTBa NN
npeablgywero cpabarbiBaHns B TEHEHME KOTOPOro KOHTPO/b AOCTYNHOCTU He ByaeT paboTarh.
JonycTtnmble 3HaveHns 60-86400 BKIHOUNTENBHO;
lMepuod omnpasku ICMP-3anpocos — BpeMs B CeKyHAax, Yepes Kotopoe byaet otnpasneH ICMP-3anpoc
nocne nonyyexus ICMP-oTBeTa NN NPUHATUA PELLEHMSA O TOM, YTO nNpeaplaywmnin ICMP-3anpoc
okasasics HeygauyHbiM. [lonycTrmble 3HaveHns 1-86400 BKIHOUNTENBHO;
Tatimaym oxudaHusi ICMP-omsemos — BpeMs B CeKyHAax, B TeyeHne kotoporo oxungaetca ICMP-oteet
Ha oTnpasneHHbIii ICMP-3anpoc. Ecnv no ucteyeHnn spemenn ICMP-oTBeT He nosnyyeH, To ICMP-3anpoc
cuuTaeTcda HeygauHbIM. JonycTumble 3Ha4eHns — 1-10 BKIOUNTESBHO;
MakcumasibHoe Ko/1u4ecmso HeyoauHbIX NpPoBePOK — MaKCMMaslbHOe KO/IMYecTBO HeyaavHbix ICMP-
3anpocoBs, ecnn Konn4yecTso HeyaayHblx ICMP-3anpocoB focturaet yka3zaHHOro YMcsa, TO BbINOJIHAETCA
3aZiaHHoe gevicteue. [lonycTumbie 3HaveHns — 1-86400 BK/IOUNTENBHO.
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4.10.4 NMopmeHto «Mepesarpyska»

[lna nepesarpy3kn yCTpoCTBa HAXKMUTE Ha KHOMKY «[lepesarpyskax. MNpouecc nepesanycka ycTpoliicTsa
3aHVMaeT NPUMEPHO T MUHYTY.

¥
wELTEX  WOP-2ac-LR2 B
MoHHTOPHHT Radio VAP WDS CeTeBble HACTPONKM Cucrema - BbIX0S]
OB6HoBrneHue MO yCTpoiAcTsa Mepesarpy3ka < MNepe3arpy3ka

yCTpOHCTEA

KoHdmrypauus

KoHTponk AOCTYNHOCTH

Mepesarpyska »

AyTeHTHdUKALMA
HypHan
[lata u Bpemn

4.10.5 MogmeHto «AyTeHTUMKaLMa»

MoamMeHto «AyTeHTUdMKaLMa» NpegHa3HavYeHo A1 HACTPOViKM ayTeHTMdMKaLumn nosb3oBarens.

© 3aBopckas yueTHas 3anuch 418 AOCTYynNa K YCTPOWCTBY: /10rvH: admin, naposnb: password.

Takxe ecTb BO3MOXHOCTb CO3[jaHUS [OMO/THATE/bHBIX YYETHBIX 3amn1ceil C ponsmy agMuHucTpaTopa uin
Habnogatens (HacTpoiika f4oCTyrnHa Tosbko yepes CLI). YueTHble 3anncu ¢ posiblo agMyHUCTpaTopa MetoT
MOJHbIV AOCTYN K YCTPOWCTBY: UTEHME M 3aNWCh NIOGLIX HACTPOEK, MO/HbIE MOHUTOPUHT COCTOSIHUS
YCTPOICTBA. YUYETHbIM 3an1csiM C posibto Habnogatenst AoCTYNeH TO/IbKO MOHUTOPUHT.

Pasgen «/lokanbHblil Naponb» NpeAHa3Ha4vYeH a1 CMeHbl 3aBOACKOro Napons A1 y4eTHown 3annucu admin.
DTOT Naposib XpaHUTCA Ha Touke AocTyna. s CMeHbl Naposis BBEAUTE HOBbI NAapOsib CHavasna B none
«Maponb», 3aTeM B nose «MoarsepxaeHve napons» n HOXMUTE KHoMKy «MpMMeHnTb» B JaHHOM pasgene ans
COXpaHeHnss HOBOro Naposns.

B pasgene «AyteHTudpmkaumnsa yepes RADIUS» BbiNnonHAETCA HacTpoiika napameTpos goctyna kK RADIUS-
cepBepy, C MOMOLLbIO KOTOPOro ByAeT OCYLLEeCTBNATLCA ayTeHTUhMKaUNS 1 aBTopmu3aunsa noab3oBarens TOUKN
Jocrtyna.

by L {_; LTex WOP-ZaC—LRZ @ Tecrossii petin
MEHHTODM Yaidio WA WDs CeTeane HACTHRK CueTema
Oftoaneme [0 yrrpokcTes NoKaneHLIA Napans
Kotdmrypaugms Mapons il
HOCTY Manroepsgetns napena kg
Mepezarpyzka

* [pumesnTh ® Omweena

AyTeHrudmkaunn Yepea RADIUS

AyTEHTHEKALHA *

oy
AyrenTudhurayua sepea RADILS
Hara w opes
Aapec RADIUS-cepaepa 192.168.1.1
MNopt RADIUS-cepBepa 1812
Napones RADIUS-cepBepa LLTLTT] -
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* AymeHmugpukayusi yepe3 RADIUS — npu ycTaHOBNEHHOM (priare aytTeHTUdumkauma 6yaeT BbINOMHATLCA
no y4yetHoli 3anucn Ha RADIUS-cepsepe;

+ Adpec RADIUS-cepsepa — IP apgpec RADIUS-cepBepa;

+ Mopm RADIUS-cepsepa — nopt RADIUS-cepBepa, KOTOPbI UCNOMb3YeTCA A/18 ayTeHTUdMKauum 1
asTopusauuu;

* laposb RADIUS-cepsepa — kmod RADIUS cepsepa, NCnosb3yemMoro Ansa ayteHTuuvkauum n
asTopusauuu.

[N BCTYNNEeHWs1 B CUNYy HOBOI KOHCOUIypaummn 1 3aHeCEHUSI HACTPOEK B SHEPTOHE3ABUCUMYIO NaMsiTh
HaXKMUTE KHOMKY «[pUMeHNTb» B JaHHOM pasgene. [ OTMEeHbl U3MEHEHWI HAXXMUTE KHOMKY «OTMeHa.

Mpun ayTeHTudmkaumm yepes RADIUS-cepBep 0653aTe/IbHO HEOBXOAUMO CO34aTh JIOKA/IbHYIO YYETHYIO 3aMuch,
KoTopas OyaeTt aHanormyHa yyetHoi 3anncu Ha RADIUS-cepsepe. HacTpolika BbinonHsietcs yepes CLI. bonee
noApo6Ho npovecc onvcaH B pasgene «CosgaHne A0N0HUTENBHBIX NOMb30BaTesen».

© Ecnv ekoueHa ayTeHTMdMKauma yepes RADIUS, HO cepBep okasasicst HefJOCTYNEH, ayTeHTUDUKaLSA
6y,u,eT BbIMOJTHEHA NO SIOKA/IbHOA yHETHOVI 3arnumcu.
MogmeHIo «)XXypHasn»

MoameHto «XKypHas» npefiHasHa4eHo A1 HACTPOIKM BbIBOAA PA3HOro poaa OTNaA0UHbIX CO0BLLEHWI
CUCTEMbI B LIENISAX 06HAPYXEHNSA NpUYKH Npo6iem B paboTe yCTpoiicTBa.

5:: ?lu..T e X Wo P-zac-LRz @ TecToEsId DX

AOMUTODRH 5 [ e DS Ceresie ACTROMKY Cuorena

Mepasarpy:es

AT EHTHI MES!

MpagynpesasH1a [
OTNancHan MHEBODMaYMH

WshopaannonHbe coofieHms

* Pexum — pexum paboTbl Syslog-areHTa:
* Jloka/ibHbIU ¢hali/l — HhopMaLUs XypHasia COXpaHAeTCs B IOKa/IbHOM doaiinie n AoCcTynHa B
web-nHTepdelice ycTpolictea Ha BKnagke «MOHUTOPUHI/XKypHast COBbITUMY»,
« Cepsep u ¢halin — nHgopmauus XypHana oTnpaBnsieTca Ha yaasieHHblin Syslog-cepeep u
COXpaHseTcs B JIOKaIbHOM haiine.
+ Adpec Syslog-cepsepa — IP-agpec nnn gomeHHoe ums Syslog-cepeepa;
+ Mopm Syslog-cepsepa — NopT ANs BXoAsALWwmx coobueHunii Syslog-cepeepa (no ymonyanuto 514,
[l0NyCTUMble 3HaYeHust 1-65535);
+ Pasmep ¢palina, Kb — MmakcuMasnbHbIi pasmep gpaiina xypHana (gonyctumMble 3HadeHus 1-1000 kB).

Huxe HacTpamBaeTcs TUM COOBLLEHNI, BLIBOAUMBIX B XXypPHaUT MeHeaKepa KoHdpurypauum:

* OwubKu — ycTtaHoBUTE pnar, ecnm HeobXoA4MMO BbIBOAUTL COOOLLEHNSA TUMa «OLLNGKNY;

+ lNpedynpexdeHust — ycTaHoBUTE donar, ec/ivi Heo6XoANMO BbIBOAMTL COOOLLEHMA TUNA
«[pedynpexxoeHus»;

+ OmnadoyHas uHghopmayusi — yctaHoBuTe chiar, ecnim Heo6Xo4UMO BbIBOAUTL OT/Iaf04YHbIE COOBLLEHNS;

* VIHhopmayUuoHHbIe cO0bWEeHUs1 — yCcTaHoBUTe hnar, ec/im Heo6XoAMMO BbIBOAUTL MH(DOPMALMOHHbIE
COOOLLEHNS.
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B nogmeHto «[jata n Bpemsi» MOXHO HaCTPOUTb BPEMS BPYUHYH WU/ C MOMOLLbHO MPOTOKO/1A CUHXPOHMU3aLMK

BpemeHn (NTP).

BpyuHyto
B o~
JHwELTEX  WOP-2ac-LR2 o S—p—
MoHuTopuHr Radin VAP VI CeTaane HacTpoikm Cucrema 1 o)
Ofinopneque MO yeTpodcTaa PErim ® Bpyunye O NTP cepaep

Kotdmry pacgua

KOHTROME QOCTYNHOCTH

| lepesarpy ska

AYTEHTHDHKALMA

ian

larta u spema

Jlata u BpeMA YCTpoRcTa
Yacosod noac

BrrwyuTs nepexog Ha neTHee
BpeMa

Mepexof Ha nETHEE BPeMA

Mepexc Ha ZMMHEE BpeMA

Coewr Bpemeri (MuH, )

2712 20211010027 | # Pepamnposars

Mocrea, Foccun ~

(He anifpano) (He anifpano) (He awbpatn) B — -

(He abIfparo) ({He xbpanc) (e ewbpaHo) |B -

G0

- [ama u spemsi ycmpolicmsa — fata U BpeMS Ha YCTPOICTBE B AaHHbIn MOMeHT. Ecnuv TpebyeTcs
KOpPPEKLUS, HAXKMUTE KHOMKY «PeaakTupoBarby;

- [lama, sBpems — 3aaaiiTe TEKYLLYIO AaTy U BPEMS UM HAXMUTE KHOMKY «Tekyllasa gata u Bpemsi»
ANsi yCTaHOBKM BpemeHu MK Ha ycTpoiicTBo;

+ Yacoegol nosic — no3BonsieT YCTaHOBUTb 4acoBOW MOSIC B COOTBETCTBUN C BNMKaiLLIUM ropogom B
Ballem permoHe mn3 3agaHHoOro Crcka,

* Bk/rodums nepexod Ha iemHee speMsi — Npw YyCTaHOB/IEHHOM dhniare nepexof, Ha eTHee/3umHee

Bpemsi 6y1eT BbINOMHATLCS aBTOMATUYECKM B 3aiaHHbIi Nepuog, BpeMeHMu:
« [Mepexod Ha iemHee BpeMs — [ieHb 1 BPeMsi, Korga 6yaeT BbINoNHATLCSA Nepexo Ha NeTHee

Bpems;

« [Mepexod Ha 3uMHee BpeMsi — AeHb 1 BpeMs, Koraa 6yaeT BbINOMHATLCSA Nepexo/ Ha 3uMHee

Bpems;

« Cdsue BpemMeHU (MUH.) — Nepnog, BpEMEHN B MUHYTaX, Ha KOTOPbIV BbINOTHSETCA CABUT BPEMEHW.
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NTP-cepsep
P~
&}{j LTeX WOP-ZaC-LRZ @ TeCTosLI pasmum
VIDHWTOpMHC Radin VAP DS CeTRERE HACTPOHKN CHeTemMa Mo
OBHoenenre N0 yorpoicTea Fesim O Bpyunyio @ NTP cepeep

Kondmrypayna
".‘:]II-;IZlIlh ACCTYNHOCTH
Mepesarpyasa

AYTEH TR IMKELMA
JKyphan

[ata n spema

[la1a n Bpema yoTpoAcTEa
NTF cepsep

Hacorol noAc

BRNIO4YMTE NEPEXol Ha NeTHee
BpeEMA

Mepexo Ha NETHEE BpeMA

|-|-:_\.[|G:=u,l’; Ha 3MMHes Bpema

Casur BpeMsHl (MuH.)

" MNpumeHuTe

27.12.2021 10:11:06
pool.nip.org
Mackea, Poccua
(He anBpanG) (He awbparo)

(He anibpans)

(e aibpatio)

i)

® OTmena

(He anifipanol B — =

(He apibparc) B

+ [lama u spemsi ycmpolicmsa — fata U BPEMS Ha YCTPONCTBE B faHHbIi MOMEHT;

* NTP cepsep — IP-agpec/noOMeHHOe NMSA cepBepa CUHXPOHMU3aLUMn BpeMeHn. Bo3MOXHO 3a4aTtb agpec
Un BbIOPaTh M3 CYLLLECTBYIOLLErO CNNCKa;

+ Yacosol nosic — nNo3BOMSET YCTAHOBUTb YaCOBO MOSC B COOTBETCTBUMN C GAMKAALLMM rOPOAOM B
BalleM pernoHe 13 3aaHHoro crnmcka.

[N BCTYNNEeHWs1 B CUY HOBOI KOHCOUIypaLmmn 1 3aHeCEHUs1 HACTPOEK B SHEPTOHE3ABUNCUMYIO NaMsiTh
HaXKMUTE KHOMKY «[TpuMeHUMb». O OTMEHbI UBMEHEHUIA HAXXMUTE KHOMKY «OmmeHa».
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5 YnpaBneHue ycTponcTBOM C NOMOLLbK KOMaHAHOW CTPOKU

© [ nepexopa B pexuM KOHUIyprpoBaHus BBeaMTe KomaHay configure.
[na oTobpaxeHns UMERLLMXCA HACTPOEK OnpeaeneHHoro pasgena KoHdurypaum BBegute KoMaHay
show-config.
[ns nonyyeHusa noackaskn 0 TOM, Kakoe 3HaYeHre MOXET NPUHUMATbL TOT WU MHOWN napameTp
KOHDUIypaLmm ycTpoicTBa, HaXXMIUTE codeTaHue Knasuil (B aHrnuiickoii packnagke) [Shift + ?].
[na nonyyeHns cnucka napameTpoB, 4OCTYMHLIX 419 pefakTMpoBaHUA B JaHHOM pasaerne
KOHpurypaumm, HaxmuTe knasuwy Tab.
[na coxpaHeHua HACTPOeK BBEAUTE KOMaHAYy save.
[ns nepexofa B npeablayLUnii pasgen KoHurypaumm BeeguTe kKomaHay exit.
[ns BbIxoAa 3 pexumma KoHpurypnpoBaHus BBeagnte komaHay end.

5.1 MopgkntoyeHne K ycTponcTay

Mo ymon4yanuto yctpoiictBo WOP-2ac-LR2 HacTpoeHo Ha nony4veHune agpeca no DHCP. Ecnu agpec He 6bin
nony4eH, NOAKMHYMNTLCA K YCTPOIMCTBY MOXHO MO 3aBoAckoMy IP-agpecy.

© 3aBsopckoii IP-agpec yctpolictea WOP-2ac-LR2: 192.168.1.10, macka nogcetut: 255.255.255.0.
MoaxnYeHne K yCTPOICTBY ocyLlecTBAsieTcs ¢ nomoubio SSH/Telnet:

ssh admin@<IP-aapec ycTpoiicTea> , Aanee BBOAVM Naposib

telnet <IP-agpec ycTpoiicTBa>, BBOAWM JIOTMH U Naposib
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5.2 HacTtpoiika ceTeBbIX NapameTpoB

HacTpoiika cTaTM4ecKux ceTeBbIX MapamMeTpoB TOUKU AocTyna

WOP-2ac-LR2(root):/# configure

WOP-2ac-LR2(config):/# interface

WOP-2ac-LR2(config):/interface# bro

WOP-2ac-LR2(config):/interface/br0# common

WOP-2ac-LR2(config):/interface/br0/commont static-ip X.X.X.X (rge X.X.X.X — |IP-agpec WOP-2ac-LR2)
WOP-2ac-LR2(config):/interface/br0/common# netmask X.X.X.X (rge X.X.X.X — macka nogcetu)
WOP-2ac-LR2(config):/interface/br0/common# dns-server-1 X.X.X.X (rae X.X.X.X — IP-agpec dns-cepsepa Nol)

WOP-2ac-LR2(config):/interface/br0/common# dns-server-2 X.X.X.X (rae X.X.X.X — IP-agpec dns-cepsepa No2)
WOP-2ac-LR2(config):/interface/br0/commont# protocol static-ip (13veHeHne pexvva paboTel ¢ DHCP Ha
Static-IP)

WOP-2ac-LR2(config):/interface/br0/commont# save (CoxpaHeHne HacTpoek)

AOG&BNEHMG CTaTn4yeckKkoro MapuipyTta

WOP-2ac-LR2(config):/interface/br0/commont# exit

WOP-2ac-LR2(config):/interface/br0# exit

WOP-2ac-LR2(config):/interfacet# exit

WOP-2ac-LR2(config):/# route

WOP-2ac-LR2(config):/route# default

WOP-2ac-LR2(config):/route/default# destination X.X.X.X (rge X.X.X.X — |P-afpec cetn unn y3na HazHavyeHus,
A5 MapLipyTa no ymonyaHumio — 0.0.0.0)

WOP-2ac-LR2(config):/route/default# netmask X.X.X.X (rge X.X.X.X — macka cetn HazHavyeHuns, 15
MapLupyTa no ymosndaHuto — 0.0.0.0)

WOP-2ac-LR2(config):/route/default# gateway X.X.X.X (rae X.X.X.X — [P-agpec wo3a)
WOP-2ac-LR2(config):/interface/br0/commont# save (CoxpaHeHne HacTpoek)

HacTpolika nonyyeHus ceTeBbIX NapameTpoB no DHCP

WOP-2ac-LR2(root):/# configure

WOP-2ac-LR2(config):/# interface

WOP-2ac-LR2(config):/interface# br0

WOP-2ac-LR2(config):/interface/br0# common

WOP-2ac-LR2(config):/interface/br0/commont# protocol dhcp (n3meHeHne pexrmva paboTsl ¢ Static-IP Ha
DHCP)

WOP-2ac-LR2(config):/interface/br0/commont# save (CoxpaHeHve HacTpoek)
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5.2.1 HacTpoiika ceTeBbIx NapaMeTpoB C MOMOLLbIO YTUINTLI set-management-vlan-mode

HeTternpoBaHHbIii gocTtyn

[MNonyyeHne ceTeBbIX HACTPoek no DHCP

WOP-2ac-LR2(root):/# set-management-vlan-mode off protocol dhcp

Cratn4yeckue HaCTQOVIKI/I

WOP-2ac-LR2(root):/# set-management-vlan-mode off protocol static-ip ip-addr X.X.X.X netmask Y.Y.Y.Y
gateway Z.Z.Z.Z (rae X.X.X.X — cTarnyeckuii IP-agpec, Y.Y.Y.Y — Macka nogacetu, Z.Z.Z.Z — Lu/03)

Aoctyn uepes VLAN ynpaBneHus B pexume Terminating

[MNonyyeHne ceTeBbIX HACTPoek no DHCP

WOP-2ac-LR2(root):/# set-management-vlan-mode terminating vlan-id X protocol dhcp (rne X — VLAN ID,
MCNOMb3yeMblii NS AOCTYNA K YCTPONCTBY. BO3MOXHble 3HaueHus: 1-4094)

Cratnyeckme HacTpOKu

WOP-2ac-LR2(root):/# set-management-vlan-mode terminating vlan-id X protocol static-ip ip-addr
X.X.X.X netmask Y.Y.Y.Y gateway Z.Z.Z.Z (rge X — VLAN ID, ncrnosib3yembli A1 A0CTyna K YCTPOUCTBY,
BO3MOXHbI€ 3HaueHust: 1-4094; X.X.X.X — cTatnyeckuii IP-agpec; Y.Y.Y.Y — macka noAaceTu; Z.Z.Z.Z — Lu103)

[ocTtyn uepes VLAN ynpaBneHus B pexume Forwarding

[NonyyeHne ceTeBbIX HACTPoeK no DHCP

WOP-2ac-LR2(root):/# set-management-vlan-mode forwarding vlan-id X protocol dhcp (rge X — VLAN ID,
MCNoNb3yeMbIli 418 AOCTYyNa K YCTPONCTBY. BO3MOXHbIE 3HAYEHMs: 1-4094)

Cratnyeckme HaCTPOKK

WOP-2ac-LR2(root):/# set-management-vlan-mode forwarding vlan-id X protocol static-ip ip-addr
X.X.X.X netmask Y.Y.Y.Y gateway Z.Z.Z.Z (rge X — VLAN ID, ncnosib3yemblii Ans A0CTyna K YyCTPOUCTBY,
BO3MOXHbIE 3HAUeHUsT: 1-4094; X.X.X.X — cTatnyeckuii IP-agpec; Y.Y.Y.Y — macka noacetu; Z.Z.Z.Z — Lu/t03)

3aBeplueHue U coxpaHeHue HaCTpPoeK

WOP-2ac-LR2(root):/# save (cCoxpaHeHne HacTpoek)
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5.3 HacTtpoiika BupTyanbHbix Touek goctyna Wi-Fi (VAP)
B Tabnuue npeactasneHbl KOMaHabl 4715 HACTPOWKK pexnmoB 6e3onacHocTy VAP.

Tabnuua 4 — KomaHgpb! 4N HaCcTpoikn pexmnma 6esonacHoctn Ha VAP

Pexum 6e3onacHoOCTU KomaHpa pns HacTpoukn pexuma 6e30nacHoOCTU
Be3 napons security-mode off

WPA security-mode WPA

WPA2 security-mode WPA2

WPA/WPA?2 security-mode WPA_WPA?2

WPA-Enterprise security-mode WPA_1X

WPA2-Enterprise security-mode WPA2_1X

WPA/WPA2-Enterprise security-mode WPA_WPA2_1X

Huxe npeactaseHbl NpUMepbl HACTPONKKN VAP ¢ pasninyHbIMU pexumammn 6e30nacHOCTH.

5.3.1 Hactpolika VAP 6e3 wndpoBaHus

CospgaHue VAP 6e3 wuncpoBaHus

WOP-2ac-LR2(root):/# configure

WOP-2ac-LR2(config):/# interface

WOP-2ac-LR2(config):/interface# wlan0-va0

WOP-2ac-LR2(config):/interface/wlan0-va0# vap

WOP-2ac-LR2(config):/interface/wlan0-va0/vap# ssid 'SSID_WOP-2ac-LR2_open' (n3veHeHne nveHn SSID)
WOP-2ac-LR2(config):/interface/wlan0-va0/vap# security-mode off (pexxum LwndposaHmns off — 6e3 napons)
WOP-2ac-LR2(config):/interface/wlan0-va0/vap# exit

WOP-2ac-LR2(config):/interface/wlan0-va0# common
WOP-2ac-LR2(config):/interface/wlan0-va0/common# enabled true (Bik/1t04eHNE BUPTYaIbHON TOUKM
aocrtyna)

WOP-2ac-LR2(config):/interface/wlan0-va0/common# save
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5.3.2 Hacrtpoiika VAP c pexvumom 6e3onacHoctn WPA-Personal

Co3spgaHune VAP ¢ pexumom 6e3onacHocTtu WPA-Personal

WOP-2ac-LR2
WOP-2ac-LR2
WOP-2ac-LR2
WOP-2ac-LR2
WOP-2ac-LR2
WOP-2ac-LR2
WPA2)
WOP-2ac-LR2(config):/interface/wlan0-va0/vap# key-wpa password123 (k/1t04/naposib, HeOOXOANMBIA [J15
NOAKMIOYEHMS K BUPTYasibHOWM TOUKe AocTyna. [AnnHa Kn4va Ao/mkKHa CoCTaB/saATb OT 8 10 63 CUMBOJI0B)
WOP-2ac-LR2(config):/interface/wlan0-va0/vap# exit

WOP-2ac-LR2(config):/interface/wlan0-va0# common

WOP-2ac-LR2(config):/interface/wlan0-va0/common# enabled true (Bk/1t04eHVE BUPTYa/IbHON TOUKY
aoctyna)

WOP-2ac-LR2(config):/interface/wlan0-va0/common# save

root):/# configure

config):/# interface

config):/interface# wlan0-va0

config):/interface/wlan0-va0# vap

config):/interface/wlan0-va0/vap# ssid 'SSID_WOP-2ac-LR2_Wpa2' (n3vieHeHve nveHn SSID)
config):/interface/wlan0-va0/vap# security-mode WPA_WPA2 (pexuvimv wnpposanns — WPA/

AAAAAA
_ = ==
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5.3.3 Hactpolika VAP c Enterprise-aBTopusauueli

Co3spgaHune VAP c pexumom 6e3onacHoctu WPA2-Enterprise c nepMoguyeckoin oTrnpasKoii
aKKkayHTuHra Ha Radius-cepBep

WOP-2ac-LR2(root):/# configure

WOP-2ac-LR2(config):/# interface

WOP-2ac-LR2(config):/interface# wlan0-va0

WOP-2ac-LR2(config):/interface/wlan0-va0# vap

WOP-2ac-LR2(config):/interface/wlan0-va0/vap# ssid 'SSID_WOP-2ac-LR2_enterprise' (13veHeHne nmenn
SSID)

WOP-2ac-LR2(config):/interface/wlan0-va0/vap# security-mode WPA_WPA2_1X (pexvmv lwngposanms —
WPA/WPA2-Enterprise)

WOP-2ac-LR2(config):/interface/wlan0-va0/vap# radius
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/radius# domain root (re root — f10MeH nosib3oBaTesis)
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/radius# auth-address X.X.X.X (rge X.X.X.X — IP-agpec RADIUS-
cepsepa)

WOP-2ac-LR2(config):/interface/wlan0-va0/vap/radius# auth-port X (ra1e X — nopt RADIUS-cepBepa, KOTopbIi
NCNONb3YeTCH ANA ayTeHTUUKaLnmn n apTopmsaumu. No ymonyaHuio: 1812)
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/radius# auth-password secret (1/e secret — naposb A1
RADIUS-cepBepa, Crnosb3yeMoro ans ayTeHTudumkaumm n asTopusasmm)
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/radius# acct-enable true (Bk/104eHVIE OTNPaBKY COOOLLEHNIA
«Accounting» Ha RADIUS cepsep. Mo ymonyaHuto: false)
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/radius# acct-address X.X.X.X (rae X.X.X.X — IP-agpec RADIUS-
cepBepa, UCrosib3yeMoro A1 akkayHTUHra)

WOP-2ac-LR2(config):/interface/wlan0-va0/vap/radius# acct-port X (rae X — nopt RADIUS-cepBepa, KOTopbIi
NCNONb3YETCA AN akKkayHTUHra. Mo ymonyaHuio: 1813)
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/radius# acct-password secret (1€ secret — naposis /15
RADIUS-cepBepa, UCrosib3yeMoro A1 akkayHTUHra)
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/radius# acct-periodic true (Bk/110ueHVIe NeproANYECKON
oTnpaBku coobLeHnii «Accounting» Ha RADIUS-cepBep. No ymonyaHuio: false)
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/radius# acct-interval 600 (HTepBas OTNPaBkM COOOLLEHNI
«Accounting» Ha RADIUS-cepBep)

WOP-2ac-LR2(config):/interface/wlan0-va0/vap/radius# exit

WOP-2ac-LR2(config):/interface/wlan0-va0/vap# exit

WOP-2ac-LR2(config):/interface/wlan0-va0# common

WOP-2ac-LR2(config):/interface/wlan0-va0/common# enabled true (Bk/1t04EHVE BUPTYa/IbHON TOUKY
aoctyna)

WOP-2ac-LR2(config):/interface/wlan0-va0/common# save

5.3.4 [ononHuTesnbHble HacTpolikn VAP

Ha3HaueHue VLAN-ID Ha VAP

WOP-2ac-LR2(config):/interface/wlan0-va0/vap# vlan-id X (rge X — Homep VLAN-ID Ha VAP)
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BkntoueHue VLAN trunk Ha VAP

WOP-2ac-LR2(config):/interface/wlan0-va0/vap# vlan-trunk true (Bk/itoueHune VLAN Trunk Ha VAP. [1ns
oTKNtoveHns seeaute false)

BknroueHune General VLAN Ha VAP

WOP-2ac-LR2(config):/interface/wlan0-va0/vap# general-vlan-mode true (Bk/1t0ueHne General VLAN Ha SSID.
Ins otknoueHus seBeaute false)
WOP-2ac-LR2(config):/interface/wlan0-va0/vap# general-vlan-id X (rge X — Homep General VLAN)

HacTpoiika yHMKaNbHOro Nnosib3oBaTesibcKkoro VLAN (C-VLAN) Ha VAP

© 1.C-VLAN He pab6oTaet npu BKIHOUEHHOM VLAN Trunk Ha VAP. EC/v Bbl XOTUTE MCMO/b30BaTh C-VLAN
1 Npu 3TOM nepefaBaTtb B CTOPOHY aOOHEHTCKON CTaHLUMM TErMpOoBaHHbIN Tpaduk, BKNKOUMTE Ha
VAP Vlan Trunk 1 General Mode.
2. Ecnn VLAN-ID Broadcast-Tpaduka coBnagaet ¢ ogHuM 13 C-VLAN, HacTpoeHHbIX Ha VAP, TO
[JaHHbI Broadcast-Tpaduk oTnpaBuTCcA BCeM K/iMeHTaM 6a30B0i CTaHL MK, NOAK/THYEeHHBbIM K VAP,
6e3 Tera.
3. He pekomeHpyeTcsa HacTpavBaTtb 0auH C-VLAN 4151 HECKOJIbKUX K/IMEHTOB.
4. VLAN, c KoTOpbIX ByaeT cHUmMaTbCcs MeTka B onuuu C-VLAN (415 nepegayn HeTermnpoBaHHOro
Tpadvka K abBOHEHTCKOW CTaHLuMK), He AO/DKHbI ObITb UCNOIb30BaHbI B TETMPOBAHHOM BUAE HA
abOHEHTCKOWN CTaHUMW 1 B NO/Ib30BaTE/IbCKOM CETU HKE aB0HEHTCKOM CTaHUUN.
5. B cnyyae, ecnun Ha VAP HacTpoeHa Enterprise-aBTopu3auns 1 ans knveHta Ha RADIUS-cepsepe
6b171 yKa3aH C-VLAN, TO UMEHHO OH ByAeT NCNoNb30BaTbCA A1 PaboThl C AaHHLIM KIIMEHTOM, T.€.
C-VLAN, HacTpoeHHbIn Ha VAP 6a30B0o cTaHLumu, 6yaeT NpourHopupoBaH.

WOP-2ac-LR2(config):/interface/wlan0-va0/vap# customer-vlans
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/customer-vlans# clients (nepexos B pasgen clients ais
HaCTPOWKN cnucka cooTBeTcBus MAC-agpeca nosb3oBarens nVLAN-ID)
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/customer-vlans/clients# add XX:XX:XX:XX:XX:XX (rze
XXXXXX:XX:XX: XX — MAC-aipec yCTPOMCTBa, A/151 KOTOPOro HeobxoanumMo ycTaHoBUTb C-VLAN. s
yaaneHus agpeca us cnmcka ucnosb3yiite komaHay del)
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/customer-vlans/clients# XX:XX:XX:XX:XX:XX
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/customer-vlans/clients/XX:XX:XX:XX:XX:XX# vlan-id Y (rae Y —
VLAN-ID, KOTOpbIn ByaeT ncnonb3oBaH kak C-VLAN ansa nonb3oBarens ¢ MAC-agpecom XX:XX:XX:XX:XX:XX)
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/customer-vlans/clients/XX:XX:XX:XX:XX:XX# exit
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/customer-vlans/clients# exit
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/customer-vlans# enable true (Bk/1t0ueHie paboThl
nokanbHoro C-VLAN Ha VAP. 1nsa oTkatoueHus BBeauTe false)
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/customer-vlans# save (CoxpaHeHve HacTpoek)

BkntoueHune cKpbITOro SSID

WOP-2ac-LR2(config):/interface/wlan0-va0/vap# hidden true (Bk/itoueHve ckpbIToro SSID. /19 OTK/IHYeHNA
BeeauTe false)
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OrpaHuuyeHne KonmyecTBa KJiMeHToB Ha VAP

WOP-2ac-LR2(config):/interface/wlan0-va0/vap# sta-limit X (rze X — MakcrmasibHO fonyCcTUMOoe YnCsIo
NoAKNHYaeMbIX K BUPTYasibHOW CETU K/INEHTOB)

Bk/iloueHve U30nsLumn KIIMEHTOB Ha VAP

WOP-2ac-LR2(config):/interface/wlan0-va0/vap# station-isolation true (Bx/it0ueHvie nzonaumsa Tpaduka
MeXAy KMeHTamn B npeaenax ogHon VAP. ina oTkatoueHns seeaute false)
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HacTpolika orpaHu4eHnsi CKOpocTu

HacTpoiika orpaHn4yeHuns nponyckHOW CNOCOGHOCTY B HanpaBaeHun o1 6a30B0i CTaHUMK A0 KIMEHTOB
(Kakaoro B OTAENbHOCTU), NOAKAYEHHbIX K IaHHOW VAP (STA Limit Down)

WOP-2ac-LR2(config):/interface/wlan0-va0/vap# shaper-per-sta-tx
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/shaper-per-sta-tx# value X (rge X — makcumasibHas CKOpoCTb
B KbuTt/c)

WOP-2ac-LR2(config):/interface/wlan0-va0/vap/shaper-per-sta-tx# mode kbps (Bk/itouerve wennepa. [ns
oTKNtoYeHus seeauTe off)

WOP-2ac-LR2(config):/interface/wlan0-va0/vap/shaper-per-sta-txi# exit

HacTpoiika orpaHn4yeHmnsa nponyckHOW CNOCOGHOCTM B HanpaBAEHUW OT KAVEHTOB (KaXA0ro B
OTAE/IbHOCTU), NOAKNOYEHHbIX K AaHHOW VAP, 10 6a30B0i cTaHumu (STA Limit Up)

WOP-2ac-LR2(config):/interface/wlan0-va0/vap# shaper-per-sta-rx
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/shaper-per-sta-rx# value X (rae X — mMakcumasibHasi CKOpoCTh
B Kbut/c)

WOP-2ac-LR2(config):/interface/wlan0-va0/vap/shaper-per-sta-rx# mode kbps (Bx/itoueHne werinepa. ns
oTKNtoYeHus seeuTe off)

WOP-2ac-LR2(config):/interface/wlan0-va0/vap/shaper-per-sta-rx# exit

HacTpoiika orpaHn4yeHnsa nponyckHOW CNOCOGHOCTM B HanpaBAeHuy 0T 6a30B0 CTaHUMN A0 KIUEHTOB (B
CYMMe), NOAK/YEHHbIX K AaHHO VAP (VAP Limit Down)

WOP-2ac-LR2(config):/interface/wlan0-va0/vap# shaper-per-vap-tx (HacTpoiika Lweiinepa B HanpasieHnn ot
TOYKM AOCTyna [0 KMEHTOB (B CyMME), NOAKIYEHHbIX K AaHHO VAP)
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/shaper-per-vap-tx# value X (rae X — MakcumasisHasi CKOpoCTh
B Kbut/c)

WOP-2ac-LR2(config):/interface/wlan0-va0/vap/shaper-per-vap-tx# mode kbps (Bx/itoueHve weinepa. 515
oTKNtoYeHus seeauTe off)

WOP-2ac-LR2(config):/interface/wlan0-va0/vap/shaper-per-vap-txi# exit

HacTpoiika orpaHn4yeHnsa NnponyckHOW CNOCOGHOCTM B HanpaBAEeHUM OT KINEHTOB (B CymMMe),
NOAK/IYEHHbIX K AaHHOW VAP, 10 6a30B0W cTaHumm (VAP Limit Up)

WOP-2ac-LR2(config):/interface/wlan0-va0/vap# shaper-per-vap-rx
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/shaper-per-vap-rx# value X (rae X — mMakcrumMasibHast CKOpoCTh
B Kbut/c)

WOP-2ac-LR2(config):/interface/wlan0-va0/vap/shaper-per-vap-rx# mode kbps (Bx/itouervie weinepa. [ns
oTKNtoYeHus seeauTe off)

WOP-2ac-LR2(config):/interface/wlan0-va0/vap/shaper-per-vap-rx# exit

© HauunHas ¢ Bepcun MO 1.12.0 NosBMIACL BO3MOXHOCTb HACTPanBaTh MHAMBUAYA IbHbIE
orpaHnyYeHns NPoMnycKHON CNOCOBHOCTU ANA KIMEHTOB.
[aHHoe orpaHuyeHve NponyckHom cnocobHOCTN ByaeT pacnpoCTPaHATLCA TOMIbKO Ha
KOHKPETHOr0 KNneHTa. /19 OCTa/lbHbIX K/IMEHTOB, NOAK/THYEHHbIX K AaHHOW VAP, 6yayT
pacnpoCcTpaHATLCA OrpaHnyeHns, 3a4aHHble B 00LeM Lwelinepe (HacTporika npeacTaBneHa
BblLLE).
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HacTpoiika nHameuayasibHOro orpaHMyeHns NponyckHOM CNOCO6HOCTU B HANpPaBAEHUN OT KOHKPETHOIO
KNWEeHTa, NOAKAHYEHHOIO K AaHHOW VAP, 10 6a30BOI CTaHLUK (RX)
WOP-2ac-LR2(config):/interface/wlan0-va0/vap# shaper-per-sta-rx
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/shaper-per-sta-rxi clients
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/shaper-per-sta-rx/clients# add XX:XX:XX:XX:XX:XX (rze
XXXXXX:XX:XX: XX — MAC-aipec yCTpOMCTBa, 4151 KOTOPOro Heo6XxoAnuMO YCTaHOBUTbL OrpaHuyeHune. Ans
yaaneHus agpeca us cnmcka ucnosb3yiite komaHay del)
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/shaper-per-sta-rx/clients# XX:XX:XX:XX:XX:XX
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/shaper-per-sta-rx/clients/XX:XX:XX:XX:XX:XX# value X (rge X —
MakCuMasibHas CKOpPOCTb B K6uT/C)
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/shaper-per-sta-rx/clients/XX:XX:XX:XX:XX:XX# mode kbps
(Bk/ItOYeHMe welinepa. Ans BbikaoyeHns seegute off)
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/shaper-per-sta-rx/clients/XX:XX:XX:XX:XX:XX# exit

WOP-2ac-LR2(config):/interface/wlan0-va0/vap/shaper-per-sta-rx/clients# exit
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/shaper-per-sta-rx# exit
WOP-2ac-LR2(config):/interface/wlan0-va0/vap# save (CoxpaHeHne HacTpoek)

HacTpoiika nHameuayanbHOro orpaHMyeHns NponyckHOM CNOCO6HOCTU B HaNpaBieHn OT 6a30BO
CTaHUMN A0 KOHKPETHOIO K/INeHTa, NOAKAKYEHHOIO K AaHHOoM VAP (TX)

WOP-2ac-LR2(config):/interface/wlan0-va0/vap# shaper-per-sta-tx
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/shaper-per-sta-txi clients
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/shaper-per-sta-tx/clients# add XX:XX:XX:XX:XX:XX (rze
XXXXXX:XX:XX: XX — MAC-apec yCTpOMCTBa, 4151 KOTOPOro Heo6XxoAuMO YCTaHOBUTbL OrpaHudeHne. Ans
yaaneHus agpeca us cnmcka ucnosb3yiite komaHay del)
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/shaper-per-sta-tx/clients# XX:XX:XX:XX:XX:XX
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/shaper-per-sta-tx/clients/XX:XX:XX:XX:XX:XX# value X (rge X —
MakCuMasibHas CKOpPOCTb B K6uT/C)
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/shaper-per-sta-tx/clients/XX:XX:XX:XX:XX:XX# mode kbps
(BkItoYeHMe welinepa. Ans BbikaoyeHns seegute off)
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/shaper-per-sta-tx/clients/XX:XX:XX:XX:XX:XX# exit
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/shaper-per-sta-tx/clients#exit
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/shaper-per-sta-txi# exit
WOP-2ac-LR2(config):/interface/wlan0-va0/vap# save (CoxpaHeHne HacTpoek)

HacTpoiika weinepa ansa multicast/broadcast B HanpaBneHWM OT KAWEHTOB (B CYMME), NOAKAKYEHHbIX K
OaHHo VAP

WOP-2ac-LR2(config):/interface/wlan0-va0/vap# shaper-mcast-bcast-rx
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/shaper-mcast-bcast-rx # value X (rge X — makcrmasibHas
CKOpOCTb B KGUT/C)

WOP-2ac-LR2(config):/interface/wlan0-va0/vap/shaper-mcast-bcast-rx# mode kbps (Br/itoueHne weinepa.
[na BbikoyeHna seeute off)

WOP-2ac-LR2(config):/interface/wlan0-va0/vap/shaper-mcast-bcast-rx# exit

HacTpoiika wennepa ans multicast/broadcast B HanpaBaeHWM 0T TOYKM JOCTYNA A0 KANEHTOB (B CyMME),
NOAKNHYEHHbIX K IaHHO VAP

WOP-2ac-LR2(config):/interface/wlan0-va0/vap# shaper-mcast-bcast-tx
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/shaper-mcast-bcast-tx# value X (rge X — makcumasnsHas
CKOpOCTb B KGUT/C)

WOP-2ac-LR2(config):/interface/wlan0-va0/vap/shaper-mcast-bcast-tx# mode kbps (Bk/itoueHmne weinepa.
[na BbikoyeHna seeute off)

WOP-2ac-LR2(config):/interface/wlan0-va0/vap/shaper-mcast-bcast-tx# exit
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Bbi6op cnocoba npuoputTusaymum

WOP-2ac-LR2(config):/interface/wlan0-va0/vap# priority-by-dscp false (aHa/113 nproputera 13 nons CoS
(Class of Service) TermpoBaHHbIX NakeToB. 3Ha4YeHne No yMon4aHuto: true. B aTom criyyae aHanmsmpyercs
npuopuTeT 13 nonst DSCP 3aronoBka IP-nakeTa)

HacTtpoiika KOHTpons gocTyna no MAC

WOP-2ac-LR2(config):/interface/wlan0-va0/vap# acl

WOP-2ac-LR2(config):/interface/wlan0-va0/vap/acl# mac
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/acl/mac# add XX:XX:XX:XX:XX:XX (re XXXXXHKXXXK —
MAC-agpec yCcTpolicTBa, KOTOPOMY HEOOXOAMMO paspeLUnTb/3anpeTnTb A4OCTyn. 19 yganeHns agpeca 13
cnucka ncnosnb3yiite koMaHay del)

WOP-2ac-LR2(config):/interface/wlan0-va0/vap/acl/mac# exit
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/acl# policy allow (BLI60p nosmnTVKK, NP KOTOPOW K AaHHOA
VAP 6yfeT paspeLleHo nogknoyarbes To/bKO TeM KmeHTam, MAC-agpeca KOTOpbIX COAEPXaTCs B CMNCKE.
3HauyeHune no ymosnyaHuto: deny — nonnTrKa, Npy KOTOPOI K AaHHOI VAP ByaeT 3anpeLLeHo NoAgKIvaTbCs
KnneHtam, MAC-agpeca KOTOpbIX COAEPXKaTcs B CNMCKE)

WOP-2ac-LR2(config):/interface/wlan0-va0/vap/acl# enable true (Bk/itoueHVie BbIGPaHHOM NOMUTUKM LOCTYNA.
[na otknoueHus seeaute false)

MannuHr VLAN

WOP-2ac-LR2(config):/interface/wlan0-va0/vap# vlan-mapping
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/vlan-mapping# rule
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/vlan-mapping/rule# add namel (rae namel — nms npasuna
mMannuudra. 4na yganeHus npasuna ncnosnbayite komaHay del)
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/vlan-mapping/rule# namel
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/vlan-mapping/rule/namel# eth-vlan-id X (rge X — VLAN ID B
Ethernet)

WOP-2ac-LR2(config):/interface/wlan0-va0/vap/vlan-mapping/rule/namel# eth-priority X (rae X — npuopuret
802.1P npu nepepadye B Ethernet. Bo3MOXHble 3HavyeHust: 0-7, auto. ECAv npuopuTeT auto Uam He
onpegeneH B JaHHON onuumnm — 6yaeT NCNob30BaTbCH NCXOLHbIN)
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/vlan-mapping/rule/namel# wlan-vlan-id X (rze X — VLAN ID Bo
WLAN)

WOP-2ac-LR2(config):/interface/wlan0-va0/vap/vlan-mapping/rule/namel# wlan-priority X (rae X —
npuopuTeT 802.1P npu nepeaaye Bo WLAN. Bo3amoxHbIe 3HauYeHus: 0-7, auto. Ecnmn npuopuTeT auto nnm He
onpegeneH B JaHHOW onuumnm — 6yaeT NCNob30BaTbCH NCXOLHbIN)
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/vlan-mapping/rule/namel# exit
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/vlan-mapping/rule# exit
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/vlan-mapping# enable true (Bx/1t0ueHve vian-mapping. A5
oTK/Io4YeHns BeeauTe false)
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Mpuoputnsauma no MAC-agpecy

HaCTQOVIKa npaswuaa anda TermpoBaHHOro Tpamvn(a

WOP-2ac-LR2(config):/interface/wlan0-va0/vap# mac-priority
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/mac-priority# rule
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/mac-priority/rule# add namel (rge namel — vvd npasuia
npuoputesaumn no MAC. inga yganeHus npasuna ucnosb3yite komaHay del)
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/mac-priority/rule# namel
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/mac-priority/rule/namel# src-mac XX:XX:XX:XX:XX:XX (rae
XXXXXX:XX:XX: XX — MAC-apec UCTOYHMKA, eCNM NapaMeTp He 3aaH, Ui ero 3Ha4yeHme SBASETCsSl MyCTo
CTPOKOIA, TO OH He ByAeT NCNOMb30BaTbCS NPY MPOBEPKE HA COBNaAeHus)
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/mac-priority/rule/namel# dst-mac XX:XX:XX:XX:XX:XX (rze
XXXXXX:XX:XX: XX — MAC-afipec noayyaresisi, eC/ivm napameTp He 3aaH, Un ero 3HadeHne SB/sieTcs
NycTOIA CTPOKOW, TO OH HE ByAEeT UCNOMb30BaThbCA NPY MPOBEPKE HA COBNAAeHUS)
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/mac-priority/rule/namel# wlan-priority X (rge X — npuoputet
802.1P npu nepepade Bo WLAN. Bo3aMOXHble 3Ha4yeHus: 0-7, auto. EC/iv npuopuTeT auto Nan He onpeaenex
B JAHHOW onuun — 6yaeT NCNoNb30BaTbCA NCXOAHbIiA)
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/mac-priority/rule/namel# eth-priority X (rze X — npuoputet
802.1P npu nepepade Bo WLAN. Bo3aMOXHble 3Ha4YeHus: 0-7, auto. EC/iv npuopuTeT auto Nan He onpeaenex
B JAaHHOW onuun — 6yaeT NCNOoNb30BaTbCA NCXOAHbIiA)
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/mac-priority/rule/namel# exit
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/mac-priority/rule# exit
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/mac-priority# enable true (BktoueHvie mac-priority. [na
oTKNtoveHns seegute false)

HaCTQOVIKa npaswuaa anda HETermpoBaHHOro Tpamvma

WOP-2ac-LR2(config):/interface/wlan0-va0/vap# mac-priority
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/mac-priority# rule
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/mac-priority/rule# add namel (rge namel — vvd npasuia
npuoputesaumn no MAC. inga yganeHus npasuia ucnosb3yite komaHay del)
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/mac-priority/rule# namel
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/mac-priority/rule/namel# src-mac XX:XX:XX:XX:XX:XX (rae
XXXXXX:XX:XX: XX — MAC-apec UCTOYHMKA, eCNM NapaMeTp He 3aaH, Ui ero 3Ha4yeHme SBASETCS MyCTOo
CTPOKOIA, TO OH He ByAeT NCNOMb30BaTbCS NPY MPOBEPKE HA COBNaaeHus)
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/mac-priority/rule/namel# dst-mac XX:XX:XX:XX:XX:XX (rze
XXXXXX:XX:XX: XX — MAC-afipec noayyaresisi, eC/v napameTp He 3aaH, Uan ero 3HadeHne SB/sieTcs
NycTOli CTPOKOW, TO OH HE ByAeT UCNOMb30BaThbCA NPY MPOBEPKE HA COBNAAEHUS)
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/mac-priority/rule/namel# wmm-queue X (re X — ouepeb
WMM a5 gaHHoro npasuna. BoamoxHble 3HaueHust: bk, be, vi, vo, auto. Ecnn ouepeab auto He onpeaeneHa
B JaHHO onuun, To 6yaeT aHa/IM3npoBaTbCcsa npuoputeT DSCP B nakeTe)
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/mac-priority/rule/namel# exit
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/mac-priority/rule# exit
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/mac-priority# enable true (BktoueHve mac-priority. [na
oTKNtoveHns seeaute false)
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PykoBoacTBO no akcnnyataumm WOP-2ac-LR2

MpuopuTtunsauusa no IP-agpecy

HaCTQOVIKa npaswuaa anda TermpoBaHHOro Tpamvn(a

WOP-2ac-LR2(config):/interface/wlan0-va0/vap# ip-priority
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/ip-priority# rule
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/ip-priority/rule# add namel (rae namel — vivs npasuna
npuoputesaumu no IP. Ana yganeHus npasuia Ucnosb3yiite komaHay del)
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/ip-priority/rule# namel
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/ip-priority/rule/namel# src-ip XXX.XXX.XXX. XXX (rae
XXXXXX:XX:XX:XX — IP-aApec UCTOYHMKA, eCli NapaMeTp He 3aAaH, Un ero 3Ha4YeHue SIBASeTCsl NyCTou
CTPOKOIA, TO OH He ByAeT NCNOMb30BaTbCS NPY MPOBEPKE HA COBNaAeHus)
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/ip-priority/rule/namel# dst-ip XXX. XXX.XXX. XXX (rze
XXXXXX:XX:XX:XX — IP-aApec nonyyatens, eCnu napameTp He 3adaH, v ero 3HaYeHne SBAsIeTCS NyCcTom
CTPOKOIA, TO OH He ByAeT NCNOMb30BaTbCS NPY MPOBEPKE HA COBNaaeHus)
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/ip-priority/rule/namel# wlan-priority X (rze X — npnoputet
802.1P npu nepepade Bo WLAN. Bo3aMOXHble 3Ha4yeHus: 0-7, auto. EC/iv npuopuTeT auto Nan He onpeaenex
B JAHHOW onuun — 6yaeT NCNoNb30BaTbCA NCXOAHbIiA)
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/ip-priority/rule/namel# eth-priority X (rae X — npuoputer
802.1P npu nepepade Bo WLAN. Bo3aMOXHble 3Ha4YeHus: 0-7, auto. EC/iv npuopuTeT auto Nan He onpeaenex
B JAaHHOW onuun — 6yaeT NCNOoNb30BaTbCA NCXOAHbIiA)
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/ip-priority/rule/namel# exit
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/ip-priority/rule# exit
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/ip-priority# enable true (Bx/itoueHve ip-priority. [na
oTKNtoveHns seegute false)

HaCTQOVIKa npaswuaa anda HETermpoBaHHOro Tpamvma

WOP-2ac-LR2(config):/interface/wlan0-va0/vap# ip-priority
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/ip-priority# rule
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/ip-priority/rule# add namel (rae namel — nivs npasuna
npuopuTesaummn no IP. Ans yganeHunsa npasuna ncnosnb3yinte komaHay del)
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/ip-priority/rule# namel
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/ip-priority/rule/namel# src-ip XXX. XXX.XXX. XXX (rae

XX XX XX XX XX:XX — IP-apec UCTOYHMKA, eCNN NapaMeTp He 3aaH, U ero 3HadeHne ABAsSeTcs nycTol
CTPOKOW, TO OH He ByAeT UCMOo/b30BaTbCA NPV NPOBEPKE Ha CoBNaAeHNs)
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/ip-priority/rule/namel# dst-ip XXX. XXX.XXX. XXX (rze
XXXXXXXX:XX:XX — IP-agpec nonyyarens, ecnv napameTp He 3ajaH, Wiy ero 3HadyeHune SABMSeTCS nycTomn
CTPOKOW, TO OH He ByAeT UCMNOo/b30BaTbCA NPV NPOBEPKE Ha COBNaAeHNs)
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/ip-priority/rule/namel# wmm-queue X (rge X — ovepenb WMM
ANS AaHHOro npasuia. Bo3amoxHble 3HaveHus:: bk, be, vi, vo, auto. Ecnn ouepeab auto He onpeaeneHa B
AaHHOW onumu, To ByaeT aHanmsmpoBaTbcs npuoputeT DSCP B nakeTe)
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/ip-priority/rule/namel# exit
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/ip-priority/rule# exit
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/ip-priority# enable true (Bk/itoueHve ip-priority. [ns
oTKNtoveHns seeaute false)

© Ecnv naket nonagaet ogHoBpeMeHHO nog npasuna Vlan-Mapping, MAC-Priority v IP-Priority, To
pelueHne o npucsoeHmmn npuoputeta 802.1P 6yaeT npuHATO Ha ocHoBe Priority-Order — npuoputeta
npasuna, rae 1 — MMHUMasnbHbIi npuopuTeT, 100 — MakcManbHbIiA MPUOPUTET.
Hanpumep, ecnv nakeT nonagaet nog npasuna Vlan-Mapping, y kotoporo Priority-Order 1, MAC-
priority, y kotoporo Priority-Order 25, n IP-priority, y kotoporo Priority-Order 80, To aTomy nakety 6yaet
NMPUCBOEH NPUOPUTET B COOTBETCTBUM C Npasuiom IP-Priority, Tak kak y Hero HamsbicLumia Priority-Order.
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MopsaoK npuopuTUsaLmm

WOP-2ac-LR2(config):/interface/wlan0-va0/vap# priority-order
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/priority-order# mac X (rae X — npruopuTeT AaHHOro rnpasusia.
Bo3MOXHble 3HaueHus: 1-100. BbiCLUMA NpUOPUTET NMEET 3Ha4veHne 100)
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/priority-order# ip X (rge X — npyiopuTeT faHHOro npasusa.
Bo3MOXHble 3HaueHus: 1-100. BbiCLUMA NpUOpPUTET UMEET 3Ha4veHne 100)
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/priority-order# vlan X (rae X — npuoputeT gaHHoro npasuia.
Bo3MOxHble 3HaueHuns: 1-100. BbiCLUNA NpUOpUTET UMEET 3HauveHne 100)

OrpaHu4yeHue KosimyecTBa MyJ/IbTUKACTOBLIX Fpynn ANs KJneHTa

O6u,ee orpaHnyeHune KoanyectTBa rpynn aa4a Kaxxaoro KnmeHTa, noAKAHn4YeHHOro K IQ,aHHOI‘/II VAP

WOP-2ac-LR2(config):/interface/wlan0-va0/vap# multicast-group-limits
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/multicast-group-limits# default-limit X (rge X —
MaKCUMasibHOE KOMMMYECTBO MY/IbTUKACTOBbIX FPYMM, HA KOTOPbIE MOXET NOANUCATLCA K/IUEHT.
Bo3MOXHble 3Ha4YeHus: 1-64. [0 yMON4aHuio: 64)
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/multicast-group-limits# enable true (Bk/t0ueHve multicast-
group-limits. nsa oTknoveHnsa seegute false)

VHamsuayanbHoe orpaHn4yeHve KoamM4yecTBa rpynn Aad onpeaesieHHoro kKnveHra

WOP-2ac-LR2(config):/interface/wlan0-va0/vap# multicast-group-limits
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/multicast-group-limits# mac
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/multicast-group-limits/mac# add XX:XX:XX:XX:XX:XX (rae
XX XX XX XX:XX:XX — MAC-agpec yCTpoiicTBa, A1 KOTOPOro 3aJaeTcs orpaHuyeHue. Ansa yaaneHms
ncnonb3yiTe komaHay del)

WOP-2ac-LR2(config):/interface/wlan0-va0/vap/multicast-group-limits/mac# XX:XX:XX:XX:XX:XX (rae

XX XX XX XX:XX:XX — MAC-agpec yCTpOiicTBa, A1 KOTOPOro 3a4aeTcs orpaHu4eHune)
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/multicast-group-limits/mac/XX:XX:XX:XX:XX:XX# limit X (rae X —
MaKCUMasibHOE KOMMYECTBO MY/IbTUKACTOBbIX FPYMN, Ha KOTOPblE MOXET NOANMUCATLCA AAHHbIA K/IUEHT.
B0o3MOXHble 3HAYEHUS: 1-64)
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/multicast-group-limits/mac/XX:XX:XX:XX:XX:XX# exit
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/multicast-group-limits/mac# exit
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/multicast-group-limits# enable true (Bk/1t0ueHve multicast-
group-limits. nsa oTknoveHnsa seegute false)

[lnsi BCex KNNEHTOB, /19 KOTOPbIX HE yKa3aHO MHAMBUAYaIbHOEe OrpaHnyeHne — byaet NpyMeHATbLCA obLlee
orpaHuyeHve KonnyecTsa rpynn, 3agaHHoe B «default-limit».
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dunbrpauyust BPDU-nakeToB

HacTpoiika counstpaunn BPDU-nakeToB Ansa onpegeneHHon VAP

WOP-2ac-LR2(config):/interface/wlan0-va0# common
WOP-2ac-LR2(config):/interface/wlan0-va0/common# bpdu-filter true (Bk/toueHne cuistpaymm BPDU
nakeToB Ha AaHHol VAP. ins oTknoyeHns seeguTe false)

HacTpoiika comunstpaunm BPDU-naketoB ansa nHrepdeiica eth0

WOP-2ac-LR2(config):/interface/ethO# common
WOP-2ac-LR2(config):/interface/eth0/common# bpdu-filter true (Bk/toueHne cunsTpaymm BPDU nakeToB Ha
nHTepdeiice eth0. Ansa otknoveHns seeguTe false)

dunbTpayms MynbTUKACTOBbIX Fpynn

(DI/I]'IpraI:I,I/IH MYBTUKACTOBLIX TPYyNN ANA KabKA0ro KJineHTa, NoAK/II0HYEHHOIO K lQ,aHHOI‘/JI VAP

WOP-2ac-LR2(config):/interface/wlan0-va0/vap# multicast-group-filter
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/multicast-group-filter# global (nepexos B pasgesn HacTpoikm
dunnbTpaymMmn MysTUKACTOBbIX FPYNN ANs BCEX KNNMEHTOB. ECnmn HE06X0ANUMO HACTPOUTbL OrpaHnUYeHne ans
KOHKPETHOTO K/iMeHTa nepengute B pasgen client - npymep HaCTPOIKN HUXeE)
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/multicast-group-filter/global# enable true (skt0ueHne
dunnsTpaymm MybTMKACTOBbIX FPYNN A1 BCEX KNMEHTOB Ha VAP. [insa oTkntoueHne seeaute false)
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/multicast-group-filter/global# policy deny (Bci60p nonutrkm
paboTbl huabTpaunm MynbLTUKCTOBbLIX rpynn: deny — My/nbTUKACTOBbIE TPYNMbl U3 CNMcKa ANnsa AaHHon VAP
3anpeueHsbl; allow — MyNbTUKaCcTOBbIE TPYNMbl U3 CrMcKa AN AaHHON VAP pa3peLleHbl)
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/multicast-group-filter/global# group
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/multicast-group-filter/global/group# add XX:XX:XX:XX:XX:XX
(rae XX:XX:XX:XX:XX:XX — MAC-agpec MynbTMKaTOBOW rpynnbl, 4151 KOTOPOW 3agaeTtcsa punstp. s
yAaneHus ncnonb3yiTte komaHay del)

(DI/I]'IpraI:I,I/IFI MYITUKACTOBLIX TPyNn And onpeaesieHHoro K/inedTa, noAK/II04EHHOIO K lQ,aHHOI‘/JI VAP

WOP-2ac-LR2(config):/interface/wlan0-va0/vap# multicast-group-filter
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/multicast-group-filter# client (nepexoz B pasgesn HacTpoinkm
dnnbTpaymMn MysTUKACTOBbIX FPYNN A1S ONPEAEIEHHONO KNMEHTA)
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/multicast-group-filter/client# add XX:XX:XX:XX:XX:XX (rae
XXXXXXXX:XX:XX — MAC-agpec KNIMEHTCKOro yCTPOCTBA, AJ/151 KOTOPOro HacTpanBaeTcst ounbtp. Ans
yAaneHus ncnonb3yiTte komaHay del)
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/multicast-group-filter/client# XX:XX:XX:XX:XX: XX
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/multicast-group-filter/client/XX:XX:XX:XX:XX:XX# enable true
(BK/IKOUYEHME NbTPaL MK MY/ILTUKACTOBBIX FPYNN ANs KmeHTa ¢ MAC-agpecom XX:XX:XX:XX:XX:XX. A5
oTkNtoveHne seeguTe false)
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/multicast-group-filter/client/XX:XX:XX:XX:XX:XX# policy allow
(BbIGOP NOMUTUKM paboTbl UNLTPALMM MYNLTUKCTOBBIX FPyNn ANs kaveHTa: deny — My/ibTUKACTOBbIE
rpynnbl U3 cnmcka 3anpelyeHbl; allow — My/ibTUKaCcTOBbIE TPYNMbl M3 CNUCKA pa3peLLeHbl)
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/multicast-group-filter/client/XX:XX:XX:XX:XX:XX# group
(nepexopq, B pa3gen HaCTPOoiKmM CnMcKa MynbTUKACcTOBbIX Fpynn As1a KnneHta ¢ MAC-agpecom
XXXXXX XX XX:XX)
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/multicast-group-filter/client/XX:XX:XX:XX:XX:XX/group# add
YY:YY:YY:YY:YY:YY (rae YY:YY:YY:YY:YY:YY — MAC-agpec My/lbTUKACTOBOI rpynnbl, MO KOTOPOW 6yaeT
paboTtatb uUNbTP. 418 yaaneHns rpynnbl U3 cnucka ncnosbayinte komaHay del)
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MNonntuka p8.60TbI (*)I/U'Ipra allow — 6enblit CMNCOK, NO3BOMIAET noanncarbCsAa TOJSIbKO Ha rpynrbl, yKa3aHHbIE B
Crncke. Deny - qepr||7| CMNCOK, 3anpewaeT noanmcbiBatbCA Ha rpynnsbl, yKasaHHbI€ B CMUCKE.

HacTpoiiku Radio

[N TOro Yto6bl USMEHUTL PagMoKaHaU, WMPUHY NO0ChI KaHasla UM MOLWHOCTb, UCMO/b3YITe crieaytowme
KOMaHApb!:

CMeHa paguoKaHasa, WWMPUHbI NOIOChI U MOLHOCTU paauouHTepdelica

WOP-2ac-LR2
WOP-2ac-LR2
WOP-2ac-LR2
WOP-2ac-LR2

root):/# configure

config):/# interface

config):/interface# wlan0

config):/interface/wlan0# wlan

WOP-2ac-LR2(config):/interface/wlan0/wlan# radio

WOP-2ac-LR2(config):/interface/wlan0/wlan/radio# tx-power X (rge X — ypoBeHb MOLLHOCTY B AEM)
WOP-2ac-LR2(config):/interface/wlan0/wlan/radio# channel X (rge X — Homep cTtatuyeckoro kaHana, Ha
KOTOpoM ByaeT paboTaTrb ToUKa)

WOP-2ac-LR2(config):/interface/wlan0/wlan/radio# bandwidth X (rze X — winpuHa kaHana)

e
—_ = = =

5.3.5 JlononHutenbHble HacTpolikn Radio

N3meHeHue pexuma pa6oTbl paguo uHTepdeiica

WOP-2ac-LR2(config):/interface/wlan0/wlan/radio# work-mode X (rae X — pexvmv paboTsl pagmno
MHTepgoelica cornacHo ctaHaapTy IEEE 802.11. BO3MOXHble 3Ha4YeHust: bg, bgn, n)

BkntoueHne (MKCUPOBAHHOW LIEHTPasIbHO YacToTbl

WOP-2ac-LR2(config):/interface/wlan0/wlan/radio# center-frequency true (Bk/1t04eHne PUKCMPOBAHHON
LeHTpasIbHOW YacToTbl. 19 oTkNoveHns BeeauTe false)

N3meHeHne OCHOBHOIO KaHasna

WOP-2ac-LR2(config):/interface/wlan0/wlan/radio# control-sideband lower (napavietp moxeT npuHuvars
3HayeHwue: lower, upper. Mo ymon4yaHuto: lower)

BknroueHue ncnosib3oBaHus KOPOTKOro 3aluTHOIo UHTEpBasia

WOP-2ac-LR2(config):/interface/wlan0/wlan/radio# sgi true (Bk/il0ueHne NCNOIL30BaHNS YKOPOYEHHOTO
3alUUTHOrO MHTEpBasia ANnd nepeaayn gaHHbIX — 400 HC, BMecCTo 800 He. [Ans oTkAouveHus seeaunTe false)

BknroueHue STBC

WOP-2ac-LR2(config):/interface/wlan0/wlan/radio# stbc true (Bk/1H0UeHVe MeToga NPOCTPaHCTBEHHO-
BPEMEHHOro 6/104HOro KoanpoBaHus (STBC), HanpaBNeHHOro Ha MOBbILLEHNE HAAEXHOCTU nepeaaym
AaHHbIX. s oTknoveHns seeante false)
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BkntoueHue arperauum

WOP-2ac-LR2(config):/interface/wlan0/wlan/radio# aggregation true (Bk/it0ueHne arperauyy Ha Radio —
nogaep>xxkm AMPDU/AMSDU. insa oTkaoueHus seeauTte false)

BK/loUeHVe UCNO/Ib30BaHUA KOPOTKOI NpeaMGynbl

WOP-2ac-LR2(config):/interface/wlan0/wlan/radio# short-preamble true (Bx/i10ueHne ncnonb3oBaHns
KOpOTKOW npeambynbl naketa. Ansa otknoveHns seeaute false)

HacTtpoiika nonnuHra

WOP-2ac-LR2(config):/interface/wlan0/wlan/radio# polling
WOP-2ac-LR2(config):/interface/wlan0/wlan/radio/polling# enable true (Bx/itoueHne nonavdra. Ans
oTK/Io4YeHns BeeauTe false)

WOP-2ac-LR2(config):/interface/wlan0/wlan/radio/polling# tx-duration X (rae X — makcymasibHO BO3MOXHOE
BpeMsi nepegayn Tpadnka aboHEeHTCKONM cTaHumen B Mc. Bo3MOXHble 3HavyeHust: 1-100. 1o yMmonyaHuio:
10)

WOP-2ac-LR2(config):/interface/wlan0/wlan/radio/polling# tx-modulation X (ckopocTs nepegauv a5
ynpaBAsowmx nakeToB. Bo3amMoXHbIe 3HAYEHUs: 6,9, 12,18, 24, 36, 48, 54. [0 ymon4yaHuio: 24)

BkntoueHne (OMKCMPOBaHHO KaHa/IbHOI CKOPOCTU nepeaauu

WOP-2ac-LR2(config):/interface/wlan0/wlan/radio# fixed-rate X (re X — HazsaHve MOAYNALMM 3ar/1aBHbIMN
6ykBamun 6e3 Nnpobenos, Hanpumep, OFDM54, MCS15. PaspelleHHble 3Ha4YeH1s ONpeaensatTcs peXxnmMmom
paboTbl pagnonHTepderica n WMPUHONM NO0Ckl KaHana)
WOP-2ac-LR2(config):/interface/wlan0/wlan/radio# enable-fixed-rate true (Bk/1l04NTL hrKCYPOBaHHYO
KaHaNbHY CKOpPOCTb nepepayn. na otknoveHusa seeaute false)

OrpaHuyeHne KaHa/IbHOW CKOPOCTU nepegauu

WOP-2ac-LR2(config):/interface/wlan0/wlan/radio# maximal-rate-legacy X (e X — HazsaHve Moay 1AL
3arnaBHbIMK BykBaMun 6€3 Npo6enoB.. MNapaMeTp UCNosb3yeTcst NPy NOAKHYEHNN KNIMEHTOB B pEXUME
IEEE 802.11g)

WOP-2ac-LR2(config):/interface/wlan0/wlan/radio# maximal-rate-ht X (e X — HazsaHve MoayIaLmMmn
3arnaBHbIMK BykBaMun 6e3 Npo6enoB. MNapaMeTp UCNob3yeTcst NPy NOAKIHYEHNN KNIMEHTOB B PEXUME
IEEE 802.11n)

WOP-2ac-LR2(config):/interface/wlan0/wlan/radio# enable-maximal-rate true (Bk/1l04NTE OrpaHuyeHve
KaHas/IbHOW CKOpOCTY nepegayn. Ans oTknoyeHns seeguTe false)

BkntoueHue wevinepa Broadcast/Multicast

WOP-2ac-LR2(config):/interface/wlan0/wlan/radio# tx-broadcast-limit X (r1e X — orpadnueHve nepegayun
LLIMPOKOBELLLATENIbHOIO/MY/NLTUKACTOBOIO Tpadimka no 6ecnpoBOAHON CETU, yKa3biBAETCA NUMUT A/1s
LLIMPOKOBELLLATENBHOIO Tpadinka B nak/c)
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HacTtpoiika ACK-TaiimayTa

WOP-2ac-LR2(config):/interface/wlan0/wlan/radio# ack-timeout X (rae X — ACK-TarimayT. Bo3MOxHbIe
3HauYeHust: 1-255. Mo ymonyaHuto: 64)

HacTtpoiika uHtepsana DTIM

WOP-2ac-LR2(config):/interface/wlan0/wlan/radio# dtim-interval X (rae X — nHtepsan DTIM. BO3MOXHbIe
3Ha4yeHus: 1-255. 1o ymonyaHuio: 64)

BkntoueHne QoS 1 M3MeHeHue NnapaMeTpoB

WOP-2ac-LR2(config):/interface/wlan0/wlan/radio# qos
WOP-2ac-LR2(config):/interface/wlan0/wlan/radio/qos# enable true (npv BKIHOYEHHOV ONUUN NPYMEHAKTCH
napameTpbl EDCA, 3agaHHble B KOHpUrypaumu. ns otkaodeHms seegute false)
WOP-2ac-LR2(config):/interface/wlan0/wlan/radio/qos# edca-ap (HacTpoiika napameTpos QoS ToukM AoCTyrna
(Tpadhuk nepefaeTcs OT TOUKM AOCTYNa K K/TUEHTY))
WOP-2ac-LR2(config):/interface/wlan0/wlan/radio/qos/edca-ap# bk (HacTporika napaverpos EDCA ans
HN3KONPUOPUTETHOIN ovepean (NpropuTeTbl 802.1p: csl, cs2))
WOP-2ac-LR2(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# aifs X (rae X — Bpems oxumaaHns kaapos
[AaHHbIX, U3MepsieMoe B cnotax. lNpuHuMaeT 3HadeHuns 1-255)
WOP-2ac-LR2(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# cwmin X (X — Hava/ibHOe 3Ha4yeHve
BPEMEHM OXUaaHns nepes NOBTOPHOWN OTNPABKOW Kaapa, 3afgaeTcs B MunancekyHaax. lNpuHuvaet
3HaueHus: 1, 3,7, 15,31, 63, 127, 255, 511, 1023. 3Ha4yeHne cwMin He MOXET NpeBbIlLaTh 3HaYeHne cwMax)
WOP-2ac-LR2(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# cwmax X (rae X — makcumasisHoe
3Ha4YeHNe BPEMEHN OXMaaHMA nepes NoBTOPHOM OTNPaBKOl Kagpa, 3a4aeTcs B MUIIUCEKYHAAX.
MprHMMaeT 3HadeHus: 1, 3,7, 15, 31, 63, 127, 255, 511, 1023. 3Ha4yeHne cwMax 40/HKHO 6biTb 60/1bLue
3HayeHus cwMin)

WOP-2ac-LR2(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# txop X (rae X — nHTepeasn BpemeHu, B
MUIMCEKYHAAX, KOoraa KnmeHTckas WME-CTaHuma MMEET NpaBo UHULMMPOBATbL Nepefady AaHHbIX Mo
6ecnpoBoAHON cpefe K Touke AocTyna. MakcumasibHoe 3HaYeHne 65535 MUIINCEKYHA)
WOP-2ac-LR2(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# exit
WOP-2ac-LR2(config):/interface/wlan0/wlan/radio/qos/edca-ap# exit
WOP-2ac-LR2(config):/interface/wlan0/wlan/radio/qos# edca-sta (HacTpoiika napameTpos QoS cTaHLum
KnuneHTa (Tpadpuk nepegaercs OT CTaHUMM KMeHTa A0 TOYKM A0CTyna))

MeToanka HacTpoiikm edca-sta aHanornyHa metoguke HacTpoiiki edca-ap.
HacTpolika napameTpoB ans odepegetii be, vi, vo aHanornuHa HacTpolike napameTpos ans odyepeam bk.
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5.4 Hactpoiika WDS

© Mpu koHdurypuposaHu WDS-coeuHeHUs HEOBXO0AMMO, YUTOBbI Ha YCTPONCTBax, KOTopble byayT
coeanHATbCA No WDS, B HacTpoiikax paavonHTepdeiica 6bi1 BbiopaH 04NMHAKOBbIV KaHaul U lWuprHa
kaHana (cm. HacTpoiikv Radio BbilLe).

HacTtpoiika WDS

WOP-2ac-LR2(root):/# configure

WOP-2ac-LR2(config):/# interface

WOP-2ac-LR2(config):/interface# wlan0-wds0 (Bb160p finHka WDS. Bo3moxHble 3HaveHns: wlan0-wds0 —
wlan0-wds7)

WOP-2ac-LR2(config):/interface/wlan0-wds0# wds

WOP-2ac-LR2(config):/interface/wlan0-wds0/wds# mac-addr XX:XX:XX:XX:XX:XX (MAC-azpec BCTPe4HO
TOYKM AOCTyna)

WOP-2ac-LR2(config):/interface/wlan0-wds0/wds# exit

WOP-2ac-LR2(config):/interface/wlan0-wds0# common
WOP-2ac-LR2(config):/interface/wlan0-wds0/common# enabled true (Bx/1t0ueHvie nvHka WDS. 1715
oTK/o4eHns Beeaute false)

WOP-2ac-LR2(config):/interface/wlan0-wds0/common# exit

WOP-2ac-LR2(config):/interface/wlan0-wds0# exit

WOP-2ac-LR2(config):/interface# wlan0

WOP-2ac-LR2(config):/interface/wlan0# wlan

WOP-2ac-LR2(config):/interface/wlan0/wlan# wds

WOP-2ac-LR2(config):/interface/wlan0/wlan/wds# security-mode WPA2 (BL160p pexrva 6e30nacHocTy
WPA2. Bo3MOXHOe 3HadeHwue: off — 6e3 naposns)

WOP-2ac-LR2(config):/interface/wlan0/wlan/wds# key-wpa password123 (k/1t04/raposib, He0OX0AMMBIA [J15
NOAK/MIOYEHMS K BCTPEUYHOWN ToUKe AocTyna. J/iMHa K/ioda Ao/MKHa COCTaBNATb OT 8 A0 63 CMMBOJIOB)
WOP-2ac-LR2(config):/interface/wlan0/wlan/wds# enabled true (Bk/itoueHve WDS. [115 OTKIH0HEHNS BBEAUTE
false)

WOP-2ac-LR2(config):/interface/wlan0/wlan/wds# save

AAAA
_ = = =

HacTpoiika BcTpeuHoli 6a30B0Ii CTAHLMUW BbINOMHSAETCS aHA/TOMMYHO.
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BknioyeHue BO3MOXXHOCTU nepeaayuu 6onbwnx naketos B WDS

WOP-2ac-LR2
WOP-2ac-LR2

root):/# configure

config):/# interface

WOP-2ac-LR2(config):/interface# eth0

WOP-2ac-LR2(config):/interface/eth0# eth

WOP-2ac-LR2(config):/interface/eth0/eth# jumbo-support true (Bk/1l0UEHVIE BO3MOXHOCTY Nepesayn
6onbLIKX NakeTos. [Ana oTknoveHus seeaute false)

WOP-2ac-LR2(config):/interface/eth0/eth# exit

WOP-2ac-LR2(config):/interface/eth0# exit

WOP-2ac-LR2(config):/interface# exit

YBenuyeHve MTU Ha nHtepdericax

WOP-2ac-LR2(config):/interface# eth0

WOP-2ac-LR2(config):/interface/ethO# common

WOP-2ac-LR2(config):/interface/ethO/common# mtu X (rge X — 3HaueHne MTU. MakcumasibHoe 3HavyeHne
2400)

o~

WOP-2ac-LR2(config):/interface/eth0/commont# exit

WOP-2ac-LR2(config):/interface/eth0# exit

WOP-2ac-LR2(config):/interface# wlan0-wds0

WOP-2ac-LR2(config):/interface/wlan0-wdsO# common
):/

WOP-2ac-LR2(config
3Ha4veHune 2400)
WOP-2ac-LR2(config):/interface/wlan0-wds0/common# save

interface/wlan0-wds0/common# mtu X (rae X — 3HaveHne MTU. MakcumasibHoe

5.5 CuctemHble HacTpoiiKn

5.5.1 O6HosneHue MO ycTpoiicTBa

O6HoBneHue MO Touku goctyna no TFTP

WOP-2ac-LR2(root):/# firmware upload tftp <ip-agpec tftp-cepBepa> <HasBaHue dhaiina MNO> (npuvep:
firmware upload tftp 192.168.1.15 WOP-2ac-LR2-1.7.0_build_358.tar.gz)
WOP-2ac-LR2(root):/# firmware upgrade

OGHoBneHue MO Touku gocTtyna no HTTP

WOP-2ac-LR2(root):/# firmware upload http <URL gna ckaumBaHus canna NO> (npumvep: firmware upload
https://eltex-co.ru/upload/iblock/c41/WOP-2ac-LR2-1.7.0_build_358.tar.gz)
WOP-2ac-LR2(root):/# firmware upgrade

MepekntoueHne Ha pe3epBHY0 Bepcuto MO Touku gocTyna

WOP-2ac-LR2(root):/# firmware switch
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5.5.2 YnpaBneHue KoHUrypaumei ycTpoictea

Copoc KoHdmrypauum yctTpoiictea B aethonTHOe COCTOsAHUE 6e3 COXpaHEHUA NapaMeTpoB
pocTyna

WOP-2ac-LR2(root):/# manage-config reset-to-default

C6poc KoHurypayum yctpoiictea B AeponTHoe COCTOAHUE C COXpPaHeHeM napamMeTpoB gocTtyna

WOP-2ac-LR2(root):/# manage-config reset-to-default-without-management

CkauyaTb KOH(hUrypaumoHHblii paiin yctpoiictBa Ha TFTP-cepBep

WOP-2ac-LR2(root):/# manage-config download tftp <ip-agpec tftp-cepBepa> (npvmep: manage-config
download tftp 192.168.1.15)

3arpysuTb KOH(UrypaLuuoHHblii thaiin Ha ycTpoiicTBo ¢ TFTP-cepBepa

WOP-2ac-LR2(root):/# manage-config upload tftp <ip-agpec tftp-cepBepa> <Ha3BaHue haina
KOHdmrypauumn> (npumep: manage-config upload tftp 192.168.1.15 config.json)
WOP-2ac-LR2(root):/# manage-config apply (npumeHeHre koHpurypaLm Ha Touky 4ocTyna)

5.5.3 Tlepe3arpy3ka ycTponcTea

KomaHga ans nepesarpysku ycTpoiicTea

WOP-2ac-LR2(root):/# reboot

5.5.4 HacTtpolika pexnma ayTeHTugumkalmm

YCTPOIACTBO MMEET 3aBO/ICKYI0 YUETHYIO 3anvck admin ¢ naponem password. YaanuTb JaHHy0 YUYETHYIO
3anncb HeMb3sl. VI3MEHUTb Naposib MOXHO C MOMOLLBH YKa3aHHbIX HUXKE KOMaH.

N3meHeHue napons Ansa yvyetHoii 3anucu admin

WOP-2ac-LR2(root):/# configure

WOP-2ac-LR2(config):/# authentication

WOP-2ac-LR2(config):/authentication# admin-password <HOBbIii naponb ANA yyeTHoU 3anucu admin>
(0T 1 1O 64 CMMBO/IOB, BK/1H0HYAA NTaTUHCKUE BYKBbI U LINGpPbI)

WOP-2ac-LR2(config):/authentication# save

MImeeTca BO3MOXHOCTb CO34aTb AONOMHUTENbHbIX NOMb30BaTeNel A1 N0Ka/lbHON ayTeHTUdMKaUNK, a Takke
ayTeHTudgukauymm yepes RADIUS.
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© HosbIM NoNb30BaTENAM AO/MKHA 6bITh HA3HAYEHA OfHA U3 [ABYX POJIeii:
admin — nonb3oBaTesb C Takoli posibio BYAET MMETH NOJHbIA AOCTYN K KOH(UIYPUPOBaHMIO 1
MOHUTOPUHTY 6a30BOI1 CTaHLUWK;
viewer — nosib3oBartesib C Takoli posibto BYAET MMETH AOCTYN TOMBKO K MOHUTOPUHTY 6a30BO0.

CosgaHuve foNnoSIHUTESNbHbIX nosib3oBaresieli BbINO/HAETCS cnegyrouwimMmm KomaHgammn:

AOGaBHEHMe HOBbIX Nosib3oBarenei

WOP-2ac-LR2(root):/# configure

WOP-2ac-LR2(config):/# authentication

WOP-2ac-LR2(config):/authentication# user

WOP-2ac-LR2(config):/authentication/user# add userX (rae userX — vMsi HOBOM YYeTHON 3anvcu. s
yAasieHnsa ncnosnb3yinte komaHay del)

WOP-2ac-LR2(config):/authentication/user# userX

WOP-2ac-LR2(config):/authentication/user/userX# login userX (rge userX — 1Ms HOBOW YYETHO 3anuncu)
WOP-2ac-LR2(config):/authentication/user/userX# password <[Maponb AnA yyueTHOW 3anucu userX> (0T 1 /10
64 CMBOJIOB, BK/1HO4aA NlaTHCKMe ByKBbl U LMdpbI)

WOP-2ac-LR2(config):/authentication/user/userX# role admin (no/sib30BaTeN0 BLIAAKTCA MpaBa Ha
KOH(purypmpoBaHue. Bo3MOXHO€e 3HauYeHune: viewer — y4eTHOIM 3anncu dyaeT AOCTYNeH TOSIbKO
MOHWTOPWHT)

WOP-2ac-LR2(config):/authentication/user/userX# save

[na ayteHTudpmkaumm yepes RADIUS-cepBep He06X04MMO HACTPOUTL NapamMeTpbl AOCTYNa K HeMy.

HacTtpoiika napameTpoB gocTyna K RADIUS-cepBepy

WOP-2ac-LR2(root):/# configure

WOP-2ac-LR2(config):/# authentication

WOP-2ac-LR2(config):/authentication# radius

WOP-2ac-LR2(config):/authentication/radius# auth-address X.X.X.X (rze X.X.X.X — IP-agpec RADIUS cepsepa)
WOP-2ac-LR2(config):/authentication/radius# auth-port X (rae X — nopt RADIUS cepBepa, KOTOpbIiA
NCNOMb3YeTCA A4/18 ayTEHTUdINKaLMK 1 aBTopusaumun. Mo ymonyaHuto: 1812)
WOP-2ac-LR2(config):/authentication/radius# auth-password secret (rae secret — kntou 19 RADIUS cepepa,
MCNOJIb3yEMOro A5 ayTeHTUmKauumn n astopmsaumnn)

WOP-2ac-LR2(config):/authentication/radius# exit

WOP-2ac-LR2(config):/authentication# radius-auth true (Bk/toueHve pexvma ayTeHTUurkaLum yepes
RADIUS-cepBep. Ans otkntoyeHnsa seeguTe false)

WOP-2ac-LR2(config):/authentication# save

© Mpu ayteHTudmkaumm yepes RADIUS-cepBep HEOGXOAMMO CO3AaThb NIOKA/IbHYHO YUETHYHO 3aMuCh,
KoTopasi 6yaet aHasiormyHa yyetHoi 3anucn Ha RADIUS-cepsepe.
Mpy 3TOM B /I0Ka/IbHOW YYETHOW 3anucy 06513aTefibHO Ao/MKHA ObITh YKasaHa posib, onpeaensiowas
npasa goctyna (admin unm viewer).
B cnyuae, ecnn RADIUS-cepBep okaxeTcs HeAOoCTyNeH, ayTeHTUMKaLma NpoigeT no /I0KasibHOM
YYETHOM 3anuncu.
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5.5.5 Hactpoliika DCHP-snooping

KomaHpb! ana HacTpoiiku DHCP-snooping

WOP-2ac-LR2(root):/# configure

WOP-2ac-LR2(config):/# dhcp-snooping

WOP-2ac-LR2(config):/dhcp-snooping# enable true (Bk/1toueHie DHCP-snooping. 17151 OTK/IHO4YEHVS BBEAUTE
false)

WOP-2ac-LR2(config):/dhcp-snooping# vlan (HacTpoiika DHCP-snooping A1 TerMpoBaHHOro Tpaduka)
WOP-2ac-LR2(config):/dhcp-snooping/vlan# add vlan-group (rae vlan-group — nms rpynnst VLAN, a1
KoTopbIx byaeT pabotarb DHCP-snooping)

WOP-2ac-LR2(config):/dhcp-snooping/vlan# vlan-group
WOP-2ac-LR2(config):/dhcp-snooping/vlan/vlan-group# vid 'X;Y-Z' (rge X — Homep VLAN, Y-Z — ananasoH
VLAN, KoTOpble 6yayT BXOAMTb B rpynmny vlan-group 1 Ans KoTopbix 6yaeTt pabotate DHCP-snooping.
Mpumep KoHurypauum nepeyHsa VLAN: vid '10;100-110")
WOP-2ac-LR2(config):/dhcp-snooping/vlan/vlan-group# exit

WOP-2ac-LR2(config):/dhcp-snooping/vlani# exit

WOP-2ac-LR2(config):/dhcp-snooping# untag true (Bk/1t0ueHie DHCP-snooping 47151 HETErMpoBaHHOIO
Tpaduka. Ana otknodeHns seegute false)

© Mo ymonuaHuio JoBEPEHHbLIM NOPTOM cunTaeTcs Tonbko eth0. [lns Bcex nHTepdeiicos wlan0-vaX —
dhcp-trusted false. IiaMeHWUTb HACTPOIKN MOXHO C MOMOLLIbIO KOMaH[, YKa3aHHbIX HUXE.

HacTpoiika goBepeHHoro nopta Ha VAP:
KomaHAb! AN HACTPOIAKM AOBEPEHHbIX NOPTOB

WOP-2ac-LR2
WOP-2ac-LR2

:/# interface

:/interface# wlan0-va0

WOP-2ac-LR2(config):/interface/wlan0-va0# common

WOP-2ac-LR2(config):/interface/wlan0-va0/common# dhcp-trusted true (Bk/1l0UEHVIE JOBEPEHHOIO NOpPTA.
Mpwn 3Ha4YeHn true paspeluaeTtcs pabota ¢ DHCP-cepBepoM, KOTOPbIN HAXOAUTCS HA CTOPOHE K/TMEHTA,
NMOAK/THOYEHHOTO K faHHo VAP. insa oTknoveHus seeaute false, B aTom criyvae pabota ¢ Takum DCHP-
cepBepoM OyaeT 3anpeLleHa)

config
config

AAAA
—_ = ==
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5.5.6 HacTtpolika gaTbl 1 BpeMeH!

KomaHAbl A4S HACTPOIKM CUXPOHU3aLUN BpeMeHu ¢ cepBepom NTP

WOP-2ac-LR2(root):/# configure

WOP-2ac-LR2(config):/# date-time

WOP-2ac-LR2(config):/date-time# mode ntp (Bk/1t0ueHVe pexma paboTsl ¢ NTP. Bo3MOXHOe 3HaqeHve:
manual — ycTaHOBKa BPEMEHW BPYUHYHO)

WOP-2ac-LR2(config):/date-time# ntp

WOP-2ac-LR2(config):/date-time/ntp# server <IP-agpec NTP-cepBepa> (ycTaHoska NTP-cepsepa)
WOP-2ac-LR2(config):/date-time/ntp# exit

WOP-2ac-LR2(config):/date-time# common

WOP-2ac-LR2(config):/date-time/common# timezone 'Asia/Novosibirsk (Novosibirsk)' (ycTaHoBKa
BPEMEHHOW 30Hbl)

WOP-2ac-LR2(config):/date-time/common# save

_ == =

5.6 MOHUTOPUHT

5.6.1 Wi-Fi knnentnbl

[ns BbiBOAa MOHUTOPUHIra nogkntoveHHbIX Wi-Fi KnneHToB ncnosb3yeTca kKomaHaa:

monitoring associated-clients <MAC-agpec knneHTa 1> ... <MAC-agpec knneHta N> filter <napametp 1> ...
<napametp N>,

rae <MAC-agpec knmeHTa 1> ... <MAC-agpec knneHTa N> — MAC-agpeca KIMEHTCKNX YCTPOWCTB,
NOAK/TIOYEHHbIX K TOYKe gocTyna. 19 Toro 4tobbl BbIBECTM MHPOPMALMIO N0 BCEM K/IMeHTaMm BBeguTe
BMecTO <MAC-agpeca knveHTa> all;

filter — cneunanbHoe cnoBo, Noc/ie KOTOPOro yKasblBatoTCA NapameTpbl MOHUTOPWHIA, HE0BX04MMbIEe
[ANA BbIBOAA MO K/IMEHTY/KMEHTaM,;

<napamertp 1> ... <napameTp N> — napameTp/napameTpbl MOHUTOPWHIa, HeobxoauMble A1 BbIBOAA MO
KITMEHTY/K/TNEHTaM.

[lnsa BbIBOAA crnvcKa NoaxIlUeHHbIX K TOUKe AOCTyna K/IMEHTOB HaXKMMTe nocsie monitoring associated-
clients knaBuiy Tab.

WOP-2ac-LR2(root):/# monitoring associated-clients <Tab>

e0:d9:e3:49:cl:a0
60:ab:67:ba:89:24
all
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[N nonyyeHusi cnucka napameTpoB MoHuUTopuHra noche filter Haxmute knasumwy Tab.

WOP-2ac-LR2(root):/# monitoring associated-clients all filter <Tab>

index
interface
hw-addr

state

ip-addr
hostname
rx-retry-count
tx-fails
tx-period-retry
tx-retry-count
noise-1
noise-2

rssi-1

rssi-2

81



PykoBoacTBO no akcrnyartauun WOP-2ac-LR2

BbiBopg, I/IH(bOpMaLWII/I no BCceM NOAKNHYEHHbIM K/TUeHTamMm

WOP-2ac-LR2(root):/# monitoring associated-clients all

index 0

interface wlan0-va0
state ASSOC AUTH_SUCCESS
hw-addr e0:d9:e3:49:cl:ab
ssid Eltex

ip-addr 192.168.50.61
hostname WB-2P-LR2
authorized true
captive-portal-vap false
enterprise-vap false
rx-retry-count 34

tx-fails 0
tx-period-retry 0
tx-retry-count 27

noise-1 -71

noise-2 -86

rssi-1 -42

rssi-2 -42

snr-1 29

snr-2 44
rssi-from-sta-1 -46
rssi-from-sta-2 -46
snr-from-sta-1 44
snr-from-sta-2 36

tx-rate MCS11 NO SGI 52
rx-rate MCS5 NO SGI 52
rx—bw 20M

rx-bw-all 20M

tx-bw 20M

uptime 00:12:47
multicast-groups-count 0
wireless-mode n
eltex-serial-number WP36000038
eltex-firmware-version 2.8.0.16
eltex-board-type WB-2P-LR2
perftest-capable true
snr-rssi-capable true

link-capacity
link-quality
link-quality—-common
actual-tx-rate
actual-rx-rate
shaped-rx-rate
actual-tx-pps
actual-rx-pps
shaped-rx-pps
polling-max-resp-delay
name

Transmitted

37 (not changed)
100 (not changed)
67

[cl ol ool oMo oMOo)

Received

Total Packets: | 83
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TX success:
Total Bytes:
Data Packets:
Data Bytes:
Mgmt Packets:
Mgmt Bytes:

Multicast groups: none

index

interface

state

hw-addr

ssid

ip-addr
hostname
authorized
captive-portal-vap
enterprise-vap
rx-retry-count
tx-fails
tx-period-retry
tx-retry-count
noise-1

noise-2

rssi-1

rssi-2

snr-1

snr-2
rssi-from-sta-1
rssi-from-sta-2
snr-from-sta-1
snr-from-sta-2
tx-rate

rx-rate

rx—bw

rx-bw-all

tx-bw

uptime

multicast-groups-count

wireless-mode
perftest-capable
snr-rssi-capable
link-capacity
link-quality

| 12%
| 0%
| 0%
| 1%
| 57%
|
|
|

15%
1%
129%

1
wlan0-va0

21472

ASSOC SLEEP AUTH_SUCCESS

60:ab:67:ba:89:24
Eltex
192.168.50.77
Test

true

false

false

18

0

0

0

=75

-89

-49

-34

26

55

N/A

N/A

N/A

N/A

MCS5 NO SGI 52
MCS7 NO SGI 65
20M

20M

20M

00:00:05

1

n

false

false

PykoBoacTBO no akcrnyartauun WOP-2ac-LR2
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link-quality-common | 100
actual-tx-rate | ©
actual-rx-rate | 1
shaped-rx-rate | ©
actual-tx-pps | ©
actual-rx-pps | 1
shaped-rx-pps | ©
polling-max-resp-delay | ©
name | 1
Rate Transmitted Received
Total Packets: | 5 | 70 |
TX success: | 100 | |
Total Bytes: | 573 | 6640 |
Data Packets: | 2 | 24 |
Data Bytes: | 316 | 4768 |
Mgmt Packets: | 3 | 46 |
Mgmt Bytes: | 205 | 192 |
Rate Transmitted Received
dsss1 | 5 | 100% 9 | 13%
ofdm24 | © | 0% 41 | 59%
mcso | © | 0% 1| 1%
mcs2 | © | 0% 1| 1%
mcs3 | © | 0% 2| 2%
mcs4 | © | 0% 4 | 5%
mcs5 | © | 0% 3 4%
mcs7 | © | 0% 8 | 11%
| Multicast groups | Clients |
| MAC | 1P | Count | IP |
0| 01:00:5E:00:00:FB | XXX.0.0.251 | 1]  192.168.41.97(295) |
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BbiBoA UH(hOpMaLUN MO KOHKPETHOMY/KOHKPETHbIM KIMEHTY/K/IMeHTam

WOP-2ac-LR2(root):/# monitoring associated-clients e0:d9:e3:49:c1:a0 (eCTb BO3MOXHOCTb yKazaTb
Heckonbko MAC-anpecos, Hanpumep, monitoring associated-clients e0:d9:e3:49:c1:a0 e0:d9:e3:7a:88:20)

index

interface

state

hw-addr

ssid

ip-addr

hostname

authorized
captive-portal-vap
enterprise-vap
rx-retry-count
tx-fails
tx-period-retry
tx-retry-count
noise-1

noise-2

rssi-1

rssi-2

snr-1

snr-2
rssi-from-sta-1
rssi-from-sta-2
snr-from-sta-1
snr-from-sta-2
tx-rate

rx-rate

rx—bw

rx-bw-all

tx-bw

uptime
multicast-groups-count
wireless-mode
eltex-serial-number
eltex-firmware-version
eltex-board-type
perftest-capable
snr-rssi-capable
link-capacity
link-quality
link-quality—-common
actual-tx-rate
actual-rx-rate
shaped-rx-rate
actual-tx-pps
actual-rx-pps
shaped-rx-pps
polling-max-resp-delay
name

(0]
wlan@0-va0

ASSOC AUTH_SUCCESS
e0:d9:e3:49:cl:a0

Eltex
192.168.50.61
WB-2P-LR2
true

false

false

36

(0]

(0]

27

-99

-90

-42

=27

57

63

-46

-46

44

36

MCS5 NO SGI 52
MCS6 NO SGI 58.5
20M

20M

20M

00:15:08

(0]

n

WP36000038
2.8.0.16
WB-2P-LR2
true

true

38 (not changed)

100 (not changed)

67

[cl ol ool oMo oMOo)

Transmitted
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Total Packets: | 94 | 138 |
TX success: | 100 | |
Total Bytes: | 21924 | 23851 |
Data Packets: | 86 | 95 |
Data Bytes: | 19322 | 19702 |
Mgmt Packets: | 8 | 43 |
Mgmt Bytes: | 366 | 821 |
Rate Transmitted Received

dsssi | 10 | 10% 46 | 33%
ofdmé | © | 0% 1] 0%
mcs3 | © | 0% 21 | 15%
mcs4 | 1 | 1% 12 | 8%
mcs5 | 57 | 60% 34 | 24%
mcs6 | 13 | 13% 23 | 16%
mcs1l | 3 | 3% 0| 0%
mcs12 | 10 | 10% 0| 0%

Multicast groups: none

dunbTpaums napaMeTpoB MOHUTOPUHTA

WOP-2ac-LR2(root):/# monitoring associated-clients e0:d9:e3:49:c1:a0 filter hw-addr ip-addr tx-rate rx-rate
uptime (BbIBOJ, OrpaHNYEHHOrO KONIMYyecTBa NapaMeTpoB MOHUTOPUHIA N0 ONpeaesieHHOMY KIMeHTY. ECcTb
BO3MOXHOCTb YKa3aTb HECKO/IbKO MAC-apecoB)

hw-addr | e0:d9:e3:49:cl:a0
ip-addr | 192.168.50.61
tx-rate | MCS5 NO SGI 52
rx-rate | MCS4 NO SGI 39
uptime | 00:17:18

WOP-2ac-LR2(root):/# monitoring associated-clients all filter hw-addr rssi-1 rssi-2 wireless-mode interface
(BbIBO/, OrPaHNY€HHOro Ko/iMyecTBa napameTpoB MOHUTOPUHIA NO BCEM K/IMEHTaMm)

hw-addr | e0:d9:e3:49:cl:a0
rssi-1 | -44

rssi-2 | -26

wireless-mode | n

interface | wlano-va0

hw-addr | 60:ab:67:ba:89:24
rssi-1 | -48

rssi-2 | -38

wireless-mode | n

interface | wlano-va0
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5.6.2 WDS

Ana moHuTopuHra WDS-coeMHeHnin Ncnosb3yeTcs KoMmaHaa:

monitoring wds-entries <MAC-azpec BCTpeyHoOl cTaHumm 1> ... <MAC-apec BCTpeyHol cTtaHumm N> filter
<napameTp 1> ... <napametp N>,

rae <MAC-agpec BCTPeYHOW cTaHumm 1> ... <MAC-agpec BCTPeYHOol cTaHuumn N> — MAC-agpeca BCTPEeUHbIX
6a30BbIX CTaHLMi, C KOTOPbIMW NOCTPOEHbI WDS-MOCTbI. [/19 TOro 4To6bl BIBECTM MHPOPMALMIO N0 BCEM
BCTPEYHbIM CTaHUMSAM BBeAMTe BMeCTo <MAC-afpeca BCTPeYHoi cTaHumm> all;

filter — cneuvansHoe €noBO, NOC/E KOTOPOTrO YKa3bIBAKTCA NapaMeTpbl MOHUTOPWHIA, HEO6X0AMMbIE
L1151 BbIBOZA MO OZHOV U/IN HECKO/TbKMM BCTPEYHbIM 6a30BbIM CTaHLMAM,;

<napameTp 1> ... <napameTp N> — napameTp/napameTpbl MOHUTOPUHIA, HEOOX0AMMbIE A1 BbiBOAA MO
OZLHOI U/ HECKO/TbKMM BCTPEYHbIM 6a30BbIM CTaHLMSIM.

[ns BbIBOZA cnvcka 6a30BbIX CTaHLUA, C KOTOpbIMI NOCTPOEHbI WDS-MOCTbI, HXXMUTE nocsie monitoring wds-
entries knaeuwly Tab.

WOP-2ac-LR2(root):/# monitoring wds-entries <Tab>

e0:d9:e3:49:c2:a0
e8:28:cl:f7:7f:b0
all

[Nsi nonyyeHus cnincka napamMeTpoB MoHUTopuHra nocre filter HaxmuTe knasuuy Tab.

WOP-2ac-LR2(root):/# monitoring wds-entries all filter <Tab>

index
interface
hw-addr

state

ip-addr
hostname
rx-retry-count
tx-fails
tx-period-retry
tx-retry-count
noise-1
noise-2

rssi-1

rssi-2
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BbiBog MHhopMaLmu no BceM BCTpeuHbiM BC

WOP-2ac-LR2(root):/# monitoring wds-entries (1711 monitoring wds-entries all)

index

interface

state

hw-addr

ip-addr
hostname
authorized
captive-portal-vap
enterprise-vap
rx-retry-count
tx-fails
tx-period-retry
tx-retry-count
noise-1

noise-2

rssi-1

rssi-2

snr-1

snr-2
rssi-from-sta-1
rssi-from-sta-2
snr-from-sta-1
snr-from-sta-2
wds-interface

tx-rate MCS11 NO SGI 52
rx-rate MCS3 NO SGI 26
rx—bw 20M

rx-bw-all 20M

tx—bw 20M

uptime 00:02:02
multicast-groups-count 0

wireless-mode n
eltex—-firmware-version 1.12.0 build 335
eltex-board-type WOP-2ac-LR2
perftest-capable true
snr-rssi-capable true
link-capacity 47

link-quality 72
link-quality—-common 30
actual-tx-rate 5

actual-rx-rate 0

shaped-rx-rate 0

actual-tx-pps 7

actual-rx-pps 0

shaped-rx-pps 0
polling-max-resp-delay 0

name 0

Rate Transmitted Received
Total Packets: | 1138 | 45
TX success: | 96

(0]

wlano
WIFI_WDS
e0:d9:e3:49:c2:a0
192.168.50.61
WOP-2ac-LR2
false

false

false

11

20

11

361

-46

-33

-42

-33

4

(0]

-46

-46

48

49
wlan0-wds0
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tx-rate MCS11 NO SGI 52
rx-rate MCS12 NO SGI 78
rx—bw 20M

rx-bw-all 20M

tx-bw 20M

uptime 00:01:47
multicast-groups-count 0

wireless-mode n

1.12.0 build 335
WOP-2ac-LR2 SYNC
true

eltex-firmware-version
eltex-board-type
perftest-capable

Total Bytes: | 153703 | 7190
Data Packets: | 1113 | 24
Data Bytes: | 115939 | 2842
Mgmt Packets: | 25 | 21 |
Mgmt Bytes: | 2148 | 3580 |
Rate Transmitted Received
dsssi | 25 | 2% 24 | 54%
mcs3 | © | 0% 12 | 27%
mcs4 | 246 | 21% 6 | 13%
mcs5 | 426 | 37% 0| 0%
mcs6 | 254 | 22% 0| 0%
mcs7 | 49 | 4% 2 | 4%
mcs10 | 21 | 1% 0| 0%
mcs1l | 69 | 6% 0| 0%
mcs12 | 47 | 4% 0| 0%
mcs15 | 1 | 0% 0| 0%
Multicast groups: none
index | 1
interface | wlano
state | WIFI_WDS
hw-addr | e8:28:cl:f7:7f:b0O
ip-addr | 100.110.0.229
hostname | WOP-2ac-LR2-SYNC
authorized | false
captive-portal-vap | false
enterprise-vap | false
rx-retry-count | 237
tx-fails | ©
tx-period-retry | 4
tx-retry-count | 78
noise-1 | -67
noise-2 | -67
rssi-1 | -50
rssi-2 | -37
snr-1 | 17
snr-2 | 30
rssi-from-sta-1 | -42
rssi-from-sta-2 | -42
snr-from-sta-1 | 49
snr-from-sta-2 | 50
wds-interface | wlan®-wdsl
|
|
|
|
|
|
|
|
|
|
I
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snr-rssi-capable

link-

capacity

link-quality

link-quality-common

actua
actua

1-tx-rate
1-rx-rate

shaped-rx-rate

actua
actua

1-tx-pps
1-rx-pps

shaped-rx-pps

polling-max-resp-delay

name

Total
TX su
Total
Data
Data
Mgmt
Mgmt

Packets:
ccess:

Bytes:
Packets:
Bytes:
Packets:
Bytes:

ofdm54

mcso0
mcsl
mcs2
mcs3
mcs4
mcs5
mcs6
mcs7
mcs10
mcsll
mcsl12
mcs13

Multic

ast groups:

true

P O 0 000 oo WK

Transmitted

A NOOOENKF ON

=
(o)

9%
0%
1%
2%
0%
0%
0%
2%
5%
13%
9%
10%
2%
17%
24%
0%

Received

122338
1035
88732
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PykoBoacTBO no akcrnyartauun WOP-2ac-LR2

WOP-2ac-LR2(root):/# monitoring wds-entries e8:28:¢c1:f7:7f:b0 (eCTb BO3MOXHOCTbL YKa3aTb HECKOJIbKO
MAC-azpecos, Hanpumvep, monitoring wds-entries e8:28:c1:ef:21:e0 e8:28:c1:ef:22:a0)

index

interface

state

hw-addr

ip-addr

hostname
authorized
captive-portal-vap
enterprise-vap
rx-retry-count
tx-fails
tx-period-retry
tx-retry-count
noise-1

noise-2

rssi-1

rssi-2

snr-1

snr-2
rssi-from-sta-1
rssi-from-sta-2
snr-from-sta-1
snr-from-sta-2
wds-interface
tx-rate

rx-rate

rx—bw

rx-bw-all

tx-bw

uptime
multicast-groups-count
wireless-mode
eltex-firmware-version
eltex-board-type

1

wlano

WIFI_WDS
e8:28:cl:f7:7f:b0
100.110.0.229
WOP-2ac—-LR2-SYNC
false

false

false

478

(0]

(0]

108

-85

=72

-50

-37

35

35

-40

-40

49

50

wlanO-wdsl

MCS6 NO SGI 58.5
MCS12 NO SGI 78
20M

20M

20M

00:03:13

(0]

n

1.12.0 build 335
WOP-2ac-LR2 SYNC

perftest-capable true

snr-rssi-capable true

link-capacity 46

link-quality 100

link-quality—-common 49

actual-tx-rate 1

actual-rx-rate 4

shaped-rx-rate 0

actual-tx-pps 1

actual-rx-pps 8

shaped-rx-pps 0
polling-max-resp-delay 0

name 1

Rate Transmitted Received
Total Packets: | 142 | 1981
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TX success:
Total Bytes:
Data Packets:
Data Bytes:
Mgmt Packets:
Mgmt Bytes:

Multicast groups: none

N O O ONKFEF O N

W N =P W
(O] AN DR

27

4%
0%
0%
1%
0%
0%
0%
1%
7%
23%
8%
9%
1%
21%
19%
0%

253835
1974
190181
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dunbTpaums napamMeTpoB MOHUTOPUHTA

WOP-2ac-LR2(root):/# monitoring wds-entries e8:28:c1:f7:7f:b0 filter hw-addr ip-addr tx-rate rx-rate
uptime (BbIBO/, OrpaHNYEHHOrO KOIyecTBa NapaMeTpoB MOHMTOPWHIA NO onpeaeseHHol 6a30Boii
CTaHUuN. ECTb BO3MOXHOCTb YKa3aTb HECKO/IbKO MAC-aipecoB)

hw-addr | e8:28:cl:f7:7f:b0
ip-addr | 100.110.0.229
tx-rate | MCS6 NO SGI 58.5
rx-rate | MCS5 NO SGI 52
uptime | 00:03:52

WOP-2ac-LR2(root):/# monitoring wds-entries all filter hw-addr rssi-1 rssi-2 wireless-mode wds-interface
eltex-firmware-version (BbIBOA OrpaHM4Ye€HHOro KOIM4ecTBa napameTpoB MOHUTOPUHIA NO BCEM 6a30BbIM

CcTaHumMsIM)
hw-addr | e0:d9:e3:49:c2:a0
rssi-1 | -42
rssi-2 | -42
wireless-mode | n
wds-interface | wlan®-wdso
I

eltex-firmware-version 1.12.0 build 335

hw-addr e8:28:cl:f7:7f:b0o
rssi-1 -50
rssi-2 -37

wireless—-mode
wds-1interface
eltex-firmware-version

n
wlanO-wds1
1.12.0 build 335

5.6.3 Tect ckopoctn

HacTtpoiika Tecta ckopocTu

WOP-2ac-LR2(root):/# configure

WOP-2ac-LR2(config):/# perftest

WOP-2ac-LR2(config):/perftest# server-ip X.X.X.X (rae X.X.X.X — IP agpec, KOTopbIi ByaeT HasHayeH
NHTEpdeicy abOHEHTCKON CTaHUMM Ha BPeMS BbINOSIHEHWUS TecTa. o ymonyaHuio: 192.0.4.1.
PekomeHayeTcs HacTpanBaTb NOACETb, KOTOPAsk He UCMOJIb3YeTCH Ha LEeNCTBYIOLLEN ceTn)
WOP-2ac-LR2(config):/perftest# client-ip X.X.X.X (rge X.X.X.X — IP agpec, KoTopbI ByaeT HasHayeH
NHTEpdency 6a30BO CTaHLMM Ha BPeMS BbINOSIHEHMA TecTa. 1o ymonuaHuto: 192.0.4.2. PekomeHayeTcs
HacTpaumBaTb NOACETb, KOTOPAs He NUCNONb3YETCS Ha AENCTBYIOLLEN CETH)
WOP-2ac-LR2(config):/perftest# netmask X.X.X.X (rge X.X.X.X — macka nofceTu, Kotopasi UCrosib3yTcsa /15
TecTa. o ymonyaHuio 255.255.255.0)

WOP-2ac-LR2(config):/perftest# vlan-id X (rge X — VLAN ID, ucnonb3yemsblii Ans Tecta. 1o ymonyaHuio: 7.
PekomeHpyeTtcs HacTpanaTb VLAN ID, KOTOPbI/ HE UCMNO/b3YyeTCs Ha AEeNCTBYIOLLEN ceTun)
WOP-2ac-LR2(config):/perftest# save
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5.6.4 WNHopmaumsa 06 ycTpoincTee

WOP-2ac-LR2(root):/# monitoring information

07:16:19 17.11.2022
00:03:34

1.12.0 build 335
1.12.0 build 335
1.7.0 build 348

system-time

uptime

software-version
secondary-software-version
boot-version

memory-usage 67
memory-free 29
memory-used 62
memory-total 92

cpu-load 8.0
cpu-average 0.79
is-default-config false
board-type WOP-2ac-LR2
hw-platform WOP-2ac-LR2

E8:28:C1:03:F7:A0
E8:28:C1l:03:F7:A0

factory-wan-mac
factory-lan-mac

factory-serial-number WP37000041
hw-revision 1lvl
session-password-initialized false

ott-mode false
last-reboot-reason firmware switch
test-changes-mode false
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5.6.5 CeteBasn nHopmaums

WOP-2ac-LR2(root):/# monitoring wan-status

Common 1information:

interface | bro.1000
mac | €8:28:c1:03:f7:a20
vlan | 1000
rx-bytes | 667443
rx-packets | 7210
tx-bytes | 1903365
tx-packets | 1514
IPv4 information:
protocol | dhcp
ip-address | 100.110.0.228
netmask | 255.255.254.0
gateway | 100.110.0.1
DNS-1 | 100.110.1.253
DNS-2 | 172.16.0.100

WOP-2ac-LR2(root):/# monitoring ethernet

link: up

speed: 1000
duplex: enabled
rx-bytes: 700817
rx-packets: 7585
tx-bytes: 1905096
tx-packets: 1531

WOP-2ac-LR2(root):/# monitoring arp

# ip mac
0 100.110.0.252 9c:5c:6e:83:e5:5d
1 100.110.0.191 a8:f9:4b:aa:3f:21

WOP-2ac-LR2(root):/# monitoring route

Destination Gateway Mask Flags Interface
0.0.0.0 100.110.0.1 0.0.0.0 uG bro
100.110.0.0 0.0.0.0 255.255.255.0 u bro
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5.6.6 becnpoBogHble MHTepechl

© [na BbiBoga MHOPMALMKM 0 GECTIPOBOAHLIX MHTEPGIEicax Ha Bepcusax ctapiue 1.12.0 build 335
ncnonb3yetcs komaHga monitoring radio.

WOP-2ac-LR2(root):/# monitoring radio

wlan@:
name: wlan@
band: 2.4

hwaddr: E8:28:Cl:xX:XX:XX
status: on

noise-1: -87

noise-2: -87

utilization: 53

channel: 6

tx-power: 26

thermal: 39

bandwidth: 20

frequency: 2437

5.6.7 WHdopmaunsa o coctosiHum MCC

WOP-2ac-LR2-SYNC(root):/# monitoring cluster-synchronization

status | running

MAC Ready Master Slot Delay Me

e8:28:cl:ef:22:40 | true | true | 5 0
e8:28:cl:ef:22:30 | true | false | 5 | © | true |
5 0]

e8:28:cl:ef:22:00 | true | false | | | false |
PTP 1info:

port-state | SLAVE

servo-state | SERVO_LOCKED_STABLE
master-offset | 223

path-delay | 3376
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5.6.8 XXypHas cobbITuii

WOP-2ac-LR2(root):/# monitoring events

Jan 1 03:00:21 WOP-2ac-LR2 daemon.info networkd[1034]: DHCP-client: Interface br® obtained

lease on 100.110.0.222.

Dec 10 08:40:39 WOP-2ac-LR2 daemon.info monitord[1119]: event: 'authenticated' mac:

EO:D9:E3:49:C1:A0 ssid: 'test' dinterface: wlan@-va0® channel: 1 rssi: -60 location: 'root'
reason: 0

Dec 10 08:43:14 WOP-2ac-LR2 daemon.info monitord[1119]: event: 'deauthenticated by STA'
mac: EO:D9:E3:49:C1:A0 ssid: 'test' dinterface: wlan®-va0® channel: 1 rssi: -64 location:
'root' reason: 3 description: 'Deauth at STA leave BSS'

5.6.9 CnekrtpoaHanusarop
CnekTpoaHasiM3aTop npefocTaBnseT MHpopMaLmio 0 3arpy>XeHHOCTU KaHau10B.

Bpemsi aHanun3a BCcex paAyoKaHasioB Avana3oHa CocTaBseT NPUMEPHO 5 MUHYT.

© Bo Bpemst paboTbl CekTpoaHamsaTopa NPoOUCXOANT OTK/THUEHNE BCEX KNIMEHTOB OT 6a30B0
CTaHLUMM. AGOHEHTCKME CTaHLMM NOAK/MNIOUATCS CHOBA TO/bLKO TOTAa, KOra CrieKTpoaHanusaTop
3aKOHUMT CBOO paboTy.

B pesynbrarte paboTbl CnekTpoaHanM3aTopa B KOHCO/b OyAeT BblAaHa MH(OpMaLIMs O 3arpy3ke Kaxaoro
KaHana (B npoueHTax):

WOP-2ac-LR2(root):/# monitoring spectrum-analyzer

Channel| CCA
1| 57%
2| 39%
3| 12%
4| 6%
5| 47%
6| 43%
7| 30%
8| 5%
9| 9%

10| 42%
11| 56%
12| 24%
13| 18%
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6 MNpouenypa BOCCTaHOB/IEHUA CUCTEMbI Nocsie 6058 Npy 06HOBIEHUN NPOrPaMMHOro
obecneyeHuns

Ecnv npwv BbINOMHEHWM NpoLEeAypPbl 06HOBMEHMS NPOrPaMMHOro o6ecnedeHust (Yuepe3 web-uHtepdpeiic unm
yepes MexaH13mM aBTOMaTMYeCckoro 0GHOB/IeHUst Ha OcHOBe npoTokosia DHCP) npousolen c6oii (Hanpumep,
13-3a CNly4aiiHOro OTK/THOUEHUsI MUTaHKS), B pe3y/bTaTe Yero JasibHelias paboTa ycTpoiicTBa ctana
HEBO3MOXHOI (MHAMKaTop «Power» NOCTOSIHHO FOPUT KPaCHbLIM LIBETOM), BOCMO/b3YTECH CeAyoWmM
a/IrTopMTMOM BOCCTAHOB/IEHUSA Pa6oTOCNOCOGHOCTM YCTPOIACTBA:

PacnakyiiTe apxvB ¢ dpain/ioMm NporpaMMHOro obecneyeHus.

MoakntoumTe MK K NOPTY YCTPOWCTBA, YCTAHOBUTE Ha CETEBOM MHTepdielice agpec U3 NoaceTu
192.168.1.0/24.

3anyctuTe Ha MK TFTP-knueHTa (ana Windows pekomeHayeTcsi ucnonb3oBarb nporpammy Tftpd32), B
KauecTBe agpeca yaasiEHHOro xocta ykaxuTe 192.168.1.6, a ansa nepegaumn Bobibepute gaiin linux.bin n3
pacnakoBaHHOIO apxvsa nporpaMmMHoOro obecrnevyeHus.

3anycTuTe KomaHgy oTnpasku thaiina Ha yaaneHHblin xocT (komaHga Put). [lo/mkeH 3anycTuTbCs
npouecc nepefayv aiina Ha yCTponcTBeo.

Ecnv npouecc nepegauu thainna Havasncs, LOXAMTECH €r0 OKOHYaHWS, MOC/1e Yero yCTPonCTBO
npov3BefeT 3an1cb NPOrpaMMHOro o6ecrnevyeHuns B NnamAaTb U aBTOMAaTUYECKN BbIMOJTHUT 3aryck
cucTembl. Bpems 3anuncu coctaBnsieT okosio 8 MUHyT. O6 ycneLwwHOM BOCCTaHOB/IEHMMN YCTPOICTBA
CBUAETENbCTBYET OPaHXEBbIV WX 3eNeHbIR LUBET nHankatopa «Power». [Npy aToM Ha ycTpolicTee
coXpaHsieTcs KoHdhurypaums, kotopas 6bina 4o c6o5. Ecnmn nogxknoumTbes K YCTPOMNCTBY He yaaéTcs —
npousseanTe c6pOC Ha 3aBOACKNE HACTPOIKN.

Ecnu npouecc nepegauu thainna He Hadyasics, y6eanTechb B KOPPEKTHOCTU CETEBbLIX HACTPOEK
KOMnNbloTepa 1 nonpobyiiTe elle pa3. B cnyyvae Heyaayum — yCTPONCTBO HEOBXOAMMO OTNPaBuTh B
PEMOHT N160 BbINO/THUTL BOCCTAHOB/IEHUE, NOAK/THOUMBLUMCE K ycTpoicTBy no COM-nopTy yepes
cneupanbHblii agantep (Npy ero HaIMunm).
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7 CnncoK M3MeHeHUI

Bepcusa gokymeHTa

Bepcusa 1.8

Bepcua 1.7

Bepcua 1.6

Bepcua 1.5

Jara
Bbinycka

02.12.2022

31.01.2022

11.10.2021

25.06.2021

PykoBoacTBO no akcrnyartauun WOP-2ac-LR2

CopepXXxaHne N3MEHEeHNIA

CuHxpoHu3auus ¢ Bepcmeld MO 1.12.0
KoppekTtupoBka:

2.2 XapaKkTepucTukn ycTpoiicTea

4.5.9 MNogmeHto «Hgopmauumsa 06 ycTpoicTee»
4.8.1 NogmeHto «WDS»
4.9.2
4.1
5.3

MoameHio «ocTtyn»
.10.6 MogmeHto «<KypHan»
.3.4 flononHnTenbHble HacTpoikn VAP

CuHxpoHu3auus ¢ Bepcueit MO 1.10.0

Jo6asneHo:

* 4.10.3 NogMeHt0 «KOHTPONb AOCTYNHOCTU»
KoppekTuposka:

4.5.1 NogmeHo «Wi-Fi KNneHTbI»

4.5.7 NogmeHto «/HGhopmauus o pagnonHTepdeiice»
4.9.1 NogmeHto «CrucTeMHasi KoHpurypaums»

5.3.4 lononHutenbHble HacTpoiikn VAP

CuHxpoHusaums ¢ sepcuein MO 1.9.0
[o6aneHo:

+ 3.3 PekomeHgaLmmn no o6ecnevyeHnto rpo3o3aLuThbl
+ 5.6.5 Hactpoitka DHCP Snooping
KoppeKkTupoBka:

4.5.1 MogmeHto «Wi-Fi KNMeHTbI»

4.5.2 NopmeHto «WDS»

5.3.4 lononHutenbHble HacTpoiikn VAP
5.7 MoHuTOpUHT

CuHxpoHu3auums c sepcuein MO 1.8.2
Jo6asneHo:

+ 4.5.8 NogMeH0 «MexXceKkTopHas CUHXPOHM3aLms»
+ 5.6.4 HacTpolika pexmma ayTeHTudmukaumm
+ 5.7.2 TecT ckopocTu

KoppekTupoBka:

2.3 OCHOBHble TEXHUYECKME NapameTpbl

.1 MoameHto «Wi-Fi KNneHTbI»

.7 NogmeHto «MHdhopmauus o pagnonHTepdeiice»
.3 MoamMeHo «CUHXPOHU3aLMA»

0.4 NogmeHIo «AyTeHTUdUKaLns»

HacTtpoiika ceTeBbIx NapameTpos

.1 JononHutensHble HacTpoikn Radio

.4 HacTpoiika pexuma ayTeHTudmKaummn

.3 NHhopmauumst 06 ycTpolicTee

4.5
4.5
4.6
4.1
52
54
5.6
5.7
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Bepcus gokymeHTa Jara CopepxaHne usmeHeHui
BblMycKa
Bepcusa 1.4 21.12.2020 CuHxpoHu3auus ¢ Bepcumeii MO 1.7.0
[ob6aBneHo:

+ 4.6.3 NogmeHo «CUHXpOHM3aLna»
+ 5 ¥YnpaBneHue yCTpoACTBOM C MOMOLLbIO KOMaHAHOW
CTPOKM

Bepcua 1.3 20.08.2020 CuHxpoHu3auus ¢ Bepcumeii MO 1.6.0
[obaBneHo:
+ 4.3 TecTOBbIli peXUM
+ 4.5.7 MogmeHio «MHhbopmaLus o pagnonHTepdoeiice»
* Mopgpasgen «KoHTposnb goctyna no MAC» B nogMeHto
«VAP»
KoppekTupoBka nogMeHto «CtaTnctuka no tpacguky»

Bepcua 1.2 07.04.2020 CuHxpoHusaums ¢ sepcuein MO 1.5.0

KoppekTupoBka nogMeHo «Joctyn»

Bepcusa 1.1 11.12.2019 CuHxpoHusaums ¢ sepcuein MO 1.4.1
Bepcua 1.0 06.11.2019 MepBas ny6vkaums

Bepcusa nporpaMmMHOro 1.12.0

obGecneyeHus
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TEXHNYECKAA NMOAAEP>XKA

[nsa nonyyeHns TEXHNYECKON KOHCYNbTauMmn no Bonpocam akcnayaraumm obopygosaHus OO0
«Mpeanpusatue «/ITEKC» Bbl MOXxeTe 06patuTbcst B CEPBUCHBIN LEHTP KOMNAHUK:

dopma obparHoin cBA3Mn Ha caiTe: htips://eltex-co.ru/support/
Servicedesk: hitps://servicedesk.eltex-co.ru

Ha ochuumanbHOM caliTe KoMmnaHum Bbl MOXeTe HaTU TEXHNUYECKYIO AOKYMEHTaLuo 1
nporpamMmmHoe obecneyeHne ans npoaykuum OO0 «[IMpeanpusatue «ANITEKC», 06patutbes k 6ase
3HaHW1, OCTaBUTb UHTEPAKTUBHYIO 3aABKY UM MPOKOHCY/LTUPOBATLCA Y HXeHepoB CepBUCHOIO
LeHTpa Ha TeXHN4eckom chopyme:

OdomuymanbHbIin cant komnaHun: hitps://eltex-co.ru/

TexHunueckuin chopym: hitps://eltex-co.ru/forum

Basa 3HaHuiA: https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base
LleHTp 3arpysok: hitps://eltex-co.ru/support/downloads


https://eltex-co.ru/support/
https://servicedesk.eltex-co.ru/
https://eltex-co.ru/
https://eltex-co.ru/forum
https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base
https://eltex-co.ru/support/downloads/
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