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1 BBeneHue

1.1 AHHOTauus

CoBpeMEHHbIE TEHAEHLMN Pa3BUTUS CBA3M AVKTYHOT oneparopam Heo6xoAMMOCTb Noucka Hambonee
ONTVYMasIbHbIX TEXHOMOTUIA, NO3BONSAIOLLMX YAOBNETBOPUTL CTPEMUTE/NBHO BO3pacTatoLLme NnoTpebHOCTH
abOHEHTOB, COXPaHssi NPU 3TOM NPEEMCTBEHHOCTb GU3HEC-NPOLIECCOB, TMOKOCTL Pa3BUTHSA U COKPALLEHME
3aTpart Ha nNpefocTaB/ieHre pas/INyHbIX CEPBUCOB. BecnpoBoAHbIE TEXHOMOMMK BCe 60/bLUE HAGUparoT
060pOThbI, U K JAHHOMY MOMEHTY OHM 3a KOPOTKOE BPEMSI MPOLL/IN OTPOMHbIV MyTh OT HECTAOUIbHBIX
HWU3KOCKOPOCTHbIX CETe CBS3M Masioro paguyca o ceteii LM/, conocTaByMbIX MO CKOPOCTW C MPOBOAHBIMU
CETSIMU 1 061a4a0LLMX BbICOKUMY KPUTEPUSIMU K KAYECTBY NPEAOCTaBEHNS YCAYT.

OcHoBHoe npegHasHavyeHne WEP-30L — ycTaHOBKa BHYTpU 34aHWii B KQ4eCTBe TOUKM A0CTYNna K pas/inyHbIM
pecypcam ¢ co3gaHmemM 6ecLloBHO 6eCcnpoBOAHON CETU U3 HECKO/TbKMX MAEHTUYHBIX TOYEK AocTyna
(«PoyMUHT»), ecnv TeppUTOPUSt MOKPbITUSI JOCTATOYHO BEVKA.

B HacToslLLeM pyKOBOACTBE MO 3KCM/iyaTaummn N3/I0KeHbl Ha3HauYeHNE, OCHOBHbIE TEXHUYECKME
XapaKTepUCTUKKN, KOHCTPYKTUBHOE UCMOJTHEHME, NpaBuia 6e30MacHoii aKkcnlyaTauuy yCTPoiCTBa, a Takke
pekoMeHAaLuUM No ero ycTaHOBKE U HACTPOIKe.

1.2 YcnoBHble 0603HaYeHUs

MNpumeuaHus n npegynpexaeHus

© nMpumedaHus cogepxart BaxkHYH UHIIOPMALMIO, COBETbI UM PEKOMEHAALM MO UCMOMb30BAHMIO 1
HaCTpoiike yCTPOWCTBA.

© nNpepynpexaeHns MHDOPMUPYIOT MO/L30BATENS O CUTyaLIMSX, KOTOPbIE MOTYT HAHECTN Bpe[
YCTPOWCTBY W/ Yes0BEKY, MPUBECTU K HEKOPPEKTHOM paboTe yCTpoincTBa Uav notepe faHHbIX.
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2 OnucaHne nsgenuvs

2.1 Ha3HaueHue

[na BO3MOXHOCTW NpefocTas/ieHns AoCTyna nosib3oBartesieil K BbICOKOCKOPOCTHON 1 6e3onacHol cetn
paspaboTaHa 6ecnpoBogHas Touka goctyna WEP-30L.

OCHOBHbIM Ha3Ha4YeHNeM yCTpONCTBa SAABNSETCH co3haHne 6ecnpoBOAHON ceTn nepefadn AaHHbIX L2-ypoBHs
Ha CTblke ¢ NnpoBogHoi ceTbto. WEP-30L noakntouaeTcs K npoBoaHoi cetn yepes 10/100/1000/2500M
Ethernet-untepdeiic n ¢ nomowybio pagnonHTeppelicos co3gaet 6ecnpPoBOAHON BbICOKOCKOPOCTHOM AOCTYN
ANS YCTPOWCTB, nogaepxmatowmx texHonoruo Wi-Fi B ananasone 2.4 n 51T,

YCTPONCTBO COAEPXUT 2 pagmonHTepdienca a/1a opraHnsaumm aByx onmsnyeckmnx 6ecnpoBofHbIX ceTeil.

WEP-30L nognepxvnBaeT coBpeMeHHble TpeboBaHNA K Ka4eCTBY CEPBMCOB U NO3BO/SET NepeaasaTb
Hanbonee BaxHblli Tpadnk B 6051ee NPUOPUTETHBLIX OYepesaX No CPaBHEHUIO C 06bIYHBIM. [propuTH3aums
obecneunBaeTcs cneayoLwymMmn TexHonornsmu QoS: CoS (cneunansHble meTkun B none VLAN-naketa) n ToS
(meTkn B none IP-naketa). Moaaepxka yHKLUMOHaANA wWelinuHra Tpadgmka Ha kaxkaom VAP nossonsiet B
MOSIHOW Mepe ynpas/iAaTb AOCTYMNOM, KA4EeCTBOM CEPBUCOB U OrpaHNYeHNAMN Kak /151 BCeX aBOHEHTOB, Tak 1
[N5 K&XA0ro B YaCTHOCTMU.

YCTpOIACTBO OPMEHTMPOBAHO Ha YCTAHOBKY B OhuChl (rOCyJapCTBEHHbIE YUPEXAEHUS, KOH(PEPEHL-3au1bl,
nabopaTtopuu, FOCTUHNLbI 1 Ap.). BO3MOXHOCTb CO3/jaHMsi BUPTYasTbHbIX TOYEK AOCTYNa C Pas/IMyHbIMU TNaMm
LWwndopoBaHus nNo3eonsiet ycraHasnmesate WEP-30L B opraHusauusix, rae Tpebyetcsa pasrpaHuyeHne npas
focTyna mexay 06bl4HbIMUY N0/1b30BaTeNIAMN U BblAeNEeHHbIMY rpynnamMu nonb3osartenei.

2.2 XapakTepuCTUKM YCTPONCTBa
Nnmepabelicnbi:

+ 1 nopt 10/100/1000/2500BASE-T (RJ-45) ¢ noaaepxkoii PoE;
« Wi-Fi 2.4 Ty IEEE 802.11b/g/n/ax;
* Wi-Fi 5Ty IEEE 802.11a/n/ac/ax.

PyHKYyUUu:
BosmoxHocmu WLAN:

* nopgaepxka ctaHaaptos IEEE 802.11a/b/g/n/ac/ax;

* nopaepxka ctaHgapTos poymunra IEEE 802.11r/k/v';

* arperauusi aaHHbix, Bktoyas A-MPDU (Tx/Rx) n A-MSDU (Rx);
* NpPUOpUTETHLI U N1IaHNPOBaHNE nakeToB Ha ocHose WMM,;

* AMHamMuueckuii Bbibop yactoTbl (DFS);

* nopaepxka ckpbitoro SSID;

* 14 BUpTYyasibHbIX TOYEK AOCTYNa,;

*+ 06HapyXeHne CTOPOHHUX TOYEK A0CTYNa;

* crnekTpoaHanmsarop’;

* nogaepxka APSD.

Cemesble thyHKYUU:

* aBTOMAaTM4YeCKOe COor/lacoBaHNE CKOPOCTK, AYMNIEKCHOTO PeXMMa U NEPEKITHYUEHNS MEXAY PeXMMaMn
MDI n MDI-X;

+ nopaepxka VLAN (Access, Trunk, General);

* DHCP-knueHT;

* nopgaepxka GRE;

* nepegadva abOHEHTCKOro Tpaduka BHe TyHHeNeN;

* nopgepxka ACL;

* nogaepxka NTP;
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* nogaepxka Syslog;
* nopaepxka IPv6.
®dyHkyuu QoS:

* NPUYOPUTET 1 NNaHMPOBaHNE NAaKeTOB HA OCHOBE Npodunnel;
* OrpaHu4YeHune NPonyckHoOWM cnocobHocTM ansa kaxaoro SSID.

be3onacHocmb:

* UeHTpasim3oBaHHas aBTopusauust yepe3 RADIUS-cepeep (802.1X WPA/WPA?2 Enterprise);
* wudposaHne WPA/WPA2/WPAS3;
+ nopaepxka Captive Portal.

"MonHoueHHas noaaepxka yHKLMOHAA NaHUPYETCS B CNEAYIOLLX BEPCHSIX.

Ha pucyHke 1 npuBefeHa cxema npumeHeHuns obopyaosaHus WEP-30L.

Cepeep
DHCP, RADIUS

PucyHok 1 — ®dyHKUMOHa/IbHas cxema ucnonb3oBaHuss WEP-30L
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2.3 TexHuyeckue napameTpbl yCTPOCTBa

Tabnmua 1 — OCHOBHbIE TEXHMYECKUEe napameTpbl

MapameTtpbl WAN-uHTeppelica Ethernet
KonmuecTtBo nopToB

DneKTpuYeckunii pasbem

CkopocTb nepegayn

MNopaepxka ctaH4apToB

MapameTpbl 6ecnpoBOAgHOrO uHTEpdhelica
CraHgapTsl

YacToTHbI gnanasoH

Mogynauua

Paboune kaHasbl

CKopocCTb nepefayun AaHHbIX

MakcrMasibHas MOLLHOCTb nepeaarymka
KoathpnLmMeHT ycnneHnst BCTPOEHHBIX
aHTeHH

quCTBMTEﬂbHOCTb npnemMHnkKa

Be3onacHocTb

1

RJ-45

10/100/1000/2500 M6uT/c, aBTOONpPEAENEHNE
BASE-T

802.11a/b/g/n/ac/ax
2400-2483.5 MI'y; 5150-5350 MI'y, 5470-5850 MI'y,
BPSK, QPSK, 16QAM, 64QAM, 256QAM, 1024QAM

802.11b/g/n/ax: 1-13 (2402-2482 MI'u)
802.11a/n/ac/ax:

- 36-64 (5170-5330 MrL)
- 100-144 (5490-5730 My
- 149-165 (5735-5835 Mry

2.4T1Tuy, 802.11ax: 574 Méut/c
51Ty, 802.11ax: 1201 Méut/c

IMu: no -95 abm
ly: 8o -95 abm

LieHTpasiM3oBaHHas aBTopusaumsi yepes RADIUS-cepsep (802.1X WPA/

WPA2 Enterprise)
wndpoBaHme gaHHbIx WPA/WPA2/WPA3
nopnepxka Captive Portal

PagnonHTtepdeiic ¢ nogaepxkoi OFDMA n MU-MIMO 2x2

YnpaBneHune

YnaneHHoe ynpasfieHue
OrpaHnyeHne goctyna
O6wue napameTpbl
Flash-namsaTb

RAM

MNuTtaHne

MoTpebnsiemast MOLWHOCTb

Pa6ouuii aranasoH Temnepatyp

web-nHTepdeiic, Telnet, SSH, CLI, SNMP, NETCONF

Mo naposo

128 MB NAND Flash

256 MB RAM DDR3

PoE 48 B/56 B (IEEE 802.3af-2003)
He 6onee 12,95 Bt

oT +5 o +40 °C



OTHOCUTENbHAA BNAXHOCTb Npu
Temneparype 25 °C

ra6apwuTbl (arameTp x BbicoTa)
Macca

Cpok cnyx6bl

0o 80 %

230 x 56 Mmm
0,46 kr

He meHee 15 net

PykoBoacTBo no akcnyatauun WEP-30L, Bepcus 2.1.0



2.4 [OuarpamMmbl HanpasneHHOCTU

PykoBogacTBo no akcnnyatauum WEP-30L, Bepcus 2.1.0

Ha pucyHkax Hmxe npeacTaB/eHbl gnarpaMMbl HanpaBeHHOCTU YCTpolicTBa.

MonoxeHue npn nsmepeHnn

AZIMUTH (XY)

11 2.5GE (PoE)

240 300

255 70 ns

ELEVATION (XZ)

AnanasoH 2.4 Ty,

03 75
120 a0

150 a0

180

105

210 330

240

255

AnanasoH 51Ty,

105 75

150

165

180

195

210 Ezl)

240 bd 00
155 85
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2.5 KOHCTPYKTUBHOE MCMNOJSIHEHNE

Yctporicteo WEP-30L BbINO/IHEHO B M/1aCTUKOBOM KOpriyce.

2.5.1 OcHoBHasi NaHesb yCTpolicTBa

BHelwwHniA BuA naHenun yctpoictesa WEP-30L nprBedeH Ha pucyHke 2.

2{5GE (Po) =

T 244sé- I
[=1]
L] 17 =]

|
A

{ —
] ——

2 3 4

PucyHok 2 — BHelHuin B1A, ocHOBHOM naHenn WEP-30L

Ha ocHoBHoOW naHenun ycTtpoiictea WEP-30L pacnonoxeHbl crieayolimne CBETOBbIE NHANKATOPI, Pa3beMbl U
opraHbl ynpasnexust (Taénuua 2).

Tabnuua 2 — OnncaHne MHAMKATOPOB, MOPTOB 1 OPraHoOB YNpaB/eHus

AnemMeHT naHenu

OnucaxHue
1 LAN CseToBasi MHAMKaUMsi cocTosHuA nopTa 2.5GE (PoE)
2 2.5GE (PoE) Mopt 2.5GE ans nogkntoyeHus Ethernet-kabens u nogaun nutaHmna PoE+
3 F KHonka cbpoca K 3aBOACKMM HacTpoikam
4

Wi-Fi MHAavKaTopbl akTMBHOCTM COOTBETCTBYOLMX Moaynein Wi-Fi

11
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2.6 CpetoBas nHgukauus

Tekyllee coCcTosiHMe ycTpoicTBa oTobpaxaetca npu nomowum niamkatopos Wi-Fi, LAN, Power. NepeyeHb
COCTOSIHUIA MHAMKATOPOB NpuBeaeH B Tabnumue 3.

Tabnuua 3 — CBeToBasi UHAUKALMSA COCTOSIHUA YCTPOCTBA

NHpukaTtop CocTosiHne nHgmkaropa CocTosiHMe ycTpoicTBa
Wi-Fi 3eneHblii, ropuT NOCTOSHHO Cetb Wi-Fi akTuBHa
3eneHblit, muraet lNpouecc nepegayn faHHbIX NO
6ecnpoBoAHON ceTn
LAN lopwuT 3eneHblii ceetoauog, (10, 100 M6uT/C) roput YCTaHOB/MEHO COEMHEHNE C
opaHxeBblin ceeToamog (1000, 2500 M6éuT/c) NOAKNIOYEHHbIM CETEBLIM YCTPOCTBOM
3eneHblii, Muraet Mpouecc nakeTHOW nepegayn faHHbIX MO
LAN-uHTepdoeiicy
Power 3erieHblii, FOpUT NOCTOSIHHO Bk/l0UEHO NUTaHMeE YCTPOICTBA,
(Ha BepxHeli HOpMasibHas pa6oTa
naxHenu
YCTPOIACTBA) OpaH)XeBblii, FTOPUT NOCTOSIHHO YCTPOICTBO 3arpyXeHo, HO He Noy4YeH

IP-appec no DHCP

KpacHbliA, rOpUT NOCTOSIHHO 3arpyska ycTpoiicTea

2.7 C6poc K 3aBOACKMM HacTpoiikam

[nsa cépoca K 3aBOACKMM HacTpoikam HEOBX0AMMO B 3arpy)XEHHOM COCTOSIHUWN YCTPONCTBA HaXKaTb U
yaepxmBaTtb KHOMNKy «F» B TeyeHne 10—15 cekyHg, noka nHamkatop «Power» He Ha4yHeT muraTb. MpounsoigeT
aBTOMaTnyeckas nepesarpyska yctpoicTtsa. Mpu 3aBOACKMX ycTaHOBKax 6yaeT 3anyuieH DHCP-kiveHT. B
cny4ae, ecnv agpec He 6yaeT nony4veH no DHCP, To y ycTpoiicTBa 6yaeT 3aBogckoli IP-agpec — 192.168.1.10,
Macka nogcetn — 255.255.255.0.

2.8 KomnnekT nocTaBKu
B KkomMnekT nocTtaBku BXOOAT:

+ obopyposaHue paguogoctyna WEP-30L;

* KOMMJIEKT Kpenexa,

* PYKOBOACTBO M0 3kcnayatauum Ha CD-aucke (OnuyoHasnbHo);
* cepTudpmkart cCooTBETCTBUS,

* namsTka o JOoKyMeHTauuu;

* nacnopr.

12
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3 lMpaBuna n pekoMmeHaaLmm no ycTaHoBKe yCTpPoncTBa

B gaHHOM pasgene onucaHbl MHCTPYKLUM N0 TEXHUKE 6e30MacHOCTU, PEKOMEHAALMI N0 YCTaHOBKE, Mpoueaypa
YCTaHOBKM 1 NOPSAA0K BKOYEHMS YCTPOACTBA.

3.1 VIHCTpYKUUM NO TeXHUKe 6€30MacHOCTK

1. He yctaHaBnmBalite yCTPOMNCTBO PALAOM C UCTOYHMKAMK TeMn1a U B MOMELLEHUSX C TEMMepaTypoi Huxe
5 °C wnn Bbiwe 40 °C.

2. He vcnonb3yiiTe yCTPONCTBO B NOMELLLEHMAX C BbICOKOM BNaXXKHOCTLIO. He nogsepraiite yCTPOMCTBO
BO34ENCTBUIO AbIMa, NbISIW, BOAbI, MEXQHWYECKMX KONebaHuii v yaapos.

3. He BckpbiBaiiTe Kopnyc ycTpoicTea. BHYTpM yCTPOICTBa HET 3/1EMEHTOB, NpeAHa3HauYeHHbIX A1
06CNyXNBaHUA NONb30BaTENEM.

© Bo unsbexaHune neperpesa KOMMNOHEHTOB YCTPOWCTBA 1 HAPYLLIEHUS €r0 paboThbl 3arnpeLLaeTcs
3aKpbiBaTb BEHTUNALMOHHbIE OTBEPCTUA MOCTOPOHHUMY NpeAMeTaMu 1 pasmMeLLatb npegmMeThbl Ha
NOBEPXHOCTN 060pyA0BaHMS.

3.2 PekomeHpaumun no yctaHoBke

1. PekomeHAyemoe ycTaHaB/IMBaeMoe MonoXeHne: ropu3oHTasIbHOe, Ha NOTOJIKe.

2. Mepep ycTaHOBKOM 1 BK/IIOYEHMEM YCTPOICTBA HEOOXOAMMO NPOBEPUTL €r0 Ha HaNInYnMe BUAUMbIX
MexXaHU4ecKnx noBpexaeHuii. B cnyyae o6HapyXeHnsi NoBpeXaeHnin cneayet npekpaTtuTb YCTaHOBKY
YCTPOWCTBA, COCTaB/Tb COOTBETCTBYHOLLMIA aKT N 06PaTUTLCH K MOCTaBLLUKY.

3. Ecnu ycTpoicTBO AnnTenbHOE BPEMSA HaxX04unoCh Npy HU3KON Temnepartype, nepes Had4anom paboTsbl
cnepyeT BblepXaTb ero B Te4eHne AByX YacoB Npy KOMHaTHOM TeMmnepartype. Nocne ganTensHoro
npebbiBaHNA YCTPONCTBA B YC/I0BUSIX NOBbILLIEHHON BNIAXHOCTU Nepes BKIIYEHEM BblepXaTb B
HOPMaJIbHbIX YC/IOBUAX HE MeHee 12 yacos.

4. Tpwn pa3meLleHnmn ycTpoiicTa ansa obecrneveHuns 30Hbl NokpbITua cetn Wi-Fi ¢ Hannyywmnmm
XapakTepucTMkamy yunTblBainTe cregyrolime npasunia:

* YcTaHaBnmBaiTe YCTPOWCTBO B LIEHTpPe 6eCnpoBOAHONM CET.

* MuHUMU3MpYiiTe yncno nperpag, (CTeHbl, NOTONKK, MeGENb 1 ApP.) MEXAY TOUKOIN AoCcTyna u
Apyrummn 6ecnpoBOAHbIMU CETEBLIMU YCTPOUCTBAMU.

*+ He ycTaHaBnvBaiite yCTpoiicTBO B6NM3M (NOpsigka 2 M) a/1IeKTPUYECKUX U PaanoyCTPOIACTB.

* He pekomeHpayeTcs ucnonb3oBaTb paguoTenedoHsl 1 gpyroe obopyaosaHue, paboTtatollee Ha
yactoTe 2.4 'y nnn 5Ty, B pagnyce geinctemsa 6ecnposogHoii cetn Wi-Fi.

+ [penAaATcTBuA B BUAE CTEKNSAHHbIX/METAIINYECKUX KOHCTPYKLUNIA, KUPNUYHBIX/GETOHHBIX CTEH, a
TaKke eMKOCTM C BOAOW 1 3epKasia MOryT 3Ha4YMTelbHO YMeHbLUNTb paguyc gericteua Wi-Fi ceTtn.
He pekomeHayeTcs pa3meLlleHne co BHYTPEHHe CTOPOHbI (asibLUMNOTOMKE, TakK Kak
MeTa/ININYecKnii Kapkac Bbl3blBaeT MHOIO/Tly4eBOE pacnpocTpaHeHne curHana u ero 3aryxaHue
NPy NPOXOXAEHUN Yepe3 peLleTKy kapkaca hasibLUNoTosIKa.

5. TMpu pa3meLleHnn HeCKObKNX TOYEK pagmnyc COTbl AO/KEH NepecekaTbCs C coceHel COTON Ha ypoBHe
0T -65 fo -70 gbm. [lonyckaeTca yMeHbLUeHNe YPOBHSA curHana fo -75 obm Ha rpaHuLax coT, ecfiv He
npegnonaraeTcs ucnosb3osaHne VolP, N0TOKOBOro BMAeOBELLaHNS U APYroro YyBCTBUTE/IbHOIO K
noTepsim Tpadinka B 6ecnpoBOAHON CETU.
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3.3 PacueT Heo6xoAMMOro 4ncnia Touek goctyna

Mpw BbIGOpE KONMYecTBa HEOOXOAMMbIX TOUEK A0CTYyNa A1 NOKPbITUA NOMELLEeHNss He06X0ANMO NPOU3BECTU
OUEHKY TpebyemMoii 30Hbl oxBaTa. 151 60n1ee TOYHOM OLEHKM Heo6X0AMMO NPOU3BECTM paguonccnesoBaHme
nomeLLeHuns. MpnbnuanTenbHbIN paguyc oxeata yBepeHHoro npuema Todkm goctyna WEP-30L npy moHTaxe
Ha NoToJIKe B TUMNOBbIX OPUCHBbIX NomMeweHusax: 2.4 'y, — 40-50 m, 5 Ty, — 20-30 m. Mpy NOHOM OTCYTCTBUM
npenaTcTBuiA paguyc oxeata: 2.4 'y, — 8o 100 m, STy — go 60 m.

B Tabnvue 4 npuBeneHbl Npu6/IM3nTeNIbHbIe 3HAYEHUS 3aTyXaHus.

Tabnuua 4 — 3HayeHus 3artyxaHus

Martepuan N3meHeHNne ypoOBHA curHana, gb
24TTy 51Ty
OprcTekno -0,3 -0,9
Kupnnu -4,5 -14,6
Crekno -0,5 -1,7
'mncokapToH -0,5 -0,8
Jilely 1,6 1,9
PaHepa -1,9 -1,8
LLITykaTypka C MeTa/1/IN4eCKON CETKOW -14,8 -13,2
LLinako6n0ok -7 -11
MeTannnueckan pewleTka (suelika 13x6 M, -21 -13

MeTan1 2 Mm)

3.4 BblGOp KaHaOB COCEACTBYHOLLMX TOUEK

Bo n3bexaHne MexkaHasIbHOl MHTEPEPEHLIMI MEX 1Y COCECTBYIOLLMMM TOYKAMU A0CTyNa PEKOMEHAYETCS
YCTaHOBUTb HEMEPEKPbIBAIOLLMECS KaHasbl.

KaHanbi

2.402 Ty I‘i 22 MIy, H 2.483 Ty,

PucyHok 3 — O6Lias gyarpamma nepekpbITs YacTOTHbIX KaHanoB B 2.4 T,

14
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Mpumep cxeMbl pacnpegeneHnsa KaHanoB Mexay cocefHMU ToukaMu B avanasoHe 2.4 Ty npu wuprHe
kaHana B 20 MI'y, npmBefEeH Ha pUCYHKe 4.

PucyHok 4 — Cxema pacrnpefiesieH1si KaHasI0B MexXay cocefHMMM ToukamMu AocTyna B guanasoHe 2.4 'y npu
LMpuHe kaHauia B 20 MI'y,

AHa/I0TMYHO PEKOMEHYETCA COXPaHSATh AaHHbIVi MexaHU3M pacrnpeaesieHnsi KaHasloB Npy PacrosioKEeHUN
TOUEK MeXAay aTaxamu (PUCYHOK 5).

GE»
~ S =
ED e

C 1 = A
PucyHok 5 — Cxema pacnpefeneHns KaHa/oB Mexay COCeAHUMM TOUKaMU JOCTyna, PacrosIOKEHHbIMU MeXay

ATaKamun

Mpwn ncnonb3oBaHUK WMPKHBI KaHana 40 My, B agnanasoHe 2.4 ['TL, HeT HenepeKpbIBaKLWMXCA KaHasoB. B
Takux criyqasix CTOUT BblGUpaTb MakCUMaJIbHO OTAa/IEHHbIE APYr OT Apyra KaHaslbl.

5170 5330 5490 Weather 5730 5735 H835
MHz MHz MHz Radar MHz MHz MHz
1 | | I I |
EEEChannel # 182 3308y S28-CS3I88S8FF 23658
| I I

20 MHz
40 MHz
80 MHz

160 MHz

Examples of
non-contiguous
VHT80+80 MHz

setup

PucyHok 6 — KaHasbl, ucnonb3yemslie B gnanasoHe 5 'L npu wupuHe kaHana 20, 40, 80 MIy,
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4 YctaHoBka WEP-30L

YCTPOICTBO MOXET ObITb YCTAHOB/IEHO HA M/IOCKOI NOBEPXHOCTM (CTEHA, NOTO0K) NpU cobBN0AEHUN
WHCTPYKLMIA NO TEXHUKE 6E30MaCHOCTU U PeKOMEHAALMN, NPUBEAEHHbIX BbILLE.
B KOMNNIEKT NOCTaBKM BXOAUT KPENEX A/15 YCTAHOBKM YCTPOICTBA Ha M/I0CKYH NOBEPXHOCTb.

4.1 TopAafoK KpenseHnsa Ha CTeHY

1. 3akpenuTte NIacTUKOBbIV KPOHLITENH (BXOAUT B KOMM/IEKT NOCTaBKM) HA CTEHE:

MNacTHKOBEIA KPOHLITEH

WEP-30L

PucyHok 7 — KpenneHue KpoHLUTeliHa Ha CTeHe

+ MNpumep pacnonoXeHusi NNacTUKOBOrO KPOHLUTEiHA NOKa3aH Ha PUCYHKe 7.

+ Mpu ycTaHOBKE KPOHLUTENHA HY)HO NPOMNYCTUTbL NPOBOAA B COOTBETCTBYHOLLME Nasbl Ha
KPOHLUTENHE, PUCYHOK 7.

+ COBMECTUTE OTBEPCTMUS A5 BUHTOB Ha KPOHLUTEMHE C TaKUMM Xe OTBEPCTUSIMUA Ha MOBEPXHOCTU.
C NOMOLLbI0 OTBEPTKM MPUKPENNTE KPOHLLTENH BUHTAMM K MOBEPXHOCTMW.

2. YcTaHoBUTE YCTPOIACTBO.

* MoakniounTe Kabenu K COOTBETCTBYHOLLMM pasbeMaM ycTpoicTea. OnvcaHe pasbemMoB
npvBefieHo B pasaene KoHCTPYKTUBHOE VCTOSHEHVE,

+ COBMECTUTE YCTPOICTBO C KPOHLUTEHOM 1 3aMKCUPYIATE NOMOXKEHWE, MOTSHYB €70 BHU3.

16
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4.2 TopAagok kpensieHna Ha oanbLlUnoToNokK

© He pekomeHayeTcsi pasMellieHne C BHYTPEeHHel CTOPOHbI (PasibLUINOTO/IKA, TaK Kak METasI/INYeckuit
KapKac Bbl3blBaeT MHOr0/ly4eBOE PacnpOCTPaHEeHME CUTHasIa 1 ero 3aTyxaHue npu NPoXoXAeHUM
uepes peLLEeTKY Kapkaca habLUNoTo KA.

1 — MeTaNMyYeckunii KPOHLWTENH; 2 — naHeslb APMCTPOHT; 3 — N1ACTUKOBbIV KPOHLUITEWH; 4 — BUHTbI; 5 —
YCTPOICTBO.

PucyHok 8 — MoHTaX yCTpoiicTBa Ha (pasibLUMNOTOMNOK

1. 3akpenute MeTasl/IMYeckuii U NNacTUKOBBIA KPOHLLTENHbI HA NOTOsIKE (PUCYHOK 8).
+ CoeauHUTe NNACTUKOBBIN KPOHLWTENH (3) Ha hasibLUNOTO/KE C MeTa/IIMYeCKUM KpoHLWTeliHOM (1)
B CriefytoLLeM Nopsigke: MeTalIMYeCckuii KpOHLWTENH -> naHeb APMCTPOHT -> N1aCTUKOBBIIA
KPOHLUTEH.
* B nmaHenun ApMCTPOHI NpopeXbTe 0TBEPCTUE Pa3MEPOM C OTBEPCTUE METa/IINYECKOro
KpoHLTeliHa. Yepe3 gaHHoe oTBepCTME 3aBOAATCS NPoBoAa.
+ CoBMecTUTE OTBEPCTUSI HA META/IINYECKOM KPOHLUTEHE, MaHenn APMCTPOHT 1 N1aCTUKOBOM
KpoHLTelHe. [laiee COBMeCTUTE OTBEPCTUS A/18 BUHTOB Ha M/1aCTUKOBOM KPOHLUTENHE C TakuMu
X€ OTBEPCTUSIMM Ha META/I/IMYECKOM KpOoHLITeHe. C NOMOLLbI0 OTBEPTKU COeAnHUTE
KPOHLUTEVHbI BUHTAMW.
2. YcTaHoBUTE YCTPOICTBO.
+ Mopgkntounte Kabenm K COOTBETCTBYHLLMM pa3beMam yCTpoicTBa. OnncaHne pasbemMoB
npuBeaeHo B pasgesne KOHCTPYKTUBHOE UCTOMHEeHNE.,
+ CoBMecCTUTe YCTPOICTBO C N/IACTUKOBbIM KPOHLUTENHOM U 3adDUKCMPYIATE NOTOXEHWE,
noBopaymBast yCTPOCTBO MO YaCOBOI CTpesike.

4.3 TopsiioK CHATUA YCTPOMCTBA C KPOHLUTEHA
[ns cHATWA yCTpOoICTBA C KPOHLUTEHA:

1. MOTsIHUTE YCTPOIACTBO BBEPX (PUCYHOK 7).
2. CHuMUTE YCTPOICTBO.
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5 YnpaBneHue ycTpoicTBoM vepes web-uHtepdeic

5.1 Hauano pa6otsbl

[nsa Hayana paboTbl HY)XHO NOAKIOUNTLCS K YCTPOUCTBY no uHtepdgeincy WAN yepes web-6paysep:

1. OTkpoiiTe web-6pay3ep, Hanpumep Firefox, Opera, Chrome.

2. BBegute B afipecHoli cTpoke 6pay3sepa IP-agpec ycTpoiicTsa.

© 3asopckoii IP-aapec yctpolictea: 192.168.1.10, macka nogcetut: 255.255.255.0. Mo ymonyaHuio
YCTPOWCTBO MOXET nonyuntb agpec no DHCP.

Mpu ycnewHoM 06HapyXeHuM YCTPOCTBa B OKHE Gpay3epa 0To6pasuTcsi CTpaHuLa ¢ 3anpocoM VMEHN

nosib3oBaresia 1 naposis.

WEP-30L

3. BBeauTe umsa nonb3oBarens B CTPOKe «BBeAUTe NOrvH» 1 Naposib B CTPOKE «BBeaUTe naposib».

© 3aBopckue ycTaHOBKU: NOTMH — admin, naponb — password.

4. HaxxmuTe KHOMKy «BoinTn». B OkHE Gpay3epa OTKPOETCS MEHIHO MOHUTOPUHIa COCTOSIHMSA YCTPOMCTBA.

weLlTeX

IMOHMTOPUHT Radio VAP

Wi-Fi KnueHTs
CTatucTrka no Tpaduky
CrkaHuposanue 3cupa
KypHan codbITHi
CeTesan MHMOopMaLMa

MHhopMALMA O
panuonHTEpdeiicax

MHbopMaumA of yCTpoiicTee »

WEP-30L

CeTeBble HacTPOHKK BHELIHWE CEpPBUCH Cuctema

Wznenne
AnnapaTHas sepcus

3aeoackoi MAC-
agpec

CepuitHbIi HoMep
Bepcwa MO

Pe3aepBHan Bepcha
no

Bepcua 3arpysduka
CHCTEMHOE BpemA

Bpema padoTb

< OOHOBHTL

WEP-30L

1wl

68:13:E2:20:A3:40

WP52000038

n - (BbIXOQ)
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5. MNpn HeoBXOANMOCTN MOXHO MEPEKIOUNTL A3bIK 0TOBpakeHnsa nHdpopmaunn. Ana WEP-30L gocTynHbl
pycckas n aHrnuinckasa sepcun web-nHtepdeiica.

ELTEX  WEP-30L

MoHUTOpUHT  Radio VAP CETEBbIE HACTPOIKH BHELLHUE CEPBHCHI CUCTEMA -

Wi-Fi KnneHTH W3nenue  WEP-30L
AMNapaTHan Bepcun 11
CTaTUCTHKA MO TpadhuKy

3aBoackon MAC- B8 13:E2:20.A3:40
CKaHupoBaHue a(npa afpec
CepHAHLIA Homep WP52000038
Kypran cobeimuit
Bepcua MO

CeTegan WHpopMaLMA
PesepeHan BepcuA
) no
WMHthopMaLma o
panuouHTepdeiicax Bepous zarpysuuka

_ - CHCTEMHOE BpeMA 15.05.2023 06:46:23
WHcbopmauua of ycTpoicTse »

Bpema pagoTs 00:18:15

= OGHOBHTL

5.2 lMpuMeHeHne KoHurypauum n oTMeHa U3MeHeHui

1. MNpumeHeHre KoHpurypawmm

MpyU HaXaTWUK KHOMKWM 3anyckaeTcs npoLecc coxpaHeHns KoHdmrypauum Bo flash-namatb

yCTpOIicTBa 1 NPMMEHEHNEe HOBbIX HaCTPOeK. Bce HacTpoiikn BCTynatoT B cusly 6e3 nepesarpyskiu
yCTpolicTBa.

B web-nHtepdeiice WEP-30L peanu3zoBaHa B13yasnibHas UHANKALMS TEKYLLIETo COCTOSAHMSA npolecca
nprMeHeHnss HacTpoek (Tabnuua 5).

Tabnuua 5 — BusyanbHasi UHAMKaLUS TEKYLLLEro COCTOSIHMS NpoLecca NPMMEHEHNS HacTPoekK

BHeLuHwWiA Bup, OnucaHue cOCTOSIHUSA

lNocne HaxkaTns Ha KHOMKY «an/IMeHI/ITb» npoucxognT npouecc NnpuMeHeHNA n

3anuncuK HacTpoek B NamsTb ycTpoiicTBa. O6 3TOM MHOPMUPYET 3HAYOK il B
Ha3BaHMW BKMAAKN U Ha KHOMKe «MpUMEHNTb».

OG6 yCMNEeLHOM COXPaHEHNUN 1 NPUMEHEHUN HACTPOEK MHPOPMUPYET 3HAUOK

B Ha3BaHNWN BKNaaKu.

2. OTMeHa n3MeHeHui

© OtmveHa n3MeHeHW NPON3BOANTCS TOMBKO 10 HAXKATUA Ha KHOMKY «[IPUMEHNTL». Mpn HaxkaTum Ha
KHOMKY «MPUMEHUTb» M3MEHEHHbIE HA CTPAHULE NapameTpbl 6yayT 06HOB/MEHbI HA TEKYLLME 3HAYEHUS,

3anvcaHHble B NamsiTy ycTpoicTea. Mocne Haxatusi Ha KHOMKy «MpMMeHNTb» BO3BpaT K NpeablayLimm
HacTpoiikam 6yAeT HEBO3MOXEH.

. . ¥ OTMeHa
KHOMKa 0TMeHbI M3MEHEHWIT UMEET CefyoLniA BUA;
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5.3 OcHoOBHbIe 3n1eMeHTbl web-nHTepdelica

Ha pucyHke Hmxe npeacTaB/eHbl 3/1IeMeHTbl HaBurauum web-nHtepdeliica.

el TEeEX WEP-30L

MOHWUTOPHHT Radio VAP CeTeBbIE HACTPOWKM BHELLHWE CEpBMCHI CuHcTema - (BbIxOM)
Wi-Fi KnMeHTBI Wsnenune WEP-30L
AnnapatHan BepcuA 1v1

CTaTUCTHEA NO TPAHKY

3aeoackod MAC- 68:13:E2:20:A3:40
CKaHWpoBaHWe 3upa agpec
CEPHIHBIA HOMEp WP52000038
AypHan cobbITHI
Bepcua Mo

CeTesan HpopMaLMa
Pe3epBHan BEpCUA

rno
MHpopMaLuKa o

pagvouMHTEpDencax Bepcua sarpyaqmka
. CHCTEMHOE BpemMA 15.05.2023 06:55:20
MHgpopmauua of YyCTpoOUCTEE >
Bpema padoTl 00:27:12

= OGHOBHUTL

& 000 TMpednpusmue "3nmexc”. 2023 Bepcus M0: (Bepcug WEE:

OKHO NMO/b30BaTeNbCKOro nHTepdelica pasgeneHo Ha nNsaTb obnacTeii:

1. Bknagku MeH — ANns rpynnupoBKK NoAMeEH0 no kateropusm: MoHutopuHr, Radio, VAP, CeteBble
HacTpoiiku, BHelwHue cepBuckl, Cuctema.

2. Bbl6op A3blka UHTEPEiica 1 KHomka «(BbIXxo)», NpeAHa3HaveHHas A5 3aBepLUeHns ceaHca paboThbl B

web-nHTepdelice nog faHHbIM NoNb3oBaTeNeM.

Bknafakv nogmeHo — 415 ynpas/ieHNA MoJsIEM HacTpOeK.

Mone HacTpoek ycTpoincTBa — A/ NPOCMOTPa AaHHbIX 1 KOHUrypaLmu.

WHdhopmaunoHHoe none, otobpaxatoLlee sepcuto MO, yCTaHOB/IEHHYHO Ha YCTPONCTBE.

arw®
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5.4 MeH «MOHUTOPUHI»

B MeHI0 « MOHUTOPUHI» OTOBPAXKAETCS TEKYLLLEE COCTOSIHUE CUCTEMDI.

5.4.1 NoameHto «Wi-Fi KnneHTbI»

PykoBoacTBo no akcnyatauun WEP-30L, Bepcus 2.1.0

B nogmeHto «Wi-Fi KnueHTbI» 0TO6paxaeTcsa MHopmaLms o COCTOAHUN NoaktoveHHbIX Wi-Fi knneHToB.

NHdpopmaLmsa No NoAKAUYEHHbIM KNIMEHTAM HE OTOOpaXaeTcsl B peasibHOM BpeMeHW. 51l Toro YTo6bl
06HOBUTb UHPOPMALMIO HA CTPAHNLE, HEOBXOANMO HAXATb HA KHOMKY «O6HOBUTb.

= TEX  WEP-30L

MoHMTOPMHT  Radio VAP CeTeBhle HACTDOWKM  BHELLHME CEPBMCHI CucTEMa U~ BLIXOL
Wi-Fi knuenTs! > i OGHOBHTL
CTaTHCTHKa NO TpaguKky
Mms Link Link Quality RSSI, SNR, TX BW, RX BW, Bpems
CKAHMpOBaHME HOUpa Ne xocTa IP-agpec MAC-anpec WHTepdeiic  Quality Common aEM i1 TxRate RxRate Mry My paGoTsl
T — v 1 WB-2P- 100.109.1.238 e8:28.c1:db:8ce wilan0-vad 100 81 -48 8 HT MCS 14 CCK5. 5 20 20 19:21:24
LR2 130 5.5
eTeRaR HHDOPMALHA MepenaHo / NpUHATO Beero, DaiiT 364 393/ 31 196 MepedaHo ¢ ownOkamK, nakeTos 0
WrhopuaLms o MepefaHo / NpuHATC BCero, NakeTos 6 764 /292 TMoBTopsI NEpeaYy 3a NocnefHuin nepuon, naketos 0
panuouHTepeiicax
MepefaHo / NPUHATO AaHHBIX, 02T 336 665/ 30 720 Ofillee YACTO MOSTOPOR NEpefaym, nakeTos 1586
Wbopuaus 0 yCTporicTee Tepefako / NPUHATO JaHHbIX, nakeTos 5617 /284 CKOpOCTE Mepefaqn / npuema, Koutic  0/0
Mogynauns MepenaHo NakeToB TPHHATO NaKeTOR
CCK1 0 0% 92 27%
CCKS 0 0% 92 27%
MCSso 0 0% 21 6%
MCS1 0 0% 30 9%
MCSs2 1 0% 83 25%
MCS3 56 1% 14 4%
MCS4 3 0% 1 0%
MCSse 21 0% 0 0%
MCS7 T8 1% 0 0%
MCs9 23 0% 2 1%
MCS10 196 3% 1 0%
MCS11 439 8% 0 0%
MCSs12 3782 67% 0 0%
MCS13 637 M% 0 0%
MCSs14 288 5% 0 0%

* Ne — HOMep NOAK/HOYEHHOTO YCTPOWCTBA B CMUCKE;
* VIMs1 Xocma — ceTeBOe Ms YCTPOWCTBa,;
*+ IP-adpec — IP-agpec NOAK/IOYEHHOTO YCTPOICTBY,

* MAC-adpec — MAC-agpec noak/1l04eHHOro yCTpOMCTBa;

* MlHmepcpelic — nHTepgpeinc B3anmopgenctans WEP-30L ¢ nogk1to4eHHbIM YCTPOCTBOM;

* Link Quality — napameTp, KOTOpPbIi 0TOGPaXKaeT COCTOAHME NINHKA A0 K/IMEHTA, pacCUMTaHHbIA Ha
OCHOBaHWM KO/IM4yecTBa PETPAHCMUTOB NaKeToB, OTNPAaB/IEHHbIX K/IMEHTY. MakcuMasibHoe 3HaveHve —
100% (BCe nepepaHHble NakeTbl OTNPABUIUCH C NePBOWA NOMbITKN), MUHUMasIbHOE 3HadeHre — 0% (Hu
OAVH NakeT A0 K/IMeHTa He 6bl/1 YCMeLIHO OTnpaB/ieH). 3HaYeHne napamMeTpa paccumTbiBaeTcs 3a

nocnegHue 10 c;

Link Quality Common — napameTp, KOTOpbIi 0TO6paXaeT COCTOAHME NINHKA A0 K/IMEHTA, pacCUYUTaHHbI
Ha OCHOBaHWMW KO/IMYeCTBa PETPAHCMUTOB NaKeTOB, OTMPAaB/IEHHbIX KMEHTY. MakcMasibHoe 3HavYeHne
— 100% (Bce nepeaaHHble NakeTbl OTAPABUINCH C NEePBOIA NOMbITKM), MUHUMasIbHOEe 3HadeHne — 0% (Hu
OAVH MakeT A0 K/IMeHTa He 6bl/1 yCMeLIHO OThpaB/ieH). 3HaYeHre napameTpa paccunTbiBaeTcs 3a Bce
BpeMs MOAK/TIOYEHUS KNNEHT],

RSS! — ypoBeHb npyHMMaeMoro curHana, abwm;
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SNR — oTHOLWeHne curHan/wym, ob;

TxRate — kaHanbHasa CKOpPOCTb nepegauv, Mout/c;
RxRate — kaHanbHasA CKOpoCTb npuema, MouT/c;

Tx BW — nonoca nponyckaHus Ha nepegaye, My,

Rx BW — nonoca nponyckaHus Ha npueme, MI'u,

Bpems pabomsl — Bpemsa coegnHenuns ¢ Wi-Fi kineHTom.

[ns BbiBoga 60/1ee pa3BepHYTOW MHGYOPMaLMK Mo ONpeaeeHHOMY KIMEHTY BbIGEPUTE €ro B CMIUCKE.

Mofpo6HOe onuncaHve BKKYAET B cebsl criefytoLime napameTpsl:

lNepedaHo/npuHsIMo Bce20, 6alim — KONMYECTBO NepefaHHbIX/NPUHATLIX Ha MNOAK/IYEHHOE YCTPOCTBO
oaiT;

lNepedaHo/npuHsIMO BCe20, Nakemos — KOIMYECTBO NepefaHHbIX/NPUHATLIX Ha NOAK/IHYEHHOe
YCTPOWCTBO NaKeTOB;

lNepedaHo/npuHsAmMo 0aHHbIX, 6alim — KONNYEeCTBO NepefaHHbIX/MPUHATLIX Ha NOAK/THYEHHOe
YCTPOWCTBO 6ailT AaHHbIX;

lNepedaHo/npuHsIMO OaHHbIX, Nakemos — KONIMYeCTBO nepesaHHbIX/NPUHATBIX Ha NOAKNHYEHHOE
YCTPONCTBO NaKeTOB AaHHbIX;

lNepedaHo ¢ owubkamu, nakemos — KONNYeCTBO NaKeToB, NepefaHHbIX C OLWMOKaMy Ha NOAK/IIUYEHHOe
YCTPOWCTBO;

lMosmopsbi nepedayu 3a rnocsaedHull nepuoo, nakemos — KOIMYeCTBO NOBTOPOB Nnepefayn Ha
NOAKMOYEHHOE YCTPONCTBO 3a nocnegHue 10 c;

O6wee 4uc/10 N0BMOPOB rnepedayu, nakemos — KosiM4ecTso NOBTOPOB Nepesayn Ha NoAKI0YEHHOe
YCTPOICTBO 3a BCe BPEMS NOAK/THOYEHNS;

Ckopocmb repedadu/npuema, Kbum/c — akTyasibHas CKOPOCTb nepefayn Tpaduka B HacTOALWNIA
MOMEHT BPEMEHW.

22



PykoBoacTBo no akcnyatauun WEP-30L, Bepcus 2.1.0

5.4.2 TMoameHto «CTatnUCTuKa no Tpaduky»

B pasgene «CtaTucTuka no TpadmKy» 0ToGpaxatoTcs rpadovki CKOpocTy nepeaaHHoro/nosy4eHHoro

Tpadhuka 3a nocnegHne 3 MUHyTbI, @ TaKKe CTaTUCTMKA O KONMYecTBe nepeaaHHOro/nonyyeHHoro Tpadgmka ¢

MOMEHTa BK/TIOYEHUA TOYKM AO0CTYyna.

Mpadmk LAN Tx/Rx nokasbiBaeT CKOPOCTb NepegaHHoro/nony4yeHHoro tpagmka yepes Ethernet-unrepcpeiic

TOUKM AOCTyNa 3a nocnegHue 3 MyHyTbl. Mpadink aBTOMaTUYECKN 0OHOBNAETCSA Kavkable 6 CEKYHA,

Mpadomkn WLANO 1 WLANT Tx/Rx nokasbiBaloT CKOPOCTb NnepeaHHOro/nonyyeHHoro rpadouka
yepes nHTepelicol Radio 2.4 'y, n Radio 5 'y, 3a nocnegHne 3 MUHYTLI. padink aBToMaTn4ecku
06HOBNSAETCA KaxXable 6 CEeKyHA.

=LTEX

MOHWTOpUHT  Radio VAP

WILFi KHeHTSI
CTaTMCTUKE 1O TPagHKY >
CraHupoBaHHe aupa
KypHan coBbITHi
Ceresan nHopmana

HrpopmaLs o
panvomHTepeiicax

Wrdopuaums o8 ycTpoiicTae

WEP-30L
CeTestie HacTpoliku

WLANO Tx/Rx bps

Rx: 0 bps (max: 0 bps)
@ Tx 0bps (max 0 bps)

MAT27 11A7:39 11751 111803 114815 M827 830 101851 111903 MASNS 114927 111939 11951 11:20:03 112015 M:2027 ts
WLAN1 TURx bps

R 0 bps (max: 0 bps)
@ T 0bps (max: 0 bps)

AT27 11739 MA751 1101803 1101815 1191827 111839 111851 111903 1S5 111927 111939 1111951 112003 1120115 112027 ts
LAN Tx/Rx Kbps

R 15.7 Kbps (max: 33.8 kbps)
@ T 165 Kbps (max 17.3 kbps)

1803 111815 1111827 111839 111851 1111903 111845 111927 111939 111851 112003 1120115 112027 112039 112051 112103 ts

Mepeparo v

TPUHATO v

BHelHHe cepBicsl  CucTema -
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Onucanne Tabnuupl «lepedaHo»:
* MiHmepgelic — nma nHtepdeinca,

PykoBoacTBo no akcnyatauun WEP-30L, Bepcus 2.1.0

* Bcezo nakemos — KONIMYeCcTBO YCNELIHO OTrpaB/ieHHbIX NakeToB;
* Bceao 6alim — Ko/IM4ecTBO YCMeLHO OTNpaB/eHHbIX 6aiT;

+ Om6powWeEHO Nakemos — KOIMYECTBO NaKeTOB, OTOPOLLEHHbLIX NPV OTMPAaBKE;
* OWUbKU — KONMYeCTBO OLUNOOK.

MepepaHo v
WHTepdeilc BCero NakeTos Beero 6aiiT OTGPOLUEHO NAKETOE OWuEKN
LAN 4822 5618468 0 o]
WLANO 0 0 0 0
WLAN1 0 0 0 o]
€th0.200 3223 3776891 0 o]
wlan0-va0 0 0 0 0
wlan0-va1l 0 0 0 0
wlanQ-va2 0 0 0 0
wlan0-va3 0 0 0 0
wilan0-vad 0 0 0 0
wlan0-vas 0 0 0 0
wilanQ-vae 0 0 0 0
wilan1-va0 0 0 0 0
wlani-val 0 0 0 o]
wlan1-va2 0 0 0 o]
wlan1-va3 0 0 0 o]
wlan1-va4 0 0 0 0
wlan1-vas 0 0 0 0
wlan1-va6 0 0 0 0
OnucaHne Tabnuubl «[TpUHAMO»:

* MlHmepcpelic — nmsa nHTepdelica;

* Bcea2o nakemos — KO/IM4YecTBO YCNeLIHO NPUHATLIX NaKeTos;

* Bcezo 6alim — KO/IM4eCcTBO YCMeLHO NPUHATBIX 6aiT,;

* Om6powWeHo nakemos — KO/IMYeCTBO NakeToB, OTOPOLLEHHbIX NPY NOSTyYEHUY;

* OWUbKU — KONNYeCTBO OLUNBOK.
MpuHATO v
WHTeptpeiic BCero NakeTos Beero 6aiT OTEPOLEHO NaKETOR QWKNEKH
LAN 33547 3650608 o 0
WLANO 0 0 [} 0
WLAN1 0 0 0 0
eth0.200 13243 1337547 0 0
wian0-va0 o] 0 1] 0
wian0-val 0 0 o 0
wian0-vaz 0 0 0 0
wian0-va3 0 0 0 0
wilan0-vad o] 1] 0 0
wian0-vas 0 0 o 0
wian0-va6 0 0 [} 0
wian1-va0 0 0 0 0
wilani-val o] 1] 0 0
wian1-va2 o] 0 1] 0
wian1-va3 0 0 o 0
wiani-vad 0 0 0 0
wlan1-vas 0 0 0 0
wlani-vaé ] 0 0 0
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5.4.3 TMoameHo «CkaHMpoBaHue adompar

B noameHio «CKaHMpoBaHue 3achupar OCyLLECTBNSAETCA CKaHUPOBaHWE OKPYXXatoLLEero paanoadupa v
o6HapyXeHne coceiHUX ToUek AocTyna.

=L TEX WEP-30L
-
MoHuTOpUHT  Radio VAP CeTeBwie HacTpoiiku  BHeWwHne cepancsl  Cucrema - A
Wi-Fi KnueHTsl MocneaHee ckaknposaHme Obino 15.05.2023 07:08:03
CTaTHCTHRA NG TPAHKY

AvanasoH ssiD PeMM 6E30NACHOCTH MAC-aapec KaHan / LUMpuHa RSS!, ABM

Cranuposatne apupa > 24TTY Open 68:13:E2:20:A3:02 1720 20

SHypran coosmuit 241y WPAZ_1X E8:26:C1DACFAT 6/20 21

CeTesan uH(QOPMALMS 24TTY Open E8:28:C1:DACF:A2 6/20 21

MHbopmaLa o 24TTy WPAZ_1X EO:DIEZT0:94:10 6/20 33

paRHOTERGEca 24TTyY Open E8:26:CT:EC:DE:21 11720 34

Urichopmauys of yerpoiicse 241TY WPAZ 668:13:E2:0D:89:11 6/20 a7

2.4TTy WPAZ 68:13:E2:0D:89:12 6/20 a7

24TTY Open CC:9D:A2:CT:DF.D2 6/20 a7

2.4TTy Open E8:26:C1:C3:67:80 6/20 -39

24TTY WRAZ CC:9D:A2:C2:BB:20 11720 -39

24TTy Open E0-D9.EZ:91:4870 7120 -40

24TTY WPAZ EO:DIE3T4AACO 11120 -10

24TTy Open 68:13:E2:02:4D:60 6/20 -

24TTY WPAZ 68:13:E2:02:4D:62 6/20 a1

24TTy Open 68:13:E2:20:A2:02 11120 -4

24TTY Open 68:13:E2:20:A2.03 11120 a2

24TTy Open EO:DEZ93:10F1 1/20 43

24TTY WPAZ EO:DY.E3:8F:BD:50 11120 a4

24TTY WPAZ_1X EO:DYE:93:10:F0 1/20 -45

24TTyY Open EO:DYEZ482A30 11720 -46

Mocne HaxaTusa Ha KHoMKy «CKaHMpoBaTb» NpoLecc 6yaeT 3anylleH. MNocne 3aBepLlIeHns CKaHMpPOBaHNS
NOSIBUTCA CMUCOK OGHaPYXXEHHbIX ToYeK JoCTyna 1 nHopmMayms 0 HUX:

+ [Juana3oH — yKasbiBaeTcs AnanasoH 2.4 I'Tu nnn 5 'y, B KOTOPOM Obl/la 06Hapy)XeHa To4ka A0CTyna;
+ SSID — SSID o6HapyXeHHOW TOUKN A0CTYNa;

+ Pexxum 6e3ornacHocmu — Pexnm 6e30MacHOCT 0GHapYXEeHHOW TOUKM AOCTYNa;

+ MAC-adpec — MAC-aapec 06Hapy>XeHHOIH TOYKM A0CTYNa;

* Kanasi/lLlupuHa — pagnokaHas, Ha KOTOpoM paboTaeT 06Hapy)XeHHasi Touka JOCTyna;

* RSSI — ypoBeHb, C KOTOPbIM YCTPOIACTBO NPUHNUMAET CUrHau1 0BGHAPY)XEHHOM TOYKM A0CTyNna, ABM.

© Bo Bpems OCYyLLECTB/IEHNS CKAHMPOBaHWSA 3dmpa paaronHTepdeiic yCcTpoiicTea 6yeT OTK/IHOUEH, UTO
npueeneT K HEBO3MOXHOCTM nepegadn gaHHblx Ao Wi-Fi KnneHToB BO BpeMsi CKAHMPOBaHWS.
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5.4.4 TMoameHto «KypHasn cobbITU»

B naHHOM pasgene MOXHO NPOCMOTPETL CMUCOK MHPOPMALMOHHBIX COOOLLEHNI B peasibHOM BPEMEHW,
cofepxaluii cnegyoLLyo NHhopMaLmio:

-~
“LTEX  WEP-30L
MOHMTODMHT ~ Radio VAP CeTesble HACTROFKM  BHeWHHe CepBcel  CHCTeMa - (8sixon
WI-Fi KneHTs! T O4MCTHTE
CTaTHeTHka no Tpadmky
RaTa v BpeMA TMn Mpouece CoobueHne
Cratuposanie xpnpa May 15 07:08:03 daemon.info scanwian[2243] scan on interface 'wian* finished
KypHan coobITH > May 15 07:08:03 daemon info scanwlan[2243] scan on interface ‘wlan0' finished
CeTesan HHOPMALUSA Way 15 07:07:38 daemon.info scanwian[2243] start scan on interface ‘wiant'
Mipopuiatn o May 15 07-07:38 daemoninfo scanwlan[2243] start scan on interface 'wian0'
prAOTEpBEEa Way 15 06:41:32 daemon.info netconf[840] NETCONF disconnected from 100.110.1.159
Vikghophauis o0 yerpoficae May 15 06:41:32 auth.info 55hd[1282] Timeout, client not responding.
Way 15 06:41:30 daemon.info netconf[840] NETCONF disconnected from 100.110.1.159
May 15 06:41:30 auth.info ssha[1266] Timeout, client not responding.
Way 15 06:40:47 auth.info login[1718] root login on ‘console’
May 15 06:40:38 daemon.info networkd[560] DHCP-client: Interface €th0.200 obtained lease on 10.24.80.54.
May 15 06:40:35 daemon.info configd[183] The AP startup configuration was updated successfully by admin
May 15 06:40:35 daemon.info configd[183] The AP running configuration was updated successfully by admin
May 15 06:40:00 daemon.info netconf[840] NETCONF established connection with 100.110.1.159
May 15 06:40.00 auth.info ssha[1282] Accepted password for netconf from 100.110.1.159 port 47376 ssh2
May 15 06:40:00 daemon.info netconf[840] NETCONF established connection with 100.110.1.159
May 15 06:40:00 auth.info ssna[1266] Accepted password for netconf from 100.110.1.159 port 47374 ssh2
Jan103:10:45 daemon info networkd[560] DHCP-client: Interface br0 obtained lease on 100.109.0.167.
Jan 1 03:05:22 daemon.err networka[560] DHCP-client: Interface brd lease fail.
Jan 1 03:00:17 daemon info networkd[560] Networkd started
Jan 1 03:00:14 auth.info ssha[39] Server listening on 0.0.0.0 port 22

+ [lama u spemMsi — pata n Bpems, Korga cobbiTre 6b1s10 CreHepypoBaHo;
+ Tun — KaTeropvs 1 ypoBeHb BaXXHOCTUN COOLITUS;

+ [Npoyecc — vmsA npoLecca, creHepupoBaBLLIEro COO6LLEHME,;

+ CoobuwjeHue — onucaHne coobITus.

Tabnuua 6 — OnncaHne KaTeropuin BaXXHOCTU COObITUI

YpoBeHb Trn BaXXHOCTW COOGLLEHUIH OnwucaHue

0 UpesBblualiHble (emergency) B cucTeme npomsoLuna KputTuyeckas oLmoka,
cucTemMa MOXET paboTaTb HenpaBuIbHO

1 CurHans! Tpesoru (alert) Heobxoammo Hemea/1leHHOe BMeLlaTelbCTBO B
cuctemy

2 Kputnueckue (critical) B cucteme npousoLunia Kputuyeckas owmnoka

3 Owwn6ouHbIe (error) B cucteme npou3zoluna ownéka

4 MpeaynpexaeHns (warning) MpeaynpexaeHue, HeaBapuiiHoe COObLLEHNE

5 YBepomneHnus (notice) YBeloM/IEHNE CUCTEMbI, HeaBapuitHoe coobLLeHne

6 MHdhopmaumoHHble (informational) VHdopMaLuoHHble CO0BLEHNSA CUCTEMBI

7 OTtnagouHble (debug) OTnafo4Hble COO6LLEHVS NPeAOCTaB/IAIT

Monb30BaTeNto MHAOPMALMIO 4151 KOPPEKTHON
HaCTPOIKN CUCTEMBI

[ns nonyyYeHnsa HOBbIX COOBLLEHNIA B XXypHaUsie COObITUIA HEOOXOAUMO HaxaTb Ha KHOMKY «OGHOBUTb.

Mpy HEOGXOAMMOCTM BCE CTapble COOBLLEHNS U3 XXypHa/Ia MOXHO YAa/IUTb, HAXKaB Ha KHOMKY «OUNCTUTb».
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5.4.5 lMogmeHto «CeTeBas MHGopMaLns»

B noameHo «CeTeBasA MHhopmaLusi» OCYLLECTB/ISETCA NPOCMOTP OCHOBHBIX CETEBbIX HACTPOEK YCTPOICTBA.

= TeX

MoHWTOpUHT  Radic VAP

Wi-Fi KnneHTbI
CTaTucTUKa M0 TPaguKy
CraHupoBaHie apnpa
YypHan coobimnit
CeTesan uHbopMaLA >

Wrchopmauus o
pasHoMHTEpCelicax

VHEOPM2 1A 06 YCTpOfiCTEe

WEP-30L

CeTeBble HACTPOWKH  BHElWHHE CepBuCE  CiHCTeMa

Cratyc WAN
UnTepgeiic
MpoTokon
1P-anpec
MpHHATO
Mepeaaxo

Ethernet

CocTosHme nopra
CropocTs

Aynnexc

Ne IP-anpec
0 10.24.80.26

1 1024801

MapLpyTbl v
Ne MhTepdeiic
0 €th0.200

1 €th0.200

ethn.200

DHCP

1024 80 54

5.8 MGaiT (6 120 996 GaiiT)

5.7 MOaT (5 997 679 OaiT)

up
1000

Full

MAC-aapec
DE:5ED360:ADF4

EODYE3E8E140

HazHavenne W3 Macka ®narn
0.0.0.0 10.24.80.1 0.00.0 uG

10.24.80.0 0.0.0.0 255.255.255.0 u

Cratyc WAN:

* VIhmepgbelic — nms bridge-nHtepdeliica;

+ [pomokos1 — NPOTOKO/, MCNonb3yeMblii ansa agoctyna k cetn WAN;
+ IP-adpec — IP-aapec yCTpoiicTBa BO BHELLHEN CETY;

+ lNpuHssMo — KonuyecTBo NpuHATBLIX Ha WAN 6aiT;

+ lNepedaHo — KoNn4ecTBO nepeaaHHbIx ¢ WAN 6alirt.

Ethernet:

+ CocmosiHue nopma — cocTosiHue Ethernet-nopta;
+ CKopoCcmb — CKOPOCTb NOAK/IYEHUS No nopty Ethernet;
« dynnekc — pexum nepegaqn faHHbIX:
* Full — nonHbIi aynnekc;
+ Half — nonyaynnekc.

ARP:

B ARP-Tabnuue cogepxntca nipopmanms o cootrsetctamm IP- 1 MAC-aapecoB coceiHNX CETEBbIX YCTPOWCTB:

+ IP-adpec — IP-agpec yCTpoicTBa;

+ MAC-adpec — MAC-aapec ycTpoiicTBa.

MapLupyThbl:

* Mihmepgpelic — nms bridge-nHtepdeiica;

* HasHaueHue — IP-agpec xocTa Uiy NoACeTV Ha3HaYeHWs, A0 KOTOPbIX YCTAHOB/IEH MapLUPYT,
* Lmo3 — IP-agpec Wwno3a, Yepes KOTOPbI OCYLLECTBSIETCS BbIXOA HA agpecaTta;

* Macka — macka nogcetu;
+ ¢s1a2u — onpefeneHHble XapakTepUCTUKN AAaHHOTO MapLupyTa.
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CyLLEeCTBYIOT ClieaytolLMe 3HaueHns goaros:

U — yKkasbIBaeT, UTO MapLUpyT CO34aH ¥ AB/SAETCA NPOXOAMMbIM.

H — yka3biBaeT Ha MapLupyT K onpeaeneHHOM y3iy.

G — ykasbIBaeT, YTO MapLUpyT nNposieraet Yepes BHeLWHW W3, CeTeBoW MHTepdelic cucTembl
npefocTaBnseT MapLUpyTbl B CETU C NPAMbIM NOAKNIOYEHEM. Bce npoyre mapLupyTbl NPOXOASaT
yepes BHeLWHWe Wwo3bl. Pnarom G oTMeyaroTcs BCe MapLUpyThbl, KOOME MapLIpyTOB B CETU C
NPAMbIM NOAK/THOYEHNEM.

R — ykasbIBaeT, UTO MapLLpyT, CKopee Bcero, bbl1 co34aH ANHAMUYECKUM MPOTOKO/IOM
MapLupyTM3aumm, paboTaroLmmM Ha NIOKasTbHOM cucTeme, nocpeacTBOM napameTpa reinstate.

D — ykasbIiBaeT, UTO MapLUpyT 6bls1 fO6aBNEH B pe3y/ibTaTe NoslyvyeHns coobLLeHNs
nepeHanpasneHus ICMP (ICMP Redirect Message). Koraa cuctema y3Haet o MapLipyTe 13
coobuweHnst ICMP Redirect, mapLipyT Bko4aeTcsa B Tabavuy MapLupyTm3aunn, YTobbl UCKIHOYNTL
nepeHanpasneHve a8 nocnefyowmnx NakeTos, NpegHasHauYeHHbIX TOMY Xe agpecary.

M — ykasbIBaeT, UTO MapLUpyT NOABEPrCs U3MEHEHMIO, BEPOSTHO, B pe3ysibTare paboThl
AVHaMNYeCKOro NpoToKo/1a MapLUpyTM3aLmm Ha IOKaslbHON cucTeMe 1 NpUMeHeHUs napamerpa
mod.

A — yKka3blBaeT Ha 6ydepun3oBaHHbIli MapLUpyT, KOTOPOMY COOTBETCTBYET 3anuch B Tabnuue ARP.
C — yKasbIBaeT, UTO UCTOYHMKOM MapLupyTa fABnseTcsa 6ydep mapLupyTusauum agpa.

L — ykasbIBaeT, YTO NyHKTOM Ha3HayeHus MapLupyTa sBSeTcs OAuH U3 aapecoB AaHHOro
KomnbloTepa. Takue «10KasibHble MapLUpyThbi» CYLLECTBYIOT TO/IbKO B Bydiepe mMapLupyTUsaumm.

B — ykasbIBaeT, YTO KOHEYHbIM NMYHKTOM MapLupyTa SBMSEeTCA LWMPOKOoBeLaTebHbll agpec. Takue
«LLUMpPOKOBeLLaTeNbHblE MapLLUPYTbI» CYLLECTBYIOT TONIbKO B Bydhepe MapLupyTM3auuun.

| — yKasbIBa€eT, UTO MapLUpyT cBA3aH ¢ KonbLeBbiM (loopback) nHtepdpelicom ¢ Lenbio MHOWA,
HeXxenn obpalleHne K KosbLEBOW CETU. Takne «BHYTPEHHME MapLUPYTbI» CYLECTBYHOT TO/IbKO B
6yhepe mapLupyTm3aLmn.

I — ykasbIBaeT, UTO AeTarpammbl, HanpasnsemMble Mo 3TOMy agpecy, 6yayT oTBeprarbes
CUCTEMOM.
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5.4.6 TMoameHto «MHGopmauusa o pagmonHTepgencax»

B nogmeHto «<MHpopmauusa o paguonHtepdeiicax» 0TO6paXKeHO Tekyllee COCTosIHMe paanonHTepdelicoB
WEP-30L.

(TEX WEP-30L

MOHWTOPMHT ~ Radic VAP CeTeBbie HaCTPOAkM  BHEWHME CEpBMCEl  CHCTeMa - 8bIX0)

Wi-Fi KTl Radio 2.4 Ty
CTaTHCTHKA N0 TpaduKy Cratyc BuikniyeHo
CraHupoBatie 3pHpa MAC-agpec  68:15.E2.20.45.40
Pexun  IEEE 802.11b/g/n/ax
KypHan coosITHiA
Radio 5Ty
CeTeBan HHQOPMALYR
Cratyc  Boikniodero
WHpOpMaLUA O ;
pamonTepeicax> MAC-ampec  68:13:E220:A3:48
Pesum  IEEE 802.11a/n/aciax
Wrehopmayns o ycTporicTee

PagnovHTepdielicbl TOUKM AOCTYNa MOMyT HAXOAUTLCA B ABYX COCTOAHUAX: «BK/IIOYEHO» 1 «BbIK/THOYEHOY.
Craryc Kaxaoro nu3 paamovHTepeincos oTpaxaeTcs B O4HOMMEHHOM napameTrpe «CTaryc».

Crartyc Radio 3aBMCUT OT TOr0, €CTb JI1 Ha JaHHOM paguovHTepdelice BK/IHOYEHHbIE BUPTYasIbHbIE TOUKM
poctyna (VAP). B cnyyae, ecnv Ha pagnovHTepdeiice umeetcst XoTsi 6bl ogHa aktuBHasa VAP, Radio 6yaet
Haxo4uTbCA B cTaTyce «BknoyeHo», Havye — «BbIKMHYeHo».

B 3aBucmmocTu o1 ctatyca Radio Ans MOHUTOpPUHra 4OCTynHa cneayouan nHpopmayms:
«BbIKNHOYEHOY:

+ Cmamyc — COCTOsIHue paguovHTepdeiica;
* MAC-adpec — MAC-agpec pagnonHtepdeiica;
* Pexxum — pexum paboTbl pagnonHTepdelica cornacHo ctaHgaptam IEEE 802.11.

«BKAHOYEHOY:

+ Cmamyc — COCTOsiHue paguovHTepdeiica;

* MAC-adpec — MAC-agpec pagnonHtepdeiica;

* Pexxum — pexxunm paboTbl pagnonHTepderica cornacHo ctaHgaptam IEEE 802.11;

* Kanas1 — Homep 6ecrnpoBOAHOIO KaHana, Ha KOTOpoM paboTaeT paanonHTepdeiic;

* LlupuHa KkaHa/1a — WMpUHa NooCkl YacToT KaHas1a, Ha KOTOPOM paboTaeT paavonHTepdeiic.
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5.4.7 NMoameHto «MHdopmaumsa 06 ycTpoincTee»

B nogmeHto «<MIHpopmauusa 06 ycTpoicTBe» 0TOOpaxeHbl OCHOBHbIe xapaktepuctukn WEP-30L.

S TEX  WEP-30L

MoHuTOpUHr  Radio VAP CeTesble HAacTpoiiku BHELUHUE CEPBUCHI CHcTEMa -~ BLIXO/1)

WI-Fi KNUeHTb! Wapenue  WEP-30L
AnnapaTHan sepcua w1
CTatucTika no Tpadmky
3asoackoil MAC-agpec 68:13:'E2:20:A3:40
CkaHWpOBaHUe 3(upa

CepHitHbIi Homep WP52000038
JKypHan coGeITuid Bepoia MO
CeTeBan MH(opMaLnA Pe3sepeHan sepcud N0
MHOpMALMA 0 BepcuAa sarpyadmka
PaanouHTEppeicax CucTeMHOe BpeMa  18.05.2023 05:40:23
Hdpopmauna of yeTpoicTee » Bpema patoTel 18:09:54

£ OGHOBUTH

* M130e/iue — HaMMeHoBaHne MoLeNn YyCTPOUCTBa;

+ Annapammsasi sBepcusi — Bepcus annaparHoro obecneyeHnss yCTponcTea;

+ 3asodckoli MAC-adpec — MAC-agpec WAN-uHTepdhelica ycTpoiCcTBa, YCTaHOB/IEHHbIN 3aBOAOM-
N3roToBUTENEM,

+ CepuliHbili HOMep — CEPUNHBIA HOMEP YCTPOMUCTBA, YCTAHOB/EHHbI 3aBOA0OM-U3rOTOBUTENEM;

* Bepcusi O — Bepcus nporpammMHOro obecrnevyeHns yCTpoucTea;

* PesepsHas sepcus IO — npeapblayuias yctaHoBsieHHada sepcus MO;

* Bepcusi 3a2py3quka — Bepcus nporpaMMHOro obecrneyeHuns 3arpysyvka ycTponcTsa;

+ CucmeMHoe BpeMsi — TeKyLluue Bpems 1 Aara, yCTaHOB/IEHHbIE B CUCTEME;

* Bpewmsi pabombl — BpeMsi pab0oTbl C MOMEHTa NOCNeAHEro BK/IOYEHMSA NN Nepe3arpys3ku ycTponcTaa.
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5.5 MeHw «Radio»

B meHto «Radio» npon3BoaMTCca HacCTpolika paguonHTepdelicoB yCTpolicTea.

5.5.1 MoameHto «Radio 2.4 I'u»

B noameHto «Radio 2.4 I'u» ocyLLeCTBAAOTCS HACTPOIKM OCHOBHbIX NapaMeTpoB paavonHTepdeiica
yCTpOIiCTBa, paboTatolLero B AnanasoHe 2.4 I,

LTEX  WEP-30L

MOHHTOPHHT Radio VAP CeTeBble HaCTpOAKKn BHelH1e CEPBUCHI Cuctema - (BbixOA,

Radio 2.4 TTy » Qblune
Radio 5 'y PEHKMM |IEEE 802.11b/g/nfax v
JlononHuTenbHe ABTOMATHYECKHA BLIGOD Kakana

OrpaHn4uTh CNUCOK KaHANOB

WupuHa kaHana, My 20 i

IMOWHOCTE CUrHaNa, ABM 16 v

* Pexum — pexum paboTbl MHTepdelica cornacHo cregyrolwmmM cTaHaapTam:
+ |IEEE 802.11ax
+ |EEE 802.11b/g/n
+ |EEE 802.11b/g/n/ax

* ABmomamuyeckul BbI60p KaHasia — Npyu yCTaHOBNEHHOM ch/iare Touka 6yaeT aBToMaTuyeckm
BblOMpaTb HaMEHee 3arpy>eHHblii pagnokaHan ans pa6otbl Wi-Fi-uHtepdpeiica. MNpu cHaTom donare
OTKpbIBaAETCA AOCTYN A1 YCTaHOBKM CTaTUYeCcKoro paboyero kaHana.

* KaHas1 — BbIOOp KaHana nepefayv faHHbIX.

+ O2paHuyumsb CrucoK KaHasi08 — Npu yCTaHOBNIEHHOM ch/iare Touka focTyna 6yaeT UCnosib30BaThb
OrpaHNYeHHbI Nob30BaTeNeM CMNCOK KaHa/I0B A1 paboTbl B aBTOMaTUYECKOM pexrmMe Bbibopa
kaHana. Ecnu donar HanpoTtue «OrpaHnYnTb CNUCOK KaHa/10B» HE YCTAHOB/EH WX B CMIUCKE OTCYTCTBYIOT
KaHasbl, TO TOYKa gocTyna 6yaet BbiompaTtb pabounii KaHan 13 BCeX JOCTYMHbIX KaHa10B JaHHOro
AmanasoHa yacToT. KaHasnbl gnanasoHa 2.4 'y: 1-13.

* llupuHa kaHasa, My — WwnpmnHa Nonockl YacToT KaHas1a, Ha KOTOPOM paboTaeT Touka A0CTyna,
npuHMUMaeT 3HaveHusa 20 n 40 Mlu.

* OCHOBHOU KaHa/1 — napameTp MOXET ObITb M3MEHEH TO/IbKO NPY NPOMYCKHOM CNOCOBGHOCTN CTaTUYECKN
3a/laHHOro KaHana, pasHoii 40 MI'y,. KaHan 40 MI'y, MOXHO cyMTaTb COCTOSILLMM U3 ABYX KaHanos no 20
MT U, KOTOpbIe rpaHnyaT B YaCTOTHOM 06nacTu. ITK ABa KaHana
20 MI'y Ha3bIBaAKOT NEPBUYHLIM U BTOPUYHBLIM KaHanamu. MepBrYHbIA KaHan UCNosb3yeTCs KIMeHTamu,
KOTOpble NoAAEePXMBAIOT TOMIbKO NOJIOCY nponyckaHua kaHana 20 Mry;

« Upper — nepBnYHbIM KaHanoMm ByaeT BepxHuii kaHan 20 My, B nonoce 40 Mlu;
* Lower — nepBUYHbIM KaHaI0M 6yAeT HMWKHWUIA kaHan 20 MI'y, B nonoce 40 Mru,

* MowHocmb cu2Hana, 0bm — perynvposka MowHocTu curHana nepegaryunka Wi-Fi 8 gbm. NpuHnvaet

3HayeHue ot 4 o 16 gbm.

31



PykoBoacTBo no akcnyatauun WEP-30L, Bepcus 2.1.0

© B cnyuae, ecriv B cnivcke «OrpaHnUnNTb CYCOK KAHAI0B» YKa3aH HeloCTYMHbIV 415 BbIGopa KaHau, TO

OH OyfeT OTMeYeH cepbiM LBETOM. [1118 TOro 4ToObl HOBasi KOHMUrypauus obls1a NnpUMeHeHa Ha ToUke
[ocTyna, B cnucke «OrpaHnynTb CNMCOK KaHa0B» AO/MKHbI ObITb YKa3aHbl TO/IbKO AOCTYMHbIE
(BblAeNeHHbIe CUHUM LIBETOM) KaHaslbl.
Mpumep. Ha Touke gocTyna elle He NPoM3BOANIIOCH HUKAKMX HAaCTPoek, No yMonyaHuio Ha Radio 2.4
My yctaHoBneHa «LlWupnHa kaHana» 20 MI'y, a B cnncke «OrpaHnynTb CNUCOK KaHa/10B» yKasaHbl
KaHanbl: 1,6, 11.
Jonyctnm, Heo6XxoANMO YCTaHOBUTL napameTp «LUnprHa kaHanax, paBHbii 40 MIU,. Mpn M3MEHeHUN
paHHoro napametpa ¢ 20 My, Ha 40 MI'y npoucxoguT cneayroulee:

« ONS pefakTupoBaHnst OTKpbiBaeTcsl napameTtp «OCHOBHOM KaHa», NPUHUMAaOLLIMIA 3HAYeHne no

yMosnyaHuio «Lower»,
+ kaHas1 11 B cnucke «OrpaHnYmTb CMUCOK KaHaU10B» MEHSIET CBOW LIBET C CUHETO Ha Cepblii.

Ecnun namenntb napametp «LnpuHa kaHana» Ha 40 MI'y, 1 He yaannTb cepble KaHaslbl U3 CNUCKa, TO
NPy HaXXaTun Ha KHONKy «MpuMeHuTb» B 6pay3epe nosasuTcs olunbka «BBefeHHble faHHble cogepxar
OLWKNOKKN. N3MEHeHNS He OblIv NpUMEHeHbI». COOTBETCTBEHHO, KOH(UIypauusa ToUkn gocTyna
N3MeHeHa He GyAeT. 3TO MPOUCXOAMT MO NPUYMHE TOro, YTO KaHasibl, Bbl4e/IEHHbIE CEPbIM LIBETOM B
cnucke «OrpaHnynTb CNMCOK KaHasI0B», HEe NOAXOAAT nof onpegeneHme «OCHOBHOM KaHasn» = Lower.

B pasgene «[ononHNTENbHO» OCYLECTBASETCA HACTPOKa AOMNO/THUTE/bHbLIX NapaMeTpoB paanovHTepdelica
YyCTpOWCTBA.

LOoNonHUTENBHO v

0BSS Coexistence

<]

KopoTkMi 3aLWTHEIA MHTepBan

4]

STBC O
epnoa oTNPaBKK CNYKEGHBIX COOBLUEHNIA, MC 100
Mopor @parMeHTaLmMH 2346
Mopor RTS 2347

Arperayms

<]

<]

KopoTkas npeamdyna

LLeiinep Broadcast/Multicast, nak/c
Wi-Fi Multimedia (WMM)
Pexuam pabotel DHCP Snooping ignore v

Brnwo4uTh Q0S5 O

* OBSS Coexistence — pexvuM aBTOMaTUYECKOro yMeHbLUEHUS LUMPUHBI KaHasia Npw 3arpy>XeHHom
pagnoadhupe. MNpu yctaHOBNEHHOM ¢h/iare peXxxmm BKJTHOUEH.

* Kopomkul 3awyumHbIl uHmMepsass — NoAAEePXKKa YKOPOUEHHOro 3aLlMTHOrO HTepBasia. Touka gocTyna
nepefaeT AaHHble, UICNO/b3ys 3aluTHbI nHTepBas B 400 He (BMecTo 800 HC) Npu 06LEHUN C
K/IMeHTaMu, KOTopble Takke NoaaepXMBatT KOPOTKUIM 3alUTHBIA MHTepBaUl.

+ STBC — meTof, NpOCTPaHCTBEHHO-BPEMEHHOIO 6/104HOI0 KOAMPOBaHUSA, HaNpPaB/IeHHbIM Ha NOBbILLEHNE
HaeXHOCTU nepesayn AaHHbiX. MNpu ycTaHOBEHHOM dhyiare yCTPOMCTBO nepefaet O4UH NOTOK AaHHbIX
yepes HeCKO/bKO aHTeHH. Ecnin dpnar He ycTaHOB/EH, yCTPOMCTBO He NepefaeT O4WH U TOT Xe NOTOK
[aHHbIX Yepe3 HECKOJIbKO aHTEHH.

* [Mepuod omnpasKu c/1y)KebHbix coobweHul — nepunog nocbisikn Beacon-thpeimos. ®peimbl
nepegaroTcs /18 06HapyXeHnsa ToUkn goctyna B acpupe. MNapameTp npuHnumaet 3HadeHnsa 20—-2000 mc,
no ymonyaHuio — 100 mc.

* [Mopoz chpacmeHmayuu — nopor hparmeHTaumm gopeiima B 6aintax. MprHMmaeTt 3HaueHmsa 256—2346, no
yMoiyaHmio — 2346.
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* [Mopoe RTS — ykasbIBaeT 4Y1C/0 GaiiT, Yepes KOTOpPOe NnocklnaeTcs 3anpoc Ha nepegady (Request to
Send). YMeHbLUEHME AAHHOTO 3HAUYEHMA MOXET Y/YULINTL PaBGoTy TOYKM fOCTyna Npu 60/1bWoM
KO/IMYeCTBE NOAK/THOYEHHBIX K/TMEHTOB, OAHAKO 3TO YMEeHbLUAeT 06LLYH MPONYCKHYK CMNOCOOHOCTL
6ecnpoBogHoli cetu. MNpuHnmaeT 3HadeHns 0—2347, no ymonyaHuo — 2347.

+ Agpezayusi — BknoveHne nogaepxkm AMPDU/AMSDU.

+ Kopomkas npeambysia — UCNosib30BaHNe KOPOTKOM npeambysbl naketa.

* Llelinep Broadcast/Multicast, nak/c — npy ycTaHOBNEHHOM ¢onare BbIMOSIHAETCA OrpaHMyeHne
nepegayv LMpOKoBELWaTe/IbHOro/MynbTUKACTOBOro Tpadmka no 6ecnpoBoAHON ceTu. JIumMnt ans
LUMPOKOBELLLATE/IbHOTO Tpadhrka MOXHO yKa3aTb B NOSABUBLLEMCS OKHe (nak/c).

* Wi-Fi Multimedia (WMM) — BkntodeHue nogaepxkn WMM (Wi-Fi Multimedia).

« Pexxum pa6omsi DHCP Snooping’ — BbI6op nonutukm 06pa6oTkv DHCP onumy 82. [locTynHble 3HaYeHNs
Ans Bblbopa:

* ignore — obpaboTka onuumn 82 oTk/IYeHa. 3HaYEHMe Mo YMOTYaHWIo;
* remove — TOYKa [JoCTyna ygasnser 3HadyeHue onuun 82,
* replace — Touka focTyna NoACTaBAET UK 3aMeHsieT 3HadeHne onuun 82. Mpu BbIGope faHHOro
3HauYeHus 418 pefakTMpoBaHNA OTKPbIBAKOTCS CriedytoLLme napameTpsbi:
+ Onyus 82 popmam CID — 3ameHa 3HaveHusa napameTpa CID, MOXeT NpuHMMAaTh 3HAYEeHUS:
+ APMAC-SSID — 3ameHa 3HaueHuns napametpa CID Ha <MAC-agpec Toukn goctyna>-
<nmsa SSID>. 3HavyeHne No yMOoN4aHuio;
+ SSID — 3ameHa 3HavyeHus napameTpa Ha umsa SSID, K KOTOPOMY NOAK/THOUEH K/TNEHT,;
+ custom — 3amMeHa 3HadyeHus napametpa CID Ha 3HaueHwue, ykazaHHOe B
napameTpe «Onumsa 82 yHukasbHblin CID»;

* Onyus 82 yHukasibHbIlU CID — npon3BosibHasA CTpoka A0 52 CMMBOJIOB, KOTOpas
6ypet nepepasatbcs B CID. Ecnv 3HaueHne napamerpa He 3aaHo, Touka byaet
n3meHaTb CID Ha 3HaveHue no ymonyaHuio — APMAC-SSID;

* Onyus 82 popmam RID — 3ameHa 3HauyeHnsa napametpa RID, moxeT npuHumartb
crefyroLme 3HavYeHns:

+ ClientMAC — n3ameHsiTb cogepxunmoe RID Ha MAC-agpec K/IMEeHTCKOro yCTpOocTBa.
3Ha4veHune No ymosniyaHuio;

+ APMAC — n3meHaTb cogepxumoe RID Ha MAC-agpec Touku JoCTyna;

+ APdomain — nameHsitb cogepxunmoe RID Ha JOMEH, B KOTOPOM HaxoAmMTCS Touka
[ocTyna;

+ custom — n3meHATb cogepxmmoe RID Ha 3HaueHue, ykazaHHoOe B napametpe «Onuums
82 yHuKanbHbIn RID»;

* Onyus 82 yHukasibHbIU RID — Nnpon3BosibHas cTpoka Ao 63 cMMBO/I0B, KOTopas
6yaet nepepasatbcs B RID. Ecnn 3HayeHre napameTpa He 3afaHo, Touka byaet
n3meHsTb RID Ha 3HayeHne no ymonyaHuto — ClientMAC;

+ ®@opmam MAC-adpeca — Bbl6op pasgenutenein oktetoB MAC-agpeca, KOTopblli nepegaeTcs
B CID n RID:
* AA:BB:CC:DD:EE:FF — B KayecTBe pa3feniMtens BbICTynaeT 3HaK ABOETOUUS.
3Ha4yeHune No ymosnyaHuio;
* AA-BB-CC-DD-EE-FF — B KayecTBe pasfenuTens BbiCTynaeT 3HaK Tupe.

* Brsmoyumsb QoS — npu yCTaHOBNEHHOM donare A4OoCTynHa HacTpoika oyHKUNMin obecrneveHuns kauecTsa

o6cnyxusaHua (Quality of Service).

"MonHoueHHas noaaepxka yHKLMOHANA NNaHUPYETCA B CNEeAYIOLLX BEPCHSX.
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[N HaCTPOIikM o6ecneyveHnst KayecTsa 06CNYXMBaHUS AOCTYMHbI Cneayrowme yHKUNK:

AP EDCA Parameters
Ouepeds AIFS cwMin cwMax TXOP Limit

Data 3 (©oH) 7 15 . 1023 v 0

Data 2 (Best Effort) .

Data 1 (Buneo) 1 7 v

Data 0 (fonoc) 1

)
-
~
-

47

Station EDCA Parameters
Ouyepedk AIFS cwMin cwMax TXOP Limit

Data 3 (©oH) -

Data 2 (Best Effort)

&)
o
-
o
]
1)
-
o

Data 1 (Buneo) 2 7 v

Data 0 (fonoc) 2 3 v 7 v A7

« AP EDCA parameters — Tabnuua HacTpoek napaMeTpoB Touku AocTyna (Tpadvk nepeaaeTcs oT TOUKM
[0CTYNa K KNUEeHTY):

+ Ouepedb — nNpeponpeseneHHsblie ovepean 418 pasfiMyHoro poga Tpaduka:

« Data 3 (®oH) — HU3KOMPUOPUTETHASA OYepe/ib, BbiCOKasi NPOMyCkHasi CNOCO6HOCTb
(npuoputeTbl 802.1p: cs1, cs2).

« Data 2 (Best Effort) — cpefHenpropuTeTHas! o4epe/lb, CPeAHss NPoMnyckHas Croco6HOCTb U
3agepxka. B gaHHyt0 ovepeb oTrnpasnseTcs 60/bWMHCTBO TPaAMLMOHHbIX IP-AaHHbIX
(npuoputeTsbl 802.1p: cs0, cs3).

« Data 1 (Budeo) — BbICOKONPUOPUTETHAS oUYepepb, MUHMMasIbHbIE 3a4epXKn. B AaHHO
ouyepean aBTomaTnyeckn obpabarbiBalTCA BUAEOLAHHbIE, HYBCTBUTE/IbHbIE K BPEMEHN
(npuoputeTbl 802.1p: cs4, csb).

« Data 0 (lF'osoc) — BbICOKONPUOPUTETHASA oYepeib, MUHUMa/IbHbIE 3aePXKN. B faHHOl
ouepean aBTomaTMyeckn obpabarbiBalTCA AaHHbIe, HyBCTBUTE/IbHbIE K BDEMEHW, TakMe Kak
VolIP, notokoBoe Buaeo (npvoputetsl 802.1p: cs6, cs7).

+ AIFS — Arbitration Inter-Frame Spacing, onpegensiet Bpems oxugaHusi Kaapos (dppeliMoB)
OaHHbIX, U3MepseTcs B cnoTax, NPUHUMaEeT 3HadvyeHns 1-255.

* cwMin — Hayas/IbHOE 3Ha4YeHne BpeMeHN oXngaHus nepes noBTOPHOM OTNpaBKoW Kaapa,
3afjaetcsa B MUIINCEKYHAAX, NpUHUMaeT 3HaveHdna 1, 3,7, 15, 31, 63, 127, 255, 511, 1023.
3Ha4veHne cwMin He MOXeT npeBblWarsL 3Ha4eHne cwMax.

* cwMax — MakcMMasibHOe 3HavYeHne BpeMeHN OXngaHus nepes noBTOPHOW OTNPaBKo kaapa,
3afjaetca B MUIINCEKYHAAX, NpUHUMaeT 3HadveHlna 1, 3,7, 15, 31, 63, 127, 255, 511, 1023.
3HauyeHne cwMax Ao/MKHO ObITb 60/bLLIE 3Ha4YeHMst cwMin.

+ TXOP Limit — napameTp UCMosb3yeTcsa TONbKO A9 AaHHbIX, NepefaBaeMbIX OT CTaHUUM K/IMeHTa
[10 TOYKMN aocTyna. Bo3MOXHOCTb nepefayn — nHTepsasl BPEMEHM, B MUIIMCEKYHAAX, Korga
knneHtckasa WME-CcTaHUMs MMeeT npaBa MHMLMUMPOoBaTh Nepeaady AaHHbIX No 6ecnpoBogHOM
cpefe K To4ke A0CTyna, MakcMmasibHOe 3HaveHne 65535 munnncekyHa.

« Station EDCA parameters — Tabnmua HacTpOeK NapamMeTpoB CTaHLUMM KnneHTa (Tpadvk nepeaaercst ot
CTaHUMW KNMeHTa Ao Touku AocTtyna). OnucaHve noneli Tabnuibl NPUBEAEHO BbilLE.

[na BCTynneHns B cUly HOBOW KOHCOUIypaLumn 1 3aHECEHNSI HACTPOEK B 3HEProHe3aBrCHMMYH0 NamMsiTb
HaXXMUTE KHOMKY «MPUMeHNUTb». [119 OTMEHbI MU3MEHEHWUIA HAXKMUTE KHOMKY «OTMeHa.
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5.5.2 MoameHto «Radio 5 My

B nogmeHto «Radio 5 MMy» ocyLLecTBASATCA HACTPOMKU OCHOBHbIX NapaMeTpoB pajmouHTepgeinca
YCTPOWCTBa, paboTatoLlero B AgnanasoHe 5 Ty,

MOHUTOPHHT Radio VAP CeTeBbIE HACTPOMKM BHELLIHWE CEPBUCH! Cuctema - BbIXO[,

LTEX  WEP-30L

Radio 24Ty QbWwue
Radio 5 My > PeskIM IEEE 802.11a/n/aclax v
[ononHuTensHE ABTOMATM{ECKHA BBIGOP KaKana

OrpaHnyuTh CIUCOK KAHANOB

upuHa kanana, My 20 ~

MowHOCTL curHana, Abm 19 v

Pexxum — pexxum paboTbl UHTEeppeica cornacHo ctaHgapTam:

+ |IEEE 802.11ax

+ |IEEE 802.11a/n/ac

+ |IEEE 802.11a/n/ac/ax
Asmomamuyeckuli 8b160p KaHa/1a — MpPW YCTaHOB/IEHHOM dp/iare Touka OyeT aBTomMmaTtuyecku
BblGMpaTb HaMeHee 3arpy>eHHblii pagnokaHan ans pabotbl Wi-Fi nutepdpelica. Mpu cHaTom chnare
OTKpbIBaAETCA AOCTYN A1 YCTAHOBKM CTAaTUYECKOro paboyero kaHasa.
Kanas — BbIGOp KaHana nepegayu gaHHbIX.
OepaHuyums CrnucoK KaHas108 — Mpu YCTaHOB/IEHHOM dp/iare Touka goctyna 6yaeT nucnosb3oBarb
OrpaHnYeHHbI Nob3oBaTenieM CNUCOK KaHas10B A1 paboTbl B aBTOMaTUYECKOM pexrmMe Bbibopa
kaHana. Ecnn donar HanpoTtue «OrpaHnYnTb CNMCOK KAHaI0B» HE YCTAHOB/IEH WX B CMIUCKE OTCYTCTBYIOT
KaHasibl, TO ToYka AocTyna 6yaeT BblbpaTb paboumnii KaHan 13 BCeX AOCTYMHbIX KAHA/1I0B AaHHOro
AnanasoHa yacTtoT. KaHanbl agnanasoHa 5 I'u; 36-64, 132-144, 149-165.
WupuHa kaHana, My — WwnprHa Nosiockl YacToT KaHasa, Ha KOTOPOM paboTaeT Touvka A0CTyna,
npuvHumMaet 3HaveHus 20, 40 n 80 Mru,
OcHoBHoUI KaHa/1 — napaMeTp MOXET ObITb U3MEHEH TO/IbKO NMPW NPOMYCKHON CNOCOBHOCTH CTaTUYECKM
3afjaHHoro kaHana, pasHoii 40 MI'y,. Kanan 40 MI'y, MOXHO cuMTaTb COCTOALLMM U3 ABYX kaHanos no 20
MI L, KOTOpble rpaHnyaT B 4aCTOTHOW o06nacTtu. 3Tn ABa kaHana 20 MI'y, Ha3bIiBatOT NEPBUYHBIM U
BTOPWUYHbIM KaHasiaMu. MepBUYHbIA KaHa UCNOb3YETCH KIIMeHTaMu, KOTOpble NOAAEPXMBAIOT TO/TbKO
nosiocy nponyckaHusa kaHana 20 My,

* Upper — nepBnYHbIM KaHa1oM ByaeT BepxHuii kaHan 20 My, B nonoce 40 Mly;

+ Lower — nepBuWYHbIM KaHas1oM 6yAeT HWXHUIA kaHan 20 MMy B nonoce 40 Mru,.
MowHocmb cuzHasia, 0bM — perynuposka MoLHOCTM curHana nepegaryuka Wi-Fi 8 gbm. MpuHnumaet
3HadeHue ot 4 no 19 abwm.
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© B cnyuae, ecriv B cnivcke «OrpaHnUnNTb CYCOK KAHAI0B» YKa3aH HeloCTYMHbIV 415 BbIGopa KaHau, TO

OH OyfeT OTMeYeH cepbiM LBETOM. [1118 TOro 4ToObl HOBasi KOHMUrypauus obls1a NnpUMeHeHa Ha ToUke
[ocTyna, B cnucke «OrpaHnynTb CNMCOK KaHa0B» AO/MKHbI ObITb YKa3aHbl TO/IbKO AOCTYMHbIE
(BblAeNeHHbIe CUHUM LIBETOM) KaHaslbl.
Mpumep. Ha Touke gocTyna elle He NPOoM3BOANIOCh HUKAKMX HACTpoek, No yMmonyaHuio Ha Radio 5
My yctaHoBneHa «LlWupnHa kaHana» 20 MI'y, a B cnncke «OrpaHnynTb CNUCOK KaHa/10B» yKasaHbl
KaHanbl: 36, 40, 44, 48.
Jonyctnm, Heo6XxoANMO YCTaHOBUTL napameTp «LUnprHa kaHanax, paBHbii 40 MIU,. Mpn M3MEHeHUN
paHHoro napametpa ¢ 20 My, Ha 40 MI'y npoucxoguT cneayroulee:

« ONS pefakTupoBaHnst OTKpbiBaeTcsl napameTtp «OCHOBHOM KaHa», NPUHUMAaOLLIMIA 3HAYeHne no

ymorndaHuto «Upper»,
+ KaHanbl 36 1 44 B cnncke «OrpaHNYmMTb CMUCOK KaHa/TI0B» MEHSIKOT CBOW LIBET C CMHETO Ha CEepblil.

Ecnun namenntb napametp «LnpuHa kaHana» Ha 40 MI'y, 1 He yaannTb cepble KaHaslbl U3 CNUCKa, TO
NPy HaXXaTun Ha KHONKy «MpuMeHuTb» B 6pay3epe nosasuTcs olunbka «BBefeHHble faHHble cogepxar
OLWKNOKKN. N3MEHeHNS He OblIv NpUMEHeHbI». COOTBETCTBEHHO, KOH(UIypauusa ToUkn gocTyna
N3MeHeHa He GyAeT. 3TO MPOUCXOAMT MO NPUYMHE TOro, YTO KaHasibl, Bbl4e/IEHHbIE CEPbIM LIBETOM B
cnucke «OrpaHnMYnTb CNMCOK KaHaI0B», He NOAXOAAT nofg onpegenexHme «OCHOBHOM kaHas» = Upper.

B pasgene «[ononHNTENbHO» OCYLECTBASETCA HACTPOKa AOMNO/THUTE/bHbLIX NapaMeTpoB paanovHTepdelica
YyCTpOWCTBA.

LononHuTensHo v
0OBSS Coexistence
Mopaepxka DFS BrnioyeHo v
KOpOTKMIA 3aLUMTHbIA MHTEpBaN
STBC O
TepHop, 0TNPaBKy CNYKEGHBIX COOBLEHNH, MC 100
Mopor (parMeHTaumm 2348
Mopor RTS 2347
Arperauus
KopoTkan npeamdyna
LLeinep Broadcast/Multicast, nak/c O
Wi-Fi Multimedia (WMM)
Pexim padoTsl DHCP Snooping ignore v

BKMIOYUTE Q0S O

+ OBSS Coexistence — pexum aBTOMaTtM4eCKoro yMeHbLUIEeHUS WWNPWHBLI KaHana Npu 3arpyXeHHOM
paanoadmpe. MNMpu ycTaHOB/IEHHOM (h/1are peXxmm BKITHOYEH.

+ lNoddepxxka DFS — mexaHn3m AMHaMU4YeCKoro Bblibopa YacToThl. TpebyeT OT 6eCnpOBOAHbIX YCTPONCTB
CKaHupoBaTb pagnoadnp v nsberartb UCMOb30BaHNS KaHa10B, COBNaatoLmMx ¢ KaHasiaMmu, Ha KOTOPbIX
paboTaloT paamonokaumoHHble cuctemsl B 5 Ty, ananasoHe:

* BbIK/IlO4EHO — MeXaHn3M Bblk/todeH. DFS-kaHanbl He 4OCTYNHbI 419 Bbl6opa.
* BK/1l0O4EHO — MeXaHV3M BKJTIHOYEH.
* [MpuHyoumesibHO — MexaH13M BblktoveH. DFS-kaHanbl 4OCTYNHbI 419 BblGopa.

* Kopomkul 3awjumHbIl uHmMepsasa — nogaepkka yKopoyeHHOoro 3almuTHoOro nHtepsasia. Touka goctyna
nepeaaeT AaHHble, UCNosb3ys 3alunTHbI nHTepBas B 400 He (BMecTo 800 HC) Npu 06LLEHUN C
KNMeHTaMu, KOTopble Takke NoALepXMBat0T KOPOTKUIA 3aLLMTHbIA MHTepBaJl.

+ STBC — meTog, NpOCTpaHCTBEHHO-BPEMEHHOIO 6/104HOI0 KOAMPOBaHUSA, HaNpPaB/IeHHbIN Ha NOBbILLEHNe
HaJEeXHOCTU nepefayun aaHHbIX. Mpu ycTaHOB/IEHHOM (h/iare yCTPpOMCTBO nepefaeT OAMH NOTOK AaHHbIX
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yepe3 HeCKOMbKO aHTeHH. Ecnin dpnar He ycTaHOB/EH, YCTPONCTBO He NepefaeT O4VH U TOT Xe NOTOK
[AaHHbIX Yepe3 HECKOJIbKO aHTEHH.

* [Mepuod omnpasKu c/yxebHbix coobuwjeHuli — nepunoa nocbisikn Beacon-thpeiimoBs. ®peimbl
nepegaloTcs 18 o6HapyXeHnsa ToUKM gocTtyna B achupe, npuHumaet 3HavyeHns 20—2000 mc, no
ymonyaHuio — 100 mc.

* Mopoe chpaemeHmayuu — nopor parmeHTaummn ppeinma B 6aiitax. MpuH1MaeTt 3HaveHusa 256-2346, no
yMoO/4aHuio — 2346.

* lMopoe RTS — ykasbIBaeT 4Y1C/0 GaiiT, Yepes KOTOpPOe nocklnaeTcs 3anpoc Ha nepegady (Request to
Send). YMeHbLUEHME AAHHOTO 3HAUYEHMA MOXET Y/YULINTL PaboTy TOYKM foCTyna Npu 60/1bWoM
KO/IMYeCTBE NOAK/THOYEHHBIX K/TMEHTOB, OAHAKO 3TO YMEeHbLUAeT 06LLYH MPONYCKHYK CMNOCOOHOCTbL
6ecnpoBogHoli cetu. MNpuHnmaeT 3HadeHns 0—2347, no ymonyaHuo — 2347.

+ Agpezayusi — BknoveHne nogaepxkm AMPDU/AMSDU.

+ Kopomkas npeambysia — UCNosb30BaHNe KOPOTKOM npeamby bl naketa.

* Llelinep Broadcast/Multicast, nak/c — npy ycTaHOBNEHHOM ¢onare BbIMOSIHAETCA OrpaHMyeHne
nepefayv LWMpPOoKoBeLLaTeIbHOro/My/IbTUKAcTOBOrO Tpadgnka no 6ecnpoBOAHON CETU. YKaxknTe NMMAUT
AN LUMPOKOBELLATENBHOMO Tpadgvka B NOSIBUBLLEMCS OKHe (nak/c).

* Wi-Fi Multimedia (WMM) — BkntodeHve nogaepxkn WMM (Wi-Fi Multimedia).

* Pexxum pabomsi DHCP Snooping’ — BbI6op nonutukm 06pa6oTkv DHCP onumy 82. [locTynHble 3HaYeHNs
Ans Bblbopa:

* ignore — obpaboTka onuun 82 oTkNOYEeHa. 3Ha4YeHne N0 YMOHaHNIO,
* remove — ToYKa [oCTyna ygasniser 3HadyeHue onuun 82,
* replace — Touka focTyna NoACTaBsAET UK 3aMeHsieT 3HadeHne onuun 82. Mpu BbIGope faHHOro
3HauYeHus 418 pefakTMpPoBaHNA OTKPbIBAKOTCSA CriedytoLLme napameTpsbil:
+ Onyus 82 popmam CID — 3ameHa 3HaveHusa napameTpa CID, MOXeT NpuHMMaTh 3HAYEHUS:
+ APMAC-SSID — 3ameHa 3HaueHuns napametpa CID Ha <MAC-agpec Toukn goctyna>-
<nmsa SSID>. 3HavyeHne No yMON4aHuIo;
+ SSID — 3ameHa 3HavyeHus napameTpa Ha umsa SSID, K KOTOPOMY NOAK/THOUEH K/TNEHT,;
+ custom — 3amMeHa 3HadyeHus napametpa CID Ha 3HaueHwue, ykazaHHOe B
napameTpe «Onumsa 82 yHukasbHblin CID»;

* Onyus 82 yHukasibHbIlU CID — npon3BosibHasA CTpoka A0 52 CMMBOJIOB, KOTOpas
oypet nepepasatbcs B CID. Ecnv 3HaueHne napamerpa He 3a4aHo, Touka byaet
n3meHaTb CID Ha 3HaveHune no ymonyaHuio — APMAC-SSID;

* Onyus 82 popmam RID — 3ameHa 3HauyeHnsa napametpa RID, moxeT npuHumartb
crefyroLme 3HavYeHns:

+ ClientMAC — n3ameHsiTb cogepxunmoe RID Ha MAC-agpec K/IMEeHTCKOro yCTpoicTBa.
3Ha4yeHune No ymosnyaHuio;

+ APMAC — n3meHaTb cogepxumoe RID Ha MAC-agpec Touku J0CTyna,;

+ APdomain — nameHsitb cogepxunmoe RID Ha JOMEH, B KOTOPOM HaxoAmMTCA Touka
[ocTyna;

+ custom — n3meHATb cogepxmmoe RID Ha 3HauyeHue, ykazaHHoOe B napametpe «Onuums
82 yHuKanbHbIn RID»;

* Onyus 82 yHukasibHbIU RID — Nnpon3BosibHas cTpoka Ao 63 cMMBO/I0B, KOTopas
6yaet nepepasatbcs B RID. Ecnn 3HayeHre napameTpa He 3afaHo, Touka byaet
n3meHsTb RID Ha 3HauyeHne no ymonyaHuio — ClientMAC;

+ ®opmam MAC-adpeca — Bblbop pasgenutenein oktetoB MAC-agpeca, KoTopblli nepegaeTcs
B CID n RID:
* AA:BB:CC:DD:EE:FF — B KayecTBe pa3fenimtens BbICTynaeT 3HaK ABOETOUUS.
3Ha4veHune Nno ymosniyaHuio;
* AA-BB-CC-DD-EE-FF — B KayecTBe pasfenuTens BbiCTynaeT 3HaK Tupe.

* Brsmoyumsb QoS — npv yCTaHOBNEHHOM donare AOoCTynHa HacTpoika oyHKUMin obecrnevyeHuns kauecTsa

o6cnyxusaHua (Quality of Service).

"MonHoueHHas noaaepxka yHKLMOHAA NNaHUPYETCA B CNEeAYIOLLNX BEPCHUSX.
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[N HaCTPOIikM o6ecneyveHnst KayecTsa 06CNYXMBaHUS AOCTYMHbI Cneayrowme yHKUNK:

AP EDCA Parameters
qupe,qh AIFS cwMin cwMax TXOP Limit

Data 3 (Q@oH) 7 15 . 1023 v 0

Data 2 (Best Effort)

Data 1 (Buaeo) 1 7 v 15 v 94

Data 0 (Tonoc) 1

Station EDCA Parameters
Ouepens AIFS cwMin cwMax TXOP Limit

Data 3 (®oH) 7 15 v 1023 v 0

Data 2 (Best Effort)

Data 1 (Buaeo) 2 7 .

Data 0 (Tonoc) 2

« AP EDCA parameters — Tabnmua HacTpoek napaMeTpoB Touku AocTyna (Tpaduk nepenaeTcs OT TOUKU
[OCTYNa K KIINEHTY):

* Ouepedb — NnpeponpeseneHHble ovepean 418 pas/iMyHoro poga Tpaduka:

+ Data 3 (®0OH) — HU3KOMPUOPUTETHAS OYEPEAD, BbICOKAsH MPOMNYCKHAsi CMOCOBHOCTb
(nproputeTbl 802.1p: cs1, cs2);

+ Data 2 (Best Effort) — cpegHenproputeTHasi ouepespb, CPeAHss NPonyckHasi CMOCOGHOCTL U
3azepxka. B gaHHyto ovepeb oTnpaBnseTca 60/bLUMHCTBO TPAAULUMOHHbIX IP-gaHHbIX
(npuoputeTsl 802.1p: cs0, cs3);

+ Data 7 (Budeo) — BbICOKOMPUOPUTETHAS OYEPEAb, MUHUMASIbHbIE 3a4EPXKKN. B faHHO
ouyepem aBTOMaTnyeckm o6pabartbiBaOTCA BUAEOAAHHbIE, YYBCTBUTE/IbHbIE K BPEMEHU
(npuoputeTsl 802.1p: cs4, cs5);

+ Data 0 (lo/10c) — BbICOKONPUOPUTETHAS 0Yepesb, MAHMMa/IbHbIE 3aAePXK1. B aaHHO
ouyepeam aBTOMaTnyeckm o6pabartbiBalOTCA AaHHbIE, HYBCTBUTE/IbHbIE K BpEMEHW, Takmne Kak
VolP, notokoBoe Buaeo (npvoputetsl 802.1p: cs6, cs7).

* AIFS — Arbitration Inter-Frame Spacing, onpegensier Bpems oxugaHusi kagpos (dhpeliMos)
[aHHbIX, U3MepPAETCS B c/1oTax, npuHMMaeT 3HadeHns 1-255;

* cwMin — HavaNlbHOE 3HaYeHVe BpeMeHV OXUAaHus nepes noBTOPHONM OTNPaBKol Kaapa,
3afiaeTcd B MUIIMCEKYHAAX, NPUHUMaET 3HadveHusa 1, 3,7, 15, 31, 63, 127, 255, 511, 1023.
3HauyeHne cwMin He MOXET npeBbilaTh 3HadYeHne cwMax;

* cwMax — MakCc/MasibHOe 3HavYeHne BpeMeHN OXMAaHUA nepes NoBTOPHOK OTNPaBKoi kaapa,
3afiaeTcd B MUIIMCEKYHAAX, NPUHUMaET 3HadveHusa 1, 3,7, 15, 31, 63, 127, 255, 511, 1023.
3HaueHune cwMax AO/MKHO ObITb 60/bLUE 3HAYeHMS cwMin;

* TXOP Limit — napameTp NCMNOJb3yeTCH TOMbKO A/19 AAaHHBIX, NepefaBaeMbiX OT CTaHUUN KITMeHTa
[10 TOYKM ocTyna. Bo3MOXHOCTb nepefayn — MHTepBasl BDEMEHM, B MUIIMCEKYHAAX, Koraa
knueHTckas WME-cTaHums numeeT npasa MHMLMUPOBATL Nepegady AaHHbIX N0 6ecnpoBOAHOM
cpefe K Touke A0CTyrna, MakcumMasibHoe 3HavyeHne 65535 MunnncekyHa,

« Station EDCA parameters — Tabnmua HacTpoek napamMeTpoB CTaHUMKN KineHTa (Tpadvk nepegaercs ot
CTaHUMM KNVEeHTa [0 TOYkM AocTyna). OnvcaHue nonei Tabnuubl NprBeAeHo Bbille.

[N BCTYNNeHWs1 B CUy HOBO KOHCOUIypaLmmn 1 3aHECEHUST HACTPOEK B SHEPTOHE3ABVCUMYIO NaMsiTh
HaXXMUTE KHOMKY «[pUMeHNTb». [INs OTMEHbI U3MEHEHWI HAXKMUTE KHOMKY «OTMEeHay.

38



PykoBoacTBo no akcnyatauun WEP-30L, Bepcus 2.1.0

5.5.3 MoameHto «onoNHUTENBHO»

B nogMeH0 «[LonoMHUTENbHO» OCYLLECTB/SETCA HACTPOKa AONOMHUTE/bHbIX NapamMeTpoB
pagnovHTepelicoB ycTpoincTBea.

(TEX

MOHUTOPUHT

WEP-30L

Radic VAP  CeTeBble HacTpOilk4  BHELIHWE CepBACH  CuCTeMa i o

Radio 2.4 1Ty [lononHuTensHo

Radio 5 Ty rrocankkan usonauns [

+ [nobasibHast u30/1s14usi — NPU YCTaHOB/IEHHOM dpnare BKOYAETCS U30/1LMS Tpadinka Mexay
KnneHTamu pasHbix VAP 1 pasHbix pagnovHTepdeiicos.

[ononutensHe >

,ﬂ.ﬂﬂ BCTYMJ/ieHNA B CUNy HOBOW KOH(*)I/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B AHEPIrOHE3aBNCMYIO NMaMATb
HaXXMUTE KHOIMKY «rlpVIMeHI/ITb». .[],}'IFI OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».

5.6 MeHo «VAP»

B paszene «VAP» BbINOMHAETCS HACTpolika BUPTYyasbHbIX Touek goctyna Wi-Fi (VAP).

5.6.1 MNMoameHto «CymmapHO»

B nogmeHto «CymmapHO» oTobpaxatoTcs HacTpolikn Bcex VAP Ha pagnonHTepdeiicax Radio 2.4 'y, n Radio
5 Ty. MoXXHO NOCMOTPETb HACTPOMKM KaxkAoin BUPTyaibHOW ToUkM B pasgenax VAPO-VAPG.

(TE

MoHWTOpUHT  Radio VAP

CyumapHo >
241y

5Ty

WEP-30L

Ceresbie HacTpoiiki

24y | 5Ty

VAP BrnoyeHo

varo O
VAP1 O
varz O

Va3 0O

BHELUHHE CEPBHCH

Pexum GezonacHocTn

BhIKIIIOMEHO

BhIKNKMEHO

BhIKIIIOMEHO

BHIKITIOMEHO

Cncrema 'R

VLAN ID ssiD Tpaxcnuposarte SSID Pexum Band Steer VLAN Trunk General Mode General VLAN ID Waonauns aGoxenTos

1702

auto_wep30l_local_switch2 1

WEP-30L_2.4GHz-1

WEP-30L_2.4GHz-2

WEP-30L_2.4GHz3

Mokasarb BCe

* VAPO-VAP6 — nopsiikOBbIAi HOMeP BUPTYasIbHON TOYKM JOCTyna.

* Bk/1o4eHO — npun yCTaHOB/IEHHOM do/iare BUPTyaUibHasA ToUYKa [OCTYnNa BK/IOYEH], MHAaYe — BbIK/TOYEHa.

* Pexum 6e3ornacHocmu — TUN WN(POBaHNS AaHHbIX, UCMOMb3yEMbI HA BUPTYa/lbHOWN TOUKe JOCTyna.

* VLAN ID — Homep VLAN, c koToporo 6yaeTt cHumatbcs MeTka npu nepegade tpaduka Wi-Fi knneHtam,
NOAKMOYEHHBIM K faHHon VAP. MNpy npoxoxaeHnn Tpadnka B 06paTHY0 CTOPOHY Ha HETErpoBaHHbIN
Tpaduk oT kNneHToB ByaeT HaselwmBaTbes MeTka VLAN ID (npu oTkntoueHHoM pexume VLAN Trunk).

+ SSID — umsA BUPTYasibHON 6eCnpoBOAHON CETU.

+ TpaHcnuposams SSID — npu yctaHOBMEHHOM ch/iare BKNHOYEHO BelaHue B adoup SSID, nHave —
BbIK/THOYEHO.

* Pexum Band Steer — npv ycTaHOBNIEHHOM ¢oniare akTMBHO NPUOPUTETHOE NOAK/IOUEHME KNneHTa K 5 Ty,
cetn. Ans paboTbl PyHKLMM HYXXHO co3gaTb VAP ¢ ognHakoBbiM SSID Ha kaxaom pagnonHTepdeince un
aKkTUBMPOBATb Ha HUX NapameTp «Pexum Band Steer»'.

« VLAN Trunk — npu yctaHoBNeHHOM chnare aboHeHTy nepeaaeTcs TermpoBaHHbIl Tpaduk.

+ General Mode — npu ycTaHOB/IEHHOM chfiare paspeLuaeTcs nepegada HeTermpoBaHHoro Tpadvka
COBMECTHO C TErMpoBaHHbIM (A0CTYNHO Npu BKAtoueHHOM pexume VLAN Trunk).
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*+ General VLAN ID — c ykazaHHoro VLAN ID 6ygeT cHumaTbea meTka 1 Tpadmk atoro VLAN npoiiget Ha
KnveHTa 6e3 Tera. [Npu NnpoxoxaeHun Tpadrka B 06paTHyt0 CTOPOHY Ha HETErMpoBaHHbI Tpaduk byaet
HaBelwmBaTbcA MeTka General VLAN ID.

* U3on1s4yus abOHEHMOB — NP YCTaHOB/IEHHOM (p/iare BK/THOUYEeHa U30/14Uma Tpadmka Mexany KnmeHTamu
B npefenax ogHoi VAP.

1nOJ'IHOLI|EHHaFI noagepxka q.)yHKLI,VIOHaI'Ia naaHNpyeTcd B C/ieayrumnx Bepcusx.

[Nsi BCTYN/IEHUSI B CU/Ty HOBOM KOHQOUIypaLumn 1 3aHECEHNS] HACTPOEK B SHEPTOHE3aBICUMYIO NaMSITh
HaXKMUTE KHOMKY «MpUMEHUTb». 151 OTMEHbI U3MEHEHWIA HaXXMUTE KHOMKY «OTMEHA».

5.6.2 MoameHto «VAP»

(TE

MOHMTOPHHT Radio VAP

CymMmMapHo
24TTy>

50y

WEP-30L

BHELIHWE CEPBUCHI

VAP1 VAP2 VAP3

Ob6Lme HacTporku

BrrioyeHo

Cuctema

VAP4  VAPS

VAPG

VLANID O
SsID AGT
TpaHcnuposate SSID
PexuM Band Steer [
WVLAN Trunk (m}
General Mode
M30nAuma aboHeHToB a
Moanepika 802.11k/v ]
Pennukayua Multicast
Mpuoputer DsSCP v
MaKCHMANLHOE KOMHYECTBO KNHEHTOB
MUHUMENEHBIA YPOBEHE CUrHANS -100

PeXum De30MacHOCTH BbIkniQ4eHO v

O6uime HaCTPONKK:

Bk/iroyeHo — npy yCTaHOB/IEHHOM ch/iare BUPTYyasibHasA TOYKa A0CTYyna BK/HYEHa, Havye — BbIK/IH0YeHa.
VLAN ID — Homep VLAN, c koToporo 6yaet cHumMaTbcs MeTka npu nepegadve tpaduvka Wi-Fi knvenTtam,
NOAKMOYEHHBIM K faHHon VAP. MNpu npoxoxaeHnn Tpadnka B 06paTHY0 CTOPOHY Ha HETErMpOBaHHbIN
Tpaduk oT kNneHToB ByaeT HaselwmsaTtbes MeTka VLAN ID (npu oTkntoueHHoM pexume VLAN Trunk).
SSID — nmsa BUpTYyasibHON 6eCnNpOBOAHON CETU.

TpaHcuposames SSID — npu ycTaHOBNEHHOM ¢h/iare BKNKOYEHO BelaHune B adoup SSID, nHave —
BbIK/TIOUYEHO.

Pexxum Band Steer — npu ycTaHOB/IEHHOM ¢h/iare akTUBHO MPUOPUTETHOE NOAKNIOYEHNE KAneHTa K 5 Ty,
cetn. Ans paboTbl PyHKLMM HYXXHO co3gaTb VAP ¢ ognHakoBbiM SSID Ha kaxaom pagnonHTepdeiice n
aKTMBMPOBATb Ha HUX napameTp «Pexum Band Steer».’

VLAN Trunk — npu ycTaHoBNeHHOM donare aboHeHTy nepefaeTcsl TermpoBaHHbIin Tpadmk.

General Mode — npu ycTaHOB/IEHHOM chfiare paspellaeTcsl nepegada HeTermpoBaHHoro Tpadmka
COBMECTHO C TErMpoBaHHbIM (A0CTYMNHO Npu BKAoueHHOM pexume VLAN Trunk).

General VLAN ID — c yka3zaHHoro VLAN ID 6yaet cHumatbcst meTka 1 Tpadmk atoro VLAN npoiigeT Ha
KnueHTa 6e3 Tera. MNpu npoxoxaeHun Tpadrka B 06paTHY0 CTOPOHY Ha HETErMpOBaHHbIN Tpadmk ByaeT
HaBewwmBaTbcsA MeTka General VLAN ID.

M3onayusi aboHeHmMos — Npy YCTaHOB/IEHHOM dof1are BK/toYeHa U30NAuns Tpadrka Mexay KaMeHTamm
B npeaenax oaHoi VAP.

[Moddepxka 802.11k/v' — BKMOUUTL NoAAepXKKy cTaHgapTos 802.11k/v Ha BUPTYasibHOI Touke AocTyna.
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* Pennukayusi Multicast — npu yctaHoBfieHHOM cpnare Multicast-Tpadpvk B CTOPOHY K/IMEHTOB 6yaeT
npeobpasoBbiBaTbCA B Unicast 40 KaX4oro kveHTa, Npu OTK/IIOYEHHOM — NMPOXOAuTh 6e3
MoAUUKaLNA.

* [Mpuopumem — BbIGOP cnocoba npuopuTrsaunn. Onpesenser nosne, Ha OCHOBaHMN KOTOPOTO Tpaguk,
nepeparowmiica B pagnonHtepdelic, byget pacnpegensatbcsa no oyepegam WMM:

+ DSCP — 6ypet aHanunsnposatbcsa npuoputeT 13 nona DSCP 3aronoeka IP-nakeTa;

+ 802.1p — 6yaeTt aHanuanpoBaTbcsi npuopuTeT u3 nonsi CoS (Class of Service) TermpoBaHHbIX
MakeToB.

* Makcuma/ibHoe KO/Iu4ecmso K/IUEHMOB — MakKCUMa/IbHO AOMYyCTUMOE YMC/0 NMOAK/THYaEMbIX K
BMPTYas1bHON CEeTU KIIMEHTOB;

* MuHuMasIbHbIU YPOBEHb CU2HA/IA — YPOBEHb CUrHaU1a B ABM, H/XE KOTOPOro MPOUCXOAMUT OTK/THOUYEeHne
K/INEHTCKOro 060pyi0BaHNS OT BUPTYaslbHOMN CETU.

« MFP — 3awuta management-kagpos (gocTynHo npu pexume 6esonacHoctn WPA2, WPA3, WPA2/WPA3
n WPA2-Enterprise, npu Bbibope apyrnx pexvmos 6e3onacHoctn MFP nepesoantcs B cocTosiHNE
Omk/iro4eHo, Npu Bbibope pexuma 6e3onacHocT WPA3 MFP nepeBoguTtcst B COCTOSIHUE BK/1HOYEHO):

* Omk/iro4eHo — 3aWwmTa management-kagpoB OTK/IIOYEH3;

+ OnyuoHa/lbHO — 3aluTa padoTaeT, ecnun KNueHT nogaepxmsaet MFP. KnueHTbl 63 nognepxku
MFP moryT nogkniountbcs K gaHHon VAP;

* BksioyeHO — 3almTa BKIKYEHa, KNIMEHThI, He nogaepxusatowwme MFP, nogknountbca He MoryT.

* Pexum 6e3onacHocmu — pexum 6e3onacHoCcTy gocTyna K 6ecnpoBogHOl ceTu:

* BbIK/IlO4EHO — HEe UCMNO/Mb30BaTh WNpoBaHve 418 nepejadn AaHHbIX. Touka JocTynHa ans
MOAK/TIOYEHMA NHOOOTO K/TMEHTS,;

« WPA, WPA2, WPA/WPA2, WPA2/WPA3, WPA3 — cnocobbl LundppoBaHus, Npun Bbi6ope 04HOro 13
cnoco6oB 6yaeT AOCTyMHa cneayowas HacTpoika:

+ Koy WPA — knto4/naposib, Heobxoanmblii o158 NOAKIYEHUS K BUPTYaUlbHON TOUKe
foctyna. [yivHa kntoya coctas/seT ot 8 40 63 CMMBOJIOB.

+ WPA-Enterprise, WPA2-Enterprise, WPA/WPA2-Enterprise — pexxum Wwn1dpoBaHUA kaHasia
6ecrnpoBOAHOl CBA3U, NPV KOTOPOM K/IMEHT aBTOPU3YETCA Ha LeHTpann3osaHHOM RADIUS-
cepsepe. [ HaCTPOViK1 AaHHOro pexuma 6e3onacHocTy TpebyeTcs ykasaTb napameTpbl
RADIUS-cepBepa. Takxe TpebyeTca ykasaTb kiod ansgd RADIUS-cepeepa. Mpu BbiGOpe 04HOMO U3
cnoco6oB 6yaeT AOCTyMHa cneayowas HacTpoika:

RADIUS
Domen root
IP-agpec RADIUS cepeepa 192.168.0.1
Mopr RADIUS cepeepa 1812
Mapone RADIUS cepeepa Ll &

HMCcnones0eaTh akkayHTHHN Yepes
RADIUS

MCnonb30BaTE ADYTWE HACTPORKKM
ANA aKKEYHTHHA

IP-agpec RADIUS cepaepa gnA 192 165.0.1
AEKAYHTHHIA
Mopr RADIUS cepeepa gna 1813
AKKAYHTHHIA
Maponb RADIUS cepaepa gnA e =

dEEEYHTHHIA

Mepwogu4eckan oTNpaEKa
AEKAYHTHHIA

MHTEpEan OTNPABKM AEKAYHTHHA 00

+ [JomeH — nomMeH nosib3oBarens;
+ IP-adpec RADIUS cepsepa — agpec RADIUS-cepBepa;
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+ Mopm RADIUS cepsepa — nopt RADIUS-cepBepa, KOTOpbIi NICNONb3YeTCA 418 ayTeHTMdMKauum n
asTopusauuu;
* laposib RADIUS cepsepa — naponb g RADIUS-cepBepa, Ncnosb3yemoro Ans ayTeHTudmkaumm u
asTopusauuu;
* Vicnosnib308amb akkayHmuHe Yepe3 RADIUS — npu ycTaHOB/NEHHOM donare 6yayT oTnpasisaTbCs
coobuweHns «Accounting» Ha RADIUS-cepBep;
* Uicriosib308amb Opyaue HacmpoUlikKu 0719 akKkayHmuH2a:
+ IP-adpec RADIUS cepsepa 0151 akkayHmuHza — agpec RADIUS-cepBepa, ncnonb3yemoro ass
aKKayHTUHra,;
+ lNaposb RADIUS cepsepa 07151 akkayHmuHza — naponb ana RADIUS-cepBepa, Mcnosib3ayeMoro ans
aKKayHTUHra,;
* Mopm RADIUS cepsepa 07151 akkayHmuHaa — NopT, KOTOPbI ByaeT NCNo/b30BaH 418 coopa akkayHTUHra
Ha RADIUS-cepBepe;
* [Mepuoduyeckasi omrnpaska akkayHmuHaa — BK/IOUYUTb NEPUOANYECKYIO OTMPaBKY COOOLLEHNI
«Accounting» Ha RADIUS-cepBep. 3agaTb nHTEpBas1 OTNPaBKX COOBLLEHWIT MOXHO B nosne «HTepsan
OTMpPaBKM akkayHTUHIa».

MopTaneHas aBTopU3auus

BrnioumnTs

HazeaHne BWpTyansHore default
noprana

Anpec gns nepeHanpasnexqus http-F192_168.0.1:3080/eltex_portal/
RADIUS
Mcnones0EaTe aKkayHTHHT
yepes RADIUS
Homen root
IP-agpec RADIUS cepeepa gna 192.168.0.1
AKKAYHTHHIA
Mopt RADIUS cepeepa gnA 1813

ARKayHTHHMA

Mapons RADIUS cepeepa gna | wweeee
ARKAYHTHHIa

®

Mepuogu4eckan oTnpaska
AKKaYHTWHTE

WuTepsan oTnpaesM 600
AKK3YHTHHIA

OrpaHM4EHHA CKOPOCTH

BENoUMTE

VAP Limit Down O o KOuTiC
WAP Limit Up O o KOUT/C
STA Limit Down o) o KGuTIC
STA Limit Up O o KOMTIC

" [pUMEHNTL ® OTmeHa

"MonHoueHHas noaaepxka hyHKLMOHANA NNaHUPYETCS B CeayIoLLNX BEPCHAX.
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[NopTanbHaa aBTopU3aLInA:

Mpun pexnmax 6e3onacHocTu: BeiknoueHo, WPA, WPA2, WPA/WPA2, WPA3, WPA2/WPA3 Ha VAP gocTynHa
HacTpoiika nopTasibHON aBTOpM3aLuu.

Bk/siroyums — Npu yCTaHOB/IEHHOM dh/iare aBTopu3auusi nosib3oBateneli B ceTv 6yAeT NPOM3BOANTLCS
NnocpeACcTBOM BUPTYaslbHOro nopTana;

HassaHue supmyasibHo20 rnopmasia — UMsi BAPTYasIbHOro NnopTtasia, Ha KoTopblid ByAeT nepeHanpasieH
nosib3oBaTeslb NPV NOAKIHOUYEHNN K CETY;

+ Adpec 0719 nepeHarpas/ieHusi — agpec BHELLHEro BUPTYasIbHOr0O nopTasia, Ha KoTopblii 6yaeT

nepeHarpas/ieH nosib3oBaresib nNpu NOAKNKNYEHNN K CETU.

RADIUS:

Vcnonb3osame akkayHmMuHa 4epes RADIUS — npu ycTaHOBNEHHOM donare 6yayT OTNpaBnATbCs
coobuweHuns «Accounting» Ha RADIUS-cepBep;

* [lomeH — noMeH nosb3oBaTtens;

IP-adpec RADIUS-cepsepa 0151 akkayHmuHza — agpec RADIUS-cepBepa, Mcnosb3yemoro ans
aKKayHTUHT g,

IMopm RADIUS-cepsepa 019 akkayHmuHa2a — NopT, KOTOPbI ByAeT CNoMb30BaH AN cbopa akkayHTUHra
Ha RADIUS-cepBepe;

Maposib RADIUS-cepsepa 018 akkayHmuHaa — naposnb ansa RADIUS-cepeepa, ucnosnb3yemoro gns
akKayHTUHT g,

lMepuoduveckas omnpaska akkayHmuHaa — BK/IHUUTb NEPUOAMYECKYH0 OTNPaBKy COOOLLEHWI
«Accounting» Ha RADIUS-cepsep. 3agaTb nHTEpBaU1 OTNPaBKX COOOLLEHWIT MOXHO B nosne «HTepBan
OTNPaBKN akKayHTUHra».

OrpaHnyeHve cCKopocTu:

Bk/mo4ums — aKTUBMPOBATHL MOJ1e HACTPOEK;

VAP Limit Down — orpaHnyeHne NponyckHO CNOCOBHOCTM B HanpaB/IeHUN OT TOYKM AOoCTyna Ao
K/TMEHTOB (B CYMME), NOAK/THUEHHbIX K AaHHoli VAP, K6nT/c;

VAP Limit Up — orpaH1uyeHne NponyckHoi CnocCOGHOCTY B HaNpaB/ieHUM OT KNIMEHTOB (B CyMMe),
NOAK/MOYEHHbIX K gaHHon VAP, 0o Toukn goctyna, K6ut/c;

STA Limit Down — orpaHuyeHune nponyckHoW CNOCO6HOCTM B Hanpas/eHn OT TOUKM JocTyna Ao
K/TMEHTOB (KaXA0ro B OTAENbHOCTM), NOAKMOUEHHbIX K AaHHON VAP, Kout/c;

STA Limit Up — orpaHuyeHne npomnyckHoli CnocO6GHOCTY B HaNpaB/eHNW OT KNeHTOB (Kaxkzoro B
OTAENbHOCTM), NOAKMOYEHHbIX K AaHHO VAP, 1o Toukn goctyna, Kout/c.

,ﬂ.ﬂﬂ BCTYMJ/ieHNA B CUNy HOBOW KOH(*)I/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B 3HEPIOHE3aBNCMYIO NMaMATb
HaXXMUTE KHOIMKY «rlpVIMeHI/ITb». .[],}'IFI OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».
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5.7 MeHo «CeTeBble HAaCTPONKN»

5.7.1 MoameHto «CnuctemHas KoHdurypaums»

“LTEX  WEP-30L

IMOHWTOPHHT Radio VAP CeTeBble HacTPOHKKH BHelUH1e CepBUCH Cucrema - (BbIxXOO)

CHCTEMHERA KOHDHIypaLua > MmA xocTa WEP-30L

foctyn MecrpadpM4eCKMin QOMEH root

VLAN ynpasneHus Terminating v
WVLANID 200
MpoTokon DHCP v

MepBUYHBIA DNS

BropuuyHbiin DNS

* VImMsi Xxocma — ceTeBoe UMS YCTPONCTBa, 3afaeTcs cTpoka 1—-63 CMMBO/IOB: /TAaTUHCKME 3arnaBHble U
CTPOUHbIe BYKBbI, LMPbI, 3HAK AedInC «-» (Aedmc He MOXET GbiTb NOC/IeAHUM CUMBO/IOM B UMEHM);

+ [eocpacpudeckuli 0oMeH — [OMEH y3Nna AepeBa yCTPONCTB cucTemsl yrnpasneHus EMS, B koTopom
pacnonaraeTcs Touka JOCTyna;

* VLAN ynpas/neHus:.

* Bbik/moyeHo — VLAN ynpaBneHusi He NCnosib3yeTcs;

« Terminating — pexwum, npu koTopoM VLAN ynpaBneHus TepMUHMPYETCst Ha Touke aocTyna (B 3Tom
C/lyyae y K/IMeHTOB, NMOAK/HYEHHbIX Yepe3 paavonHTepdienc, HeT goctyna o gaHHoro VLAN. Mpu
HacTpoeHHOM Ha Touke goctyna WDS, gaHHbIin pexxum VLAN ynpaBneHus He OCTyNeH A/s
BblGOpa.);

* Forwarding — pexwum, npu kotopom VLAN ynpaBneHus nepegaeTtcs Takke B paanonHTepdeliic
(npu cooTBeTcTBYtOLLEN HacTpoiike VAP).

* VLAN ID — ngentudonkarop VLAN, ncnonb3yemsblii Ans goctyna K yCTPoncTBy, NPUHUMAET 3HaYeHUs 1—
4094;

+ [Mpomokos1 — BbIGOP NPOTOKONA, N0 KOTOPOMY ByAET OCyLLeCcTBAATLCA nogkntodeHune no Ethernet-
NHTEepdIecy yCTPOINCTBa K CeTV NpefocTaB/IeHns yCyr nposangepa:

+ DHCP — pexum pab6oTbl, npu KoTopom IP-agpec, macka noacetu, aapec DNS-cepsepa, w3 no
YMOJIHaHWIo U Apyrve napameTpbl, Heoo6xoanMble 15 paboTbl B ceTu, 6yayT nosyyeHsl oT DHCP-
cepBepa aBToMaTn4eckuy;

+ Static — pexum paboTbl, Npu KoTopom IP-aapec n Bce HeobxoauMble napameTpbl HA WAN-
NHTEpdenc HazHavarTcA cTatuyecku. Mpu Bolbope Tuna «Static» ANs pegakTMpoBaHusa CTaHyT
[OCTYNHbI cneayoLme napameTpsbl:

+ Cmamuvyeckuli IP — IP-agpec WAN-nHTepdeiica ycTpoiicTBa B CeTu nposaiiaepa;
+ Cemesasi Macka — Macka BHeLLHel noaceTy;
* Ll/103 — afpec, Ha KOTopbI OTNpaBseTca NakeT, ec/iv A5 Hero He HalgeH MapLupyT B
Tabnuue mappyTmnsaumm.
+ lNepsu4dHbili DNS, BmopuuHbili DNS — IP-agpeca DNS-cepBepos. Ecnu agpeca DNS-cepBepoB He
Ha3Ha4arTCca aBTOMaTMyeckn no npotokony DHCP, 3agaiiTe nx Bpy4yHylo.

[Nsi BCTYN/IEHUSI B WYy HOBOM KOHQOUIypaLumn 1 3aHECEHNS! HACTPOEK B SHEPTOHE3aBNCUMYIO NaMSTh
HaXKMUTE KHOMKY «MpUMEHNUTb». 151 OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMEHa».
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5.7.2 TMoameHto «JocTyn»

B nogmeHto «LocTyn» NpoM3BOAMTCA HACTPOViKa AOCTyna K yCTPONCTBY NOCPeACcTBOM web-uHtepdeiica,
Telnet, SSH, NETCONF n SNMP.

« [nAa BkNoYeHUsa gocTyna K yCTpoicTBy Yepes web-uHtepderic no npotokony HTTP yctaHoBuTe chnar
HanpotmB «WEB». B nosiBuBLLEMCSI OKHE €CTb BO3MOXHOCTb nomMeHaTb HTTP-nopT (no ymonyaxuto —
80). [lmanasoH A0MNYyCTUMbIX 3HAYEHWIA MOPTOB, MOMUMO YCTAHOB/IEHHOTO MO YMo/YaHuio, ¢ 1025 no
65535 BK/IHOUUTENBHO.

+ [nAa BKNOYeHUA aocTyna K ycTpoicTBy vyepes web-nHtepdelic no npotokony HTTPS yctaHoBuTe dhnar
Hanpotme «WEB-HTTPS». B nosiBMBLLEMCS OKHE eCTb BO3MOXHOCTb NomeHsATb HTTPS-nopT (no
yMonyaHuio — 443). inanasoH JonyCTUMbIX 3HAYEHWUIA MOPTOB, MOMUMO YCTAHOB/IEHHOTO MO YMOJ/TYaHWIO,
¢ 1025 no 65535 Bk/OUUTENBHO.

© nMoptbl ans npotokonos HTTP 1 HTTPS He J0/KHbI UMETb O1HAKOBOE 3HAYEHMe.

+ [ina BKIOYEHMA focTyna K ycTpoicTy Yepes Telnet yctaHoBuTe donar Hanpotus «Telnet».
« [lnsa BKNOYEHUSA AocTyna K ycTpoiicTBy yepe3 SSH yctaHoBuTe chnar HanpoTtus «SSH».
+ [nsa BkoveHns goctyna K yctpoiictey Yepe3 NETCONF yctaHosute dpnar Hanpotus «NETCONF».

\TE WEP-30L

MOHUTOPHHT Radio VAP CeTeBble HAaCTPORKH BHelUHWe CepBHCH! Cuctema -~ (BbIXO

CUCTEMHAR KORDHTypaLmMa WEB
Loctyn > HTTP-nopt 80
WEB-HTTPS
HTTPS-nopt 443

Telnet

<]

SSH

a

NETCONF

<]

SNMP

a

Mapornk Ha YTeHue public
Mapone Ha 3annce private
AIpec AnA NpUEMa Tpanos vi
AJpeC ANA NpUEMa TPanos v2
Agpec AnA npuéma coodLyeHnit Inform
CMCTEMHOE MMA YCTPORCTBA WEP-30L
KoHTakTHas nhgopmauna Contact
MpoU3BOAMTENS

IMecTononoxeHne ycTpoiicTea Russia

Mapons B Tpanax trap

MporpammHoe obecneveHne WEP-30L no3BonSeT M3MEHATb KOHGMrypauuio yCTPONCTBa, NPOBOANTb
MOHWUTOPUWHI COCTOSIHWSI TOYKM AO0CTyna 1 eé AaT4yMKoB, a Takke ynpas/isaTb YCTPOWCTBOM, UCNO/b3YS MPOTOKON
SNMP.

[na nameHeHns Hactpoek SNMP yctaHoBuTe chnar HanpoTue «SNMP», nocne Yero ansa pegaktmpoBaHms
CTaHyT JOCTYnNHbI cnegyowme napametpbl SNMP-areHTa:

+ lMaposib Ha YmeHue — Naposib Ha YTeHre napameTpoB (06LLENPUHSATBI: public);

+ [Maposib Ha 3anuck — Naposb Ha 3anuck napameTpoB (06LLENPUHSTLIN: private);

« Adpec 0515 npuéma mparos vl — IP-agpec nnn goOMeHHoe UMsi NpUemMHnKa coobuieHnin SNMPv1-trap B
topmate HOST [COMMUNITY [PORT]];
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+ Adpec 0719 npuéma mparios v2 — IP-agpec nnm fOMeHHOe NMs npuemMHuka coobuieHnin SNMPv2-trap B
thopmate HOST [COMMUNITY [PORT]];

« Aodpec 0515 npuéma coobwjeHul Inform — IP-agpec nnn AOMeHHOe MMS NMpUeMHMKa coobueHunii Inform B
topmate HOST [COMMUNITY [PORT]];

« CucmemHoe umsi ycmpoticmsa — UMSl YCTPOWCTBa;

+ KoHmakmHasi uHghopmayusi npou3sooumesisi — KOHTakTHas nHdopmMaumns NnponM3BoAMTENS YCTPOICTBE,

* MecmononoxeHue ycmpoticmsa — UHopMaLmsa 0 MeCcTONO/IOKEHNN YCTPOICTBE;

+ lMaposib 8 mpanax — Naposb, CoaepXxallmiics B Tpanax (no ymonyaHuto — trap).

Hwxe npuBeaeH CNMCOK 06bLEKTOB, NOAAEPXMBAEMbIX A/ UTEHUSA U KOH(PUTYPMPOBaHWA NOCPeACTBOM
npotokosa SNMP:

+ eltexLtd.1.127.1 — MOHUTOPWUHT NapamMeTPOB TOYKM AOCTYNa M NOAKIOYEHHbIX KNTIMEHTCKMX YCTPOICTB;
+ eltexLtd.1.127.3 — ynpaBneHne TO4KO AOCTYNa;
+ eltexLtd.1.127.5 — koHUrypmpoBaHme To4YKn AocTyna.

eltexLtd — 1.3.6.1.4.1.35265 — ngeHtudmkarop npegnpusatnsa «NTTEKC».
Mogpo6Hoe onucaHue OID WEP-30L goctynHo no cneaytouleii ceoinke: Onvcadmne OID Ha WEP/WOP-xL.

,ﬂ.flﬂ BCTYMJ/ieHNA B CUNy HOBOW KOHCpI/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B AHEPIOHE3aBNCMYIO NMaMATb
HaXXMNTE KHOIMKY «rlpVIMeHI/ITb». .[],}'IFI OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».

5.8 MeHt0 «BHellHMe cepBUCHI»

5.8.1 MoameHto «MopTasibHas aBTopusaumns»

MoameHto «MopTanbHas aBTopu3ayus» NpeaHasHaueHo A/1s BKOUEHUS U HACTPoiiku cepeuca APB Ha Touke
aocTyna.

Cepsuc APB ucnonb3ayetcs Ans o6ecneyeHnst NopTasibHOro poyMUHTa KNMEHTOB MeX Iy TOYKaMm [0CTyna,
MOAK/HOUYEHHbIMU K CEPBUCY.

L TEX  WEP-30L

MOHWTOPHHT Radio VAP CeTeBble HACTPOWKM BHelUHWe CEPBMUCHI CucTema - (BLIXOM)
MopTansHan aBTOPU3ALLMA » BrNio4uT
Aapec cepsuca APB ws//192.168.1.1:8090/apb/

* Bksmo4umb — Npu ycTaHOBNEHHOM hriare Touka Oyaet nogknioyarses K cepsucy APB, agpec KoToporo
ykasaH B none «Agpec cepsuca APB», onsa obecrnedyeHuns nopTasibHOro poyMuHra KIMeHToB.

+ Adpec cepsuca APB — aapec cepsuca APB ans noaaepXxkm poymMmuHra B pexmme noptasibHoli
aBTopu3auuun. 3agaertcs B oopmare: «ws://<host>:<port>/apb/broadcast».

[Nsi BCTYN/IEHUSI B WYy HOBOM KOHQOUIypaLumn 1 3aHECEHNS! HACTPOEK B 9HEPTOHE3aBUCUMYIO NaMSTh
HaXKMUTE KHOMKY «MpUMEHNUTb». 151 OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMEHA».
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5.9 MeHto «Cucremar

B MeHi0 «CucTteMa» BbINOHAKTCS HACTPOVKM CUCTEMbI, BPEMEHM, OCTYNA K YCTPOWCTBY NO pas/INYHbIM
NpOTOKOMaM, MPOM3BOANTCS CMEHA Napoist U 0GHOB/IEHNE NPOrPaMMHOr0 06ecneyeHunst yCcTpoiicTaa.

5.9.1 MoameHto «O6HOBNEHNE MO ycTponcTBa»

MoameHo «O6HOBNeHMe MO ycTpoiicTBa» NpefHasHavYeHo 415 06HOBNEHUS NPOrpamMmmMHOro obecneyeHuns
yCTpOWCTBa.

ELTEX  WEP-30L

MoHuTopudr  Radio VAP CeTeBbie HAacTpoiikM  BHellHWe CepBuCh CucTema u~  (Bbixod)
(OBHoBnerue MO ycTpoiicTea » AKTWBHasA Bepcus Mo
KoHdurypauma

AxkmyansHas eepcus M0 docmyn+a no adpecy: hitp./eltex-co.ru/support/downioads/
Mepesarpyska
@ain oGHOBAEHKA MO | BbiOepuTe (ainn |-J:aﬁn He BrIGpaH
Mapone

HypHan

Narta u spems

« AKmusHasi sepcusi [10 — Bepcusi NporpaMmMHOro o6ecneyeHmns, ycTaHOB/IEHHOTO Ha YCTPOMCTBE,
pa6oTatoLas B AaHHbIi MOMEHT.
+ PesepsHas sepcusi 10 — Bepcusa NPOrpaMMHOro 06ecneyveHunsi, yCTaHOB/IEHHOIO Ha YCTPOICTBE, Ha
KOTOPYH MOXHO nepekntountbesa 6e3 3arpysku caina Mo.
+ Codesnnamb akmusHoU — KHOMKa, N03BONAOLWANA caenaTb pe3epBHyto Bepcuto MO akTUBHOMN, ANs
3TOro nNoTpebyeTtcsa nepesarpyska ycTporictea. AKTuBHas Bepcus MO B 3TOM Ciyyae cTaHeT
pe3epBHOIA.

O6HoBNEHKE nporpaMmmMmHoro obecneyeHus

3arpysuTte cpaiin MO c canta http.//eltex-co.ru/support/downloads/ n coxpaHuTe ero Ha komnbtoTepe. MNocne
3TOr0 HAXXMUTE KHOMKY «BblbepuTe dann» B none dadn obHosneHus MNO v ykaxuTe nyTb K dhaiiny MO B
hopmare .tar.gz.

[ns 3anycka npouecca 06HOBMEHNST HEOBXOAMMO HaxKaTb KHOMKY «3anycTutb 06HOBEHME. [pouecc
06HOBNEHMs 3aliMET HECKO/IbKO MUHYT (0 ero TekylleM crtatyce 6yAeT ykasaHo Ha CTpaHuLIe), Noc/e Yero
YCTPOMCTBO aBTOMATUUYECKM Nepesarpy3nTcs.

© He otkniovaiite nuTaHMe yCTPOICTBA 1 He BLINOMHANTE ero nepesarpy3ky B npolecce 06HOBNEHUA
Mno.

47


https://eltex-co.ru/support/downloads/
https://eltex-co.ru/support/downloads/

PykoBoacTBo no akcnyatauun WEP-30L, Bepcus 2.1.0

5.9.2 MoameHto «KoHurypaums»

B noameHo «KoHurypauusa» BbINOMHAETCS COXPAHEHUE U OOHOB/IEHNE TEKYLLEW KOH(UrypaLumm.

=TE WEP-30L

MOHWTOPUHT Radio VAP CETEBbIE HACTPOIKHM BHELIHWE CepBHChI Cuctema - (BbIXOA,

ObHoenexwe MO ycTpoiicTsa Mony4uTL apXve KOHMUIYpaLwuKn C yCTPOUCTEa 7 Cra4aTb

KoHdurypauua > P TR o | i
pHryPELY 3arpy3uTe apXus KOHMMIYPauMKM Ha yCTPOMCTBO \ BuiBepute (ann |¢ann He BoiOpaH

Nepe3arpyska

Mapone
COpOC Ha 33BOACKUE HACTPOMKM B CoxpatuTs napameTpel focTyna

Wypran % COpoc

[ata u Bpema

[Nony4yeHmne KoHMUrypaumm

UT06bI COXPaHUTL TEKYLLYH KOH(MIypauuio yCTPOCTBA Ha /IOKasIbHbI KOMMbLIOTEP, HXKMUTE KHOMKY
«CKauaTtb».

OG6HoBNeHMEe KOHdMIypaumm

[ns 3arpy3ky cOXpaHeHHOro Ha JI0KaJlbHOM KOMMbloTepe dhaina KoHUrypauum UCnonb3yeTcsa MyHKT
«3azgpy3ums apxus KOHgu2ypayuu Ha ycmpolicmso». Ans 06HOBNEHNS KOHhMrypaummn ycTpoincTea HaxXMmTe
KHOMKY «BblGepuTe chaiin», ykakute daiin (B hopmarte .tar.gz) n HOXMUTE KHOMKY «3arpy3unTb chaiin».
3arpyxeHHas KoH(Urypauusa npuMmeHseTca aBToMaTnyeckn 6e3 nepesarpysku ycTpoicTsa.

C6poc ycTpoiicTBa Ha 3aBOACKNE HACTPONKN

UT0o6bI caenaTth COPOC BCeEX HACTPOEK YCTPOICTBA HA CTaHAAPTHbIE 3aBOACKME YCTAHOBKM, HXKMUTE KHOMKY
«C6poc». Ecnu akTBMpoBaH chnar «CoxpaHnTb NnapameTpbl 40CTynar, TO 6y4yT COXPaHeHbI Te napameTpsbl
KOHGpMIypaLmm, KoTopble 0TBEYAKT 3a A0CTYN K YCTPOCTBY (HacTpoiika IP-agpeca, HacTpoiiku foctyna no
Telnet/SSH/SNMP/NETCONF/Web).

5.9.3 MoameHto «Mepe3arpyska»

[lnsi nepesarpysku yCTpoincTBa HaXKMUTE Ha KHOMKY «[epesarpyskar. [Mpouecc nepesanycka ycTpoiicTea
3aHVMaeT NPUMEPHO 1 MUHYTY.

S TEX WEP-30L

MOHHTOPHHT Radio VA CeTeBble HACTPOHKN BHeLUHWE CEPBHCH Cuctema - (BbIX0M)

O0HoBNeHWe MO yCTpoACTBa Mepesarpyska ycTpoicTsa < Mepesarpy3ka
KoHgurypayua
Mepesarpyska »
Maponk
HypHan

Nata W BpeMa
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5.9.4 TloameHio «lMaponb»

Mpu Bxofe yepes web-nHTepdeiic agMmmHmcTpaTop (Naposib No yMosiyaHuto: password) MMeeT MosHbIA JoCTyn
K YCTPOWCTBY: UTEHME N 3anunChb JI06bIX HACTPOEK, NOJTHBIA MOHUTOPUHT COCTOAAHMSA YCTPOCTBA.

[na cmeHbl Nnaponsa BBeAMTE HOBbLIV Naposb cHavana B nose «lMaponby, 3aTem B none «MoaresepxaeHne
napons» N HaXXMUTe KHOMKY «IMpUMeHUTb» 19 COXpaHeHUA HOBOIO Naposis.

ELTEX  WEP-30L

MOHMTOPUHT Radio VAP CeTeBble HACTPORKK BHELUHWE CEPBMCh Cuctema - (BbIXOM)
(OBHoBNeHue MO ycTpoAcTEa MNapone @
KoHgurypayua MoaTeepxasHue napona @

Mepe3arpy3ka

Maponk »

JKypHan

Narta u BpeMa

5.9.5 TloameHo ©KypHau»

MogMeHio «XKypHan» npegHasHayeHo 4151 HACTPOWKK BbiBOAA PasHOro poga OT/1af0uHbIX CO0OLEHNIA
CUCTEMbI B LIeNsAX 06HapyXeHus npuynH npobnem B paboTe yCTponcTaa.

MOHUTOPHHT Radio VAP CeTeBble HACTPORKK BHELUHWE CEPBMCH Cucrema - (BbIXOA)
OBHoBneHue MO yeTpoiicTea Pesim Cepeep u daiin v
KoHUrypawmsa Anpec Syslog-cepeepa syslog.server
Mepesarpyska MopT Syslog-cepeepa 514
Maponk Pasmep daitna, kb 1000
yphan »
Narta u Bpema

* Pexxum — pexum pabotbl Syslog-areHTa:
* Jloka/ibHbIU chalil — HhopMaLUs XypHasia COXpaHAeTcs B JIOKa/IbHOM oaiinie n AoCTynHa B
web-nHTepdelice ycTpoiictea Ha BKnagke «MoruTopuHr/XKypHas cobbITnii,
+ Cepsep u ¢halin — nHgopmauus XypHana oTnpaBnseTca Ha yaaneHHblin Syslog-cepeep n
COXpaHseTcs B JIOKa/IbHOM cpaiine.
+ Adpec Syslog-cepsepa — IP-agpec nnn gomeHHoe ums Syslog-cepeepa.
« Mopm Syslog-cepsepa — NopT Ansi BXoAAWmx cooblieHnin Syslog-cepeepa (no ymonuaxuio — 514,
[onycTUMble 3HaveHust 1-65535).
« Pasmep ¢halina, kb — MakcuMasbHbIi pasmep goaiina xypHana (aonyctumMble 3HadeHus 1-1000 kB).

[N BCTYNNeHWs1 B CUy HOBO KOHCOUIypaLmMmn 1 3aHECEHUST HACTPOEK B SHEPTOHE3ABMCUMYIO NaMsiTh
HaXXMUTE KHOMKY «[pUMeEHUTb». [INs OTMEHbI M3MEHEHWI HAXKMUTE KHOMKY «OTMEeHay.
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5.9.6 MoameHto «[lata 1 Bpems»

B noameHto «Jata u BpeMsi» MOXHO HACTPOWTbL BPEMS BPYUHYO UM C MOMOLLLbKO MPOTOKOA CUHXPOHMU3ALMN
BpemeHn (NTP).

5.9.6.1 BpyuHyro

=L TEX  WEP-30L

MOHMTOPHHT Radio VAP CeTeBble HACTPOMKN BHeWwHWe cepeBnch Cucrema - BbIXOQ,

OBHoBNeHHe MO yCTpoilcTea Peum @ Bpyudyw (O NTP cepeep

KoHdurypawus Nara u Bpema ycTpoiicTea 18.05.2023 07:38°32 | # PenakTnposate.

“acosoil noac Mocksa, Poccua v
Mepesarpyska

BinioyuTe Nepexod Ha NeTHee BpemMa
Mapont

" Mepexon Ha NeTHee BpemMA (HE 80/0paH0) | (HE eni0patHo) | (He esi0paHo) B --
ypHan

nata w spena Mepexod Ha 3HMHee BpeMa (He 8biOpaHo) || (He évifipaHo) | (He eniOpaHo) B - | --
0 M

CBMI EDEMEHH (MUH.) 60

+ [ama u spemsi ycmpolicmsa — fata v BpeMs Ha YCTPOCTBE B AaHHbIA MOMeHT. Ecnun TpebyeTcs
KOPPEKLMS, HOKMUTE KHOMKY «PefakTnpoBaTb».
+ [ama, spemsi — 3afainTe TEKyLLY0 AaTy 1 BPEMS UM HaXXMUTE KHOMKY «TekyLlas gata u Bpems»
AN ycTaHOBKM BpemeHu MK Ha ycTpolicTBO.
+ Yacosol rosic — N03BONSIET YCTAHOBUTL YaCOBO NOSC B COOTBETCTBUM C GAMXKaALLIMM roOpoLoM B
BalLEeM pervoHe 13 3afaHHoro crnmcka.
* BK/1o4UMb repexoo Ha siemHee speMsi — Npu yCTaHOB/IEHHOM dhare nepexop, Ha fieTHee/3MHee
Bpems OyaeT BbINO/HATLCA aBTOMATUYECKN B 3a4aHHbIli NepUos BPEMEHMU:
+ [Nepexod Ha iemHee BpeMsi — AeHb U BpeMs, Korga 6yaeT BbINOHATLCA NePexXoq, Ha neTHee
Bpems;
+ [Mepexod Ha 3uMHee BpeMsi — LeHb N BpeMs, Korga OyaeT BbINO/HATLCA Nepexos Ha 3uMHee
BpeEMS.
+ CoBue BpemeHu (MUH.) — nepuog, BpeMeHN B MUHYTaXx, Ha KOTOPbIi BbINOMHAETCA CABUT BPEMEHM.
MoxeT npuHMMmaTthb 3HavyeHme oT 0 4o 720 MuH.
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5.9.6.2 NTP-cepsep

=L TEX  WEP-30L

IMOHMTOPHHT Radit VAP CeTeBble HACTPOHKH BHELHHE CepBHCH Cucrema n - (BbIXOA,

o

OGHoBnenue MO ycTpoRcTsa Pesum (O Bpyuryio @ NTP cepeep

Vi i 5 g
KoHdurypaLms Nara u Bpema ycTpoiicTea 18.05.2023 07:39:37

NTP cepeep pool.ntp.org -
Mepesarpyska

4acosoil nosc Mockea, Poccua v
Maponk

A BKMKOYMTE NEPEXOA HA NETHEE BPEMA
JypHan

MEepexo Ha NeTHee Bpema (He 8s10paHo) (He 85/60aH0) (4e 8siGpako) B —
[lata v Bpems >
Mepexoq Ha 3UMHEE BpemMA (He 8s10paHo) (He 85/60aH0) (4e 8siGpako) B —

C/BMI BPEMEHK (MHH.) 60

m X OTvexa

+ Jdama u spemsi ycmpoticmsa — naTta 1 BpeMS Ha YCTPOIACTBE B [laHHbIA MOMEHT.
* NTP cepsep — IP-agpec/noMeHHOe nMA cepBepa CUHXPOHM3aLUM BpeMeHn. Bo3aMoxHO 3aaartb agpec
NN BbIGpaTb N3 CYLLECTBYIOLLENO Crncka.
+ Yacosol nosic — no3BOASIET YCTAHOBUTb YaCOBOW MOSIC B COOTBETCTBUM C GAMXaiLLMM ropoaom B
BalleM pervoHe 13 3aZlaHHoro crmcka.
* Br/1o4umsb rnepexod Ha /iemdee speMsi — Npu yCTaHOB/IEHHOM dhfiare nepexop, Ha neTHee/3nMHee
BpeMs OyAeT BbINO/HATLCA aBTOMAaTUYECKN B 3ajaHHbI NepuoL, BpEMEHN:
* [Nepexod Ha siemHee BpeMsi — AeHb 1 BpeMs, koraa 6yaeT BbINO/HATLCA Nepexos Ha fieTHee
Bpewms;
* [Nepexod Ha 3uMHee BpeMsi — [eHb U BPeMS, Korga OyaeT BbINO/HATLCA Nepexos Ha 3uMHee
Bpems.
+ CoBue BpemeHu (MUH.) — nepuog, BpeMeHN B MUHYTAX, Ha KOTOPbII BbINOMHAETCA CABUT BPEMEHM.
MoxeT npuHmaTb 3HaveHune oT 0 o 720 MUH.

[na BCTynneHns B cuUly HOBOW KOHCOUIypaLun 1 3aHECEHNSI HACTPOEK B 3HEProHe3aBrCMMYH0 NamMsiTb
HaXXMUTE KHOMKY «[TpuMeHUMb». NS OTMEHbl U3MEHEHWI HaXXMUTE KHOMKY «OmmeHar.
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6 YnpaBneHue yCcTPOMCTBOM C MOMOLLbIO KOMaHAHOW CTPOKK

© [ns 0TO6paKEHUS MEIOLLIMXCS HACTPOEK OMNpPeaeNeHHOTo pasAena KOH(UIypaumm BBeauTe KoMaHay
show-config.
[ns nonyyeHusa nogckaskn 0 TOM, Kakoe 3HaYeHre MOXET NPUHUMATbL TOT WU MHOWN napameTp
KOHCDUIypaLmm ycTpoicTBa, HaXXMIUTE codeTaHue Knasuil (B aHrnuiickoii packnaake) — [Shift + ?].
[na nonyyeHns cnmcka napameTpoB, 4OCTYMHLIX A1 peAakTMpoBaHUA B JaHHOM pasferne
KOHpurypaumm, HaxmuTe knasuwy Tab.
[na coxpaHeHua HACTPOeK BBEAUTE KOMaHAYy save.
[ns nepexoga B npeablayLunii pasgen KoHurypaumm BeeguTe kKomaHay exit.
[na nepexosa B KOPHEBOI pasfen seeauTe KomaHay end.

6.1 TMoakyeHne K yCTponCcTBy

Mo ymonyaxuto yctpoiictBo WEP-30L HacTpoeHo Ha nony4veHune agpeca no DHCP. Ecnv aToro He npom3oLuno,
MOAK/THUNTLCA K YCTPOCTBY MOXHO MO 3aBOACKOMY IP-agpecy.

© 3asopckoii IP-agpec yctpolictea WEP-30L: 192.168.1.10, macka nogcetu: 255.255.255.0.
MoaxnYeHne K yCTPOICTBY ocyLlecTBAsieTcs ¢ nomoubio SSH/Telnet:

ssh admin@<IP-aapec ycTpoiicTBa>, Aanee BBOAUM Napo/ib

telnet <IP-agpec ycTpoiicTBa>, BBOAVM JIOTMH U Naposib
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6.2 HacTpolika ceTeBbIX NapamMeTpoB

HacTpoiika cTaTM4ecKux ceTeBbIX MapamMeTpoB TOUKU AocTyna

WEP-30L(root):/# configure

WEP-30L(config):/# interface

WEP-30L(config):/interface# br0

WEP-30L(config):/interface/br0# common

WEP-30L(config):/interface/br0/commont static-ip X.X.X.X (rge X.X.X.X — |P-agpec WEP-30L)
WEP-30L(config):/interface/br0/common# netmask X.X.X.X (rge X.X.X.X — macka nogcetu)
WEP-30L(config):/interface/br0/common# dns-server-1 X.X.X.X (rae X.X.X.X — IP-agpec dns-cepsepa Neol)
WEP-30L(config):/interface/br0/common# dns-server-2 X.X.X.X (rae X.X.X.X — I[P-agpec dns-cepsepa No2)
WEP-30L(config):/interface/br0/commont# protocol static-ip (13vieHeHne pexvma paboTsl ¢ DHCP Ha Static-
IP)

WEP-30L(config):/interface/br0/commont# save (coxpaHeHne HacTpoek)

AOG&BNEHMG CTaTn4yecKoro MapuipyTra.

WEP-30L
WEP-30L
WEP-30L
WEP-30L
WEP-30L(config):/route# add default (rae default — HassaHne mapLupyTa)

WEP-30L(config):/route# default

WEP-30L(config):/route/default# destination X.X.X.X (rae X.X.X.X — IP-agpec cetv uiv y3/fa HasHaqyeHus,
ons gedpontHoro mapupyta — 0.0.0.0)

WEP-30L(config):/route/default# netmask X.X.X.X (rge X.X.X.X — macka cetv HazHauyeHus, o158 AedonTHoro
mMapLpyTta — 0.0.0.0)

WEP-30L(config):/route/default# gateway X.X.X.X (rae X.X.X.X — IP-agpec Lwno3a)
WEP-30L(config):/route/default# save (coxpaHeHve HacTpoek)

:/interface/br0/commont exit
:/interface/brO# exit
:/interface# exit

:/# route

config
config
config
config

—_ e~ e~~~
—_— = o = ==

HacTpolika nonyyeHus ceTeBbIX NapameTpoB no DHCP

WEP-30L
WEP-30L
WEP-30L
WEP-30L
WEP-30L
WEP-30L

root):/# configure

config):/# interface

config):/interface# bro

config):/interface/br0# common
config):/interface/br0/commont# protocol dhcp
config):/interface/br0/common# save (coxpaHeHne HacTpoek)

—_ e~~~ —~
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HacTtpoiika napameTpoB gocTyna no npoTtokony IPv4

WEP-30L(root):/# configure

WEP-30L(config):/# interface

WEP-30L(config):/interface# br0

WEP-30L(config):/interface/br0# common

WEP-30L(config):/interface/br0/common# access-rules (nepexo/ B paszes HacTpoek A0CTyna rno npoToKosy
IPv4)

WEP-30L(config):/interface/br0/common/access-rules# telnet false (rze false — orpaHnyeHve gocrtyna no
npoTokony TELNET K yCTpPOMCTBY no ero IPv4-aapecy. JaHHas HacTpolika pacnpocTpaHsieTcs TONIbKO Ha
NOAKMHOYEHNE K YCTPOICTBY No IPv4, oocTyn No IPv6 ocTaHeTcs, ecnv He 6b110 NPon3BeaeHo
COOTBETCTBYHOLLEN HACTPOIKN NO 3anpeTy B pasaene ans IPve6. AN CHATMA orpaHMyeHns BBeguTe true)
WEP-30L(config):/interface/br0/common/access-rules# save (coxpaHeHne HacTpoek)

6.2.1 HacTpolika ceTeBbIX NapameTpoB C NOMOLLbIO YyTUINUTLI Set-management-vlan-mode
HeTernpoBaHHbIN gocTyn

[MonyyeHne ceTeBbiX HACTPOEK No DHCP:
WEP-30L(root):/# set-management-vlan-mode off protocol dhcp

Cratnyeckme HacTpOIiKK:

WEP-30L(root):/# set-management-vlan-mode off protocol static-ip ip-addr X.X.X.X netmask Y.Y.Y.Y
gateway Z2.Z.Z.Z (rge X.X.X.X — cTatnyeckuii IP-agpec, Y.Y.Y.Y — Mmacka nogcetu, Z.Z.Z.Z — Lu/03)

AocTtyn uepe3s VLAN ynpaBneHus B pexxume Terminating

[NonyyeHne ceTeBbIX HACTPoekK no DHCP:

WEP-30L(root):/# set-management-vlan-mode terminating vlan-id X protocol dhcp (rge X — VLAN ID,
MCNOMb3yEeMbI AN AOCTYNA K YCTPOCTBY. BO3MOXHbIE 3HaUeHus: 1-4094)

Cratnyeckme HacTpONKu:

WEP-30L(root):/# set-management-vlan-mode terminating vlan-id X protocol static-ip ip-addr
X.X.X.X netmask Y.Y.Y.Y gateway Z.Z.Z.Z (rze X — VLAN ID, ncnosns3syemblii 4158 AOCTyNa K yCTPONCTBY,
BO3MOXHbI€ 3HAUeHUsT: 1-4094; X.X.X.X — cTatnyeckuii IP-agpec; Y.Y.Y.Y — macka noacetu; Z.Z.Z.Z — Li103)

DocTtyn uepes VLAN ynpaBsneHusi B pexxume Forwarding

nOﬂyl—IeHl/le ceTeBblX HacTpoek nNo DHCP:

WEP-30L(root):/# set-management-vlan-mode forwarding vlan-id X protocol dhcp (rge X — VLAN ID,
MCNOMb3yeMbI AN AOCTyNa K YCTPONCTBY. BO3MOXHble 3HaueHus: 1-4094)

Cratnyeckue HaCTpOVIKM:

WEP-30L(root):/# set-management-vlan-mode forwarding vlan-id X protocol static-ip ip-addr
X.X.X.X netmask Y.Y.Y.Y gateway Z.Z.Z.Z (re X — VLAN ID, ncnons3ayemslii 4158 AOCTyNa K yCTPONCTBY,
BO3MOXHbI€ 3HAYEHUsI: 1-4094; X.X.X.X — cTatuyeckuii IP-agpec; Y.Y.Y.Y — macka noacetun; Z.Z.Z.Z — Lto3)
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3aBeplueHNe U COXpaHeHMe HaCTPOoEeK

WEP-30L(root):/# save (coxpaHeHVe HacTPOoeK)

6.2.2 HacTpoiika ceTeBbix napameTpos IPv6

© Mo ymonuaHuio AOCTYN K YCTPOICTBY MO NMPOTOKOY IPV6 Ha TOUKe 4OCTYmNa OTK/THOUEH.

BKNoueHue goctyna K yCTpoiicTBy No npoTokony IPv6e

WEP-30L
WEP-30L
WEP-30L
WEP-30L
WEP-30L
WEP-30L
DHCP)
WEP-30L(config):/interface/br0/common/ipv6# enabled true (Bk/10ueHVIe 40CTYNa K YCTPOUCTBY MO
npotokosny IPv6. Ans BbikntoveHns seegute false)

WEP-30L(config):/interface/br0/common/ipv6# save (CoxpaHeHvie HacTpoek)

root):/# configure

config):/# interface

config):/interface# bro

config):/interface/br0# common

config):/interface/br0/commont ipvé

config):/interface/br0/common/ipv6# protocol dhcp (nonyueHvie ceteBbix napameTpos IPv6 no

—_ e~ e~~~

HacTpolika cTaTuueckux ceTeBbiX NapaMeTpoB IPv6 TOUKU AocTyna

WEP-30L(root):/# configure

WEP-30L(config):/# interface

WEP-30L(config):/interface# bro

WEP-30L(config):/interface/br0# common

WEP-30L(config):/interface/br0/commoni# ipv6

WEP-30L(config):/interface/br0/common/ipv6# address XXXX:XXXX:XXXX: XXXX:XXXX:XXXX:XXXX:XXXX (roe
XXXXXXXXXXXKXXXXXXXKXXXXXXXXXXXX — cTaTruyeckuin IPve-aapec ycTpoiictea WEP-30L)
WEP-30L(config):/interface/br0/common/ipv6# address-prefix-length X (rae X — npedoukc cratmyeckoro IPve-
agpeca. lNMpuHMmaeT 3HadeHne ot 0 40 128. o yMo4aHuio: 64)
WEP-30L(config):/interface/br0/common/ipv6# gateway XXXX:XXXX:XXXX:XXXX::/64 (yka3biBaeTcs IPv6-
npedomkc, Hanpumep, 3211:0:0:1234::/64)

WEP-30L(config):/interface/br0/common/ipv6# dns-server-1 XXXX: XXXX:XXXX:XXXX:XXXX: XXX X:XXXX:XXXX/Y
(rae XXXXXXXXXXXXXXXKXXXXXXXX:XXXX:XXXX/Y — IPv6-aapec DNS-cepepa Nel ¢ npedmkcom)
WEP-30L(config):/interface/br0/common/ipv6# dns-server-2 XXXX:XXXX:XXXX:XXXX:XXXX: XXX X:XXXX:XXXX/Y
(rae XXXXXXXXXXXXXXXXXXXXXXXX:XXXX:XXXX/Y — IPv6-aapec DNS-cepepa Ne2 ¢ npedmkcom)
WEP-30L(config):/interface/br0/common/ipv6# protocol static-ip (Bk/1t0ueHVe 1CMNOb30BaHNSA CTATUYECKMX
ceTeBbIX IPv6 MapaMeTpoB. 151 NoNy4eHns CeTeBbIX NapameTpoB IPv6 no DHCP BBeauTe dhcp)
WEP-30L(config):/interface/br0/common/ipv6# enabled true (Bk/104eHVIE 40CTYNa K YCTPOUCTBY MO
npoTtokosny IPv6. [1ns BbikNtoueHns: BBeanTe false)

WEP-30L(config):/interface/br0/common/ipv6# save (CoxpaHeHVe HacTpOeK)
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HacTtpoiika napameTpoB gocTyna no nportokony IPvé

WEP-30L
WEP-30L
WEP-30L
WEP-30L

root):/# configure

config):/# interface

config):/interfacet# bro

config):/interface/br0# common

WEP-30L(config):/interface/br0/commont# ipv6

WEP-30L(config):/interface/br0/common/ipv6# access-rules (nepexo/ B pasfes HacTpoek AocTyna)
WEP-30L(config):/interface/br0/common/ipv6/access-rulest telnet false (rze false — orpatnyenve gocryna
no npoTtokony TELNET K yCTpPOMCTBY No ero IPve-agpecy. JlaHHasa HacTpoiKa pacnpocTpaHsaeTcs TO/1bKo Ha
MOAKMOYEHNE K YCTPOWCTBY NO IPv6, JOCTYN MO IPv4 OCTaHeTCs, ec/iv He 6bl10 NPon3BeAeHO
COOTBETCTBYIOLLIEV HACTPOWKM MO 3anpeTy B pasgene ans IPv4. Ina cCHATUA orpaHnYeHns BBeanTe true)
WEP-30L(config):/interface/br0/common/ipv6/access-rules# save (coxpaHeHVe HacTpoek)

—_ e~~~ —~

AHa/I0rMYHO OrpaHMyeHnto AocTyna K yctpoinctey no npotokony TELNET MOXHO orpaHnMynTb BO3MOXHOCTb
NOAK/YEHMSA K YCTpOKcTBY no ero IPvée-agpecy no npotokonam: SSH, SNMP, NETCONF, web, web-HTTPS.

6.3 HacTpoliika BUpTyasibHbIX Touek gocTyna Wi-Fi (VAP)

Mpw HacTpolike VAP cnefyeT NOMHUTB, YTO Ha3BaHue nHTepdeincos B AvanasoHe 2.4 'y HauMHaeTcs ¢
wlan0, B gnanasoHe 5 My, — wlanT.

Tabnuua 7 — KomaHgpl 4N HacTpoiikmn pexmma 6esonacHoctn Ha VAP

Pexxum 6e3onacHoCcTU KomaHga pnsi HAaCTPOVKM peXxuma 6e30nacHoOCTU
Be3 napons security-mode off

WPA security-mode WPA

WPA2 security-mode WPA?2

WPA/WPA2 security-mode WPA_WPA2

WPA3 security-mode WPA3

WPA2/WPA3 security-mode WPA2_WPA3

WPA-Enterprise security-mode WPA_1X

WPA2-Enterprise security-mode WPA2_1X

WPA/WPAZ2-Enterprise security-mode WPA_WPA2_1X

Hwxe npeactaBneHbl npuMepbl HACTPOLikn VAP ¢ pa3nnyHbiMu pexmmammn 6esonacHocty ana Radio 5Ty,
(wlant).
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6.3.1 HacTtpoliika VAP 6e3 wndposaHus

Co3spaHune VAP 6e3 wncpoBaHus ¢ Nepmoguyeckoinn oTrnpaBKoii akkayHTUHra Ha RADIUS-cepBep

WEP-30L(root):/# configure

WEP-30L(config):/# interface

WEP-30L(config):/interface# wlan1-va0

WEP-30L(config):/interface/wlan1-va0# vap

WEP-30L(config):/interface/wlanl-va0/vap# ssid 'SSID_WEP-30L_open' (13vieHeHve nveHn SSID)
WEP-30L(config):/interface/wlanl-va0/vap# security-mode off (pexxum LunchposaHms off — 6e3 naposin)
( )

WEP-30L(config):/interface/wlan1-va0/vap# radius

WEP-30L(config):/interface/wlanl-va0/vap/radius# acct-enable true (Bk/1t04eHVE OTNPaBKM COOOLLEHNIA
«Accounting» Ha RADIUS-cepBep. Mo ymonyaHuto: false)

WEP-30L(config):/interface/wlanl-va0/vap/radius# acct-address X.X.X.X (rge X.X.X.X — IP-agpec RADIUS-
cepBepa, UCrosib3yeMoro A1 akkayHTUHra)

WEP-30L(config):/interface/wlanl-va0/vap/radius# acct-password secret (/e secret — naposs 4715 RADIUS-
cepBepa, UCrosib3yeMoro A1 akkayHTUHra)

WEP-30L(config):/interface/wlanl-va0/vap/radius# acct-periodic true (Bk/10ueHVIE NEPUOANYECKON OTNPaBK/
coobueHui «Accounting» Ha RADIUS-cepBep. No ymonyaHnuio: false)
WEP-30L(config):/interface/wlanl-va0/vap/radius# acct-interval 600 (HTEpBasT OTNPaBKY COOOLLEHNIA
«Accounting» Ha RADIUS-cepBep)

WEP-30L(config):/interface/wlanl-va0/vap/radius# exit

( )
WEP-30L(config):/interface/wlanl-va0/vap# exit

WEP-30L(config):/interface/wlanl-va0# common

WEP-30L(config):/interface/wlanl-va0/common# enabled true (BKk/1t04eHNE BUPTYa/IbHOW TOYKM A0OCTYNa)
WEP-30L(config):/interface/wlanl-va0/common# save (COxpaHeHne HacTpoek)
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6.3.2 HacTtpoiika VAP ¢ pexnmom 6e3onacHoctn WPA-Personal

Co3spaHue VAP ¢ pexumom 6e3onacHocTtu WPA-Personal c nepnoanyeckoii oTnpaBKOW akKKayHTUHra
Ha Radius-cepBep

WEP-30L
WEP-30L
WEP-30L
WEP-30L

root):/# configure

config):/# interface

config):/interface# wlan1-va0

config):/interface/wlanl-vaO# vap

WEP-30L(config):/interface/wlanl-va0/vap# ssid 'SSID_WEP-30L_Wpa2' (n3meHeHve nveHn SSID)
WEP-30L(config):/interface/wlanl-va0/vap# security-mode WPA_WPA2 (pexxum wndposaHns — WPA/WPA2)
WEP-30L(config):/interface/wlanl-va0/vap# key-wpa password123 (k/1t04/M1aposib, He0OX0ANMBIN [15
NOAK/HYEHMA K BUPTYasibHOM TOUKe AocTyna. [livHa Kn4a Ao/MKHA COCTaBIATb OT 8 10 63 CMMBOJI0B)

—_ e~ e~~~
—_ ===

WEP-30L(config):/interface/wlan1-va0/vap# radius

WEP-30L(config):/interface/wlanl-va0/vap/radius# acct-enable true (Bk/1t04eHVE OTNPaBK/ COOOLLEHNIA
«Accounting» Ha RADIUS-cepBep. Mo ymonyaHuto: false)

WEP-30L(config):/interface/wlanl-va0/vap/radius# acct-address X.X.X.X (rae X.X.X.X — IP-agpec RADIUS-
cepBepa, UCrosib3yeMoro A1 akkayHTUHra)

WEP-30L(config):/interface/wlanl-va0/vap/radius# acct-password secret (/e secret — naposs 4715 RADIUS-
cepBepa, UCrosib3yeMoro A1 akkayHTUHra)

WEP-30L(config):/interface/wlanl-va0/vap/radius# acct-periodic true (Bk/104ueHVIE NEPUOANYECKON OTNPaBKM
coobueHuit «Accounting» Ha RADIUS-cepBep. No ymonyaHnuio: false)
WEP-30L(config):/interface/wlanl-va0/vap/radius# acct-interval 600 (HTEpBasT OTNIPaBKY COOOLLEHNIA
«Accounting» Ha RADIUS-cepBep)

WEP-30L(config):/interface/wlanl-va0/vap/radius# exit

( )
WEP-30L(config):/interface/wlanl-va0/vap# exit

WEP-30L(config):/interface/wlanl-va0# common

WEP-30L(config):/interface/wlanl-va0/common# enabled true (BKk/1t04eHNE BUPTYa/IbHOW TOYKM A0OCTYNa)
WEP-30L(config):/interface/wlanl-va0/common# save (COxpaHeHne HacTpoek)
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6.3.3 HacTtpoiika VAP c Enterprise-aBTopunsauueli

Co3spgaHune VAP c pexumom 6e3onacHoctu WPA2-Enterprise c nepMoguyeckoin oTrnpasKoii
aKKkayHTuHra Ha Radius-cepBep

WEP-30L(root):/# configure

WEP-30L(config):/# interface

WEP-30L(config):/interface# wlan1-va0

WEP-30L(config):/interface/wlan1-va0# vap

WEP-30L(config):/interface/wlanl-va0/vap# ssid 'SSID_WEP-30L_enterprise' (n3veHeHve nveHn SSID)
WEP-30L(config):/interface/wlanl-va0/vap# security-mode WPA_WPA2_1X (pexxum wudposaHns — WPA/
WPA2-Enterprise)

WEP-30L(config):/interface/wlan1-va0/vap# radius

WEP-30L(config):/interface/wlanl-va0/vap/radius# domain root (rge root — f0MeH rnosib3oBaresns)
WEP-30L(config):/interface/wlanl-va0/vap/radius# auth-address X.X.X.X (rae X.X.X.X — IP-agpec RADIUS-
cepsepa)

WEP-30L(config):/interface/wlanl-va0/vap/radius# auth-port X (r1e X — nopt RADIUS-cepsepa, KOTopbIii
NCMosb3yeTcs Ais ayTeHTudmkaumm n aBtopmsaumn. Mo ymonyaHumio: 1812)
WEP-30L(config):/interface/wlanl-va0/vap/radius# auth-password secret (/e secret — naposns a15 RADIUS-
cepBepa, UCnosiblyeMoro Ana ayTeHTudmkaumm n asTopusanmnm)
WEP-30L(config):/interface/wlanl-va0/vap/radius# acct-enable true (Bk/1t04eHVE OTNPaBKM COOOLLEHNIA
«Accounting» Ha RADIUS-cepBep. Mo ymonyaHuto: false)

WEP-30L(config):/interface/wlanl-va0/vap/radius# acct-address X.X.X.X (rae X.X.X.X — IP-agpec RADIUS-
cepBepa, UCrosib3yeMoro A1 akkayHTUHra)

WEP-30L(config):/interface/wlanl-va0/vap/radius# acct-password secret (/e secret — naposis 4715 RADIUS-
cepBepa, UCrosib3yeMoro A1 akkayHTUHra)

WEP-30L(config):/interface/wlanl-va0/vap/radius# acct-periodic true (Bk/10ueHVIE NEPUOANYECKON OTNPaBK/
coobueHuii «Accounting» Ha RADIUS-cepBep. No ymonyaHnuio: false)
WEP-30L(config):/interface/wlanl-va0/vap/radius# acct-interval 600 (HTEpBasT OTNPaBKY COOOLLEHNIA
«Accounting» Ha RADIUS-cepBep)

WEP-30L(config):/interface/wlanl-va0/vap# exit

WEP-30L(config):/interface/wlanl-va0# common

WEP-30L(config):/interface/wlanl-va0/common# enabled true (Bk/1t04eHNE BUPTYa/IbHOW TOYKM A0CTYNa)
WEP-30L(config):/interface/wlanl-va0/common# save (COxpaHeHne HacTpoek)

—_ ===
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6.3.4 HacTtpoliika VAP c nopTtanbHOi aBTopusaumeii

KomaHAb! ANA HACTPOIiKM NOPTasIbHOW aBTOpPM3aLMKn C OTNPaBKOi akkayHTUHra Ha RADIUS-cepBep

WEP-30L(root):/# configure

WEP-30L(config):/# interface

WEP-30L(config):/interface# wlan1-va0

WEP-30L(config):/interface/wlan1-va0# vap

WEP-30L(config):/interface/wlan1-va0/vap# vlan-id X (rae X — VLAN-ID Ha VAP)
WEP-30L(config):/interface/wlanl-va0/vap# security-mode off (pexum wncpposaHms off — 6e3 naposis)
WEP-30L(config):/interface/wlan1-va0/vapt# ssid 'Portal_WEP-30L' (13veHeHne nveHn SSID)
WEP-30L(config):/interface/wlanl-va0/vap# captive-portal
WEP-30L(config):/interface/wlanl-va0/vap/captive-portal# scenarios
WEP-30L(config):/interface/wlanl-va0/vap/captive-portal/scenarios# scenario-redirect

WEP-30L(config):/interface/wlanl-va0/vap/captive-portal/scenarios/scenario-redirect# redirect-url http://
<IP>:<PORT>/eltex_portal/ (ykazartb URL BUpTyasibHOro noprasna)
WEP-30L(config):/interface/wlanl-va0/vap/captive-portal/scenarios/scenario-redirect# index 1
WEP-30L(config):/interface/wlanl-va0/vap/captive-portal/scenarios/scenario-redirect# virtual-portal-name
default (ykasatb nmsa noptana. o ymonyaHuio: default)
WEP-30L(config):/interface/wlanl-va0/vap/captive-portal/scenarios/scenario-redirect# exit
WEP-30L(config):/interface/wlanl-va0/vap/captive-portal/scenarios# exit
WEP-30L(config):/interface/wlanl-va0/vap/captive-portal# enabled true
WEP-30L(config):/interface/wlanl-va0/vap/captive-portal# exit

WEP-30L(config):/interface/wlan1-va0/vap# radius

WEP-30L(config):/interface/wlanl-va0/vap/radius# domain root (rge root — f0MeH rnosib3oBaresns)
WEP-30L(config):/interface/wlanl-va0/vap/radius# acct-enable true (Bk/1t04eHVE OTNPaBK/ COOOLLEHNIA
«Accounting» Ha RADIUS-cepBep. Mo ymonyaHuto: false)

WEP-30L(config):/interface/wlanl-va0/vap/radius# acct-address X.X.X.X (rae X. X.X.X — |P-agpec RADIUS-
cepBepa, UCrnosb3yeMoro 4J/151 akkayHTUHra)

WEP-30L(config):/interface/wlanl-va0/vap/radius# acct-password secret (/e secret — naposs 4715 RADIUS-
cepBepa, UCMnosb3yeMoro 4/ akkayHTUHra)

WEP-30L(config):/interface/wlanl-va0/vap/radius# acct-periodic true (Bk/10ueHVIE NEPUOANYECKON OTNPaBKM
coobueHuii «Accounting» Ha RADIUS-cepBep. No ymonyaHnuio: false)
WEP-30L(config):/interface/wlanl-va0/vap/radius# acct-interval 600 (HTEpBasT OTNIPaBKY COOOLLEHNIA
«Accounting» Ha RADIUS-cepBep)

WEP-30L(config):/interface/wlanl-va0/vap# exit

WEP-30L(config):/interface/wlanl-va0# common

WEP-30L(config):/interface/wlanl-va0/common# enabled true (Bk/1t04eHne BUPTYaILHOM TOYKM [0CTYNa)
WEP-30L(config):/interface/wlanl-va0/common# save (COxpaHeHne HacTpoek)
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6.3.5 [ononHutenbHble HacTpoiiku VAP

Ha3HaueHue VLAN-ID Ha VAP

WEP-30L(config):/interface/wlan1-va0/vap# vlan-id X (rae X — Homep VLAN-ID Ha VAP)

© nMonHoueHHas noaaepxka dyHkUMoHana Band Steer nnaHupyeTcs B CeayoLmx BepCUsx.

BknioueHue pexxuma Band Steer

WEP-30L(config):/interface/wlanl-va0/vap# band-steer-mode true (Bi/1t0ueHne pexurmva Band Steer. 19
oTK/o4YeHns BeeauTe false)

BkntoueHue VLAN trunk Ha VAP

WEP-30L(config):/interface/wlanl-va0/vap# vlan-trunk true (Bx/itoueHvie VLAN Trunk Ha VAP. [ns
oTKNtoveHns seeaute false)

BkntoueHune General VLAN Ha VAP

WEP-30L(config):/interface/wlanl-va0/vap# general-vlan-mode true (Bk/it0ueHne General VLAN Ha SSID. [1ns
oTKNtoveHus seeaute false)
WEP-30L(config):/interface/wlanl-va0/vap# general-vlan-id X (rze X — Homep General VLAN)

Bbi60op cnocoba npuopuTusaum

WEP-30L(config):/interface/wlanl-va0/vap# priority-by-dscp false (aHann3 npnoputera 13 nons CoS (Class of
Service) TerMpoBaHHbIX NAKETOB. 3HAYEHME NO YMOYaHUIo: true. B 3TOM criyvyae aHa/IM3npyeTcs
npuopuTeT u3 nosia DSCP 3aronoBka IP-naketa)

BkntoueHue pexuma MFP (802.11W)

WEP-30L(config):/interface/wlanl-va0/vap# mfp required (Bk/1104nTL 32Ty management-kapoB
(dpeimoB). required — TpebyeTca nogaepxka MFP OT KIMeHTa, KMeHTbl 6e3 MFP He cmoryT
noAxkNI4YnTLCS. capable — coBMecTMO ¢ MFP, KMeHTbl 6e3 nogaepxkn MFP MoryT nogkatounteca. Ans
oTKNtoueHusi seeanTe off)

BkoueHue Ucnosb3oBaHus TLS npy aBTopusauum

WEP-30L(config):/interface/wlanl-va0/vap/radius# tls-enable true (1crnonb3oBars TLS npu asTopusaumn. 115
oTK/o4YeHns BeeauTe false)
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BktoueHue ckpbIToro SSID

WEP-30L(config):/interface/wlanl-va0/vap# hidden true (Bx/itoueHne ckpbIToro SSID. /15 OTK/IYeHnsA
BBeauTe false)

BK/1lOU€HME U30NALUN KITMEHTOB Ha VAP

WEP-30L(config):/interface/wlanl-va0/vap# station-isolation true (Bk/1t0ueHvie n3ongumm Tpadrka mexay
KnneHTamu B npegenax ogHou VAP. nsa oTknoveHns seegute false)

OrpaHuuyeHne KonmyecTBa K/IMeHToB Ha VAP

WEP-30L(config):/interface/wlan1-va0/vap# sta-limit X (rge X — makcumanbHO [0MnyCTUMOe YMC0
NoAKNOYAEMbIX K BUPTYasIbHOW CETU K/TMEHTOB)

Bk/iloueHne penimkauumn MybTMKacToBOro Tpadgomka Ha VAP

WEP-30L(config):/interface/wlanl-va0/vap# wmf-bss-enable true (Bx/1t0ueHve pennukaumm
MynbTUKacToBoro Tpadnka Ha VAP. [insa oTkaoveHus seegute false)

BkntoueHue Minimal Signal

WEP-30L(config):/interface/wlanl-va0/vap# minimal-signal -X (rze X — noporosoe 3HaveHve RSSI, npu
[OCTMXXEHMN KOTOPOrO, ToUuKa ByaeT oTK/touaThb kmeHTa oT VAP. MapaMeTp MOXET NpUHMMAaTb 3Ha4YeHus
0T -100 A0 0)

© MonHoueHHas noaaepxka yHKLMOHaNa nepefayun aboHeHTCKoro Tpaduka BHe GRE-TyHHens
nAaHupyeTcs B CeAYLMX BEPCUSIX.

BKkntoueHue nepegaym aboHeHCKoro Tpacpmka BHe GRE-TYHHe s

WEP-30L(config):/interface/wlanl-va0/vap# local-switching true (Bx/itoueHne nepegaym aboHEHTCKOro
Tpadvka BHe GRE-TyHHens. [ns oTknoyeHns seeguTe false. [0 yMO/14aHWIO BbIK/THOYEHO)
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HacTtpoiika orpaHuYeHnsi CKOPOCTH

HaCTpOﬁKa Luel‘/'lnepa B HanpaB/1€HUU OT KJINEHTOB ‘KMAOFO B OTAEﬂbHOCTM), NOoAKNHOYEHHbIX K
AaHHOﬁ VAP, A0 TOYKM gocTyna:

WEP-30L(config):/interface/wlanl-va0/vap# shaper-per-sta-rx
WEP-30L(config):/interface/wlanl-va0/vap/shaper-per-sta-rx# value X (rge X — makcrumasibHas CKOpoCTb
B Kbut/c)

WEP-30L(config):/interface/wlanl-va0/vap/shaper-per-sta-rx# mode kbps (Bx/1t0ueHve werinepa. [Ans
oTK/Io4YeHns BeeauTe off)

WEP-30L(config):/interface/wlanl-va0/vap/shaper-per-sta-rx# exit
WEP-30L(config):/interface/wlanl-va0/vap# save (coxpaHeHve HacTpoek)

Hactpoiika weiinepa B HanpaB/eHUU OT TOYKU A0CTYNAa A0 KJINEHTOB (K Oro B OoTA€/1IbHOCTUN
NoAKNHOYEeHHbIX K IQa.HHOI‘III VAP:

WEP-30L(config):/interface/wlanl-va0/vap# shaper-per-sta-tx
WEP-30L(config):/interface/wlanl-va0/vap/shaper-per-sta-tx# value X (rge X — mMakcumasibHasi CKOpoCTh
B Kbut/c)

WEP-30L(config):/interface/wlanl-va0/vap/shaper-per-sta-tx# mode kbps (Bx/1t0ueHve wernepa. [Ans
oTK/Io4YeHns seeauTe off)

WEP-30L(config):/interface/wlanl-va0/vap/shaper-per-sta-tx# exit
WEP-30L(config):/interface/wlanl-va0/vap# save (coxpaHeHve HacTpoek)

HaCTpOﬁKa Luel‘/'lnepa B HarnpaB/1€HUU OT KJINEHTOB (B cymme), NoAKNHOYEHHbIX K IQaHHOI‘/'I VAP, oo
TOYKHMN AocCcTyna:

WEP-30L(config):/interface/wlanl-va0/vap# shaper-per-vap-rx
WEP-30L(config):/interface/wlanl-va0/vap/shaper-per-vap-rx# value X (r4e X — MakcumasibHasi CKOpoCTb
B Kbut/c)

WEP-30L(config):/interface/wlanl-va0/vap/shaper-per-vap-rx# mode kbps (Bx/itoueHve wennepa. [Ans
oTK/Io4YeHns BeeauTe off)

WEP-30L(config):/interface/wlanl-va0/vap/shaper-per-vap-rx# exit
WEP-30L(config):/interface/wlanl-va0/vap# save (coxpaHeHve HacTpoek)

HacTtpoiika wWeilinepa B HanpaB/AeHUN OT TOUYKU AOCTyNa A0 KJIUEHTOB (B cyMMe), NOAKTHYEHHbIX K
[aHHOoA VAP:

WEP-30L(config):/interface/wlanl-va0/vap# shaper-per-vap-tx
WEP-30L(config):/interface/wlanl-va0/vap/shaper-per-vap-tx# value X (rge X — mMakcumasibHast CKOpoCTh
B Kbut/c)

WEP-30L(config):/interface/wlanl-va0/vap/shaper-per-vap-tx# mode kbps (Bx/itoueHmne wennepa. 115
oTK/Io4YeHns BeeauTe off)

WEP-30L(config):/interface/wlanl-va0/vap/shaper-per-vap-tx# exit
WEP-30L(config):/interface/wlanl-va0/vap# save (coxpaHeHve HacTpoek)
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© nMonHoueHHas nogaepxka dyHkumoHana MAC ACL nnaHupyeTcs B ClefytoLyx BepCusix.

HacTtpoiika KOHTpons gocTyna no MAC

WEP-30L(config):/interface/wlan1-va0/vap# acl

WEP-30L(config):/interface/wlanl-va0/vap/acl# mac

WEP-30L(config):/interface/wlanl-va0/vap/acl/mac# add XX:XX:XX:XX:XX:XX (rae XXX XXX — MAC-
ajpec yCcTpoiicTBa, KOTOPOMY HEOBXOAMMO paspeLlnTb/3anpeTuTb AOCTYN. AN yaaneHus agpeca us
crnucka ncnonb3ynte komaHay del)

WEP-30L(config):/interface/wlan1-va0/vap/acl/mac# exit

WEP-30L(config):/interface/wlanl-va0/vap/acl# policy allow (Bbi60p nonmTvkn. Bo3MoxHbIE 3HAYEHNA:
allow — paspeluaTb NoAkIOHEHNE TONBKO TEM KneHTam, MAC-aapeca KOTOpbIX CoAepXaTcs B CMMCKE;
deny — 3anpeuiatb NoakueHne KnneHtTam, MAC-agpeca KOTOpbIX CoAepXarcs B cnMcke. 3HavyeHune no
ymonuyaHuio: deny)

WEP-30L(config):/interface/wlanl-va0/vap/acl# enable true (Bx/1t0ueHne koHTpons goctyna rno MAC. [ns
oTK/Io4YeHus BBeauTe false)

Hactpoliika 802.11r

© MonHoueHHas nogaepxka PyHKLUMOHaA NNaHUPYETCS B CIeAYIOLLIMX BEPCUAX.

[JaHHblli BUA, pOyMUHTa AOCTYNEH TOMbKO A/St TEX KTMEHTCKUX YCTPOICTB, KOTopble nogaepxmsatot 802.11r.

PoymuHr 802.11r Bo3MoxeH Tonbko mexay VAP ¢ pexunmom 6eszonacHocTn WPA2-Personal n WPA2-
Enterprise.

C nHcTpyKumen no HacTpoiike VAP ¢ pexumom 6e3onacHoctn WPA2-Personal n apyrumm
MOXHO 03HaKOMUTbCS B pasgene Hactporika VAP ¢ pexumom 6esonacHoctn WPA-Personal.

Kaxayto VAP Ha Toukax AoCTyna Hy)XXHO HacTpavBaTb MHAMBUAYanbHO, Hanpumep, TA1(wlan1) - TA2(wlan1),
TA1(wlan0) - TA2(wlan0), TA41(wlan1) - TA3(wlan1) n T. 4.

Hwxe npeacTtasneH npumep HacTtpoiikn 802.11r Ha AByX Toukax goctyna: TA1 n TA2.
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HacTtpoiika 802.11r Ha TA1

WEP-30L(config):/interface/wlanl-va0/vap/ft-config# enabled false
WEP-30L(config):/interface/wlanl-va0/vap/ft-config# r1-key-holder-id E8:28:C1:FC:D6:80 (MAC-azpec VAP.
MOXHO NMOCMOTPETL B BbiBOAE KOMaHAb! ifconfig)

WEP-30L(config):/interface/wlanl-va0/vap/ft-config# r0-key-holder-id 12345 (yHvika/IbHbLIN KHOY /15 LAHHOW
VAP)

WEP-30L(config):/interface/wlan1-va0/vap/ft-config# mobility-domain 100 (fomeH fo/mkeH coBnagars Ha
BCTPEeYHbIX VAP)

WEP-30L(config):/interface/wlanl-va0/vap/ft-config# mac
WEP-30L(config):/interface/wlan1-va0/vap/ft-config/mac# add E4:5A:D4:E2:C4:B0 (MAC-aapec VAP
NMHTeperica BCTPEYHOM Toukn goctyna — T/[2)

WEP-30L(config):/interface/wlanl-va0/vap/ft-config/mac# E4:5A:D4:E2:C4:B0
WEP-30L(config):/interface/wlan1-va0/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# r0-kh-id 23456 (yHVKa/IbHbIN
KN4y BCTpeYyHoi VAP Toukn goctyna T2 — r0-key-holder-id)
WEP-30L(config):/interface/wlanl-va0/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# r1-kh-id E4:5A:D4:E2:C4:B0
(MAC-aapec BcTpeuHoi VAP Ha T/[2)
WEP-30L(config):/interface/wlanl-va0/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# r0-kh-key 0102030405060708
(cnyyaiHbIi knod. He gomkeH coBnagarthb ¢ rl-kh-key TA11, HO 0653aTeNbHO AO/MKEH coBnaaarth ¢ r1-kh-key
BCTpeuHon T[2)

WEP-30L(config):/interface/wlanl-va0/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# r1-kh-key 0001020304050607
(cnyyainHbIi knod. He gomkeH coBnagarthb ¢ r0-kh-key T11, HO 0653aTeNbHO AO/MKEH coBnaaath ¢ r0-kh-key
BCTpeuHon T[2)

WEP-30L(config):/interface/wlan1-va0/vap/ft-config/mac/E4:5A:D4:E2:C4:BO# exit
WEP-30L(config):/interface/wlanl-va0/vap/ft-config/mac# exit
WEP-30L(config):/interface/wlanl-va0/vap/ft-config# enabled true (Bk/1t0ueHVe pabOTLI TOUKM AOCTYNa no
npoTokosny 802.11r)

WEP-30L(config):/interface/wlanl-va0/vap/ft-config# save (coxpaHeHve HacTpoek)
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HacTtpoiika 802.11r Ha T2

WEP-30L(config):/interface/wlanl-va0/vap/ft-config# enabled false
WEP-30L(config):/interface/wlan1-va0/vap/ft-config# r1-key-holder-id E4:5A:D4:E2:C4:B0 (MAC-azpec VAP.
MOXHO NMOCMOTPETL B BbiBOAE KOMaHAb! ifconfig)

WEP-30L(config):/interface/wlanl-va0/vap/ft-config# r0-key-holder-id 23456 (yHViKa/IbHBIN K1Y /15
AaHHoro VAP)

WEP-30L(config):/interface/wlan1-va0/vap/ft-config# mobility-domain 100 (fomeH fo/mkeH coBnagars Ha
BCTPEeYHbIX VAP)

WEP-30L(config):/interface/wlanl-va0/vap/ft-config# mac
WEP-30L(config):/interface/wlan1-va0/vap/ft-config/mac# add E8:28:C1:FC:D6:80 (MAC-azpec VAP-
NHTepdelica BCTPEYHOM Toukn goctyna — TA1)

WEP-30L(config):/interface/wlan1-va0/vap/ft-config/mac# E8:28:C1:FC:D6:80
WEP-30L(config):/interface/wlanl-va0/vap/ft-config/mac/E8:28:C1:FC:D6:80# r0-kh-id 12345 (yH/Ka IbHbIN
KN4y BCTpeyHoi VAP Toukn goctyna TA1 — r0-key-holder-id)
WEP-30L(config):/interface/wlanl-va0/vap/ft-config/mac/E8:28:C1:FC:D6:80# r1-kh-id E8:28:C1:FC:D6:80 (MAC-
agpec BcTpeyHoro VAP Ha T/[11)

WEP-30L(config):/interface/wlanl-va0/vap/ft-config/mac/E8:28:C1:FC:D6:80# r0-kh-key 0001020304050607
(cnyyaiHbIi knod. He gomkeH coBnagarthb c rl-kh-key T2, HO 0653aTeNbHO AO/MKEH coBnaaarth ¢ r1-kh-key
BCTpeyHon TA1)

WEP-30L(config):/interface/wlanl-va0/vap/ft-config/mac/E8:28:C1:FC:D6:80# r1-kh-key 0102030405060708
(cnyyainHbIi knod. He gomkeH coBnagarthb ¢ r0-kh-key T2, HO 0653aTeNbHO AO/MKEH coBnaaarth ¢ r0-kh-key
BCTpeyHon TA1)

WEP-30L(config):/interface/wlanl-va0/vap/ft-config/mac/E8:28:C1:FC:D6:80# exit
WEP-30L(config):/interface/wlanl-va0/vap/ft-config/mac# exit
WEP-30L(config):/interface/wlanl-va0/vap/ft-config# enabled true (Bk/1t0ueHVe pabOTLI TOUKM AOCTYNa no
npoTokosny 802.11r)

WEP-30L(config):/interface/wlanl-va0/vap/ft-config# save (coxpaHeHve HacTpoek)
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HacTpoliika 802.11k

© MonHoueHHas nogaepxka PyHKLUMOHANA NNAHUPYETCS B CIeAYIOLLIMX BEPCUAX.

PoyMuHr no npotokony 802.11k MOXeT 6bITb OpraH13oBaH Mexay Nto6biIMu ceTsaimu (OTKpbITble/
LMgppoBaHHbIe). EC/in Ha Touke AocTyna HacTpoeHa pa6oTa no npotokosny 802.11k, To npu noakoueHun
KNMeHTa Touka AocTyna nepesaet eMy CrCOK «A4pYyXeCTBEHHbIX» TOYEK A0CTYNa, Ha KOTOPbIE KIIMEHT MOXET
NepekIlYmTLCA B NpoLecce poymuHra. Cnncok cogepxnt nidopmaumio o MAC-agpecax Touek goctyna u
KaHasax, Ha KOTopbIX OHM paboTatoT.

Mcnonb3oBaHue 802.11k No3BONSIET COKPATUTL BPEMS HA MOWCK APYroi CETV NPV POYMUHTE, Tak Kak K/TMEHTY
HE HY)XHO NMPOM3BOANTL CKAHNPOBAHWE KAHA/IOB, HA KOTOPbIX HET AOCTYMHbIX A/151 NEPEK/IOYEHNS LIENEBbIX
Touek JocTyna.

[JaHHbIli BUA, pOyMUHTa OCTYNEH TOMbKO A5 TEX KTMEHTCKUX YCTPOICTB, KoTopble nogaepxmsatot 802.11k.

Hwxe npeactaeneH npumep HacTpoiikvm 802.11k Ha TOuKe A0CTyna — COCTaB/IEHNE CMUCKA «APY>XECTBEHHbIX»
Touek JocTyna.

HacTpoliika 802.11k

WEP-30L(config):/interface/wlanl-va0/vap/w80211kv-config# enabled false
WEP-30L(config):/interface/wlanl-va0/vap/w80211kv-config# mac
WEP-30L(config):/interface/wlanl-va0/vap/w80211kv-config/mac# add E8:28:C1:FC:D6:90 (r/ie
E8:28:C1:FC:D6:90 — MAC-aapec «Apy>XeCTBEHHOI» TOUKM A0CTYyna)
WEP-30L(config):/interface/wlanl-va0/vap/w80211kv-config/mac# E8:28:C1:FC:D6:90
WEP-30L(config):/interface/wlanl-va0/vap/w80211kv-config/mac/E8:28:C1:FC:D6:90# channel 132 (rae 132 —
KaHas, Ha KOTOpoMm paboTaeT Touka gocTyna ¢ MAC-agpecom E8:28:C1:FC:D6:90)
WEP-30L(config):/interface/wlan1-va0/vap/w80211kv-config/mac/E8:28:C1:FC:D6:90# exit
WEP-30L(config):/interface/wlanl-va0/vap/w80211kv-config/mac# add E8:28:C1:FC:D6:70 (r/ e
E8:28:C1:FC:D6:70 — MAC-aapec «Apy>XeCTBEHHON» TOUKM A0CTYyna)
WEP-30L(config):/interface/wlanl-va0/vap/w80211kv-config/mac# E8:28:C1:FC:D6:70
WEP-30L(config):/interface/wlanl-va0/vap/w80211kv-config/mac/E8:28:C1:FC:D6:70# channel 36 (rze 36 —
KaHas, Ha KOTopom paboTaeT Touka gocTtyna ¢ MAC-agpecom E8:28:C1:FC:D6:70)
WEP-30L(config):/interface/wlan1-va0/vap/w80211kv-config/mac/E8:28:C1:FC:D6:70# exit
WEP-30L(config):/interface/wlanl-va0/vap/w80211kv-config/mac# exit
WEP-30L(config):/interface/wlanl-va0/vap/w80211kv-config# enabled true (Bk/1t04eHe paboTbl TOYUKN
AocTyna no npotokony 802.11Kk)

WEP-30L(config):/interface/wlanl-va0/vap/w80211kv-config# save (COxpaHeHne HacTpoek)
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6.4 HacTpoliiku Radio

Ha Radio no ymonyaHuto ncnonb3yeTca aBToMaTuyeckunin Bbibop paboyero kaHana. [ins 1oro 4toobsl
YCTaHOBUTb KaHaus1 BPYUYHYIO U/IM CMEHUTb MOLLHOCTb, UCNOJb3YyiTe criefytoLme KoMaHabl:

CmMeHa pabouyero KaHana u MOLWHOCTY pagnouHTepderica

WEP-30L
WEP-30L

root):/# configure
config):/# interface

(
(
WEP-30L(config):/interface# wlan0
WEP-30L(config):/interface/wlan0# wlan
WEP-30L(config):/interface/wlan0/wlan# radio-2g (217151 wlan1 pazgesn HasbiBaeTcs radio-5g)
WEP-30L(config):/interface/wlan0/wlan/radio-2g# channel X (rz1e X — HOMep cTaTnyeckoro kaHana, Ha

KoTopoM byaeT paboTtarb To4uka)

WEP-30L(config):/interface/wlan0/wlan/radio-2g# auto-channel false (oT«/104eHVe aBTOBLIOOPA KaHana. [Ans
BK/IIOUYEHNA BBeAUTE true)

WEP-30L(config):/interface/wlan0/wlan/radio-2g# use-limit-channels false (0Tk/1104eHVEe UCNoNL30BaHNA
orpaHMYeHHOro cnucka kaHasnos. [Ans BKNYeHUs BBeanTe true)
WEP-30L(config):/interface/wlan0/wlan/radio-2g# bandwidth X (rae X — wunprHa kaHana. Napamerp MoxeT
npuHUMaTh 3HadveHune: ans Radio 1: 20, 40; Radio 2: 20, 40, 80)
WEP-30L(config):/interface/wlan0/wlan/radio-2g# tx-power X (rge X — ypoBeHb MoLLUHOCTY B ABM. MapamveTp
MOXET NMpUHUMaTh 3HadeHue: ana Radio 1: 11-16 abm; ang Radio 2: 11-19 abm)
WEP-30L(config):/interface/wlan0/wlan/radio-2g# save (coxpaHeHve HacTpoek)

© Cnucku AOCTYNHbIX KAHANIOB
Ana Radio 2.4 [Ty ansa BbIGOpA AOCTYMHbI CQIeAYIOUMNE KaHAJIbI:
* npu wupuHe kaHana 20 Mruy;: 1,2, 3,4,5,6,7,8,9,10,11,12,13.
* Mpu wupuHe kaHana 40 MIu;
+ ecnu «control-sideband» = lower: 1,2, 3,4, 5,6, 7, 8, 9.
+ ecnu «control-sideband» = upper: 5,6,7,8,9,10,11, 12, 13.

Ana Radio 5 'y, anAa BbIGOpa AOCTYNHbI CAeAYIOWNE KaHa/bI:
* npv wnpuHe kaHana 20 MIry;: 36, 40, 44, 48, 52, 56, 60, 64, 132, 136, 140, 144, 149, 153,157, 161,
165.
* Mpu wupuHe kaHana 40 Mlu;
« ecnun «control-sideband» = lower: 36, 44, 52, 60, 132, 140, 149, 157.
+ ecnum «control-sideband» = upper: 40, 48, 56, 64, 136, 144, 153, 161.
* npv wnpuHe kaHana 80 MI'y;: 36, 40, 44, 48, 52, 56, 60, 64, 132, 136, 140, 144, 149, 153, 157, 161.
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6.4.1 [JononHutesnbHble HacTpoiikn Radio

HacTtpoiika orpaHMYeHHOro CNuUcKa KaHaJ10B

WEP-30L(config):/interface/wlan0/wlan/radio-2g# use-limit-channels true (Bk/1104eHVE NCNOIL30BaHNSA
OorpaHMYeHHOro cnmncka kaHasioB B paboTe aBTOBbIGOpa KaHanoB. 1 BbikNtoveHus Beeante false)
WEP-30L(config):/interface/wlan0/wlan/radio-2g# limit-channels '1 6 11' (re 1,6, 11 — kaHa/lbl AnanasoHa, B
KOTOPOM MOXET paboTaTb HacTpanBaeMbIil pagnonHTepdenc)

N3meHeHne OCHOBHOIO KaHasa

WEP-30L(config):/interface/wlan0/wlan/radio-2g# control-sideband lower (napavietp MOXeT NpuHUMaTh
3HayeHue: lower, upper. Mo ymonyaHuo: anda Radio 1: lower; anda Radio 2: upper)

BknioyeHue ncnosib3oBaHUA KOPOTKOro 3alWMTHOro UHTepBana

WEP-30L(config):/interface/wlan0/wlan/radio-2g# sgi true (Bk/10ueHne UCNOMb30BaHNSA YKOPOUYEHHOIO
3alUUTHOrO MHTEpBasia ANd nepeaayn gaHHbIX — 400 HC, BMecTo 800 He. [Ans oTkAoueHus BBeauTe false)

BkntoueHune STBC

WEP-30L(config):/interface/wlan0/wlan/radio-2g# stbc true (Bkt04eHne meTofa NPOCTPAHCTBEHHO-
BPEMEHHOr0 6/104HOr0 KoAaMpoBaHus (STBC), HanpaB/IEHHOTO Ha MOBbILLEHNE HAaAEXHOCTM nepegayn
AaHHbIX. na oTkntoveHns seeaute false)

Bk/iloueHue arperauum

WEP-30L(config):/interface/wlan0/wlan/radio-2g# aggregation true (Bx/1t0ueHve arperalmm Ha Radio —
nogaepxkn AMPDU/AMSDU. ina oTkaoveHns seeguTe false)

BkntoueHue MCnonb30BaHNA KOPOTKOW npeamMoy bl

WEP-30L(config):/interface/wlan0/wlan/radio-2g# short-preamble true (Bx/1104EHVE NCNONB30BAHNA
KOpOTKOM npeambynbl naketa. 4nsa oTknoveHns seeaute false)

BkntoueHue Wi-Fi Multimedia (WMM)

WEP-30L(config):/interface/wlan0/wlan/radio-2g# wmm true (Bx/itoueHve nogaepxkn WMM (Wi-Fi Multimedia)
[na otknoveHus seeaute false)
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HacTtpoiika mexaHusma DFS

HacTpoiika npon3BoanTca To/bKO Ha Radio 5 Tl (wlanl)

WEP-30L(config):/interface/wlanl/wlan/radio-5g# dfs X (rae X — pexum pabotsl mexaHusma DFS. MoxeT
npvHMMaTh 3HavyeHus: forced — MexaHU3M BbIK/HOYEH, DFS-kaHasbl AOCTYNHbI 4151 Bblbopa; auto —
MexaHn3M Bk/oYeH; disabled — mexaHn3Mm BbIkNOYEH, DFS-KaHas bl HeAOCTYMHbI A5 BbiGopa)

BknroueHue pexnva aBTOMaTUUYECKOI CMEHbI LMPUHBbI KaHaa

WEP-30L(config):/interface/wlan0/wlan/radio-2g# obss-coex true (Bk/1l0HeHVIe pexnma aBToMaTnyecKol
CMEHbI LUMPWHBI KaHasa ¢ 40 MMy, Ha 20 MITy, npu 3arpy>keHHom pagunoadupe. na oTkYeHus BBeguTe
false)

BkntoueHue werinepa Broadcast/Multicast

WEP-30L(config):/interface/wlan0/wlan/radio-2g# tx-broadcast-limit X (re X — orpaHvnueHvie nepegayn
LLIMPOKOBELLLATENIbHOTO/MYNLTUKACTOBOIO Tpadimka no 6ecnpoBOAHON CETU, yKa3bIBAETCA NUMUT A/1s
LLIMPOKOBELLLATENBLHOIO Tpadnka B nak/c)

BkntoueHne QoS 1 M3MeHeHue napaMeTpoB

WEP-30L(config):/interface/wlan0/wlan/radio-2g# qos
WEP-30L(config):/interface/wlan0/wlan/radio-2g/qos# enable true (Bk/1104eHE NCNOIL30BAHNS (DYHKLNIA,
obecneunBaloLLMx Ka4yecTBo 06¢cnyxmBaHuaA (Quality of Service). Ans oTkntoueHns seeguTe false)
WEP-30L(config):/interface/wlan0/wlan/radio-2g/qos# edca-ap (HacTpoiika napameTpoB QoS Toukn A0CTyna,
Tpadhmk nepegaeTcs OT TOUYKM A0CTyNna K KNINEHTY)
WEP-30L(config):/interface/wlan0/wlan/radio-2g/qos/edca-ap# bk (HacTpoiika napameTpos QoS a1
HN3KONPMOPUTETHOI 0Yepean C BbICOKON MPONYCKHOW CMOCOGHOCTLI0, MPMOpPUTETLI 802.1p: csl, ¢s2)
WEP-30L(config):/interface/wlan0/wlan/radio-2g/qos/edca-ap/bk# aifs X (rge X — Bpems oxugaHnsa kagpos
(bpelimoB) AaHHbIX, U3MepsieMoe B cnotax. MpnHMMaeT 3HadeHums 1-255)
WEP-30L(config):/interface/wlan0/wlan/radio-2g/qos/edca-ap/bk# cwmin X (X — HayanbHOe 3HavyeHne
BPEMEHM OXUAaHns nepes NOBTOPHOWN OTNPAaBKON Kaapa, 3afaeTcs B MunancekyHgax. MpuHuvaet
3HaueHus: 1, 3,7, 15,31, 63, 127, 255, 511, 1023. 3Ha4yeHne cwMin HE MOXET NpeBbIaTh 3HaYeHne cwMax)
WEP-30L(config):/interface/wlan0/wlan/radio-2g/qos/edca-ap/bk# cwmax X (rae X — maxkcnmansHoe
3Ha4YeHVEe BPEMEHN OXMAaHMA nepes NoBTOPHOM OTNPaBKOl Kagpa, 3a4aeTcs B MUI/INCEKYHAAX.
MpuHMMaeT 3HaveHus: 1, 3,7, 15, 31, 63, 127, 255, 511, 1023. 3Ha4yeHne cwMax 40/DKHO 6biTb 60/1bLUe
3HayeHust cwMin)

WEP-30L(config):/interface/wlan0/wlan/radio-2g/qos/edca-ap/bk# txop X (rae X — nHTepsas BpemMeHn B
MUI/IMCEKYHAAX, KOoraa KnmeHTckasd WME-cTaHuma MMeeT npasa UHULMMPOBATb Nepegady AaHHbIX No
6ecnpoBoAHON cpese K ToUke gocTyna. MakcumasibHoe 3HaYeHne 65535 MUANCEKYHA)
WEP-30L(config):/interface/wlan0/wlan/radio-2g/qos/edca-ap/bk# exit
WEP-30L(config):/interface/wlan0/wlan/radio-2g/qos/edca-ap# exit
WEP-30L(config):/interface/wlan0/wlan/radio-2g/qos# edca-sta (HacTpolika napameTpos QoS cTaHLum
KnneHTa: Tpadiuk nepefaeTcsa oT CTaHuMN KNneHTa A0 TOYKM A40oCcTyna)

MeTtoauka HacTpoiikv edca-sta aHanormyHa metoavike HacTpoliku edca-ap.
HacTpoiika napameTpoB 4/1a ouepeaeii be, vi, vo aHanornyHa HacTporike napameTpoB ans ovepegu bk.
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6.5 Hactporika DHCP onuwnn 82

© MonHoueHHas nogaepxKa PYHKLMOHAA NNAHUPYETCS B CIeAYIOLLIMX BEPCUSAX.

© Hacrpoiika DHCP onuumn 82 Nnpon3BoauTCs OTAENLHO A1 KaXKAoro paguonHTepdeiica. B gaHHoOM
pasgene NpMBOASATCS NpPUMepbl HACTPoWkK onuun 82 ansa Radio 2.4 'y, — wlan0.

Pexumbl pabotbl DHCP snooping:

* ignore — o6paboTka onuun 82 oTkNOYEHa. 3Ha4YeHMe N0 YMOYAHNIO,
+ replace — Touka gocTtyna noAcTaBAsieT UM 3aMEHSET 3HaYeHne onuumn 82;
* remove — TOo4YKa [0CTyrna yaasifaeT 3HavyeHne onuumn 82.

N3MmeHeHMe pexuma pa6oTbl DHCP onuuu 82

WEP-30L(root):/# configure

WEP-30L(config):/# interface

WEP-30L(config):/interface# wlan0 (HacTpolika 6yaeTt nponssoanTbecsa A1 Radio 2.4 I'Tu. Ecnn Heobxoanmo
HacTpouTb 82 onumto Ha Radio 5 'y, — BBeanTe wlanl)

WEP-30L(config):/interface/wlan0# common

WEP-30L(config):/interface/wlan0/common# dhcp-snooping
WEP-30L(config):/interface/wlan0/common/dhcp-snooping# dhcp-snooping-mode replace (B5160p paboThl
DHCP snooping B pexvme 3aMeHbl U NOACTaBNEHUS ONunKn 82)
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Ecnu Ha pagnonHTepdeiice HacTpoeHa nonnTka obpaboTku onumm 82 replace, To ANA KOHUIYpUpPOBaHUS
CTaAHOBATCA AOCTYMHbI CAeayoLe napaMmeTpbl:

HacTtpoiika napameTpoB onuuu 82

WEP-30L(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-CID-format custom (1€ custom
— 3aMeHa cogepxummoro CID Ha 3HauyeHne, ykazaHHoe B napameTpe dhcp-option-82-custom-

CID. MapameTp MOXET NpuHMMaThb 3HavyeHus: APMAC-SSID — 3ameHa cogepxumoro CID Ha <MAC-agpec
TOYKM gocTyna>-<ums SSID>. SSID — 3ameHa cogepxmmoro CID Ha ums SSID, K KOTOPOMY NOAK/HOYEH
KNueHT. Mo ymonyaHuo: APMAC-SSID)

WEP-30L(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-RID-format custom (1 custom
— 3amMeHa cogepumoro RID Ha 3HaveHune, ykasaHHoe B napameTtpe dhcp-option-82-custom-RID.
MapameTp MOXET npuMHMMaTh 3HavyeHus: ClientMAC — 3ameHa cogepXxunmoro RID Ha MAC-agpec
KNMeHTcKoro yctporictea. APMAC — 3aMeHa cogepxmmoro RID Ha MAC-agpec Touku goctyna. APdomain —
3amMeHa cogepXxmmoro RID Ha IOMeH, B KOTOPOM HaxoAMUTCA Touka gocTtyna. Mo ymonyaHuio: ClientMAC)

WEP-30L(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-custom-CID longstring (rz1e
longstring — 3HaueHne oT 1 40 52 CMMBO/10B, KOTOpoe byaeT nepegasatbes B CID. Ecv 3HavyeHune
napameTpa dhcp-option-82-custom-CID He 3aaH0, Touka 6yaeT n3MeHsATb CID Ha 3HaYeHne no
ymMo4aHuto: <MAC-agpec TouYkun AocTyna>-<ums SSID>)

WEP-30L(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-custom-RID longstring (11e
longstring — 3HaueHne oT 1 40 63 CMMBO/I10B, KOTOPOe OyaeT nepegasaTtbcs B RID. Ecv 3HavyeHue
napaveTpa dhcp-option-82-custom-RID He 3a1aH0, TOUKa ByaeT n3meHATb RID Ha 3HaveHre no
ymoyaHuto: MAC-agpec KNIMEHTCKOro YyCTPOCTBA)

WEP-30L(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-MAC-format radius (B-160p
pasgenutens oktetoB MAC-agpeca, KoTopblii nepegaetca B RID u CID. radius — B kauecTBe pasgenutesns
BbICTyNnaeT 3Hak Tupe: AA-BB-CC-DD-EE-FF; default — B kauecTBe pasgennTenst BbICTynaeT 3HaK ABOETOUUS:
AA:BB:CC:DD:EE:FF)
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6.6 CuUCTeMHble HaCTPOMKK

6.6.1 O6HoBneHue MO ycTpoicTea

OG6HoBneHue MO Touku goctyna no tftp

WEP-30L(root):/# firmware upload tftp <ip-agpec tftp-cepBepa> <HasBaHue dpaiina MO> (npuvep:
firmware upload tftp 192.168.1.15 WEP-30L-2.1.0_build_X.tar.gz)
WEP-30L(root):/# firmware upgrade

OGHoBneHue MO Touku goctyna no http

WEP-30L(root):/# firmware upload http <URL agna ckaumBaHus cpaina NO> (npumvep: firmware upload http
http://192.168.1.100:8080/files/WEP-30L-2.1.0_build_X.tar.gz)
WEP-30L(root):/# firmware upgrade

MepeknioyeHne Ha pe3epBHYIO0 Bepcuio MO Toukn gocTtyna

WEP-30L(root):/# firmware switch

6.6.2 YnpasneHue KoHdurypaumein ycTporicTea

C6poc KoHurypauyum yctpoiictea B AeonTHoe cocTossHUe 6e3 CoXxpaHeHUs napaMmeTpoB
poctyna

WEP-30L(root):/# manage-config reset-to-default

C6pocC KOHhUrypauum ycTpoiicTea B AecpO/ITHOE COCTOSIHME C COXPaHEHEM NapaMeTpoB focTyna

WEP-30L(root):/# manage-config reset-to-default-without-management

CkauaTtb KOH(hUrypauMoHHbIii haiin ycTpoiicTea Ha tftp-cepeep

WEP-30L(root):/# manage-config download tftp <ip-agpec tftp-cepBepa> (npvmep: manage-config
download tftp 192.168.1.15)

3arpy3ntb KOHhUrypaunoHHbIiii dpainn Ha YCTPOUCTBO c tftp-cepBepa

WEP-30L(root):/# manage-config upload tftp <ip-agpec tftp-cepBepa> <Ha3BaHue haiina
KOHdurypauyumn> (npumep: manage-config upload tftp 192.168.1.15 config.json)
WEP-30L(root):/# manage-config apply (npruveHeHre KoHUrypaLmy Ha TOUKy A0CTyna)
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6.6.3 lNepesarpy3ka ycTpoicTea

KomaHga ansa nepesarpysku ycTpoiicTea

WEP-30L(root):/# reboot

6.6.4 HacTpolika aartbl U BpeMeHu

KoMaHAbl ANs HACTPOIiKM CUXPOHU3aL MU BpeMeHU ¢ cepBepomMm NTP

WEP-30L
WEP-30L
WEP-30L
WEP-30L
WEP-30L
WEP-30L
WEP-30L
WEP-30L
30HbI)

WEP-30L(config):/date-time/common# save (coxpaHeHne HacTpoek)

root):/# configure

config):/# date-time

config):/date-time# mode ntp (Bk/1toueHVe pexrma paboTel ¢ NTP)

config):/date-time# ntp

config):/date-time/ntp# server <IP-agpec NTP-cepBepa> (ycTaHOBKa NTP-cepsepa)
config):/date-time/ntp# exit

config):/date-time# common

config):/date-time/common# timezone 'Asia/Novosibirsk (Novosibirsk)' (ycTaHOBKa BpemMeHHO

—_—~ e~ e~~~ o~~~
—_— ==

6.6.5 [ononHuTenbHble HACTPOWNKN CUCTEMBI

BkntoueHue rno6asibHOW n3onauum

WEP-30L(root):/# configure

WEP-30L(config):/# system

WEP-30L(config):/system# global-station-isolation true (Bk/1t0ueHne r1ob6anbHOM n3onaums Tpadurka
MEeXy KnneHTamm pasHbix VAP 1 pasHbIX pagnonHTepdeincos. s oTknoueHns: BBeauTe false)
WEP-30Lconfig):/system# save (COxpaHeHne HacTpoek)

N3meHeHne UMeHN yCTpoiicTBa

WEP-30L(root):/# configure

WEP-30L(config):/# system

WEP-30L(config):/system# hostname WEP-30L_room2 (rze WEP-30L_room2 — HOBOE VMs YCTPOMCTBA.
MapameTp MOXET cogepXaTb OT 1 40 63 CUMBOJIOB: /TATUHCKME 3ar/iaBHble U CTPOYHbIE BYKBbI, LIUIPbI,
3HaK gedmc «-» (oedmc He MOXEeT ObITb NMocneAHVM CUMBOJIOM B UMeHM). Mo ymonyaHuio: WEP-30L)
WEP-30L(config):/system# save (coxpaHeHVe HacTpoek)
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N3meHeHue reorpacmuueckoro gomeHa

WEP-30L(root):/# configure

WEP-30L(config):/# system

WEP-30L(config):/systemi ap-location ap.test.root (1/e ap.test.root — gOMeH y351a gepesa yCTponcTB
cucTeMbl ynpasneHust EMS, B KOTOPOM pacnosaraetcsi Touka gocTyna. o ymonyaHuio: root)
WEP-30L(config):/system# save (coxpaHeHve HacTpoek)

N3meHeHue napond

WEP-30L(root):/# configure

WEP-30L(config):/# authentication

WEP-30L(config):/authentication# admin-password newpassword (1€ newpassword — HOBbIA Naposb A5
BX0OJa B CUCTEMY TOUYKM AocTyna. Mo ymonyaHumio: password)

WEP-30L(config):/authentication# save (coxpaHeHve HacTpoek)

6.7 Hactpolika cepsuca APB

Cepsuc APB ncnonb3yeTcs A/1s1 06ecneyeHunsi nopTasibHOro poyMuHra KMeHToB MeXay Toukamu 4ocTyna,
NOAK/THOUYEHHBIMUN K CEPBUCY.

KomaHabl Ans HacTpoiiku cepBuca APB

WEP-30L
WEP-30L

root):/# configure

config):/# captive-portal

WEP-30L(config):/captive-portal# apbd

WEP-30L(config):/captive-portal/apbd# roam_service_url <Agpec cepBuca APB>

(npumep: roam_service_url ws://192.168.1.100:8090/apb/broadcast)

WEP-30L(config):/captive-portal/apbd# enabled true (sk/1t0ueHne cepsuca APB. [1119 OTK/IHOUEHUA BBEAUTE
false)

WEP-30L(config):captive-portal/apbd# save (coxpaHeHvie HacTpoek)

—_— e~ o~ —
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6.8 MOHUTOPUHT

6.8.1 Wi-Fi knneHTbI

WEP-30L(root):/# monitoring associated-clients

index

interface

state

hw-addr

ssid

ip-addr

username

domain
authorized
captive-portal-vap
enterprise-vap
rx-retry-count
tx-fails
tx-period-retry
tx-retry-count
rssi-1

rssi-2

rssi-3

rssi-4

snr-1

snr-2

snr-3

snr—4

tx-rate

rx-rate

rx—bw

rx-bw-all

tx-bw

uptime
multicast-groups—-count
wireless-mode
perftest-capable
snr-rssi-capable
link-capacity
link-quality
link-quality-common
actual-tx-rate
actual-rx-rate
shaped-rx-rate
actual-tx-pps
actual-rx-pps
shaped-rx-pps
name

Transmitted

(0]

wlanl-va®

ASSOC SLEEP AUTH_SUCCESS
0a:03:42:63:73:f5
Enterprise

10.24.80.78

user
enterprise.service.root
true

false

true

903

2

1887

13063

-28
-44
-28
-25
13
12
12
15
VHT
VHT
20M
20M
20M
00:01:04
1

ac

false
false

90

97

96

1736
1014
70075
2625

89

6020

(0]

NSS2-MCS8 SGI 173.3
NSS2-MCS8 NO SGI 156

Received
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Total Packets:
TX success:
Total Bytes:

| 174133
| 99
| 211056771

| 136050

| 113905486
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Data Packets: | 174126

Data Bytes: | 211055846

Mgmt Packets: | 7

Mgmt Bytes: | 353

Rate Transmitted
ofdmé | 26 |
ofdm24 | © |
nss2-mcs4 | © |
nss2-mcs5 | © |
nss2-mcsé6 | © |
nss2-mcs8 | 174107 |

MAC IP

6.8.2 NH(popmaums o6 ycTpoictee

WEP-30L(root):/# monitoring information

WEP-30L (root) :/# monitoring information

system-time

uptime
software-version
secondary-software-version
boot-version
memory-usage
memory-free
memory-used
memory-total

cpu-load

cpu-average
is-default-config
board-type
hw-platform
factory-wan-mac
factory-lan-mac
factory-serial-number
hw-revision
session-password-initialized
ott-mode
last-reboot-reason
test-changes—-mode

13:01:01 21.09.2022

00:01:07
2.1.0 buil
2.1.0 buil
2.1.0 buil
33

140

71

211

8.4

3.81

true
WEP-30L
WEP-30L

CC:9D:A2:E3:DE:B6
CC:9D:A2:E3:DE:B6

WP4B0O0O0O0O18
1vo

false
false
factory re
false

0%
0%
0%
0%
0%
99%

d X
d X
d X

set

PykoBoacTBo no akcnyatauun WEP-30L, Bepcus 2.1.0

112052138

324
1

44
1205
134442
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6.8.3 CeteBas UHpopmaums

WEP-30L(root):/# monitoring wan-status

Common 1information:

interface | bro

mac | cc:9d:a2:€9:14:70
rx-bytes | 456875
rx-packets | 5835

tx-bytes | 24328
tx-packets | 241
IPv4 information:

protocol | dhcp
ip-address | 100.111.66.29
netmask | 255.255.255.0
gateway | 100.111.66.1
DNS-1 | 100.111.66.15
DNS-2 | 8.8.8.8

IPv6 information:

addresses | 2002::8/128 Global

| fe80::ce9d:a2ff:fee9:1470/64 Link
dns-servers | 2002::4144

| 2002::8844

| 2222::4144

WEP-30L(root):/# monitoring ethernet

link: up

speed: 2500
duplex: enabled
rx-bytes: 4872597
rx-packets: 13844
tx-bytes: 2477091
tx-packets: 20923

WEP-30L(root):/# monitoring arp

# ip mac
0 192.168.1.1 02:00:48:XX:XX1XX
1 192.168.1.151 2c:fd:ral:xx:xx:xx
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WEP-30L(root):/# monitoring route

Destination Gateway Mask Flags Interface
0.0.0.0 192.168.1.1 0.0.0.0 UG bro
192.168.1.0 0.0.0.0 255.255.255.0 u bro

6.8.4 becnpoBofHble nHTEpdeiichl

WEP-30L(root):/# monitoring radio-interface

wlan@:
name: wlan0®
band: 2.4

hwaddr: CC:9D:A2:E9:14:70
status: on

noise-1: -100

noise-2: -100
utilization: 3

channel: 2

tx-power: 16

thermal: 39

bandwidth: 20

frequency: 2417

wlanl:
name: wlanl
band: 5

hwaddr: CC:9D:A2:E9:14:75
status: on

noise-1: -100

noise-2: -100
utilization: 2

channel: 48

tx-power: 19

thermal: 30

bandwidth: 20

frequency: 5240
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6.8.5 >XypHan cobbITuii

WEP-30L(root):/# monitoring events

Jan 23 00:00:

Jan 23 00:00:
successfully.

Jan 1 03:00:

Jan 1 03:01:
lease on 192.

Jan 23 07:17:

07 WEP-30L

09 WEP-30L

14 WEP-30L

17 WEP-30L
168.1.15.

14 WEP-30L

E4:0E:EE:BD:AE:6B ssid:

6.8.6 CkaHupoBaHue achupa

daemon.1info

daemon.1info

daemon.1info

daemon.1info

daemon.1info
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syslogd[925]: started: BusyBox v1.21.1

configd[955]: The AP startup configuration was loaded

networkd[987]: Networkd started

networkd[987]: DHCP-client: Interface br0O obtained

monitord[1055]: event: 'associated' mac:

'"WEP-30L_2.4GHz' int0

© Bo Bpems OCYLLECTB/IEHNS CKAHMPOBaHWSA 3dmpa paaronHTepdeiic yCTpoicTBa 6yAeT OTK/IHOUEH, UTO
npvBeaEeT K HEBO3MOXHOCTM Nepeaaun gaHHbIx Ao Wi-Fi KNMeHToB BO BpEMSI CKaHUPOBaHNS.

WEP-30L(root):/# monitoring scan-wifi

ESRAP1_of30_smart

litv_hots_2
test_001

2G-COVID_TOWER

Tam2.4G
litv_hots_1

WEP-30L_ZN_Personal
WEP-30L_ZN_Open

Eltex-Guest
Eltex-Local
BRAS-Guest
2L_301_nsk
chudo_waffly
Eltex VAP

VK_enterprise

VK_portal
WOP-2ac

Open_VK_switch

testSSID10

|Mode |Security]|MAC |Channel|RSSI, dBm|Bandwidth, MHz
R == e e E—
AP |off |A8:F9:4B:B0:2C:C7 |6 |-65 |20
AP |off |[E@:D9:E3:8A:38:52 |1 |-65 |20
AP |off |[E@:D9:E3:4B:FB:30 |11 |-67 |20
| AP |off |EO:D9:E3:98:12:72 |11 [-71 |20
AP |wpa |[E@:D9:E3:98:1F:7A |1 |-73 |20
| AP |off |EO:D9:E3:8A:38:51 |1 |-77 |20
AP |wpa |E@:D9:E3:49:79:06 |44 |-16 |20
| AP |off |EO:D9:E3:49:79:07 |44 [-17 |20
AP |off |CC:9D:A2:C7:D9:21 |36 |-38 |20
AP |wpa |CC:9D:A2:C7:D9:22 |36 |-38 |20
AP |off |CC:9D:A2:C7:D9:20 |36 |-38 |20
| AP |off |E8:28:C1:DA:C8:16 |56 |-41 |20
AP |wpa |EO:D9:E3:70:94:00 |60 |-44 |20
AP |off |A8:F9:4B:B0:40:70 |48 |-46 |20
AP |wpa |E8:28:C1:DA:C8:99 |56 |-47 |20
|AP  |off |E8:28:C1:DA:C8:98 |56 |-49 |20
|AP |off |E8:28:C1:00:FC:AL |36 |-50 |80
|AP  |off |E8:28:C1:DA:C8:96 |56 |-50 |20
| AP |off |A8:F9:4B:B0O:05:54 |40 |-51 |20
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6.8.7 CnektpoaHanunsartop

© MonHoueHHas nogaepxKa PYHKLMOHAA NNAHUPYETCS B CEYIOLLIMX BEPCUAX.

CnekTpoaHanunsaTop NpeaocTaBnsieT MHGoPMaLMIo O 3arpy>XeHHOCTV KaHas10B B AvanasoHax 2.4 u 5wy,
Pe3ynsTaT BbIBOAMTCS B MPOLEHTAX.

© Bo Bpemst paboTbl CekTpoaHam3aTopa nPOVCXOANT OTK/THUEHNE BCEX K/IMEHTOB OT TOUYKM AOCTYyna.
KnneHTbl nogxitouaTcsi CHoBa TOJIbKO TOrAa, Korga CnekTpoaHa/im3aTop 3akOHUMT CBOK paboTy.
Bpems aHann3a Bcex paAnoKaHaIoB [ABYX AMana3oHOoB COCTaB/SET NPUMEPHO 5 MUHYT.
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© CnektpoaHanusartop paboTaeT TOMLKO Ha Tex KaHasax, KoTopble ykasaHbl B napametpe limit-channels
B HacTpoikax pagnovnHTepdelicoB. Hanpumep, ecnu B limit-channels Ha wlan0 yka3aHbl kaHasnbl '1 6
11', a Ha wlan1 yka3aHbl kaHanbl '36 40 44 48', To aHanM3 cnekTpa 6yaeT nponsBeAeH TONbKO A4S
kaHanoB 1, 6, 11, 36, 40, 44, 48.
[nsa Toro 4To6b! 6611 NPOU3BEAEH aHa/IN3 BCEX KaHANOB AMana3oHa, Ha KOTOpPoM paboTaeT
pagnovHTepdelic, 1aMeHnTe 3HavyeHne napamertpa use-limit-channels B HacTpolikax Kaxaoro
pagnounHTepcpeiica Ha false. Mocne nonyyeHns pesynbTaTtoB paboTbl CNEKTpOaHaM3aTopa BepHUTe
3Ha4yeHune use-limit-channels o6paTHO K UCXoQHOMY 3HaYEHMO true.
C 6o0nee noapo6HOI MHdhopMaLmeil 0 HacTpoike pagnonHTepdeiica yepes CLI MOXHO 03HaKOMUTLCS
B pasgene «Hactpolikn Radio».

WEP-30L(root):/# monitoring spectrum-analyzer

Channel| CCA

1| 81%

2| 40%

3] 14%

4] 10%

5| 36%

6| 60%

7| 40%

8| 8%

9| 14%
10| 38%
11| 75%
12| 37%
13| 18%
36| 14%
40|  12%
44| 10%
48| 18%
52| 3%
56| 5%
60 | 8%
64| 6%
132 0%
136| 0%
140 | 0%
144 1%
149| 30%
153 1%
157 3%
161 2%
165| 1%
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7 CnncoK M3MeHeHUI

Bepcusa gokymeHTa Jarta CopepXaHue N3MEeHEeHW
BbIMyCKa
Bepcusa 1.0 26.05.2023  TlepBas ny6nvkaums

Bepcus nporpammHoro obecneveHnst 2.1.0
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TEXHNYECKAA NMOAAEP>XKA

[nsa nonyyeHns TEXHNYECKON KOHCYNbTauMmn no Bonpocam akcnayaraumm obopygosaHus OO0
«Mpeanpusatue «/ITEKC» Bbl MOXeTe 06patuTbCs B CEPBUCHBIN LLEHTP KOMNaHUN:

dopma obparHoin cBA3Mn Ha caiTe: htips://eltex-co.ru/support/
Servicedesk: hitps://servicedesk.eltex-co.ru

Ha ochuumanbHOM caliTe KOMNaHUn Bbl MOXETE HalTN TEXHUYECKYIO JOKYMEHTALMIO 1
nporpamMmmHoe obecneyeHne ans npoaykuum OO0 «[IMpeanpusatue «ANITEKC», 06patutbes k 6ase
3HaHW1, OCTaBUTb UHTEPAKTUBHYIO 3aABKY UM MPOKOHCY/LTUPOBATLCA Y HXeHepoB CepBUCHOIO
LeHTpa Ha TeXHN4eckom chopyme:

OdomuymanbHbIin cant komnaHun: hitps://eltex-co.ru/

TexHunueckuin chopym: hitps://eltex-co.ru/forum

Basa 3HaHuiA: https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base
LleHTp 3arpysok: hitps://eltex-co.ru/support/downloads


https://eltex-co.ru/support/
https://servicedesk.eltex-co.ru/
https://eltex-co.ru/
https://eltex-co.ru/forum
https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base
https://eltex-co.ru/support/downloads/
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