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PykoBoacTBo no akcnyatauun WOP-20L

1 BBeneHue

1.1 AHHOTauus

CoBpeMEHHbIE TEHAEHLMN Pa3BUTUS CBA3M AVKTYHOT oneparopam Heo6xoAMMOCTb Noucka Hambonee
ONTVYMasIbHbIX TEXHOMOTUIA, NO3BONSAIOLLMX YAOBNETBOPUTL CTPEMUTE/NBHO BO3pacTatoLLme NnoTpebHOCTH
abOHEHTOB, COXPaHssi NPU 3TOM NPEEMCTBEHHOCTb GU3HEC-NPOLIECCOB, TMOKOCTL Pa3BUTHSA U COKPALLEHME
3aTpart Ha nNpefocTaB/ieHre pas/INyHbIX CEPBUCOB. BecnpoBoAHbIE TEXHOMOMMK BCe 60/bLUE HAGUparoT
060pOThbI, U K JAHHOMY MOMEHTY OHM 3a KOPOTKOE BPEMSI MPOLL/IN OTPOMHbIV MyTh OT HECTAOUIbHBIX
HWU3KOCKOPOCTHbIX CETe CBS3M Masioro paguyca o ceteii LM/, conocTaByMbIX MO CKOPOCTW C MPOBOAHBIMU
CETSIMU 1 061a4a0LLMX BbICOKUMY KPUTEPUSIMU K KAYECTBY NPEAOCTaBEHNS YCAYT.

Yctpoiicteo WOP-20L siBnsieTcs Toukoin goctyna Wi-Fi. KOHCTpykumusa ycTpoiicTBa npeaycmaTpvBaeT
repMeTUYHbIA KOpryc, KOTOPbIA NO3BO/ISET UCMNO/b30BaTh TOUKY A0OCTYyrNa BHE NMOMeLLEeHWU B pa3nyHbIX
KNnuMaTtunyeckux ycrioBumax npu temneparypax ot -45 go +65 rpagycos.

B HacToslLLeM pyKOBOACTBE MO 3KCM/iyaTaummn N3/I0KeHbl Ha3HauYeHNE, OCHOBHbIE TEXHUYECKME
XapaKTepUCTUKKN, KOHCTPYKTUBHOE UCMOJTHEHME, NpaBuia 6e30MacHoii aKkcnlyaTauuy yCTPoiCTBa, a Takke
pekoMeHAaLuUM No ero ycTaHOBKE U HACTPOIKe.

1.2 YcnoBHble 0603HaYeHUs

MNpumeuaHus n npegynpexaeHus

© nMpumedaHus cogepxart BaxkHYH UHIIOPMALMIO, COBETbI UM PEKOMEHAALM MO UCMOMb30BAHMIO 1
HaCTpoiike yCTPOWCTBA.

© nNpepynpexaeHns MHDOPMUPYIOT MOb30BATENS O CUTYaLIMAX, KOTOPbIE MOTYT HAHECTN Bpe[,
YCTPOIACTBY U/ YeN0BEKY, MPUBECTM K HEKOPPEKTHOI paboTe yCTPOCTBa UK NOTEPE AAHHbIX.
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2 OnucaHne nsgenuvs

2.1 Ha3HaueHue

[na BO3MOXHOCTW NpefocTas/ieHns AoCTyna nosib3oBartesieil K BbICOKOCKOPOCTHON 1 6e3onacHol cetn
paspaboTtaHa 6ecnposogHas Touka goctyna WOP-20L.

OCHOBHbIM Ha3Ha4YeHNeM yCTpONCTBa SAABNSETCH co3haHne 6ecnpoBOAHON ceTn nepefadn AaHHbIX L2-ypoBHs
Ha CTbike ¢ npoBogHol ceTbio. WOP-20L nogkntoyaetcs K nposogHoin cetn yepes 10/100/1000M Ethernet-
NHTEpAIENC 1 C NOMOLLbIO CBOMX paanonHTepdencos co3gaeT 6ecnpoBOLHON BbICOKOCKOPOCTHOM AOCTYN ANs
YCTPOWCTB, nogaepxmsatowmx texHonornto Wi-Fi B gnanasore 2.4 n 51w,

YCTPONCTBO COAEPXUT 2 pagmonHTepdienca a/1a opraHnsaumm aByx onmsnyeckmnx 6ecnpoBofHbIX ceTeil.

WOP-20L nogaepxunsaeT coBpeMeHHbIe TpeboBaHUA K kKaueCcTBY CEpBUCOB M NO3BOJISAET Nnepeaasarb
Hanbonee BaxHblli Tpadnk B 6051ee NPUOPUTETHBLIX OYepesaX No CPaBHEHUIO C 06bIYHBIM. [propuTH3aums
obecneunBaeTcs cneayoLwymMmn TexHonornsmu QoS: CoS (cneunansHble meTkun B none VLAN-naketa) n ToS
(meTkn B none IP-naketa). dyHkuMoHan co3gaHus npasun ACL 1 nogaepxka weinmHra Tpadmnka Ha Kaxaom
VAP no3BonsieT B NO/IHOW Mepe ynpas/ifaTb AOCTYNOM, KQ4eCTBOM CEPBUCOB M OrpaHUYEHUSMN Kak A/15 BCeX
abOHEHTOB, TaK U A1 KaXA0ro B YaCTHOCTW.

YCTpOIACTBO ABNAETCS HE3AMEHNMbIM PELLUEHNEM AJ151 OpraHM3aLuy 6ecnpoBOAHON CETU B pa3/IMUHbIX
KIMMaTMYECKMX YCI0BUSIX, B LUMPOKOM AMana3oHe paboumx Temnepartyp 1 BbICOKOW B1aKHOCTU (napku,
3aBOApbl, CTaZMOHBI, T.A.), & TAKKe SABMIAETCA AeasbHON NnaTopMoli 415 opraHv3almmn CBsA3U B KOTTEAXKHbIX
nocesnkax v yAaseHHbIX HaCeIeHHbIX NMyHKTaXx.

2.2 XapakTepuCTUKM YCTPONCTBa
Nnmepabelicnbi:

+ 1 nopt Ethernet 10/100/1000BASE-T (RJ-45) ¢ noaaepxkoii PoE;
« Wi-Fi2.4T1Ty IEEE 802.11b/g/n;
* Wi-Fi 51Ty IEEE 802.11a/n/ac.

PyHKYyUUu:
BosmoxHocmu WLAN:

* nogaepxka ctaHaapToB IEEE 802.11a/b/g/n/ac;

* nopaepxka ctaHaapToB poymuHra IEEE 802.11r/k/v;

* arperauus AaHHblx, Bkitoyas A-MPDU (Tx/Rx) n A-MSDU (Rx);
* NPUOPUTETHLI U NIaHNPOBaHME NakeToB Ha ocHoe WMM,;
* nopaepxka 6ecnpoBogHbix MocToB (WDS);

* AMHamMuueckuii BbiI6op yactoTbl (DFS);

* noggepxka ckpoitoro SSID;

* 14 BuUpTyanbHbIX TOYEK AOCTYNE,;

+ 06HapyXeHne CTOPOHHUX TOYEK A0CTYNa;

* CMNeKTpoaHamM3arop;

* aBTOBbLIOOP KaHana.

Cemesbie (hyHKYUU:

* aBTOMarnyeckoe corsiacoBaHne CKOPOCTK, OYN/IEKCHOTO pexumMa 1 NepekiiovyeHns Mexay pexnmamm
MDI n MDI-X;

* nogaepxka IPve6;

* nogaepxka VLAN;

* DHCP-knueHT;

* nogaepxka ACL;

* nogaepxka NTP;
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* nogaepxka Syslog;
* nogpepxka GRE;
* BO3MOXHOCTb Nnepefaym aboOHEeHTCKOro Tpadinka BHe TyHHeNew.

®dyHkyuu QoS:

* NpYOpUTET 1 NNaHMPOBaHNE NAKETOB HA OCHOBE Npodunnel;

* OrpaHu4YeHue NpPonyckHOW cNoCo6HOCTM Ans kaxaoro VAP,

* OrpaHnyeHune NPoryckHOM CNOCOBGHOCTN A1 KaXKA0T0 KIINEHT],;
* n3MeHeHue napametpos WMM.

be3onacHocmb:

* UeHTpasim3oBaHHas aBTopusauusi yepe3 RADIUS-cepeep (802.1X WPA/WPA2 Enterprise);
* WwundpoBaHue gaHHbIx WPA/WPA2;
+ nopaepxka Captive Portal.

Ha pucyHke 1 npuBegeHa cxema npumeHeHusa o6opygosaHna WOP-20L.
S

WUuTepHeT

’gﬁ _ oneparops aﬁ
1

Meg

Cepsep

DHCP, RADIUS

PucyHok 1 — ®yHKUMOHanbHasa cxema ncnosisdoBaHna WOP-20L
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2.3 TexHuyeckue napameTpbl yCTPOCTBa

Tabnmua 1 — OCHOBHbIE TEXHMYECKUEe napameTpbl

MapameTtpbl WAN-uHTeppelica Ethernet
KonunyecTtso nopTtos

DneKTpuYeckunii pasbem

CkopocTtb nepegaun, Méut/c

MNopaepxka ctaH4apToB

MapameTpbl GecnpoBogHOro nHTepdeiica
CraHgapTsl

YacToTHbI gnanasoH, My,

Mogynauua

Paboune kaHasbl

CKopocTb nepegadn gaHHbIx, MouT/c

MakcrMmasibHast MOLLHOCTb nepeaaryvka

quCTBVITe}'IbHOCTb npnemMHnkKa

Be3onacHoCcTb

1

RJ-45

10/100/1000, aBTOONpPEAENEHNE
BASE-T

802.11a/b/g/n/ac

2400-2483.5 MI'y, 5150-5350 MI'uy, 5470-5850 MI'y,
BPSK, QPSK, 16QAM, 64QAM, 256QAM

802.11b/g/n: 1-13 (2402-2482 MI'L)

802.11a/n/ac:

- 36-64 (5170-5330 MrL)
- 100-144 (5490-5730 My
- 149-165 (5735-5835 Mry

802.11a: go 54 MéuT/c
802.11b: gpo 11 MéuT/C
802.11g: go 54 MéuTt/c
802.11n: go 300 Méut/c
802.11ac: go 867 Méut/c

Mu: o -91 gbm
ly: 0o -93 abm

LieHTpasim3oBaHHas aBTopusaums yepes RADIUS-cepeep (802.1X WPA/
WPA2 Enterprise)

wndpoBaHne gaHHbIx WPA/WPA2

nopnepxka Captive Portal

Bbl60p MOAEe/ M aHTeHH 3aBMCUT OT UCMOJIb30BaHUSI TOUKM AOCTYyna

Mopnepxka 2x2 MIMO
YnpaBneHune
YpaneHHoe ynpas/eHue
OrpaHuyeHune goctyna
OGLwume napamMmeTpbl
Flash-namaTtb

RAM

Mntanue

web-nHTepgeliic, Telnet, SSH, CLI, SNMP, NETCONF, SoftWLC

no naporso, ayteHTudmkaumusa yepes RADIUS-cepsep

128 MB NAND Flash
256 Mb RAM DDR3
PoE 48 B/56 B (IEEE 802.3af-2003)



MoTpebnsemas MOLLHOCTb
CreneHb 3aWuTbl
Pabounii gnanasoH Temneparyp

OTHOCUTENbHAasA BNAXHOCTb Npw
Temnepartype 25 °C

FaGaputbl (LU x B x T)
Macca

CpokK cnyx6bl

He 6onee 12 Bt
IP55
oT-45 go +65 °C

0o 95 %

125 % 227 x 49 Mmm
0,77 xr

He meHee 15 net

PykoBoacTBo no akcnyatauun WOP-20L



PykoBoacTBo no akcnyatauun WOP-20L

2.4 KOHCTPYKTUBHOE MUCMNOJSIHEHNE

Yctpoiicteo WOP-20L BbINO/IHEHO B N/1IaCTMKOBOM KOpnyce.

2.4.1 OcHoBHasi NaHesb yCTpolicTBa

BHewwHnii Bug yctpoiictea WOP-20L npuBeaeH Ha pucyHke 2.

i & £ &

a8

Gl

PrcyHoK 2 — BHeluHWiA BUA, ocHOBHOM naHenn WOP-20L

Ha HwxHei naHenun ycTpoiictea WOP-20L pacnonoxeHbl LAN-nopt 10/100/1000BASE-T (pa3bem RJ-45) ans
NOAK/OYEHUS K BHYTPEHHEl ceTu 1 nuTaHnto POE 1 kHomnka c6poca K 3aBoACckMM HacTpolikam («F»).

PucyHok 3 — BHewHWiA Bug, HykHeli naHenn WOP-20L
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PykoBoacTBo no akcnyatauun WOP-20L
CocTtosHne yCTp0I7ICTBa oToGpaxaeTcsa Npu NOMOLLN NHANKATOPOB, PACMOIOXKEHHbIX Ha nepe,qu|7| naHenn
yCTpOVICTBa. lNepeyeHb COCTOSIHUIA NHOWKATOPOB NpUBEAEH B Tabnuue 2.

Tabnuua 2 — OnncaHne HAMKaATOPOB

NHpunkartop CocTtosiHne uHaukatopa OnucaHune

Power — nHgukatop rOpUT NOCTOSIHHO nMTaHne NOAKYEHO, HopMasibHasa paboTa
[ nUTaHns n ctartyca
( ) paboThbl ycTpoiicTBa
mMuraet YCTPOICTBO He nony4ynsio agpec no DHCP
yacTtoe MuUraHue B nepesarpyska/copoc k 3aBOACKMM HacTpoliKkam

TeuyeHumn 3 cekyHp, fanee
rOpUT NOCTOSIHHO

LAN - nHavkatop rOpuT NOCTOAHHO kaHan mexay Ethernet-untepdpeiicom WOP-20L 1
nopta Ethernet- NOAK/TOYEHHbIM YCTPOCTBOM aKTUBEH
nHTepdeiica

muraet MpoLLecc NakeTHOM nepegayn AaHHbIX MeXay

Ethernet-untepceiicom WOP-20L n
NOAK/MOYEHHBIM YCTPOINCTBOM

Wi-Fi2.4ITy - ropuT NOCTOAHHO ceTb Wi-Fi B gnanasoHe 2.4 Ty, akTMBHa
NHAMKaTop cTaTyca

paboTbl 6ECNPOBOAHOIA

ceTu B AnanasoHe 2.4

My

.,))

N
=N
@

Wi-FiS Ty - ropuT NOCTOAHHO ceTb Wi-Fi B gnanasoHe 5 Ty, akTMBHa
nHavkatop craryca

paboTbl 6ECNPOBOAHOVA

CeTu B AnanasoHe 5

My

&)
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PykoBoacTBo no akcnyatauun WOP-20L

2.5 C6poc K 3aBOACKMM HacTpoiikam

[na cépoca K 3aBOACKMM HAcTpoikam HeOBX0A4MMO B 3arpy)XEHHOM COCTOSIHUKN YCTPOMCTBA HavKaTb U
yaepxumBaTtb KHOMKY «F» Ha npoTskeHun 10—15 cekyHa, noka nHaukatopbl Wi-Fi 2.4 n 5 Ty, He Ha4yHyT Murathb.
MpousogeT aBToMaTyeckas nepesarpyska yctponcrsa. MNpu 3aBogckux yctaHoBkax byaet 3anyweH DHCP-
KnuneHT. B cnyyae, ecnu agpec He 6yaet nonyyeH no DHCP, To y ycTpoiicTBa 6yaeT 3aBogckoit IP-agpec —
192.168.1.10, macka nogcetn — 255.255.255.0.

2.6 KomMnnekT nocTaBKu
B KOMNMEKT NOCTaBKN BXOAAT:

+ 06opyaoBaHue pagnogoctyna WOP-20L;

* KOMIMJIEKT Kpenexa,

* PYKOBOACTBO Mo 3kcnyataumm Ha CD-gucke (onuyoHasnbHo);
* cepTMdmnKar COOTBETCTBUIS;

* namsTKa 0 AOKYMeHTaLmu;

* racnopr.

12



PykoBoacTBo no akcnyatauun WOP-20L

3 lMpaBuna n pekoMmeHaaLmm no ycTaHoBKe yCTpPoncTBa

B gaHHOM pasgene onucaHbl MHCTPYKLUM N0 TEXHUKE 6e30MacHOCTU, PEKOMEHAALMI N0 YCTaHOBKE, Mpoueaypa
YCTaHOBKM 1 NOPSAA0K BKOYEHMS YCTPOACTBA.

3.1 VIHCTpYKUUM NO TeXHUKe 6€30MacHOCTK

1. He BckpbiBaiiTe KOpnyc ycTporcTBa. BHyTpu yCTpoincTBa HET 3/1IEMEHTOB, NpeAHa3HauYeHHbIX 415
06CNyX1MBaHUS NOSIb30BaTE/EM.

2. HesapgeicTBOBaHHbIE aHTEHHbIE pa3beMbl TpebyeTcs 3akpbITb 3aMTHONM KPLILLKOW, KOTOpas BXOAUT B
KOMIN/IEKT NOCTaBKN YCTPOMCTBA.

3. He npoussoauTe ycTaHOBKY JAHHOIO YCTPOCTBA BO BpeMs rpo3bl. MOXeT cyLecTBOBaTb PUCK yaapa
MOJTHUEN.

4. Heobxogmmo cobntogate TpeboBaHms N0 HAMPSHXKEHUIO, TOKY U YacToTe, yKa3aHHble B faHHOM
NHCTPYKUNN.

5. TMNepep nogxNtoYeHNeM K YCTPONCTBY M3MEPUTENbHBIX MPUGOPOB M KOMMbOTEPa UX HEOBX0ANMO
npegBapuTesnibHO 3a3eM/IMTb. Pa3HOCTb NOTEHLMaIOB MeXay KoprycaMmu 060pyaoBaHus v
n3MepuTeNnbHbIX NPUO60POB He A0/MKHA npeBbiwaTtb 1 B.

6. Mepep BKIOYEHMEM YCTPOICTBA yOeanTbLCA B LLe/IOCTHOCTU Kabesnei n nx HageXHoM KpenaeHun K
pasbemam.

7. He yctaHaBnmBaiiTe yCTPONCTBO PALAOM C MCTOYHUKAMU Tern/ia 1 B NOMELLEHUAX C TeEMNepaTypoi Huxe
-40 °C wnu Bbiwe 60 °C.

8. B0 Bpems MOHTaxa yCTPOMCTBA Ha BbICOTHBIX KOHCTPYKLMAX CriefyeT BbINO/HATb YCTaHOB/EHHbIE
HOPMbI 1 TPpeGOBaHMS NPU BbICOTHLIX paboTax.

9. 3kcnnyartaumsa ycTporcTea Ao/MKHA NPOU3BOANTLCA UHXEHEPHO-TEXHUYECKUM NMEPCOHAsIOM,
npoLuewmnM cnewnasibHyo NoAroToBKY.

10. Mopxntoyatb K yCTPOMCTBY paspeLuaeTcs TO/IbKO ro4HOe K MPUMEHEHUIO BCrioMoraresibHoe
obopyzoBaHue.

3.2 PekomeHpaumu rno ycTaHOBKe

1. PekomeHAyemoe NosioxXeHne yCTPoMCTBa /15 YCTaHOBKN — KpensieHne Ha TpyboCToliky/cTon6.
Mepepn yCTaHOBKOW U BKIKOYEHNEM YCTPONCTBA HEOOXOAMMO MPOBEPUTL €r0 Ha HaUIMyYne BUAUMbIX
MexXaHW4YecKnx noBpexaeHnin. B cnyyae o6HapyXeHuUsi NOBPeXAeHnin crnenyeTt npekpaTtuTb YCTaHOBKY
YCTPOWCTBa, COCTaBUTb COOTBETCTBYIOLLMIA aKT 1 06paTUTLCA K MOCTaBLLMKY.
3. Mpu pa3meLLeHnn ycTpoinctea Ans obecneveHns 30Hbl NOKpbITUA cetn Wi-Fi ¢ Hannyuwmmnm
XapakTepucTMkamMu yunTbiBaTe cneayolme npasunia:
+ YcTaHaBnuBalTe YCTPOMCTBO B LIEHTPEe 6eCnpPoBOAHON CETU.
* MUHMMU3UNPYIATE Yncno nperpag (CTeHbI, NOToNkK, Mebenb n ap.) mexay WOP-20L n gpyrumu
6ecnpoBoAHbIMY CETEBLIMU YCTPOCTBaAMM.
*+ He ycTaHaBnvBaiiTe ycTpoiicTBO B6NM3U (Nopsigka 2 M) a/1eKTPUYECKUX 1 PaamnoyCcTpPOIACTB.
* He pekomeHayeTca ucnonb3oBaTb pagmotesiedoHbl U gpyroe obopyaosaHve, paboTatoLlee Ha
yactote 2.4 'y nnn 5 I'ru, B pagunyce genctensa 6ecnposogHoii cetn Wi-Fi.
* MNpensaTcTBus B BUAE CTEK/IAHHbLIX/METaUIINYECKNX KOHCTPYKLMIA, KUPNNYHBIX/OETOHHbIX CTEH, a
Takke eMKOCTM C BOAOW 1 3epKasia MOryT 3HaumMTe/lbHO YMeHbLUNTb paguyc gerictena Wi-Fi ceTtn.
4. Tpy pa3mMeLLeHn HECKOIbKNX TOYEK pagunyc COTbl AO/MDKEH NepeceKkaTbCca ¢ CoCeHel COTON Ha YPOBHe
0T -65 0 -70 abMm. lonyckaeTca yMeHbLUEHNEe YPOBHSA curHana fo -75 Abm Ha rpaHuuax cot, ec/in He
npegnonaraetcs ucnosib3osaHve VolP, N0TOKOBOro BUAeoBeLLaHs U OPYroro YyBCTBUTETbHOIO K
notepsam Tpadmka B 6eCcrnpoBOAHON CETH.
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PykoBoacTBo no akcnyatauun WOP-20L

3.3 YacToTHble nosockl 1 KaHasbl B guanasoHe 5 'y ana Wi-Fi

Mepegaya gaHHbIX B gnanasoHe 5 My ncnonb3yetca ansa ctaHgapTtos IEEE 802.11a/n/ac. YcTpoilcTBo
WOP-20L nogaepxuBaeT 4acToTHble KaHasbl B AnanasoHe 5 Ty, ¢ wupuHoii 20, 40 n 80 MIy,

[LNs1 BblUMCIEHMS! LeHTpasIbHOW YacToTkl kaHana Wi-Fi (f, B ML) ncnonb3yetcs cneayrowas opmyna:
f=5000+(5*N), rae N — Homep kaHana Wi-Fi.

3.4 PacueT Heo6XxoAMMOro Uncsa Touek goctyna

Tabnmua 3 — 3Ha4eHus 3aTyxaHus

MaTtepuan MN3meHeHne ypoBHA curHana, ob
24T1Ty, 51Ty
OprcTekno -0,3 -0,9
Kupnuny -4,5 -14,6
Crekno -0,5 -1,7
MncokapToH -0,5 -0,8
acn -1,6 -1,9
danepa -1,9 -1,8
LLITykaTypka ¢ MEeTas1/IM4ECKON CETKOW -14,8 -13,2
LLInako6nok -7 -11
MeTan. peweTtka (sueiika 13*6Mm, MeTasn1 2Mm) -21 -13

3.5 BblGOp KaHaNOB COCEACTBYHOLLMX TOUEK

Bo n3bexaHne MexkaHasIbHOl MHTEPEPEHLIMI MEX 1Y COCECTBYIOLLMMM TOYKAMU A0CTyNa PEKOMEHAYETCS
YCTaHOBUTb HEMEPEKPbIBAIOLLMECS KaHasbl.

KaHanbi

2.402 Ty |<7 22 MIy, H 2.483 Ty,

PucyHok 4 — O6las gyarpamma nepekpbITs YacTOTHbLIX KaHanoB B 2.4 T,

14



PykoBOACTBO No akcnyatauyum WOP-20L

Mpumep cxeMbl pacnpegeneHns kaHaioB Mexay coceHMU ToukaMu B AvanasoHe 2.4 Ty npu wuprHe
kaHana B 20 MI'y nprBefeH Ha pUCyHke 5.

PucyHok 5 — Cxema pacnpefeneHus kaHasioB Mexay CocelHUMU Toukamun 4ocTyna B AvanasoHe 2.4 Ty npu
WwnpuHe kaHana B 20 MI'y,

AHa/IOrMYHO PEKOMEH/YETCS COXPaHSTh AaHHbIA MexaHU3M pacnpeaesieHns KaHas1I0B NPy PacnonoXeHum
TOUeK Mexay aTaxamu (PUCYHOK 6).

SRR,
S ==
ED eSS

P Y,

PucyHok 6 — Cxema pacnpefiefieH’sl KaHa/1I0B MeXAy COCeAHUMYN TOUKaMU AOCTYNa, PAcrofIOKEHHbIMU MeX 1y
aTaxamu

Mpwn ncnonb3oBaHUK WKUPKHBI KaHasa 40 MINy, B AnanasoHe 2.4 [Ty, HET HenepekpbiBalLWMXCa KaHasoB. B
Taknx criydasix CTOUT BblGMpaTb MakCMasibHO OTAa/IEHHbIE APYr OT Apyra KaHasbl.

5170 5330 5490 Weather 5730 5735 5835

MHz MHz MHz Radar MHz MHz MHz

] | I ] | |
[EEEChannel # |89 S 288y SSESZSIXTSEIY 28658

AR A A A A AR AAAAAAA A A A A AR AA AR
somiz VOV VN LV VYV VY L V)
80 MHz |/ \/ . \/ V i | R |
150 vz [, | i

Examplesof [\ A
non-contiguous
VHT80+80 MHz [\

setup
[

PucyHok 7 — KaHauibl, ncnosb3yemble B guanasoHe 5 Ty npu wupuHe kaHana 20, 40, 80 My,
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PykoBOACTBO No akcnyatauyum WOP-20L

3.6 YcTaHoBKa ycTpoucTBa

[ns Toukn goctyna WOP-2L npefycmoTpeHbl Ba BapnaHTa MOHTaxa: yCTaHOBKa YCTPOMCTBa Ha TPYOOCTOMKY
N yCTaHOBKa YCTPOMCTBA Ha CTEHY.

3.6.1 YcTtaHoBKa ycTpoiicTBa Ha TpyboCToliKy/cToN6

1. MpuKpennTe KPOHLITENH K KOPMYCY YCTPOICTBA C MOMOLLbI0 BUHTOB, MAYLLIMX B KOMMN/IEKTE, KakK
MOKa3aHO Ha PUCYHKE HIXeE.

PucyHok 8 — KpenneHue KpoHLLTeliHa K yCTPOCTBY

2. YcTaHOBUTE yCTpOiicTBO Ethernet-noptom BHM3 Ha TPY6OCTOIIKY, Kak NOKa3aHO Ha PUCYHKE HUXE, 1
3aKpenuTe ero XomyTamu, MayLiMmy B KOMMNJIeKTe ¢ ycTpoiicTBoM. CobntofaiiTe MHCTPYKLMM MO TEXHUKE
6e30MacHOCTV 1 pekoMeHauuy, NPUBEAEHHbIE B pazfenax «/IHCTPyKLMM Mo TeXHUKE Ge30MacHoCT» 1
«PekomeHjaLm no yCTaHOBKe» .

PucyHok 9 — KpenneHue ycTpoiicTea K Tpy6ocTolike

16



PykoBOACTBO No akcnyatauyum WOP-20L

3.6.2 YcTaHOBKa yCTPOWCTBA Ha CTEHY

© [aHHbIii BapuaHT YCTaHOBKM YCTPOICTBA ABMSETCA AOMNOMHUTENbHLIM — KPEMn/ieHne NpogaeTcs
OTAE/IbHO U HEe BXOAUT B KOMIM/IEKT MOCTaBKM.

1. CoBMecCTUTE YeTbIpe OTBEPCTUA A/19 BUHTOB Ha KpOHLUTeVIHe C TakKMMK XXe OTBEPCTUAMUN Ha

ycTpoicTee. C NOMOLLbIO OTBEPTKN NPUKPENUTE KPOHLUTENH BUHTAMK K YCTPOMCTBY, Kak Noka3aHo Ha
pucyHke 10.

PucyHok 10 — KpenneHune KpoHLITeHa K yCTPOICTBY

2. BblbepuTe MecTo A/151 pasMeLLEHNS TOYKM JOCTyna B COOTBETCTBUM C PEKOMEHAALMAMY U3 Pa3fesioB
PYKOBOACTBA «/IHCTPYKLMM MO TEXHUKE BE30MACHOCTU» U «PeKoMeHALIN N0 YCTaHoBKe». punoxmTe
OCHOBaHWE KPOHLUTEWHa K CTEHE U OTMEpPLTE PacnosioKeHNe OTBEPCTUI ANA BUHTOB (PUCYHOK 11).
MpocBepnuTe OTBEPCTUSI U 3aKPENUTE B HUX BUHTLI, HE 3aTArBas 40 KOHUA.

PucyHok 11 — Pa3mellgHne yCTpoiCTBa Ha CTEHe

17



PykoBOACTBO No akcnyatauyum WOP-20L

3. CoBMeCTWTE OTBEPCTUS KPOHLUTEHA C BUHTAMM Ha CTeHe. MNepeaBrHLTE KPOHLUTEH BBEPX UN BHU3
[10 yropa 1 3aKpenuTe BUHTbI (PUCYHOK 12).

PucyHok 12 — dukcrpoBaHue yCTpoincTBa Ha cTeHe

18



PykoBoacTBo no akcnyatauun WOP-20L

3.7 TopknoyeHne ycTpoiicTBa

PucyHok 13 — MogxntoyeHne Ethernet-kabens k POE-nopty

1. CHUMUTE KpbILLKY, 3aKpbiBatolLlyto Ethernet-nopT Ha HMXKHEI NAHEeNM yCTPOICTBa, 3aTEM NOAK/IUMTE
Ethernet-kabenb k PoE-nopTy (pucyHok 13).

. 3aKpoiTe KpbILWKY HKHEN naHenu.

MoaxntoumTe Ethernet-kabenns, naywmin ot WOP-20L, k POE-nopTy nHXekTopa nnv nopty KoMmyTatopa
(IEEE 802.3af-2003).
Ecnu Bbl ucnonb3syete PoE-nHxekTop, nogknounte ero Kk poseTtke 220 B ¢ noMoLLbio CETEBOTO LLHYpa.
Moaxn4YMTe aHTEHHY K YCTPOWCTBY, Criefys UHCTPYKUMAM U3 pasgena «/IHCTpyKuus rno repmeTmsamm
AaHTEHHbIX Pa3beMOB»:
a. Mpu ucnonbsoBaHun OmMni-aHTEHH: NPUCOeAUHNTE aHTeHHbI K SMA-pa3bemMam yCTPONCTBa;
b. Mpwn ncnonb3oBaHUsA NaHeNbHbIX/CEKTOPHbIX aHTEHH: NPUCOEANHNTE aHTEHHbI K SMA-pasbemam
YCTPOMCTBA C NOMOLLbI0 KabesibHbIX CO0POK. OTperyimpyiTe nosioxKeHne aHTeHHbI Tak, YToObI
aboHeHTCKMe yCcTpoicTBa nonagasiv B 30HY NOKPbLITUSA YCTAHOBIEHHOW aHTEHHbI.

w N

o s

© Bo usbexaHue BbIXxoa yCTPONCTBA U3 CTPOSi PEKOMEH/IYETCA MUCMO/b30BaTh rPO303alLuTy.
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PykoBOACTBO No akcnyatauyum WOP-20L

3.7.1 WHCTpyKLMSA NO repmMeTnsaunm aHTEHHbIX pa3beMoB

© Tepmetysalmio HEOBXOAMMO NPOBOAUTL C 06EMX CTOPOH Kabesns.

1. Mepep nogxntoyeHMeM kabesnst K pasbemy 0CMOTPUTE ONJIETKY Kabens Ha Hanmume NoBPeXAeHNi, a Takke
MPOBEepLTE Ha/MuMe YNIOTHUTENBHOTO KOMblia B ralike pasbemMa, pacnosioxeHne nokasaHo Ha pucyHke 14 (a,
6).

PucyHok 14a

PucyHok 15a PucyHok 156

3. OTpexbTe PE3VHOBYHO FEPMETU3NPYHOLLYIO SIEHTY COOTBETCTBYHOLLEN AJIMHBI: HA FrEPMETU3aLMI0 O4HOT0
pasbema SMA (pucyHok 15a) Tpebyetcsa 0,15 M ruaponsonupytoLLein neHTsl, 418 pasbema N-type (prcyHok
156) Tpebyetcs 0,3 M rMapoM30NMNPYIOLLLEN NTEHTbI, Kak NoKasaHo Ha pucyHke 16 (a,6).

PucyHok 166

PucyHok 16a
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PykoBOACTBO No akcnyatauyum WOP-20L

4. Ypanute ¢ pe3vHOBO NEHTbI 3aLLMTHBI C/OM, Kak MoKa3aHo Ha pucyHke 17.

s -

PucyHok 17

5. HauHnTe 06MOTKY CO CTOPOHbI Kabens, npeasapuTesibHO OTCTYNUB OT OOXUMHON YacTu Ha 10-15 Mm.
3admkenpyinTe KOHUMK NeHTbI Ha onieTke kabens nog yrniom 15-25 rpafycoB k ocu kabens, u, cnerka
pacTsarmBas IeHTy, HA4YHUTE 06MaTbiBaTh kabenb 1 pa3beM, MPoABUrasiCb B CTOPOHY KOpryca yCTpoicTBa.
BuTkM He06X0AMMO yKNaabiBaTh APYr HA Apyra C HAaX/1eCTOM, CKNaAKu Ha BUTKaX He A0NyCKalTCs.
O6MoTKa Kabensi nokasaHa Ha pucyHke 18 (a, 6).

PucyHok 18a PucyHok 186

6. [loCTUrHYB Kopryca yCcTPoiicTBa (AHTEHHbI) KpaeM NeHTbl, caenalite 060poT BOKPYr pasbeMa, MakCUMasibHO
NpXMMas Kpav NeHTbl K Kopnycy, ganee NpoAo/mHKMTe HaMOTKY SIeHTbI Nog, APYTUM YIIOM, YAAAsCb OT
kopnyca. NMpu HamaTbIBaHWM He 3abbiBaiiTe pacTArnBaTb JIEHTY U NI0THO NPWXXMMATb ee K paHee HaMOTaHHbIM
BUTKaM. Ha KOHUYMKe NIEeHTbI PaCTSXKY HEOOX0ANMO YMEHbLINTL U NAOTHO NPWXKaTb €ro K BUTKam,
pacnosioXeHHbIM Ha OnIeTKe Kabens, Kak nokasaHo Ha pucyHke 19 (a, 6).

¥

PucyHok 19a PucyHok 196
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PykoBOACTBO No akcnyatauyum WOP-20L

7. OTpexbTe MBX-NneHTy (M30/1eHTY) COOTBETCTBYHOLLEN A/IMHBI: HA repMEeTMU3aL Mo 0HOTo pasbeMa SMA
Tpebyetcsa 0,28 M n3oneHTol, ANa pasbema N-type Tpebyetca 0,6 M n30neHThI. 130n1eHTa Tpebdyetca s
3alUMTbl PE3MHOBOW NTIEHTbI OT Y/IbTPadMONeToBbIX Nyyeli. I3oneHTa nokasaHa Ha pucyHke 20.

PucyHok 20

8. HaumHute 06MOTKY C onneTkn kabens, npegsapuTesibHO OTCTYNMB OT NEPBOro BUTKA PE3UHOBOW NEHTHI
Ha 5-10mM. 3adhmKcnpyinTe KOHUMK N30/1EHTLI HA ONJIeTKe Kabensa nog yrnom 15-25 rpagycoB K ocu
kabens, n, cnerka pactarMsas /IeHTy, Ha4HUTe obMaTbiBaTb Kabesib 1 pasbeMm, NPOABUTasiCb B CTOPOHY

Kopnyca ycTpoiicTa. BUTK/ HEO6X0AMMO YKNabiBaTh APYr HA Apyra C Hax/IeCTOM, CKNafKN Ha BUTKAX He
fonyckatotcsl. O6MOoTKa Kabensi nokasaHa Ha pucyHke 21.

PucyHok 21

9. locTurHyB Kopnyca Kpaem NeHTbl, caenaiite 060p0T BOKPYT pasbemMa, MakCMMasibHO NpMKUMast Kpai
N30NEHTbI K KOPMNYyCYy YCTPOWCTBA, Aasiee NPOAO/MKUTE HAMOTKY fIEHTbI NOA APYTUM YII0M, YAANSASCb OT
kopnyca. lMpu HamaTbIBaHUN M/IOTHO HaKMaAblBaiTe BUTKM NIEHTbI, HE AONyCKas CKIagok. Ha nocnegHmx
BUTKax M30/1E€HTbI PACTSHKKY HEOOX0AMMO YMEHbLUNTL 40 HYNS U NOCNeAHWUIA BUTOK YIOXUTL 63
pacTarMBaHus, Kak nokasaHo Ha pucyHke 22 (a, 6).

PucyHok 22a PucyHok 226

10. MNpoBepkTe 3arepMeTU3MPOBaHHbIN Pa3bem Ha OTCYTCTBME BUAVMbIX YYACTKOB PE3NHOBOI NTEHTHI.
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4 YnpaB/ieHne yCTPOMCTBOM Yepe3 web-nHtepdeiic

4.1 Hauyano pa6oThl

PykoBoacTBo no akcnyatauun WOP-20L

[ns Hayana paboTbl HYXXHO MOAKYUTLCA K YyCTPoMCcTBY Nno nHTepdericy WAN yepes web-6paysep:

1. OTkpoiiTe web-6pay3ep, Hanpumep Firefox, Opera, Chrome.

2. BBegute B afipecHoli cTpoke 6pay3sepa IP-agpec ycTpoiicTsa.

© 3asopckoii IP-aapec yctpolictea: 192.168.1.10, macka nogcetut: 255.255.255.0. Mo ymonyaHuio

YCTPOWCTBO MOXET nonyuntb agpec no DHCP.

Mpu ycnewHoM 06HapyXeHun YCTPOCTBa B OKHE Gpay3epa 0To6pasuTcsi CTpaHuLa ¢ 3anpocoM VMEHN

nosib3oBaresia 1 naposis.

WOP-20L

3. BBegute ums nonb3oBaresnsi B CTpoke «BBeauTe NOrMH» 1 naposib B CTPOKe «BBeanTe naposb».

© 3aBopckue ycTaHOBKU: OTMH — admin, naposnb — password.

4. HaxmunTe KHOMKY «BoliTn». B okHe Gpay3epa OTKPOETCS MEHH0 MOHUTOPUHIA COCTOSIHUSA YCTPOICTBA.

2ELTE WOP-20L

Mowaropur  Radic VAP WDS  Cefeskie Heactpodkd  Dueli-be cepaics  Cucreue

Wi-Fi KnueHTs Wzpenne WOP-20L
AnnapatHan BepcuA vl
Zasockod MAC-agpec 6813 E2:1B:68.40
CepridHeIA HoMep WP4A000050
Bepcua MO
Pasapanan sepcna NO
Bepcua sarpysuiia

CucTamHoe Bpema 08.02.2023 07:36:38

4 H0
Hica
. Z OBHOBUTL
Wudhopmaumns 06 ycTpodcTee »

Bpewmna paiotu @0 gH, 00:21:30
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PykoBoacTBo no akcnyatauun WOP-20L

5. MNpu HEOBXOAMMOCTN MOXHO NEPEKHUNTL A3bIK 0TOOpaxXeHust nHdopMaumn. Ans WOP-20L aoCTynHbI
pycckas 1 aHrnuinckas Bepcumn web-nHrepdpeiica.

MOHHTORAHT Radio JAF

Mucpopmanms of yeTpofcTae 3

W ELTEX  wop-20L

BELIE HACTROAKA BHEWHHE CEpBHCH Cuctema

Wznanne WOR-20L

AnnapaTHan BapcHA 241

3asoncron MAC-anpec 68.13.E2 1B:66:40

CapuifHwi Honep WP4ADDDOSD
Bepoua NO
PeaepaHan sepoHa NO

BepcHs Iarpyaumks

CHCTEMHOE BREMA 08022023 07.36:38

Bpewms patoTsl 0 o4, 00:2%:30

4.2 TlpuMeHeHue KOHUrypaumm n oTMeHa n3MeHeHui

1. MpuUMeHeHne KoHUrypaumm

Mpy HaXKaTUmM KHOMKN

[pHMEHNTE

3arnycKaeTcs NPoLIecC CoxXpaHeHns KoHdurypauum Bo flash-namatb

YCTPOIACTBA M NPUMEHEHME HOBbIX HACTPOEK. Bce HacTpolikm BCTynatoT B cu/ly 6e3 nepesarpysku

yCTpOIicTBa.

B web-nHTepdelice Touku AOCTyNa peasnim3oBaHa BU3yasibHas HAVKALMS TEKYLLLEro COCTOSIHMS npoliecca
npUMeHeHust HacTpoek (Tabnuua 4).

Ta6l'IVILI,a 4 — B|/|3yaanaﬂ MHONKaUunAa TeKylero CoOCTosaHunaA npouecca npuMeHeHna HaCTpoek

BHeluHNi1 BUg,

2. OTMeHa U3MeHeHuM

OonucaHue coCTosAHUA
Mocne HaxaTtnsa Ha KHOMKY «MpUMEHUTb» NPOUCXOAUT NPOLECC NPUMEHEHMUS 1

3anncy HacTpoeK B NaMsATh YCTPOicTBa. O6 3TOM MHPOPMUPYET 3HAUOK il B
Ha3BaHUW BKIAKN U Ha KHOMKE «MPUMEHUTb».

06 ycneLHOM COXpaHEeHUN U NPUMEHEHUN HACTPOEK MHGDOPMUPYET 3HAUOK
d B Ha3BaHUW BKIAAKN.

X OTmeHa

KHOMKa oTMeHbI U3MEHEHWI UMEeEeT CneayroLnii BUA,

© OtmveHa n3MeHeHWi NPON3BOANTCS TOMBKO 10 HAXKATUSA Ha KHOMKY «[IPUMEHNTL». Mpn HaxkaTum Ha
KHOMKY «[pUMEHUTb» N3MEHEHHbIE Ha CTpaHuLEe napameTpbl 6yayT 06HOBMEHbI HA TEKYLLME 3HAYEHNS,
3anvcaHHble B NaMsATU yCTpoicTea. ocne Haxatusa Ha KHOMKY «[puMeHnTb» BO3BPAT K NpeablayLunm
HacTpoikam 6yaeT HEBO3MOXEH.
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4.3 OcHOBHble 3neMeHTbl web-uHtepdeiica

Ha pucyHke HuKe npeacTaB/eHbl 31EMEHTLI HaBuraummn web-uHtepdeiica.

PykoBoacTBo no akcnyatauun WOP-20L

{22 o~

¥ a
wELTEX WOP-20L
MoHuTopUHT Radic ATERLIE HACTPOMIG Bueumne cepRicsl MCTEME

n Thi Vanenue WOR-Z0L
e ANMNEPETHAN BEpCUR 2
Jasanckon MAC-aapec 6813 EZ16:6B8:40
TTHCTHIA 10 TRECWKY

CepuiHseill Homap WP4ADODOS0
Bepcusa MO
Pezepadan sepous MO
Bepows 3arpyiika

CucTemHoe Bpema 08022023 07:36:38

Bpems patoTs! 0 o, 00:21:30

5 000 Moadnousmue "Gnmeanc’, 2022

Bapcun (10 (Bapcun WEE

OKHO nonb3oBaTe/IbCKOro MHTepdieica pasneneHo Ha NATb obnacTel:

1. Bknagku MeHio — Ans rpynnupoBKy nogMeHo no kateropusm: MoHutopuHr, Radio, VAP, WDS,

CeTteBble HacTpoiiku, BHewHue cepBucbl, Cuctema.

2. BbI6op A3bIka MHTepdoeiica 1 kHomka «(BbIXoa)», NpeAHasHaYeHHas 15 3aBepLUEHNs ceaHca paboThl B

web-uHTepdelice nog AaHHLIM NO/Ib30BaTENEM.
Bknafkv NoIMEHIO — A1 YNPAB/IEHUSA NOMEM HACTPOEK.

arw

Mone HacTpoeK YCTPoiicTBa — [/ NPOCMOTPA [aHHbIX U KOHQUIypaLum.
MHdpopmaLmoHHoe none, oTobpaxatoliee Bepcuto MO, ycTaHOBNEHHYO Ha YCTPOIACTBE.
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PykoBoacTBo no akcnyatauun WOP-20L

4.4 MeH «MOHUTOPUHT»

B MeHI0 « MOHUTOPUHI» OTOBPAXKAETCS TEKYLLLEE COCTOSIHUE CUCTEMDI.

4.41

MogmeHto «Wi-Fi KnneHTbI»

B nogmeHto «Wi-Fi KnueHTbI» 0TO6paxaeTcsa MHopmaLms o COCTOAHUN NoaktoveHHbIX Wi-Fi knneHToB.

NHdpopmaLmsa No NoAKAUYEHHbIM KNIMEHTAM HE OTOOpaXaeTcsl B peasibHOM BpeMeHW. 51l Toro YTo6bl
06HOBUTb UHPOPMALMIO HA CTPAHNLE, HEOBXOANMO HAXATb HA KHOMKY «O6HOBUTb.

"ELTEX  WoP-20L

I ANHEHTbi & Otmanm

Mt MR xooT3  IP-agpec

TEBW, MIy  RXBW, MMy Bpemn paboTel

1 XRomidZT 10248048 T 410

230

AMHHT BT IS MOaynIRUMR Mepeaass nawsToe TIPHSATD MAKEToR
QFDMS g [i25 s
NES1TMESE
HESIMCET
MESTMCED
NEE1TMCED
MESTMCES
KES1-MCEE
NESTMEEE 1
NESTMCST »

NESZMESH

NESZMCET

MESIMCED 1576 P
NEELMCED 921

MESZMCES

KES2MCEE

HESZMCES

Ne — HOMep NMOAK/TIOYEHHOrO YCTPOICTBA B CMUCKE;

Vimsi xocma — ceTeBoe MMS YCTPOWCTBa,;

IP-adpec — IP-agpec NOAKMOYEHHOTO YCTPOICTBE,

MAC-adpec — MAC-agpec noak/104eHHOro yCTponcTBa;

Wumepgpelic — nHteppelic Bzanmogenctama WOP-20L ¢ noak1toYeHHbIM YCTPOCTBOM;

Link Capacity — napameTp, KOTOpbIli oTO6paxaeT a(hheKTMBHOCTb UCMO/b30BaHNs TOUKOW AocTyna
MOAYyNALMN Ha nepegady. PaccumTbiBaeTCcs UCXOAS U3 KONMYeCTBa NakeToB, NepefaHHbIX Ha KaxXa0i
MOAY/NSUMKN [0 KWEHTA, U MOHMKatoLWMX KoaddmumeHToB. MakcManbHoe 3HadeHne — 100% (o3Havaer,
4TO BCE MakeTbl NepefatoTcs A0 K/IMEHTa Ha MakCUMasibHOM MOAYNALMN 01 MakCMMa/lbHOTo TuMna nss,
NoALEPXMBAEMOTO KIMEHTOM). MUHUMaNbHOE 3HaueHne — 2% (B cnyyae, Korga naketbl nepefatoTcs Ha
moaynaumm nssTmes0 ans knaveHTa ¢ nogaepxkoii MIMO 3x3). 3HaueHue napameTpa paccUUTbIBAETCS
3a nocnegHue 10 cekyHpn,

Link Quality — napameTp, KOTOPbIi OTOGpaxaeT COCTOSAHME JIMHKA A0 K/IMEHTa, pacCUMTaHHbIN Ha
OCHOBaHWM KO/IM4yecTBa PETPAHCMUTOB NAaKeToB, OTNPAaB/IEHHbIX K/IMEHTY. MakcuMasibHoe 3HaveHve —
100% (Bce nepeaaHHble NakeTbl OTNPaBUINCH C NEPBOI NOMbITKM), MUHUMasIbHOE 3HauYeHne — 0% (Hu
OAVH NakeT A0 K/IMeHTa He 6bl/1 yCMeLHo oTnpaB/ieH). 3HaYeHre napamMeTpa paccumTbiBaeTcs 3a
nocnegHue 10 cekyHp,

Link Quality Common — napameTp, KOTOpbIi 0TO6paxaeT COCTOAHME NINHKA A0 K/IMEHTA, pacCUYUTaHHbI
Ha OCHOBaHWM KO/IMYeCTBa PETPAHCMUTOB NaKeTOB, OTMNPAaB/IEHHbIX KMEHTY. MakcMasibHoe 3HavYeHne
— 100% (Bce nepeaaHHble NakeTbl OTNPABUINCH C NEPBOIA NOMbITKM), MUHUMasIbHOE 3HadYeHne — 0% (Hu
OAVH NakeT A0 K/IMeHTa He 6bl/1 yCMeLIHO OTNpaB/ieH). 3HaYeHre napameTpa paccuMTbiBaeTcs 3a Bce
BpeMs MOAK/TIOYEHUS KNNEHT],
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PykoBoacTBo no akcnyatauun WOP-20L

RSSI — ypoBeHb NpvHUMaeMoro curHana, Abw;

SNR — oTHOLWeHne curHan/wym, ob;

TxRate — kaHanbHasa CKOpPOCTb nepegayu, Mout/c;
RxRate — kaHanbHasA CKOpoCTb npuema, MouUT/C;

Tx BW — nonoca nponyckaHus Ha nepegaye, My,

Rx BW — nonoca nponyckaHus Ha npveme, MI'u,

Bpems pabomsl — Bpemsa coeanHeHuns ¢ Wi-Fi kineHTom.

[ns BbiBofA 60/1€€ pa3BepHyToil MHGopMaL My Mo onpeaesieHHOMY KMEeHTY BbiGepuTe ero B Crmcke.
Moapo6Hoe onucaHue BKKYAET B cebs cnepytoLme napameTpbl:

442

lNepedaHo/npuHsIMo Bce20, 6alim — KONMYECTBO NepefaHHbIX/NPUHATLIX Ha NOAK/IYEHHOE YCTPOCTBO
oaiT;

lNepedaHo/npuHsIMO Bce20, Nakemos — KOIMYECTBO NepefaHHbIX/NPUHATLIX HA NOAK/IHYEHHOe
YCTPOWCTBO NaKeToB;

lMepedaHo/npuHsAMo 0aHHbIX, 6alim — KONMYeCTBO NepefaHHbIX/NMPUHATLIX Ha NOAK/IH0YEHHOe
YCTPOWCTBO 6allT AaHHbIX;

lNepedaHo/npuHsIMO OaHHbIX, Nakemos — KONIMYeCTBO NnepesaHHbIX/NPUHATBIX Ha NOAKNHYEHHOE
YCTPOMCTBO NaKeTOB AaHHbIX;

lNepedaHo ¢ owubkamu, nakemos — KONMYeCTBO NaKeToB, NepefaHHbIX C OLWMOKaMy Ha NOAK/IHUYEHHOe
YCTPOWCTBO;

lMosmopsbi nepedayu 3a rnocsaedHul nepuoo, nakemos — KOIMYeCTBO NOBTOPOB Nnepejayn Ha
NOAKNIOYEHHOE YCTPONCTBO 3a nocnegHue 10 cekyHa;

O6wee 4uc/10 N0BMOPOB rnepedayu, nakemos — KosiM4ecTso NOBTOPOB Nepesayn Ha NoAKM0YEHHOe
YCTPOMCTBO 3a BCe BPeEMS NOAK/THOYEHUS;

Ckopocmb rnepedadu/npuema, Kbum/c — akTyasibHas CKOPOCTb nepefayn Tpaduka B HacTOALWMIA
MOMEHT BPEMEHW.

MoameHo «WDS»

B nogmeHto «WDS» BbiBOAUTCA MHbOpMAaLUUA 0 COCTOSAHMM nogkitodeHHbIx no WDS Touek goctyna WOP-20L.

=LTEX WOP-20L

= ClinoeTs.

Me MwmxocT2 IFanpec  MAC-ampec MHTRpeRC LNk Capacity LNk Qually  Link Gualty Gemmon  RSS,L0Sw  SNR,AE  TeRaw  RxRaw TEEW, MOy RXBW, MMy Bpews pasoms

WOR0L 10248081 e3ZRCicachDs  wan

S MESE 117 20 20 1031

X, O

b NaNETe
MogynEuHa Nepesans naseTon NpRKATE NaISTOR
D558z
OFOME
OFDM24
OFOM3E 14
OFDMaE 331
OFDMS4
HEST-MCS4
KES1-MOST
NSS-MCS0
KEE2-MEET
MSS2-MCS2

WI52-MC33

WS5I-MCF4 0 5, 216

Ne — HOMep NOAK/TIOYEHHOIO YCTPOICTBA B CMUCKE;

Vimsi xocma — ceTeBOe UMS YyCTPONCTBa;

IP-adpec — IP-afpec NoaKt0HEeHHOro YCTPOICTBE,;

MAC-adpec — MAC-agpec NoAK/H4EHHOIO YCTPONCTBa,

Viumepgpelic — nHtepdpeiic B3anmogenctama WOP-20L ¢ nogknto4eHHbIM YCTPONCTBOM;
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PykoBoacTBo no akcnyatauun WOP-20L

Link Capacity — napameTp, KOTOPbIi 0TO6paxaeT ap(PeKTUBHOCTb NCMOMb30BaHMA TOUKON JAOoCTyna
MOAyNAauMn Ha nepegady. PaccumTbiBaeTcs UCX04s U3 KONMYeCTBa NakeToB, NepefaHHbIX Ha KaxXa0i
MOAYNALMMN [0 KTMEHTA, U NOHUXKAOLLMX KO3hhMLUmMeHTOB. MakcumasibHoe 3HadyeHne — 100% (o3Hauvaer,
4TO BCE MakeTbl NepefatoTcs A0 KIMEHTa Ha MakCUMasibHOM MOAYNSALMN 01 MakCMMa/lbHOTO Tuna nss,
noALePXXMBAEMOro KIMEHTOM). MUHUManbHOe 3HaueHne — 2% (B Cnyyae, Korga naketbl nepeaatoTcsa Ha
moaynaumm nssTmes0 gns knneHTa ¢ nogaepxkkoii MIMO 3x3). 3HaueHWe napameTpa paccUnTbIBAETCS
3a nocnegHve 10 cekyHz,

Link Quality — napameTp, KOTOPbI OTOOPaxXaeT COCTOSAHME JINHKA A0 KNIMEHTA, pacCUmTaHHbI Ha
OCHOBaHMW KO/IMYeCTBa PETPAHCMUTOB MaKeToB, OTMNPaBNEHHbIX K/IMEHTY. MakCcMMasibHOe 3HavYeHne —
100% (BCe nepepaHHble NakeTbl OTNPaBUINCH C NEPBOI NONbLITKN), MUHUMasIbHOE 3HadYeHne — 0% (Hu
OfMH NakeT A0 KNMEHTA He 6blN YCNELIHO OTnpaB/ieH). 3Ha4YeHe NapaMeTpa paccunTbiBaeTcs 3a
nocnegHvie 10 cekyHz,

Link Quality Common — napameTp, KOTOPbIi 0TO6paxaeT COCTOAHME NINHKA A0 K/IMEHTa, pacCyUTaHHbI
Ha OCHOBaHWM KONNYeCTBa PETPAHCMUTOB NakeToB, OTNPAaB/IEHHbIX KNEHTY. MakcumanbHoe 3HayeHne
— 100% (Bce nepefaHHble NaKeTbl OTNPABUINCH C NEPBOIA NOMbITKM), MUHUMa/IbHOE 3HaveHne — 0% (Hu
OfMH NakeT A0 KNMEeHTa He 6blN YCNeLHO OTnpaBsieH). 3Ha4YeHe napaMeTpa paccunTbiBaeTcs 3a BCe
BPEMS NOAK/TIOYEHUS KNTNEHTE,;

RSSI — ypoBeHb NpvHUMaeMoro curHana, Abw;

SNR — oTHOLWeHne curHan/wym, ob;

TxRate — kaHanibHasa CKOpPOCTb nepegayv, Mout/c;

RxRate — kaHanbHasA CKOpoCTb npuema, MouT/c;

TX BW — nonoca nponyckaHvus Ha nepegade, MIu;

RX BW — nonoca nponyckaHus Ha npueme, My,

Bpems pabombsl — BpeMs COEANHEHUSA.

[Ons BbiBOAa 6onee pasBepHyTOl MHChOPMALMK MO OnpeseneHHOMY NOAK/UYEHUIO BbIGEPUTE €0 B CTINCKE.
Moapo6HOe onuncaHve BKKYAET B cebsl criefytoLime napameTpsl:

lNepedaHo/npuHsIMo Bce20, 6alim — KONMYECTBO NepefaHHbIX/NPUHATLIX Ha NOAK/IYEHHOE YCTPOCTBO
oaiT;

lNepedaHo/npuHsIMO Bce20, Nakemos — KOIMYECTBO NnepefaHHbIX/NPUHATLIX Ha NOAK/IIYEHHOe
YCTPOWCTBO NaKeTOB;

lMepedaHo/npuHsAMo 0aHHbIX, 6alim — KONMYeCTBO NepefaHHbIX/NMPUHATLIX Ha NOAKIH0YEHHOe
YCTPOWMCTBO 6ailT AaHHbIX;

lNepedaHo/npuHsIMO OaHHbIX, Nakemos — KONIMYeCTBO NnepesaHHbIX/NPUHATBIX Ha NOAKNHYEHHOE
YCTPOMCTBO NaKeTOB AaHHbIX;

lNepedaHo ¢ owubkamu, nakemos — KONNYeCTBO NaKeToB, NepeaHHbIX C OLMbKamn Ha NOAKNIOYEHHOE
YCTPOWCTB;

lMosmopsb! nepedayu 3a rnocsaedHul nepuoo, nakemos — KOIMYeCTBO NOBTOPOB Nepefayn Ha
NOAKNIOYEHHOE YCTPONCTBO 3a nocnegHue 10 cekyHa;

O6wee 4uc/10 N0BMOPOB repedayu, nakemos — KosiM4ecTso NOBTOPOB Nepesayn Ha NoAKN0YEHHOe
YCTPOMCTBO 3a BCe BPEMS NOAK/HOYEHNS;

Ckopocmb rnepedadu/npuema, Kbum/c — akTyasibHas CKOPOCTb nepefayn Tpaduka B HacTOALWNIA
MOMEHT BPEMEHW.
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PykoBoacTBo no akcnyatauun WOP-20L

4.4.3 MopmeHo «CTaTucTrka no Tpagouky»

B pasgene «CTtaTtucTuka no Tpacmky» oto6paxkatoTcs rpaduky CKOpocTy nepeaaHHoro/noy4YeHHoro
Tpadvka 3a nocregHve 3 MUHYTbI, & TaKKe CTaTMCTUKA O KOMIMYecTBe NepeaaHHoro/nony4eHHoro Tpaguka ¢
MOMEHTA BK/IOUEHNS TOUKM JOCTYynNa.

Mpadmk LAN Tx/Rx nokasbiBaeT CKOPOCTb NepegaHHoro/nony4yeHHoro tpagmka vepes Ethernet-unrepcpeiic
TOYKM AOCTyna 3a nocnegHve 3 MUHyThl. [padvk aBToMaTnyeckn 06HOBNSETCA Kakable 6 CEKYHA,

Mpadomkn WLANO 1 WLANT Tx/Rx nokasbiBaloT CKOPOCTb NnepeaHHOro/nonyyeHHoro rpadouka
yepes nHTepelicol Radio 2.4 'y, n Radio 5 'y, 3a nocnegHne 3 MUHYTLI. padink aBToMaTn4ecku
06HOBNSAETCA KaxXable 6 CEeKyHA.

»ELTEX  woP-20L

WLANE Tasx s

CTamAETIES P TRt

2 12 MID W GONE IZHS R0 WED D@ RS EE DM T RH b

Onucanne Tabnuupl «lepedaHo»:

* ViIHmepdpelic — nmsa nHtepelica;

* Bcez2o nakemos — KONIMYecTBO YCNELIHO OTMNPaB/IeHHbIX NaKETOB;

+ Bceeo 6alim — KONMYeCcTBO YCMNELIHO OTNPaB/IEHHbIX 6aliT;

+ Om6poWeEHO Nakemos — KOMYECTBO NaKeToB, OTOPOLLUEHHbLIX NPV OTMPAaBKE;
* OWU6KU — KO/IMYECTBO OLLMOOK.
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MepenaHo ~
WHTepeiic Bcero nakeTos Bcero Gawt OTpolleHo NaKkeToB OwmbKkn
LAN 2996 2504795 0 0
WLANO 0 0 0 4]
WLAN1 1479 352261 222445 0
wian0-val 0] 0 0 0
wiand-va1 0 0 0 Q
wianl-vaz 0 0 0 0
wiand-val 0 0 0 0
wiani-va4 0 0 0 0
wiand-vas 0 ] 0 0
wian0-vag 0 0 0 0
wian{-wds0 0 0 0 0
wian0-wds1 o] 0 o] 0
wianQ-wds2 0 0 0 0
wianQ-wds3 0 0 0 0
wiani-val 1479 352261 222445 0
OnucaHue Tabnuupl «[pUHAMO»:
* MiHmepgpelic — nmsa nHTepdeinca;
* Bcezao nakemos — KONN4YecTBO yCNeLwHO NMPUHATLIX NakKeTOB,
* Bcezo 6alim — KOM4eCcTBO YCMEeLHO NPUHATLIX 6aiT;
* Om6poweH0 rnakemos — KOJ/In4eCTBO NaKeTOB, 0T6pOLLIeH HbIX MPW NOJTy4HEeHUN,
* OWubKU — KO/IMYECTBO OLLIMOOK.
MpuHATO ~
WHTepdgenc Bcero naketoB Beoero baur OTOpoleHD NakeToR Ownbru
LAN 235328 338827956 0 0
WLAND 0 0 0 8458
WLANT 555 107889 0 o]
wianO-val 0 D 0 o]
wian0-val 0 ] 0 o}
wian0-vaz2 0 0 0 0
wian0-va3 0 0 0 o]
wianO-vad 0 "] o] ¢}
wian0-vas 0 0 0 0
wilanl-vab 0 0 0 0
wian0-wdsD 0 0 0 0
wian0-wds 0 0 0 o]
wianO-wds2 0 0 0 o]
wian0-wds3 0 0 0 o]
wian1-val 555 107889 0 0
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4.4.4 TMopmeHo «CkaHMpoBaHue adpupar

PykoBoacTBo no akcnyatauun WOP-20L

B noameHio «CkaHupoBaHue achupa» OCYLLECTB/ISETCA CKAHUPOBAHNE OKpYXatoLLEero paamoadupa u
o6HapyXeHne coceiHUX ToUek AocTyna.

Moantopunr Radig VA

Fi knweHTEl

WS

CTaTHCTHES NO TpagUKy

CrasuMpoaaHuie sdwps »

«76 (TEX WOP-20L

& Hao

Mocnennee crannposatke Buino 08.02.2023 08:12:47

Auvanason

24Ty

24Ty
24Ty

241TY

==l
INEsh_test1111
NEsh test1111

‘firual Access Point 15
[2.4GHz)

INEsh_test1111
Eltex-WLC-Local
WIFI-501et
BRAZ-Guast
andr_multi_24-3

Test_EK

331 _test_Enterprise SC

Wirual Access Point O
(2 4GHz)

330_test Enterprise_SC

|Esh_wopzl

-414

Pemmm Ge30nacHoCTH
WRAWPA2
WPAWPAZ

WPAZ

WPAWPAZ
WRAZ_1X

Open

Open

DOpen

WRAIWFRAZ
WRA_1TXAWPAZ_1X

Open

WRAZ 1X
WPA_1XAWPAZ_TX

Open

MAC-agpec
GCAD-AZ.CT-AZE2
CCADAZ.CTAZEN

CCaDAZCT-AZEF

CCOlAZCTAZED
CCaDAZFFB203
EB:28:C1:EC:DE:27
CC:9D:AZ2:FF:B2:01
CC:OD-A2-ES:14:F4
BEAXE20FFEAT

E0:D:EAT0:04:12

E8:28:C1:FC:D4:60

EO:D9:E3:70:04:13
CC:OD:AZF1:21:61

ED:O:E3B0:71:F0

Kanan / Wupaxa
1120
1720

1120

1620

G20
11720

6120

120

1720

RES|, nEm

-62

53

BE

-Gig

Mocne HaxaTusi Ha KHoMKy «CKaHMpoBaTb» npouecc 6yaeT 3anyLleH. MNocne 3aBepLUeHNs CKaHUpPOoBaHUS

MOSIBUTCS CMMCOK 06HAPYXXEHHbIX TOUEK JOCTyNa 1 MHDOPMALIMS O HUX:

+ [uana3oH — yka3biBaeTcs gmanasoH 2.4 'y, nnn 5 'y, B KOTOPOM 6bls1a 06HapyXeHa Touka A0CTyna;
« SSID — SSID o6HapyXeHHOI TOYKM A0CTYyNa;

+ Pexum 6e3onacHocmu — pexunmMm 6e30nacHOCTV 06HapPYXXEeHHOM TOUKN 4OCTYNa;
* MAC-adpec — MAC-agpec o6Hapy>XeHHOI TOUKM A0CTYyna,;
* Kanasi/lLlupuHa — pagnokaHas, Ha KOTOpoM paboTaeT 06Hapy)XeHHas Touka JOCTyna;
* RSSI — ypoBeHb, C KOTOPbIM YCTPOWCTBO NPUHMMAET CUTHaT 0BHAPYXXEHHOM TOUKM AOCTYna, ABM.

© Bo Bpemst OCYyLLECTB/IEHNS CKAHMPOBaHWS 3dmpa paaronHTEPdIENic YCTPOCTBA BY/AET OTK/IHOUEH, UTO
NpvBeAEeT K HEBO3MOXHOCTM Nepeaaun gaHHbIx Ao Wi-Fi KnMeHToB BO BPEMSI CKaHUPOBaHNS.
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4.4.5 TMopgMeHto «XKypHan cobbITUiA»

PykoBoacTBo no akcnyatauun WOP-20L

B naHHOM pasgene MOXHO NPOCMOTPETL CMUCOK MHPOPMALMOHHBIX COOOLLEHNI B peasibHOM BPEMEHW,
cofepxaluii cnegyoLLyo NHhopMaLmio:

PELTEX  woP-20L

BACHIAT O T Radio AP NDS CaTefkh HACTHORKL
WIFT KnneHTH B CMHCTHTS
wDs
DOata v Bpesa  Tun

Feb BOB:12:47  daeman.info

Feb 508:12:47  caeman info
Feb B08:12:21  daeman.info
Fen 8081221  caeman.info

Feb BO740:23  daermaninfo

Feb 8073812  gaeman.info

Fen BO7:38:11  daeman.info

Feh BO7:238:06 daeman info

Feb BO7:38:06 daerman.info

Feb B 072420

daeman.info

3 gaeman.info

Jan 1030224 daernan.info

Mpolges

seamwlan]t 77 1]
scanmwlan{1771]
scarwlanf1771]

scarwlan] 1771

monitora[445]
configo[ 172]
confiad[172]
configd]172]
configd[172]
configd[172]

configd[172]

CoofileHiie

scan oh inlerface ‘Wlan1' finished

scan an interface ‘wianl)' finished

gtarl scan en interface ‘wianl

s1art scan on interface wiand’

auther o mac:

event:

:F2:31:93:06:8A ssiil: "WOP-20L_S5GHz" interface: wian1-val channel: 48 rasi-1: 80 rssk2: .77 location: oot
The AP startup configuration was updated successfully by admin
The AP running configuration was updaled successiuly by adrmin
The AF startup configuration was updated successfully by admin
The AP running canfiguration was updated successiully by adrin
The AP startup configuration was updated successfully by admin
The AP running configuration was updated successfully by admin

DHCP.client: Interface brD chlained lease on 10.24.80.73.

natwarkd{213]

Jan 1030022 caemaninfo  netwarkd{313] Netwarkd staried

Jan 103:00:21  sdthindo 5shd]B25] Server listening on 0.0.0.0 port 22,
Jan 1020021 suthindo sehof 28] Server listening on := port 22,

Jan 103:00:21  asuthindo sshd[625] Server listaning on 0.0.0.0 por 830,
Jan 1030021 athinfo sshol&25] Server listening on :: port 820

* [JJama u spems
+ Tun — KaTeropus n ypoBeHb BaXKHOCTU COObLITUS;

— [aTta u Bpewms, Koraa cobbiTie 6b110 CreHeprpPoBaHo;

+ Mpoyecc — UMs NPoLecca, CreHeprpoBaBLLIEro COOBLIEHNE,;

+ CoobujeHue — onucaHne coobITuS.

Tabnuua 5 — OnucaHve Kateropuii BaXKHOCTU CObbITUIA

YpoBeHb Tun BAXXHOCTUN COOGLLEHUNIA
0 UpesBblyaiiHble (emergency)
1 CurHans! Tpesoru (alert)

Kputnueckue (critical)
Owwu6ouHble (error)
MpeaynpexaeHns (warning)
YBefomneHus (notice)

MHdpopmaumoHHble (informational)

N o o g~ N

OTnapouHble (debug)

OnucaHue

B cucteme npouv3soLusia Kputmyeckas owmnoka,
cucTema MOXeT paboTaTb HeNpaBU/IbHO

Heob6xoanmMo HeMealeHHoe BMeLIaTe/IbCTBO B
cuctemy

B cucteme npomsoLuna Kputuyeckas oLimbka

B cucteme npousoLunia owmbka

MpeaynpexaeHue, HeaBapuiiHoe coobLLEeHne
YBenomMseHne cucteMsl, HeaBapuiiHoe coobLLeHne
VHghopMaLMOHHbIE COOBLLEHNS CUCTEMDI
OTnafgoyHble COO6LLEHNS NPefoCcTaBNSAT

nosib3oBatesto NHopMaLmio Ansi KOPPEKTHOA
HaCTPOWKN CUCTEMBI

L5 nonyyYyeHns HOBbIX COOOLLEHWNI B XXypHae COObITUIN HEOBXOAUMO HaxXaTb Ha KHOMKY «OBGHOBUTLY.

Mpu HeOBXOAMMOCTU BCE CTapble COOBLLEHUS 3 XypHAIa MOXHO YAA/IUTb, HAXaB Ha KHOMKY «OUNCTUTb.
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4.4.6 MopmeHto «CeTeBas UHopMaLms»

PykoBoacTBo no akcnyatauun WOP-20L

B noameHio «CeTeBast MUH(hopMaLUSA» OCYLLECTBSIETCS NMPOCMOTP OCHOBHbIX CETEBbLIX HACTPOEK YCTPOWCTBA.

WELTE WOP-20L
RoHUATO P Radia AF NOS ETEEE HECTPOMHN BHELLIAR COpBHCE
Craryc WAN
NDS Hrepdgeic br
_ 5 Tp MpoTokon DHCP
|P-anpec 10.24.80.73
AHMpOBaHI TiprHATO 323.9 MwB (339 673 522 Banr)
MNepenako 3.2 MuB (3 373 018 GaiT)
Ethernet
CooToRHKE NOpTa Up
GHOpOGTh 100
= Oymnzke Full
ARP
Ne IP-anpec MAG-agpec
o 10.24.80.1 ErDSEIESET40
1 10.24.80.26 D8:6E:D3:60:AD:F4
2 10.24.80.28 FAF2GD0ZFT8A
MapuipyTet ~
N2 Murepdenc HazHaseHmue LWireoa
o b 0.0.0.0 10.24.80.1
b 10,24 600 oo

Macka A

00.0.0 uG

Cratyc WAN:

* MlHmepdpetic — nms bridge-nHtepdelica;

* [Mpomokos1 — NPOTOKO/, UCNob3yeMblid ansa goctyna k cetn WAN;
* IP-adpec — IP-agpec ycTpoiicTBa BO BHELLUHEN CETY;

* [MpuHAMO — KonnyecTBo NpPUHATLIX Ha WAN 6ailT;

+ [NepedaHo — KonmyecTBo nepegaHHbix ¢ WAN 6aiiT.

Ethernet:

+ CocmosiHue nopma — cocTtosiime Ethernet-nopra;
+ CKopocmb — CKOPOCTb NoAkntoyeHns no nopty Ethernet;
+ [lynnekc — pexvm nepegayun gaHHbIX:

* Full — nonHbIi gynnekxc;

* Half — nonygynnekc.

ARP:

B ARP-Tabnuue cogepxuTcsa nHopmaums o cootseTcteun IP- n MAC-agpecoB cocefiHUX CeTeBbIX YCTPOWCTB:

* IP-adpec — IP-agpec ycTpoiicTBa;
+ MAC-adpec — MAC-agpec ycTpoiicTBa.

MapLipyThbl:
* MlHmepcpetic — nms bridge-nHtepdeiica.

* HasHayeHue — IP-agpec XxocTa Uiv NoACeTN Ha3HaYeHUs, 10 KOTOPbIX YCTaHOB/IEH MapLLPYT.
* Lmo3 — IP-aapec LWo3a, Yepes KOTOpbIi OCYLLEeCTB/ISETCS BbIXOA HA agpecara.

* Macka — macka noacetu.

* ®azu — onpefeneHHble XapakTePUCTVKN AaHHOTO MapLupyTa. CyLLEeCTBYHOT C/ieAyoLye 3HAUYEHNS

donaros:
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PykoBoacTBo no akcnyatauun WOP-20L

U — yKkasbIBaeT, UTO MapLUpyT CO34aH W AB/ISETCA NMPOXOAMMbIM.

H — yka3biBaeT Ha MapLupyT K onpeaeneHHOM y3iy.

G — yka3blBaeT, YTO MapLUpyT nNposieraet Yepes BHeLWHWI W3, CeTeBoW MHTepdelic cuctembl
npefocTaBnseT MapLUpyTbl B CETU C NPAMbIM NOAKNIOYEHEM. Bce npoyre MmapLupyTbl NPOXOAAT
yepes BHeLWHWe Wwno3bl. Pnarom G oTMeyaroTcs BCe MapLUpyThbl, KOOME MapLIpyTOB B CETU C
NPAMbIM NOAK/THOYEHNEM.

R — ykasbIBaeT, UTO MapLUpyT, CKopee Bcero, bbl1 co34aH ANHAMUYECKUM MPOTOKO/IOM
MapLupyTM3aumm, paboTatoLymM Ha NIOKasTbHO cucTeme, nocpeacTBOM napameTpa reinstate.

D — ykasblBaeT, UTO MapLUpyT 6bls1 fO6aBNEH B pe3y/ibTaTe NoslyvyeHns coobLLeHNs
nepeHanpasneHus ICMP (ICMP Redirect Message). Koraa cuctema y3Haet o MapLupyTe 13
coobuweHnst ICMP Redirect, mapLupyT BKAO4aeTca B Tabnuuy MapLupyTm3aunn, YTobbl UCKTHYNTD
nepeHanpasneHve a5 nocnefyowmnx NakeTos, NpegHasHauYeHHbIX TOMY Xe agpecary.

M — ykasbIBaeT, UTO MapLUpyT NOABEPrCs U3MEHEHMIO, BEPOSTHO, B pe3ysibTare paboThbl
AVHaMNYeCKOro NpoToKo/1a MapLUpyTM3aLmm Ha I0KaslbHON cucTeMe 1 NpUMeHeHUs napamerpa
mod.

A — yKka3blBaeT Ha 6ydepu3oBaHHbIli MapLLpyT, KOTOPOMY COOTBETCTBYET 3anuch B Tabnuue ARP.
C — yKasbIBaeT, UTO UCTOYHMKOM MapLupyTa fBnseTcsa 6ydep mapLupyTusauum aapa.

L — ykasbIBaeT, YTO NYHKTOM Ha3HauyeHuss MapLupyTa SBSeTcs OAMH U3 apecoB AaHHOIo
KomnbloTepa. Takue «10KasibHble MapLUpyThbi» CYLLECTBYIOT TO/IbKO B Bydiepe mMapLupyTUsaumm.

B — ykasbIBaeT, YTO KOHEYHbIM NMYHKTOM MapLupyTa SBNSeTCA LWMPOKOoBeLaTeNbHbll agpec. Takue
«LLUMpPOKOBeLLaTeNbHblE MapLUPYTbI» CYLLECTBYIOT TONIbKO B Bydhepe MapLupyTM3auuun.

| — yKasbIBa€eT, UTO MapLUpyT cBA3aH ¢ KonbleBbiM (loopback) nHtepdpelicom ¢ Lenbio MHOWA,
HeXxenn obpalleHne K KosbLEBOW CETU. Takme «BHYTPEHHME MapLUPYTbI» CYLECTBYHOT TO/IbKO B
6yhepe MapLupyTm3aLnn.

I — ykasbIBaeT, UTO AeTarpammbl, HanpasnsemMble Mo 3TOMy agpecy, 6yayT oTBeprarbcs
CUCTEMOM.

4.4.7 TMopmeHto «MHdopmaums o paguonHtepgericax»

B nogmeHto «MHdhopMaumsa o pagumouHTepeiicax» 0TOOpaXKEHO TeKyLee COCTOSHNE paanonHTepdencos

WOP-20L.

SHELTEX

.‘,‘1-ﬂf—il|'l'l1r|.".l-|.’ Radio

5

Wi-Fi snesxs
Cratwcuka no Tpadbiiky
CraHvpopaHute sdiupa

Hypran cobbimi
19

Letesan MHDOopMaL

Wrdropmauna o
pagnovHTepdencax »

WHdropmauna of yoTpoAcTes

WOP-20L

Radio 2.4 'y
Cratyc
MAC-aapec
Pesim
Radio 5Ty
Craryc
MAC-aapec
Paium
Kanan

LkpwrHa kaqana, My

BHellHWe cepauck!

BhikniyaHs
68:13:E2.1B.6B8:40

IEEE 802.11bfa/n

BiinioyeHo
68:13:E2:1B:6B:48
|EEE 802.11afnfac
48 (5240 MIu)

20

PagunovHTepdielicbl TOUKM AOCTYNa MOMyT HAXOAUTLCA B ABYX COCTOAHUAX: «BK/IIOYEHO» U «BbIK/THOYEHOY.
Craryc Kaxaoro nu3 paamovHTepeincos oTpaxaeTcs B O4HOMMEHHOM napameTtpe «CTtaryc».

Crartyc Radio 3aBMCUT OT TOr0, €CTb JI1 Ha JaHHOM paguovHTepdelice BK/IIOYEHHbIE BUPTYasIbHbIE TOUKM
poctyna (VAP) unn WDS. B cnyyae, ecnv Ha pagunonHTepdpelice nmeetcs xoTs 6bl ogHa akTueHast VAP, Radio
Oy4eT HaxoanTbCA B cTatyce «BKMoYeHo», nHaue — «BbIK/ToYeHOo».
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PykoBoacTBo no akcnyatauun WOP-20L

B 3aBucumocTu oT cTatyca Radio Anst MOHMTOpPMHIA AOCTYNHA crieaytoLwas nHgpopmaums:

«BbIKNHOYEHOY:

+ Cmamyc — cOCTOsiHue pagunovHTepdeiica;
* MAC-adpec — MAC-agpec pagnonHtepdeiica;
* Pexum — pexuM paboTbl paguovHTepderica cornacHo ctaHgaptam IEEE 802.11.

«BKAHOYEHO»:

+ Cmamyc — cOCTOsiHUe pagunovHTepdeiica;

* MAC-adpec — MAC-agpec pagnonHtepdeiica;
* Pexxum — pexxunm paboTbl pagnonHTepdelica cornacHo ctaHgaptam IEEE 802.11;

* KaHas1 — HoMep 6ecrnpoBOAHOrO KaHasna, Ha KOTOPOM paboTaeT paavonHTepdec;

* LlupuHa kaHa/1a — WMpUHa No0Ckl YacToT KaHasa, Ha KOTOPOM paboTaeT paavouHTepdeiic.

4.4.8 TMopmeHto «NHdopmauns 06 ycTpoincTee»

B nogmeHto «MHchopmauma 06 ycTpoiicTBe» 0TOOpaXKeHbl OCHOBHbIE XapakTtepuctukn WOP-20L.

eLTex

IMOHATORMHT Radia VAP

CKaHWpoBaHue aphrpa
MypHan cobbTui

Ceresan uHbopMaLms

=11}

Wrdopmauma 0b ycTpodcTee »

WOP-20L

WDs CeTesble HACTPORAKY BHellHWe cepancs

Wznenwe

AnnapaTHas BEpCUA
3asoncxod MAC-agpec
CepuidHbiid HoMep
Bepcua MO

PesapaHan sepcna MO
Bepeua sarpysuiia
CHCTEMHOR BpEMA

Bpemn paliotu

WOP-201

2v1

6813 EZ1B:EB40

WP4A000050

048.02.2023 07:36:38

0 gn, D0:21:30

* MI30es1ue — HaMMeHOBaHNe MOAENN YCTPONCTBa,
+ AnnapammHdasi Bepcusi — Bepcus annaparHoro obecneyeHns yCcTpoincTea;
+ 3asodckoli MAC-adpec — MAC-agpec WAN-nHTepcpeiica ycTpolicTBa, yCTaHOB/IEHHbIN 3aBOA0M-

N3roTtoBuUTENIEM,

« CepuliHblli HOMEP — CepWiiHbIii HOMEP YCTPOIACTBA, YCTaHOB/IEHHbIV 3aBOJOM-U3rOTOBUTENEM,;

* Bepcusi 1O — Bepcus nporpaMmmMHOro obecneyeHmns yCTponcTea;
* Pe3epsHas sepcus 10 — npeapblayuias yctaHoB/ieHHada sepcus MO,

* Bepcus 3azpy3quka — Bepcusi NPorpamMMHOro o6ecneyeHmns 3arpy3umnka yCcTpoicTBa;
+ CucmeMHoe BpeMsi — TeKyLLMe BPeMsi 1 Aata, yCTaHOB/IEHHbIE B CUCTEME;
* Bpemsi pabombl — Bpemsi paboTbl C MOMEHTa NOC/IEHEro BKIIOUEHUS UMW Nepe3arpy3ku yCTpoicTaa.

35



PykoBoacTBo no akcnyatauun WOP-20L

4.5 MeHo «Radio»

B meHto «Radio» nponsBogunTca HacTpolika pagnonHTepgericoB ycTpolicTea.

4.5.1 MoameHto «Radio 2.4 I'u»

B nogmeHto «Radio 2.4 I u» ocyLecTBASOTCA HACTPOIKN OCHOBHbIX NapaMeTpoB pagnonHTepdeiica
yCTPOWCTBa, paboTatowero B AgvanasoHe 2.4 'y,

WOP-20L

m
E
<
2
:

I

MOHUTODMHT Radio VAP WDS CeTesbie HaCTPOHKH

Radio 2.4 TTU > O6wue

Radio 5Ty Pewmiana IEEE 802 11b/gin b
[JononsuTensHo ApTOMaTHYSCKUA BLIBOP KaHana

OrpaHiuuTs CNKWCOK KaHanoR

LWnpu=a kadana, MMy 20 W

MolUHoCTE cHrHana, abm 16 R4

[ononHuTenbHo v

* Pexum — pexum paboTbl MHTepderica cornacHo crefyrolwmmM cTaHaapTam:
+ |EEE 802.11b/g
+ |EEE 802.11b/g/n
+ |IEEE 802.11n

* ABmomamuyeckul 8bI60p KaHas1a — Npu yCTaHOBNIEHHOM ch/iare Touka 6yaeT aBTOMaTU4ecKkm
BblOMpaTh HaMMeHee 3arpyXXeHHblin paavnokaHan onsa pabotbl Wi-Fi-uHtepdpeiica. Mpu cHaTom chnare
OTKpbIBaAETCA AOCTYN A1 YCTAHOBKM CTAaTUYECKOro paboyero kaHasa.

* KaHas1 — BbIGOp KaHana nepefayv faHHbIX.

+ O2paHuyums CrucoK KaHasi08 — NpW yCTaHOBNIEHHOM ch/iare Touka AocTyna 6yaeT UCrnosib30Barhb
OrpaHnYeHHbI Nonb3oBaTesIeM CNUCOK KaHas10B A1 paboTbl B aBTOMaTUYECKOM pexrmMe Bbibopa
kaHana. Ecnn donar HanpoTtue «OrpaHnYnTbL CNMCOK KAHaU10B» HE YCTAHOB/IEH WX B CMIUCKE OTCYTCTBYIOT
KaHasbl, TO To4Ka focTyna 6yaeTt Bblbuparb pabounii KaHas U3 BCeX AOCTYMHbIX KaHa10B JaHHOro
AnanasoHa 4YacToT. KaHasnbl agnanasoHa 2.4 'u; 1-13.

+ UupuHa kaHana, MMy — wmpmnHa nNosaockl 4YacToT KaHasla, Ha KOTOPOM paboTaeT Touka A0CTyna,
npuHuMaeT 3HaveHunsa 20 n 40 MIu,.

* OCHOBHOU KaHa/1 — napameTp MOXET ObITb M3MEHEH TO/IbKO NPY NPOMYCKHOM CNOCOGHOCTU CTaTUYeCKn
3afjaHHOro KaHana, pasHoii 40 MI'y,. Kanan 40 MI'y, MOXHO cuMTaTb COCTOALLMM U3 ABYX kaHanos no 20
MT U, KOTOpbIe rpaHuyaT B YaCcTOTHOW o6nactu. 3Tu ABa kaHana 20 MI'y, Ha3biBatoT NePBUYHBIM U
BTOPWYHbIM KaHanamu. MNepBuYHbIA KaHas MCNO/b3YeTCs KNNeHTamu, KOTopble NoAAEPXMBAIOT TObKO
nosiocy nponyckaHusa kaHana 20 Mruy;

* Upper — nepBnYHbIM KaHa1oM ByaeT BepxHuii kaHan 20 My, B nonoce 40 Mly;
* Lower — nepBUYHbIM KaHa/10M 6yAeT HMWKHWUIA kaHan 20 MI'y, B nonoce 40 MIu,

* MowHocmb cuzHasia, 0bM — perynnposka MoLHoOCTU curHana nepegarunka Wi-Fi B gbm. MpuHumaet

3HayeHue ot 8 no 16 abm.
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PykoBoacTBo no akcnyatauun WOP-20L

© B cnyuae, ecn B cnivicke «OrpaHnunTL CMIMCOK KaHA0B» YKasaH HefoCTYNHbIN A5 Bbi6opa KaHasl, OH

OyAeT oTMeyeH cepbiM LBETOM. [11A TOro Yto6bl HOBast KOHpUrypaumsa 6oi1a NpUMeHeHa Ha To4ke
JocTyna, B cnucke «OrpaHnymTb CNCOK KaHaN0B» AO/MKHbI ObITb YKa3aHbl TO/IbKO AOCTYMHbIE
(BblAE€NEHHbIE CUHIM LIBETOM) KaHaslbl.
Mpumep. Ha Touke gocTtyna ewe He NPOU3BOANIOCH HUKaKMX HACTPOeK, N0 ymonyaHuo Ha Radio 2.4
My, yctaHoBneHa «LWvpuHa kaHana» 20 My, a B cnncke «OrpaHnYmTb CMMCOK KaHaU10B» yKa3aHbl
KaHasbl: 1, 6, 11.
Jonyctum, Heo6xoaMMo ycTaHoBUTL NnapameTp «LuprHa kaHanay, pasHbiii 40 My, MNpy n3ameHeHnn
JaHHoro napametpa ¢ 20 MI'y, Ha 40 Ml nponcxoguT cneayoLlee:

« NS pefakTnpoBaHns OTKpbiBaeTcs napameTp «OCHOBHOM KaHas», MPUHUMAtOLLMIA 3HAYeHne Nno

ymMon4yaHmio «Lower»,
+ kaHan 11 B cnucke «OrpaHMynTb CMMCOK KAaHA/I0B» MEHSIET CBOW LIBET C CUHETO Ha Cepblii.

Ecnu nameHnTb napametp «LLnprHa kaHana» Ha 40 Ml 1 He yaanuTb cepble KaHaslbl U3 CNMCKa, TO
NPV HAXaTNW Ha KHOMKY «[prMeHNTb» B Gpay3epe NosiBUTCA OLLUMbKa «BBefeHHbIe AaHHble cogepxar
OLWNGKMN. I3BMEHEHNSA HE GbI/IN NPUMEHEHbI». COOTBETCTBEHHO, KOH(IUIypaLMs TOUKM AOCTyna
M3MEHEHA He ByfeT. DTO NPOUCXOAMT NO NPUYMHE TOTO, YTO KaHaslbl, BblAENIEHHbIE CEPLIM LIBETOM B
cnucke «OrpaHMunTb CNUCOK KaHaUI0B», HE NOAXOAST Nog, onpeaeneHne «OCHOBHOM kaHas» = Lower.

B pasgene «[4ON0/HUTENbHO» OCYLLECTBASETCS HACTPOIKA A0NOTHUTENbHbIX NapamMeTpoB paanouHTepdeica
yCTpOICTBa.

JoNOnHUTENBHO v

KaHansHas cHopOcTh Nepeaaqm Auto v

KopoTiuid 3aUMTHLIR MHTepRan
STBC
MNepwon ompaekk cnywebibx cooblueHun, 100
ME
Mopor dparteHTagn 2348
Mopor RTS 2347

Arperaywa

KopoTian npeambyna [~]
\ennep BroadcastMulticast, nax/c (]
Wi-Fi Multimedia (WL}
BiniosuTe 05 ()
Peumbl pabiote DHCF snooping replace v
Onuwna 82 chopmat CID APMAC-SSID ~
Onuua 82 chopraat RID ClientMAC w
Gopwmat MAC-anpeca AABB:CC:DD:EEFF v

* OBSS Coexistence — pexvM aBTOMaTMYECKOro YMEHbLLEHNS LUMPUHBI KaHauta npu 3arpyXeHHoM
paaunoadpupe. MNpun yctaHOBNEHHOM dh/iare peXxxum BK/THOUEH,;

* KaHasibHasi ckopocmb nepedaqu — (OUKCUPOBaHHAas CKOPOCTb 6eCnpoBOAHOW Nepefayn AaHHbIX,
onpegensiemasi cneundgukaumsamm ctaHaaptos IEEE 802.11b/g/n;

* Kopomkul 3awyumHbil uHMepsass — NoAAePXKKa YKOPOUEHHOro 3allMTHOro HTepBasia. Touka gocTyna
nepegaeT AaHHble, UCMOsb3ya 3alUMTHBIA MHTepBan B 400 He (BMecTo 800 HC) Npu 06LLEHMN C
K/IMeHTaMu, KOTopble Takke NoAAepXMBatoT KOPOTKUIA 3alLMTHbIN NHTepBaUT,
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STBC — meToZ NpOCTPaHCTBEHHO-BPEMEHHOTO 6/104HOIO KOAMPOBAaHUS, HanpaB/iEHHbIV HA MNOBbILEHE
HaeXHOCTM nepegayn AaHHbIX. MNose AOCTYNHO, TO/IbKO eCN BbIGpaHHbIN pexum paboThbl
pagnovHTepdelica Bknoyaet B cebs1 802.11n. Mpu ycTaHOBIEHHOM dh/iare yCTPOMNCTBO nepeaaeT oanH
NOTOK AaHHbIX Yepe3 HECKObKO aHTeHH. Ecnin chnar He ycTaHOBNEH, YCTPONCTBO He NepefaeT O4vH U
TOT Xe MOTOK [aHHbIX Yepe3 HECKO/IbKO aHTEHH;
lMepuod omnpasku c/yxebHbix coO0bweHUl — Nnepuog nocbinkn Beacon-gopeiimoB. ®pelimbl
nepegaroTcs O/ 06HapyXeHNsa ToUKM gocTtyna B achupe. MNapameTp npuHumaet 3HadeHnsa 20—-2000 mc,
no ymonyaHuo — 100 mc;
lNopoz chpaemeHmayuu — nopor parmeHTauun periva B 6antax. NpuHMMaeT 3HadeHus 256-2346, no
yMoO/4aHuio — 2346;
lMopoe RTS — ykasblBaeT 4ynC/o GaiiT, Yepes KOTOpPOe NocklnaeTcs 3anpoc Ha nepegady (Request to
Send). YMeHbLUEHME AAHHOTO 3HAUYEHMSA MOXET YYULINTL PaBboTy TOYKM fOCTyna Npu 60/1bWoM
KO/IMYeCTBE NOAK/THOYEHHBIX K/TMEHTOB, OAHAKO 3TO YMeHbLUAeT 06LLYH MPONYCKHYK CMNOCOOHOCTL
6ecnpoBogHoli ceTu. MNprHumaeT 3HavyeHns 0—2347, no ymonyaHuwo — 2347;
Aecpezayus — BK/todeHne nogaepxkn AMPDU/AMSDU;
Kopomkasi npeambysia — Ncnonb3oBaHWe KOPOTKON npeambysibl NakeTa,
Llledinep Broadcast/Multicast, nak/c — npu ycTaHOB/IEHHOM (hriare BbINOHAETCS OrpaHuyeHmne
nepegayv LMpoKoBeLWaTe/IbHOro/MynbTUKACcTOBOro Tpadmka no 6ecnpoBoAHON ceTu. JIumMnt ans
LUMPOKOBELLLATE/IbHOTO Tpadhmka MOXHO yKa3aTb B NOSBUBLLEMCS OKHe (nak/c);
Wi-Fi Multimedia (WMM) — BkntoueHune nogaepxkn WMM (Wi-Fi Multimedia);
Pexxum pabombsi DHCP Snooping — BblI6op nonutnkmu o6pa6otkm DHCP onuun 82. loCTynNHbIE 3HAYEHNS
Ana Bolbopa:
* ignore — o6paboTka onuumn 82 oTk/IYeHa. 3Ha4YeHe o yMO/IYaHuIo;
* remove — ToYKa [OCTyna yganseT 3HayeHve onuun 82;
* replace — Touka JocTyna NoACTaBNAET UK 3aMeHseT 3HadeHne onuuu 82. Mpu Bbibope AaHHOTo
3HaYeHus AN pefakTpoBaHns OTKPbIBAKOTCA ClefyloLlne napameTpbl:
* Onyus 82 gpopmam CID — 3ameHa 3HayeHuns napametpa CID, MOXeT NpuH1UMaThb 3HaYeHUS:
+ APMAC-SSID - 3ameHa 3HavyeHus napameTpa CID Ha <MAC-agpec Touku gocTtyna>-
<nmsA SSID>. 3HavyeHne No yMoN4aHuio;
+ SSID - 3ameHa 3HayeHus napameTtpa Ha umsa SSID, K KOTOPOMY NOAK/THOYEH K/TUEHT;
* custom — 3ameHa 3Ha4yeHus napametpa CID Ha 3HavyeHue, ykazaHHOe B
napametpe «Onuus 82 yHunkasibHbIA CID»;

* Onyus 82 yHukasibHbIU CID — Nnpon3Bo/ibHAsA CTpoKa 40 52 CMMBOJI0B, KOTopas
oypet nepepasarbca B CID. Ecniv 3HaueHne napameTtpa He 3a4aHo, Touka byaer
n3meHaTb CID Ha 3HayeHne no ymonyaxumio — APMAC-SSID;

* Onyus 82 gpopmam RID — 3ameHa 3HadyeHua napameTpa RID, MOXeT npuHumarths cregyoiime
3HaYeHus:

+ ClientMAC — n3meHaTb cogepxmmoe RID Ha MAC-agpec KNIMEHTCKOro yCTPOCTBa.
3Ha4veHune No ymosiyaHuio;

* APMAC - n3meHaTb cogepxmmoe RID Ha MAC-agpec Touku JocTyna;

+ APdomain — n3meHaTb cogepxmmoe RID Ha JOMeH, B KOTOPOM Haxo4uTCH ToUKa
[oCTyna;

* custom — n3meHATbL cogepxmmoe RID Ha 3HaueHwne, ykazaHHoe B napameTpe «Onuus
82 yHuKasbHbI RID;

* Onyus 82 yHukasibHbIU RID — npon3BonbHasa CTpoka A0 63 CMMBOJIOB, KOTOpas
6yneT nepegasatbes B RID. Ecnun 3HavyeHMe napamMeTpa He 3afaHo, Touka dyaet
n3meHATb RID Ha 3HauyeHne no ymonyaxuto — ClientMAC.

+ opmam MAC-adpeca — Bblbop pasgenutenein oktetoB MAC-agpeca, KOTopblil nepefaeTcs
B CID n RID:
* AA:BB:CC:DD:EE:FF — B KayecTBe pasgenutens BbiCTynaeT 3HaK ABOETOUNS. 3HaueHne
Mo YMOJIHaHuio;
* AA-BB-CC-DD-EE-FF — B KayecTBe pa3fenutens BbICTyNnaeT 3Hak Tupe.
Bksroyums QoS — npu yCTaHOB/IEHHOM dh/iare AOCTyMHa HacTpolika yHKUMIA 06ecneyeHnst kKayectTsa
o6cnyxusaHua (Quality of Service).
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[N HaCTPOIikM o6ecneyveHnst KayecTsa 06CNYXMBaHUS AOCTYMHbI Cneayrowme yHKUNK:

AP EDCA Parameters
Oyepeak AIFS cwMin cwMax TXOP Limit

Data 3 (DoH) 7 15 v 1023 v 0

Data 2 (Best Effort)
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Station EDCA Parameters
Ouepeak AIFS cwMin cwMax TXOP Limit

Data 3 (®©oH) 7 15 v 1023 v 0

Data 2 (Best Effort)
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« AP EDCA parameters — Tabnmua HacTpoek napaMeTpoB Touku goctyna (Tpaduk nepenaeTcs OT TOUKU
[0CTYyNa K KNINEHTY):

* Ouepedb — NpeponpeseneHHble ovepean 418 pas/iMyHoro poga Tpaduka:

+ Data 3 (®oH) — HU3KONPUOPUTETHASA OYepesb, BbICOKasi NPOMNYCKHasi CNOCOBHOCTb
(npuoputeTbl 802.1p: cs1, cs2).

+ Data 2 (Best Effort) — cpeiHENPMOPUTETHASA OYEPELb, CPEAHSA NPOMNYCKHas CNOCOBHOCTb U
3afiepxka. B gaHHyto odyepesb OTnpasiseTca 60/bWINHCTBO TPaAUUNOHHBIX [P-4aHHbIX
(npuoputeTsbl 802.1p: cs0, cs3).

+ Data 1 (Budeo) — BbICOKONPUOPUTETHASA ouepefb, MUHUMasIbHbIE 3a1ePXKWU. B AaHHO
ouyepen aBToMaTMyecky obpabarbiBalTCA BUAEOAAHHbIE, HYBCTBUTE/IbHBbIE K BPEMEHN
(npuoputeTsbl 802.1p: cs4, cs5).

+ Data 0 (lF'os10c) — BbICOKONPUOPUTETHASA ovepeb, MUHUMaIbHbIE 3aJePXKN. B faHHOl
ouyepenn aBToMaTMyecky obpabarbiBaloTCA AaHHbIE, HYBCTBUTE/IbHbLIE K BDEMEHW, TakMe Kak
VolIP, notokoBoe Buaeo (npuoputeTbl 802.1p: cs6, cs7).

* AIFS — Arbitration Inter-Frame Spacing, onpegensiet Bpems oxugaHusi kagpos (dpeliMoB)
[JaHHbIX, U3MEPAETCS B C/I0Tax, MPUHUMAET 3HavyeHns 1-255.

* cwMin — HavaNlbHOE 3HaYeHVe BpeMEHW OXUAaHUA nepes NnoBTOPHONM OTNPaBKol Kaapa,
3afiaeTcd B MUNMCEKYHAAX, NPUHUMaET 3HadveHusa 1, 3,7, 15, 31, 63, 127, 255, 511, 1023.
3HauyeHve cwMin He MOXeT npeBbIWaTh 3HavyeHne cwMax.

* cwMax — MakCc/MasibHOe 3HaYeHne BpeMeHN OXNAaHUA nepes NoBTOPHOW OTNPaBKo kaapa,
3afiaeTcd B MUNUCEKYHAAX, NPUHUMaET 3HadveHusa 1, 3,7, 15, 31, 63, 127, 255, 511, 1023.
3HauyeHne cwMax O0/MKHO ObiTb 60/1bLIE 3HAYeHUs cwMin.

* TXOP Limit — napameTp NCMNO/b3yeTCH TOMbKO A/19 AAaHHBIX, NepefaBaeMbiX OT CTaHUUN KTMeHTa
[10 TOYKM ocTyna. Bo3aMOXHOCTb Nepefayn — MHTepBasl BDEMEHM, B MUIIMCEKYHAAX, Koraga
knueHTckas WME-cTaHums umeeT npasa MHMLMUPOBATL Nepegady AaHHbIX N0 6ecnpoBOAHON
cpefe K Touke A0CTyrna, MakcumMasibHoe 3HavyeHne 65535 MunnuncekyHa,
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« Station EDCA parameters — Tabnumua HacTpoOeK NnapamMeTpoB CTaHUMMW KnneHTa (Tpadmk nepegaercs ot
CTaHUMW KNIMeHTa Ao ToukM gocTyna). OnucaHve noneli Tabnuubl NPUBELEHO BhILLE.

,ﬂ.flﬂ BCTYMJ/ieHNA B CUny HOBOW KOH(*)I/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B 3HEPIOHE3aBNCMYIO NMaMATb
HaXXMNTE KHOIMKY «rlpVIMeHI/ITb». .[],}'IFI OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».

4.5.2 MopmeHto «Radio 5 IMu»

B nogmeHto «Radio 5 'y, » OCyLLEeCTBNAIOTCSA HACTPONKM OCHOBHbIX NapamMeTpoB paanonHTepdelica

YCTPOWCTBa, paboTatoLlero B AgnanasoHe 5 'y,

2ELTEX  woP-20L

Radio \P WDs CoTelke HACTPORKA Brellmhe copuvcs CHCTEME

Radio 24 My Dewme

flonenHnTensHo ABTOMBTHHEGKNA BoIBop KaHar

CHrpaHuyMTE CNKCoK KaHanos

WnpwHa karana, MMy 20

MowHoCTe curiana, oBm 18

DNononHMTENbHO ¥

+ TlprmeHinTs X Ornena

* Pexum — pexum paboTbl MHTepdieiica cornacHo ctaHgapTam:

+ |IEEE 802.11a
+ |IEEE 802.11a/n
* |IEEE 802.11a/n/ac

+ Asmomamuuyeckull 8bI60p KaHasa — nNpy yCTaHOB/IEHHOM donare Touka byaet aBToMaTnyecku
BblOMpaTb HAMMeHee 3arpyXeHHblli pagnokaHan ans pabotel Wi-Fi nntepdelica. Mpu cHsatom donare

OTKpbIBAETCS AOCTYN AJ151 yCTAHOBKM CTaTUYeCcKoro paboyero kaHana.

+ KaHan — BbIGOp KaHana nepefayun AaHHbIX.

+ OegpaHuU4yuUmb CrnNUCOK KaHasi08 — Npu YCTaHOBIEHHOM chnare Touka gocTyna 6yaeT Ucnosb3oBaTb
OrpaHNYeHHbI Nob30BaTENEM CMNCOK KaHa/10B A1 paboTbl B aBTOMATUYECKOM pexrmMe Bbibopa
kaHana. Ecnu donar HanpoTtue «OrpaHnYnTb CNUCOK KAHa/10B» HE YCTAHOB/EH WX B CMIUCKE OTCYTCTBYIOT
KaHasbl, TO TOUKa AocTyna 6yaeT Bbloupatb pabounii KaHan U3 BCeX AOCTYMNHbIX KAHa/I0B AaHHOro

AnanasoHa 4YacTtoT. KaHanbl gnanasoHa 5 'u; 36-64, 132-144, 149-165.

+ WupuHa kaHana, MMy — wmnpmnHa nNosaockl 4YacToT KaHasla, Ha KOTOPOM paboTaeT ToUKa A0CTyna,

npuHumaet 3HadeHns 20, 40 n 80 MI'y,

+ OCHOBHOLU KaHa/1 — napameTp MOXET ObITb M3MEHEH TO/IbKO MPY MNPOMYCKHOW CNOCOBHOCTN CTaTU4eCKn
3aflaHHOro KaHana, pasHoi 40 MI'y. KaHan 40 MIM, MOXHO cuMTaTb COCTOALLMM U3 ABYX KaHanoB no 20
Ml U, KOTOpble rpaHMyaT B YaCTOTHOIM o6nactu. 3Tn ABa kaHana 20 MU, Ha3bIBaOT NEPBUYHBIM U
BTOPWUYHbIM KaHasiaMu. MepBUYHbIA KaHat UCNOJb3YETCH KIIMeHTaMu, KOTOpble MOAAEPXMBAIOT TO/TbKO

nosiocy nponyckaHunsa kaHana 20 MIru;

« Upper — nepBu4YHbIM KaHasloM OyaeT BepxHuin kaHan 20 MI'y, B nonoce 40 MIu;
+ Lower — nepBNYHbIM KaHas10M ByaeT HKHWUI KaHan 20 MMy B nonoce 40 My,
* MowHocmsb cueHasla, 0bm — perynmpoBka MOLWHOCTM curHana nepegaryunka Wi-Fi B gbm. MpnHnumaet

3HayeHue ot 11 go 19 gbm.
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© B cnyuae, ecn B cnivicke «OrpaHnunTL CMIMCOK KaHA0B» YKasaH HefoCTYNHbIN A5 Bbi6opa KaHasl, OH

OyAeT oTMeyeH cepbiM LBETOM. [11A TOro Yto6bl HOBast KOHpUrypaumsa 6oi1a NpUMeHeHa Ha To4ke
JocTyna, B cnucke «OrpaHnymTb CNCOK KaHaN0B» AO/MKHbI ObITb YKa3aHbl TO/IbKO AOCTYMHbIE
(BblAE€NEHHbIE CUHIM LIBETOM) KaHaslbl.
Mpumep. Ha Touke focTtyna ewe He NPOU3BOANIOCH HUKAKMX HACTPOeK, No yMmonvaHuo Ha Radio 5
My, yctaHoBneHa «LWvpuHa kaHana» 20 My, a B cnncke «OrpaHnYmTb CMMCOK KaHaU10B» yKa3aHbl
kaHanbl: 36, 40, 44, 48.
Jonyctum, Heo6xoaMMo ycTaHoBUTL NnapameTp «LuprHa kaHanay, pasHbiii 40 My, MNpy n3ameHeHnn
JaHHoro napametpa ¢ 20 MI'y, Ha 40 Ml nponcxoguT cneayoLlee:

« NS pefakTnpoBaHns OTKpbiBaeTcs napameTp «OCHOBHOM KaHas», MPUHUMAtOLLMIA 3HAYeHne Nno

ymonuaHuto «Upper»,
* KaHasbl 36 1 44 B cnvcke «OrpaHMynTb CMMCOK KAHa/10B» MEHSOT CBOW LIBET C CUHETO Ha Cepblii.

Ecnu nameHnTb napametp «LLnprHa kaHana» Ha 40 Ml 1 He yaanuTb cepble KaHaslbl U3 CNMCKa, TO
NPV HAXaTNW Ha KHOMKY «[prMeHNTb» B Gpay3epe NosiBUTCA OLLUMbKa «BBefeHHbIe AaHHble cogepxar
OLWNGKMN. I3BMEHEHNSA HE GbI/IN NPUMEHEHbI». COOTBETCTBEHHO, KOH(IUIypaLMs TOUKM AOCTyna
M3MEHEHA He ByfeT. DTO NPOUCXOAMT NO NPUYMHE TOTO, YTO KaHaslbl, BblAENIEHHbIE CEPLIM LIBETOM B
cnucke «OrpaHMuYnTb CNMCOK KaHaI0B», HE NOAXOAAT Nog, onpeaeneHve «OCHOBHOI kaHan» = Upper.

B pasgene «[4ON0/HUTENbHO» OCYLLECTBASETCS HACTPOIKA A0NOTHUTENbHbIX NapamMeTpoB paanouHTepdeica
yCTpOICTBa.

JoNOnHUTENBHO v

KaHansHas cHopOcTh Nepeaaqm Auto v

KopoTiuid 3aUMTHLIR MHTepRan
STBC
MNepwon ompaekk cnywebibx cooblueHun, 100
ME
Mopor dparteHTagn 2348
Mopor RTS 2347

Arperaywa

KopoTian npeambyna [~]
\ennep BroadcastMulticast, nax/c (]
Wi-Fi Multimedia (WL}
BiniosuTe 05 ()
Peumbl pabiote DHCF snooping replace v
Onuwna 82 chopmat CID APMAC-SSID ~
Onuua 82 chopraat RID ClientMAC w
Gopwmat MAC-anpeca AABB:CC:DD:EEFF v

* OBSS Coexistence — pexvM aBTOMaTMYECKOro YMEHbLLEHNS LUMPUHBI KaHauta npu 3arpyXeHHoM
paaunoadpupe. MNpun yctaHOBNEHHOM dh/iare peXxxum BK/THOUEH,;

* KaHasibHasi ckopocmb nepedaqu — (OUKCUPOBaHHAas CKOPOCTb 6eCnpoBOAHOW Nepefayn AaHHbIX,
onpegensemas cneundukaumsamm ctaHgaptos IEEE 802.11a/n/ac;

* [Moddepxxka DFS — mexaHu3m fMHamMn4ecKoro Bblbopa 4actoTbl. TpebyeT OT 6eCnpoBOAHbIX YCTPOWCTB
CKaHvMpoBaTb paavoadmp 1 nsberarb UCNOb30BaHUS KaHaU10B, COBMNaZatoLLmMX C KaHasiaMu, Ha KOTOPbIX
paboTaloT paanonokaumoHHble cuctemsl B 5 Ty, gnanasoHe:

* BbIK/IlO4EHO — MeXaHn3M Bblk/itoueH. DFS-kaHasibl He AOCTYNHbI 415 BbI6OPa;

41



PykoBoacTBo no akcnyatauun WOP-20L

* BK/1l04EHO — MexaHn3M BK/IHOYEH;
* [MpuHyoumesibHO — MexaHn3M BbiktoveH. DFS-kaHanbl 4oCTynHbI 419 BbiGopa.
Kopomkul 3awyumHbIli uHmMepsas1 — NOAAEPXKKA YKOPOYEHHOIO 3allMTHOIO HTepBasia. Touka gocTyna
nepeAaeT AaHHble, UCNOsb3ys 3aluTHbI nHTepBas B 400 He (BMecTo 800 HC) Npu 06LWEHUN C
KNIMeHTaMu, KOTopble Takke NoAAePXKMBatOT KOPOTKMUIA 3alLMTHBIN NHTepBaUT,
STBC — meToZ NpOCTPaHCTBEHHO-BPEMEHHOTO 6/104HOTO KOAMPOBAaHNS, HanpaB/iEHHbIV HA MNOBbILEHE
HaeXHOCTU nepegayn AaHHbIX. MNose JOCTYNHO, TO/IbKO eCNN BbIGpaHHbIN pexum paboThbl
pagnovHTepdelica BknoyaeT B cebs 802.11n. Mpu ycTaHOBIEHHOM dh/iare yCTPOMNCTBO nepeaaeT oanH
NOTOK AaHHbIX Yepe3 HECKO/bKO aHTeHH. Ecnin chnar He ycTaHOBNEH, YCTPONCTBO HE NepefaeT O4vH U
TOT Xe MOTOK [aHHbIX Yepe3 HECKO/IbKO aHTEHH;
lMepuod omnpasku c/yxebHbiX coobweHUl — Nnepuog nocbinkn Beacon-gopeiimoB. ®pelimbl
nepegaloTcs /18 o6HapyXeHnsa ToUKM gocTtyna B achupe, npuHumaet 3HavyeHns 20—2000 mc, no
ymonyaHuo — 100 mc;
lNopoz chpaemeHmayuu — nopor parmeHTauun periva B 6antax. NpuHuMaeT 3HadeHus 256-2346, no
yMoO/4aHuio — 2346;
lMopoe RTS — ykasblBaeT 4y1C/0 GaiiT, Yepes KOTOpPOe NocklnaeTcs 3anpoc Ha nepegady (Request to
Send). YMeHbLUEHME AAHHOTO 3HAUYEHMSA MOXET Y/YULINTL PaboTy TOYKM fOCTyna Npu 60/1bWoM
KO/IMYeCTBE NOAK/THOYEHHBIX K/TMEHTOB, OAHAKO 3TO YMeHbLUAeT 06LLYH MPONYCKHYK CMNOCOBHOCTbL
6ecnpoBogHoli ceTu. MNprHumaeT 3HavyeHns 0—2347, no ymonyaHuo — 2347;
Aepezayus — BK/todeHne nogaepxkn AMPDU/AMSDU;
Kopomkasi npeambysia — Ncnonb3oBaHWe KOPOTKON npeambysibl NakeTa,
Llledinep Broadcast/Multicast, nak/c — npu ycTaHOB/IEHHOM (hriare BbINO/HAETCS OrpaHnyeHne
nepefayv LMpPOKOBeLLaTeIbHOro/My/IbTUKAcTOBOrO Tpadgnka no 6ecnpoBOAHON CETU. YKaknTe NMMAUT
AN LUMPOKOBELLATENBHOTO Tpadgvka B NOsSIBUBLLEMCS OKHe (nak/c);
Wi-Fi Multimedia (WMM) — BkntoueHune nogaepxkun WMM (Wi-Fi Multimedia);
Pexxum pabombsi DHCP Snooping — BblI6op nonuTtunku o6pa6otkm DHCP onuun 82. loCTynNHbIE 3HAYEHNS
Ana Bolbopa:
* ignore — obpaboTka onuuun 82 oTk/IYeHa. 3Ha4YeHe Mo YMOTYaHWIo;
* remove — ToYKa [OCTyna yganseT 3HayeHve onuun 82;
* replace — Touka JocTyna NoAcTaBNsAeT Ux 3ameHsieT 3HadeHne onuun 82. Mpu Bbibope AaHHOTo
3HaYeHus AN pefakTpoBaHns OTKPbIBAKOTCA Clefylolne napameTpbl:
* Onyus 82 gpopmam CID — 3ameHa 3HayeHuns napametpa CID, MOXeT NpuH1UMaThb 3HaYeHUS:
+ APMAC-SSID - 3ameHa 3HavyeHus napameTpa CID Ha <MAC-agpec Touku gocTtyna>-
<nmsA SSID>. 3HaveHne No yMoN4aHuio;
+ SSID - 3ameHa 3HayeHus napameTtpa Ha umsa SSID, K KOTOPOMY NOAK/TOYEH K/TUEHT;
* custom — 3amMeHa 3HayeHus napametpa CID Ha 3HavyeHue, ykazaHHOe B
napametpe «Onuus 82 yHunkasibHbIA CID»;

* Onyus 82 yHukasibHbIU CID — Nnpon3Bo/ibHAsA CTpoka 40 52 CMMBO/I0B, KoTopas
oyaet nepepasarbcs B CID. Ecniv 3HaueHne napameTtpa He 3a4aHo, Touka byaet
n3meHaTb CID Ha 3HayeHne no ymonyaxduio — APMAC-SSID.

* Onyus 82 cpopmam RID — 3ameHa 3HadyeHua napameTpa RID, MOXeT npuHumarths cregyoiime
3HaYeHus:

*+ ClientMAC — n3meHaTb cogepxmmoe RID Ha MAC-agpec KNIMEHTCKOro yCTPOCTBa.
3Ha4veHune No ymosiyaHuio;

* APMAC - n3meHaTb cogepxmmoe RID Ha MAC-agpec Touku JocTyna;

+ APdomain — n3meHaTb cogepxmmoe RID Ha JOMeH, B KOTOPOM Haxo4uUTCH ToUKa
[oCTyna;

* custom — n3meHATbL cogepxmmoe RID Ha 3HaueHne, ykazaHHoe B napamMeTpe «Onuus
82 yHuKasbHbI RID;

* Onyus 82 yHukasibHbIU RID — npon3BonbHasa CTpoka A0 63 CMMBOJIOB, KOTOpas
6yneT nepegasatbes B RID. Ecnun 3HavyeHMe napameTpa He 3a4aHo, Touka dyaet
n3meHATb RID Ha 3HayeHne no ymonyaxuto — ClientMAC.
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+ opmam MAC-adpeca — Bblbop pasgenutenein oktetoB MAC-agpeca, KoTopblil nepefaeTcs
8 CID n RID:
+ AA:BB:CC:DD:EE:FF — B KayecTBe pasgenutens BbiCTynaeT 3HaK ABOETOUNS. 3HaueHne
Mo YMOJIHaHuio;
* AA-BB-CC-DD-EE-FF — B KayecTBe pa3fenntens BbICTyMnaeT 3Hak Tupe.
* Bksmoyumb QoS — npv yCTaHOBNEHHOM ¢onare A0oCTyrnHa HacTpoika doyHKLUNMiA obecnevyeHuns kauecTsa
o6cnyxusaHua (Quality of Service).

[N HaCTPOIikM o6ecneyveHnst KayecTsa 06CNYXMBaHUS AOCTYMHbI Cneayrowme yHKUNK:

AP EDCA Parameters

ﬂ‘@!pé}lh AIFS cwhin cwhMax TXOFP Limit

w
o

Station EDCA Parameters
[+ 71,77, 19 AIFS ewMin ewlax TXOP Limit

Data 3 {DoH

Data 2 {Best Effor)

Data 1 (Buaeo) = =

(=]
1
|

« AP EDCA parameters — Tabnmua HacTpoeK napaMeTpoB Touku goctyna (Tpaduk nepenaeTcs OT TOUKU
[0CTYNa K KNINEHTY):

* Ouepedb — NpeponpeseneHHble ovepean 418 pas/iMyHoro poga Tpaduka:

+ Data 3 (®oH) — HU3KOMPUOPUTETHASA OYepesb, BbICOKasi NPOMNYCKHasi CNOCOBHOCTb
(npuoputeTsbl 802.1p: cs1, cs2);

+ Data 2 (Best Effort) — cpegHenpuopuTeTHasi oMepeb, CpeaHsIsi NPOonyCckHas CNoco6HOCTb U
3afiepxka. B gaHHyto odyepesb oTnpasiseTca 60/bWNHCTBO TPaANUNOHHbIX [P-4aHHbIX
(npuoputeTsl 802.1p: cs0, cs3);

+ Data 1 (Budeo) — BbICOKONPUOPUTETHASA ouepefb, MUHUMasIbHbIE 3a1ePXKWN. B AaHHOIA
ouyepen aBTomMatMyecky obpabarbiBalTCA BUAEOAAHHbIE, UYBCTBUTE/IbHBIE K BPEMEHN
(npuoputeTsl 802.1p: cs4, cs5);

+ Data 0 (l'os10c) — BbICOKONPUOPUTETHASH oUYepeib, MUHMMasIbHbIE 3aAePXKn. B AaHHO
oyepenn aBToMaTMyecky obpabarbiBalTCA AaHHbIE, HYBCTBUTE/IbHbLIE K BDEMEHW, TakMe Kak
VolIP, notokoBoe Buaeo (npuoputeTbl 802.1p: cs6, cs7).

* AIFS — Arbitration Inter-Frame Spacing, onpegensiet Bpems oxugaHusi kagpos (dpeliMoB)
[JaHHbIX, U3MepPAETCS B C/I0Tax, MPUHUMAET 3HavyeHns 1-255;

* cwMin — Hava/lbHOE 3HaYeHVe BpeMEHW OXUAaHUA nepes noBTOPHONM OTNPaBKol Kaapa,
3afiaeTcd B MUINMCEKYHAAX, NPUHUMAaET 3HadveHusa 1, 3,7, 15, 31, 63, 127, 255, 511, 1023.
3HauyeHne cwMin He MOXET npeBbiaTh 3HadYeHne cwMax;

* cwMax — MaKkCc/MasibHOe 3HaYeHne BpeMEeHN OXNAaHUA nepes NoBTOPHOK OTNPaBKOo kaapa,
3afiaeTcd B MUNUCEKYHAAX, NPUHUMaET 3HadveHusa 1, 3,7, 15, 31, 63, 127, 255, 511, 1023.
3HauveHne cwMax A0/MKHO ObITb 60/1bLUE 3HAYeHU cwMin;

* TXOP Limit — napameTp NCMNO/b3yeTCH TOMbKO A/19 AAHHBIX, NepefaBaeMbiX OT CTaHUUN KTMeHTa
[10 TOYKM ocTyna. Bo3MOXHOCTbL Nepefayn — MHTepBasl BDEMEHM, B MUIIMCEKYHAAX, Korga
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knueHTckas WME-cTaHums umeeT npaBa UHMLMUPOBATL Nepegavy AaHHbIX N0 6eCnpoBOAHON
cpefe K Touke A0CTyna, MakcumMasibHoe 3HavyeHne 65535 MunnncekyHa,
« Station EDCA parameters — Tabnumua HacTpoOeKk napamMeTpoB CTaHUMKW KnneHTa (Tpadmk nepegaercs ot
CTaHUMW KNMeHTa Ao ToukM gocTyna). OnucaHue nonei Tabnuubl NPUBELEHO BbILLE.

,ﬂ.flﬂ BCTYMJ/1ieEHNA B CUNy HOBOW KOHCpI/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B 3HEPIOHE3aBNCMYIO NMaMATb
HaXXMUTE KHOIMKY «rlpI/IMeHI/ITb». .U,I'IFI OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».

4.5.3 lMoameHto «[oNo/THUTENBHOY»

B nogmeH10 «LoNOMHUTENbHO» OCYLLECTBNAETCA HACTPOIKa AONOHUTE/bHBIX NapamMmeTpoB
paavonHTepencos ycTpocTaa.

HELTEX  wop-20L

MOoHWUTOPWHT Radio VAP WD3s CeTeBle HACTRORKK BHewHne cepBnchl Cucrema - (Bbixog)
Radio 24 Ty [ononxurensHo
Radio 5 'y, MMoBaneHan waonayma [l

ONONHWUTENBHO »

« [7106as1bHasi u3o/1siyusi — NPV YCTAHOB/IEHHOM doniare BK/IUYAETCA M30MALUMS TpadmKa Mexay
KnneHTamu pasHbix VAP 1 pasHbix pagnovHTepdeiicos.

[Nsi BCTYN/IeHUSI B CU/Ty HOBOM KOHQOUIypaLumn 1 3aHECEHNSI HACTPOEK B SHEPTOHE3aBNCUMYIO NaMsTh
HaXKMUTE KHOMKY «MpUMEHNUTb». 151 OTMEHbI U3MEHEHMIA HAXXMUTE KHOMKY «OTMEHA».
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4.6 MeHo «VAP»

B pa3gene «VAP» BbINONHAETCS HAcTpolika BUPTYasibHbIX Todek aoctyna Wi-Fi (VAP).

4.6.1 TogmeHto «CymmMapHO»

B nogmeHto «CymmapHO» oTo6paxatoTcst HacTpoikn Bcex VAP Ha pagnonHTepdericax Radio 2.4 'y n Radio
5 Ty. MOXHO NOCMOTPETb HACTPOWKM KaxkAoin BUPTyasibHOW ToUKM B pasgenax VAPO-VAPG.

"ELTEX  wopr-20L

WP
VAF  BEnoueKs  PeNMW BRI0NacHOCT VLAN D 551D TRAHCIAPORATR S5ID Pemum Band Steer WLAN Trunk  General Mode  Ganeral VLAN D HIONALRR AB0HEHTDR

L} e - WOEE At [

BEITKHEHD

o Mpeuesire. IS FeRTEE]

+ VAPO-VAP6 — NOpsiiKOBbI HOMEpP BUPTYasIbHOM TOYKM AOCTYyNa.

* BK/1t04eHO — Mpu YCTaHOB/IEHHOM dofiare BUpPTyasibHasi ToUka [OCTyna BK/IOYEHa, MHaye — BbIK/Io4eHa.

* Pexxum 6e3ornacHocmu — TUN LWUNPPOBaHNS faHHbIX, UCMO/b3yeMblli Ha BUPTYasibHOM TOUKe AocTyna.

+ VLAN ID — Homep VLAN, c koToporo 6yaeT cHumaTbca MeTka npu nepepade tpadmka Wi-Fi knneHTtam,
NOAK/TOYEHHbIM K AaHHo VAP. Tpu npoxoxaeHnn Tpadinka B 06paTHy0 CTOPOHY Ha HETErMPOBaHHbIN
Tpaduk oT KNneHToB 6yaeT HaBelumBaTbes MeTka VLAN ID (npw oTkntoueHHoM pexume VLAN Trunk).

+ SSID — umsi BUPTYyasibHOI 6eCrnpoBOAHON CETH.

+ TpaHcauposams SSID — npu yctaHOBMEHHOM chriare BKNKYEHO BellaHne B adonp SSID, nHave —
BbIK/1HOYEHO.

+ Pexum Band Steer — npn ycTaHOBNEHHOM ¢hiare akTMBHO MPUOPUTETHOE NOAK/MHOYEHME KNneHTa K 5 Ty,
ceTun. na paboTbl PyHKUMN HYXXHO co3aatb VAP ¢ oanHakoBbiM SSID Ha Kaxxaom pagmonHTepdeince n
aKTMBMpPOBaTb Ha HUX napameTp «Pexum Band Steer».

« VLAN Trunk — npu yctaHoBNeHHOM chnare aboHeHTy nepeaaeTcs TermpoBaHHbIl Tpadmk.

+ General Mode — npu ycTaHOB/IEHHOM ch/lare paspellaercs nepegada HeTermpoBaHHoro Tpadmka
COBMECTHO C TErMpoBaHHbIM (A0CTYMHO Npu BKAoueHHOM pexume VLAN Trunk).

« General VLAN ID — c ykazaHHoro VLAN ID 6yaet cHMmatbcs meTka 1 Tpaduk atoro VLAN npoiiget Ha
KnueHTa 6e3 Tera. MNpu npoxoxaeHun Tpadrka B 06paTHY0 CTOPOHY Ha HETErMpOBaHHbIN Tpadvk byaeT
HaBewwmBaTbcsA MeTka General VLAN ID.

* M3on154yust abOHEHMOB — NP YCTaHOB/IEHHOM (pr1are BK/IO4YeHa M30M15uuMa Tpadmka Mexany KnmeHTamu
B npeaenax oaHoi VAP.

[Nsi BCTYN/IEHUSI B WYy HOBOM KOHQOUIypaLumn 1 3aHECEHNSI HACTPOEK B SHEPTOHE3aBNCUMYIO NaMSTh
HaXKMUTE KHOMKY «MpUMEHNUTb». 151 OTMEHbI U3MEHEHWI HAXXMUTE KHOMKY «OTMEHA».
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4.6.2 MopgmeHo «VAP»

SLELTEX  wor-20L

24Ty CHwwe HacTporkK

O6LLMe HAaCTPOKK:

* BK/1t04eHO — Mpu YCTaHOB/IEHHOM do/1are BUpPTyasibHasi Touka [OCTyna BK/IOYEHa, MHaye — BbIK/Io4eHa.

* VLAN ID — Homep VLAN, c koToporo 6yaeT cHumaTbca MeTka npu nepepade tpadmka Wi-Fi knneHTtam,
NoAKNHYEHHbIM K gaHHoli VAP. INpu npoxoxaeHnn Tpadmka B 06paTHYH0 CTOPOHY Ha HETEMMPOBaHHbI
Tpaduk oT KNneHToB 6yaeT HaBelumBaTbes MeTka VLAN ID (npw oTkntoueHHoM pexume VLAN Trunk).

+ SSID — nms BUPTYasibHOIN 6eCrpoBOAHON CETH.

+ TpaHcnuposames SSID — npun ycTaHOBNEHHOM doiare BKIYeHO BelwlaHne B achmp SSID, nHave —
BbIK/1HOYEHO.

* Pexum Band Steer — npu ycTaHOBNEHHOM donare akTUBHO NPUOPUTETHOE NOAK/YEHMe KnneHTa Kk 5 Ty,
ceTun. na paboTbl yHKUMN HYXXHO co3aatb VAP ¢ oanHakoBbiM SSID Ha Kaxxaom pagmovHTepdeince n
aKTMBMpPOBaTb Ha HUX NapameTp «Pexum Band Steer».

* VLAN Trunk — npv yctaHoBNeHHOM donare aboHeHTy nepeaaeTcsl TermpoBaHHbI Tpadmk.

+ General Mode — npu ycTaHoBNeHHOM chnare paspeluaetcs nepegada HeTErMpoBaHHOIO Tpadmka
COBMECTHO C TErMpoBaHHbIM (A0CTYMHO Npu BKItoueHHOM pexume VLAN Trunk).

« General VLAN ID — c yka3aHHoro VLAN ID 6yaet cHMmatbcs meTka 1 Tpaduk atoro VLAN npoiiget Ha
KNueHTa 6e3 Tera. NMpu npoxoxaeHun Tpadrka B 06paTHY0 CTOPOHY Ha HETErMpOBaHHbIN Tpadmk byaeT
HaBewwmBaTbcsA MeTka General VLAN ID.

* U3on15yuss aboOHEHMOB — NPW YyCTaHOBNEHHOM chiare BK/IKOYEHA N3018AuUA Tpadouka Mexay KnneHtamu
B Npeaenax ogHoin VAP.

*+ [Modoepxka 802.11k/v — BKNOUNTb Noaaepxky ctaHaaptoB 802.11k/v Ha BUPTyasibHOI ToUke AocTyna.

« Pennukayusi Multicast — npu yctaHoBneHHom cpnare Multicast Tpadmk B CTOPOHY KNMEHTOB byaeT
npeo6pasoBbiBaTbCs B Unicast 40 Kax4oro kKMeHTa, Npu OTK/IIOYEHHOM NPOX0ANUTb 6e3 MogndmKaLumii.

* [Mpuopumem — BbIGOP crnocoba npuopuTusaunn. Onpegenser nose, Ha OCHOBaHMN KOTOPOro Tpaduk,
nepegarwoLLninca B pagnonHTepdeiic, byaet pacnpegensarbcs no odepeasam WMM:

+ DSCP — 6yneT aHanuauposatbcsi npuoputeT 13 nons DSCP 3aronoeka IP-naketa;
+ 802.1p — 6ypet aHanuanpoBaTbcsi NpuopuTeT u3 nonst CoS (Class of Service) TernpoBaHHbIX
nakeToB.

* Makcuma/ibHoe KO/lu4ecmso K/IUEHMOB — MakCUMaslbHO AONYyCTUMOE YMC/0 NOAK/IYaeMbIX K
BUPTYaUTbHOW CETU K/INEHTOB;
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MuHuMa/ibHbIU ypoBeHb cugHasla — YPOBEHb CUTHaNa B AbM, HUXKe KOTOPOro NMpoOUCXOAUT OTK/II0YEeHNe
K/IMEHTCKOro 060pyi0BaHNS OT BUPTYaslbHOMN CETU.

MFP — 3awmta management-kagpos (gocTynHo npu Pexxume 6e3onacHocmu WPA2 n WPA2-Enterprise,
npv BblGope Apyrnx pexmnmoB 6esonacHocTv MFP nepeBogutcs B cocTosiHue OMK/IYEHO):

+ Omk/iro4eHo — 3almMTa management KafpoB OTK/THOYEHS,

+ OnyuoHa/ibHO — 3almnTa paboTaeT, ecnv KNMeHT nogaepxmeaet MFP. KnneHTbl 6e3 nogaepxkm
MFP moryT nogkniountbcs K gaHHon VAP;

* Bk/iroyeHo — 3alinTa BK/I0YEHa, KNEHThI, He nogaepxvsatowne MFP, NOAKIHUNMTLCA HE MOTYT.

Pexxum 6e3onacHocmu — pexum 6e3onacHoCTV focTyna K 6ecnpoBogHON ceTu:

* BbIK/Il04EHO — He UCMNO/b30BaTh WNpoBaHve 414 nepefadn AaHHbIX. Touka JocTynHa ans
MOAK/THOYEHMA NHOOOT0 K/IMeHTa.

+ WPA, WPA2, WPA/WPAZ2 — cnocobbl WwnpoBaHus, Npy Bbibope o4HOro n3 cnocobos 6yaet
[OCTyNHa cnefyloLas HacTponka:

* Koy WPA — knto4/naposib, Heobxoanmblii o158 NOAKIYEHUS K BUPTYaUTbHON TOUKe
poctyna. [yivHa kntoya coctasnser oT 8 40 63 CMMBOJIOB.

+ WPA-Enterprise, WPA2-Enterprise, WPA/WPA2-Enterprise — pexum Wwn1dpoBaHUA kaHasia
6ecrnpoBOAHOl CBA3U, NPV KOTOPOM K/IMEHT aBTOPU3YETCA Ha LeHTpann3osaHHOM RADIUS-
cepsepe. [1n15 HaCTPOViKM1 AaHHOro pexuma 6e3onacHocTy TpebyeTcs ykasaTb napameTpbl
RADIUS-cepBepa. Takxe TpebyeTcs ykasaTb kiod agnsgd RADIUS-cepeepa. Mpu BbiGOpe 04HOMO U3
cnoco6oB 6yaeT AOCTyMHa cneayowas HacTpoka:

RADIUS
[LomeH enterprise.service.root
IP-aapec RADIUS cepeepa 192.168.0.1
Mopt RADIUS cepeepa 1812
Mapone RADIUS cepeepa | === -

MCNoNE30BaTE AKKAYHTHHT Yepes RADIUS

MCNonk308aTe APYTHE HACTPOMKM ANA 3KKAYHTUHIA

IP-anpec RADIUS cepeepa ANA aKKayHTUHA 192.168.0.1
MopT RADIUS cepBepa 4N akkayHTUHA 1813
Mapone RADIUS cepeepa ONA aKKAYHTHHIA | ==ee= &

MepyoaMYeckan OTNPABKA AKKaYHTHHMA

MHTEpBAN OTNPABKW AKKAYHTHHIA 60

JlomeH — floMeH nosnb3oBaTtesns;
IP-adpec RADIUS-cepsepa — agpec RADIUS-cepepa;
Mopm RADIUS-cepsepa — nopT RADIUS-cepBepa, KOTopbIii UCNonb3yeTcs Ans ayTeHTudmkauum n
asTopusauuu;
Maposib RADIUS-cepsepa — naponb ana RADIUS-cepBepa, UcnosibayeMoro Ans ayteHtudmkaumm n
asTopusauuu;
Wcrnonb3osame akkayHmMuHa 4epes RADIUS — npu ycTaHOBNEHHOM donare 6yayT OTNpaBnATbCs
coobueHns «Accounting» Ha RADIUS-cepBep;
Vicnonb3osame opyaue HacmpoUKu 0/151 akkayHmuHaa:
+ IP-adpec RADIUS-cepsepa 05151 akkayHmuHaa — agpec RADIUS-cepBepa, Ncnonb3yemoro aJis
aKKayHTUHra;
*+ lNaposb RADIUS-cepsepa 0s151 akkayHmuHa2a — naposnb 15 RADIUS-cepBepa, ncnonb3yemoro ass
aKKayHTUHra;
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* Mopm RADIUS-cepsepa 07151 akkayHmuHaa — NopT, KOTOPbIA 6yAeT MCNONb30BaH A/151 c60pa akkayHTUHra

Ha RADIUS-cepBepe;
* [Mepuoduyeckasi omrnpaska akkayHmuHaa — BK/IUYUTb NEPUOANYECKYIO OTMPaBKy COOOLLEHNI
«Accounting» Ha RADIUS-cepBep. 3agaTb nHTEepBas1 OTNPaBKM COOOLLEHWIT MOXHO B nose
«MHTepBaU1 OTNPaBKM akKayHTUHIa».

MopTansHas aeTopu3auua
BrNig4unTh v
HasBaHWe BUpTyanbHOro NopTana default
Anpec AnA nepeHanpasneHns http://192.168.0.1:8080/eltex_portal/
RADIUS
lcnone3oBatk akkayHTHHT Yepes RADIUS ra
HomeH root
|P-aapec RADIUS cepsepa QNA akkayHTUHE 192.168.01
MopT RADIUS cepsepa AndA aKKayHTHHIA 1813

Mapont RADIUS cepBepa ONA aKKAYHTUHIE | weeses

®

Mepuoauyeckan oTNpaska aKKayHTUHR
OrpaHu4eHus CKopocTH
BKITIO4YHTE 3

KouT/C

(=}

VAP Limit Down

VAP Limit Up KEMT/C

[~

STA Limit Down KOUT/C

=]

STA Limit Up KOUTIC

=1}

[NopTanibHaa aBTopU3aLInA:

Mpu pexumax 6e3onacHocT: BoikatoueHo, WPA, WPA2, WPA/WPA2 Ha VAP focTynHa HacTpolika NopTasibHOW
aBTopuM3auum.

Bk/o4yums — Npu yCTaHOB/IEHHOM do/iare aBTopu3aLus nonb3oBareneii B ceTv 6yaeT Npon3BoanTLCs
NnocpeAcTBOM BUPTYaslbHOMO NopTana;

HasgaHue supmya/sibHo20 nopmasa — UMs BUPTyas/lbHOTO nopTasa, Ha KoTopblii 6yAeT nepeHanpasneH
Mo/sib30BaTe b NPU NOAKMOUEHUN K CETY;

Adpec 0719 nepeHanpas/ieHusl — afpec BHELLIHEro BUPTyaslbHOTO NopTasna, Ha KoTopblii 6yaeTt
nepeHanpae/ieH No/b30BaTe b NPV NOAK/IHOUYEHUN K CETU.

RADIUS:

Wcnonb3osame akkayHmMuHa 4epes RADIUS — npu ycTaHOBNEHHOM donare 6yayT OTnpaBnATbCs
coobueHns «Accounting» Ha RADIUS-cepBep;

JomMeH — floMeH nosnb3oBaTtesns;

IP-adpec RADIUS-cepsepa 07151 akkayHmuHea — agpec RADIUS-cepBepa, MCcnosb3yemoro ans
aKKayHTUHra;

IMopm RADIUS-cepsepa 07151 akkayHmuHaa — NopT, KOTOPbI 6yAeT NCNoNb30BaH 4151 cOopa akkayHTUHra
Ha RADIUS-cepBepe;

Maposib RADIUS-cepsepa 018 akkayHmuHaa — naponb ans RADIUS-cepBepa, ucnosnb3yemoro ans
aKKayHTUHra;

lMepuoduveckas omnpaska akkayHmuHaa — BK/IHOUUTb NEPUOAMYECKY0 OTNPaBKy COOBLLEHWI
«Accounting» Ha RADIUS-cepBep. 3aaatb nHTepBas 0TNpaBKn COO6LLEHNA MOXHO B none «/HTepBan
OTMpPaBKM akkayHTUHIa».
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OrpaHnyeHve cCKopocTu:

*+ lNokaszame — aKTMBUPOBATL MOJie HACTPOEK,;

+ VAP Limit Down — orpaHuyeHne NponyckHOM CnoCcOBHOCTM B HaNpaB/IeHUN OT TOYKM A0CTyna Ao
K/TMEHTOB (B CYMME), NOAK/THUEHHbIX K faHHoli VAP, K6nT/c;

+ VAP Limit Up — orpaHuyeHve NponyckHOW CNoCOBHOCTM B HAnpaB/IEHUN OT K/IMEHTOB (B CyMME),
NOAK/MOYEHHbIX K gaHHon VAP, 0o Toukn goctyna, Kut/c;

+ STA Limit Down — orpaHuyeHune nponyckHoOW CNoCO6HOCTM B Hanpas/eHn OT TOUKM AocTyna Ao
K/TMEHTOB (KaXXA0ro B OTAE/bHOCTM), NOAKMOUEHHbIX K AaHHON VAP, Kout/c;

+ STA Limit Up — orpaHuyeHune nponyckHoi cnoco6HOCTM B HanpaBieHUN OT KIMEHTOB (KaXaoro B
OTAE/NbHOCTM), NOAKMOYEHHbIX K AaHHO VAP, no Toukn goctyna, K6ut/c.

,ﬂ.flﬂ BCTYMJ/ieHna B cuny HOBOW KOH(*)I/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B AHEPIOHE3aBNCMYIO NMaMATb
HaXXMUTE KHOIMKY «rlpVIMeHI/ITb». .[],}'IFI OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».
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4.7 MeHo «WDS»
B meHo «WDS» BbINO/HAETCA HacTpoiika 6ecnpoBoHbIX MocToB Mexay WOP-20L.

© Mpu koHdUrypuposaHu WDS-coeHeHUs HEOBXO0AMMO, YUTOBbI Ha YCTPONCTBax, KOTopble byayT
coegunHATbeA No WDS, B HacTpolikax pagmonHTepdieinca 6b11m BbiIopaHbl OANHAKOBbINA KaHan u
LUIMPpUHA KaHana.

4.7.1 NopgmeHo «WDS»

JLVELTEX  woP-20L

HHrepdeics WDS
WnTeppeRc Brrprumnm MAC-angec KanansHaR CROPOCT B NEPERYN

wilan D =0 Auito

wianD-wds2

m e

Bo Bknagkax «2.4 I'u» n «5 I'u» BbIGMpaeTcs pagmonHTepgienc ycTponcTea, Ha KOTOPOM HeEOBX04MMO
nocTponTb 6eCnpoBOAHO MOCT.

* BK/104eHO — Npy yCTaHOB/IEHHOM (priare pexvMm 6ecnpoBOLHOI0 MOCTa BK/IHOUEH, MHAYe — BbIK/THOYEH.
* Pexxum 6e3ornacHocmu — pexmnm 6e3onacHoCcT AocTtyna Kk 6ecnpoBOfHON ceTu:
* Bbik/104UMB — HE UCNONb30BaTh LWNPOBaHNE ANS nepesayn AaHHbIX;
+ WPA2 — cnocob wundppoBaHus, npu Bbibope KOTOPOro ByaeT AOCTyNHa cneayollas HacTpoka:
* Koy WPA — knio4/naposnb, HE0O6X0AMMBIN /15 NOAKIYEHUS K BCTPEYHOW ToUke AocTyna.
[OnnHa knoya coctasnsieT ot 8 Ao 63 cMMBOSIOB.
* MAC-adpec paduouHmepgpelica — MAC-agpec pagmonHTepgeinca gaHHOro ycTpomncTsa.
* MlHmepcpelic — BbI6OP 1 BKNoYeHne WDS-uHTepdeiica, Ha KOTopom 6yaeT NoCTPoeH 6ecrnpoBOLHON
MOCT.
* BcmpeuHbil MAC-adpec — MAC-agpec pagnovHTepdelica BCTPEYHOro yCTPOMNCTBa, 0 KOTOPOro
HacTpavBaeTcs 6ecnpoBOAHON MOCT.
* KaHasibHasi ckopocmb nepedaqu — OUKCUPOBaHHAaA CKOPOCTb 6eCnpoBOAHOM Nepefayn AaHHbIX,
onpegensemas cneundpukaumsamm ctaHgaptos IEEE 802.11. Ans kaxporo nHTepdpeiica Bbibrpaetcs
NHAMBUAYAIbHO.

[ns BCTynneHust B C1ly HOBOW KOHMUIypauun 1 3aHeceHnss HaCTpoeK B 3HEProHe3aBnCcMyo naMaTb
HaXKMUTE KHOMKY «[MpUMEHUTb». [19 OTMEHbI U3MEHEHWI HAXKMUTE KHOMKY «OTMeHa».
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4.8 MeHto «CeTeBble HACTPOMKM»

4.8.1 MoamMeHo «CuctemMHasa KoHdurypaums»

WELTEX  woPr-20L

f A T \B NS COTuBbio HACTpOREH

CrcTemHas wosdurypaLin » Wi woeTa WoP-20L
TN leorpadiyeco omeH
VLAM ympaenenns Forwarding ~
VLAN ID
Mpotoxorn Slalie
Cratuyeckua 1P 192 1668.1.1

CieTeaan macka 255.256 2650
LUnwoa
Mepaw-wi ONS

Bropuswsi DNS

* VIMsi Xxocma — ceTeBoe UMS YCTPONCTBa, 3a4aeTca cTpoka 1-63 CMMBOJIOB: JTaTUHCKME 3arnaBHble U
CTPOUYHble BYKBbI, LMPPbI, 3HAK AednC «-» (Aedmc He MOXET GbiTb NOC/IeAHUM CUMBOJSIOM B UMEHM);

+ leocpachudeckuli 0oMeH — [OMEH y3Nna AepeBa yCTPONCTB cucTemsl yrnpasneHua EMS, B koTopom
pacnonaraeTcs Touka JOCTyna;

* VLAN ynpas/neHus:.

* BbiksmoyeHo — VLAN ynpaBneHusi He NCnosb3yeTcs;

+ Terminating — pexwum, npu koTopoM VLAN ynpaBneHns TepMUHMPYETCSt Ha Touke aocTyna (B 3Tom
C/lydae y K/IMeHTOB, MOAK/THUYEHHbIX Yepes3 paavonHTepdienc, HeT goctyna Ao gaHHoro VLAN. Mpu
HacTpoeHHOM Ha Touke goctyna WDS, gaHHbIin pexxum VLAN ynpaBneHus He OCTyneH a/s
BblGOpa.);

+ Forwarding — pexwum, npu kotopom VLAN ynpaBneHus nepegaeTtcs Takke B paanonHTepdeliic
(npun cooTBeTcTBYtOLLEN HacTpoiike VAP).

+ VLAN ID — ngentudonkatop VLAN, ncnonb3yemsblii ansa goctyna K yCTPoncTBy, NPUHUMAET 3HaYeHus 1—
4094;

+ [Mpomokos1 — BbIGOP NPOTOKONA, N0 KOTOPOMY ByAeT OCyLLecTBAATLCA nogkntodeHune no Ethernet-
NHTEepdecy yCTPOINCTBA K CETU NpefoCcTaB/ieHns yCcyr nposaingepa:

+ DHCP — pexum pab6oTsbl, npu KoTopom IP-agpec, macka nogcetu, agpec DNS-cepsepa, w3 no
YMOJIHaHMIo U Apyrve napameTpbl, Heobxoanmble 18 paboTbl B ceTun, byayT nosyyeHsl oT DHCP-
cepBepa aBToMaTn4eckuy;

+ Static — pexum paboTbl, Npu KoTopom IP-agpec n Bce HeobxoauMble napaMmeTpbl Ha WAN-
NHTEpdenc HazHavarTcA cTatuyecku. MNpu Bolbope Tuna «Static» ANns pefakTMpoBaHnsa CTaHyT
[OCTYNHbI cneayoLme napameTpsbl:

+ Cmamuvyeckuli IP — IP-agpec WAN-nHTepdoelica ycTpoiicTBa B CeTU npoBaiaepa;

+ Cemesasi Macka — Macka BHeLLHel noaceTy;

* L1103 — afpec, Ha KOTopbI OTNpaBAsAeTCa NakeT, ec/v A5 Hero He HalgeH MapLupyT B
Tabnuue mapwpyTnsaumu;

+ lMepsu4yHbili DNS, BmopuuHbili DNS — IP-agpeca DNS-cepBepoB. Ecnu agpeca DNS-cepBepoB He
Ha3Ha4arTCca aBTOMaTMyeckn no npotokony DHCP, 3agaiTe nx Bpy4yHy!o.

[Nsi BCTYN/IeHUSI B Uy HOBOI KOHQOUIypaLumn 1 3aHECEHNSI HACTPOEK B 9HEPTOHE3aBICUMYIO NaMsITh
HaXKMUTE KHOMKY «MpUMEHNUTb». 151 OTMEHbI U3MEHEHMIA HAXXMUTE KHOMKY «OTMEHA».
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4.8.2 TlogmeHto «[ocTyn»

B nogmeHto «4oCcTyn» NPpon3BoOAUTCA HaCcTpoiika JoCTyna K yCTPOKCTBY nocpeacTtsoMm web-nHtepdelica,
Telnet, SSH, NETCONF n SNMP.

« [nAa BkNoYeHUsa gocTyna K yCTpoicTBy Yepes web-uHtepderic no npotokony HTTP yctaHoBuTe chnar
HanpoTue «WEB». B NosiBMBLUEMCSI OKHE eCTb BO3MOXHOCTb NOMeHsiTb HTTP-nopT (no ymonyaxuio 80).
[nanasoH 4onycTUMbIX 3HA4YEHUI NOPTOB, MOMUMO YCTAHOB/IEHHOIO NoO ymonyaHuto, ¢ 1025 no 65535
BK/THOUUTESBHO.

+ [nAa BKNOYeHUA aocTyna K ycTpoicTBy vyepes web-nHtepdelic no npotokony HTTPS yctaHoBuTe dhnar
Hanpotme «WEB-HTTPS». B nosiBMBLLEMCS OKHE eCTb BO3MOXHOCTb NomeHsATb HTTPS-nopT (no
yMosnyaHuto 443). inanasoH AonyCcTUMbIX 3HAUYEHUIA MOPTOB, MOMVMO YCTAHOB/IEHHOTO MO YMOJTYaHWo, C
1025 no 65535 BKNHOUMTENBHO.

© nMoptbl ans npotokonos HTTP 1 HTTPS He J0/KHbI UMETb O1HAKOBOE 3HAYEHMe.

+ [ina BKIOYEHMA focTyna K ycTpoicTy Yepes Telnet yctaHoBuTe donar Hanpotus «Telnet».
« [lnsa BKNOYEHUSA AocTyna K ycTpoiicTBy yepe3 SSH yctaHoBuTe chnar HanpoTtus «SSH».
+ [nsa BkoveHns goctyna K yctpoiictey Yepe3 NETCONF yctaHosute dpnar Hanpotus «NETCONF».

WELTEX  woP-20L

CETERHIE HATTEORKH B A6 CE QBN WCTE

Aapec g

Anpec LR rpvwena cootweHKia Inform

CHCTEMHDE UMA WCTROHCTE WOP-Z1

MporpammHoe o6ecnedeHne WOP-20L no3BoNSET M3MEHSTb KOH(UIypaLuio YCTPONCTBa, MpoBOANTb
MOHUTOPWHI COCTOSAHUS 6a30BOI CTaHUMM 1 €€ AaTYMKOB, a Takke ynpas/isaTb YCTPOWCTBOM, UCMNO/b3YS
npotokos SNMP.

[na nameHeHnst Hactpoek SNMP yctaHoBuTe hnar HanpoTue «SNMP», nocne Yero ans pegaktmpoBaHums
CTaHyT AOCTYMHbI cnegytowme napametpbl SNMP-areHTa:

* Maposib Ha YmeHue — Naposib Ha YTeHue napameTpoB (06LLENPUHSTBI: public);

« [Maposib Ha 3anuck — Naposb Ha 3anuch napameTpoB (06LLENPUHSTLIN: private);

« Adpec 0515 npuéma mparos vl — IP-agpec nnn goMeHHoe UMsi NpUemMHnka coobuieHnin SNMPv1-trap B
topmate HOST [COMMUNITY [PORT]];

+ Adpec 071 npuéma mparios v2 — IP-agpec nnm gOMeHHoe Nms npuemMHuka coobuieHnin SNMPv2-trap B
topmate HOST [COMMUNITY [PORT]];
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« Aodpec 0515 npuéma coobwjeHuli Inform — IP-agpec nnn AOMeHHOe MMS NMpUeMHMKa coobueHunii Inform B
thopmate HOST [COMMUNITY [PORT]];

« CucmemHoe umsi ycmpoticmsa — UMSl YCTPOWCTBa;

+ KoHmakmHasi uHghopmayusi npou3sooumesisi — KOHTakTHas nHopmMaumns NnponM3BoAMTENS YCTPOICTBE,

* MecmononoxeHue ycmpoticmsa — UHopMaLmsa 0 MeCTOMNO/IOKEHNN YCTPOICTBE;

+ Maposib 8 mparnax — Naposb, Coaepxallmiics B Tpanax (no ymonyaxuto: trap).

Hwxe npuBegeH CNMCoK 06bLEKTOB, NOAAEPXMBAEMbIX A/18 UTEHUSA U KOH(PUTYPMPOBaHWA NOCPeaCTBOM
npotokosa SNMP:

+ eltexLtd.1.127.1 — MOHUTOPWUHT NapamMeTPOB TOYKM AOCTYNa M NOAKIOYEHHbIX KNIMEHTCKMX YCTPOICTB;
* eltexLtd.1.127.3 — ynpaBneHune TO4KO AOCTYNa;
+ eltexLtd.1.127.5 — koHUrypmpoBaHme To4YKn AocTyna.

eltexLtd — 1.3.6.1.4.1.35265 — ngeHtudmkarop npegnpusatnsa «NTTEKC».

Mogpo6Hoe onucaHue OID WOP-20L goctynHo no cnegytouleii ceolnke: Onvcadve 01D Ha WOP/WEP-xL,
WEP-20L, WOP-20L, WEP-200L.

,ﬂ.flﬂ BCTYMJ/ieHNA B CUNy HOBOW KOHCpI/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B IHEPIOHE3aBNCMYIO NMaMATb
HaXXMUTE KHOIMKY «rlpVIMeHI/ITb». .[],}'IFI OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».

4.9 MeHo «BHellHMe cepBUCHI»

4.9.1 TlogmeHto «lopTasibHas aBTopu3aunsa»

MoameHto «MopTanbHasA aBTOpU3aUUs» NpeaHasHaueHo /1 BK/UYEHMS! U HAacTpolikn cepeuca APB Ha Touke
aocTyna.

Cepsuc APB ucnonb3ayetcs Ans o6ecneyeHnst NopTasibHOro poyMUHTa KNMEHTOB MeX Iy TOYKaMm [0CTyna,
MOAK/HOUYEHHbIMU K CEPBUCY.

MoHUTOpIHT Radio VAP Wos CeTebie HACTPORKK BrellHWe cepamchl Cuctema -

r'L';.'I':'.J bHAA ABTODM3ELIIAA > ERMioYdTE

Anpec cepouea APB ws.//192.168,1.1:8080/apb/broadcast

* Bksmo4umb — Npu ycTaHOBNEHHOM priare Touka Oyaet nogxnioyarscs K cepsucy APB, agpec KoToporo
ykasaH B none «Agpec cepsuca APB», onsa obecrnevyeHns nopTasibHOro poyMuHra K/IMeHToB.

+ Adpec cepsuca APB — aapec cepsuca APB ans noaaepXxkm poymMmuHra B pexmme noptasibHoM
aBTopu3auuun. 3agaertcs B oopmare: «ws://<host>:<port>/apb/broadcast».

[Nsi BCTYN/IeHUSI B CU/Ty HOBOI KOHQOUIypaLumn 1 3aHECEHNS] HACTPOEK B 9HEPTOHE3aBNCUMYIO NaMSITh
HaXKMUTE KHOMKY «MpUMEHNUTb». 151 OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMEHA».
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410 MeHw «Cuctema»

B MeHI0 «CucTeMa» BbINOHATCA HACTPOIKN CUCTEMbI, BDEMEHU, AOCTYNA K YCTPOACTBY MO pa3iNyHbIM
NpOTOKOMaM, MPOM3BOANTCS CMEHA Napoist U 0GHOB/IEHNE NPOrPaMMHOr0 06ecneyeHunst yCcTpoiicTaa.

4.10.1 NopgmeHo «O6HOBNEHME MO ycTpoicTBa»

MoameHto «O6HOBNeHue MO ycTpoiicTBa» NpeaHasHaYeHo A/1s 06HOB/IEHUS NPOrPaMMHOro o6ecneyeHns

yCTpOWCTBa.

\ Dy {-: LTG x

MoHWTopUHr Radio VAP

AP

OBHoenekke NO yeTpodcTEa »
Kardomrypaima

epeIapYIa
Mapone
AypHan

Data v epemA

WOP-20L

CeTesbie HECTRORIK BwelliHve cepevck Cucrema - {Bhixon,

AKTHEHaRA Bepcus [0
PezepaHan sepous MO o CHenats STiaHo

AxmyansHan sepeur MO docmynHa no adpecy: hilp Heaitex-co rusuppori/downioads/

Pain obHopneHws NO BriGepure ghaiin | Paiin He Buibpax

« AKmusHasi sepcusi 10 — Bepcus NporpaMmMHOro o6ecneyeHmns, ycTaHOB/IEHHOTO Ha YCTPOMCTBE,
pa6oTatoLias B AaHHbIA MOMEHT;
+ PesepsHas sepcus 1O — Bepcusa NporpaMMHOro 0b6ecneyvyeHunsi, yCTaHOB/IEHHOIO Ha YCTPOICTBE, Ha
KOTOPYH MOXHO NepekntiounTbes 6e3 3arpysku taiina MNo;
+ Cdennamb akmusHoU — KHOMKa, N03BONAOLWANA caenaTb pe3epBHyto Bepcuto MO akTUBHOM, ANs
3TOro nNoTpebyeTtcs nepesarpyska ycTporictea. AKTuBHas Bepcus MO B 3TOM ciyyae cTaHeT

pe3epBHO.

O6HoBNeHKE nporpaMmmMmHoro obecneyeHus

3arpysuTte cpaiin MO c caunta htip://eltex-co.ru/support/downloads/ n coxpaHuTe ero Ha komnbtoTepe. MNocne
3TOr0 HAXMUTE KHONMKY «BblbepuTe dain» B none dadsn o6HosneHuUs1 N0 n ykaxuTe nyTb K dhaiiny MO B

hopmare .tar.gz.

[ns 3anycka npotiecca 06HOBMNEHUS] HEOGXOAMMO HaXXaTb KHOMKY «3anycTuTb 06HOBNEHMEY. [TpoLecc
06HOBMEHNS 3aiiMET HECKO/IbKO MUHYT (0 ero TeKyLLeM cTaTyce 6yeT ykasaHo Ha CTPaHuLE), Moc/ie Yero
YCTPOIACTBO aBTOMATMUYECKM Nepesarpy3nTcs.

© He otkniovaiite nuTaHMe yCTPOICTBA 1 He BLINOMHANTE ero nepesarpy3sky B npoLecce 06HOBNEHUS

Mno.
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4.10.2 MopgmeHto «KoHGurypaums»

B noameHo «KoHpurypaums» BbINOMHAETCA COXPaHEHVEe 1 0OHOBNIEHME TekyLeli KOHUrypaumu.

WOP-20L
MOHUTOpHHT Radio VAR WDS Ceteasie HECTPONKIA BHewlH e cepalicel Cucrema | -
JGHoEMEHWe MO yoTROACTES Mony4uTs apxue KOHgUrYpagum * CreriaTh
C YCTpOWMCTEa
Kondmrypauus »
3arpysuTe apXUB KOHDUrYpaLMI Brifepute chain | Bain He saibpad
Mepeaarpyaka HA YCTPOWCTBO

2 =
CHpoc Ha 53B0CKME HACTPORKA & CoxpaHiTe napameTpL! 4OCTYNa

WypHan

MNonyyeHne koHdbUrypaumm

UTO6bI COXPaHUTL TEKYLLYH KOH(MIypauuo YCTPOCTBa Ha JIOKasIbHbIA KOMMbIOTEP, HXKMUTE KHOMKY
«CKavaTb».

O6HoBNeHMEe KOHJMIypaumm

[ns 3arpy3ky cOXxpaHeHHOro Ha JI0KaJlbHOM KOMMbloTepe dhaiina KoHUrypauum NCnosb3yeTcsa MyHKT
«3agpy3umsb apxus KoHguaypayuu Ha ycmpolcmso». Jnsi 06HOBIEHUSA KOHUIypaLmm YCTPOCTBA HAXXMUTE
KHOMKY «BblGepuTe chaiiny, ykakute dhaiin (B hopmarte .tar.gz) n HaOXmMuUTe KHOMKY «3arpy3unTb chaiini».
3arpyxeHHas KoHurypauusa npuMmeHseTca aBToMaTnyeckn 6e3 nepesarpysku ycTpoicTsa.

C6poc ycTpoitcTBa Ha 3aBOACKME HACTPONKM

UT0o6bI cAenatb cOpOC BCEX HACTPOEK YCTPOINCTBA HA CTaHA4AaPTHbIE 3aBOACKNE YCTAHOBKM, HOKMUTE KHOMKY
«Cbpoc». Ecnn aktnBmposaH donar «CoxpaHuTb napamMeTpbl 4OCTynay, To Oy4yT COXpPaHeHb! Te napameTpbl
KOHdUrypaumm, KoTopble OTBeYatoT 3a A0CTYN K YCTPOICTBY (HacTpolika IP-aapeca, HacTpolikvi gocTyna no
Telnet/SSH/SNMP/Netconf/Web).
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4.10.3 MopgmeHto «Mepesarpyska»

[lna nepesarpy3kn yCTpoCTBa HAXKMUTE Ha KHOMKY «[lepesarpyskax. MNpouecc nepesanycka ycTpoliicTsa
3aHVMaeT NPUMEPHO T MUHYTY.

ELTEX  wWoP-20L

MoHWUTOoDWHT Radio VAP wos CeTasble HECTPOWKK BrelwHve cepBrch Cucrema u - {Bhixog,

OBhoBreHne MO yeTpoiicTea Mepesarpyaka yeTpoAcTEa 2 Nepesarpyaka

Handurypadmnn

Mepesarpyaka »
MNapone
HypHan

Jara n Bpama

4.10.4 TMopmeHto «Maposnb»

Mpw Bxoge yepes web-uHtepdeiic agMmHucTpaTop (Naponb No yMmonyaHuio: password) MMeeT No/HbIA AocTyn
K YCTPOIACTBY: YTEHME 1 3aMNUCH J1H0ObIX HACTPOEK, MOJHbIA MOHUTOPUHI COCTOSIHNS YCTPOICTBA.

[nsi cMeHbl Napons BBeAUTE HOBbIV Naposib cHavana B nose «Maponby, 3atem B nosne «MoarsepxaeHne
napons» N HaXMUTe KHOMKY «IMpuMeHUTb» 19 COXpaHeHUA HOBOIO Naposis.

neELTEX  woP-20L

MoHWTODUH Radio VAP WDSs CeTepble HACTRORKK BreluHWe cepalckl Cuerema - {BEIXCA)
QOfnoanedne MO yoTpoRcTea Mapons &
KoHdgurypaumMa MoaTEepHOEHKE Napony 0

Mapeaarpyaka

Napone »

HypHan

Data u spems
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4.10.5 MopmeHo «KypHan»

MNMoameHto «KypHan» npefHa3Ha4yeHo A/18 HaCTPOWKN BbIBOA4A Pa3HOro poja O0TN1af0uHbIX COOOLLEeHNIA
CUCTEMbI B LiefIAX 06HapYy>XeHunst NpuymH npobnem B paboTe ycTpoincTaa.

PWELTEX  woP-20L
MaoHWuToRHHT Radio VAP WDs CeTesnie HECTROREN BrewHWa cepBlchl Cncrema W -
O6osnesme MO yorpoiicTea Pexom Cepeep u chaitn h4
HEpWrypadla Anpec Syslog-cepaspa syslog sanvel
Mepeaarpyaka Mopr Syslog-cepeepa 514
MNapane Paauep chaiina, Knbk 1000
HypHan »
X OTmena
[ara v apama

* Pexum — pexum paboTbl Syslog-areHTa:

* Jloka/ibHbIU thali/l — HpopMaLUs XypHasia COXpaHAeTCs B IOKa/IbHOM oaitnie n AoCTynHa B

web-nHTepdelice ycTpoiictea Ha BKnagke «MoHuTopuHr/XKypHas cobbITnin,
+ Cepsep u ¢halin — nHgopmauus XypHana oTnpaBnsieTca Ha yaasieHHblin Syslog-cepsep u
COXPaHsieTcs B NIOKa/IbHOM chaline.
+ Adpec Syslog-cepsepa — IP-agpec nnv gomeHHoe nms Syslog-cepeepa;
* opm Syslog-cepsepa — NopT ANst BXoAsLLMX coobueHunii Syslog-cepsepa (no ymonuaxuto 514,
[lOoNyCTUMble 3HaYeHust 1-65535);

* Pasmep ¢palina, Kb — makcuMasnbHbIi pasmep gpaiina xypHana (gonyctumMble 3HadeHus 1-1000 kB).

[N BCTYNNEeHWs B CUNYy HOBOI KOHCOUIypaummn 1 3aHECEHUSI HACTPOEK B SHEPTOHE3ABNCUMYIO NaMsITh
HaXKMUTE KHOMKY «[pUMEHUTL». N5 OTMEHbI U3MEHEHWI HAXKMUTE KHOMKY «OTMEeHay.
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4.10.6 MopgmeHio «[ata n Bpems»

PykoBoacTBo no akcnyatauun WOP-20L

B noameHio «/lata u BpeMsi» MOXHO HACTPOUTb BPEMSI BPYUHYH W/IM C MOMOLLbH NPOTOKO/1a CUHXPOHM3aLMN

BpemeHn (NTP).

4.10.6.1 BpyuyHyto

neELTEX

MOHUTODUH Radio VAP

Obhopnedne MO ycTpoRcTea

Horgurypayua

Nata u Bpems >

WOP-20L

Pexium
fara u Bpems yCTpoicTRa
Yacosoh nosc

BK”"OL.\“TU nepexod Ha neTHee
BpemA

I'Iepexc,:l Ha NeTHee BpemMA
Mepexon Ha sSMMHEs Bpems

COBMr BpeMeHl (MHH. )

WDS CeTenble HACTPORIK BrallHne coparuckl

® BpyuHyr

Cucrama

0 NTP cepeep

08.02.2023 12:10:38 | # PanasTvpoeaTs

Mociea, Poccia

{qe salfpano) (He sbiSpako)

(Me snifpano) (He epiBpano)

60

(He anifpann)

(He apifipara)

- 1 -

B -

+ [ama u spemsi ycmpolicmsa — fata 1 BpeEMS Ha YCTPOIWCTBE B AaHHbIN MOMeHT. Ecnu TpebyeTcs

KOPPEKLUS, HXKMUTE KHOMKY «PeflakTpoBaTh».
- [ama, sBpems — 3aaaiiTe TEKYLLYIO AaTy U BPEMS UIM HAXXMUTE KHOMKY «Tekyllas aata u Bpemsi»
ANt yCTaHOBKM BpeMeHu MK Ha ycTpoiicTeo.

+ Yacosol nosic — no3BonsieT YCTaHOBUTb 4aCcoBOW NOSIC B COOTBETCTBMM C GAMKANLLIMM ropogom B

BallemM permoHe U3 3agaHHoro Crimcka.

* Bk/to4ums nepexod Ha iemHee BpeMsi — Npw YCTaHOB/IEHHOM hniare nepexoq, Ha ieTHee/3MMHee
Bpemsi 6y1eT BbINOHSATLCS aBTOMATUYECKN B 3a4aHHbIi Nepuog, BpeMeHMU:
« [Mepexod Ha iemHee BpeMsi — [ieHb U BPEMS, Koraa 6yeT BbiNO/HATLCA NEPEXOA Ha NleTHee

Bpemsi.

+ [Mepexod Ha 3uMHee BpeMsi — AeHb 1 BPeMms, Koraa GyaeT BbINOMHATLCSA Nepexo Ha 3uMHee

Bpemsi.

+ CoBue BpemeHu (MUH.) — Nepuog, BpeMeHN B MUHYTaXx, Ha KOTOPbII BbINOMHAETCA CABUT BPEMEHM.
MoxeT npuHmMmathb 3HavyeHme oT 0 4o 720 MuH.
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PykoBoacTBo no akcnyatauun WOP-20L

,ELTEX

CBroanadme MO yeTpoAcTEa
KoHtburypauua
Mepesarpyaxa

Mapone

Mypran

[ara i apems »

WOP-20L

Pexum
[Oata w BpamA ycTpoicTea

NTP cepaep
HacosoR noac

BrniodnTe Nepexon Ha netTHee

BpEMA

Mepexog Ha NeETHee BpaMA
lMepexon Ha aMmHes BpemA

COBur BpeMeH i (MIH . )

Cuctema

' Bpyusyio @ NTF cepeep
08,02 2023 12:11:16
pool.ntp.org
Mockea, Pococua
(He eniBpano) (ke exibparo)
(He enibpaHo)

(He apibpara)

60

(He ssifparo)

(He asiBpaHo)

B

B - -

+ [lama u spemsi ycmpolicmsa — fata u BpeMsi Ha yCTPONCTBE B AaHHbIA MOMEHT.
* NTP cepsep — IP-agpec/noMeHHOe NMSA cepBepa CUHXPOHMU3aLUMn BpeMeHn. Bo3aMOXHO 3a4aTtb agpec
NN BblIGpaTb N3 CYLLECTBYIOLLENO Crncka.
+ Yacosol rnosic — no3BOMSET YCTAHOBUTb YaCOBOW MOSC B COOTBETCTBUMN C GAVKAALLMM FOPOAOM B
BalleM pervoHe 13 3afaHHoro crnmcka.
* Bk/rouums nepexod Ha siemHee speMsi — Mpu YCTaHOB/IEHHOM piare nepexos Ha /ieTHee/31MHee
BpeMsi OyAeT BbINO/HATLCSA aBTOMAaTUYECKN B 3a,aHHbIV NepUOL BPEMEHN:
*+ [Nepexod Ha iemHee BpeMsi — AeHb 1 BpeMs, koraa OyaeT BbINOHATLCA Nepexos Ha fieTHee

BpeMSi.

* [Mepexod Ha 3umHee BpeMsi — [ileHb 1 BpeMsi, Koraa 6yaeT BbINoMHATLCS Nepexoq Ha 3uMHee

BpeMSI.

« COBuU2 BpeMeHU (MUH.) — Nepuof, BpeMeHn B MUHYTaX, Ha KOTOPbI BbINOMHAETCS CABUTM BPEMEHW.
MoxeT npuHumartb 3HavyeHue oT 0 go 720 muH.

[N BCTYNNeHns1 B CUy HOBO KOHCOUIypaLmMmn 1 3aHECEHUST HACTPOEK B SHEPTOHE3ABMNCUMYIO NaMsiTh
HaXKMUTE KHOMKY «[IpuMeHUMb». O OTMEHbI UBMEHEHUIA HAXXMUTE KHOMKY «OmmeHa».
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PykoBoacTBo no akcnyatauun WOP-20L

5 YnpaBneHue ycTponcTBOM C NOMOLLbK KOMaHAHOW CTPOKU

© [ns 0TO6paKEHUS MEIOLLIMXCS HACTPOEK OMNpPeaeNeHHOTo pasAena KOH(UIypaumm BBeauTe KoMaHay
show-config.
[ns nonyyeHusa nogckaskn 0 TOM, Kakoe 3HaYeHre MOXET NPUHUMATbL TOT WU MHOWN napameTp
KOHCDUIypaLmm ycTpoIicTBa, HaXXMITe codeTaHue Knasui (B aHrnuiickoii packnaake) — [Shift + ?].
[na nonyyeHns cnmcka napameTpoB, 4OCTYMHLIX A1 peAakTMpoBaHUA B JaHHOM pasferne
KOHpurypaumm, HaxmuTe knasuwy Tab.
[na coxpaHeHua HACTPOeK BBEAUTE KOMaHAYy save.
[ns nepexoga B npeablayLUnii pasgen KoHurypaummn BeegmTe kKomaHay — exit.
[na nepexosa B KOPHEBOI pasfen seeauTe KomaHay end.

5.1 MopgkntoyeHne K ycTponcTay

Mo ymonyanuto yctpoiictBo WOP-20L HacTpoeHo Ha nonydeHve agpeca no DHCP. Ecnn 3Toro He Npoun3oLusio,
MOAK/THUNTLCA K YCTPOCTBY MOXHO MO 3aBOACKOMY IP-agpecy.

© 3asopckoii IP-agpec yctpolictea WOP-20L: 192.168.1.10, macka nogcetu: 255.255.255.0.
MoaxnYeHne K yCTPOICTBY ocyLlecTBAsieTcs ¢ nomoubio SSH/Telnet:

ssh admin@<IP-aapec ycTpoiicTBa>, Aanee BBOAUM Napo/ib

telnet <IP-agpec ycTpoiicTBa>, BBOAVM JIOTMH U Naposib
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PykoBoacTBo no akcnyatauun WOP-20L

5.2 HacTtpoiika ceTeBbIX NapameTpoB

HacTpoiika cTaTM4ecKux ceTeBbIX MapamMeTpoB TOUKU AocTyna

WOP-20L(root):/# configure

WOP-20L(config):/# interface

WOP-20L(config):/interface# bro

WOP-20L(config):/interface/br0# common

WOP-20L(config):/interface/br0/common# static-ip X.X.X.X (rae X.X.X.X — IP-agpec WOP-20L)
WOP-20L(config):/interface/br0/common# netmask X.X.X.X (rze X.X.X.X — macka noacetn)
WOP-20L(config):/interface/br0/common# dns-server-1 X.X.X.X (rae X.X.X.X — |P-agpec dns-cepsepa Nol)
WOP-20L(config):/interface/br0/common# dns-server-2 X.X.X.X (rae X.X.X.X — |P-agpec dns-cepsepa No2)
WOP-20L(config):/interface/br0/common# protocol static-ip (n3veHeHve pexunma paboTsl ¢ DHCP Ha Static-
IP)

WOP-20L(config):/interface/br0/common# save (coxpaHeHve HacTpoek)

AoGaBneHwe CTaTU4YeCKOro mapupyrta

WOP-20L(config):/interface/br0/commont# exit

WOP-20L(config):/interface/br0# exit

WOP-20L(config):/interface# exit

WOP-20L(config):/# route

WOP-20L(config):/route# add default (rae default — HazBaHve mapipyTa)

WOP-20L(config):/route# default

WOP-20L(config):/route/default# destination X.X.X.X (rae X.X.X.X — IP-agpec cetn nnm y3na HasHa4yeHus,
A5 MapLipyTa no ymonyaHumio — 0.0.0.0)

WOP-20L(config):/route/default# netmask X.X.X.X (rae X.X.X.X — macka ceTv HasHa4yeHus, 4/19 MapLupyTa no
ymo4aHumo — 0.0.0.0)

WOP-20L(config):/route/default# gateway X.X.X.X (rge X.X.X.X — |P-agpec wo3a)
WOP-20L(config):/route/default# save (coxpaHeHve HacTpoek)

HacTpolika nonyyeHus ceTeBbIX NapameTpoB no DHCP

WOP-20L
WOP-20L
WOP-20L
WOP-20L
WOP-20L
WOP-20L

root):/# configure

config):/# interface

config):/interface# bro

config):/interface/brO# common
config):/interface/br0/common# protocol dhcp
config):/interface/br0/common# save (coxpaHeHne HacTpoek)

—~ o~ o~~~ — —
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5.2.1 HacTpoiika ceTeBbIx NapaMeTpoB C MOMOLLbIO YTUINTLI set-management-vlan-mode

HeTternpoBaHHbIii gocTtyn

[MonyyeHne ceTeBbIX HACTPOeK Mo DHCP:

WOP-20L(root):/# set-management-vlan-mode off protocol dhcp

Cratn4yeckue HaCTQOVIKM:

WOP-20L(root):/# set-management-vlan-mode off protocol static-ip ip-addr X.X.X.X netmask Y.Y.Y.Y
gateway Z.Z.Z.Z (rae X.X.X.X — cTatnyeckuii IP-agpec, Y.Y.Y.Y — Macka noacetn, Z.Z.Z.Z — L/03)

Aoctyn uepes VLAN ynpaBneHus B pexume Terminating

MMonyyeHne ceTeBbIX HACTPOeK Mo DHCP:

WOP-20L(root):/# set-management-vlan-mode terminating vlan-id X protocol dhcp (rge X — VLAN ID,
MCNO/b3yeMblil ANs AOCTyna K yCTPOCTBY. BO3MOXHbIe 3HaYeHUst: 1-4094)

Cratnyeckme HacTpOIiKK:

WOP-20L(root):/# set-management-vlan-mode terminating vlan-id X protocol static-ip ip-addr
X.X.X.X netmask Y.Y.Y.Y gateway Z.Z.Z.Z (rze X — VLAN ID, ucnosns3syemslii 415 AOCTyNa K YyCTPONCTBY,
BO3MOXHbIE 3HaueHust: 1-4094; X.X.X.X — cTartnyeckuii IP-agpec; Y.Y.Y.Y — macka noacetu; Z.Z.Z.Z — Lu/103)

[ocTtyn uepes VLAN ynpaBneHus B pexume Forwarding

[NonyyeHune ceTeBbIX HACTPoekK o DHCP:

WOP-20L(root):/# set-management-vlan-mode forwarding vlan-id X protocol dhcp (rze X — VLAN ID,
MCMNONb3yeMbIli AN1A AOCTYNa K YCTPONCTBY. BO3MOXHbIE 3HAYEHMSA: 1-4094)

Cratnyeckme HaCTPONKu:

WOP-20L(root):/# set-management-vlan-mode forwarding vlan-id X protocol static-ip ip-addr
X.X.X.X netmask Y.Y.Y.Y gateway Z.Z.Z.Z (rge X — VLAN ID, ncrnosib3yemblii Ans A0CTyna K YyCTPONCTBY,
BO3MOXHbI€ 3HAUeHUsT: 1-4094; X.X.X.X — cTatmyeckuii IP-agpec; Y.Y.Y.Y — macka noaceTtu; Z.Z.Z.Z — Lit03)

3aBeplueHue U coxpaHeHue HaCTpPoeK

WOP-20L(root):/# save (CoxpaHeHne HacTpoek)
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5.2.2 Hacrtpoiika ceTeBbIx napameTpos IPv6

© Mo ymonuaHuio AOCTYN K YCTPOWCTBY MO NPOTOKOY IPV6 Ha TOUke AOCTYna OTK/IHOUEH.

BK/loueHue goctyna K yCTpoicTByY No NpoTokosny IPv6e

WOP-20L
WOP-20L
WOP-20L
WOP-20L
WOP-20L
WOP-20L
DHCP)
WOP-20L(config):/interface/br0/common/ipv6# enabled true (Bk/1t04eHne fOCTyNa K YCTPOUCTBY M0
npotokony IPv6. s Bbiko4eHUs BeeaunTe false)

WOP-20L(config):/interface/br0/common/ipv6# save (CoxpaHeHne HacTpoek)

root):/# configure

config):/# interface

config):/interface# bro

config):/interface/br0# common

config):/interface/br0/commont# ipvé

config):/interface/br0/common/ipvé# protocol dhcp (nosnyueHve cetesbix napameTpos IPv6 no

—_— e~~~ —~ —~
_ = = =

HacTpolika cTaTudueckux ceTeBbiX MapaMeTpoB IPv6 TOUKU AocTyna

WOP-20L(root):/# configure

WOP-20L(config):/# interface

WOP-20L(config):/interface# bro

WOP-20L(config):/interface/br0# common

WOP-20L(config):/interface/br0/common# ipvé

WOP-20L(config):/interface/br0/common/ipv6# address XXXX:XXXX:XXXX:XXXX:XXXX:XXXX:XXXX:XXXX (rze
XXXXXXXX XXX XXXXXXXKXXXXXXXXXXXX — cTaTruyeckuin IPve-aapec ycTpoictea WOP-20L)
WOP-20L(config):/interface/br0/common/ipv6# address-prefix-length X (r1e X — npedhukc crarmyeckoro IPv6-
agpeca. lNMpuHnmaeT 3HavyeHne ot 0 4o 128. Mo ymonyaHunio — 64)
WOP-20L(config):/interface/br0/common/ipv6# gateway XXXX:XXXX:XXXX:XXXX::/64 (ykazbiBaeTcs |Pv6-
npedomkc, Hanpumep 3211:0:0:1234::/64)

WOP-20L(config):/interface/br0/common/ipv6# dns-server-1 XXXX:XXXX:XXXX: XXXX:XXXX:XXXX:XXXX:XXXX/
Y (rae XXXX:XXXXXXXXXXXX XXX XXXX:XXXX:XXXX/Y — IPv6-agpec DNS-cepeepa Nel ¢ npedukcom)
WOP-20L(config):/interface/br0/common/ipv6# dns-server-2 XXXX:XXXX: XXXX: XXXX:XXXX:XXXX:XXXX:XXXX/
Y (rae XXXX:XXXXXXXXXXXX XXX XXXX:XXXX:XXXX/Y — IPv6-agpec DNS-cepeepa No2 ¢ npedukcom)
WOP-20L(config):/interface/br0/common/ipvé# protocol static-ip (Bk/il0ueHne ncnosb30BaHns cTaTnyeckmnx
ceTeBbIX IPv6 MapamMeTpoB. [/1s1 NoNy4eHns ceTeBbIX NapameTpoB IPv6 no DHCP BBeanTe dhcp)
WOP-20L(config):/interface/br0/common/ipv6# enabled true (Bk/1l04eHne JOCTyNa K YCTPOUCTBY MO
npotokosny IPv6. Ans BbikntoveHns seegute false)

WOP-20L(config):/interface/br0/common/ipv6# save (CoxpaHeHne HacTpoek)

DR R P
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HacTtpoiika napameTpoB AocTyna no npoTtokony IPvé

WOP-20L
WOP-20L
WOP-20L
WOP-20L

root):/# configure

config):/# interface

config):/interface# bro

config):/interface/brO# common

WOP-20L(config):/interface/br0/common# ipvé

WOP-20L(config):/interface/br0/common/ipv6# access-rules (nepexos B pasaes HacTpoek A0CTyna)
WOP-20L(config):/interface/br0/common/ipv6/access-rulesi# telnet false (rze false — orpaHnyeHvie gocryna
no npotokony TELNET K yCTPOIACTBY MO ero IPv6-aapecy. [JaHHas HacTpoiika pacnpoCTPaHsIeTcs TOMbKO Ha
NoAKNHYEHME K YCTPOMCTBY NO IPv6, AOCTYN NO IPv4 OCTAHETCS, €CIN HE GbI/I0 NPOU3BEAEHO
COOTBECTBYHLLEN HACTPONKM NO 3anpeTy B pa3aene ansd IPv4, [Insi CHATUSI OrpaHnMJeHns BBeauTe true)
WOP-20L(config):/interface/br0/common/ipv6/access-rules# save (CoxpaHeHne HaCTpPOeK)

—~ o~ o~~~ — —

AHaNOrM4yHO OrpaHNYeHnIo A0CTyna K yCTPoicTBy no npotokony TELNET MOXHO orpaHnymMTb BO3MOXHOCTb
NOAK/YEHMs K YCTpoiicTBy no ero IPvé-agpecy no npotokonam: SSH, SNMP, NETCONF, web, web-HTTPS.
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5.3 HacTtpoiika BupTyanbHbix Touek goctyna Wi-Fi (VAP)

Mpun HacTpolike VAP cnegyet NOMHUTb, YTO Ha3BaHWe MHTepdpelicoB B AnanasoHe 2.4 Ty HaunHaeTcs ¢
wlan0, B gnanasoHe 5 'y — wlan1.

Tabnuua 6 — KomaHgp! 4N HaCcTpoiikn pexmnma 6esonacHoctn Ha VAP

Pexum 6e3onacHoOCTU KomaHpga pns HacTpovikn pexuma 6e30nacHoCTu
Be3 napons security-mode off

WPA security-mode WPA

WPA2 security-mode WPA?2

WPA/WPA?2 security-mode WPA_WPA2

WPA-Enterprise security-mode WPA_1X

WPA2-Enterprise security-mode WPA2_1X

WPA/WPA2-Enterprise security-mode WPA_WPA2_1X

Hwxe npeactaBneHbl npuMepbl HACTPOLikn VAP ¢ pa3nnyHbiMu pexmmammn 6esonacHocty ans Radio 5Ty,
(wlan1).

5.3.1 Hactpolika VAP 6e3 wndpoBaHus

CospgaHue VAP 6e3 wuncpoBaHus

WOP-20L
WOP-20L
WOP-20L
WOP-20L
WOP-20L
WOP-20L
WOP-20L
WOP-20L
WOP-20L
WOP-20L

root):/# configure

config):/# interface

config):/interface# wlanl-va0

config):/interface/wlanl-va0O# vap

config):/interface/wlanl-va0/vap# ssid 'SSID_WOP-20L_open' (13veHeHne nmenn SSID)
config):/interface/wlanl-va0/vap# security-mode off (pexviv wndposanus off — bes napons)
config):/interface/wlanl-va0/vap# exit

config):/interface/wlanl-va0# common

config):/interface/wlanl-va0/common# enabled true (Bk/1t0ueHVIe BUPTYa/IbHOM TOYKN AOCTYMA)
config):/interface/wlanl-va0/common# save (coxpaHeHve HacTpoek)

e~~~ o~~~ o~~~ —~ —
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5.3.2 Hacrtpoiika VAP c pexvumom 6e3onacHoctn WPA-Personal

Co3spgaHune VAP ¢ pexumom 6e3onacHocTtu WPA-Personal

WOP-20L
WOP-20L
WOP-20L
WOP-20L

root):/# configure

config):/# interface

config):/interface# wlanl-va0

config):/interface/wlan1-va0O# vap

WOP-20L(config):/interface/wlan1-va0/vap# ssid 'SSID_WOP-20L_Wpa2' (n3veHeHve nmveHn SSID)
WOP-20L(config):/interface/wlan1-va0/vap# security-mode WPA_WPA2 (pexumv wngposanus — WPA/WPA2)
WOP-20L(config):/interface/wlan1-va0/vap# key-wpa password123 (k/1104/Naposib, He0BXoANMbIA A5
NOAKMIOYEHMSA K BUPTYasIbHOWM TOUKe AocTyna. [AnnHa Kn4va Ao/mkKHa CoCTaB/saATb OT 8 0 63 CUMBOJI0B)
WOP-20L(config):/interface/wlanl-va0/vap# exit

WOP-20L(config):/interface/wlan1-va0# common

WOP-20L(config):/interface/wlan1-va0/common# enabled true (Bk/1t0ueHVIEe BUPTYa/IbHOM TOUKN AOCTYNA)
WOP-20L(config):/interface/wlan1-va0/common# save (coxpaHeHve HacTpoek)

—_— e~~~ —~ —~
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5.3.3 Hactpolika VAP c Enterprise-aBTopusauueli

Co3spgaHune VAP c pexumom 6e3onacHoctu WPA2-Enterprise c nepMoguyeckoin oTrnpasKoii
aKkayHTUHra Ha RADIUS-cepBep

WOP-20L(root):/# configure

WOP-20L(config):/# interface

WOP-20L(config):/interface# wlan1-va0

WOP-20L(config):/interface/wlanl-va0# vap

WOP-20L(config):/interface/wlan1-va0/vap# ssid 'SSID_WOP-20L_enterprise' (13vieHeHne nmenn SSID)
WOP-20L(config):/interface/wlan1-va0/vap# security-mode WPA_WPA2_1X (pexxum LuidposaHmns — WPA/
WPA2-Enterprise)

WOP-20L(config):/interface/wlanl-va0/vap# radius

WOP-20L(config):/interface/wlan1-va0/vap/radius# domain root (rze root — foMeH Mo/sib30BaTess)
WOP-20L(config):/interface/wlanl-va0O/vap/radius# auth-address X.X.X.X (rge X.X.X.X — |IP-agpec RADIUS-
cepsepa)

WOP-20L(config):/interface/wlan1-va0/vap/radius# auth-port X (r1e X — NopT RADIUS-cepBepa, KOTopbIi
NCMosb3yeTcs A/is ayTeHTUdmkauum n aBTopmsaumn. no ymonyaHumio: 1812)
WOP-20L(config):/interface/wlanl-va0/vap/radius# auth-password secret (rze secret — naposi 15 RADIUS-
cepBepa, UCnosiblyeMoro Ana ayTeHTudmkaumm n asTopusanmnm)
WOP-20L(config):/interface/wlanl-va0/vap/radius# acct-enable true (Bk/it0ueHne OTrpaBky COOBLLEHNI
«Accounting» Ha RADIUS-cepBep. Mo ymonyaHuto: false)

WOP-20L(config):/interface/wlanl-va0/vap/radius# acct-address X.X.X.X (rge X.X.X.X — |IP-agpec RADIUS-
cepBepa, UCrosib3yeMoro A1 akkayHTUHra)

WOP-20L(config):/interface/wlanl-va0/vap/radius# acct-password secret (rje secret — naposib 15 RADIUS-
cepBepa, UCrosib3yeMoro A1 akkayHTUHra)

WOP-20L(config):/interface/wlanl-va0/vap/radius# acct-periodic true (Bk/1l04eHME NePUOANYECKON OTIPaBKM
coobueHuii «Accounting» Ha RADIUS-cepBep. No ymonyaHnuio: false)
WOP-20L(config):/interface/wlan1-va0/vap/radius# acct-interval 600 (nHTepBas OTNPaBkn COOOLLEHNIA
«Accounting» Ha RADIUS-cepBep)

WOP-20L(config):/interface/wlanl-va0/vap# exit

WOP-20L(config):/interface/wlan1-va0# common

WOP-20L(config):/interface/wlan1-va0/common# enabled true (Bk/1t0ueHVIe BUPTYas/IbHOM TOUKN [OCTYNA)
WOP-20L(config):/interface/wlan1-va0/common# save (CoxpaHeHve HacTpoek)

=
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5.3.4 Hactpoiika VAP c nopTtasibHOM aBTopu3auuei

KomaHAb! ANA HACTPOIiKM NOPTasIbHOW aBTOpPM3aLMKn C OTNPaBKOi akkayHTUHra Ha RADIUS-cepBep

WOP-20L(root):/# configure

WOP-20L(config):/# interface

WOP-20L(config):/interface# wlan1-va0

WOP-20L(config):/interface/wlanl-va0O# vap

WOP-20L(config):/interface/wlan1-va0/vap# vlan-id X (rge X — VLAN-ID Ha VAP)
WOP-20L(config):/interface/wlan1-va0/vap# security-mode off (pexviv wncpposanns off — 6e3 napons)
WOP-20L(config):/interface/wlan1-va0/vap# ssid 'Portal_WOP-20L' (n3veHeHve nveHn SSID)
WOP-20L(config):/interface/wlanl-va0/vap# captive-portal
WOP-20L(config):/interface/wlan1-va0/vap/captive-portal# scenarios
WOP-20L(config):/interface/wlan1-va0/vap/captive-portal/scenarios# scenario-redirect

WOP-20L(config):/interface/wlan1-va0/vap/captive-portal/scenarios/scenario-redirect# redirect-url http://
<IP>:<PORT>/eltex_portal/ (ykazartb URL BUpTyasibHOro noprasna)
WOP-20L(config):/interface/wlan1-va0/vap/captive-portal/scenarios/scenario-redirect# index 1
WOP-20L(config):/interface/wlan1-va0/vap/captive-portal/scenarios/scenario-redirecti# virtual-portal-name
default (ykazatb nmsa noptasna. Mo ymondaHuio: default)
WOP-20L(config):/interface/wlanl-va0/vap/captive-portal/scenarios/scenario-redirect# exit
WOP-20L(config):/interface/wlan1l-va0/vap/captive-portal/scenarios# exit
WOP-20L(config):/interface/wlan1-va0/vap/captive-portal# enabled true
WOP-20L(config):/interface/wlan1l-va0/vap/captive-portal# exit

WOP-20L(config):/interface/wlanl-va0/vap# radius

WOP-20L(config):/interface/wlanl-va0/vap/radius# domain root (rze root — [lomeH rnosb3oBaresns)
WOP-20L(config):/interface/wlanl-va0/vap/radius# acct-enable true (Bk/it0oueHne OTrpaBky COOBLLEHNI
«Accounting» Ha RADIUS-cepBep. Mo ymonyaHuto: false)

WOP-20L(config):/interface/wlan1-va0/vap/radius# acct-address X.X.X.X (rge X.X.X.X — IP-agpec RADIUS-
cepBepa, UCrnosb3yeMoro 4J/151 akkayHTUHra)

WOP-20L(config):/interface/wlanl-va0/vap/radius# acct-password secret (rje secret — naposib 15 RADIUS-
cepBepa, UCMnosb3yeMoro 4/ akkayHTUHra)

WOP-20L(config):/interface/wlanl-va0/vap/radius# acct-periodic true (Bk/1l04eHME NepUoOANYECKON OTIPaBKM
coobueHuii «Accounting» Ha RADIUS-cepBep. No ymonyaHnuio: false)
WOP-20L(config):/interface/wlanl-va0/vap/radius# acct-interval 600 (nHTepBas OTNPaBKky COOOLLEHNIA
«Accounting» Ha RADIUS-cepBep)

WOP-20L(config):/interface/wlanl-va0/vap# exit

WOP-20L(config):/interface/wlan1-va0# common

WOP-20L(config):/interface/wlan1-va0/common# enabled true (Bk/10ueHVIe BUPTYas/IbHOWN TOYKN LOCTYMA)
WOP-20L(config):/interface/wlan1-va0/common# save (coxpaHeHve HacTpoek)
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5.3.5 [JononHuTesnbHble HacTpoliku VAP

Ha3HaueHue VLAN-ID Ha VAP

WOP-20L(config):/interface/wlan1-va0/vap# vlan-id X (rae X — Homep VLAN-ID Ha VAP)

BknioueHue pexxuma Band Steer

WOP-20L(config):/interface/wlan1-va0/vap# band-steer-mode true (8 k/1t0ueHve pexvma Band Steer. [11s
oTK/o4eHns Beeaunte false)

BkntoueHue VLAN trunk Ha VAP

WOP-20L(config):/interface/wlanl-va0/vap# vlan-trunk true (B kntoueHve VLAN Trunk Ha VAP. [1na
oTKNtoveHus seeaute false)

BknroueHune General VLAN Ha VAP

WOP-20L(config):/interface/wlanl-va0/vap# general-vlan-mode true (Bx/itoueHne General VLAN Ha SSID. [1715
OTK/Io4YeHNs BBeauTe false)
WOP-20L(config):/interface/wlan1-va0/vap# general-vlan-id X (rae X — Homep General VLAN)

Bbi6op cnocoba npuopuTusaymm

WOP-20L(config):/interface/wlan1-va0/vap# priority-by-dscp false (aHasi13 nproputeta nz nons CoS (Class of
Service) TErMPOBaHHbIX MAKETOB. 3HAYEHME NO YMONYaHWio: true. B 3TOM crlyyae aHannsnpyeTcs
npuopuTet 13 nonsa DSCP 3aronoBka IP-nakeTa)

BkntoueHue pexuma MFP (802.11W)

WOP-20L(config):/interface/wlan1-va0/vap# mfp required (Bk/1t104NTE 3alLUMTy management-kagpoB
(dpeimoB). required — TpebyeTca nogaepxka MFP OT K/IMEHTa, KUMEHTbl 6e3 MFP He cmoryT
noakounTbCA. capable — coBmecTuMo ¢ MFP, KNneHTbl 6e3 nogaepku MFP MoryT nogkitoumtbes. Ans
oTK/Io4YeHns BeeaunTe off)

Bk/oueHue Ucnosib3oBaHus TLS npu aBTopusauuu

WOP-20L(config):/interface/wlanl-va0/vap/radius# tls-enable true (1crionb3oBats TLS npu asTopusaummn. [Ans
oTKNtoveHus seeaute false)
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BKNloUeHue CKpbITOro SSID

WOP-20L(config):/interface/wlanl-va0/vap# hidden true (Bk/itoueHve ckpbiToro SSID. /15 OTK/IHOUEHNS
BeeauTe false)

BknioyeHue nsonaumm KnneHTos Ha VAP

WOP-20L(config):/interface/wlan1-va0/vap# station-isolation true (sx/1t0ueHNe n30NALMA Tpaduka Mexay
KnneHTamu B npegenax ogHol VAP. ina otknoueHns seeaue false)

OrpaHuyeHue KonnyecTea K/IneHTOB Ha VAP

WOP-20L(config):/interface/wlan1l-va0/vap# sta-limit X (rae X — makcrumansHo fonyctumoe Ymcsio
NOAK/IYAEMbIX K BUPTYasIbHOW CETU K/IMEHTOB)

BK/loueHMe pensiMkayum MysibTUKacToBOro Tpacuka Ha VAP

WOP-20L(config):/interface/wlan1-va0/vap# wmf-bss-enable true (Bx/it0ueHve penvkalmmn
MY/ITMKACTOBOro Tpadomka Ha VAP. s oTkntoveHnsa seeante false)

BknroueHue Minimal Signal

WOP-20L(config):/interface/wlan1-va0/vap# minimal-signal -X (rge X — noporosoe 3Ha4yeHne RSSI, npu
[OCTXXEHMN KOTOPOTOo, ToUKa ByaeT oTk/tovaTh kimeHTa ot VAP. MapaMeTp MOXET NpUHMMATb 3Ha4YeHns
0T -100 A0 0)

BknoueHue nepegayn aGoHeHCKoro Tpacmka BHe GRE-TYHHeNs

WOP-20L(config):/interface/wlanl-va0/vap# local-switching true (Bk/toueHve nepegayun aboHEHTCKOro
Tpadmka BHe GRE-TyHHens. Ans oTkaodeHns seeguTe false . 10 yMOI4aHMIO BbIK/THOYEHO)
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HacTpolika orpaHu4eHnsi CKOpocTu

HacTpolika weiinepa B HanpaBJ€HUN OT K/INEHTOB (KaXA0ro B OTAE/IbHOCTU), MOAK/IIOYEHHbIX K
OaHHOW VAP, 10 TOYKM gocTtyna:

WOP-20L(config):/interface/wlanl-va0/vap# shaper-per-sta-rx
WOP-20L(config):/interface/wlan1-va0/vap/shaper-per-sta-rx# value X (rae X — maxkcumasibHas CKopocTb
B KbuTt/c)

WOP-20L(config):/interface/wlan1-va0/vap/shaper-per-sta-rx# mode kbps (Bx/itouerve wennepa. Ans
oTKNtoYeHus seeauTe off)

WOP-20L(config):/interface/wlanl-va0/vap/shaper-per-sta-rx# exit
WOP-20L(config):/interface/wlanl-va0/vap# save (CoxpaHeHVe HacTPOeK)

HacTpolika weiinepa B HanpaBJ€HUN OT TOYKM AOCTYNA A0 KJINEHTOB (KaXXAOro B OTAENbHOCTN),
NOAKNIOYEHHbIX K AaHHOI VAP:

WOP-20L(config):/interface/wlan1-va0/vap# shaper-per-sta-tx
WOP-20L(config):/interface/wlanl-va0/vap/shaper-per-sta-tx# value X (rae X — maxkcumanbHas CKopocTb
B KbuTt/c)

WOP-20L(config):/interface/wlan1-va0/vap/shaper-per-sta-tx# mode kbps (Bk/itoueHve wennepa. s
oTKNtoYeHns seeauTe off)

WOP-20L(config):/interface/wlanl-va0/vap/shaper-per-sta-tx# exit
WOP-20L(config):/interface/wlanl-va0/vap# save (CoxpaHeHVe HacTPOeK)

HacTpolika weiinepa B HanpaBJ€HUU OT K/INEHTOB (B CyMMe), NOAKIOYEHHbIX K JaHHOW VAP, 1,0
TOYKM AocTyna:

WOP-20L(config):/interface/wlanl-va0/vap# shaper-per-vap-rx
WOP-20L(config):/interface/wlan1-va0/vap/shaper-per-vap-rx# value X (rae X — maxkcumasibHasa CKopocTb
B Kbut/c)

WOP-20L(config):/interface/wlan1-va0/vap/shaper-per-vap-rx# mode kbps (Bk/itoueHvie weinepa. 15
oTKNoYeHus seeauTe off)

WOP-20L(config):/interface/wlanl-va0/vap/shaper-per-vap-rx# exit
WOP-20L(config):/interface/wlanl-va0/vap# save (coxpaHeHVe HacTPOeK)

HacTpolika weiinepa B HanpaBJ€HUU OT TOYKN AOCTYyNa A0 K/INEHTOB (B CyMMe), NOAKNKOYEHHbIX K
OaHHOoiA VAP:

WOP-20L(config):/interface/wlanl-va0/vap# shaper-per-vap-tx
WOP-20L(config):/interface/wlanl-va0/vap/shaper-per-vap-tx# value X (rae X — makcymasibHas CKopocTb
B Kbut/c)

WOP-20L(config):/interface/wlan1-va0/vap/shaper-per-vap-tx# mode kbps (Bx/toueHve wennepa. [714
oTKNtoYeHus seeauTe off)

WOP-20L(config):/interface/wlanl-va0/vap/shaper-per-vap-txi exit
WOP-20L(config):/interface/wlanl-va0/vap# save (CoxpaHeHVe HacTPOeK)
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HacTtpoliika 802.11r
[aHHbIli BUA poyMUHTa AOCTYNEH TOMNbKO ANs1 TEX KNIMEHTCKUX YCTPOMCTB, KOTopble noaaepxusatot 802.11r.

PoymuHr 802.11r Bo3mMoxeH Tonbko mexay VAP ¢ pexunmom 6e3onacHocTn WPA2-Personal n WPA2-
Enterprise.

C nHcTpyKumen no HacTpoiike VAP ¢ pexumom 6e3onacHoctn WPA2-Personal n apyrumm

MOXHO 03HaKOMUTLCS B pasgene Hactpoiika VAP ¢ pexvivom 6ezonacHoctn WPA-Personal.

Kaxayto VAP Ha Toukax AoCTyna Hy)XXHO HacTpavBaTb MHAMBUAYanbHO, Hanpumep, TA41(wlan1) - TA2(wlan1),
TA1(wlan0) - TA2(wlan0), T41(wlan1) - TA3(wlan1) n 1. 4.

Hwxe npeactasneH npumep HacTpolikn 802.11r Ha AByX Toukax goctyna: TA41 n TA2.

HacTpoliika 802.11r Ha TA1

WOP-20L(config):/interface/wlanl-va0/vap/ft-config# enabled false
WOP-20L(config):/interface/wlanl-va0/vap/ft-config# r1-key-holder-id E8:28:C1:FC:D6:80 (MAC-azpec VAP.
MOoXHO nocMOTpeThb B BbiBOAe KoMaHbl ifconfig)

WOP-20L(config):/interface/wlan1-va0/vap/ft-config# r0-key-holder-id 12345 (yHyKa/IbHbLIV KITHOY 4715 AaHHOIA
VAP)

WOP-20L(config):/interface/wlanl-va0/vap/ft-config# mobility-domain 100 (fomveH fo/mkeH coBrnagarb Ha
BCTpeYHbIX VAP)

WOP-20L(config):/interface/wlanl-va0/vap/ft-config# mac
WOP-20L(config):/interface/wlanl-va0/vap/ft-config/mac# add E4:5A:D4:E2:C4:B0 (MAC-azpec VAP
NHTepdelica BCTPEUHON Toukn goctyna — T/A2)

WOP-20L(config):/interface/wlanl-va0/vap/ft-config/mac# E4:5A:D4:E2:C4:B0
WOP-20L(config):/interface/wlan1-va0O/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# r0-kh-id 23456 (yHVIKa/IbHBIN
KoY BCTpeyHoi VAP Toukn aoctyna TA2 — r0-key-holder-id)
WOP-20L(config):/interface/wlanl-va0/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# r1-kh-id E4:5A:D4:E2:C4:B0
(MAC-aapec BCTpeuHoi VAP Ha T/[2)
WOP-20L(config):/interface/wlanl-va0/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# r0-kh-key 0102030405060708
(cnyyaiHbIi kaod. He gomkeH coBnaaarthb c rl-kh-key T11, HO 0653aTeNbHO AO/MKEH coBnaaath C r1-kh-key
BCTpeuHon T[2)

WOP-20L(config):/interface/wlanl-va0/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# r1-kh-key 0001020304050607
(cnyyaiHbIi kaod. He gomkeH coBnaaarth ¢ r0-kh-key T[11, HO 0653aTeNbHO AO/MKEH coBnaaath ¢ r0-kh-key
BCTpeuHon T[2)

WOP-20L(config):/interface/wlanl-va0/vap/ft-config/mac/E4:5A:D4:E2:C4:BO# exit
WOP-20L(config):/interface/wlanl-va0/vap/ft-config/mac# exit
WOP-20L(config):/interface/wlanl-va0/vap/ft-config# enabled true (Bk/110ueHVIe paboThl TOUKM AOCTYNA MO
NPOTOKO/Yy 802.11r)

WOP-20L(config):/interface/wlanl-va0/vap/ft-config# save (coxpaHeHne HacTpoek)
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HacTtpolika 802.11r Ha T2

WOP-20L(config):/interface/wlanl-va0/vap/ft-config# enabled false
WOP-20L(config):/interface/wlanl-va0/vap/ft-config# r1-key-holder-id E4:5A:D4:E2:C4:B0 (MAC-azpec VAP.
MoXXHO nocMoTpeThb B BbiBOAe KoMaHbl ifconfig)

WOP-20L(config):/interface/wlan1-va0/vap/ft-config# r0-key-holder-id 23456 (yH/KaIbHLIV KTHOY A5
AaHHoro VAP)

WOP-20L(config):/interface/wlanl-va0/vap/ft-config# mobility-domain 100 (fomveH fo/mkeH coBrnagartb Ha
BCTPEYHbIX VAP)

WOP-20L(config):/interface/wlanl-va0/vap/ft-config# mac
WOP-20L(config):/interface/wlanl-va0/vap/ft-config/mac# add E8:28:C1:FC:D6:80 (MAC-azpec VAP-
NHTepelica BCTPEYHO Toukn aoctyna — T/[1)

WOP-20L(config):/interface/wlanl-va0/vap/ft-config/mac# E8:28:C1:FC:D6:80
WOP-20L(config):/interface/wlan1-va0/vap/ft-config/mac/E8:28:C1:FC:D6:80# r0-kh-id 12345 (yHKa IbHbINA
KMo BCTpeyHow VAP Toukn aoctyna TA1 — r0-key-holder-id)
WOP-20L(config):/interface/wlanl-va0/vap/ft-config/mac/E8:28:C1:FC:D6:80# r1-kh-id E8:28:C1:FC:D6:80
(MAC-agpec BcTpeyHoro VAP Ha TA1)
WOP-20L(config):/interface/wlanl-va0/vap/ft-config/mac/E8:28:C1:FC:D6:80# r0-kh-key 0001020304050607
(cnyyaiHbIi kaod. He gomkeH coBnaaarthb c rl-kh-key T[12, HO 0653aTeNbHO AO/MKEH coBnaaath C r1-kh-key
BCTpeuHon TA1)

WOP-20L(config):/interface/wlanl-va0/vap/ft-config/mac/E8:28:C1:FC:D6:80# r1-kh-key 0102030405060708
(cnyyaiHbIi kaod. He gomkeH coBnaaarthb ¢ r0-kh-key T12, HO 0653aTeNbHO AO/MKEH coBnaaath ¢ r0-kh-key
BCTpeuHon TA1)

WOP-20L(config):/interface/wlanl-va0/vap/ft-config/mac/E8:28:C1:FC:D6:80# exit
WOP-20L(config):/interface/wlanl-va0/vap/ft-config/mac# exit
WOP-20L(config):/interface/wlanl-va0/vap/ft-config# enabled true (Bk/1l0ueHVIe paboThl TOUKK AOCTYNA MO
npoTokosny 802.11r)

WOP-20L(config):/interface/wlanl-va0/vap/ft-config# save (coxpaHeHne HacTpoek)

73



PykoBoacTBo no akcnyatauun WOP-20L

HacTpoliika 802.11k

PoyMuHr no npotokony 802.1Tk MOXET 6bITb OpraHn30BaH Mexay NtobbIMU ceTsamu (OTKpbITble/
LWNppoBaHHbIe). EC/in Ha Touke focTyna HacTpoeHa pabota no npotokosy 802.11k, To npu nogknoueHnn
K/IMeHTa Touka AocTyna nepefaeTt emMy Cr1COK «ApY>XeCTBEHHbIX» TOYEK AOCTYNa, Ha KOTOPbIe K/TIMEHT MOXET
nepeksIynTLCA B NpoLecce poymuHra. Cnucok cogepxut nHcpopmaumo o MAC-agpecax Touek focTyna u
KaHas1ax, Ha KOTOpbIX OHM paboTaroT.

Mcnonb3oBaHue 802.11k N03BONMSET COKPATUTL BPEMS HA MOWCK APYroli CETV NPU POYMUHIE, TaK Kak KIIMEHTY
He HY)XHO NPOM3BOAUTL CKAHMPOBAHME KaHaI0B, HA KOTOPbIX HET AOCTYMHbIX /18 NEPEKOYEHUS LiENEBbIX
Touek gocTyna.

[JaHHbIA BUA, pOyMUHIa AOCTYNEH TOMbKO AN1A TEX KIMEHTCKUX YCTPOCTB, KOTopble nogaepxusatoT 802.11k.

Huxe npeactasneH npumep HacTpolikm 802.11k Ha Touke fOCTyna — COCTaB/IEHNE CMUCKA «APYXECTBEHHbIX»
Touek gocTyna.

HacTpoliika 802.11k

WOP-20L(config):/interface/wlanl-va0/vap/w80211kv-config# enabled false
WOP-20L(config):/interface/wlan1-va0/vap/w80211kv-config# mac
WOP-20L(config):/interface/wlanl-va0/vap/w80211kv-config/mac# add E8:28:C1:FC:D6:90 (r1e
E8:28:C1:FC:D6:90 — MAC-aApec «apy>KECTBEHHOW» TOUKM AOCTYyNa)
WOP-20L(config):/interface/wlanl-va0/vap/w80211kv-config/mac# E8:28:C1:FC:D6:90
WOP-20L(config):/interface/wlanl-va0/vap/w80211kv-config/mac/E8:28:C1:FC:D6:90# channel 132 (rge 132 —
KaHaJs1, Ha KOTOpOM paboTaeT Touvka gocTtyna ¢ MAC-agpecom E8:28:C1:FC:D6:90)
WOP-20L(config):/interface/wlanl-va0/vap/w80211kv-config/mac/E8:28:C1:FC:D6:90# exit
WOP-20L(config):/interface/wlanl-va0/vap/w80211kv-config/mac# add E8:28:C1:FC:D6:70 (r1e
E8:28:C1:FC:D6:70 — MAC-apec «apYy>KECTBEHHOWN» TOUKM AOCTYyNa)
WOP-20L(config):/interface/wlanl-va0/vap/w80211kv-config/mac# E8:28:C1:FC:D6:70
WOP-20L(config):/interface/wlan1-va0/vap/w80211kv-config/mac/E8:28:C1:FC:D6:70# channel 36 (rae 36 —
KaHaJs1, Ha KOTOpOM paboTaeT To4yka aocTtyna ¢ MAC-agpecom E8:28:C1:FC:D6:70)
WOP-20L(config):/interface/wlanl-va0/vap/w80211kv-config/mac/E8:28:C1:FC:D6:70# exit
WOP-20L(config):/interface/wlanl-va0/vap/w80211kv-config/mac# exit
WOP-20L(config):/interface/wlanl-va0/vap/w80211kv-config# enabled true (Bk/it0ueHE PabOThl TOUKM
[0CTyna no NnpoTokosy 802.11Kk)

WOP-20L(config):/interface/wlanl-va0/vap/w80211kv-config# save (CoxpaHeHne HacTpoek)
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5.4 HacTtpoiikn Radio

Ha Radio no ymonyaHuto ncnonb3yeTca aBToMaTuyeckunin Bbibop paboyero kaHana. [ins 1oro 4toobsl
YCTaHOBUTb KaHaus1 BPYUYHYIO U/IM CMEHUTb MOLLHOCTb, UCNOJb3YyiTe criefytoLme KoMaHabl:

CmMeHa pabouyero KaHana u MOLWHOCTY pagnouHTepderica

WOP-20L
WOP-20L
WOP-20L
WOP-20L

root):/# configure

config):/# interface

config):/interface# wlan0

config):/interface/wlan0# wlan

WOP-20L(config):/interface/wlan0/wlan# radio-2g (115 wlanl pa3gen HasbiBaeTcs radio-5g)
WOP-20L(config):/interface/wlan0/wlan/radio-2g# channel X (rie X — HOMep cTartnyeckoro kaHasna, Ha
KOTOpOM 6yaeT paboTaTb TOUKA)

WOP-20L(config):/interface/wlan0/wlan/radio-2g# auto-channel false (oTk/1l04eHNEe aBTOBLIOOPA KaHana.
[ns BkIYeHNs BBeauTe true)

WOP-20L(config):/interface/wlan0/wlan/radio-2g# use-limit-channels false (oTk/1104eHVE YCNOIL30BaHNSA
orpaHMYeHHOro cnucka kaHasnos. [Ans BKNYeHUs BBeanTe true)
WOP-20L(config):/interface/wlan0/wlan/radio-2g# bandwidth X (rae X — wupuHa kaHana. lNapamveTp Moxet
npuHUMaTh 3HadveHune: ans Radio 1: 20, 40; Radio 2: 20, 40, 80)
WOP-20L(config):/interface/wlan0/wlan/radio-2g# tx-power X (e X — YpoBeHb MoLHoCTL B ABM. MNapameTtp
MOXET NMpUHUMaTh 3HadeHue: ona Radio 1: 8-16 Abm; 4114 Radio 2: 11-19 abm)
WOP-20L(config):/interface/wlan0/wlan/radio-2g# save (coxpaHeHne HacTpoek)

—_— e~~~ —~ —~
_ = = =

© Cnucku AOCTYNHbIX KAHANIOB
Ana Radio 2.4 [Ty ansa BbIGOpA AOCTYMHbI CQIeAYIOUMNE KaHAJIbI:
* npu wupuHe kaHana 20 Mruy;: 1,2, 3,4,5,6,7,8,9,10,11,12,13.
* Mpu wupuHe kaHana 40 MIu;
+ ecnu «control-sideband» = lower: 1,2, 3,4, 5,6, 7, 8, 9.
+ ecnu «control-sideband» = upper: 5,6,7,8,9,10,11, 12, 13.

Ana Radio 5 'y, anAa BbIGOpa AOCTYNHbI CAeAYIOWNE KaHa/bI:
* npv wnpuHe kaHana 20 MIry;: 36, 40, 44, 48, 52, 56, 60, 64, 132, 136, 140, 144, 149, 153,157, 161,
165.
* Mpu wupuHe kaHana 40 Mlu;
« ecnun «control-sideband» = lower: 36, 44, 52, 60, 132, 140, 149, 157.
+ ecnum «control-sideband» = upper: 40, 48, 56, 64, 136, 144, 153, 161.
* npv wnpuHe kaHana 80 MI'y;: 36, 40, 44, 48, 52, 56, 60, 64, 132, 136, 140, 144, 149, 153, 157, 161.

5.4.1 [ononHutenbHble HacTpolikn Radio

HacTpoiika orpaHU4eHHOro CNncKa KaHasi0B

WOP-20L(config):/interface/wlan0/wlan/radio-2g# use-limit-channels true (Bx/1t0ueHVIEe NCNONB30BaHMA
OrpaHNYeHHOro cnMcka KaHanoB B paboTe aBTOBbIOOpa KaHas10B. 1S BbikNoueHusi BBeanTe false)
WOP-20L(config):/interface/wlan0/wlan/radio-2g# limit-channels '1 6 11' (rae 1, 6, 11 — kaHasbl AnanasoHa, B
KOTOPOM MOXET paboTaTb HacTpanBaeMblil pagmonHTepdeiic)
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N3meHeHne OCHOBHOIO KaHasna

WOP-20L(config):/interface/wlan0/wlan/radio-2g# control-sideband lower (napaveTtp MOXeT NpUHUMaTHL
3HayeHue: lower, upper. Mo ymonyaHuto: a4nda Radio 1: lower; and Radio 2: upper)

BknioyeHue ncnosib3oBaHUA KOPOTKOro 3alWMTHOro UHTepBana

WOP-20L(config):/interface/wlan0/wlan/radio-2g# sgi true (Bxk/1H0HEHVIE CMOML30BAHNA YKOPOYEHHOTO
3alUTHOrO NHTEpBasia ANnd nepegayn faHHbIX — 400 HC, BMecTo 800 He. [Ansa oTknoveHus seegute false)

BkntoueHune STBC

WOP-20L(config):/interface/wlan0/wlan/radio-2g# stbhc true (Bk/1t0ueHne meTofa NpocTPaHCTBEHHO-
BPEMEHHOro 6/104HOro KogMpoBaHus (STBC), HanpaB/IEHHOTO Ha MOBbILLEHNE HAaAEXHOCTM nepeaayn
AaHHbIX. [na oTkntoveHns seeaute false)

BkntoueHue arperauum

WOP-20L(config):/interface/wlan0/wlan/radio-2g# aggregation true (Bx/1toueHne arperaumy Ha Radio —
nognepxxkn AMPDU/AMSDU. ina otkioyeHnsa seeguTe false)

BkntoueHue Mcnosb30BaHNA KOPOTKOI npeamMoy bl

WOP-20L(config):/interface/wlan0/wlan/radio-2g# short-preamble true (Bk/1t04EHVE CMO/L30BAHNISA
KOpPOTKOW npeambynbl naketa. Ansa otknoveHns seeaute false)

BkntoueHue Wi-Fi Multimedia (WMM)

WOP-20L(config):/interface/wlan0/wlan/radio-2g# wmm true (Bx/1t0ueHve nogaepxkn WMM (Wi-Fi Multimedia)
[na otknoveHus seeaute false)

HacTtpoiika mexaHuama DFS

HacTpoiika npon3BoanTca T0/1bKO Ha Radio 5 Ty (wlanl)

WOP-20L(config):/interface/wlanl/wlan/radio-5g# dfs X (rae X — pexxum paboTtsl MexaHnsma DFS. Moxet
npuHUMaThb 3HadeHus: forced — MexaH3M BbIk/IOUYEH, DFS-KaHabl OCTYMNHbI 4158 Bbi6opa; auto —
MexaHu3M Bk/oYeH; disabled — mexaHn3M BblktoYeH, DFS-KaHas bl He AOCTYNHbI /19 Bbl6opa)
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BknroyeHUue pexuma aBTOMaTUUYECKOI CMEHbI LMPUHBbI KaHana

WOP-20L(config):/interface/wlan0/wlan/radio-2g# obss-coex true (Bk/1l04EHNE peXVIMa aBTOMATNYECKON
CMEHbI LLUMPUHbI KaHana ¢ 40 My Ha 20 Ml npu 3arpyXeHHoM paanoadompe. s oTKNHYeHUs BBeAUTe
false)

BknioueHue welinepa Broadcast/Multicast

WOP-20L(config):/interface/wlan0/wlan/radio-2g# tx-broadcast-limit X (rae X — OrpaHnyeHune nepenayn
LLUMPOKOBELLLATENIbHOIO/MY/NILTUKACTOBOIO Tpadimka no 6ecnpoBOAHON CETU, yKasbiBAETCA NUMUT A5
LUMpPOKOBeLLaTeNbHOro Tpadinka B nak/c)

BkntoueHne QoS 1 M3MeHeHue NnapaMeTpoB

WOP-20L(config):/interface/wlan0/wlan/radio-2g# qos
WOP-20L(config):/interface/wlan0/wlan/radio-2g/qos# enable true (Bk/1t04eHVE NCMNOL30BAHNSA (DYHKLNN,
obecrneunBaroLLMx kKa4yecTBo 06¢cnyxmBaHus (Quality of Service). Ans oTkntoueHns seeguTe false)
WOP-20L(config):/interface/wlan0/wlan/radio-2g/qos# edca-ap (HacTporika napameTpos QoS ToUK/ A0CTyna,
Tpadhvk nepegaeTcs OT TOUKM A0CTyNna K KNINEHTY)
WOP-20L(config):/interface/wlan0/wlan/radio-2g/qos/edca-ap# bk (HacTpoiika napameTpos QoS A/
HU3KOMPUOPUTETHOWN ovepeam C BbICOKOW MPOMYCKHOM CNOCOBHOCTLIO, NpuopuTeThbl 802.1p: ¢sl, cs2)
WOP-20L(config):/interface/wlan0/wlan/radio-2g/qos/edca-ap/bki# aifs X (rae X — Bpems oxuaaHnsa kaapos
(dpeinmoB) AaHHbIX, U3mepsemoe B crioTax. NpuHMMaeT 3HavyeHms 1-255)
WOP-20L(config):/interface/wlan0/wlan/radio-2g/qos/edca-ap/bk# cwmin X (X — HavasibHoe 3HaveHne
BPEMEHM OXnaaHns nepes NOBTOPHOWN OTNPABKOWN Kaapa, 3afgaeTcs B MunancekyHaax. MpuHuvaet
3HaueHus: 1, 3,7, 15,31, 63, 127, 255, 511, 1023. 3Ha4yeHne cwMin HEe MOXET NpeBbILLaTh 3HaYeHne cwMax)
WOP-20L(config):/interface/wlan0/wlan/radio-2g/qos/edca-ap/bk# cwmax X (rge X — MakcumasisHoe
3Ha4YeHNe BPpEMEHN OXMaaHMA nepen NoBTOPHOM OTNPaBKOl Kagpa, 3a4aeTcs B MUIIUCEKYHAAX.
MprHMMaeT 3HadeHns: 1, 3,7, 15, 31, 63, 127, 255, 511, 1023. 3Ha4yeHne cwMax A0/HKHO 6biTb 60/1bLue
3HayeHus cwMin)

WOP-20L(config):/interface/wlan0/wlan/radio-2g/qos/edca-ap/bk# txop X (rae X — VIHTepBan BpemeHn B
MUIMCEKYHAAX, KOoraa KnmeHTckass WME-CTaHuma MMEeET npasa UHULMMPOBATb Nepegady AaHHbIX No
6ecnpoBoAHON cpefe K ToUke AocTyna. MakcumasibHoe 3HaYeHne 65535 MUIINCEKYHA)
WOP-20L(config):/interface/wlan0/wlan/radio-2g/qos/edca-ap/bki# exit
WOP-20L(config):/interface/wlan0/wlan/radio-2g/qos/edca-ap# exit
WOP-20L(config):/interface/wlan0/wlan/radio-2g/qos# edca-sta (HacTporika napameTpos QoS cTaHuu
KnneHTa: Tpadiuk nepefaeTcsa oT CTaHUMN KNMeHTa A0 TOYKM AoCcTyna)

MeToanka HacTpoiikm edca-sta aHanornyHa metoguke HacTpoiikn edca-ap.
HacTpolika napameTpoB ans odepegeii be, vi, vo aHanornuHa HacTpolike napameTpos ans odyepeam bk.
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5.5 Hactpoiika DHCP onuumn 82

© Hacrpoiika DHCP onuun 82 Nnpou3BoauTCs OTAENLHO A1 KaXKA0ro paguonHTepdeiica. B gaHHOM
pasgerne NpMBOAATCA NPUMepbl HacTpoiikv onumn 82 ana Radio 2.4 Iy, — wlanO.

Pexumbl pabotbl DHCP snooping:

+ ignore — 06paboTka onumu 82 oTk/YeHa. 3HaYeHVe No YMOTYaHUIo;
+ replace — Touka focTyna NOACTaBASET UM 3aMEHSIET 3HaYeHne onuun 82;
* remove — ToYka JOCTyna yaanseT 3HayeHue onuum 82.

M3MmeHeHMe pexuma pa6oTbl DHCP onuuu 82

WOP-20L(root):/# configure

WOP-20L(config):/# interface

WOP-20L(config):/interface# wlan0 (HacTpoiika 6yaet nponsBoguTbcs Ansd Radio 2.4 'Tu. Ecnn Heobxognumo
HacTpouTb 82 onuuto Ha Radio 5T, - BBeguTe wlanl)

WOP-20L(config):/interface/wlan0# common

WOP-20L(config):/interface/wlan0/common# dhcp-snooping
WOP-20L(config):/interface/wlan0/common/dhcp-snooping# dhcp-snooping-mode replace (Bbi60p paboThl
DHCP snooping B pexvme 3aMeHbl U1 NOACTaBNEHUS ONuun 82)

Ecnu Ha pagnounHTepdeiice HacTpoeHa nonnTuka obpaboTku onummn 82 replace, To ANA KOHUIYpUPOBaHUS
CTaHOBATCA AOCTYMNHbI CreaytoLlime napameTpbl:
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HacTtpoiika napameTpoB onuuu 82

WOP-20L(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-CID-format custom (re custom
- 3aMeHa cogepxmmoro CID Ha 3HauyeHne, ykasaHHoe B napametpe dhcp-option-82-custom-CID. [MapameTtp
MOXET NPUHNUMaTb 3HauyeHus: APMAC-SSID - 3ameHa coaepxumoro CID Ha <MAC-agpec TOUKM A0CTyna>-
<nms SSID>. SSID - 3ameHa coaepxunmoro CID Ha nms SSID, K KOTOPOMY NOAK/HYEH KANEHT. o
ymonyaHuo: APMAC-SSID)

WOP-20L(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-RID-format custom (rze custom
- 3aMeHa coaepXmnmoro RID Ha 3HaueHne, ykazaHHoe B napameTpe dhcp-option-82-custom-RID. [MapaveTtp
MOXET NPUHUMaThb 3HauyeHus: ClientMAC - 3ameHa cogepxumoro RID Ha MAC-afipec K/IMEHTCKOIO
ycTpoiicTBa. APMAC - 3ameHa cogepXmnmoro RID Ha MAC-agpec ToukM aocTtyna . APdomain - 3ameHa
coaep>Xxumoro RID Ha OMEH, B KOTOPOM HaxoAMTCst Touka aocTyna. o ymonyanuto: ClientMAC)

WOP-20L(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-custom-CID longstring (e
longstring - 3HaueHne OT 1 40 52 CMMBOJIOB, KOTOpPOE ByaeT nepegasatbes B CID. Ecnun 3HayeHne
napametpa dhcp-option-82-custom-CID He 3a1aHO, TOUKa 6yAeT n3MeHsATb CID Ha 3HAYEHME No
ymMo/i4aHuto: <MAC-agpec TOUYk1 AoCTyna>-<nms SSID>)

WOP-20L(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-custom-RID longstring (rze
longstring - 3Ha4eHne OT 1 A0 63 CMMBOJIOB, KOTOPOE ByAeT nepefasatbes B RID. Ecnu 3HayeHve
napaveTpa dhcp-option-82-custom-RID He 3a1aH0, TOUKa ByAeT N3MEeHATL RID Ha 3HAYeHue no
ymMo/i4aHuo: MAC-aapec KNIMEHTCKOrO YCTPOCTBA)

WOP-20L(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-MAC-format radius (Bb160p
pasgenntenst oktetoB MAC-agpeca, KoTopblii nepegaetcs B RID 1 CID. radius - B kKauecTBe pa3gennrens
BbICTyNaeT 3HaK Tupe: AA-BB-CC-DD-EE-FF; default - B kauecTBe pasaennTtesnis BbICTYNaeT 3HaK ABOETOUMS:
AA:BB:CC:DD:EE:FF)
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5.6 Hactpoiika WDS

© Mpu koHdurypuposaHu WDS-coeuHeHUs HEOBXO0AMMO, YUTOBbI Ha YCTPONCTBax, KOTopble byayT
coeanHATbCA No WDS, B HacTpoiikax paavonHTepdeiica 6bi1 BbiopaH 04NMHAKOBbIV KaHaul U lWuprHa
kaHana. bonee nogpobHy MHhoOPMAaLIMIO O HACTPOliKe pagnonHTepdieica Yepes KOMaHAHY CTPOKY
MOXHO y3HaTb B pasgene Hactpoiiky Radio.

Huxe npeactasneHa HacTpoiika WDS-coeauHeHust Ha nHtepgpeiice Radio 5 Ty (wlan).

HacTtpoiika WDS

WOP-20L(root):/# configure

WOP-20L(config):/# interface

WOP-20L(config):/interface# wlanl-wdsO0 (Bb160p nHKa WDS. Bo3amoxHble 3Ha4eHns a4 Radio 2.4 [T
wlan0-wds0 - wlan0-wds3; ansa Radio 5 I'Tu: wlanl-wds0 - wlan1-wds3)
WOP-20L(config):/interface/wlan1-wds0# wds-5 (npu HacTpoiike WDS Ha Radio 2.4 Ty, BBegnTe wds-2)
WOP-20L(config):/interface/wlanl-wds0/wds-5# mac-addr XX:XX:XX:XX:XX:XX (MAC-anpec Radio-
NHTepdelica BCTPEUYHON TOUYKN A0CTYNa, KOTOPbIA MOXHO Y3HaTb, EC/IM BBECTU HA BCTPEYHOI TOYKE
[ocTyna komaHay monitoring radio-interface)

WOP-20L(config):/interface/wlan1-wds0/wds-5# exit

WOP-20L(config):/interface/wlanl-wds0# common

WOP-20L(config):/interface/wlan1l-wds0/common# enabled true (Bk/itoueHve nuHka WDS. /19 OTKIHOUEHNSA
BeeguTe false)

WOP-20L(config):/interface/wlan1l-wds0/common# exit

WOP-20L(config):/interface/wlan1-wds0# exit

WOP-20L(config):/interface# wlanl (npu HacTporike WDS Ha Radio 2.4 [Ty, BBeguTe wlan0)
WOP-20L(config):/interface/wlan1# wlan

WOP-20L(config):/interface/wlanl/wlan# wds

WOP-20L(config):/interface/wlanl/wlan/wds# security-mode WPA2 (BL160p pexxunmva 6e3onacHocT WPA2.
Bo3MoXHble 3HauYeHus: WPA2, off — 6e3 naposisi)

WOP-20L(config):/interface/wlanl/wlan/wds# key-wpa password123 (k/1104/naposib, He0BXoANMbIA A5
NOAK/IOYEHMS K BCTPEUYHOIN Touke AocTyna. [J/iMHa K/ioda Ao/MKHA COCTaBNATb OT 8 A0 63 CMMBOJIOB)
WOP-20L(config):/interface/wlanl/wlan/wds# enabled true (Bk/toueHne WDS. [1/15 OTK/IHOUEHNS BBEAUTE
false)

WOP-20L(config):/interface/wlanl/wlan/wds# save

—_— e~ —~ —

HacTpoiika BCTPeUYHO TOYKU AoCTyna BbINOMHAETCA aHA/IOTMYHO.
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5.7 CucTeMHble HaCTPOIiKK

5.7.1 O6HoeneHue MO ycTponcTea

OGHoBneHue MO Touku goctyna no TFTP

WOP-20L(root):/# firmware upload tftp <ip-agpec tftp-cepBepa> <HasBaHue cpavina MNO> (npnmep:
firmware upload tftp 192.168.1.15 WOP-20L-1.6.0_build_X.tar.gz)
WOP-20L(root):/# firmware upgrade

O6G6HoBneHue MO Toukn goctyna no HTTP

WOP-20L(root):/# firmware upload http <URL gnsa ckaumBaHua caiina MO> (npumep: firmware upload http
http://192.168.1.100:8080/files/WOP-20L-1.6.0_build_X.tar.gz)
WOP-20L(root):/# firmware upgrade

MepeknioyeHne Ha pe3epBHYIO0 Bepcuio MO Toukn gocTtyna

WOP-20L(root):/# firmware switch

5.7.2 ¥YnpaBneHue KoHUrypaumeni ycTpoiictea

C6poc KoHurypauyum yctpoiictea B AeonTHoe cocTossHUe 6e3 CoXxpaHeHUs napaMmeTpoB
poctyna

WOP-20L(root):/# manage-config reset-to-default

C6pocC KOHhUrypauum ycTpoiicTea B AecpO/ITHOE COCTOSIHME C COXPaHEHEM NapaMeTpoB focTyna

WOP-20L(root):/# manage-config reset-to-default-without-management

CkauaTb KOH(hUrypauMoHHbIii haiin ycTpoiicTea Ha TFTP-cepBep

WOP-20L(root):/# manage-config download tftp <ip-agpec tftp-cepBepa> (npumep: manage-config
download tftp 192.168.1.15)

3arpy3ntb KOHhUrypaunoHHbIii aiin Ha ycTpouicTBo ¢ TFTP-cepBepa

WOP-20L(root):/# manage-config upload tftp <ip-agpec tftp-cepBepa> <HasBaHue cpaiina
KOHdurypauyumn> (npumep: manage-config upload tftp 192.168.1.15 config.json)
WOP-20L(root):/# manage-config apply (npryimMeHeHne KoHurypaumum Ha To4ky A0CTyna)
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5.7.3 TMepesarpyska ycTpoiicTea

KomaHga ansa nepesarpysku ycTpoiicTea

WOP-20L(root):/# reboot

5.7.4 HacTtpolika pexnma ayTeHTugmkalmm

YCTpONCTBO MMEET 3aBOACKYH YUYETHYHO 3anncb admin ¢ naponem password. YoannTb AaHHYH YYETHYIO
3anncb Henb3s. VI3MeHUTb Naposib MOXHO C MOMOLLbHO YKa3aHHbIX HUXE KOMaHA,

N3meHeHue napons Ansa yvyetHoii 3anucu admin

WOP-20L(root):/# configure

WOP-20L(config):/# authentication

WOP-20L(config):/authentication# admin-password <HoBbI naponb Ana yyeTHoi 3anmcu admin> (0T 1
[0 64 CUMBOJI0B, BK/1HO4AA NTaTUHCKME BYKBbI U LNpbI)

WOP-20L(config):/authentication# save

B0O3MOXHO co3gaTb AONOMHUTENbHbIX NO/Ib30BaTesein 411 NOKaIbHOM ayTEHTU(IMKALMNY, a Takke
ayTeHTudgukauymm yepes RADIUS.

© HosbiM Nonb3oBaTENAM A0MKHA ObITh HA3HAYEHA OfHA U3 ABYX PONeil:
admin — nosnb3oBartesnb C TakoW ponblo 6yAeT MMETb NOMHbIN JOCTYN K KOHOUIYPUPOBaHUIO U
MOHWUTOPUHIY 6a30BOW CTaHLUW;
viewer — nosb3oBaresnb C Takol posibio byaeT MMeTb AOCTYN TObKO K MOHUTOPUHTY 6a30BOW CTaHLMW.

AOGaBHEHMe HOBbIX Nosib3oBarenei

WOP-20L(root):/# configure

WOP-20L(config):/# authentication

WOP-20L(config):/authentication# user

WOP-20L(config):/authentication/user# add userX (rze userX — vims HOBOW y4eTHOM 3anvcn. [ns yaaneHus
ncnonb3ynte komaHay del)

WOP-20L(config):/authentication/user# userX

WOP-20L(config):/authentication/user/userX# login userX (e userX — 1M HOBOW YYeTHOM 3anucn)
WOP-20L(config):/authentication/user/userX# password <[laponb AnA yueTHOW 3anucu userX> (0T 1 /10 64
CVMIMBOJ10B, BK/1t0Yas NnaTtuHcKne BykBbl U LMIPbI)

WOP-20L(config):/authentication/user/userX# role admin (nosiL30BaTe/N0 BbIAAKTCA Npasa Ha
KOH(oUrypupoBaHue. Bo3MoXHOe 3HavyeHne viewer — y4eTHOM 3anncun 6yaeT AOCTYMNeH TO/IbKO
MOHWTOPWHT)

WOP-20L(config):/authentication/user/userX# save
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HacTpoliika napameTpoB goctyna K RADIUS-cepBepy

WOP-20L
WOP-20L

root):/# configure

config):/# authentication

WOP-20L(config):/authentication# radius

WOP-20L(config):/authentication/radius# auth-address X.X.X.X (rae X.X.X.X — IP-agpec RADIUS-cepBepa)
WOP-20L(config):/authentication/radius# auth-port X (rg1e X — nopt RADIUS-cepBepa, KOTopbIi
MCNOMb3YEeTCA A8 ayTEHTUdINKaLMK 1 aBTopusaumun. Mo ymonyaHmio: 1812)
WOP-20L(config):/authentication/radius# auth-password secret (rze secret — ko4 a9 RADIUS-cepsepa,
MCNO/Ib3yEMOr0 ANS ayTeHTUmKauumn n astopmsauunn)

WOP-20L(config):/authentication/radius# exit

WOP-20L(config):/authentication# radius-auth true (BktoueHve pexrva ayteHTudukauun yepes RADIUS-
cepsep. Ana otkioyeHnsa seeguTe false)

WOP-20L(config):/authentication# save

—_— e~ —~ —

© Mpwn ayteHTudmkauyum yepes RADIUS-cepBep HEO6X0ANMO 0653aTeNIbHO CO3AaTh JIOKa/bHYIO YYETHYHO
3annco, kotopas 6yaeT aHasiormyHa yvyeTHol 3anncu Ha RADIUS-cepBepe.
Mpy 3TOM B /I0Ka/IbHOW YYETHOW 3anucy 06513aTeNibHO Ao/MKHA ObITh YKasaHa posib, onpeaensowas
npasa goctyna (admin unm viewer).
B cnyuae, ecnv RADIUS-cepBep okaxeTcs HefoCTyneH, ayTeHTUgMnKaLmsa npoiaeT no S10KasibHOM
YYETHOM 3anuncu.

5.7.5 HacTtpoiika gaTbl U BpeMeHM

KoMaHAbl AN HACTPOIiKM CUXPOHU3aLMU BpeMeHu ¢ cepBepom NTP

WOP-20L
WOP-20L
WOP-20L
WOP-20L
WOP-20L
WOP-20L
WOP-20L
WOP-20L
30HbI)

WOP-20L(config):/date-time/common# save (CoOxpaHeHVe HacTPOeKk)

root):/# configure

config):/# date-time

config):/date-time# mode ntp (Bk/1t0ueHne pexxkumva paboTsl ¢ NTP)

config):/date-time# ntp

config):/date-time/ntp# server <IP-agpec NTP-cepBepa> (yctaHoBka NTP-cepsepa)
config):/date-time/ntp# exit

config):/date-time# common

config):/date-time/common# timezone 'Asia/Novosibirsk (Novosibirsk)' (ycTaHOBKa BpemMeHHO

—~ e~~~ o~ — —
_— T O =

5.7.6 [JononHuTenbHble HACTPOKN CUCTEMBI

BktoueHue rno6anbHoli nsonauum

WOP-20L(root):/# configure

WOP-20L(config):/# system

WOP-20L(config):/system# global-station-isolation true (Bx/10ueHVIe T106a1EHON N30ALMA TPpagUKa
Mexay KnueHTamu pasHbix VAP 1 pasHbix pagnonHtepderico. s oTkaodeHns seeaute false)
WOP-20Lconfig):/system# save (coxpaHeHVe HacTpoek)
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M3aMeHeHue UMeHU yCcTpoiicTBa

WOP-20L(root):/# configure

WOP-20L(config):/# system

WOP-20L(config):/system# hostname WOP-20L_room2 (r1e WOP-20L_room2 — HOBOE 1MS YCTPOUCTBA.
MapameTp MOXEeT cogepXartb OT 1 40 63 CUMBOJIOB: NIATUHCKUE 3ar/iaBHble U CTPOYHbIE BYKBbI, LUpbI,
3HaK gednc «-» (aedmnc He MOXET ObITb NOCNEAHNM CUMBO/IOM B UMEHM). o ymondaHuio: WOP-20L)
WOP-20L(config):/system# save (cCoxpaHeH/e HacTpoek)

N3meHeHue reorpamueckoro gomeHa

WOP-20L(root):/# configure

WOP-20L(config):/# system

WOP-20L(config):/system# ap-location ap.test.root (/e ap.test.root — fOMeEH y3/n1a AepeBa yCTPOUCTB
cucTeMbl ynpasneHusa EMS, B KOTOPOM pacnonaraeTcs Touka goctyna. Mo ymonyaHuio: root)
WOP-20L(config):/system# save (CoxpaHeHne HacTpoek)

5.8 HacTtpoiika cepsuca APB

Cepsuc APB ucnonb3ayetcs Ans o6ecneyeHnst NopTasibHOro poyMUHTa KNMEHTOB MeX 1y TOYKaMm [0CTyna,
MOAK/HUYEHHbIMU K CEPBUCY.

KomaHgb! Ans HacTpoiiku cepBuca APB

WOP-20L
WOP-20L

root):/# configure

config):/# captive-portal

WOP-20L(config):/captive-portal# apbd

WOP-20L(config):/captive-portal/apbd# roam_service_url <Appec cepBuca APB>

(npumep: roam_service_url ws://192.168.1.100:8090/apb/broadcast)

WOP-20L(config):/captive-portal/apbd# enabled true (Bx/1t0ueHve cepsuca APB. [119 OTK/IHYEHNSA BBEAUTE
false)

WOP-20L(config):captive-portal/apbd# save (coxpaHeHne HacTpoek)

—_ e~~~ —

84



5.9 MoOHUTOPUHT

5.9.1 Wi-Fi knneHntnbl

WOP-20L(root):/# monitoring associated-clients

index

interface

state

hw-addr

ssid

ip-addr
authorized
captive-portal-vap
enterprise-vap
rx-retry-count
tx-fails
tx-period-retry
tx-retry-count
rssi-1

rssi-2

rssi

snr-1

snr

snr-2

tx-rate

rx-rate

rx—bw

rx-bw-all

tx-bw

mfp

uptime
multicast-groups—-count
wireless-mode
perftest-capable
snr-rssi-capable
link-capacity
link-quality
link-quality-common
actual-tx-rate
actual-rx-rate
shaped-rx-rate
actual-tx-pps
actual-rx-pps
shaped-rx-pps
name

Total Packets:
TX success:
Total Bytes:
Data Packets:
Data Bytes:
Mgmt Packets:

Tra

0

wlan0-va0
ASSOC AUTH_SUCCESS
26:af:0a:30:ef:29
I'11DOC_test
169.254.68.250
true

false

false

76

0

0

0

=75

=75

=75

17

17

16

MCS7 SGI 72.2
MCS7 NO SGI 65
20M

20M

20M

false

00:00:27

0

n

false

—h
1Y)
=t
7]
o

[ol ol o oMol oMo ool

nsmitted

PykoBoacTBo no akcnyatauun WOP-20L

Received

8877
31
4488
145
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Mgmt Bytes:

Dropped Packets:

Dropped Bytes:
Lost Packets:

ofdmé
ofdm24
mcs3
mcs4
mcs7

Multicast groups: none

173

(o)

Transmitted

127

Received

PykoBoacTBO Nno akcnnyatauum WOP-20L
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PykoBoacTBo no akcnyatauun WOP-20L

5.9.2 WDS

WOP-20L(root):/# monitoring wds-entries

link-capacity
link-quality

90 (not changed)
100 (not changed)

index | ©
interface | wlanl
state | WIFI_WDS
hw-addr | e8:28:c1:d1:43:15
ip-addr | 16.24.80.35
hostname | woP-20L
authorized | false
captive-portal-vap | false
enterprise-vap | false
rx-retry-count | 10
tx-fails | ©
tx-period-retry | ©
tx-retry-count | ©
rssi-1 | -25
rssi-2 | -20
snr-1 | 40
snr-2 | 39
wds-interface | wlanl-wdsl
tx-rate | VHT NSS2-MCS8 SGI 173.3
rx-rate | VHT NSS2-MCS8 NO SGI 156
rx-bw | 26M
rx-bw-all | 26M
tx-bw | 26M
uptime | 00:02:44
multicast-groups-count | ©
wireless-mode | ac
eltex-firmware-version | 1.6.0 build X
eltex-board-type | woP-20L
perftest-capable | false
snr-rssi-capable | false

I

I
link-quality-common | 100
actual-tx-rate | ©
actual-rx-rate | 5
shaped-rx-rate | ©
actual-tx-pps | ©
actual-rx-pps | 8
shaped-rx-pps | ©
name | ©
Rate Transmitted Received
Total Packets: | 53 | 2125 |
TX success: | 100 | |
Total Bytes: | 4300 | 261666 |
Data Packets: | 48 | 2120 |
Data Bytes: | 2496 | 193382 |
Mgmt Packets: | 5 | 5 |
Mgmt Bytes: | 268 | 444 |
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Rate Transmitted Received
ofdmé | | 13% 12
ofdm54 | | 1%
nss2-mcso | | 7%
nss2-mcsl | | 7%
nss2-mcs2 | | 7%
nss2-mcs3 | | 7%
| I
| I
| I
| I
I I

nss2-mcs4 7%
nss2-mcs5 7%
nss2-mcs6 7%
nss2-mcs7 16%
nss2-mcs8 15%

~N DDA N0 O 0O O

Multicast groups: none

5.9.3 VHhopmaumsa 06 ycTpoicTee

WOP-20L(root):/# monitoring information

09:14:22 14.02.2023
6 d 01:59:11

1.6.0 build X

1.6.0 build X

1.6.0 build X

system-time

uptime

software-version
secondary-software-version
boot-version

memory-usage 39
memory-free 143
memory-used 95
memory-total 238
cpu-load 1.9
cpu—-average 5.23
is-default-config false
board-type WOP-20L
hw-platform WOP-20L

68:13:E2:1B:6B:40
68:13:E2:1B:6B:40

factory-wan-mac
factory-lan-mac

factory-serial-number WP4A000050
hw-revision 2v1l
session-password-initialized false
ott-mode false
last-reboot-reason unknown
test-changes—-mode false
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5.9.4 CerteBasn nHopmaums

WOP-20L(root):/# monitoring wan-status

Common 1information:

interface | bro

mac | 68:13:e2:1b:6b:40
rx-bytes | 543842355
rx-packets | 1745546
tx-bytes | 11589636
tx-packets | 25586

IPv4 information:

protocol | dhcp
ip-address | 192.168.1.10
netmask | 255.255.255.0
gateway | 192.168.1.1
DNS-1 | 172.16.0.100
DNS-2 | 172.16.0.250

IPv6 information:

addresses |
dns-servers |

WOP-20L(root):/# monitoring ethernet

link: up

speed: 1000
duplex: enabled
rx-bytes: 4872597
rx-packets: 13844
tx-bytes: 2477091
tx-packets: 20923

WOP-20L(root):/# monitoring arp

# IP

0] 10.24.80.65
1 10.24.80.98
2 10.24.80.1

WOP-20L(root):/# monitoring route

14:dd:a9:el:xx:xx
18:c0:4d:dd:xx:xx
e0:d9:e3:e8:xx:xXx

PykoBoacTBo no akcnyatauun WOP-20L
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Destination Gateway
0.0.0.0 10.24.80.1
10.24.80.0 0.0.0.0

5.9.5 BecnpoBogHble MHTepdIENChI

WOP-20L(root):/# monitoring radio-interface

wlan@:
name: wlan0®
band: 2.4

hwaddr: CC:9D:A2:E9:14:70
status: on

noise-1: -100

noise-2: -100
utilization: 3

channel: 2

tx-power: 16

thermal: 39

bandwidth: 20

frequency: 2417

wlanl:
name: wlanl
band: 5

hwaddr: CC:9D:A2:E9:14:75
status: on

noise-1: -100

noise-2: -100
utilization: 2

channel: 48

tx-power: 19

thermal: 30

bandwidth: 20

frequency: 5240

0.0.0.0
255.255.255.0

PykoBoacTBo no akcnyatauun WOP-20L
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5.9.6 XXypHas cobbITuii

WOP-20L(root):/# monitoring events

Jan 23 00:00:07 WOP-20L daemon.info syslogd[925]: started: BusyBox v1.21.1

Jan 23 00:00:09 WOP-20L daemon.info configd[955]: The AP startup configuration was loaded
successfully.

Jan 1 03:00:14 WOP-20L daemon.info networkd[987]: Networkd started

Jan 1 03:01:17 WOP-20L daemon.info networkd[987]: DHCP-client: Interface br0® obtained
lease on 192.168.1.15.

Jan 23 07:17:14 WOP-20L daemon.info monitord[1055]: event: 'associated' mac:
E4:0E:EE:BD:AE:6B ssid: 'WOP-20L_2.4GHz' int0

5.9.7 CkaHupoBaHue achmpa

© Bo Bpems OCYLLECTB/IEHNS CKAHMPOBaHWSA 3dmpa paaronHTepdeiic yCTpoicTBa 6yAeT OTK/IHOUEH, UTO
npvBeaEeT K HEBO3MOXHOCTM Nepeaaun gaHHbIx Ao Wi-Fi KNMeHToB BO BpEMSI CKaHUPOBaHNS.

WOP-20L(root):/# monitoring scan-wifi

SSID Mode Security BSSID Channel RSSI, dBm Bandwidth,
MHz

I111Esh_testl1l1l1 AP wpa CC:9D:A2:C7:A2:E0 1 -39 20
EltexWiFi AP off EOQ:D9:E3:49:D5:00 1 -50 20
Eltex-WLC-Local AP wpa CC:9D:A2:FF:B2:03 6 -68 20
TEst_Ent AP wpa CC:9D:A2:C7:DF:DO 11 =75 20
sdd_wlc_enterprise AP wpa E8:28:C1:FC:D6:41 1 =77 20
WLC30_sdd1 AP wpa E8:28:C1l:FC:D6:40 1 =77 20
WLC AP off EOQ:D9:E3:49:79:01 1 =77 20
Rostelecom AP of f E8:28:C1:EC:DE:21 11 -78 20
VIP_test AP off EOQ:D9:E3:73:06:F2 6 -79 20
i-cisco-ent AP wpa 7C:21:0E:E2:76:C0 1 -80 20
Test_Astra_Ted AP off E4:5A:D4:E4:D3:F3 1 -80 20
Karandashev_Enterprise AP wpa EQ:D9:E3:73:06:F3 6 -80 20
i-cis-MAB AP off 7C:21:0E:E2:76:C2 1 -80 20
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5.9.8 CnekTpoaHasiMsaTop

CnekTpoaHanusarop npefocrasnser MHopMaLUUIo 0 3arpyXeHHOCTU KaHaoB B AnanasoHax 2.4 mn STy,
Pe3ynbTar BbIBOAUTCA B NPOLIEHTax.

© Bo Bpemst paboTbl CekTpoaHamsaTopa nPoMCXOANT OTK/IHUEHNE BCEX K/IMEHTOB OT TOUKM AOCTYynNa.
KnueHTbl nogxntouaTcst CHoBa TOJbKO TOrAa, Korga CnekTpoaHa/im3aTop 3akOHUUT CBOK paboTy.
Bpems aHanu3a Bcex paAviokaHaoB ABYX AMana3oHOoB COCTaB/ISET NPUMEPHO 5 MUHYT.

© CnektpoaHanusartop paboTaeT TOMLKO Ha Tex KaHasax, KoTopble ykasaHbl B napametpe limit-channels
B HacTpoikax pagnovnHTepdelicoB. Hanpumep, ecnu B limit-channels Ha wlan0 yka3aHbl kaHasnbl '1 6
11', a Ha wlan1 yka3aHbl kaHanbl '36 40 44 48', To aHanM3 cnekTpa 6yaeT nponsBeAeH TONbKO AN
kaHanoB 1, 6, 11, 36, 40, 44, 48.
[nsa Toro 4to6bI 6611 NPON3BEAEH aHA/IN3 BCEX KaHANOB AMana3oHa, Ha KOTOpPoM paboTaeT
paanovHTepdelic, 1aMeHnTe 3HavyeHne napamertpa use-limit-channels B HacTpolikax Kaxaoro
pagnounHTepcpeiica Ha false. Mocne nonyyeHns pesynbLTaTtoB paboTbl CNEKTpoaHaIn3aTopa BepHUTE
3Ha4yeHune use-limit-channels o6paTHO K UCXxoQHOMY 3HaYEHUO true.
C 6o0nee noapo6HOi MHdhopMaLmei 0 HacTpoike pagnonHTepderica yepes CLI MOXHO 03HaKOMUTLCS
B pasgene «Hactpolikn Radio».
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PykoBOACTBO No akcnyatauyum WOP-20L

WOP-20L(root):/# monitoring spectrum-analyzer

Channel| CCA

1] 81%
2| 40%
3] 14%
4] 10%
5| 36%
6| 60%
7| 40%
8| 8%
9| 14%
10| 38%
11|  75%
12| 37%
13| 18%
36| 14%
40| 12%
44|  10%
48| 18%
52| 3%
56| 5%
60| 8%
64| 6%
132 0%
136 0%
140| 0%
144 1%
149| 30%
153 1%
157 3%
161 2%
165 1%
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6 CnncokK naMmeHeHun

Bepcusa gokymeHTa Jarta Bbinycka
Bepcusa 1.2 28.04.2023
Bepcus 1.1 17.03.2023
Bepcusa 1.0 17.02.2023

Bepcus nporpaMmmHoro obecnevenns 1.7.1

PykoBoacTBo no akcnyatauun WOP-20L

CopgepxaHue namMeHeHuii
CuHxpoHusaums ¢ Bepcuein MO 1.7.1

3MeHeHo:

+ 5.7 CCTEMHbIE HACTPOIKM
[o6aBneHo:

+ 3.6.2 YcTaHOBKa YCTPOIACTBA Ha CTEHY
CuHxpoHusauus ¢ sepcuein MO 1.6.2

MepBas ny6nukaums
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TEXHNYECKAA NMOAAEP>XKA

[nsa nonyyeHns TEXHNYECKON KOHCYNbTauMmn no Bonpocam akcnayaraumm obopygosaHus OO0
«Mpeanpusatue «/ITEKC» Bbl MOXeTe 06patuTbCs B CEPBUCHBIN LLEHTP KOMNaHUN:

dopma obparHoin cBA3Mn Ha caiTe: htips://eltex-co.ru/support/
Servicedesk: hitps://servicedesk.eltex-co.ru

Ha ochuumanbHOM caliTe KOMNaHUn Bbl MOXETE HalTN TEXHUYECKYIO JOKYMEHTALMIO 1
nporpamMmmHoe obecneyeHne ans npoaykuum OO0 «[IMpeanpusatue «ANITEKC», 06patutbes k 6ase
3HaHW1, OCTaBUTb UHTEPAKTUBHYIO 3aABKY UM MPOKOHCY/LTUPOBATLCA Y HXeHepoB CepBUCHOIO
LeHTpa Ha TeXHN4eckom chopyme:

OdomuymanbHbIin cant komnaHun: hitps://eltex-co.ru/

TexHunueckuin chopym: hitps://eltex-co.ru/forum

Basa 3HaHuiA: https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base
LleHTp 3arpysok: hitps://eltex-co.ru/support/downloads


https://eltex-co.ru/support/
https://servicedesk.eltex-co.ru/
https://eltex-co.ru/
https://eltex-co.ru/forum
https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base
https://eltex-co.ru/support/downloads/
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