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PykoBogacTBo no akcniyatauum WEP-200L

1 BBeneHue

1.1 AHHOTauus

CoBpeMEHHbIE TEHAEHLMN Pa3BUTUS CBA3M AVKTYHOT oneparopam Heo6xoAMMOCTb Noucka Hambonee
ONTVYMasIbHbIX TEXHOMOTUIA, NO3BONSAIOLLMX YAOBNETBOPUTL CTPEMUTE/NBHO BO3pacTatoLLme NnoTpebHOCTH
abOHEHTOB, COXPaHssi NPU 3TOM NPEEMCTBEHHOCTb GU3HEC-NPOLIECCOB, TMOKOCTL Pa3BUTHSA U COKPALLEHME
3aTpart Ha nNpefocTaB/ieHre pas/INyHbIX CEPBUCOB. BecnpoBoAHbIE TEXHOMOMMK BCe 60/bLUE HAGUparoT
060pOThbI, U K JAHHOMY MOMEHTY OHM 3a KOPOTKOE BPEMSI MPOLL/IN OTPOMHbIV MyTh OT HECTAOUIbHBIX
HWU3KOCKOPOCTHbIX CETe CBS3M Masioro paguyca o ceteii LM/, conocTaByMbIX MO CKOPOCTW C MPOBOAHBIMU
CETSIMU 1 061a4a0LLMX BbICOKUMY KPUTEPUSIMU K KAYECTBY NPEAOCTaBEHNS YCAYT.

OcHoBHoEe npegHasHavyeHne WEP-200L — ycTaHOBKa BHYTPW 34aHWil B Ka4eCcTBe TOYKM AOCTYyna K pas/iMyHbIM
pecypcam ¢ co3gaHmemM 6ecLloBHO 6eCcnpoBOAHON CETU U3 HECKO/TbKMX MAEHTUYHBIX TOYEK AocTyna
(«PoyMUHT»), ecnv TeppUTOPUSt MOKPbITUSI JOCTATOYHO BEVKA.

B HacToslLLeM pyKOBOACTBE MO 3KCM/iyaTaummn N3/I0KeHbl Ha3HauYeHNE, OCHOBHbIE TEXHUYECKME
XapaKTepUCTUKKN, KOHCTPYKTUBHOE UCMOJTHEHME, NpaBuia 6e30MacHoii aKkcnlyaTauuy yCTPoiCTBa, a Takke
pekoMeHAaLuUM No ero ycTaHOBKE U HACTPOIKe.

1.2 YcnoBHble 0603HaYeHUs

MNpumeuaHus n npegynpexaeHus

© nMpumedaHus cogepxart BaxkHYH UHIIOPMALMIO, COBETbI UM PEKOMEHAALM MO UCMOMb30BAHMIO 1
HaCTpoiike yCTPOWCTBA.

© nNpepynpexaeHns MHDOPMUPYIOT MOb30BATENS O CUTYaLIMAX, KOTOPbIE MOTYT HAHECTN Bpe[,
YCTPOIACTBY U/ YeN0BEKY, MPUBECTM K HEKOPPEKTHOI paboTe yCTPOCTBa UK NOTEPE AAHHbIX.
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2 OnucaHne nsgenuvs

2.1 Ha3HaueHue

[na BO3MOXHOCTW NpefocTas/ieHns AoCTyna nosib3oBartesieil K BbICOKOCKOPOCTHON 1 6e3onacHol cetn
paspaboTtaHa 6ecnpoBogHas Touka goctyna WEP-200L.

OCHOBHbIM Ha3Ha4YeHNeM yCTpONCTBa SAABNSETCH co3haHne 6ecnpoBOAHON ceTn nepefadn AaHHbIX L2-ypoBHs
Ha CTbike ¢ nposogHol ceTbio. WEP-200L nogknitovaeTcs kK nposogHoin cetn yepes 10/100/1000M Ethernet-
NHTEpAIENC 1 C NOMOLLbIO CBOMX paanonHTepdencos co3gaeT 6ecnpoBOLHON BbICOKOCKOPOCTHOM AOCTYN ANs
YCTPOWCTB, nogaepxmsatowmx texHonornto Wi-Fi B gnanasore 2.4 n 51w,

YCTPONCTBO COAEPXUT 2 pagmonHTepdienca a/1a opraHnsaumm aByx onmsnyeckmnx 6ecnpoBofHbIX ceTeil.

WEP-200L nogaepxvBaeT coBpeMeHHble TpeboBaHNS K Ka4eCTBY CEPBMCOB U NO3BO/ISET NepeaaBaTb
Hanbonee BaxHblli Tpadnk B 6051ee NPUOPUTETHBLIX OYepesaX No CPaBHEHUIO C 06bIYHBIM. [propuTH3aums
obecneunBaeTcs cneayoLwymMmn TexHonornsmu QoS: CoS (cneunansHble meTkun B none VLAN-naketa) n ToS
(meTkn B none IP-naketa). dyHkuMoHan co3gaHus npasun ACL 1 nogaepxka weinmHra Tpadmnka Ha Kaxaom
VAP no3BonsieT B NO/IHOW Mepe ynpas/ifaTb AOCTYNOM, KQ4eCTBOM CEPBUCOB M OrpaHUYEHUSMN Kak A/15 BCeX
abOHEHTOB, TaK U A1 KaXA0ro B YaCTHOCTW.

YCTpOIAiCTBO OPMEHTMPOBAHO Ha YCTAHOBKY B 0chuchl (rocyupexaeHus, KOHPepeHL-3asbl, naboparopuu,
FOCTUHMLBI 1 Ap.). BO3MOXHOCTbL CO34aHNsA BUPTYaUlbHbIX TOUEK AOCTYNa C Pa3/IMYHbIMK TUNamu LIMPOBaHMS
nossonset yctaHasnueatb WEP-200L B opraHu3aumsx, rae TpebyeTcs pasrpaHuyeHne npas focTyna Mexay
06bIYHBIMU MONBb30BATENSAMU U BbIAE/IEHHBIMUY TPynnaMu nosib3oBaresein.

2.2 XapakTepuCTUKM YCTPONCTBa
Nnmepabelicnbi:

+ 1 noprt Ethernet 10/100/1000BASE-T(RJ-45) c nogaepxkoii PoE;
« Wi-Fi2.4T1Ty IEEE 802.11b/g/n;
* Wi-Fi 51Ty IEEE 802.11a/n/ac.

PyHKYyUUu:
BosmoxHocmu WLAN:

* nogaepxka ctaHaapToB IEEE 802.11a/b/g/n/ac;

* nopaepxka ctaHaapToB poymuHra IEEE 802.11r/k/v;

* arperauus AaHHblx, Bkitoyas A-MPDU (Tx/Rx) n A-MSDU (Rx);
* NPUOPUTETHLI U NIaHNPOBaHME NakeToB Ha ocHoe WMM,;
* nopaepxka 6ecnpoBogHbix MocToB (WDS);

* AMHamMuueckuii BbiI6op yactoTbl (DFS);

* noggepxka ckpoitoro SSID;

* 14 BuUpTyanbHbIX TOYEK AOCTYNE,;

+ 06HapyXeHne CTOPOHHUX TOYEK A0CTYNa;

* CMNeKTpoaHamM3arop;

* aBTOBbLIOOP KaHana.

Cemesbie (hyHKYUU:

* aBTOMarnyeckoe corsiacoBaHne CKOPOCTK, OYN/IEKCHOTO pexumMa 1 NepekiiovyeHns Mexay pexnmamm
MDI n MDI-X;

* nogaepxka IPve6;

* nogaepxka VLAN;

* noggepxka ayteHtudgukaumm 802.1X;

* DHCP-knueHT;

* nogaepxka ACL;
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* nogaepxka NTP;

* nogaepxka Syslog;

* nogpepxka GRE;

* BO3MOXHOCTb Nnepefaym aboOHEeHTCKOro Tpadinka BHe TyHHeNeM.

®dyHkyuu QoS:

* NPUYOpUTET 1 NNaHMPOBaHNE NAKETOB HA OCHOBe Npodunel;

* OrpaHu4YeHue NpPonyckHOWM CNOCO6HOCTM Ans kaxaoro VAP,

* OrpaHnyeHne NPoryckHOM CNOCOBGHOCTN A1 KaXKA0T0 KIINEHTa,;
* n3MeHeHue napametpos WMM.

be3onacHocmb:

* UeHTpasim3oBaHHas aBTopusauusi yepe3 RADIUS-cepeep (802.1X WPA/WPA?2 Enterprise);
* WwundbpoBaHue gaHHbIXx WPA/WPA2;
+ nopaepxka Captive Portal.

Ha pucyHke 1 npuBegeHa cxema npumeHeHus o6opygosaHna WEP-200L.

b & wnios Ze

@ | oneparopa

Mg

Cepaep
DHCP, RADIUS

PucyHok 1 — ®yHKUMOHasIbHas cxema mcnosib3osaHns WEP-200L

2.3 TexHu4eckue napameTpbl yCTPOCTBa

Ta6nuua 1 — OCHOBHbIE TEXHMYECKIE NapaMeTpbl

MapameTpbl WAN-nHTepdpeiica Ethernet

Konnyectso nopTos 1
DNeKTPUYECKN pa3bem RJ-45
CkopocTb nepegauun, Méut/c 10/100/1000, aBTOONpPEAENEHNE

Moaaepxka cTaH4apTOB BASE-T



MapameTpbl GecnpoBOAHOro MHTepcenica
CraHgapTsl

YacToTHbI gnanasoH, My,

Mogaynauus

Paboune kaHasbl

CkopocTb nepegayn gaHHblx, Méut/c

MakcMMasibHas MOLLHOCTb nepejarynka
KoadhpnumneHT ycuneHmsi BCTPOEHHbIX
aHTEHH

UyBCTBUTENBHOCTb NPUEMHIKA

Be3onacHocTb
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802.11a/b/g/n/ac

2400-2483.5 MI'y, 5150-5350 MI'uy, 5470-5850 MI'y,
BPSK, QPSK, 16QAM, 64QAM, 256QAM

802.11b/g/n: 1-13 (2402-2482 MI'L)

802.11a/n/ac:

- 36-64 (5170-5330 MrL)
- 100-144 (5490-5730 My
- 149-165 (5735-5835 Mry

802.11a: go 54 MéuT/c

802.11b: gpo 11 MéuT/C

802.11g: go 54 MéuTt/c

802.11n: 2.4 'y, — go 300 Méut/c
5Ty — go 600 M6ut/c

802.11ac: go 1733 MéwuTt/c

Mu: go-92 gbm
I'u, 00 -92 npbm

LieHTpasim3oBaHHas aBTopusauus yepe3 RADIUS-cepeep (802.1X WPA/
WPA2 Enterprise)

WwndpoBaHne aaHHbIx WPA/WPA?2

nogaepxka Captive Portal

Mopaepxka MIMO 2x2 ana 2.4 'y, MIMO 4x4 pna 5Ty,

YnpaBneHue

YpaneHHoe ynpasneHue
OrpaHuyeHue goctyna

O6Lwume napamMmeTpbl
Flash-namatb

RAM

MutaHne

MoTpebnsiemas MOLLHOCTb
Pabounin gnanasoH Temneparyp

OTHOCUTENbHAA BNAXHOCTb Npu
Temnepartype 25 °C

Fa6apuThl (AnameTp x BbicOTa)
Macca

Cpok cnyx6bl

web-uHTepgelic, Telnet, SSH, CLI, SNMP, NETCONF, SoftWLC

no naposnto, ayTeHTudukaumnsa yepes RADIUS-cepsep

128 MB NAND Flash

256 Mb RAM DDR3

PoE 48 B/56 B (IEEE 802.3af-2003)
He 6onee 12,95 Bt

oT +5 go +40 °C

0o 80 %

230 x 56 Mmm
0,46 kr

He meHee 15 net



2.4 [narpamMmbl Hanpas/eHHOCTU

PyKoBOACTBO Mo akcnyatauum WEP-200L

Ha pucyHkax Huxe npeacTaB/ieHbl AnarpamMmmMbl HanpPaBIEHHOCTY YCTPOWCTBA.
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PykoBoacTBo no akcnayatauum WEP-200L

2.5 KOHCTPYKTUBHOE MCMNOJSIHEHNE

Yctporicteo WEP-200L BbINO/IHEHO B N/1aCTUKOBOM Kopryce.

2.5.1 OcHoBHasi NaHesb yCTpolicTBa

BHelwHWi BuA naHenu yctpoictea WEP-200L nprBefeH Ha pUcyHke 2.

|
= == ]
 — 2 —
/ \

IGE (PoE), =

. 2460

I 1 FT 5G (3

e ——

=

2 3 4

PrcyHoK 2 — BHeluHWIA BUA, ocHOBHOW naHesin WEP-200L

Ha ocHoBHoli naHenun yctpoiictea WEP-200L pacnonoxeHb! cnegytouime CBETOBbIE UHANKATOPSI, Pa3beMbl U
opraHbl ynpaenenus (Tabnvua 2).

Tabnuua 2 — OnncaHve VHAMKATOPOoB, NOPTOB 1 OPraHoB yNpas/ieHns

OneMeHT naHenu OnucaxHue
1 LAN CseToBasi MHAMKaUmMsi cocTosiHusA nopTa GE (PoE)
2  GE(PoE) Mopt GE ans noakntoueHusi nutaHms PoE
3 F KHonka cbpoca K 3aBOACKUM HacTpoikam
4 Wi-Fi VHavkaTopbl akTMBHOCTM cooTBeTcTBYyOLWMX Wi-Fi mogynei
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2.6 CpetoBas nHgukauus

Tekyllee COCTosiHMe YyCTpoCcTBa 0TObpaxaeTcs Npu NOMOLLM

COCTOSIHUIA MHAMKATOPOB NpuBeaeH B Tabnumue 3.

Tabnuua 3 — CBeToBasi UHAUKALMSA COCTOSIHUA YCTPOCTBA

Nuaunkatop

Wi-Fi

LAN

Power

(Ha BepxHeli
naHesnm
ycTpoiicTBa)

CocTosiHne nHgmkaropa
3e/1eHbIiA, FTOPUT NOCTOSAHHO

3e/1eHbli, Muraet

ropuT 3eneHbiii ceetoamog (10, 100 Mbps)/ roput

opaHxeBblin ceeToamog (1000 Mbps)

MUraeT 3e/1eHbIi cBeToanoa,

3€/1EHBbI, roput NOCTOAHHO

OpaH)KEBbIﬁ, roput NOCTOAHHO

KpacH bIlA, ropuTt NOCTOAHHO

2.7 C6poc K 3aBOACKMM HacTpoiikam

PykoBogacTBo no akcniyatauum WEP-200L

nuankatopos Wi-Fi, LAN, Power. NepeyeHb

CocTosiHMe ycTpoicTBa

cetb Wi-Fi-akTnBHa

npoLecc nepeaadyn AaHHbIX Mo
6ecnpoBoHOI CeTu

YCTaHOB/IEHO CoeAVHEHNE C
NOAK/MOYEHHbIM CETEBbIM YCTPOACTBOM

npoLecc NakeTHoO nepegayn gaHHbIX No
LAN-uHTepdoeiicy

BK/IIOYEHO NUTaHWe yCTPOICTBa,
HOopMaUsibHas paboTa

YCTPOICTBO 3arpy>eHo, HO He NosyYeH
IP-appec no DHCP

3arpyska ycTpoiicTa

[nsa cépoca K 3aBOACKMM HacTpoikam HEOBX0AMMO B 3arpy)XEHHOM COCTOSIHUWN YCTPONCTBA HaXKaTb U
yAepXuBaTtb KHOMKY «F», noka nHamkatop «Power» He HauHeT muratb. MponsonaeT aBToMaTnyeckas
nepesarpyska ycTporicTsa. MNpun 3aBOACKNX yCTaHoBKax byaeT 3anyweH DHCP-knveHT. B cnyyae, ecnu agpec
He 6yaeT nonyyeH no DHCP, 1o y ycTpolicTBa 6yaet 3aBoackoit IP-agpec — 192.768.1.70, macka noacetn —

255.255.255.0.

2.8 KomnnekT nocTaBKu

B KoMMnekT noctaBkn BXOAAT:

+ obopynosaHue paguogoctyna WEP-200L;
* KOMMJIEKT Kpenexa,

* PYKOBOACTBO M0 3kcnayatauum Ha CD-aucke (OnuyoHasnbHo);

* cepTudpmkart cCooTBETCTBUS,
* namsTka o JOoKyMeHTauuu;

* nacnopr.

11



PykoBogacTBo no akcniyatauum WEP-200L

3 lMpaBuna n pekoMmeHaaLmm no ycTaHoBKe yCTpPoncTBa

B gaHHOM pasgene onucaHbl MHCTPYKLUM N0 TEXHUKE 6e30MacHOCTU, PEKOMEHAALMI N0 YCTaHOBKE, Mpoueaypa
YCTaHOBKM 1 NOPSAA0K BKOYEHMS YCTPOACTBA.

3.1 VIHCTpYKUUM NO TeXHUKe 6€30MacHOCTK

1. He yctaHaBnmBalite yCTPOMNCTBO PALAOM C UCTOYHMKAMK TeMn1a U B MOMELLEHUSX C TEMMepaTypoi Huxe
5 °C wnn Bbiwe 40 °C.

2. He vcnonb3yiiTe yCTPONCTBO B NOMELLLEHMAX C BbICOKOM BNaXXKHOCTLIO. He nogsepraiite yCTPOMCTBO
BO34ENCTBUIO AbIMa, NbISIW, BOAbI, MEXQHWYECKMX KONebaHuii v yaapos.

3. He BckpbiBaiiTe Kopnyc ycTpoicTea. BHYTpM yCTPOICTBa HET 3/1EMEHTOB, NpeAHa3HauYeHHbIX A1
06CNyXNBaHUA NONb30BaTENEM.

© Bo unsbexaHune neperpesa KOMMNOHEHTOB YCTPOWCTBA 1 HAPYLLIEHUS €r0 paboThbl 3arnpeLLaeTcs
3aKpbiBaTb BEHTUNALMOHHbIE OTBEPCTUA MOCTOPOHHUMY NpeAMeTaMu 1 pasmMeLLatb npegmMeThbl Ha
NOBEPXHOCTN 060pyA0BaHMS.

3.2 PekomeHpaumun no yctaHoBke

1. PekomeHAyemoe ycTaHaB/IMBaeMoe MonoXeHne: ropu3oHTasIbHOe, Ha NOTOJIKe.

2. Mepep ycTaHOBKOM 1 BK/IIOYEHMEM YCTPOICTBA HEOOXOAMMO NPOBEPUTL €r0 Ha HaNInYnMe BUAUMbIX
MexXaHU4ecKnx noBpexaeHuii. B cnyyae o6HapyXeHnsi NoBpeXaeHnin cneayet npekpaTtuTb YCTaHOBKY
YCTPOWCTBA, COCTaB/Tb COOTBETCTBYHOLLMIA aKT N 06PaTUTLCH K MOCTaBLLUKY.

3. Ecnu ycTpoicTBO AnnTenbHOE BPEMSA HaxX04unoCh Npy HU3KON Temnepartype, nepes Had4anom paboTsbl
cnepyeT BblepXaTb ero B Te4eHne AByX YacoB Npy KOMHaTHOM TeMmnepartype. Nocne ganTensHoro
npebbiBaHNA YCTPONCTBA B YC/I0BUSIX NOBbILLIEHHON BNIAXHOCTU Nepes BKIIYEHEM BblepXaTb B
HOPMaJIbHbIX YC/IOBUAX HE MeHee 12 yacos.

4. Tpwn pa3meLleHnmn ycTpoiicTa ansa obecrneveHuns 30Hbl NokpbITua cetn Wi-Fi ¢ Hannyywmnmm
XapakTepucTMkamy yunTblBainTe cregyrolime npasunia:

* YcTaHaBnmBaiTe YCTPOWCTBO B LIEHTpPe 6eCnpoBOAHONM CET.

* MuHUMU3MpYiiTe yncno nperpag, (CTeHbl, NOTONKK, MeGENb 1 ApP.) MEXAY TOUKOIN AoCcTyna u
Apyrummn 6ecnpoBOAHbIMU CETEBLIMU YCTPOUCTBAMU.

*+ He ycTaHaBnvBaiite yCTpoiicTBO B6NM3M (NOpsigka 2 M) a/1IeKTPUYECKUX U PaanoyCTPOIACTB.

* He pekomeHpayeTcs ucnonb3oBaTb paguoTenedoHsl 1 gpyroe obopyaosaHue, paboTtatollee Ha
yactoTe 2.4 'y nnn 5Ty, B pagnyce geinctemsa 6ecnposogHoii cetn Wi-Fi.

+ [penAaATcTBuA B BUAE CTEKNSAHHbIX/METAIINYECKUX KOHCTPYKLUNIA, KUPNUYHBIX/GETOHHBIX CTEH, a
TaKke eMKOCTM C BOAOW 1 3epKasia MOryT 3Ha4YMTelbHO YMeHbLUNTb paguyc gericteua Wi-Fi ceTtn.
He pekomeHayeTcs pa3meLlleHne co BHYTPEHHe CTOPOHbI (asibLUMNOTOMKE, TakK Kak
MeTa/ININYecKnii Kapkac Bbl3blBaeT MHOIO/Tly4eBOE pacnpocTpaHeHne curHana u ero 3aryxaHue
NPy NPOXOXAEHUN Yepe3 peLleTKy kapkaca hasibLUNoTosIKa.

5. TMpu pa3meLleHnn HeCKObKNX TOYEK pagmnyc COTbl AO/KEH NepecekaTbCs C coceHel COTON Ha ypoBHe
0T -65 fo -70 gbm. [lonyckaeTca yMeHbLUeHNe YPOBHSA curHana fo -75 obm Ha rpaHuLax coT, ecfiv He
npegnonaraeTcs ucnosb3osaHne VolP, N0TOKOBOro BMAeOBELLaHNS U APYroro YyBCTBUTE/IbHOIO K
noTepsim Tpadinka B 6ecnpoBOAHON CETU.
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PykoBogacTBo no akcniyatauum WEP-200L

3.3 PacueT Heo6xoAMMOro 4ncnia Touek goctyna

Mpw BbIGOpE KONMYecTBa HEOOXOAMMbIX TOUEK A0CTYyNa A1 NOKPbITUA NOMELLEeHNss He06X0ANMO NPOU3BECTU
OUEHKY TpebyemMoii 30Hbl oxBaTa. 151 60n1ee TOYHOM OLEHKM Heo6X0AMMO NPOU3BECTM paguonccnesoBaHme
nomeLLeHus. MpubnusantenbHbIN paguyc oxeata yBepeHHoro npuema toukm goctyna WEP-200L npy MoHTaxe
Ha NoToJIKe B TUMNOBbIX OPUCHBbIX NomMeweHusax: 2.4 'y, — 40-50 m, 5 Ty, — 20-30 m. Mpy NOHOM OTCYTCTBUM
npenaTcTBuiA paguyc oxeata: 2.4 'y, — 8o 100 m, STy — go 60 m.

B Tabnvue 4 npuBeneHbl Npu6/IM3nTeNIbHbIe 3HAYEHUS 3aTyXaHus.

Tabnuua 4 — 3HayeHus 3artyxaHus

Martepuan N3meHeHNne ypoOBHA curHana, gb
24TTy 51Ty
OprcTekno -0,3 -0,9
Kupnnu -4,5 -14,6
Crekno -0,5 -1,7
'mncokapToH -0,5 -0,8
Jilely 1,6 1,9
PaHepa -1,9 -1,8
LLITykaTypka C MeTa/1/IN4eCKON CETKOW -14,8 -13,2
LLinako6n0ok -7 -11
MeTannnueckan pewleTka (suelika 13*6 Mm, -21 -13

MeTan1 2 Mm)

3.4 BblGOp KaHaOB COCEACTBYHOLLMX TOUEK

Bo n3bexaHne MexkaHasIbHOl MHTEPEPEHLIMI MEX 1Y COCECTBYIOLLMMM TOYKAMU A0CTyNa PEKOMEHAYETCS
YCTaHOBUTb HEMEPEKPbIBAIOLLMECS KaHasbl.

KaHanbi

2.402 Ty |<7 22 MIy, H 2.483 Ty,

PucyHok 3 — O6Lias gyarpamma nepekpbITs YacTOTHbIX KaHanoB B 2.4 T,
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PykoBogacTBo no akcniyatauum WEP-200L

Mpumep cxeMbl pacnpeaeneHnsa KaHaioB Mexay coceHMM ToukaMu B AvanasoHe 2.4 Ty, npu wuprHe
kaHana B 20 MI'y, npuBeaeH Ha pucyHke 4.

PucyHok 4 — Cxema pacnpeenieHnst KaHai0B Mexay coceiHMMM Toukamun AoCcTyna B AvanasoHe 2.4 Ty npu
luMpuHe kaHana B 20 MIy,

AHaOINM4YHO PeKOMEeHyeTCs COXpaHATh AaHHbIli MeXaHU3M pacnpeaeneHnsi KaHasioB Npy PacrosioXeHUN
TOUeK Mexay aTaxamu (PUCYHOK 5).

{15
~ =
ED eSS

S 1 XA
PucyHok 5 — Cxema pacnpefeneHusi KaHa/loB Mexay COCeAHUMMN TOUKaMU AOCTYNa, PacrosIOKEHHbIMU MeXay

ATaKamMun

Mpwn ncnonb3oBaHUK WMPUHbLI KaHana 40 MMy, B gnanasoHe 2.4 Ty, HET HenepeKpbIBAKOLLMXCA KaHaoB. B
TaKux criyyasix CTOUT BblGMpaTb MakCYMasIbHO OTAA/IEHHbIE APYr OT ApYyra KaHasbl.

5170 5330 5490 Weather 5730 5735 5835

MHz MHz MHz Radar MHz MHz MHz

1 | I I I |
EEEChannel# (8 S I3 ngey SSESCSINSS8SY IBLSS

A A A A A A A AR A A A A A A A A A A A AT A AAAA
VL VAN VA" T " A A" A VA O
80 MHz |/ \/ ¥ | \/ \ | i |
160 v [ A . i

Examples of [T .
non-contiguous
VHTB0+80 MHz [\

setup
[

PucyHok 6 — KaHasbl, ucnonb3yemble B gnanasoHe 5 'y npu wupuHe kaHana 20, 40, 80 MI'y,
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PykoBogacTBo no akcniyatauum WEP-200L

4 YctaHoBka WEP-200L

YCTPOICTBO MOXET ObITb YCTAHOB/IEHO HA M/IOCKOI NOBEPXHOCTM (CTEHA, NOTO0K) NpU cobBN0AEHUN
WHCTPYKLMIA NO TEXHUKE 6E30MaCHOCTU U PeKOMEHAALMN, NPUBEAEHHbIX BbILLE.
B KOMNNIEKT NOCTaBKM BXOAUT KPENEX A/15 YCTAHOBKM YCTPOICTBA Ha M/I0CKYH NOBEPXHOCTb.

4.1 TopAafoK KpenseHnsa Ha CTeHY

1. 3akpenuTte NIacTUKOBbIV KPOHLITENH (BXOAUT B KOMM/IEKT NOCTaBKM) HA CTEHE:

MNacTHKOBLIA KPOHLITEAH

WEP-200L

PucyHok 7 — KpenneHne KpoHLTeliHa Ha CTeHe

a. Mpumep pacnosioXeHNs NIacTMKOBOrO KPOHLUITEHA NoKa3aH Ha pUCyHke 7.

b. Mpu ycTaHOBKe KPOHLLTEHA HY)XHO NPOMYCTUTL NPOBOAA B COOTBETCTBYIOLLME Nasbl Ha
KPOHLUTENHE, PUCYHOK 7.

c. CoBMeCTWTe TPV OTBEPCTUSA [/11 BUHTOB Ha KPOHLLTEWHE C TakMU e OTBEPCTUAMM Ha
NoBepPXHOCTK. C NOMOLLbI0 OTBEPTKM MPUKPENUTE KPOHLLTENH BUHTAMM K MOBEPXHOCTMW.

2. YCTaHOBUTE YCTPOICTBO.

a. MogkntounTte Kabens K COOTBETCTBYIOLMM pa3bemMam YCTPOCTBa, ONUCaHNE pa3bemMoB
npvBefeHo B pasaene KoHCTPYKTUBHOE VCTOSHEHVE,
b. CoBMecTuTE YCTPOINCTBO C KPOHLITENHOM U 3aMKCUPYIATE NOSTOXKEHWE, NOTAHYB Er0 BHUS.
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PykoBogacTBo no akcniyatauum WEP-200L

4.2 TopAagok kpensieHna Ha oanbLlUnoToNokK

© He pekomeHyeTcsi pasMellieHne CO BHYTPEHHEH CTOPOHbI (hasibLUMNOTO/KA, TaK Kak MeTas/Iueckuii
KapKac Bbl3blBaeT MHOr0/ly4eBOE PacnpOCTPaHEeHME CUTHasIa 1 ero 3aTyxaHue npu NPoXoXAeHUM
uepes peLLEeTKY Kapkaca habLUNoTo KA.

PucyHok 8 — MoHTaX yCTpoiicTBa Ha (pasibLUMNOTOMNOK

1. 3akpenute MeTalNINYecKnii 1 NNacTKOBbIA KPOHLLTEWHbI Ha NoTosKe (PUCYHOK 8).
+ CoeanHMTE NNACTMKOBBIV KpoHLWTElH (3) Ha hasbLinoToske ¢ MeTannuyeckum (1) B cneaytollem
nopsiaKe: META/I/IMYECKNIA KPOHLITEH -> NaHeb APMCTPOHT -> NIACTUKOBbIA KPOHLUTENH.
* B naHenu ApMCTPOHT NPopeXsTe 0TBEPCTE Pa3MEPOM C OTBEPCTME METasI/IMYECKOTO
KpPOHLUTEHA. Yepes JaHHOe 0TBEPCTME 3aBOASATCS NPOBoJa.
+ COBMeCTUTE OTBEPCTUSI HA META/ININYECKOM KPOHLUTEHE, NaHesIn APMCTPOHT U N1aCTUKOBOM
KpPOHLUTEHE. [laniee COBMECTUTE TpU OTBEPCTYUS A/1S1 BUHTOB Ha N/IaCTUKOBOM KPOHLLTEWHE C
TakMMu XXe 0TBEPCTUSMM HA METaIMYECKOM KPOHLLUTEHe. C NMoMOLLbI0 OTBEPTKI COeanHuTE
KPOHLUTENHbI BUHTAMMW.
2. YcTaHoBUTE YCTPOICTBO.
+ MoaxniounTe Kabenu K COOTBETCTBYHOLLVMM pasbeMam ycTpoicTea. OnvcaHne pasbemMmoB
npvBefieHo B pasaene KoHCTPYKTUBHOE VCTOSHEHVE,
+ COBMECTUTE YCTPOICTBO C N/IACTUKOBbLIM KPOHLUTEHOM 1 3aMKCUPYITE NMOMOXEHME,
noBopaunBasi yCTPOICTBO N0 YaCOBOIi CTPESIKE.

4.3 TopsiioK CHATUA YCTPOMCTBA C KPOHLUTEHA
[ns cHATWA yCTpOoICTBA C KPOHLITEHA:

1. MOTsIHUTE YCTPOIACTBO BBEPX (PUCYHOK 7).
2. CHMMUTE YCTPOICTBO.
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PykoBoacTBo no akcnayatauum WEP-200L

5 YnpaBneHue ycTpoicTBoM vepes web-uHtepdeic

5.1 Hauano pa6otsbl
[nsa Hayana paboTbl HY)XHO NOAKIOUNTLCS K YCTPOUCTBY no uHtepdgeincy WAN yepes web-6paysep:
1. OTkpoiiTe web-6pay3ep, Hanpumep Firefox, Opera, Chrome.

2. BBegute B afipecHoli cTpoke 6pay3sepa IP-agpec ycTpoiicTsa.

© 3asopckoii IP-aapec yctpolictea: 192.168.1.10, macka nogcetut: 255.255.255.0. Mo ymonyaHuio
YCTPOWCTBO MOXET nonyuntb agpec no DHCP.

Mpu ycnewHoM 06HapyXeHun YCTPOCTBa B OKHE Gpay3epa 0To6pasuTcsi CTpaHuLa ¢ 3anpocoM VMEHN
rnosib30oBaTesns v naposs.

WEP-200L

3. BBeanTe umsi nonb3oBatesisi B CTpoke «BBeanTe NNOrvH» U Naposib B CTPOKe «BBeanTe Naposib».

© 3asopckue ycTaHoBKU: orvH — admin, napons — password.

4. HaxxmnTe KHOMKy «BoliTu». B okHe Gpay3epa OTKPOETCS MEHI0 MOHUTOPWHIa COCTOSIHUSA YCTPOCTBA.

JVELTEX  WEP-200L

IMOHWTOPHHT Radio VAP WDS CeTesble HaCTPOHKH BHELLIHWE CepBMCh Cuctema - (Belxom)
Wi-Fi KnueHTEl Wanenune WEP-200L
i AnnaparHan Bepcua w0
WDS

3asonckon MAC-agpec CCOD:A2:E9:14:D0
CTaTUCTHKA N0 TPaPHKy
CepuitHbii HoMep WP47000029

CKaHWpOoBaHue 3(hupa Bepcua MO

JKypHan cobbiTui PesepaHan sepcua MO

CeTesan MHopmauma HepCuH salpyoL vk
CHCTEMHOE BpEMA 29.07.2022 12:38:55
MHchopMaunma o
panUoUHTEPDERCAX Bpems padors! 0 gH, 00:23:19

” . Z OBHOBUTL
VHbopmauma of ycTpoicTee »

5. Mpn HEeoBX0AMMOCTU MOXHO MEPEK/TIUNTL A3bIK 0TOOpaxkeHnsa nHdgopmauun. Ana WEP-200L gocTynHbI
pycckas n aHrnuinckas sepcumn web-nHtepdeiica.
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PykoBogacTBo no akcniyatauum WEP-200L

JVELTEX  WEP-200L

IMOHUTOPUHT Radio VAP WDS CeTesble HaCTpPORKK BHELLIHWE CepBUChI Cuctema - (Belxom)

Wi-Fi KnHeHTs! M3nenne WEP-200L
i AnnaparHan Bepcua o
WDS
3asonckon MAC-agpec CCOD:A2:E9:14:D0
CTATUCTHKE N0 Tpagnky
CepuitHbli HoMep WP47000029

CraHuposaHue 3upa Bepeun MO

JHypHan coBbITuit PezepsHag sepcua MO

CeTesan MHopmauma Bepehs sarpymsa
CHCTEMHOE BpEMA 29.07.2022 12:38:55
MHdropMaunma o
panHoUHTEPDERCAX Bpema patoThl 0 oM, 00:23:19

” . = OOHOBUTB
Hthopmauma of ycTpoiicTee »

5.2 TpumeHeHue KoHdurypaumm n oTMeHa M3MeHEeHW

1. MNpumeHeHre KoHurypawmm

o [IPHMEHUTD

Mpy HaXXaTUn KHOMKMN 3anyckaeTcs npouecc coxpaHeHnst koHdurypauum Bo flash-namatb
YCTPOICTBa N NPUMEHEHNE HOBbIX HACTPOEK. BCce HACTPOIKM BCTyNatoT B CUy 6e3 nepesarpysku
yCTpolicTBa.

B web-uHTepdpeiice Toukm AoCTyna peannsoBaHa BrlyasibHas VHAMKALMS TEKYLLLErO COCTOSIHUSA npoLiecca
nprMeHeHust HacTpoek (Tabnuua 5).

Ta6nuua 5 — BusyanbHas VHAMKALMS TEKYLLLErO COCTOSIHUSA NpoLiecca NPMMEHEHNs] HacTpoeK

BHewHWii BUA OnucaHue CoCTOSAHUSA

lNocne HaxkaTna Ha KHOMKY «an/IMeHI/ITb» npoucxognT npouecc NnpuMeHeHNA mn

3anmcu HacTpoeK B NamMsATh YCTPoiicTBa. O6 3TOM UHIDOPMUPYET 3HAUYOK il B
Ha3BaHUW BKIAKN U Ha KHOMKE «MPUMEHUTb.
O6 ycneLwHoM CoXpaHeHUN 1 NPUMEHEHNUN HACTPOEK UHADOPMUPYET 3HAYOK
B Ha3BaHUW BKIAKN.
2. OTMeHa U3MeHeHun
H® OTmeHa

KHOmMKa 0TMEHbI M3MEHEHWIT UMEET CreflyHoLLIniA BUA;

© OtmMeHa n3MeHeHW NPON3BOANTCA TOMBKO 10 HAXKATUA Ha KHOMKY «[IPUMEHNTL». Mpu HaxkaTum Ha
KHOMKY «[MTPUMEHNTBL» N3MEHEHHbIE Ha CTPaHULLE NapamMeTpbl OyayT 06HOBNEHbI HA TEKYLLME 3HAYEHNS,
3anuncaHHble B NaMATU yCTPoCTBa. MNocne HaxaTusi Ha KHOMNKY «MpuMeHnTb» BO3BpaT K NpeablayLimm
HacTpoiikaMm 6yaeT HEBO3MOXEH.

18



5.3 OcHoOBHbIe 3n1eMeHTbl web-nHTepdelica

Ha pucyHke HuKe npeacTaB/eHbl 31EMEHTLI HaBuraummn web-uHtepdeiica.

PykoBogacTBo no akcniyatauum WEP-200L

HELTEX

MaHuTOpMNr

WEP-200L

Hananue

AnnaparHan Bepen
Jasonckon MAC-anpec
CapiiHelil Homep
Bopcua MO

O THA Peaapexar sapeug MO
Bepens aarpyaia

CucTemuoE Bpemy

Bpems paboTh

Avchapmailin of YeTpofeTRS &

= Q00 “(Mpednpusmye “Snmexc”, 2022

WEP-200L

Tl

CColxAZIES 14:60

WP4T000022

11:40

G on, 04:27:18

Bepcur Mo (Bepcur WEB: ]

OKHO nonb3oBaTe/IbCKOro MHTepdieica pasneneHo Ha NATb obnacTel:

1. Bknagku MeHio — Ans rpynnupoBKy nogMeHo no kateropusm: MoHutopuHr, Radio, VAP, WDS,
CeTteBble HacTpoiiku, BHewHue cepBucbl, Cuctema.
2. Bbl6op A3blka MHTepdeica 1 kHomnka «(BbIXoa)», NpeAHa3HaveHHas A1si 3aBeplieHnst ceaHca paboThbl B
web-nHTepdelice nog gaHHbIM NONb30BaTENEM.

arw

Bknafkv NoIMEHIO — A1 YNPAB/IEHUSA NOMEM HACTPOEK.
Mone HacTpoeK YCTPoiicTBa — [/ NPOCMOTPA [aHHbIX U KOHQUIypaLum.
MHdpopmaLmoHHoe none, oTobpaxatoliee Bepcuto MO, ycTaHOBNEHHYO Ha YCTPOIACTBE.
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PykoBogacTBo no akcniyatauum WEP-200L

5.4 MeH «MOHUTOPUHI»

B MeHI0 « MOHUTOPUHI» OTOBPAXKAETCS TEKYLLLEE COCTOSIHUE CUCTEMDI.

5.4.1

MogmeHto «Wi-Fi KnneHTbI»

B nogmeHto «Wi-Fi KnueHTbI» 0TO6paxaeTcsa MHopmaLms o COCTOAHUN NoaktoveHHbIX Wi-Fi knneHToB.

NHdpopmaLmsa No NoAKAUYEHHbIM KNIMEHTAM HE OTOOpaXaeTcsl B peasibHOM BpeMeHW. 51l Toro YTo6bl
06HOBUTb UHPOPMALMIO HA CTPAHNLE, HEOBXOANMO HAXATb HA KHOMKY «O6HOBUTb.

"ELTEX  WEP-200L

i nieTh & OCmannT

M¢ WumyooTa IF-agpec  MAC-aapec MeTepsewc  Link Capacity  Link Quakty  Link Quality Common  RSS. gBm  SMR. OB TaRam RxRate TOBW, MM RXEW, MMu  Bpems pasoTel

1 Xpomi-2T 10248040 TERIVIEGSDA wanlval 0o B (R les

2393

AT E TS MOaynRUNA Mepeaase nakeToR TPHSETO MAKETOE
OFONG ] 3 556
MES1TMCED
MESIMEET
MES1TMCED
MEE1MCED
MESTMCES
MESIMCES
MESTMEEE L]

MES1LMCET 3

MESIMEED

MESIMCET

MEEIMCED 1578 P
MEEIMEED 221

MESIMCES

MESIMCES

NEE2MCES

Ne — HOMep NMOAK/TIOYEHHOrO YCTPOICTBA B CMUCKE;

Vimsi xocma — ceTeBoe MMS YCTPOWCTBa,;

IP-adpec — IP-agpec noakIto4eHHOro yCTPonCcTBa,;

MAC-adpec — MAC-agpec noak/104eHHOro yCTponcTBa;

Wumepgbelic — nHteppelic Bzanmogelicteua WEP-200L ¢ nogknto4eHHbIM YCTPONCTBOM,;

Link Capacity — napameTp, KOTOpbIli oTO6paxaeT a(hheKTMBHOCTb UCMO/b30BaHNs TOUKOW AocTyna
MOAYyNALMN Ha nepegady. PaccumTbiBaeTCcs UCXOAS U3 KONMYeCTBa NakeToB, NepefaHHbIX Ha KaxXa0i
MOAY/NSUMKN [0 KWEHTA, U MOHMKatoLWMX KoaddmumeHToB. MakcManbHoe 3HadeHne — 100% (o3Havaer,
4TO BCE MakeTbl NepefatoTcs A0 K/IMEHTa Ha MakCUMasibHOM MOAYNALMN 01 MakCMMa/lbHOTo TuMna nss,
NoALEPXMBAEMOTO KIMEHTOM). MUHUMaNbHOE 3HaueHne — 2% (B cnyyae, Korga naketbl nepefatoTcs Ha
mMoaynsiumm nss1mes0 ans knveHTa ¢ noaaepxkon MIMO 3x3). 3HaueHne napameTpa paccunTbiBaeTcs
3a nocnegHue 10 cekyHpn,

Link Quality — napameTp, KOTOPbIi OTOGpaxaeT COCTOSAHME JIMHKA A0 K/IMEHTa, pacCUMTaHHbIN Ha
OCHOBaHWM KO/IM4yecTBa PETPAHCMUTOB NAaKeToB, OTNPAaB/IEHHbIX K/IMEHTY. MakcuMasibHoe 3HaveHve —
100% (Bce nepeaaHHble NakeTbl OTNPaBUINCH C NEPBOI NOMbITKM), MUHUMasIbHOE 3HauYeHne — 0% (Hu
OAVH NakeT A0 K/IMeHTa He 6bl/1 yCMeLHo oTnpaB/ieH). 3HaYeHre napamMeTpa paccumTbiBaeTcs 3a
nocnegHue 10 cekyHp,

Link Quality Common — napameTp, KOTOpbIi 0TO6paxaeT COCTOAHME NINHKA A0 K/IMEHTA, pacCUYUTaHHbI
Ha OCHOBaHWM KO/IMYeCTBa PETPAHCMUTOB NaKeTOB, OTMNPAaB/IEHHbIX KMEHTY. MakcMasibHoe 3HavYeHne
— 100% (Bce nepeaaHHble NakeTbl OTNPABUINCH C NEPBOIA NOMbITKM), MUHUMasIbHOE 3HadYeHne — 0% (Hu
OAVH NakeT A0 K/IMeHTa He 6bl/1 yCMeLIHO OTNpaB/ieH). 3HaYeHre napameTpa paccuMTbiBaeTcs 3a Bce
BpeMs MOAK/TIOYEHUS KNNEHT],

RSS! — ypoBeHb NpuMHMMaemMoro curHana, obw;
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PykoBogacTBo no akcniyatauum WEP-200L

SNR — oTHOLWeHne curHan/wym, ob;

TxRate — kaHanbHasa CKOpPOCTb nepegauv, Mout/c;
RxRate — kaHanbHasA CKOpoCTb npuema, MouT/c;

Tx BW — nonoca nponyckaHus Ha nepegaye, My,

Rx BW — nonoca nponyckaHus Ha npueme, MI'u,

Bpems pabomsl — Bpemsa coegnHenuns ¢ Wi-Fi kineHTom.

[ns BbiBofaA 60/1€€ pa3BepHyToil MHGopMaL MK Mo onpeaesieHHOMY K/IMEeHTY BbiGepuTe ero B Crimcke.
Moapo6Hoe onucaHue BKIKOYAET B cebs cneaytoLme napameTpbl:

5.4.2

lNepedaHo/npuHsIMo Bce20, 6alim — KONMYECTBO NepefaHHbIX/NPUHATLIX Ha MNOAK/IYEHHOE YCTPOCTBO
oaiT;

lNepedaHo/npuHsIMO BCe20, Nakemos — KOIMYECTBO NepefaHHbIX/NPUHATLIX Ha NOAK/IHYEHHOe
YCTPOWCTBO NaKeTOB;

lNepedaHo/npuHsAmMo 0aHHbIX, 6alim — KONNYEeCTBO NepefaHHbIX/MPUHATLIX Ha NOAK/THYEHHOe
YCTPOWCTBO 6ailT AaHHbIX;

lNepedaHo/npuHsIMO OaHHbIX, Nakemos — KONIMYeCTBO nepeaaHHbIX/NPUHATBIX Ha NOAKNHYEHHOE
YCTPONCTBO NaKeTOB AaHHbIX;

lNepedaHo ¢ owubkamu, nakemos — KONNYeCTBO NaKeToB, NepefaHHbIX C OLWMOKaMy Ha NOAK/IIUYEHHOe
YCTPOWCTBO;

lMosmopsbi nepedayu 3a rnocsaedHull nepuoo, nakemos — KOIMYeCTBO NOBTOPOB Nnepefayn Ha
NOAKNIOYEHHOE YCTPONCTBO 3a nocnegHue 10 cekyHa;

O6wee 4uc/10 N0BMOPOB rnepedayu, nakemos — KosiM4ecTso NOBTOPOB Nepesayn Ha NoAKI0YEHHOe
YCTPOICTBO 3a BCe BPEMS NOAK/THOYEHNS;

Ckopocmb repedadu/npuema, Kbum/c — akTyasibHas CKOPOCTb nepefayn Tpaduka B HacTOALWNIA
MOMEHT BPEMEHW.

MoameHo «WDS»

B nogmeHto « WDS» BbiBOAUTCA MHpOPMALUA O COCTOSAHMM nogksitodeHHbIx no WDS Touek goctyna WEP-200L.

SELTEX  WEP-200L

M MwATOCT?  IF-ampec MAC-ampsc WHTepeie LNk Capacity Link Quaiky  Link Qualty Commen  RSS|, 05w SNR, A6 TRae RuRaw TEEW, MMy RXBW MMy Bpews pasoTs

E081  e3 7801 cachis

wiant 50 {not changed) 100 E5 £3/61 19013 DOFDM 5L WHT NSSZMOCSE 117 20 1031

MogynEuna Nepesans naseTon TIRHKATS MAVETOR

DE55T

OFOME

OFOM24

OFOM3E 14

CFDMAE 331

MES-MCE0

MESL-MEST

MES2-MCS2

MI52-MC33

MSEI-MCFE 0 =, 216

Ne — HOMep NMOAK/TIOYEHHOIO YCTPOICTBA B CMUCKE;

Vimsi xocma — ceTeBoe UMS YyCTPONCTBa;

IP-adpec — IP-agpec noAk/I04eHHOro yCTPONCTBa;

MAC-adpec — MAC-agpec NoaK/H4EeHHOIo YCTPOCTBa,

Viumepgpelic — nHtepdpeiic B3anmogeiictena WEP-200L ¢ nogxk/104eHHbIM YCTPONCTBOM,;
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PykoBogacTBo no akcniyatauum WEP-200L

Link Capacity — napameTp, KOTOpbIi OTO6paxaeT a(pPeKTUBHOCTbL UCMO/Ib30BaHUS TOUYKOM [OCTyNa
MOAyNAauMn Ha nepegady. PaccumTbiBaeTcs UCX04s U3 KONMYeCTBa NakeToB, NepefaHHbIX Ha KaxXa0i
MOAYNALMMN [0 KTMEHTA, U NOHUXKAOLLMX KO3hhMLUmMeHTOB. MakcumasibHoe 3HadyeHne — 100% (o3Hauvaer,
4TO BCE MakeTbl NepefatoTcs A0 KIMEHTa Ha MakCUMasibHOM MOAYNSALMN 01 MakCMMa/lbHOTO Tuna nss,
noALePXXMBAEMOro KIMEHTOM). MUHUManbHOe 3HaueHne — 2% (B Cnyyae, Korga naketbl nepeaatoTcsa Ha
moaynaumm nssTmes0 ans knneHTa ¢ nogaepxkkoii MIMO 3x3). 3HaueHne napaMeTpa paccunTbiBaeTcs
3a nocnegHve 10 cekyHz,

Link Quality — napameTp, KOTOpbIA 0OTOGpaXKaeT COCTOSAHME SIMHKA A0 K/IMEeHTa, pacCUMTaHHbIN Ha
OCHOBaHMW KO/IMYeCTBa PETPAHCMUTOB MaKeToB, OTMNPaBNEHHbIX K/IMEHTY. MakCcMMasibHOe 3HavYeHne —
100% (BCe nepepaHHble NakeTbl OTNPaBUINCH C NEPBOI NONbLITKN), MUHUMasIbHOE 3HadYeHne — 0% (Hu
OfMH NakeT A0 KNMEHTA He 6blN YCNELIHO OTnpaB/ieH). 3Ha4YeHe NapaMeTpa paccunTbiBaeTcs 3a
nocnegHvie 10 cekyHz,

Link Quality Common — napameTp, KOTOPbIi 0TO6paxaeT COCTOAHME NINHKA A0 K/IMEHTa, pacCyUTaHHbI
Ha OCHOBaHWM KONNYeCTBa PETPAHCMUTOB NakeToB, OTNPAaB/IEHHbIX KNEHTY. MakcumanbHoe 3HayeHne
— 100% (Bce nepefaHHble NaKeTbl OTNPABUINCH C NEPBOIA NOMbITKM), MUHUMa/IbHOE 3HaveHne — 0% (Hu
OfMH NakeT A0 KNMEeHTa He 6blN YCNeLHO OTnpaBsieH). 3Ha4YeHe napaMeTpa paccunTbiBaeTcs 3a BCe
BPEMS NOAK/TIOYEHUS KNTNEHTE,;

RSSI — ypoBeHb NpvHUMaeMoro curHana, Abw;

SNR — oTHOLWeHne curHan/wym, ob;

TxRate — kaHanibHasa CKOpPOCTb nepegayv, Mout/c;

RxRate — kaHanbHasA CKOpoCTb npuema, MouT/c;

TX BW — nonoca nponyckaHvus Ha nepegade, MIu;

RX BW — nonoca nponyckaHus Ha npueme, My,

Bpems pabombsl — BpeMs COEANHEHUSA.

[Ons BbiBOAa 6onee pasBepHyTOl MHChOPMALMK MO OnpeseneHHOMY NOAK/UYEHUIO BbIGEPUTE €0 B CTINCKE.
Moapo6HOe onuncaHve BKKYAET B cebsl criefytoLime napameTpsl:

lNepedaHo/npuHsIMo Bce20, 6alim — KONMYECTBO NepefaHHbIX/NPUHATLIX Ha NOAK/IYEHHOE YCTPOCTBO
oaiT;

lNepedaHo/npuHsIMO Bce20, Nakemos — KOIMYECTBO NnepefaHHbIX/NPUHATLIX Ha NOAK/IIYEHHOe
YCTPOWCTBO NaKeTOB;

lNepedaHo/npuHsAmMo 0aHHbIX, 6alim — KONMYeCTBO NepefaHHbIX/MPUHATLIX Ha NOAK/THYEHHOe
YCTPOWMCTBO 6ailT AaHHbIX;

lNepedaHo/npuHsIMO OaHHbIX, Nakemos — KONIMYeCTBO NnepesaHHbIX/NPUHATBIX Ha NOAKNHYEHHOE
YCTPOMCTBO NaKeTOB AaHHbIX;

lNepedaHo ¢ owubkamu, nakemos — KO/IMYECTBO NakeToB, NepefaHHbIX C OLNMOKaMu Ha NOAK/IYEHHOe
YCTPOWCTB;

Mosmopsbi nepedayu 3a rnocsaedHull Nepuoo, nakemos — KONNYeCTBO NOBTOPOB Nepefayn Ha
NOAKNIOYEHHOE YCTPONCTBO 3a nocnegHue 10 cekyHa;

O6wee 4uc/10 N0BMOPOB rnepedayu, nakemos — KONMYeCTBO NOBTOPOB Nepefayn Ha NoAK/IYEeHHoe
YCTPOMCTBO 3a BCe BPEMS NOAK/HOYEHNS;

Ckopocmb repedadu/npuema, Kbum/c — akTyasibHasi CKOPOCTb Nepegayun Tpadurka B HACTOALLMIA
MOMEHT BPEMEHW.
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5.4.3 ToameHto «CTatnUcTuKa no Tpaduky»

B pasgene «CTtaTtucTuka no Tpacmky» oto6paxkatoTcs rpaduky CKOpocTy nepeaaHHoro/noy4YeHHoro
Tpadvka 3a nocregHve 3 MUHYTbI, & TaKKe CTaTMCTUKA O KOMIMYecTBe NepeaaHHoro/nony4eHHoro Tpaguka ¢
MOMEHTA BK/IOUEHNS TOUKM JOCTYynNa.

Mpadmk LAN Tx/Rx nokasbiBaeT CKOPOCTb NepegaHHoro/nony4yeHHoro tpagmka vepes Ethernet-unrepcpeiic
TOYKM AOCTyna 3a nocnegHve 3 MUHyThl. [padvk aBToMaTnyeckn 06HOBNSETCA Kakable 6 CEKYHA,

Mpadomkn WLANO 1 WLANT Tx/Rx nokasbiBaloT CKOPOCTb NnepeaHHOro/nonyyeHHoro rpadouka
yepes nHTepelicol Radio 2.4 'y, n Radio 5 'y, 3a nocnegHne 3 MUHYTLI. padink aBToMaTn4ecku
06HOBNSAETCA KaxXable 6 CEeKyHA.

PLELTEX  WEP-200L

il )

Machbormn g i e J AN A~ A —~ /7
: NMA A AN

TR 13 TORAP TS M T LRSS 170 S 5o s

OnucaHue Tabnuupl «lepedaHo»:

* MiHmepdgpelic — ma nHTepdeinca,

+ Bcez2o nakemos — KO/IM4eCcTBO YCNeLIHO OTNpaB/IeHHbIX NakeToB.;

* Bcezo 6alim — KoIM4eCcTBO YCMNEeLHO OTNpaB/eHHbIX 6aiT;

+ Om6powWeHOo nakemos — KO/IMYeCTBO NakeToB, OTOPOLLEHHbIX NPV OTMPAaBKE;
* OwWubKuU — KOJIMYECTBO OLLMOOK.

[MepenaHo ~
HuTepdeic Bcero naketos Bcero Gant OTOpOolWeHO NAKETOE OwnGrm
LAN 3674 3645843 D 0
WLANO ] 0 1048 D
WLAN1 1031 410275 2193 0
wian0-val 0 0 1048 0
wlanO-va1 0 o] D 0
wianl-va2 0 0 o] o]
wianO-va3 a 0 0 0
wianO-wds0 0 0 0 0
wianO-wds1 0 0 0 0
wlanO-wds2 ] 0 0 0
wianl-wds3 0 0 0 0
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OnucaHue Tabnuupl «[MPUHAMO»:

* MiHmepdgpelic — nmsa nHTepdeinca,

PykoBoacTBo no akcnayatauum WEP-200L

* Bcezo nakemos — KOn4ecTBo YyCNewHO NMPUHATLIX NakKeTOoB,
* Bcezo 6alim — KOM4eCcTBO YCMEeLHO NPUHATLIX 6aiT;
* OmO6pOoWeEHO rnakemos — KOJIMYECTBO MakeToB, OTOPOLLEHHbIX NPV NOyYEeHUY;
* OwWubKu — KO/IMYECTBO OLLMOOK.
MpuHsATO ~
WHTepdeiic Bcero naxetos Beero Gait O16poleHo nakeTos Owndxu
LAN 11179 1771394 0 0
WLAND 0 0 0 0
WLANT 527 146013 0 0
wiand-val 0 0 0 0
wland-val 0 1] 4] 0
wian0-vaz 0 0 0 0
wiand-va3 0 0 0 (o]
wianO-wes0 0 o 0 0
wianO-wds1 0 0 0 0
wianl-wds2 0 V] 0 0
wianl-wds3 0 0 0 0
5.4.4 TogmeHto «CkaHMpoBaHue adompar
B nogmeHto «CkaHMpoBaHue acpupar» OCyLLECTBAETCA CKaHPOBaHMe OKpyXXatoLLero pagnoadupa un
O6Hapy)XeHne cocegHNx ToYek AocTyna.
i
snlTEX WEP-200L
MotmnToprHT Radic VAP WDS CETEBLIS HACTRONRM BHELH e CEpBHCH Cucrema ! b ekl
WI-FI ket MocnefHee CEarmposarwe Joine 2807 2022 1274111
b LOwanazon SsID Pemum BesonacHocTi MAC-aapec Kauxan ! WwphHa RSEI, ABMm
CramETa T 24y VK_enterprise WRAZ_TX E4'5AD4EZCAAL 1120 -24
Crasmposanns sgnpa » 24TTY VI enterprise WPAZ_1X E0 D EL TR 06 FO 120 a5
FHypHanN cobb T ZATTY VK_portal Open EODYE3TI06F1 1120 ar
CETEBaRA MHTOPMHA 2.4TTY sdd_wlc_gnierprise WRAZ_TX E4.5A D4.FOBDS2 1120
2.4y AP4_BRA5_officetd Open ABF34B.B0.2C.C4 &2 A7
RO 24Ty WLC30_scd1 WRAZ E4.5AD4:FO.6D:51 1120 47
WHMOPMELAR 00 YCTPORCTRS 24Ty Sedrakyan_enterprise WRA_1XIWPA2 1X CCA0AZ.C2D4A10 1 =47
24Ty APA_BRAE office1 Open ABFG4B:BO:2CCS &2 4R
24Ty llikate per WPRAZ ABFO:4B:B0:05:43 52 48
Z4TTY sdd_wic_enterprise WPAZ_1X EBZECT DACF AZ 7i20 48
241y WRAZ &2 -48
Z4TTY AF4_BR14_omMce1n open 52 4
24Ty HRortal Open ASTH 4B BO0542 G20 48
ZATTY 802 17r WPAZ &I2 48
24Ty wids_test_weplac WRAZ ED.DE3T0.98:80 BI20 -48
24Ty ci-cd_hoispot_auth Open EQ.DO.E3.72.B0.B0 5120 49
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Mocne HaxxaTusi Ha KHonky «CkaHMpoBaTb» npoLecc byaeT 3anyLleH. [ocne 3aBepLueHns CKaHMPOBaHUS
NOSIBUTCS CMUCOK 0GHaPYXXEHHbIX TOYEK JOCTYNa U MHPOPMaLUS O HUX:

+ [luana3oH — yKa3blBaeTca auanasoH 2.4 'y unm 5 I'Tu, B KOTOPOM 6blia 06HapyXeHa Toyka AoCTyna;
+ SSID — SSID o6HapyXeHHOI TOYKM A0CTYyNa;

* Pexum 6e3onacHocmu — pexmnm 6e30nacHOCT! 06HapYXXEHHOWN TOUKM AOCTYNa;

* MAC-adpec — MAC-agpec o6HapyXeHHOI TOUKM A0CTYyNa;

* KaHasi/lLlupuHa — pagmokaHas, Ha KOTOPOM paboTaeT 06HapyXXeHHasa Touka AOCTyna;

* RSSI — ypoBeHb, C KOTOPbIM YCTPOWCTBO NPUHMMAET CUTHaUT OGHAPYXXEHHOM TOYKK A0CTYyna, ABM.

© Bo Bpems OCYLLECTB/IEHNS CKAHMPOBaHWSA adhmpa pagronHTepdelic ycTpolicTea 6y4eT OTK/IHOUEH, UTO
npuBeaeT K HEBO3MOXHOCTY Nnepeaayun aaHHbIX A0 Wi-Fi KTMEHTOB BO BpeMsi CKaHWPOBaHUS.

5.4.5 TMoameHo «KypHas cobbITUin»

B gaHHOM pasgene MOXHO NPOCMOTPETL CMMCOK MHAPOPMALMOHHBIX COOBLLEHMIT B peasibHOM BPEMEHW,
cofepxawuii cnegytoLLyto MHopMaLmio:

wELTEX WEP-200L

-9 r

MCHITORHH Rai WDE ¥ BIE HACTOAKN BHELLH®E C2PBUCH Cuctema m-

WEFI KUEHTEI = Ofroents - ReST=in
WOS
OaTta u BpemMA Twn Npouecc CoobeHns
CTaTHeTHaE no Tpad i ;
ulZa 1241 1 daemaon inf scanwian[1094] scan on intermace ‘wani' finished
CRAHMDOEE e agupa Jul 29 12°41: 11 daeman Inf 2canwian]1094) scan on Interface ‘wiand' finizhed
HypHan coGemHi » Jul 29 12:40:43 daemon.info scanwlan[1094] siar scan on interface ‘wiani'
CeTERan UHDOPMALIMA Jul 29 12:40:43 daemaon.info scanwlan[1094] star scan on Interface ‘wiang'
Jan 1 03:00:25 daemon.info DHCP-client: Interface brd oblained l2ase on 10.24.80.59
MHPORMALIAR O
FRAmQIRITE DO i an 1 030028 daeEmaon.infio Mehw
Hrdropmauns of yorpoicies Jan 1 03:00:27 auth info Server listening on 0 0.0.0 part 22
Jan 1 03:0:0:27 auth.info sshd[G00) Server listening on :: port 22
Jan 1 03:00:27 auth.info sshd[E00] Senver listening on 0.0.0.0 pord 830
Jan 1 o002y auth.info sshd[B00] Server listening on | port 830

Jan 1 030027 daemon. info 2ysloqo[e0d)] staned: BusyBox vi1.21 1

+ [lama u spemsi — fata n Bpems, Korga cobbiTvie 6bis10 CreHeppoBaHo;
* Tun — KaTeropvs n ypoBeHb BaXKHOCTU COObLITUS;

* [poyecc — nms npouecca, CreHeprpoBaBLLIEro COO6LLEHNE;

+ CoobujeHue — onucaHue coobITus.
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Tabnuua 6 — OnucaHve Kateropuii BaXKHOCTU COObITUI

YpoBeHb Tun BaXXHOCTU COOGLLEHNIA OnucaHue

0 Upe3BblyaliHble (emergency) B cucteme npousoLuna Kputudeckas owmnéka,
cucteMa MOXeT paboTaTth HeMpaBUIbHO

1 CurHansl Tpesoru (alert) Heo6xoaumMo Heme/leHHOe BMELLATENLCTBO B
cuctemy

2 Kputnueckue (critical) B cucteme npou3soLunia Kputmyeckasi owmoka

3 Own6ouHble (error) B cucteme npousoLuna owmnobka

4 MpeaynpexaeHus (warning) MpegynpexaeHue, HeaBapuiiHoe coobLieHne

5 YBepomneHus (notice) YBEAOM/IEHNE CUCTEMbI, HEABaPUIiHOE CO06LLEHNE

6 MHdopmaumoHHble (informational) NHhopMaLMOHHbIE COOBLLEHNS CUCTEMBI

7 OTtnapgouHble (debug) OTnagouHble CO06LLEHUS NPeAoCTaBSAOT

No/1b30BaTeNto MHPOPMALMIO A/151 KOPPEKTHOM
HaCTPOIKK cUcTeMbI

[ns nonyyYyeHns HOBbIX COOOLLEHUI B XXypHasie COObITUIN HEOBXOAUMO HaxXaTb Ha KHOMKY «OBGHOBUTbLY.

Mpu Heo6XOANMOCTU BCE CTapble COOBLLEHUS 3 XYypPHAIA MOXHO YAA/IUTb, HAXaB Ha KHOMKY «OUNCTUTb.

5.4.6 TMoameHto «CeTeBasi MHGopMaLns»

B nogmeHto «CeTeBasi MHhopMaLmsa» OCYLLECTB/ISIETCA NPOCMOTP OCHOBHbIX CETEBbLIX HACTPOEK YCTPOIACTBA.

"SELTEX  WEP-200L

FaHs TOpAHT VDS CETenta HarTpofKN Bnetiin MOkl

WI-FT KT Cratyc WAN
WD5 Hnreppenc
MipoTokor OHCP

|P-anpec

Ethernet

ARP ~
e |P-agpec MAG-aapec

EODSEIERE140

MapwpyTsl ~
Ne MHI’EPH)EI‘".‘. Hazxawenuns Wnwaa Macea @narm

0 b0 0.000 124501 0000

10 24 80.0

265 255 255 (

Cratyc WAN:

* MlHmepdpetic — nms bridge-nHtepdelica;

* [Mpomoko/s1 — NPOTOKO/, UCNob3yeMblid ansa goctyna k cetn WAN;
* IP-adpec — IP-agpec ycTpoiicTBa BO BHELLUHEN CETY;

* [MpuHAMO — KonnyecTBo NpUHATLIX Ha WAN 6ailT;

* [MepedaHo — konnyecTBo nepefaHHbix ¢ WAN 6aiiT.
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Ethernet:

PykoBogacTBo no akcniyatauum WEP-200L

+ CocmosiHue nopma — cocTtosiHme Ethernet-noprta;
+ CKopocmb — CKOPOCTb NogkntoyeHus no nopty Ethernet;
« Aynsekc — pexuMm nepegayn faHHbIX:

ARP:

Full — nonHblin gynnekc;
Half — nonygynnekc.

B ARP-Tabnuue cogepxumTcsa nHopmaums o cootseTcTeun IP- n MAC-agpecoB cocefiHUX CeTeBbIX YCTPOWCTB:

* IP-adpec — IP-agpec ycTpoiicTBa;
+ MAC-adpec — MAC-agpec ycTpoiicTsa.

MapLipyThbl:

* MlHmepgpetic — nms bridge-nHtepdeiica.

* HasHaueHue — IP-agpec xocTa unv NofAceTy HasHaYeHus,, A0 KOTOPbIX YCTAHOB/IEH MapLLpPYT.

 Umo3 — IP-agpec Wwno3a, Yyepes KOTOopbIiA OCYLLECTB/ISETCSA BbIXOA, Ha agpecara.

+ Macka — macka nogceTw.

* @azu — onpefenieHHble XapakTepUCTMKM AaHHOro MapLupyTa. CyLlecTByHOT criedytowme 3Ha4YeHmns
donaros:

U — yKkasbIBaeT, UTO MapLUpyT CO3aH ¥ AB/ISETCA NPOXOAMMbIM.

H — yka3biBaeT Ha MapLupyT K onpeaeneHHoM y3iy.

G — ykasbIBaeT, YTO MapLUpyT nNposieraet Yepes BHeLWHWI W3, CeTeBol MHTepdelic cuctembl
npefocTaBnseT MapLUpyTbl B CETU C NPAMbIM NOAKNIOYEHEM. Bce npoyre MmapLupyTbl NPOXOAAT
yepes BHeLWHWe wo3bl. Pnarom G oTMeyaroTcs BCe MapLUpyThbl, KOOME MapLIpyTOB B CETU C
NPAMbIM NOAK/THOYEHNEM.

R — ykasbIBaeT, UTO MapLUpyT, CKopee BCero, bbl1 co34aH ANHAMUYECKUM MPOTOKO/IOM
MapLupyTM3aumm, paboTatoLmmM Ha NIoKasTbHO cucTeme, nocpeacTBOM napametpa reinstate.

D — ykasblBaeT, UTO MapLUpyT 6bls1 fO6aBNEH B pe3y/ibTaTe NoslyvyeHns coobLLeHNs
nepeHanpasneHus ICMP (ICMP Redirect Message). Koraa cuctema y3Haet o MapLipyTe 13
coobuweHnst ICMP Redirect, mapLupyT Bko4aeTcsa B Tabnvuy MapLupyTm3aunm, 4Tobbl UCKHOYNTD
nepeHanpasneHve a5 nocnefyowmnx NakeTos, NpegHasHauYeHHbIX TOMY Xe agpecary.

M — ykasbIBaeT, UTO MapLUpyT NOABEPrCs U3MEHEHMIO, BEPOSITHO, B pe3ysibTare paboThbl
AVHaMNYeCKOro NPoToKO/1a MapLUpyTM3aLmMm Ha I0KaslbHON cucTeMe 1 NpUMeHeHUs napamerpa
mod.

A — yKka3blBaeT Ha 6ydhepu3oBaHHbIli MapLUpyT, KOTOPOMY COOTBETCTBYET 3anuch B Tabnuue ARP.
C — yKasbIBaeT, UTO UCTOYHMKOM MapLupyTa fBnseTcsa 6ydep mapLupyTusauum aapa.

L — ykasbIBaeT, YTO NyHKTOM Ha3HayeHuss MapLupyTa SBSeTcs OAMH U3 aapecoB AaHHOro
KomnbloTepa. Takue «10KasibHble MapLUpyThbi» CYLLECTBYIOT TO/IbKO B Bydiepe mMmapLupyTusaumm.

B — ykasbIBaeT, YTO KOHEYHbIM NMYHKTOM MapLipyTa SBNSETCA LWMPOKOBeLaTeNbHbll agpec. Takue
«LLUMpPOKOBeLLaTeNbHblE MapLUPYTbI» CYLLECTBYIOT TONIbKO B Bydhepe MapLupyTM3auuun.

| — yKasbIBa€eT, UTO MapLUpyT cBA3aH ¢ KonblesbiM (loopback) nHtepdpelicom ¢ Lenbio MHOWA,
HeXxenun obpalleHne K KosbLEBOW CETU. Takne «BHYTPEHHME MapLUPYTbI» CYLECTBYHOT TO/IbKO B
6yhepe MapLupyTm3aLnn.

I — ykasbIBaeT, UTO AeTarpammbl, HanpasnsemMble Mo 3TOMy agpecy, 6yayT oTBeprarbes
CUCTEMOM.
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5.4.7 TMoameHo «MHGopmauusa o pagmonHTepgencax»

B nogmeHto «MHhopMaums o pagmouHTepeiicax» 0TOOPaXKEHO TeKyLee COCTOSHNE paaonHTepdencos

WEP-200L.

PykoBogacTBo no akcniyatauum WEP-200L

\ELTEX

Dad e

IMOHMTODHHT Radio VAP

WI-Fi KNHEHTBI

WDS

CTaTUCTHEE N0 TPAMEKY
CraHWpoBaHWe 3tupa
Kypran cobbimuit
CeTesas MHpopMaLA

MHOpMALUA O
pafuouHTEpdecax >

WHbopmauua ob yCT]

WEP-200L

Radio 2.4 Ty
Craryc
IMAC-agpec
Pexum
KaHan
W1pnHa kaHana, My

Radio 5TTu

Cratyc
IMAC-agpec
Pexum
Kaxan

WnpuHa kaHana, My

BretluHne

EPBUCHI CucTemMa

BKMHOMEHD
CC:9D:A2ES:14:00
IEEE 802.11bigin

1 (2412 Mry)

20

Binto4eH0
CCODAZIES14:D2
IEEE 802 11a/n/ac
161 (5805 M)

80

PagnovHTepdielicbl TOUKM AOCTYNa MOMyT HAXOAUTLCA B ABYX COCTOAHUAX: «BK/IIOYEHO» U «BbIK/THOYEHOY.
Craryc Kaxaoro nu3 pagmovHTepeincos oTpaxaeTcs B O4HOMMEHHOM napameTrpe «Craryc».

Crartyc Radio 3aBMCUT OT TOr0, €CTb JI1 Ha JaHHOM paguovHTepdelice BK/IHOYEHHbIE BUPTYasibHbIE TOUKM
poctyna (VAP) unn WDS. B cnyyae, ecnv Ha pagunonHTepdpelice nmeetcs xoTs 6bl ogHa akTueHast VAP, Radio

OyAEeT HaxoAUTbLCS B CTaTyce «BK/IHOUYEHO», HaYe — «BbIK/THOYEHO.

B 3aBncumocTu oT cTatyca Radio on1s MOHUTOpKHIra AOCTYNHA cneayrowas nHopmauus:

«BbIKNHOYEHOY:

+ Cmamyc — COCTOsIHue paguovHTepdeiica;
* MAC-adpec — MAC-agpec pagnonHtepdeiica;
* Pexxum — pexum paboTbl pagnonHTepdelica cornacHo ctaHgaptam IEEE 802.11.

«BKAOYEHO»:

+ Cmamyc — COCTOsiHue paguovHTepdeiica;

* MAC-adpec — MAC-agpec pagnonHtepdeiica;
* Pexxum — pexxunm paboTbl pagnonHTepderica cornacHo ctaHgaptam IEEE 802.11;

+ KaHas1 — Homep 6ecrnpoBOAHOIO KaHana, Ha KOTOpoM paboTaeT paanonHTepdeiic;

* LlupuHa KkaHa/1a — WMpUHa NooCkl YacToT KaHas1a, Ha KOTOPOM paboTaeT paavonHTepdeiic.
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5.4.8 MoameHto «MHdopmaumsa 06 ycTpoincTee»

B nogmeHto «MHchopmauma 06 ycTpoiicTBe» 0TOOpaXKeHbl OCHOBHbIE XapakTtepuctukn WEP-200L.

WEP-200L

MOHWTOPHHT Radio VAP WDS CeTenble HACTPOAKK BHELLIHWE CEpBUCH Cuctema -

[=
o

b
1

Wi-Fi KnWeHTBl Magenue WEP-200L
WDS AnnapatHan BepcuA 10
3asoackon MAC-agpec CC9DAZES114:D0
CTaTUCTHKA N0 TpadMKyY
CepuiHbIiA Homep WP47000029

CraHupoBaHue 3dupa

Bepecua NO
KypHan cofbiTHi PesepeHan sepcud Mo

i = BepcuAa sarpyadqka
CeTesan MHhopMauma i
CHCTEMHOE BpeMA 29.07.2022 12:38:55
WMHpOopMaLMA o
paguouHTEpDEeRcax Bpema paboThl 0 aH, 00:23:19
- . < OOHOBMTDL
WHdropmayma of yeTpoicTee >

* M130esiue — HaMMeHoBaHMe MOLENN YCTPOWCTBA;

« AnnapammHdasi Bepcusi — BepCcus annaparHoro o6ecneyeHnst yCTpoicTBea;

+ 3asodckoli MAC-adpec — MAC-agpec WAN-nHTepcpeiica ycTpolicTBa, yCTaHOB/IEHHbIN 3aBOA0M-
N3roToBUTENEM,

+ CepuliHbili HOMEP — CEepPUIiHbIA HOMEp YCTPOICTBA, YCTaHOB/IEHHbIN 3aBOA0M-U3rOTOBUTENEM,;

* Bepcusi MO — Bepcusi nporpamMHOro obecrnevyeHnss yCTponcTBa;

* PesepsHas sepcus O — npefblaywias yctaHoBsieHHasa Bepcud MO;

* Bepcusi 3a2py3yuka — Bepcusi NporpammHoro obecneyeHuns 3arpysyvka ycTponcTsa;

« CucmeMHoe BpeMsi — TeKyLMe BPeEMS 1 AaTta, yCTaHOB/IEHHbIE B CUCTEME;

* Bpewmsi pabombi — BpeMsi paboTbl C MOMEHTa NOCNEAHEr0 BK/IOUYEHMSA NN Nepe3arpy3kn yCcTponcTea.
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5.5 MeHw «Radio»

B meHto «Radio» nponsBogunTca HacTpolika pagnonHTepgericoB ycTpolicTea.

5.5.1 MoameHto «Radio 2.4 I'u»

B nogmeHto «Radio 2.4 I u» ocyLecTBASOTCA HACTPOIKN OCHOBHbIX NapaMeTpoB pagnonHTepdeiica
yCTPOWCTBa, paboTatowero B AgvanasoHe 2.4 'y,

ELTEX  WEP-200L

M OHHTORHH Radio wWDs CeTaBhie HacTRoRKK BHelUHWE CapBHCH Curctema [T BhiXogn)

Radio 2.4 My » OB e
Radio 5 My e IEEE 802 11bigin w
AcnonHnTensHo ABTOMATAHECKWA BRISOp KaHaNA v ]

CIPAHKYUTE CNWCOK KaHaNoe

WnpuHa kanana, M 20 b

MowHocTs cirHana, b 16 ~

[lononHuTenbHO v

* IjTM eHa

* Pexxum — pexum paboTbl nHTepdelica cornacHo cneayrowmm ctaHaapram:
+ |EEE 802.11b/g
+ |EEE 802.11b/g/n
+ |[EEE 802.11n

+ Asmomamuuyeckull 8bI60p KaHasia — Npu yCTaHOBIEHHOM donare Touka byaet aBToMaTnyecku
BblOGMpaTb HAMMeHee 3arpyXeHHblli pagnokaHan ans pabotbl Wi-Fi-nHtepdieiica. Mpu cHATOM dhnare
OTKpbIBaETCH AO0CTYN A1 YCTaHOBKM CTaTU4eckoro paboyero kaHana.

* KaHas1 — BbIOOp KaHana nepefayv faHHbIX.

+ O2paHuyumsb CrucoK KaHasio8 — Npu yCTaHOBIEHHOM chiare Touka focTyna OyaeT UCnosib30BaThb
OrpaHMyeHHbIN Nosib3oBaTesieM CrMCcoK KaHas10B /15 paboTbl B aBTOMAarn4yeckoM pexunme Bbibopa
kaHana. Ecnu donar HanpoTtue «OrpaHnYnTb CNUCOK KaHa10B» HE YCTaHOB/IEH WX B CIIUCKE OTCYTCTBYIOT
KaHasbl, TO TOUKa AocTyna 6yaeT Bbloupatb pabounini KaHan u3 BCEX AOCTYMNHbIX KAHA/I0B AaHHOro
AnanasoHa 4YacToT. KaHasnbl gnanasoHa 2.4 'u; 1-13.

+ WupuHa kaHana, MMy — wmpmnHa Noaockl YacToT KaHasla, Ha KOTOPOM paboTaeT ToUKa AOCTyna,
npuHumaet 3HadeHnsa 20 n 40 Mrru,

* OCHOBHOU KaHa/1 — napameTp MOXET ObITb M3MEHEH TO/IbKO MPY MNPOMYCKHOW CNOCOGHOCTN CTaTU4eCKn
3a/laHHOro KaHana, pasHoin 40 MI'y. KaHan 40 MIM, MOXHO cunmTatb COCTOALLMM U3 ABYX KaHanoB no 20
Ml u, KOTOpble rpaHnyaT B YaCTOTHOM o6nactu. 3Tn ABa kaHana 20 MUy, Ha3bIBaOT NEPBUYHBIM U
BTOPWUYHbIM KaHas1iaMu. MepBUYHbIA KaHa1 UCNOJb3YeTCH KIIMeHTaMu, KOTOpble MOAAEPXMBAOT TO/TbKO
nosiocy nponyckaHunsa kaHana 20 MIru;

« Upper — nepBun4yHbIM KaHasloM OyaeT BepxHuin kaHan 20 MI'y, B nonoce 40 MIu;
+ Lower — nepBNYHbIM KaHas/10M ByaeT HMKHWUI KaHan 20 MMy B nonoce 40 My,

* MowHocmsb cueHasia, 0bm — perynmpoBka MoOLWHOCTM curHana nepegaryunka Wi-Fi B gbm. MpnHnumaet

3HayeHune ot 4 go 16 abm.
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© B cnyuae, ecniv B cnivcke «OrpaHnunTb CNYCOK KaHAI0B» yKa3aH HefoCTYMNHbIV [715 BbI6opa KaHaul, OH

OyAeT OTMeYeH cepbiM LBETOM. [18 TOro 4To6bl HOBast KOHhUrypaumsa obl1a npUMeHeHa Ha Touke
[ocTyna, B cnucke «OrpaHnynTb CNMCOK KaHa0B» AO/MKHbI ObITb YKa3aHbl TO/IbKO AOCTYMHbIE
(BblAeNeHHbIe CUHUM LIBETOM) KaHaslbl.
Mpumep. Ha Touke gocTyna elle He NPoM3BOANIIOCH HUKAKMX HAaCTPoek, No yMonyaHuio Ha Radio 2.4
My yctaHoBneHa «LlWupnHa kaHana» 20 MI'y, a B cnncke «OrpaHnynTb CNUCOK KaHa/10B» yKasaHbl
KaHanbl: 1,6, 11.
Jonyctnm, Heo6XxoANMO YCTaHOBUTL napameTp «LUnprHa kaHanax, paBHbii 40 MIU,. Mpn M3MEHeHUN
paHHoro napametpa ¢ 20 My, Ha 40 MI'y npoucxoguT cneayroulee:

« ONS pefakTupoBaHnst OTKpbiBaeTcsl napameTtp «OCHOBHOM KaHa», NPUHUMAaOLLIMIA 3HAYeHne no

yMosnyaHuio «Lower»,
+ kaHas1 11 B cnucke «OrpaHnYmTb CMUCOK KaHaU10B» MEHSIET CBOW LIBET C CUHETO Ha Cepblii.

Ecnun namenntb napametp «LnpuHa kaHana» Ha 40 MI'y, 1 He yaannTb cepble KaHaslbl U3 CNUCKa, TO
NPy HaXXaTun Ha KHONKy «MpuMeHuTb» B 6pay3epe nosasuTcs olunbka «BBefeHHble faHHble cogepxar
OLWKNOKKN. N3MEHeHNS He OblIv NpUMEHeHbI». COOTBETCTBEHHO, KOH(UIypauusa ToUkn gocTyna
N3MeHeHa He GyAeT. 3TO MPOUCXOAMT MO NPUYMHE TOro, YTO KaHasibl, Bbl4e/IEHHbIE CEPbIM LIBETOM B
cnucke «OrpaHnynTb CNMCOK KaHasI0B», HEe NOAXOAAT nof onpegeneHme «OCHOBHOM KaHasn» = Lower.

B pasgene «[ononHNTENbHO» OCYLECTBASETCA HACTPOKa AOMNO/THUTE/bHbLIX NapaMeTpoB paanovHTepdelica
YyCTpOWCTBA.

[ononHuTenbHo v

KaHanbHas cKopocTb nepeaasm Auto v

KOpOTKMIA 3aLUWMTHLIA MHTEpPBaN

STBC
Meproa oTnpaeku cryxebHbix cooBLLEHIH, 100
MC
Mopor dparmMeHTaLmm 2346
Mopor RTS 2347

Arperaums

KopoTkan npeambyna

Weinep Broadcast/Multicast, nak/c O

Wi-Fi Multimedia (WMM)

Brniounte QoS a

Pexvmbl paboTel DHCP snooping replace v
Onuwsa 82 chopmar CID APMAC-SSID v

Onuwga 82 chopmar RID ClientMAC v

dopmatr MAC-agpeca AA:BB:CC:DD:EE:FF v
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OBSS Coexistence — pexum aBTOMaTUY4ECKOTO YMEHbLUEHUSA LWUMPUHbI KaHaa npuv 3arpy>eHHOM
pagnoadmpe. MNMpu ycTaHOB/IEHHOM (hf1are pexxMm BK/THOYEH;
KaHasibHasi ckopocms nepedayu — hMKCMpoBaHHaA CKOPOCTb 6ecnpoBOAHON Nepesayn AaHHbIX,
onpegensiemas cneundgukaumamu ctaHgaptos IEEE 802.11b/g/n;
Kopomkul 3awyumHbIli uHmMepBsas1 — NOAAEPXKKA YKOPOYEHHOIo 3allMTHOIO MHTepBasia. Touka gocTyna
nepeAaeT AaHHble, UCNOosb3ys 3aluTHbI nHTepBast B 400 He (BMecTo 800 HC) Npu 06LWEHUN C
K/IMeHTaMu, KOTopble Takke NoAAePXKMBatOT KOPOTKUIA 3alLMTHbIN NHTepBaUT,
STBC — meToZ NpOCTPaHCTBEHHO-BPEMEHHOTO 6/104HOIO KOAMPOBaHUS, HanpaB/iEHHbIV HA MNOBbILEHNE
HaeXHOCTU nepegayn AaHHbIX. MNose 4OCTYNHO, TO/IbKO eCN BbIGPaHHbIN pexum paboThbl
pagunovHTepdelica Bknoyaet B cebs 802.11n. Mpu ycTaHOBIEHHOM dh/iare yCTPOMNCTBO nepeaaeT oanH
NOTOK AaHHbIX Yepe3 HECKObKO aHTeHH. Ecnin chnar He ycTaHOB/EH, YCTPONCTBO HE NepefaeT O4vH U
TOT Xe MOTOK [JaHHbIX Yepe3 HECKO/IbKO aHTEHH;
lMepuod omnpasku c/yxebHbiXx coobweHUl — nepuog nocbiNkn Beacon-gopeiimoB. ®pelimbl
nepegaroTcs O/ 06HapyXeHNsa ToUKM gocTtyna B acpupe. MNapameTp npuHumaet 3HadeHnsa 20—-2000 mc,
no ymonyaHuo — 100 mc;
lMopoe ¢hpacmeHmayuu — nopor doparmeHTaummn gpeliva B 6aritax. NMpuHUmMaeT 3HavyeHnsa 256—2346, no
yMoO/4aHuio — 2346;
lMopoe RTS — ykasblBaeT 4ynC/o GaiiT, Yepes KOTOpPOe NocklnaeTcs 3anpoc Ha nepegady (Request to
Send). YMeHbLUEHME AAHHOTO 3HAUYEHMS MOXET YYULINTL PaBboTy TOYKM fOCTyna Npu 60/1bWoM
KO/IMYeCTBE NOAK/THOYEHHBIX K/TMEHTOB, OAHAKO 3TO YMEeHbLUAeT 06LLYH MPONYCKHYK CMNOCOOHOCTbL
6ecnpoBogHoli cetu. NpuHnmaeT 3HaveHnst 0-2347, no ymonyaHuo — 2347;
Aepezayus — BK/todeHne nogaepxkn AMPDU/AMSDU;
Kopomkasi npeambysia — Ncnonb3oBaHWe KOPOTKON npeambysibl NakeTa;
Llledinep Broadcast/Multicast, nak/c — npu ycTaHOB/IEHHOM (hnare BbINOHAETCS OrpaHnyeHmne
nepegayv LMpoKoBeLWaTe/IbHOro/MynbTUKACTOBOro Tpadmka no 6ecnpoBoAHON ceTu. JIuMnt ans
LUMPOKOBELLLATE/IbHOTO Tpadhmka MOXHO yKka3aTb B NOSIBUBLLEMCS OKHe (nak/c);
Wi-Fi Multimedia (WMM) — BkntoueHune nogaepxkun WMM (Wi-Fi Multimedia);
Pexxum pabombsi DHCP Snooping — Bbl6op nonutukn oépabéoTtkm DHCP onuuun 82. JocTynHble 3Ha4YeHuA
Ana Bolbopa:
*+ ignore — o6paboTka onuuun 82 oTK/ItoYeHa. 3HaYeHUe No YMO/TYaHUID;
* remove — To4YKa JOCTyna yaasiseT 3HavyeHue onuum 82;
* replace — Touka [ocTyna NOACTaBASAET UK 3aMeHsIeT 3HadeHne onuun 82. Mpu BbIbope faHHOro
3HaYeHns AN pefakTpoBaHns OTKPbIBAKOTCA CnefyoLlne napameTpbl:
* Onyus 82 cpopmam CID — 3ameHa 3HavyeHus napametpa CID, MOXeT npuHUMaThb 3HaYeHUS:
+ APMAC-SSID — 3ameHa 3HauyeHus napametpa CID Ha <MAC-agpec Touku goctyna>-
<nmsA SSID>. 3HaveHne No yMoN4aHuio;
+ SSID — 3ameHa 3HavyeHusA napameTtpa Ha umsa SSID, K KOTOPOMY NOAK/IOYEH K/TNEHT;
*+ custom — 3ameHa 3HaveHuns napametpa CID Ha 3HaueHune, ykazaHHOe B
napametpe «Onuus 82 yHunkasibHbIA CID»;

+ Onyusi 82 yHuKa/ibHbIlU CID — npon3BosibHas cTpoka 4o 52 CMMBOJIOB, KoTopas
oyaet nepepasarbca B CID. Ecniv 3HaueHne napameTtpa He 3a4aHo, Touka byaet
n3meHaTb CID Ha 3HaueHne no ymonyaduio — APMAC-SSID;

* Onyus 82 cpopmam RID — 3ameHa 3HayeHus napametpa RID, MoXeT npuHumMaTb
crnefyroume 3HaYeHns:

+ ClientMAC — n3ameHsitb cogepxunmoe RID Ha MAC-agpec KIMeHTCKOro yCTpoicTBa.
3Ha4yeHue No ymosiyaHuio;

* APMAC — n3meHsaTb cogepxnmoe RID Ha MAC-agpec Toukun JocTyna;

+ APdomain — n3meHsitb cogepxunmoe RID Ha AOMEH, B KOTOPOM HaxoAMTCA TouKa
[oCTyna;

* custom — n3meHaTb cogepxnmoe RID Ha 3HaueHmne, ykazaHHoe B napametpe «Onums
82 yHuKasbHbI RID;

* Onyus 82 yHuka/bHbIU RID — nponsBosibHasA CTpoka A0 63 CMMBOOB, KOTopas
6yneT nepegasatbes B RID. Ecnun 3HaveHMe napameTpa He 3ajaHo, Touka dyaet
n3meHATb RID Ha 3HayeHne no ymonyauuio — ClientMAC;
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+ opmam MAC-adpeca — Bbl6op pasgenuteneli oktetoB MAC-agpeca, KOTopblli nepegaeTcs
8 CID n RID:
+ AA:BB:CC:DD:EE:FF — B KayecTBe pa3fenuTens BbICTynaeT 3HaK 4BOETOUNS.
3Ha4veHue No ymMosiyaHuio;
* AA-BB-CC-DD-EE-FF — B KauecTBe pa3fenutesia BbICTYNaeT 3HakK TUpe.
* Bksmoyumb QoS — npv yCTaHOBNEHHOM ¢onare A0oCTyrnHa HacTpoika doyHKLUNMiA obecnevyeHuns kauecTsa
o6cnyxusaHua (Quality of Service).

[N HaCTPOIikM o6ecneyveHnst KayecTsa 06CNYXMBaHUS AOCTYMHbI Cneayrowme yHKUNK:

AP EDCA Parameters
Oyepeak AIFS cwMin cwMax TXOP Limit

Data 3 (DoH) 7 5 v 1023 v 0

Data 2 (Best Effort)

[
o
-
[*2]
]
4
(=)

Data 1 (Buaeo) | 7 v A v 94

Data 0 (Tonoc) 1 ) v 7 v a7

Station EDCA Parameters

Oyepeak AIFS cwMin cwMax TXOP Limit

Data 3 (®©oH) 7 5 v 1023 v 0

Data 2 (Best Effort)

3 15 v 1023 v 0
Data 1 (Buaeo) 3 7 v 15 v 94
Data 0 (Tonoc) 2 ) v 7 v A7

« AP EDCA parameters — Tabnmua HacTpoek napaMeTpoB Touku goctyna (Tpaduk nepenaeTcs OT TOUKU
[0CTYyNa K KNINEHTY):
* Ouepedb — NpeponpeseneHHble ovepean 418 pas/IMyHoro poga Tpaduka:

+ Data 3 (®oH) — HU3KOMPUOPUTETHASA OYepesb, BbICOKasi NPOMNYCKHasi CNOCOBHOCTb
(npuoputeTbl 802.1p: cs1, cs2).

« Data 2 (Best Effort) — cpeiHENPMOPUTETHASA OYEPELb, CPEAHSA NPOMNYCKHas CNOCOBHOCTb U
3afiepxka. B gaHHyto odyepesb oTnpasiseTca 60/bWINHCTBO TPaAUUNOHHBIX [P-4aHHbIX
(npuoputeTsbl 802.1p: cs0, cs3).

+ Data 1 (Budeo) — BbICOKONPUOPUTETHASA ouepefb, MUHUMasIbHbIE 3a1ePXKWN. B AaHHOIA
ouyepeamn aBTOMaTnyeckm obpabatbiBalOTCA BUAEOAAHHbIE, YYBCTBUTE/IbHbIE K BPEMEHU
(npuoputeTsbl 802.1p: cs4, cs5).

+ Data 0 (lF'os0c) — BbICOKONPUOPUTETHASA oYepeb, MUHUMaIbHbIE 3afePXKN. B faHHOl
ouepeamn aBTOMaTnyeckm o6pabatbiBalOTCA AaHHbIE, YYBCTBUTE/bHbIE K BDEMEHW, Takue Kak
VolIP, notokoBoe Buaeo (nproputetsl 802.1p: cs6, cs7).

* AIFS — Arbitration Inter-Frame Spacing, onpegensiet Bpems oxugaHusi kagpos (dpeliMoB)
[aHHbIX, U3MepsAeTcs B cnotax, NpUHNUMaeT 3HaveHusa 1-255.

* cwMin — HavaNlbHOE 3HaYeHVe BpeMEHV OXUAaHusA nepes NnoBTOPHONM OTNPaBKol Kaapa,
3afiaeTcd B MUNUCEKYHAAX, NPUHUMaET 3HadveHusa 1, 3,7, 15, 31, 63, 127, 255, 511, 1023.
3HauyeHne cwMin He MOXeT npeBbIWaTh 3HavyeHne cwMax.
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* cwMax — MakCcMMasibHO€E 3Ha4YeHne BpeMEHN OXnaaHus nepes noBTOPHOWM OTNPaBKoOW Kaapa,
3afaeTcs B MUNMCEKYHAAX, NPUHUMaET 3HadveHua 1, 3,7, 15, 31, 63, 127, 255, 511, 1023.
3HayeHne cwMax f0/MKHO ObITb 60/1bLLE 3HaYeHns cwMin.

+ TXOP Limit — napameTp UCnosb3yeTcsa TONbKO ANA faHHbIX, NepefaBaeMbiX OT CTaHUUN KNneHTa
[0 TOUKM aocTyna. Bo3MOXHOCTb nepefadun — nHTepBasl BpeMeHu, B MUIMCEKYHAAX, Korga
knneHtckasa WME-CcTaHUMst MMeeT npaBa MHMLMMPOBaTh Nnepeaady AaHHbIX No 6ecnpoBoAHON
cpefe K Touke A0CTyna, MakcumMasibHoe 3HavyeHne 65535 MunnncekyHa,

« Station EDCA parameters — Tabnmua HacTpoek napaMeTpoB CTaHUMKN KineHTa (Tpaduk nepeaaercs ot
CTaHUMW KNIMeHTa Ao ToukM gocTyna). OnucaHue noneli Tabnuubl NPUBELEHO BbILLE.

,ﬂ.flﬂ BCTYMJ/1ieEHNA B CUNy HOBOW KOH(*)I/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B 3HEPIOHE3aBNCMYIO NMaMATb
HaXXMUTE KHOIMKY «rlpVIMeHI/ITb». .[],}'IFI OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».

5.5.2 MopameHto «Radio 5 My

B nogmeHto «Radio 5 'y, » OCyLLEeCTBNAIOTCSA HACTPONKM OCHOBHbIX NapamMeTpoB pagnovHTepdelica
YCTPOWCTBa, paboTatoLlero B AgnanasoHe 5 Ty,

WELTEX ~ WEP-200L

MoHuToRMHI Radio VAR WDs

Radio 2.4 [Tu Obwmne
Radio 5 Ty > Pesum IEEE 802.11a/niac b
HononHuTensHo ABRToMaTUYECKWA BRiBiop vaHana

Orparny T CNMCOK KaHanos

LvpuHa kanans, MOy 20 w
Mowrocts curiana, gbm 19

[ononHuTensHo ~

" MNpeMesnTs * OTMeHa

* Pexxum — pexum paboTbl nHTepderica cornacHo ctaHgapTam:
+ IEEE 802.11a
+ |[EEE 802.11a/n
+ |IEEE 802.11a/n/ac

+ Asmomamuyeckuli 8bI60p KaHasia — Npu yCTaHOBMIEHHOM donare Touka 6yaet aBToMaTnyecku
BblGMpaTb HaVMeHee 3arpy>eHHblii pagnokaHan ans pabotbl Wi-Fi nitepdpelica. Mpu cHAaTom chnare
OTKpbIBaAETCA AOCTYN A/19 YCTaHOBKMN CTaTUYeCcKoro paéoyero kaHana.

* KaHas — BblOOp KaHasa nepefayun gaHHbIX.

+ OzpaHuyums CriucoK KaHas108 — Mpu yCTaHOB/IEHHOM doiare Touka gocTtyna 6yget ncnonb3oBatb
OrpaHMYeHHbIN NO/Ib30BaTeNIeM CMNCOK KaHa/10B 47151 paboTbl B aBTOMAaTM4eckoM pexunme Bbibopa
kaHana. Ecnv donar HanpoTnB «OrpaHnynTb CMIMCOK KaHas10B» He YCTaHOB/IEH U/IN B CMIMCKE OTCYTCTBYIOT
KaHasibl, TO ToYka AocTyna 6yaeT BblbpaTb paboumnii KaHan 13 BCeX AOCTYMHbIX KAHA/I0B AaHHOro
AnanasoHa yacTtoT. KaHanbl gnanasoHa 5 I'u; 36-64, 132-144, 149-165.

+ UupuHa kaHana, MMy — wmnpmrHa nosaockl 4YacToT KaHasla, Ha KOTOPOM paboTaeT Touka AoCTyna,
npuvHumMaet 3HaveHusa 20, 40 n 80 Mru,
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+ OCHOBHOU KaHa/1 — napameTp MOXET ObITb M3MEHEH TO/IbKO NPY NPOMYCKHOM CNOCOOGHOCTU CTaTUYeCKn
3aflaHHOro kaHana, pasHoii 40 MI'y,. KaHan 40 MI'y, MOXHO cuMTaTb COCTOSLLMM U3 ABYX KaHanos no 20
MT U, KOTOpbIe rpaHnyaT B YaCcTOTHOW o6nactu. 3Tu ABa kaHana 20 MI'y, Ha3biBatoT NEePBUYHBIM U
BTOPMYHbIM KaHanamu. MNMepBuYHbI KaHasl MCNOb3YeTCs KNMeHTamu, KOTopble NOoAAEPXKMBAIOT TO/IbKO
nosaocy nponyckaHnsa kaHana 20 M,

+ Upper — nepBuYHbIM KaHasioM 6yaeT BepxHuii kaHau 20 MITy, B nonoce 40 MIy;

+ Lower — nepBuMYHbLIM KaHas1oM 6yAeT HWXHUIA kaHan 20 MMy B nonoce 40 My,
MowHocmb cuzHasia, 0bM — perynuposka MoLHOCTK curHana nepegaryuka Wi-Fi 8 gbm. MpuHnmaet
3HadeHue ot 8 go 19 abwm.

B cnyuae, ecnv B cnucke «OrpaHnymTb CNUCOK KaHas10B» yYKa3aH HeoCTYMNHbIN A5 Bbi6opa KaHasl, OH
OyAeT oTMeyeH cepbiM LBETOM. [11A TOro 4to6bl HOBast KOHpUrypaumsa 6oi1a NnpUMeHeHa Ha To4ke
JocTyna, B cnucke «OrpaHnynTb CNCOK KaHaN0B» AO/MKHbI ObITb YKa3aHbl TO/IbKO AOCTYMHbIE
(BblAE€NEHHbIE CUHIM LIBETOM) KaHasTbl.
Mpumep. Ha Touke focTtyna ewe He NPOU3BOANIOCH HUKAKMX HACTPOeK, N0 yMonvaHuo Ha Radio 5
My, yctaHoBneHa «LWvpuHa kaHania» 20 My, a B cnncke «OrpaHnyYmTb CMMCOK KaHaU10B» yKasaHbl
kaHanbl: 36, 40, 44, 48.
Jonyctum, Heo6xoaMMo ycTaHoBUTL NapameTp «LuprHa kaHanay, pasHbiii 40 My, MNpy n3ameHeHnn
JaHHoro napametpa ¢ 20 MI'y, Ha 40 MI'y, nponcxoguT cneayoLlee:

« NS pefakTnpoBaHns OTKpbiBaeTcs napameTp «OCHOBHOM KaHas », MPUHUMAatOLLMIA 3HAYeHne no

ymonuaHuto «Upper»,
* KaHasbl 36 1 44 B cnucke «OrpaHMYnUTb CMMCOK KAHA/10B» MEHSAOT CBOW LIBET C CUHETO Ha Cepblii.

Ecnu nameHnTb napametp «LLnpuHa kaHana» Ha 40 Ml 1 He yaanuTb cepble KaHaslbl U3 CNUCKa, TO
NPV HAXaTNW Ha KHOMKY «[pyMeHNTb» B Gpay3epe NosiBUTCA OLLUMbKa «BBefeHHbIe AaHHble coepxar
OLWNGKN. I3MEHEHNSA HEe GbI/IN NPUMEHEHbI». COOTBETCTBEHHO, KOH(IUIypaLMs TOUKM AOCTyna
M3MEHEHA He GyAeT. DTO NPOUCXOAMT NO NPUYMHE TOTO, YTO KaHaslbl, BblAENIEHHbIE CEPLIM LIBETOM B
cnucke «OrpaHMuYnTb CNMCOK KaHa10B», HE NOAXOAAT Nog, onpeaeneHve «OCHOBHOM kaHasn» = Upper.
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B pasgene «[ononHMTeNbHO» OCYLLECTBSETCS HACcTPoliKa fONOMHUTENbHbIX NapamMeTpoB paanonHTepdeiica
yCTpOWCTBA.

[ononHuTensbHo v

KaHanebHasa cKopocTb nepefasu Auto v

KopoTkui 3alluTHBLIA MHTEpBan

STBC
Mepwog oTnpaBkK Criy#ebHbIX COOBLLEHWHA, 100
MC
Mopor gparmeHTaumnm 2346
Mopor RTS 2347

Arperaums

KopoTkan npeambyna

lWennep Broadcast/Multicast, nax/c O

Wi-Fi Multimedia (WMM)

Brniounte QoS o

Pexuambl pabotel DHCP snooping replace v
Onuwa 82 dpopmar CID APMAC-SSID v

Onuua 82 popmar RID ClientMAC v

®opmar MAC-agpeca AA:BB:CC:DD:EE:FF v

* OBSS Coexistence — pexum aBTOMaTUYECKOIO YMEHbLUEHMWSA LWVPUHbBI KaHana npu 3arpy>eHHom
pagnoadhupe. MNpu yctaHOBNEHHOM ¢h/iare peXxxum BKJTHOUEH.

+ KaHa/lbHasi CKopocmb repedaqu — (PUKCMpoBaHHasA CKOPOCTb 6eCNPOBOAHON Nepeaaqn AaHHbIX,
onpegensemas crneundukaumsammn ctaHgaptos IEEE 802.11a/n/ac.

* [Moddeprxka DFS — mexaHN3M AMHaMnyeckoro Bbibopa YacToTbl. TpebyeT OoT 6ecrnpoBOAHbIX YCTPOWCTB
CKaHupoBaTb pagnoadnp v nsberarb UCMosib30BaHNA KaHas10B, COBNaatoLwWwmx ¢ KaHanamu, Ha KOTOPbIX
paboTatoT pagnonokKaunoHHble cuctemsl B 5 'L, AgnanasoHe:

* BbIKk/1l04EHO — MexaHu3M Bblk/ltoveH. DFS-kaHasbl He fOoCTynHbI 418 Bbibopa.
* BK/1l0O4EHO — MEXaHV3M BKJTHOYEH.
* [puHydumesibHO — MexaHu3M BblK/itoueH. DFS-kaHasbl 4OCTYNHbI AN Bblbopa.

* Kopomkul 3awyumHbIl uHmMepsass — NoOAAEPXKKa YKOPOUYEHHOro 3alMTHOrO HTepBasia. Touka gocTyna
nepefaeT AaHHble, UICNO/b3ys 3alnTHbI nHTepBas B 400 He (BMecTo 800 HC) Npu 06LEHUN C
K/IMeHTaMu, KOTopble Takke NoaaepXMBatoT KOPOTKUIA 3alUTHBIA UHTepBaUl.

+ STBC — meTof, NpOCTPaHCTBEHHO-BPEMEHHOIO 6/104HOI0 KOAMPOBaHUSA, HaNpPaB/IeHHbIM Ha NOBbILLEHNE
HaeXHOCTU nepesayn AaHHbIX. MNose JOCTYNHO, TO/IbKO eCn BbIbpaHHbIN pexum paboThbl
pagunovHTepdelica Bknoyaet B cebs 802.11n. Mpwn ycTaHOB/IEHHOM dhiare yCTPOMNCTBO nepeaaeT oanH
MOTOK AaHHbIX Yepe3 HEeCKO/IbKO aHTeHH. Ecnin chnar He ycTaHOB/EH, yCTPONCTBO He NepefaeT O4vH U
TOT Xe NOTOK AaHHbIX Yepe3 HECKOSIbKO aHTEHH.

+ [Mepuod omnpasKu c/y)KebHbix coobweHul — nepnog nocbisikn Beacon-thpeimos. ®peimbl
nepegaroTca A1 06HapyXXeHUs TOUKM focTyna B admpe, npuHumMaeT 3HadyeHmsa 20—-2000 mc, no
ymosnyaHuio — 100 mc.
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lNopoa chpaemeHmayuu — nopor parmeHTauun periva B 6antax. NpuHMMaeT 3HadeHus 256-2346, no
yMoO/i4aHuio — 2346.
lMopoe RTS — ykasblBaeT 4y1C/0 GaiiT, Yepes KOTOpPOe NocklnaeTcs 3anpoc Ha nepegady (Request to
Send). YMeHbLUEHME AAHHOTO 3HAUYEHUS MOXET Y/YULINTL PaBGoTy TOYKM fOCTyna Npu 60/1bWoM
KO/IMYeCTBE NOAK/THOYEHHBIX K/TMEHTOB, OAHAKO 3TO YMEeHbLUAeT 06LLYH MPONYCKHYK CNOCOOHOCTL
6ecnpoBogHoli cetu. MNpuHMmaeT 3HadeHns 0—2347, no ymonyaHuo — 2347.
Aepezayusi — BK/todeHne nogaepxkn AMPDU/AMSDU.
Kopomkasi npeambysia — ncnonb3oBaHWe KOPOTKON npeambysibl nakeTa.
Llledinep Broadcast/Multicast, nak/c — npu ycTaHOB/IEHHOM (hiare BbINOHAETCS OrpaHnyeHmne
nepefayv LWMpOoKoBeLLaTeIbHOro/My/IbTUKacTOBOrO Tpadgnka no 6ecnpoBOAHON CETU. YKaknTe NUMAUT
AN LUMPOKOBELLATENBHOMO Tpadgvka B NOSIBUBLLEMCS OKHe (nak/c).
Wi-Fi Multimedia (WMM) — BkntoueHune nogaepxkn WMM (Wi-Fi Multimedia).
Pexxum pabomsi DHCP Snooping — BbI6op nonmTtukmu o6pa6otkm DHCP onuun 82. loCTynHbIE 3HAYEeHNsS
Ana Bolbopa:
* ignore — obpaboTka onuuu 82 oTkNYeHa. 3HauyeHne Mo YMOHaHNIO;
* remove — To4YKa [OCTyna yaasiseT 3HavyeHue onuum 82;
* replace — Touka [ocTyna NOACTaBASAET UK 3aMeHsIeT 3HadeHne onuun 82. Mpu Bbibope faHHOro
3HaYeHus AN pefakTpoBaHns OTKPbIBAKOTCA CnefyoLlme napameTpbl:
* Onyus 82 gpopmam CID — 3ameHa 3HavyeHus napametpa CID, MOXeT npuHUMaThb 3HaYeHUS:
+ APMAC-SSID — 3ameHa 3HadeHuns napametpa CID Ha <MAC-agpec Toukn goctyna>-
<nmsA SSID>. 3HaveHne No yMoN4aHuio;
+ SSID — 3ameHa 3HavyeHusA napamerpa Ha umsa SSID, K KOTOPOMY NOAK/IOYEH K/TNEHT;
*+ custom — 3ameHa 3HauveHuns napametpa CID Ha 3HaueHune, ykazaHHOe B
napametpe «Onuus 82 yHunkasibHbIA CID»;

* Onyus 82 yHukasibHbIU CID — npon3BosibHasA CTpoka A0 52 CMMBOJIOB, KOTOpas
oyaet nepepasarbca B CID. Ecniv 3HaueHne napameTtpa He 3a4aHo, Touka byaet
n3meHaTb CID Ha 3HayeHne no ymonyaxumio — APMAC-SSID;

* Onyus 82 cpopmam RID — 3ameHa 3HayeHus napametpa RID, MmoXeT npuHumMaTh
crnefyroume 3HaYeHuns:

*+ ClientMAC — n3ameHsitb cogepxunmoe RID Ha MAC-agpec KIMeHTCKOro yCcTpoicTBa.
3Ha4veHune No ymosiyaHuio;

+ APMAC — n3meHsaTb cogepxnmoe RID Ha MAC-agpec Toukun JocTyna;

+ APdomain — n3meHsitb cogepxumoe RID Ha AOMEH, B KOTOPOM HaxoAuTCs TouKa
[oCTyna;

* custom — n3meHATbL cogepxmmoe RID Ha 3HaveHune, ykazaHHoe B napametpe «Onuums
82 yHuKasbHbI RID;

* Onyus 82 yHukasibHbIU RID — npon3BosibHas cTpoka o 63 CMMBO/IOB, KOTopas
6yneT nepegasatbes B RID. Ecnun 3HavyeHue napameTpa He 3ajaHo, Touka dyaet
n3meHsTb RID Ha 3Ha4yeHne no ymonyaHuio — ClientMAC;

+ opmam MAC-adpeca — Bbl6op pasgenuteneli oktetoB MAC-agpeca, KOTopblli nepegaeTcs
B CID n RID:
+ AA:BB:CC:DD.EE:FF — B KayecTBe pa3fenimtens BbICTynaeT 3HaK ABOETOUUSA.
3Ha4yeHue No ymosiyaHuio;
* AA-BB-CC-DD-EE-FF — B KauecTBe pa3fenutesia BbICTYNaeT 3HakK TUpe.
Bksroyums QoS — npun yCTaHOB/IEHHOM dh/iare AOCTyMHa HacTpolika yHKUMIA 06ecneyeHnst kKayectTsa
o6cnyxunsaHua (Quality of Service).
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[N HaCTPOiikM o6ecneyveHnst KayecTsa 06CNYXMBaHUS AOCTYMHbI Cneayrowme yHKUNK:

AP EDCA Parameters
Oyepenk AIFS cwMin cwMax TXOP Limit

Data 3 (®oH) - 15 B 1023 v 0

Data 2 (Best Effort)

w
o
-
@
[
-
=]

Data 1 (Buaeo) 1 7

Data 0 (Tonoc) 1

[

Station EDCA Parameters
Oyepeak AIFS cwMin cwMax TXOP Limit

Data 3 (©oH) - 15 . 1023 v 0

Data 2 (Best Effort)

w
[4)
-
=]
%]
o
“
o

Data 1 (Bugeo) 2 7

Data 0 (Tonoc) 3

%]
-

-l
<

47

+ AP EDCA parameters — Tabnuua HacTpoek napaMeTpoB Touku gocTyna (Tpadmk nepesaeTcs OT TOUKM
A0CTYyna K KNMEeHTY):

* Ouepedb — NpeponpeseneHHble ovepean 4n1A pas/iMyHoro poga Tpaduka:

+ Data 3 (®oH) — HU3KONpPUOPUTETHAA OYepe/b, BbiCOKas NPOMNyckHasi CNoCOBHOCTb
(npuoputeTbl 802.1p: cs1, cs2);

« Data 2 (Best Effort) — cpeiHENPMOPUTETHASA OYEPELDb, CPEAHSA NPOMNYCKHas CNOCOBHOCTb U
3a/epxkKa. B gaHHylo ovepenpb oTnpaBnseTca 60/1bLUMHCTBO TPaANLMOHHbIX |P-gaHHbIX
(npnoputeTsbl 802.1p: cs0, cs3);

+ Data 1 (Budeo) — BbICOKONPUOPUTETHAS 04EPEAb, MUHMMasIbHbIE 3aePXKN. B AaHHO
ouyepenn aBTomMmatMyeckn obpabarbiBalTCA BUAEOAAHHbIE, UYBCTBUTE/IbHbIE K BPEMEHN
(npnoputeTbl 802.1p: cs4, cs5);

+ Data 0 (l'os10c) — BbICOKONPUOPUTETHAA oYepeb, MUHUMa/IbHbIE 3afepPXKW. B faHHO
ouyepean aBToMaTMyecky obpabarbiBalTCA AaHHbIE, HYBCTBUTE/IbHbIE K BPEMEHW, TakMe Kak
VolIP, notokoBoe Buaeo (npuoputetsl 802.1p: cs6, cs7);

+ AIFS — Arbitration Inter-Frame Spacing, onpeaensiet Bpemsa oxugaHusi Kagpos (peliMoB)
[AaHHbIX, U3MepAEeTC B C/i0Tax, MPpUHUMAaET 3HavyeHns 1-255;

* cwMin — HayaNlbHOE 3HaYeHVe BpeEMEHM OXUAaHUSA nepes NoBTOPHON OTNPaBKol Kaapa,
3afiaeTcs B MUNUCEKYHAAX, NPUHUMaET 3HadveHua 1, 3,7, 15, 31, 63, 127, 255, 511, 1023.
3HayeHne cwMin He MOXeT npeBbIWaTh 3HavyeHne cwMax;

+ cwMax — MakC/MaslbHOe 3HaYeHne BpeMEHN OXMAaHNA nepes NOBTOPHOW OTNPaBKO kaapa,
3afiaeTcs B MUNUCEKYHAAX, NPUHUMaET 3HadveHua 1, 3,7, 15, 31, 63, 127, 255, 511, 1023.
3HayeHne cwMax f0/MKHO ObITb 60/bLUE 3HaYeHUs cwMin;

+ TXOP Limit — napameTp NCNO/b3yeTCH TOMbKO A/19 AAaHHBIX, NepefaBaeMbiX OT CTaHUUN KIMEeHTa
[10 TOYKM AocTyna. Bo3MOXHOCTb Nepefayn — nHTepsasl BDEMEHM, B MUIIMCEKYHAAX, Korga
knueHTckas WME-cTaHums umeeT npasa UHMLMNPOBATL Nepegavy AaHHbIX N0 6eCnpoBOAHON
cpefe K Touke A0CTyna, MakcumMasibHoe 3HavyeHne 65535 MunnncekyHa,

« Station EDCA parameters — Tabnmua HacTpoek napamMeTpoB CTaHLUMKN KineHTa (Tpaduvk nepeaaercs ot
CTaHUMW KNIMeHTa Ao ToukM AocTyna). OnucaHwe noneli Tabnuubl NPUBEAEHO BbILLE.

,ﬂ,ﬂﬂ BCTYMJ/ieHNA B CUNy HOBOWA KOHdJI/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B IHEPIrOHE3aBNCMYIO NMaMATb
HaXXMUTE KHOIMKY «I7pu1vleHumb». ﬂ'ﬂﬂ OTMEHbI U3MEHEHUIA HAXMUTE KHOMKY «OmmeHa».

38



5.5.3 MoameHo «AonosHUTENbHO»

PykoBogacTBo no akcniyatauum WEP-200L

B nogmeH0 «[lonoNnHUTENIbHO» OCYLLECTB/IAETCS HACTPOIiKa AOMNOMHUTENbHbIX NapaMeTpoB

paavonHTepencos ycTpocTea.

HELTEX

MOHMTODHHT Radio VAP WDS

Radio 2.4 Ty
Radio 5Ty

[ononHUTENBHO >

WEP-200L

CeTeBble HACTPONKH BHELHWE CEpBMCHI

JononHWTENBHO

MoGaneHaa M3onAuKA -

Cucrema

m - {BbIXOQ

« [106as1bHasi u3o/1siyusi — NPV YCTAHOB/IEHHOM do/iare BK/IOUYAETCA M30M1AUMS Tpadmka Mexay
KnneHTamu pasHbix VAP 1 pasHbix pagnovHTepdeiicos.

[Nsi BCTYN/IeHUsI B CU/Ty HOBOW KOHQOUIypaLumn 1 3aHECEHNs1 HACTPOEK B 3HEPTOHE3aBNCUMYIO NaMsTh
HaXKMUTE KHOMKY «[ToUMeHUMb». NS OTMEHbI U3MEHEHUIA HAXXMUTE KHOMKY «OmmeHa.

5.6 MeHio «VAP»

B pasgene «VAP» BbINOHAETCA HACTPOiiKa BUPTYasibHbIX Todek goctyna Wi-Fi (VAP).

5.6.1 MoameHto «CymmapHO»

B nogmeHto «CymmapHO» oTo6paxatoTcst HacTpoiikn Bcex VAP Ha pagnonHTepdelicax Radio 2.4 I'Tu n Radio
5Ty. MoXHO NOCMOTPETb HACTPOWKM KaxkAoin BUPTyanbHOW ToUkM B pasgenax VAPO-VAPG.

HELTEX  WEP-200L
Maniofing Radia VAR WDS Natwork Sattings Ext - yatar
Summary » 24 GHr 3GHz
24 GHz Security Broadeast Band VLAN General Station
WVAF Enabled Mode LAN ID 21 SsID Steer Trunk Maode General VLAN 1D Isolation
AR o WEP-200L_2.4GHZ
o of WEP-200L_2 4GHz-1
AP: ot WEP-200L_2.4GHz-2
e or WEP-200L 2 4GHz-3
oft WEP-200L_2 dGHz-4
WAES o WEP-200L 2 4GHLE
o VEP-200L_2.4GHz-6
i
© Etew Enterprise LTD: 2022

Firmuane Vierson: 1 6.0 huid 376 (WEB Version: 1.6.0 buid 16)
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* VAPO-VAP6 — nopsiiKoBbIi HOMeP BUPTYasIbHOWN TOYKM AOCTYNa;

* BK/1t04eHO — Mpu yCTaHOB/IEHHOM dofiare BUPTYyaUibHas TouKa AOCTYNa BK/IOYEHA, MHAaYe — BbIK/TOYEHE;

* Pexum 6e3onacHocmu — TUN WNPOBaHNS AaHHbIX, UCMOb3yeMbIii Ha BUPTYa/IbHOW TOUYKe J0CTyna;

* VLAN ID — Homep VLAN, c koToporo 6yaeT cHumMaTbes MeTka npu nepegadve tpaduka Wi-Fi knvenTtam,
NOAKMOYEHHBIM K faHHoin VAP. MNpu npoxoxaeHnn Tpadnka B 06paTHY0 CTOPOHY Ha HETErMPOBaHHbIN
Tpaduk oT kNneHToB ByaeT HaBelwmBaTbes MeTka VLAN ID (npu otkntoueHHoM pexume VLAN Trunk);

+ SSID — umsA BUpTYyasibHON 6ecnpoBOAHON CeTY;

+ TpaHcnuposams SSID — npu yctaHOBMEHHOM chriare BKHOYEHO BelaHune B adomp SSID, nHave —
BbIK/TIOYEHO;

* Pexum Band Steer — npu ycTaHOB/IEHHOM ¢h1iare akTMBHO MPUOPUTETHOE NOAK/IOYEHMEe KnneHTa K 5 Ty,
cetn. Ans paboTbl hyHKUUN HYXXHO co3gaTb VAP ¢ ognHakoBbiM SSID Ha kKaxaoM pagnonHTepderice un
aKTMBMpOBaTb Ha HUX napameTp «Pexum Band Steer»;

* VLAN Trunk — npu ycTaHOB/IEHHOM (hiare aboHeHTY nepefaeTcsa TermpoBaHHbIin Tpadvk;

+ General Mode — npu ycTaHOB/IEHHOM ch/lare paspeLuaercs nepegadya HeTermpoBaHHoro Tpadguka
COBMECTHO C TErMpoBaHHbIM (AOCTYNHO Npu BKAtoueHHOM pexume VLAN Trunk);

*+ General VLAN ID — c ykazaHHoro VLAN ID 6ygeT cHumaTbea meTka u Tpadmk atoro VLAN npoiiget Ha
KnvneHTa 6e3 Tera. [MNpu npoxoxaeHun Tpadrka B 06paTHyt0 CTOPOHY Ha HETErMpoBaHHbI Tpaduk byaet
HaBewwmBaTbcs meTka General VLAN ID;

* U3on1syus aboOHEHMOB — NP YCTaHOB/IEHHOM (p/iare BK/THOUYeHa U30/14Uma Tpadimka Mexany KnmeHTamu
B npefenax ogHoi VAP.

,ﬂ.ﬂﬂ BCTYMJ/ieHNA B CUny HOBOW KOH(*)I/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B 3HEPIOHE3aBNCMYIO NMaMATb
HaXXMNTE KHOIMKY «I"IpumeHumb». Iﬂ'I'IS:I OTMEHbI U3MEHEHUIA HAXMUTE KHOMKY «OmmeHa».

5.6.2 lMoameHto «VAP»

WELTEX  WEP-200L

A TTxg OBLUME HACTPORER

O6uine HaCTPOKKU:

* Bk/1104eHO — Npy yCTaHOB/IEHHOM (hiare BUPTyasibHast TOUKa A0CTyna BK/IKOYEHA, MHaYe — BbIK/TIOYEH3;

+ VLAN ID — Homep VLAN, ¢ koToporo 6yaeT cHumMaTbesl MeTka npu nepegadve tpadguka Wi-Fi kinenTtam,
NOAK/TOYEHHbIM K AaHHOo VAP. Tpu npoxoxaeHnn Tpadinuka B 06paTHy0 CTOPOHY Ha HETErMPOBaHHbI
Tpaduk oT KNnMeHToB ByaeT HaBelumBaTbest MeTka VLAN ID (npu otknitoueHHom pexume VLAN Trunk);

+ SSID — nmsa BMpTyanbHOI 6ecnpoBOLHON CETY;
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TpaHcuposams SSID — npu ycTaHOBNEHHOM thriare BKOYEHO BelaHune B adonp SSID, nHave —
BbIK/IHOYEHO;

Pexxum Band Steer — npu ycTaHOB/IEHHOM ch/iare akTBHO NPUOPUTETHOE NOAKOYEHME KveHTa K 5 Ty
cetn. Ans paboTbl hyHKUMN HYXXHO co3gaTb VAP ¢ ognHakoBbiM SSID Ha kKaxaoM pagvonHTepderice n
aKTMBMpOBaTb Ha HUX napameTp «Pexum Band Steer»;

VLAN Trunk — npu ycTaHOB/IEHHOM ¢hniare aboHeHTY nepefaeTcsa TermpoBaHHbIin Tpaduk;

General Mode — npu ycTaHOB/IEHHOM chfiare paspeLuaeTcs nepegadya HeTermpoBaHHoro Tpadumka
COBMECTHO C TErMpoBaHHbIM (A0CTYNHO Npu BKAtoueHHOM pexume VLAN Trunk);

General VLAN ID — c yka3aHHoro VLAN ID 6yaeTt cHumatbcs MeTka 1 Tpadvk atoro VLAN npoiiget Ha
KnveHTa 6e3 Tera. [MNpu NnpoxoxaeHun Tpadrka B 06paTHyt0 CTOPOHY Ha HETErMpoBaHHbIA Tpaduk byaet
HaBewwmBaTbcs meTka General VLAN ID;

M3onayusi aboHeHmMos — Npuv YCTaHOB/IEHHOM dofiare BKIoYeHa U30Nauns Tpadrka Mexay KavMeHTamm
B npegenax ogHoi VAP;

lNoddepxka 802.11k/v — BKIOUMTL Nnoaaepxky ctaHgaptos 802.11k/v Ha BUPTyasibHOW TOUYKe AOCTYNa;
Pennukauns Multicast — npun yctaHoBneHHom hnare Multicast Tpadmk B CTOPOHY KNneHToB 6yaeT
npeobpasoBbiBaTbCA B Unicast 40 KaXA0ro KAMeHTa, npu OTKIIYEHHOM NPOXoAnTb 6e3 Mogudmrkaunii;
lMpuopumem - BbIGOP cnocoba npuoputusaunn. Onpenenser rnosie, Ha 0CHOBaHWUY KOTOPOTro Tpadivik,
nepeparowmiica B paguonHtepdelic, byaet pacnpegensatbcsa no oyepegam WMM:

+ DSCP — 6ypet aHanunsnposatbcsa npuoputeT 13 nona DSCP 3aronoska IP-nakeTa;

+ 802.1p — 6yaeTt aHanu3npoBaTbcsi npuopuTeT u3 nonsi CoS (Class of Service) TermpoBaHHbIX
NnaxkeTos.

MakcumasibHoe Ko/1u4ecmso K/IUeHMOoB8 — MakKCUMasibHO AONYCTUMOE YUC/O NOAK/IoHaEMbIX K
BMPTYas1bHOW CEeTU KNIMEHTOB;

MuHuMa/ibHbIU ypoBeHb cugHasla — YPOBEHb CUTHaNa B AbM, HUXKe KOTOPOro NMpOUCXOAUT OTK/II0YEeHNe
K/IMEHTCKOro 060py0BaHNS OT BUPTYaslbHON CeTy;

MFP — 3awmta management kagpos (gocTynHo npu Pexume 6e3onacHoctn WPA2 n WPA2-Enterprise,
npv BblGope Apyrnx pexmnmoB 6e3onacHocTv MFP nepeBogutcs B cocTosiHMe OTK/IOUEHO):

+ OTK/I0YeHoO — 3awmTa management-kagpoB OTKNHOYEHS,;

+ OnumoHasibHO — 3almTa paboTaert, ecnun KMeHT nogaepxmsaet MFP. KnneHTbl 6e3 nognepxku
MFP moryT nogkniountbcs K gaHHon VAP;

* Bk/oyeHo — 3auwmTa BK/IHOYEHA, K/IMEHTDI, He noaaepxmsatowwme MFP, nogknountbca He MoryT.

Pexxum 6e3ornacHocmu — pexum 6e3onacHoCTu focTyna K 6ecnpoBogHON ceTu:

* BbIK/Il04EHO — HEe UCMNOMb30BaTh WNpoBaHve 418 nepejadn AaHHbIX. Touka JocTynHa ans
MOAK/TIOYEHMA NHOOOT0 K/TNEHTS,;

+ WPA, WPA2, WPA/WPAZ2 — cnocobbl WwnpoBaHusa, Npy Bbibope o4HOro n3 cnocobos 6yaet
[OCTyNHa cnefyloLas HacTponka:

* Koy WPA — knto4/naposib, Heobxoanmblii o158 NOAKIYEHUS K BUPTYaUlbHON TOUKe
poctyna. [yivHa kntoya coctasnser ot 8 4o 63 CMBOJIOB.

+ WPA-Enterprise, WPA2-Enterprise, WPA/WPA2-Enterprise — pexxum WwnudpoBaHUA kaHasia
6ecrnpoBOAHOl CBA3K, NPY KOTOPOM K/IMEHT aBTOPM3YETCA Ha LeHTpann3osaHHOM RADIUS-
cepsepe. [1n1 HaCTPOViK1 AaHHOro pexuma 6e3onacHocTy TpebyeTcs ykasaTb napameTpbl
RADIUS-cepBepa. Takxe TpebyeTca ykasaTb kiod gnsg RADIUS-cepeepa. Mpu BbiGOpe 04HOMO U3
cnoco6oB 6yaeT AOCTyMHa cneayowas HacTpoka:
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RADIUS
[omeH enterprise.service_root
IP-agpec RADIUS cepeepa 192.168.0.1
MopT RADIUS cepeepa 1812
Mapont RADIUS cepeepa @

Mcnonb30Bath akkayHTHH yepes RADIUS

Mcnone306aTe APYIME HACTPOMKK ANA akKkayHTUHrA

IP-agpec RADIUS cepeepa ANA akkayHTUHra 192.168.0.1
Mopt RADIUS cepeepa ONA akkayHTUHMA 1813
Mapone RADIUS cepeepa OnA akkayHTUHME srase &

MepuoarM4eckans OTNPaBKa akkayHTUHMa

VHTEpBAN OTNPaBKM aKKayHTHHra 60

JloMeH — floMeH nosnb3oBaTtesns;
IP-adpec RADIUS cepsepa — agpec RADIUS-cepBepa;
Mopm RADIUS cepsepa — nopT RADIUS-cepBepa, KOTOpbI NCNoAb3yeTcst ANst ayTeHTUdMKauum n
asTopusauuu;
lMaposib RADIUS cepsepa — naponb anst RADIUS-cepBepa, NCnonb3yemoro asis ayTeHTugukaymm um
asTopusauuu;
WYcrnonb3osame akkayHmMuHa 4epes RADIUS — npu ycTaHOBNEHHOM donare 6yayT OTNpaBnATbCs
coobueHns «Accounting» Ha RADIUS-cepBep;
Vicnonb3osame Opyaue HacmpoUKu 0/151 akkayHmuHaa:
+ IP-adpec RADIUS cepsepa 07151 akkayHmuHza — agpec RADIUS-cepsepa, nCnosnb3yemoro asis
aKKayHTUHra;
+ lNaposb RADIUS cepsepa 07151 akkayHmuHza — naposnb ana RADIUS-cepBepa, MCnosib3yemMoro ans
aKKayHTUHra;
Mopm RADIUS cepsepa 07151 akkayHmuHa2a — NOpPT, KOTOPbIA 6yaeT Mcnonb30BaH A/19 coopa akkayHTUHIa
Ha RADIUS-cepBepe;
* [Mepuoduyeckasi ommnpaska akkayHmuHaa — BK/IUYUTb NEPUOANYECKYIO OTMPaBKy COOOLLEHNI
«Accounting» Ha RADIUS-cepBep. 3aaatb nHTepBas OTNpaBKn COOOLLEHNIA MOXHO B None
«/IHTepBaUs1 OTNPaBKN akKayHTUHIa».
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MopTansHas aeTopu3auua
BrNig4unTh v
HasBaHWe BUpTyanbHOro NopTana default
Adpec Ana nepeHanpasneHsns http://192.168.0.1:8080/eltex_portal/
RADIUS
lcnone3oBatk akkayHTHHT Yepes RADIUS ra
LomeH root
|P-aapec RADIUS cepsepa QNA akkayHTUHE 192.168.01

MopT RADIUS cepsepa AndA aKKayHTHHIA 1813

®

Mapons RADIUS cepsepa ANA aKKAYHTUHIA | sseees
Mepuoauyeckan oTNpaska aKKayHTUHR
OrpaHu4eHus CKopocTH
BKITIO4YHTE 3

KouT/C

(=}

VAP Limit Down

[~

VAP Limit Up KEMT/C

STA Limit Down KOUT/C

=]

STA Limit Up KOUTIC

=1}

[NopTasibHaa aBTopmU3aLInA:

Mpu pexnmax 6e3onacHocTn: BoikiodeHo, WPA, WPA2, WPA/WPA2 Ha VAP focTtynHa HacTpoiika nopTasibHOM
aBTopM3auun.

Bk/siroyums — Npun yCTaHOB/IEHHOM dp/iare aBTopu3alusi nosib3oBateneli B ceTv 6yAeT NPOn3BOANTLCS
nocpeAcTBOM BUPTYaslbHOroO nopTana;

HassaHue supmyasibHo20 rnopmasia — UMsi BAPTYaslbHOro nopTtasia, Ha KoTopblii GyaeT nepeHanpasieH
no/sib30BaTeslb NPV NOAKIHOUYEHNN K CETY;

Adpec 07151 nepeHanpagsieHus — afipec BHELLHEro BUPTyasibHOro nopTana, Ha KoTopblli 6yaeT
nepeHanpas/ieH Nonb3oBaTesb NPU NOAK/YEHUN K CET.

RADIUS:

Ucnonb3osame akkayHmuHa 4epes RADIUS — npu ycTaHOBNEHHOM donare 6yayT OTnpaBnATbLCS
cooblueHns «Accounting» Ha RADIUS cepsep;

JomeH — AOMeH nosnb3oBartens;

IP-adpec RADIUS-cepsepa 0151 akkayHmuHza — agpec RADIUS-cepBepa, ncnonb3yemoro assi
aKKayHTUHra,;

Mopm RADIUS-cepsepa 07151 akkayHmMuHaa — nopT, KOTOPbIA ByAeT NCNoNb30BaH A7151 Coopa akkayHTUHra
Ha RADIUS-cepBepe;

lMaposnb RADIUS-cepsepa 0151 akkayHmuHaa — naponb ansa RADIUS-cepsepa, ncnosnb3yemoro ans
aKKayHTUHra,;

lMepuoduyeckas omnpaska akkayHmuHa2a — BK/TOUYNUTb NepUoaNYecKyo OTNpaBky cO0OLLEeHUI
«Accounting» Ha RADIUS-cepBep. 3agaTb MHTEpBasT OTNPaBKM COOBLLIEHNIA MOXHO B nose «HTepBan
OTMPaBKM akKayHTUHIa».

OrpaHnyeHne CKOpPOCTU:

lMokaszamb — aKTUBMPOBATb M0J1e HACTPOEK;
VAP Limit Down — orpaHu4eHue nponyckHOi CNoCOBHOCTM B HanpaB/eHUN OT TOYKM A0CTyna Ao
KTMEHTOB (B CyMME), NOAK/THUEHHbIX K AaHHoli VAP, K6nT/c;
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+ VAP Limit Up — orpaHuyeHve NponyckHOW CNoCOBHOCTM B HAnpaB/IEHUN OT K/IMEHTOB (B CyMME),
NOAK/MOYEHHbIX K gaHHon VAP, oo Toukn goctyna, K6ut/c;

+ STA Limit Down — orpaHuyeHune nponyckHOW CNOCO6HOCTM B Hanpas/eHn OT TOUKM AocTyna Ao
K/TMEHTOB (KaXXA0ro B OTAE/NbHOCTM), NOAKMOUEHHbIX K AaHHON VAP, Kout/c;

+ STA Limit Up — orpaHuyeHune nponyckHoi cnoco6HOCTM B HanpaBieHUN OT KIMEHTOB (KaXaoro B
OTAENbHOCTM), NOAKMOYEHHbIX K AaHHO VAP, 1o Toukn goctyna, Kout/c.

,ﬂ.flﬂ BCTYMJ/ieHNA B CUNy HOBOW KOH(*)I/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B 3HEPIOHE3aBNCMYIO NMaMATb
HaXXMNUTE KHOIMKY «I"IpumeHumb». Iﬂ'.I'IS:I OTMEHbI U3MEHEHUIA HAXMUTE KHOMKY «OmmMmeHa».

5.7 MeHw «<WDS»

B meHto «WDS» BbINOMHAETCA HacTpoiika 6ecnpoBofHbIX MocToB Mmexay WEP-200L.

© Mpu koHduryprposaHu WDS-coeuHeHNsi HeO6X0AMMO, UTOBbI Ha YCTPOMCTBAXx, KOTopble ByayT
coeanHATbCA No WDS, B HacTpoiikax paanonHTepdeiica 6bi/1M BblopaHbl OAUHAKOBbIA KaHas 1
LIMPpUHA KaHana.

5.7.1 MogmeHto «WDS»

PELTEX  WEP-200L

MoHuTopUHT Radio VAP WDS CeteBbie Hac

Brnwouero
Pexum GeaonacHocTh WPAZ ~
Rmou WPA | sssseses @&
MAC-agpec paguonHTepcheica CC:9D:A2:F2:5A:50
MuTepgeicsl WDS

WHTepdeic Berpeunsid MAC-aapec KananbHan CKOpPOCTL Nepefayn

wlan0-wds0 [ XX KX Auto v

wlanl-wds1 [ YO0 MO0 Auto W

wlanQ-wds2 | XH0K) X Auto ~

wlanf-wds3 [ : X XXX Auto e

Bo Bknagkax «2.4 I'Tu» n «5 I'u» BbIGMpaeTcs pagmonHTepdgienc ycTponcTea, Ha KOTOPOM HEOBX0AMMO
nocTpouTb 6ecnpoBOAHON MOCT.

* BK/104EHO — Npy YCTaHOBIEHHOM (p/iare pexxvMm 6ecnpoBOAHOr0 MOCTa BK/IHOYEH, MHAaYe — BbIK/IOYEH;
* Pexum 6e3onacHocmu — pexum 6e3onacHoCcTy gocTtyna Kk 6ecnpoBogHOl ceTu:
* BbIk/1t04UMb — HE UCNONb30BaTh LWN(POBaHNE ANs nepesayn AaHHbIX;
« WPA2 — cnoco6 wndpoBaHus, Npu BbiIGope KOTOPOro byAeT A0CTynHa creaytollas HacTpolika:
+ Koy WPA — kntou/naposb, He06X0auMbIl A/19 NOAKI0YEHUS K BCTPEYHOM ToUkKe AocTyna.
[nvHa knoya coctasniseT oT 8 o 63 CMMBOSIOB.
+ MAC-adpec paduouHmepgpelica — MAC-agpec pagmonHTepdgeinca gaHHOro yCTponcTea;

* Mlhmepgpelic — BbIGOP 1 BKNtoueHne WDS-nHTepdpelica, Ha KOTOpoMm 6yAeT NOCTPOEH 6eCNPOBOAHOWA
MOCT;
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* BcmpeuHbil MAC-adpec — MAC-agpec pagnonHtepdeiica BCTPEYHOrO YCTPOICTBA, A0 KOTOPOro

HacTpauBaeTcsi 6ecnpoBOAHON MOCT;

* KaHasibHasi ckopocmb nepedadu — hUKCMpoBaHHas CKOPOCTb 6eCcnpoBOAHON Nepefayn AaHHbIX,
onpegensiemas cneundukauymamm ctaHgaptos IEEE 802.11. ns kaxaoro nHtepdpeica Bbibnpaetcs

VHAMBUAYASTBHO.

,ﬂ.flﬂ BCTYMJ/ieHNA B CUNy HOBOW KOHCpI/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B AHEPIOHE3aBNCMYIO NMaMATb
HaXXMUTE KHOIMKY «I"IpumeHumb». ﬂ'ﬂﬂ OTMEHbI U3MEHEHUIA HAXMUTE KHOMKY «OmmeHa».

5.8 MeHo «CeTeBble HACTPOWNKN»

5.8.1 MoameHo «CnuctemMHas KoHdurypaums»

JELTEX  WEP-200L

MOHUTOPHHT Radio VAP WDS CeTeBkIe HACTPOHKK
CucTeMHan KoHQUrypawua » MimA xocTa
OocTtyn reorpadHyeckui

ZOMEH

VLAN ynpasneHua

VLAN 1D

MpoToken

CTaTU4eckui IP

CeTesan macka

Lino3

MepeUYHbIA DNS

BTopu4HbIi DNS

BHelUHWEe CepBuChl

Cucrema - (BBIXOO)

* VIMsi xocma — ceTeBoe UMs YCTPOIACTBa, 3a/1aeTcs CTpoka 1—63 CUMBO/IOB: NTATVHCKIE 3arNaBHble U
CTPOUHble BYKBbI, APk, 3HAK Aednc «-» (Aednc He MOXET 6bITb NOCNEAHUM CUMBO/IOM B UMEHM);
« [eozpagpuyeckuli domeH — [NOMEH y3na [lepeBa yCTPONCTB ccTeMbl ynpasneHusi EMS, B koTopom

pacnonaraeTcs Touka JOCTyna;
* VLAN ynpas/neHus:.

* Bbik/moyeHo — VLAN ynpaBneHusi He NCnosb3yeTcs;

« Terminating — pexum, npu koTopoM VLAN ynpaBneHus TepMUHMPYETCS Ha Touke aocTyna (B 3Tom
C/lyyae y K/IMeHTOB, NMOAK/THYEHHbIX Yepe3 paavonHTepdienc, HeT goctyna o gaHHoro VLAN. Mpu
HacTpoeHHOM Ha Touke goctyna WDS, gaHHbIin pexxum VLAN ynpaBneHus He OCTyNeH A/s

BblGOpa.);

* Forwarding — pexwum, npu kotopom VLAN ynpaBneHus nepegaeTtcs Takke B paanonHTepdeiic

(npu cooTBeTcTBYtOLLEN HAacTpoiike VAP).

* VLAN ID — ngentudonkarop VLAN, ncnonb3yemsblii Ans goctyna K yCTPoncTBy, NPUHUMAET 3HAYeHUs 1—

4094,

45



PykoBogacTBo no akcniyatauum WEP-200L

+ [Mpomokos1 — BbIGOP NPOTOKONA, N0 KOTOPOMY 6yAeT OCyLLecTBAATLCA nogknodeHune no Ethernet-
NHTepdpecy yCTPOICTBa K CETU NpeaocTaB/IeHns ycayr nposagepa:

* DHCP — pexum paboTsbl, npu KoTopom IP-agpec, macka nogcetu, agpec DNS-cepsepa, w03 no
YMOJTHaHWIO N gpyrve napameTpbl, Heobxoanmble a5 pabdoTbl B ceTw, OyayT nonyyeHsl ot DHCP-
cepBepa aBTOMaTU4eCcKy;

+ Static — pexxum paboTbl, Npu KoTopom IP-agpec n Bce HeobxognMble napameTpbl Ha WAN-
NHTEepdenc HazHavarTcsa ctatuyecku. Mpu Boibope Tuna «Static» ANs pegakTMpoBaHMsa CTaHyT
[AOCTYMHbI CefytoLme napameTpsbl:

+ Cmamuyeckul IP — IP-agpec WAN-uHTepgoeiica ycTpoiicTea B ceTu npoBaiigepa;

+ Cemesasi Macka — Macka BHeLLHel noaceTy;

* L1103 — apgpec, Ha KOTopbIi OTNpaBNsAETCA NakeT, eCAv ANS Hero He HangeH MapLupyT B
Tabnuue mapLipytTmsaumm,

* lNepsu4yHbil DNS, BmopuuHbili DNS — IP-appeca DNS-cepeepoB. Ecnu agpeca DNS-cepBepoB He
HasHavalTCcsa aBTomMartmyecky no npotokony DHCP, 3agaiite nx Bpy4Hyto.

,ﬂ.ﬂﬂ BCTYMJ/ieHNA B CUNy HOBOW KOH(*)I/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B IHEPIOHE3aBNCMYIO NMaMATb
HaXXMUTE KHOIMKY «I"IpumeHumb». Iﬂ'I'IS:I OTMEHbI U3MEHEHUIA HAXMUTE KHOMKY «OmmeHa».
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5.8.2 TMoameHto «JocTyn»

PykoBogacTBo no akcniyatauum WEP-200L

B nogmeHto «40CcTyn» NPpon3BoOAUTCA HaCcTpoiika JocTyna K ycTpoicTBy nocpeactsom Web-uHrepdeiica,

Telnet, SSH, NETCONF n SNMP.

« [nAa BkNoYeHUsa gocTyna K yCTpoicTBy Yepes web-uHtepderic no npotokony HTTP yctaHoBuTe chnar
HanpoTue «WEB». B NosiBMBLUEMCSI OKHE eCTb BO3MOXHOCTb NOMeHsiTb HTTP-nopT (no ymonyaxuio 80).
[vana3oH JonyCTUMbIX 3HAYEHWI NMOPTOB, NOMUMO YCTaHOB/IEHHOIO N0 YMon4yaHuio, ¢ 1025 no 65535

BK/TIOUYNTE/IBHO.

+ [nAa BKNOYeHUA aocTyna K ycTpoicTBy vyepes web-nHtepdelic no npotokony HTTPS yctaHoBuTe dhnar
Hanpotme «WEB-HTTPS». B nosiBMBLLEMCS OKHE eCTb BO3MOXHOCTb NomeHsATb HTTPS-nopT (no
yMosnyaHuto 443). inanasoH AonyCcTUMbIX 3HAUYEHUIA MOPTOB, MOMVMO YCTAHOB/IEHHOTO MO YMOJTYaHWo, C

1025 no 65535 BknUMTENBLHO.

© nMoptbl ans npotokonos HTTP 1 HTTPS He J0/KHbI UMETb O1HAKOBOE 3HAYEHMe.

+ [ina BKIOYEHMA focTyna K ycTpoicTy Yepes Telnet yctaHoBuTe donar Hanpotus «Telnet».
« [lnsa BKNOYEHUSA AocTyna K ycTpoiicTBy yepe3 SSH yctaHoBuTe chnar HanpoTtus «SSH».
+ [nsa BkoveHns goctyna K yctpoiictey Yepe3 NETCONF yctaHosute dpnar Hanpotus «NETCONF».

2 ELTEX  WEP-200L

MoruTopitHr Radio VAP WDS

Ceteskie HacTpoikm

CucTeMHaR KoHMUIYpaLma WEB

HNoctyn» HTTP-nopt

WEB-HTTPS
HTTPS-nopr
Telnet

SSH

NETCONF

SNMP

Mapons Ha YTeHue
Mapons Ha 3anucs
Agpec anA npuénma

Tpanoe v1

Anpec ans npuéma
Tpanoe v2

Agpec anA npuéma
cooBwenmit Inform
CuctemHos UMA
yCTporcTEa

KoHTaxTHaA uHdhopuaLma
NpOoM3BOAMTENA
MecTononoseHms
ycTponcTEa

Maponk e Tpanax

Bna

| a

[ < I <.

]

,_
g
5]

lHWE CepBMChl

public

private

WEP-200L

Contact

Russia

trap

MporpammHoe o6ecnedeHne WEP-200L no3BonsieT M3aMeHsiTb KOHUrypauuio ycTpoicTBa, NPOBOANTb
MOHUTOPUHI COCTOSAHWS TOUYKM AOCTyna 1 eé€ AaT4yMKoB, a Takke ynpas/isaTb YCTPOWCTBOM, UCNO/b3YSA MPOTOKON

SNMP.
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PykoBogacTBo no akcniyatauum WEP-200L

[na nameHeHns Hactpoek SNMP yctaHoBuTe thnar Hanpotue «SNMP», nocne yero ansa pegaktmpoBaHms
CTaHyT JOCTYMHbI cnegyowme napametpbl SNMP-areHTa:

Maposib Ha YmeHue — Naposib Ha YTeHne napameTpoB (06LLENPUHSTLIN: public);

Maposib Ha 3anuck — Naposb Ha 3anuch napameTpoB (06LLENPUHSATLIN: private);

Aodpec 055 npuéma mpanos vl — IP-agpec nav goOMeHHoe Ums npuemMHuka coobuieHnin SNMPv1-trap B
thopmate HOST [COMMUNITY [PORT]];

Aodpec 015 npuéma mpanos v2 — IP-agpec nnn goOMeHHoe UMs npuemMHuka coobuieHnii SNMPv2-trap B
thopmate HOST [COMMUNITY [PORT]];

Adpec 05151 npuéma coobwjeHuli Inform — IP-agpec nnn foMeHHoe UMS NpUeMHMKa coobLueHunii Inform B
thopmate HOST [COMMUNITY [PORT]];

CucmemHoe umsi ycmpoticmsa — UMS YCTPOINCTBa;

KoHmakmmHas uHghopmayusi npou3sooumesisi — KOHTaKTHasi Hopmaums Npon3BoanTeNs yCTPOCTBa;
MecmonosnoxeHue ycmpolicmsa — NHhopMaLusa 0 MECTOMOIOXKEHUN YCTPONCTBA;

Maposib 8 mMpanax — Naposb, Coaepxallumiics B Tpanax (no ymonyaxuto: trap).

Hwxe npuBeaeH CNMCOK 06LEKTOB, NOAAEPXMBAEMbIX A1 UTEHUSA U KOH(PUTYPMPOBaHWA NOCPeaCTBOM
npotokosa SNMP:

eltexLtd.1.127.1 — MOHUTOPVWHI NapaMeTPOB TOYKN AOCTyNa 1 NOAKMHOYEHHbIX KIMEHTCKUX YCTPONCTB;
eltexLtd.1.127.3 — ynpaBneHue TOUKOW A0CTYyNa,;
eltexLtd.1.127.5 — koHcburypupoBaHue ToUkM gocTyna.

eltexLtd — 1.3.6.1.4.1.35265 — ngeHtudmkarop npegnpusatnsa «NTTEKC».

Mogpo6bHoe onucaHue OID WEP-200L goctynHo no cneaytouleii ceoinke: Onncadmne OID Ha WOP/ WEP-xL.

,ﬂ.ﬂﬂ BCTYMJ/ieHNA B CUNy HOBOW KOH(*)I/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B IHEPIrOHE3aBNCMYIO NMaMATb
HaXXMUTE KHOIMKY «I‘IpumeHumb». ﬂ'ﬂfl OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OmmeHa».
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PykoBogacTBo no akcniyatauum WEP-200L

5.9 MeHto «BHellHMe cepBUCHI»

5.9.1 NMoameHto «[MopTasibHas aBTopm3aumns»

MoameHto «MopTanbHasA aBTOpU3aUUs» NpeaHasHaueHo /1 BK/UYEHMS] U HAaCTpolikn ceperca APB Ha Touke
aocTyna.

Cepsuc APB ucnonb3ayetcs Ans o6ecneyeHns NopTasibHOro poyMUHTa KNMEHTOB MeX Iy TOYKaMm [0CTyna,
MOAK/HOUYEHHbIMU K CEPBUCY.

P ELTEX  WEP-200L

MOHMTOPKHHI Radio VAP wWDSs CeTeable HacTPoOMKK BHellHWE CepBMChI Cuctema - (BbIXom)
MopTansHan agTopusalud > Brnwo4nT
Anpec cepeuca APB ws://192.168.1.1:8090/apb/broadcast

« [punicHuTs IR EORTENE

* Brksmo4umb — Npu ycTaHOBNEHHOM hriare Touka Oyaet nogxnioyarscs K cepsucy APB, agpec KoToporo
ykasaH B none «Agpec cepsuca APB», onsa obecrnevyeHuns nopTasibHOro poyMuHra K/IMeHToB.

+ Adpec cepsuca APB — aapec cepsuca APB ans nogaepXxkm poymMmuHra B pexmme noptasibHoM
aBTopu3auuun. 3agaertcs B oopmare: «ws://<host>:<port>/apb/broadcast».

[Nsi BCTYN/IeHUSI B CW/Ty HOBOM KOHQOUIypaLumn 1 3aHECEHNS] HACTPOEK B SHEPTOHE3aBICUMYIO NaMSITh
HaXKMUTE KHOMKY «/[TpUMeHUMb». ANs OTMEHbI U3MEHEHUIA HAXXMUTE KHOMKY «OmmeHa.
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PykoBogacTBo no akcniyatauum WEP-200L

5.10 MeHto «Cucrtema»

B MeHI0 «CucTeMa» BbINOHATCA HACTPOIKN CUCTEMbI, BDEMEHU, AOCTYNA K YCTPOACTBY MO pa3iNyHbIM
NpOTOKOMaM, MPOM3BOANTCS CMEHA Napoist U 0GHOB/IEHNE NPOrPaMMHOr0 06ecneyeHunst yCcTpoiicTaa.

5.10.1 MoameHo «O6HOBNEHME MO ycTpolicTBar

MoameHto «O6HoBNeHUe MO ycTpoiicTBa» NpegHa3Ha4eHo A1 0GHOBMNEHNS NPOrPaMMHOI0 0becneveHuns
yCTpOWCTBa.

JELTEX  WwWEP-200L

JIOHHTORHH Rai VA WO ETERRIE HACTRORKY = |IHWE CEPERTE] CucTEMa I~ (ERIXO0

COHOBNEHHE M0 YCTPOHCTER ARTHEHZA BEPCHE MO

Pesepenan sapons MO

Axmyanstan sepour N0 0DCmynHa 1o 0pecy. Mip eler o sunportucwnicacs

Tarn obHoenedns Mo BrifiepuTe chann | @ain ve awfpan

+ AkmusHas sepcusi 10 — Bepcusi NporpammMHOro obecrneyvyeHuns], ycTaHOB/IEHHOIO Ha YCTPOICTBE,
pa6oTatoLlas B AaHHbIi MOMEHT;
+ Pe3sepsHasi sepcusi 1O — Bepcusi NporpaMMHOro obecneyeHns, yCTaHOB/IEHHOTO Ha YCTPOWCTBE, Ha
KOTOPYI MOXHO Nepekniountbest 6e3 3arpy3ku gaina MNo;
+ Coenamb akmusHoU — KHOMKa, NO3BONSAOLLLAA cAenaTh pe3epBHyto Bepcuto NO akTUBHON, AN
3TOro NOTpebyeTcd nepesarpyska ycTponctea. AKTuBHas Bepcud MO B 3TOM c/iyyae cTaHeT
pe3epBHOIA.

O6HoBAEHME NPOrpaMMHOIo o6ecnevyeHmns

3arpysuTte chaiin MO c canta http.//eltex-co.ru/support/downloads/ v coxpaHuTe ero Ha KomnbtoTepe. MNocne
3TOr0 HAXXMUTE KHOMNKY «BblGepuTe dann» B none dain obHosneHust N0 n ykaxuTe nyTb K dhaiiny MO B
dopmare .tar.gz.

[na 3anycka npouecca 06HOBMEHNS HEOOXOANMO HaxaTb KHOMKY «3anycTuTb 06HOBNEHME. Npouecc
06HOB/NEHMS 3aliMET HECKO/IbKO MUHYT (0 ero Tekylem ctatyce 6yaeT ykazaHo Ha CTpaHuLe), Noce Yero
YCTPOWCTBO aBTOMAaTUYECKN Nepe3arpy3unTcs.

© He otkniovaiite nuTaHMe yCTPOICTBA 1 He BLINOMHANTE ero nepesarpy3sky B npolecce 06HOBNEHUA
no.
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5.10.2 MogmeHto «KoHburypaymns»

B noameHo «KoHpurypaums» BbINOMHAETCA COXPaHEHVEe 1 0OHOBNIEHME TekyLeli KOHUrypaumu.

PykoBogacTBo no akcniyatauum WEP-200L

HELTEX

IMOHMTOPMHT Radio

OfHoBneHre MO yCTpoRCTBa

Kongurypauua »

WEP-200L

WDS

CeTesble HaCTPOHKK

Mony4uTL apxue
KOHIDMIYpaLIMK C YCTPORCTER

3arpysuTe apxue

KOHGMIYpawumn Ha yCTpoicTso

COpoc Ha 3asoOckue
HACTPOMKM

BHelHWe cepsuncel

Cucrema u -

r* CxadaTe
Buifepute thaiin | ®aiin He BoiOpaH

COoXpaHuThL NapameTpel 4oCTyna

(BBIXOO)

MNonyyeHne KkoHUr

aLmnn

UTO6bI COXPaHUTL TEKYLLYH KOH(UIypaLUuio YCTPOCTBa Ha /I0KasIbHbIA KOMMbLIOTEP, HAXKMUTE KHOMKY

«CKayaTb».

O6HoBNeHME KOHGIMUT

[N 3arpy3ky COXpaHeHHOTo Ha JIOKa/IbLHOM KOMIMbloTepe gpaiinia KoHUrypawuy Ucrnosib3yeTcs NyHKT

auumn

«3azgpy3ums apxus KoHguaypayuu Ha ycmpolcmaso». Ansa 06HOBNEHNS KOH(IUIypauum yCTPoNCTBa HaXXMUTE
KHOMKY «BblGepuTe thaiin», ykaxknute caiin (B hopmarte .tar.gz) n HOXMUTE KHOMKY «3arpy3unTb dhaiin».
3arpyxeHHast KOH(UrypaLumusa npuMeHseTca aBToMaTnyeckn 6e3 nepesarpysku ycTpoicTsa.

C6poc yCTQOVICTBa Ha 3aBO/iCKMe HaCTQOVIKM

UTo6bI cAenaTb C6POC BCEX HACTPOEK YCTPOICTBA HA CTaHAAPTHbIE 3aBOACKME YCTAHOBKM, HAXXMUTE KHOMKY
«C6poc». Ecnn aktmBupoBaH donar «CoxpaHuTb napameTpbl AOCTyna», To 6yAyT coXxpaHeHbl Te napameTpbl
KOHpUrypaLmm, KOTopble 0TBEYAtOT 3a A0CTYN K YCTPOCTBY (HacTpolika IP-agpeca, HacTpoiikv AocTyna no

Telnet/SSH/SNMP/Netconf/Web).

5.10.3 lMoameHio «lepesarpyska»

s nepesarpysku yCTpoincTBa HAXMUTE Ha KHOMKY «[epesarpyskar. [Mpolecc nepesanycka ycTpoiicTea

3aHUMAET NPUMEPHO T MUHYTY.

MOHWUTOPKUHT Radio

HELTEX

GOHoBneHue NO yCTPORCTES

Konurypauyma

Mepesarpyska »

MNaponkb

KypHan

[ara v spemA

WEP-200L
DS CeTeBble HACTPOMKK BHELHWE CEPBUCHI Cucrema
Mepesarpy3ka ycTponcTsa < MNepesarpyska

(BbIxog,
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PykoBogacTBo no akcniyatauum WEP-200L

5.10.4 TogmeHto «[Maposb»

Mpu Bxofe yepes web-nHTepdeiic agMmmHmcTpaTop (Naposib No yMosiyaHuto: password) MMeeT MosHbIA JoCTyn
K YCTPOWCTBY: UTEHME N 3anunChb JI06bIX HACTPOEK, NOJTHBIA MOHUTOPUHT COCTOAAHMSA YCTPOCTBA.

[na cmeHbl Nnaponsa BBeAMTE HOBbLIV Naposb cHavana B nose «lMaponby, 3aTem B none «MoaresepxaeHne
naposnsi» U HaXXMUTE KHOMKY «[IpuMeHUMb» 018 COXPaHeHUA HOBOro Naporsis.

ELTEX  WEP-200L

MonuTopHr  Radio VAP WDS  CeTeBble HACTPOWKM  BHELUHWE CepBuchHl Cucrema fu - (BBIXO)
OfnoBnexue MO ycTpoicTea Mapons @
KoHgurypaums MoATEEpHAEHHE Napona @

Mepesarpyaka
+ [IpUMEHHTL ® OTmMeHa
Mapons »

HypHan

[ata 1 Bpems

5.10.5 TMoameHto «KypHas»

MoameHto «XKypHan» npeaHasHayeHo A5 HACTPOViKM BbiBOJA PA3HOrO PoAa OT/1a[0UHbIX COO6LLEHWI
CUCTEMbI B LIENISAX 06HAPYXEHNA NpuUKH Npo6iem B paboTe yCTpoiicTBa.

SELTEX  WEP-200L
MOHWTODWHT Radio VAP WDS CEeTEBbIE HACTPOHKN BHELIHWE CEpBUCHI Cucrema - (BbIXOA)
OfHosneHwe MO ycTpoAcTea Peum Cepeep U thain w
KoHgurypauua Apapec Syslog-cepeepa syslog.server
MNepesarpyska Mopt Syslog-cepeepa 514
Maponk Pa3mep (aitna, kb 1000
HypHan »
" [IpMMEHNTE X OTMEHA
Narta u Bpema

Pexxum — pexum paboTbl Syslog-areHTa:
+ JloKa/ibHbIl ¢halisn — iHdopMaLuns XypHana coxpaHsaeTcs B 1oKanibHOM dpaiifie n AoCTyrnHa B
web-nHTepdelice ycTpoiictBa Ha BKknagke «MoHNTOpUHI/XKypHan cobbITuiiy;
+ Cepsep u ¢halin — nHhopMaLms XypHana oTnpasBaseTca Ha yaaneHHblii Syslog-cepsep n
COXpaHsIeTCS B /IOKasibHOM (haiine.
Adpec Syslog-cepsepa — IP-agpec nnvn gomeHHoe nms Syslog-cepeepa;
IMopm Syslog-cepsepa — nopT Ansi BXxoaawmx cooblieHnin Syslog-cepeepa (no ymonuaxuto 514,
[0nycTUMble 3HaueHust 1-65535);
Pasmep ¢palina, kb — MakcuMasbHbIi paamep goaiina xypHana (aonyctumMble 3HadeHust 1-1000 kB).

[Nsi BCTYN/IEHUSI B WYy HOBOM KOHQOUIypaLumn 1 3aHECEHNS! HACTPOEK B 9HEPTOHE3aBUCUMYIO NaMSTh
HaXKMUTE KHOMKY «[TpUMeHUMb». NS OTMEHbI U3MEHEHUIA HAXXMUTE KHOMKY «OmmeHa.
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PykoBogacTBo no akcniyatauum WEP-200L

5.10.6 MogmeHto «[ata n Bpems»

B noameHio «/lata u BpeMsi» MOXHO HACTPOUTb BPEMSI BPYUHYH W/IM C MOMOLLbH NPOTOKO/1a CUHXPOHM3aLMN
BpemeHn (NTP).

5.10.6.1 BpyuHyto
JLELTEX  WEP-200L

MOHUTOPHHT Radio VAP

-
[w]
[<2]
1]

CEeTeBbIE HACTPOMKHA BHELLIHWE CEPBMUCHI Cucrema - (BbIX04)

OfHosreHue MO ycTpoiicTea Pexum @ Bpyynywo (O NTP cepeep

n ] [+] e
KoHurypauus [ata » Bpema yCcTponcTsa 29.07.2022 13:32:03 | # PenaxkTipoBaTh

YacoBOi NOAC Mockea, Poccua v
Mepe3arpyska

BKNIOYKTE NEPEXO] Ha NETHEE
Maponb

BpeMa
KypHan MEepEXon Ha NETHEE BPEMS (He asifpasn) (He suifipaHo) (4e esifpaqo) B
Nara v Bpems > Mepexoq Ha IMMHEE BpemMS (He 8siGpaHo) (He esifipaHo) (4e gsifpaqo) B
CIBHM BPEMEHH (MMH.) 50

+ [ama u spemsi ycmpolicmsa — fata 1 BPeEMS Ha YCTPOIWCTBE B AaHHbIn MOMeHT. Ecnu TpebyeTcs
KOpPPEKLUS, HXKMUTE KHOMKY «PeflakTpoBaTh».
 [ama, sBpems — 3afaiiTe TEKYLLYIO AaTy U BPEMS UM HAXXMIUTE KHOMKY «Tekyllas gata u BpeMsi»
ANt yCTAHOBKM BpeMeHu MK Ha ycTpoiicTeo.
+ Yacosoli nosic — No3BO/ISIET YCTAHOBWTb YacOBOIA NMOSIC B COOTBETCTBUM C GAVKANLLIMM FTOpoAoM B
Ballem pernoHe v3 3ajaHHOro Crnyvcka.
* Bk/to4ums nepexod Ha iemHee BpeMsi — Npw YyCTaHOB/IEHHOM dhnare nepexof, Ha ieTHee/3MMHee
Bpemsi 6y1eT BbINOHATLCS aBTOMATUYECKN B 3aiaHHbIi Nepuoj, BpeMeHMU:
« [Mepexod Ha iemHee BpeMsi — [IeHb U BPEMS, Kora 6yeT BbiNO/HATLCA NEPEXOA, Ha NeTHee
BpeMmsi.
+ [Mepexod Ha 3uMHee BpeMsi — AEHb 1 BPeMms, Koraa GyaeT BbINOMHATLCS Nepexo/ Ha 3uMHee
BpeMmsi.

+ CoBue BpemeHu (MUH.) — nepuog, BpeMEHN B MUHYTaX, Ha KOTOPbII BbINOMHAETCA CABUI BPEMEHM.
MoxeT npuHMmathb 3HavyeHme oT 0 4o 720 MuH.
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PykoBogacTBo no akcniyatauum WEP-200L

5.10.6.2 NTP-cepsep

JELTEX  WEP-200L

MOHWUTOPHHE Radio VAR wDSs CeTeBble HACTPOWUEM BHELIHWE CEPBUCH CucreMa - (BbIXC0)

CGHoenexne MO yCTpoACTER Pesim (O Bpy4Hyio @ NTP cepeep

KoHmurypaums Aata 1 Bpema yCTPORCTEa 29.07.2022 13:31:33

NTP cepeep pool.ntp.org v
repesarpyska
Y4acoBoi NoAC Mockea, Poccua b
Mapone
» BrAHHMTE Nepexoq Ha NeTHee
AypHan BpemA
i = , Anano) (He ebiopay (e Ebl0DaH N .
[ama v Bpema > MNepexol Ha NeTHee BpeMA (He ebi0paHo) (He ebi0paHo) (He 8bi0paHo) B
Mepexon Ha SUMHEE BPEMA (He sbifpaHo) (He esipaqo) (He ebibparo) Bl - 1| -
CABWr BpeMeHH (MUH.) 50

+ [lama u spemsi ycmpolicmsa — fata u BpeMsi Ha yCTPONCTBE B AaHHbIA MOMEHT.
* NTP cepsep — IP-agpec/nomMeHHOe MSA cepBepa CMHXPOHU3aUny BpemeHn. Bo3mMoXHO 3agaTb agpec
nNn BbIGpaTh U3 CYLLECTBYIOLLErO Crmncka.
+ Yacosol rnosic — no3BOMISET YCTAHOBUTb YaCOBOW MOAC B COOTBETCTBUM C GAVKAALLUM TOPOLOM B
Bawlem pervioHe 13 3aaHHOro crnvcka.
* Bksiro4ums repexod Ha siemHee speMsi — Npu yCTaHOB/IEHHOM dofiare nepexop, Ha fieTHee/3rMHee
Bpems OyaeT BbINO/HATLCA aBTOMAaTUYECKN B 3a4aHHbI NepUos BpEMEHU:
* [Nepexod Ha lemHee BpeMsi — [eHb U BpeMs, Korga OyeT BbINOHATLCA Nepexos, Ha fieTHee
Bpems.
* [Mepexod Ha 3uMHee BpeMsi — [ieHb N BpeMs, Korga OyaeT BbINO/HATLCA Nepexos Ha 3uMHee
Bpems.
+ CoBue spemeHu (MUH.) — Nepuog, BpeEMEHN B MUHYTaX, Ha KOTOPbIN BbINOHAETCSA CABUT BPEMEHW.
MoxeT npuHumarb 3HavyeHue ot 0 go 720 muH.

[ns BCTyNneHnst B C1ly HOBOW KOHMUIypauun 1 3aHeceHnss HaCTpoeK B 3HEeProHe3aBnCcnMyo naMsaTb
HaXKMUTE KHOMKY «[IpuMeHuUmb». ONa OTMEHbl U3MEHEHUI HROKMUTE KHOMKY «OmMeHan.
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PykoBogacTBo no akcniyatauum WEP-200L

6 YnpaBneHue yCcTPOMCTBOM C MOMOLLbIO KOMaHAHOW CTPOKK

© [ns 0TO6paKEHUS MEIOLLIMXCS HACTPOEK OMNpPeaeNeHHOTo pasAena KOH(UIypaumm BBeauTe KoMaHay
show-config.
[ns nonyyeHusa nogckaskn 0 TOM, Kakoe 3HaYeHre MOXET NPUHUMATbL TOT WU MHOWN napameTp
KOHCDUIypaLumm ycTpoiicTBa, HaxkMiTe codeTaHve knasuil (B aHrnniickoin packnagke) — [Shift + 2.
[na nonyyeHns cnmcka napameTpoB, 4OCTYMHLIX A1 peAakTMpoBaHUA B JaHHOM pasferne
KOHpurypaumm, HaxmuTe knasuwy Tab.
[na coxpaHeHua HACTPOeK BBEAUTE KOMaHAYy save.
[ns nepexoga B npeablayLUnii pasgen KoHurypaummn BeegmTe kKomaHay — exit.
[na nepexosa B KOPHEBOI pasfen seeauTe KomaHay end.

6.1 TMoakyeHne K yCTponCcTBy

Mo ymonyanuto yctpoiictBo WEP-200L HacTpoeHo Ha nony4veHue agpeca no DHCP. Ecnu atoro He
MPOM30LLII0, NOAKIOUNTLCS K YCTPOMCTBY MOXHO MO 3aBoackomy IP-agpecy.

© 3asopckoii IP-agpec yctpolictea WEP-200L: 192.168.1.10, macka noaceTu: 255.255.255.0.
MoaxnYeHne K yCTPOICTBY ocyLlecTBAsieTcs ¢ nomoubio SSH/Telnet:

ssh admin@<IP-aapec ycTpoiicTBa>, Aanee BBOAUM Napo/ib

telnet <IP-agpec ycTpoiicTBa>, BBOAVM JIOTMH U Naposib
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6.2 HacTpolika ceTeBbIX NapamMeTpoB

HacTpoiika cTaTM4ecKux ceTeBbIX MapamMeTpoB TOUKU AocTyna

WEP-200L(root):/# configure

WEP-200L(config):/# interface

WEP-200L(config):/interface# bro

WEP-200L(config):/interface/br0# common

WEP-200L(config):/interface/br0/commont static-ip X.X.X.X (rae X.X.X.X — IP-agpec WEP-200L)
WEP-200L(config):/interface/br0/common# netmask X.X.X.X (rge X.X.X.X — Macka nogcetu)
WEP-200L(config):/interface/br0/common# dns-server-1 X.X.X.X (rae X.X.X.X — IP-agpec dns-cepsepa Nol)
WEP-200L(config):/interface/br0/common# dns-server-2 X.X.X.X (rae X.X.X.X — IP-agpec dns-cepsepa No2)
WEP-200L(config):/interface/br0/common# protocol static-ip (n3veHeHve pexnma pabotsl ¢ DHCP Ha Static-
IP)

WEP-200L(config):/interface/br0/common# save (coxpaHeHve HacTpoek)

AOG&BNEHMG CTaTn4yecKoro MapuipyTra.

WEP-200L
WEP-200L
WEP-200L
WEP-200L

config):/interface/br0/commont# exit

config):/interface/bro# exit

config):/interface# exit

config):/# route

WEP-200L(config):/route# add default (rae default — HaszsaHve maplipyTta)
WEP-200L(config):/routet# default

WEP-200L(config):/route/default# destination X.X.X.X (rge X.X.X.X — IP-agpec cetn nnm y3na HasHa4dyeHus,
A5 MapLipyTa no ymonyaHumio — 0.0.0.0)

WEP-200L(config):/route/default# netmask X.X.X.X (rge X.X.X.X — mMacka ceTn HazHavyeHns, /15
MapLupyTa no ymosydaHuto — 0.0.0.0)

WEP-200L(config):/route/default# gateway X.X.X.X (rge X.X.X.X — |IP-azgpec wwo3a)
WEP-200L(config):/route/default# save (coxpaHeHve HacTpoek)

—_— e~~~ —~ —

HacTpolika nonyyeHus ceTeBbIX NapameTpoB no DHCP

WEP-200L
WEP-200L
WEP-200L
WEP-200L
WEP-200L
WEP-200L

root):/# configure

config):/# interface

config):/interface# bro

config):/interface/brO# common
config):/interface/br0/commont protocol dhcp
config):/interface/br0/common# save (coxpaHeHne HacTpoek)

PN NN SN
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HacTtpoiika napameTpoB gocTyna no npoTtokony IPv4

WEP-200L
WEP-200L

root):/# configure

config):/# interface

WEP-200L(config):/interface# bro

WEP-200L(config):/interface/br0# common

WEP-200L(config):/interface/br0/common# access-rules (nepexoy B pasfjes HacTpoek AocTyna rno
npoTtokony IPv4)

WEP-200L(config):/interface/br0/common/access-rulest telnet false (rze false — orpaHnuerve goctyna no
npoTtokony Telnet K yCTPONCTBY No ero IPv4-aapecy. [laHHasi HaCTpoKa pacnpocTpaHaeTcs TO/IbKO Ha
MOAKMHOYEHNE K YCTPOWCTBY NO IPv4, #OCTYN MO IPv6 OCTaHeTCcs, ec/iv He 6bl10 NPon3BeAeHO
COOTBECTBYHLLEN HACTPONKM NO 3anpeTy B pasaene ans IPve. [ns CHATUS orpaHMyeHns BeeguTe true)
WEP-200L(config):/interface/br0/common/access-rules# save (CoxpaHeHVe HacTpPOekK)

—_ e~ —~ —

6.2.1 HacTpoiika ceTeBbIX NapamMeTpoB C MOMOLLbO YTUNTbI Set-management-vlan-mode

HeTernpoBaHHbIN gocTyn

[MonyyeHne ceTeBbiX HACTPOEK No DHCP:
WEP-200L(root):/# set-management-vlan-mode off protocol dhcp

Cratnyeckme HacTpOIiKK:

WEP-200L(root):/# set-management-vlan-mode off protocol static-ip ip-addr X.X.X.X netmask Y.Y.Y.Y
gateway Z2.Z.Z.Z (rge X.X.X.X — cTatnyeckuii IP-agpec, Y.Y.Y.Y — Mmacka nogcetu, Z.Z.Z.Z — Lu/03)

AocTtyn uepe3s VLAN ynpaBneHus B pexxume Terminating

[NonyyeHne ceTeBbIX HACTPoekK no DHCP:

WEP-200L(root):/# set-management-vlan-mode terminating vlan-id X protocol dhcp (rge X — VLAN ID,
MCNOMb3yEeMbI AN AOCTYNA K YCTPOCTBY. BO3MOXHbIE 3HaUeHus: 1-4094)

Cratnyeckme HacTpONKu:

WEP-200L(root):/# set-management-vlan-mode terminating vlan-id X protocol static-ip ip-addr
X.X.X.X netmask Y.Y.Y.Y gateway Z.Z.Z.Z (rze X — VLAN ID, ncnosns3syemblii 4158 AOCTyNa K yCTPONCTBY,
BO3MOXHbI€ 3HAUeHUsT: 1-4094; X.X.X.X — cTatnyeckuii IP-agpec; Y.Y.Y.Y — macka noacetu; Z.Z.Z.Z — Li103)

DocTtyn uepes VLAN ynpaBsneHusi B pexxume Forwarding

nOﬂyl—IeHl/le ceTeBblX HacTpoek nNo DHCP:

WEP-200L(root):/# set-management-vlan-mode forwarding vlan-id X protocol dhcp (rze X — VLAN ID,
MCNOMb3yeMbI AN AOCTyNa K YCTPONCTBY. BO3MOXHble 3HaueHus: 1-4094)

Cratnyeckue HaCTpOVIKM:

WEP-200L(root):/# set-management-vlan-mode forwarding vlan-id X protocol static-ip ip-addr
X.X.X.X netmask Y.Y.Y.Y gateway Z.Z.Z.Z (rzge X — VLAN ID, nucnosns3syemslii 415 AOCTYNa K yCTPOWCTBY,
BO3MOXHbIe 3HaueHus: 1-4094; X.X.X.X — cTartnyeckuin IP-agpec; Y.Y.Y.Y — macka nogcetu; Z.Z.Z.Z — LJo3)
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3aBeplueHNe U COXpaHeHMe HaCTPOoEeK

WEP-200L(root):/# save (COXpaHeHMe HACTPOEK)

6.2.2 HacTpoiika ceTeBbix napameTpos IPv6

© Mo ymonuaHuio AOCTYN K YCTPOICTBY MO NMPOTOKOY IPV6 Ha TOUKe 4OCTYmNa OTK/THOUEH.

BKNoueHue goctyna K yCTpoiicTBy No npoTokony IPv6e

WEP-200L
WEP-200L
WEP-200L
WEP-200L
WEP-200L
WEP-200L
DHCP)
WEP-200L(config):/interface/br0/common/ipv6# enabled true (Bk/1t04eHE JOCTYNa K YCTPOWCTBY M0
npotokony IPv6. 18 BblkNtoueHnsa seeaute false)

WEP-200L(config):/interface/br0/common/ipv6# save (CoxpaHeHne HacTpoek)

root):/# configure

config):/# interface

config):/interface# bro

config):/interface/brO# common

config):/interface/br0/commont ipvé

config):/interface/br0/common/ipv6# protocol dhcp (nosnyyeHvie ceteBbix napameTpos IPv6 rno

e e e e e

HacTpolika cTaTuueckux ceTeBbiX NapaMeTpoB IPv6 TOUKU AocTyna

WEP-200L(root):/# configure

WEP-200L(config):/# interface

WEP-200L(config):/interface# br0

WEP-200L(config):/interface/br0# common

WEP-200L(config):/interface/br0/commont# ipv6

WEP-200L(config):/interface/br0/common/ipv6# address XXXX:XXXX:XXXX:XXXX:XXXX:XXXX:XXXX:XXXX (rae
XXXXEXXKX XXX XXXX XXX XXX XXXXXXXX — cTaTuyeckuin IPve-aapec ycTpoictea WEP-200L)
WEP-200L(config):/interface/br0/common/ipv6# address-prefix-length X (rge X — npedomke cratnyeckoro
IPv6-aapeca. MpuHumaeT 3HadeHne ot 0 4o 128. o ymonyaHuo — 64)
WEP-200L(config):/interface/br0/common/ipv6# gateway XXXX:XXXX:XXXX:XXXX::/64 (ykasbiBaeTcs IPv6-
npedonke, Hanpumep 3211:0:0:1234::/64)

WEP-200L(config):/interface/br0/common/ipv6# dns-server-1 XXXX:XXXX: XXXX: XXX X: XXX X XXXX: XXX X:XXXX/
Y (rae XXXXXXXXXXXXXXXX XXX XXXX:XXXX:XXXX/Y — IPv6-agpec DNS-cepeepa Nel ¢ npedukcom)
WEP-200L(config):/interface/br0/common/ipv6# dns-server-2 XXXX:XXXX: XXXX: XXX X: XXX X XXXX: XXXX:XXXX/
Y (rae XXXXXXXXXXXXXXXX XXX XXX XXXX:XXXX/Y — IPv6-agpec DNS-cepeepa Ne2 ¢ npedukcom)
WEP-200L(config):/interface/br0/common/ipv6# protocol static-ip (Bk/1t0HeHNE NCNONB30BAHUA CTATUYECKUX
ceTeBbIX IPv6 MapaMeTpoB. 151 NoNy4eHns CeTeBbIX NapameTpoB IPv6 no DHCP BBeauTe dhcp)
WEP-200L(config):/interface/br0/common/ipv6# enabled true (BKk/1t04eHNE AOCTYNA K YCTPOWCTBY MO
npotokony IPv6. 15 BbikNtoueHus BBeaute false)

WEP-200L(config):/interface/br0/common/ipv6# save (CoxpaHeHne HacTpoek)
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HacTtpoiika napameTpoB gocTyna no nportokony IPvé

WEP-200L
WEP-200L
WEP-200L
WEP-200L

root):/# configure

config):/# interface

config):/interfacet# bro

config):/interface/br0# common

WEP-200L(config):/interface/br0/commont# ipvé

WEP-200L(config):/interface/br0/common/ipv6# access-rules (nepexos B pasgen HacTpoek AocTyna)
WEP-200L(config):/interface/br0/common/ipv6/access-rules# telnet false (r/e false — orpannyenne gocryna
no npotokony Telnet K yCTPOIACTBY No ero IPv6-agpecy. [laHHas HacTpoiika pacnpoCcTpaHsAeTcs TObKO Ha
NOAK/YEHME K YCTPOMCTBY No IPv6, 4OCTyn No IPv4 ocTaHeTcs, ecnn He 6bl/1o NPon3BeAEHO
COOTBECTBYHOLLEV HACTPOKM No 3anpeTy B pasgene ans IPv4. s CHATUS orpaHnYeHns BBeauTe true)
WEP-200L(config):/interface/br0/common/ipv6/access-rules# save (coxpaHeHne HacTpoek)

—_—~ e~~~ —~ —

AHaI0rMYHO OrpaHNYEeHNIO AOCTYNa K yCTPOMCTBY NO NPoToKosy Telnet MOXHO OrpaHMunTb BO3MOXHOCTb
NOAK/YEHMSA K YCTpOKcTBY no ero IPvée-agpecy no npotokonam: SSH, SNMP, NETCONF, web, web-HTTPS.
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6.3 HacTpolika BupTyanbHbix Touek goctyna Wi-Fi (VAP)

Mpun HacTpolike VAP cnegyet NOMHUTb, YTO Ha3BaHWe MHTepdpelicoB B AnanasoHe 2.4 Ty HaunHaeTcs ¢
wlan0, B gnanasoHe 5 'y — wlan1.

Tabnuua 7 — KomaHgp! 4N HaCcTpoiikn pexmnma 6e3onacHoctn Ha VAP

Pexum 6e3onacHoOCTU KomaHpga pns HacTpovikn pexuma 6e30nacHoCTu
Be3 napons security-mode off

WPA security-mode WPA

WPA2 security-mode WPA?2

WPA/WPA?2 security-mode WPA_WPA2

WPA-Enterprise security-mode WPA_1X

WPA2-Enterprise security-mode WPA2_1X

WPA/WPA2-Enterprise security-mode WPA_WPA2_1X

Hwxe npeactaBneHbl npuMepbl HACTPOLikn VAP ¢ pa3nnyHbiMu pexmmammn 6esonacHocty ans Radio 5Ty,
(wlan1).

6.3.1 HacTtpoiika VAP 6e3 wmdpoBaHus

CospgaHue VAP 6e3 wuncpoBaHus

WEP-200L
WEP-200L
WEP-200L
WEP-200L
WEP-200L
WEP-200L
WEP-200L
WEP-200L
WEP-200L
WEP-200L

root):/# configure

config):/# interface

config):/interface# wlan1-va0

config):/interface/wlan1-va0# vap

config):/interface/wlan1-va0/vap# ssid 'SSID_WEP-200L_open' (n3veHeHve nveHn SSID)
config):/interface/wlanl-va0/vap# security-mode off (pexxviv wndposaHus off — Bes napons)
config):/interface/wlanl-va0/vap# exit

config):/interface/wlanl-va0# common

config):/interface/wlanl-va0/common# enabled true (Bk/10uEHVIE BUPTYasIbHON TOYKM A0CTYMA)
config):/interface/wlanl-va0/common# save (CoxpaHeHVe HacTpoekK)

ey e e e e e e ey s
—_— L = =
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6.3.2 HacTtpoliika VAP ¢ pexumom 6e3onacHoctn WPA-Personal

Co3spgaHune VAP ¢ pexumom 6e3onacHocTtu WPA-Personal

WEP-200L
WEP-200L
WEP-200L
WEP-200L

root):/# configure

config):/# interface

config):/interface# wlan1-va0

config):/interface/wlan1-va0# vap

WEP-200L(config):/interface/wlanl-va0/vap# ssid 'SSID_WEP-200L_Wpa2' (n3meHeHve nveHn SSID)
WEP-200L(config):/interface/wlanl-va0/vap# security-mode WPA_WPA2 (pexum wnposarms — WPA/WPA2)
WEP-200L(config):/interface/wlanl-va0/vap# key-wpa password123 (k/1t04/Maposib, He0OX0AUMbIN /15
NOAKMIOYEHMSA K BUPTYasIbHOWM TOUKe AocTyna. [AnnHa Kn4va Ao/mkKHa CoCTaB/saATb OT 8 0 63 CUMBOJI0B)
WEP-200L(config):/interface/wlanl-va0/vap# exit

WEP-200L(config):/interface/wlanl-va0# common

WEP-200L(config):/interface/wlanl-va0/common# enabled true (Bk/il0ueHne BUPTYasIbHOM TOYKN AOCTYNA)
WEP-200L(config):/interface/wlanl-va0/common# save (coxpaHeHne HacTpoek)

AAA,\,\,\
_ = ==
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6.3.3 HacTtpoiika VAP c Enterprise-aBTopunsauueli

Co3spgaHune VAP c pexumom 6e3onacHoctu WPA2-Enterprise c nepMoguyeckoin oTrnpasKoii
aKKkayHTuHra Ha Radius-cepBep

WEP-200L(root):/# configure

WEP-200L(config):/# interface

WEP-200L(config):/interface# wlanl-va0

WEP-200L(config):/interface/wlanl-va0# vap

WEP-200L(config):/interface/wlanl-va0/vap# ssid 'SSID_WEP-200L_enterprise' (/I3veHeHne nvexHn SSID)
WEP-200L(config):/interface/wlanl-va0/vap# security-mode WPA_WPA2_1X (Pexvm wudposaHns — WPA/
WPA2-Enterprise)

WEP-200L(config)

WEP-200L(config)

WEP-200L(config)

cepsepa)

WEP-200L(config):/interface/wlanl-va0/vap/radius# auth-port X (rne X — Nopt RADIUS cepBepa, KOTopbIi
NCMoMb3yeTcs A8 ayTeHTUdmKaumm 1 aBTopmsaumin. no ymonyaHumio: 1812.)
WEP-200L(config):/interface/wlanl-va0/vap/radius# auth-password secret (rje secret — Napons ans RADIUS
cepBepa, UCnosiblyeMoro Ana ayTeHTudmkaumm n asTopusanmnm)
WEP-200L(config):/interface/wlanl-va0/vap/radius# acct-enable true (Bk/1l04eHMEe OTNpasky COOBLLEHNIN
«Accounting» Ha RADIUS cepsep. Mo ymonyaHuto: false)
WEP-200L(config):/interface/wlanl-va0/vap/radius# acct-address X.X.X.X (rge X.X.X.X - IP-agpec RADIUS
cepBepa, UCrosib3yeMoro A1 akkayHTUHra)

WEP-200L(config):/interface/wlanl-va0/vap/radius# acct-password secret (rje secret - [aposb a715 RADIUS
cepBepa, UCrosib3yeMoro A1 akkayHTUHra)

WEP-200L(config):/interface/wlanl-va0/vap/radius# acct-periodic true (Bk/1t04EHVE NEPUOANYECKON
oTnpaBkM coobLeHnii «<Accounting» Ha RADIUS cepBep. no ymon4yaHuio: false)
WEP-200L(config):/interface/wlanl-va0/vap/radius# acct-interval 600 (vHTepBas OTNPaBky COOOLLEHNIA
«Accounting» Ha RADIUS cepsep)

WEP-200L(config):/interface/wlanl-va0/vap# exit

WEP-200L(config):/interface/wlanl-va0# common

WEP-200L(config):/interface/wlanl-va0/common# enabled true (Bk/il0ueHne BUPTYasILHOM TOYKNA JOCTYNA)
WEP-200L(config):/interface/wlanl-va0/common# save (coxpaHeHne HacTpoek)

:/interface/wlanl-va0/vap# radius
:/interface/wlanl-va0/vap/radius# domain root (rz1e root — [JoMeH rosib3oBaTens)
:/interface/wlanl-va0/vap/radius# auth-address X.X.X.X (rae X.X.X.X — |IP-agpec RADIUS
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6.3.4 HacTtpoliika VAP c nopTtanbHOi aBTopusaumeii

KomaHAb! ANA HACTPOIiKK NOPTaZIbHOW aBTOpPM3aL MK C OTNPaBKOi akkayHTUHra Ha Radius-cepBep

WEP-200L(root):/# configure

WEP-200L(config):/# interface

WEP-200L(config):/interface# wlanl-va0

WEP-200L(config):/interface/wlanl-va0# vap

WEP-200L(config):/interface/wlanl-va0/vap# vlan-id X (rge X — VLAN-ID Ha VAP)
WEP-200L(config):/interface/wlanl-va0/vap# security-mode off (pexviv wndposanus off — Bes napons)
WEP-200L(config):/interface/wlanl-va0/vap# ssid 'Portal_WEP-200L' (n3veHeHve nveHn SSID)
WEP-200L(config):/interface/wlanl-va0/vap# captive-portal
WEP-200L(config):/interface/wlanl-va0/vap/captive-portal# scenarios
WEP-200L(config):/interface/wlanl-va0/vap/captive-portal/scenarios# scenario-redirect

WEP-200L(config):/interface/wlanl-va0/vap/captive-portal/scenarios/scenario-redirect# redirect-url http://
<IP>:<PORT>/eltex_portal/ (ykazartb URL BUpTyasibHOro noprasna)
WEP-200L(config):/interface/wlanl-va0/vap/captive-portal/scenarios/scenario-redirect# index 1
WEP-200L(config):/interface/wlanl-va0/vap/captive-portal/scenarios/scenario-redirect# virtual-portal-name
default (ykasarb nmsa noptana. o ymondaHumio: default.)
WEP-200L(config):/interface/wlanl-va0/vap/captive-portal/scenarios/scenario-redirecti# exit
WEP-200L(config):/interface/wlanl-va0/vap/captive-portal/scenarios# exit
WEP-200L(config):/interface/wlanl-va0/vap/captive-portal# enabled true
WEP-200L(config):/interface/wlanl-va0/vap/captive-portal# exit
WEP-200L(config):/interface/wlanl-va0/vap# radius

WEP-200L(config):/interface/wlanl-va0/vap/radius# domain root (rze root — [lomeH nosib3osaresns)
WEP-200L(config):/interface/wlanl-va0/vap/radius# acct-enable true (Bk/1l04eHVEe OTNpPaBky COOBLLEHNIN
«Accounting» Ha RADIUS cepsep. Mo ymonyaHuto: false)
WEP-200L(config):/interface/wlanl-va0/vap/radius# acct-address X.X.X.X (rge X.X.X. X — |P-agpec RADIUS-
cepBepa, UCrnosb3yeMoro 4J/151 akkayHTUHra)

WEP-200L(config):/interface/wlanl-va0/vap/radius# acct-password secret (rje secret — Naponb a1s RADIUS-
cepBepa, UCMnosb3yeMoro 4/ akkayHTUHra)

WEP-200L(config):/interface/wlanl-va0/vap/radius# acct-periodic true (Bk/1t04EHVE NEPUOANYECKON
oTnpaBKkM coobLeHnii «Accounting» Ha RADIUS-cepsep. No ymonyanuio: false)
WEP-200L(config):/interface/wlanl-va0/vap/radius# acct-interval 600 (vHTepBas OTNPaBky COOOLLEHNIA
«Accounting» Ha RADIUS-cepBep)

WEP-200L(config):/interface/wlanl-va0/vap# exit

WEP-200L(config):/interface/wlanl-va0# common

WEP-200L(config):/interface/wlanl-va0/common# enabled true (Bk/1t0ueHVe BUPTYas/IbHOM TOYKN JOCTYNA)
WEP-200L(config):/interface/wlanl-va0/common# save (coxpaHeHne HacTpoek)
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6.3.5 [ononHutenbHble HacTpoiiku VAP

Ha3HaueHue VLAN-ID Ha VAP

WEP-200L(config):/interface/wlanl-va0/vap# vlan-id X (rge X — Homep VLAN-ID Ha VAP)

BknioueHue pexxuma Band Steer

WEP-200L(config):/interface/wlanl-va0/vap# band-steer-mode true (Bx/1l0ueHne pexrmva Band Steer. 115
oTK/o4eHns Beeaunte false)

BkntoueHue VLAN trunk Ha VAP

WEP-200L(config):/interface/wlanl-va0/vap# vlan-trunk true (Bk/toueHune VLAN Trunk Ha VAP. [1ns
oTKNtoveHus seeaute false)

BknroueHune General VLAN Ha VAP

WEP-200L(config):/interface/wlanl-va0/vap# general-vlan-mode true (Bx/itoueHne General VLAN Ha SSID. [1714
OTK/Io4YeHNs BBeauTe false)
WEP-200L(config):/interface/wlanl-va0/vap# general-vlan-id X (rge X — Homep General VLAN)

Bbi6op cnocoba npuopuTusaymm

WEP-200L(config):/interface/wlanl-va0/vap# priority-by-dscp false (aHann3 npuoputera ns nonsa CoS (Class
of Service) TermpoBaHHbIX NaKeTOB. 3HAa4YEHME N0 yMONYaHuio: true. B 3ToM cnyyae aHanmsmpyetcs
npuopuTet 13 nonsa DSCP 3aronoBka IP-nakeTa)

BkntoueHue pexuma MFP (802.11W)

WEP-200L(config):/interface/wlanl-va0/vap# mfp required (Bk/104MTL 3alLMTY management-KapoB
(dpeimoB). required — TpebyeTca nogaepxxka MFP OT K/IMEHTa, KITMEeHTbl 6e3 MFP He cmoryT
noakounTbCA. capable — coBmecTuMo ¢ MFP, KNneHTbl 6e3 nogaepku MFP MoryT nogkitoumtbes. Ans
oTK/Io4YeHns BeeaunTe off)

Bk/oueHue Ucnosib3oBaHus TLS npu aBTopusauuu

WEP-200L(config):/interface/wlanl-va0/vap/radius# tls-enable true (1crnosnb3oBats TLS npy asTopr3aLun.
[na otknoveHus seeaute false)
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BktoueHue ckpbIToro SSID

WEP-200L(config):/interface/wlanl-va0/vap# hidden true (Bk/1t0ueHvie ckpbITOro SSID. 1715 OTK/IHYEHNSA
BBeauTe false)

BK/1lOU€HME U30NALUN KITMEHTOB Ha VAP

WEP-200L(config):/interface/wlanl-va0/vap# station-isolation true (Bx/1t0ueHVIe N30N5ALMA Tparka Mexay
KnneHTamu B npegenax ogHou VAP. nsa oTknoveHns seegute false)

OrpaHuuyeHne KonmyecTBa K/IMeHToB Ha VAP

WEP-200L(config):/interface/wlanl-va0/vap# sta-limit X (rze X — MakcumasibHO L0nyCTUMOE YACTIO
NoAKNHYaEeMbIX K BUPTYasIbHOW CETU K/INEHTOB)

Bk/iloueHne penimkauumn MybTMKacToBOro Tpadgomka Ha VAP

WEP-200L(config):/interface/wlanl-va0/vap# wmf-bss-enable true (Bx/1t0ueHne penvkaumun
MynbTUKacToBoro Tpadnka Ha VAP. [insa oTkaoveHus seegute false)

BkntoueHue Minimal Signal

WEP-200L(config):/interface/wlanl-va0/vap# minimal-signal -X (rge X — noporosoe 3HaueHve RSSI, npu
[OCTMXXEHMN KOTOPOrO, ToUuKa ByaeT oTK/touaThb kmeHTa oT VAP. MapaMeTp MOXET NpUHMMAaTb 3Ha4YeHus
0T -100 A0 0)

BknloueHue nepegayn aGoHeHCKoro Tpacmka BHe GRE-TYHHens

WEP-200L(config):/interface/wlanl-va0/vap# local-switching true (Bk/1t0ueHve nepegayy aboHeHTCKOro
Tpaduka BHe GRE-TyHHens. ns oTkatoueHns seeaute false. [0 yMOn4aHUIO BbIK/THOYEHO)
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HacTtpoiika orpaHuYeHnsi CKOPOCTH

HaCTpOﬁKa Luel‘/'lnepa B HanpaB/1€HUU OT KJINEHTOB ‘KMAOFO B OTAEﬂbHOCTM), NOoAKNHOYEHHbIX K
AaHHOﬁ VAP, A0 TOYKM gocTyna:

WEP-200L(config):/interface/wlanl-va0/vap# shaper-per-sta-rx
WEP-200L(config):/interface/wlanl-va0/vap/shaper-per-sta-rx# value X (rze X — makcvmasibHas cKopocTb
B Kbut/c)

WEP-200L(config):/interface/wlanl-va0/vap/shaper-per-sta-rx# mode kbps (Bk/1t0ueHve wennepa. A1s
oTK/Io4YeHns BeeauTe off)

WEP-200L(config):/interface/wlanl-va0/vap/shaper-per-sta-rxi# exit
WEP-200L(config):/interface/wlanl-va0/vap# save (CoxpaHeHVe HacTpoek)

Hactpoiika weiinepa B HanpaB/eHUU OT TOYKU A0CTYNAa A0 KJINEHTOB (K Oro B OoTA€/1IbHOCTUN
NoAKNHOYEeHHbIX K IQa.HHOI‘III VAP:

WEP-200L(config):/interface/wlanl-va0/vap# shaper-per-sta-tx
WEP-200L(config):/interface/wlanl-va0/vap/shaper-per-sta-tx# value X (rge X — makcrumasibHas CKOpoCTb
B Kbut/c)

WEP-200L(config):/interface/wlanl-va0/vap/shaper-per-sta-tx# mode kbps (Bx/1t0ueHve weinepa. s
oTK/Io4YeHns seeauTe off)

WEP-200L(config):/interface/wlanl-va0O/vap/shaper-per-sta-txi# exit
WEP-200L(config):/interface/wlanl-va0/vap# save (CoxpaHeHVe HacTpoek)

HaCTpOﬁKa Luel‘/'lnepa B HarnpaB/1€HUU OT KJINEHTOB (B cymme), NoAKNHOYEHHbIX K IQaHHOI‘/'I VAP, oo
TOYKHMN AocCcTyna:

WEP-200L(config):/interface/wlanl-va0/vap# shaper-per-vap-rx
WEP-200L(config):/interface/wlanl-va0/vap/shaper-per-vap-rx# value X (rae X — makcrymasnibHas cKopocTb
B Kbut/c)

WEP-200L(config):/interface/wlanl-va0/vap/shaper-per-vap-rx# mode kbps (Bx/1t0ueHve welinepa. s
oTK/Io4YeHns BeeauTe off)

WEP-200L(config):/interface/wlanl-va0/vap/shaper-per-vap-rxi# exit
WEP-200L(config):/interface/wlanl-va0/vap# save (CoxpaHeHVe HacTpoek)

HacTtpoiika wWeilinepa B HanpaB/AeHUN OT TOUYKU AOCTyNa A0 KJIUEHTOB (B cyMMe), NOAKTHYEHHbIX K
[aHHOoA VAP:

WEP-200L(config):/interface/wlanl-va0/vap# shaper-per-vap-tx
WEP-200L(config):/interface/wlanl-va0/vap/shaper-per-vap-tx# value X (rge X — makcrumvasibHas CKOpoCcTb
B Kbut/c)

WEP-200L(config):/interface/wlanl-va0/vap/shaper-per-vap-tx# mode kbps (Bx/1t0ueHve werinepa. [Ans
oTK/Io4YeHns BeeauTe off)

WEP-200L(config):/interface/wlanl-va0/vap/shaper-per-vap-tx# exit
WEP-200L(config):/interface/wlanl-va0/vap# save (CoxpaHeHVe HacTpoek)
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HacTpolika KoHTpona goctyna no MAC

WEP-200L(config):/interface/wlanl-va0/vap# acl

WEP-200L(config):/interface/wlanl-va0/vap/acl# mac

WEP-200L(config):/interface/wlanl-va0/vap/acl/mac# add XX:XX:XX:XX:XX:XX (rae XXX XEXKXX — MAC-
ajpec yCcTpoiicTBa, KOTOPOMY HEOBX0AMMO paspeLunTb/3anpeTuTb A0CTyN. ANsa yaaneHus agpeca us
crnucka ncnonb3yinte komaHay del)

WEP-200L(config):/interface/wlanl-va0/vap/acl/mac# exit

WEP-200L(config):/interface/wlanl-va0/vap/acl# policy allow (BbI60p nonmTukn. Bo3mMoxHbIE 3HAYEHNS:
allow — paspeluaTb NoAkIOHEHNE TONBKO TEM KneHTam, MAC-aapeca KOTOpbIX CoAepXaTcs B CMMCKE;
deny — 3anpellatb NoakueHme KnneHtTam, MAC-agpeca KOTOpbIX coAepXarcs B cnucke. 3HavyeHune no
yMo/14aHuio: deny)

WEP-200L(config):/interface/wlanl-va0/vap/acl# enable true (Bk/ioueHve kKoHTpoNa gocTyna no MAC. Ana
oTK/Io4YeHns Beeaute false)
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HacTtpoliika 802.11r
[aHHbIli BUA poyMUHTa AOCTYNEH TOMNbKO ANs1 TEX KNIMEHTCKUX YCTPOMCTB, KOTopble noaaepxusatot 802.11r.

PoymuHr 802.11r Bo3mMoxeH Tonbko mexay VAP ¢ pexunmom 6e3onacHocTn WPA2-Personal n WPA2-
Enterprise.

C nHcTpyKumen no HacTpoiike VAP ¢ pexumom 6e3onacHoctn WPA2-Personal n apyrumm

MOXHO 03HaKOMUTLCS B pasgene Hactpoiika VAP ¢ pexvivom 6ezonacHoctn WPA-Personal.

Kaxayto VAP Ha Toukax AoCTyna Hy)XXHO HacTpavBaTb MHAMBUAYanbHO, Hanpumep, TA41(wlan1) - TA2(wlan1),
TA1(wlan0) - TA2(wlan0), T41(wlan1) - TA3(wlan1) n 1. 4.

Hwxe npeactasneH npumep HacTpolikn 802.11r Ha AByX Toukax goctyna: TA41 n TA2.

HacTpoliika 802.11r Ha TA1

WEP-200L(config):/interface/wlanl-va0/vap/ft-config# enabled false
WEP-200L(config):/interface/wlanl-va0/vap/ft-config# r1-key-holder-id E8:28:C1:FC:D6:80 (MAC-azpec VAP.
MOoXHO nocMOTpeThb B BbiBOAe KoMaHbl ifconfig)

WEP-200L(config):/interface/wlanl-va0/vap/ft-config# r0-key-holder-id 12345 (yHyKa/IbHbIV KITHOY 4715
[aHHOI VAP)

WEP-200L(config):/interface/wlanl-va0/vap/ft-config# mobility-domain 100 (foveH fo/mkeH coBnagarh Ha
BCTpeYHbIX VAP)

WEP-200L(config):/interface/wlanl-va0/vap/ft-config# mac
WEP-200L(config):/interface/wlanl-va0/vap/ft-config/mac# add E4:5A:D4:E2:C4:B0 (MAC-azpec VAP
NHTepdelica BCTPEUHON Toukn goctyna — T/A2)

WEP-200L(config):/interface/wlanl-va0/vap/ft-config/mac# E4:5A:D4:E2:C4:B0

WEP-200L (config):/interface/wlanl-va0/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# r0-kh-id 23456 (yHVKa IbHbIN
KoY BCTpeyHoi VAP Toukn aoctyna TA2 — r0-key-holder-id)
WEP-200L(config):/interface/wlanl-va0/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# r1-kh-id E4:5A:D4:E2:C4:B0
(MAC-aapec BCTpeuHoi VAP Ha T/[2)
WEP-200L(config):/interface/wlanl-va0/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# r0-kh-key 0102030405060708
(cnyyaiHbIi kaod. He gomkeH coBnaaarthb c rl-kh-key T11, HO 0653aTeNbHO AO/MKEH coBnaaath C r1-kh-key
BCTpeuHon T[2)

WEP-200L(config):/interface/wlanl-va0/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# r1-kh-key 0001020304050607
(cnyyaiHbIi kaod. He gomkeH coBnaaarth ¢ r0-kh-key T[11, HO 0653aTeNbHO AO/MKEH coBnaaath ¢ r0-kh-key
BCTpeuHon T[2)

WEP-200L(config):/interface/wlanl-va0/vap/ft-config/mac/E4:5A:D4:E2:C4:BO# exit
WEP-200L(config):/interface/wlanl-va0/vap/ft-config/mac# exit
WEP-200L(config):/interface/wlanl-va0/vap/ft-config# enabled true (Bi/t0ueHve paboThl TOUKM AOCTYMNA MO
NPOTOKO/Yy 802.11r)

WEP-200L(config):/interface/wlanl-va0/vap/ft-config# save (coxpaHeHne HacTpoek)
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HacTtpoiika 802.11r Ha T2

WEP-200L(config):/interface/wlanl-va0/vap/ft-config# enabled false
WEP-200L(config):/interface/wlanl-va0/vap/ft-config# r1-key-holder-id E4:5A:D4:E2:C4:B0 (MAC-azpec VAP.
MOXHO NMOCMOTPETL B BbiBOAE KOMaHAb! ifconfig.)

WEP-200L(config):/interface/wlanl-va0/vap/ft-config# r0-key-holder-id 23456 (yHViKa/IbHbLIV KITHOY /15
AaHHoro VAP)

WEP-200L(config):/interface/wlanl-va0/vap/ft-config# mobility-domain 100 (foveH fo/mkeH coBnagars Ha
BCTPEeYHbIX VAP)

WEP-200L(config):/interface/wlanl-va0/vap/ft-config# mac
WEP-200L(config):/interface/wlanl-va0/vap/ft-config/mac# add E8:28:C1:FC:D6:80 (MAC-azpec VAP-
NHTepdelica BCTPEYHOM Toukn goctyna — TA1)

WEP-200L(config):/interface/wlanl-va0/vap/ft-config/mac# E8:28:C1:FC:D6:80
WEP-200L(config):/interface/wlanl-va0/vap/ft-config/mac/E8:28:C1:FC:D6:80# r0-kh-id 12345 (yH/Ka/IbHbIA
KN4y BCTpeyHoi VAP Toukn goctyna TA1 — r0-key-holder-id)
WEP-200L(config):/interface/wlanl-va0/vap/ft-config/mac/E8:28:C1:FC:D6:80# r1-kh-id E8:28:C1:FC:D6:80
(MAC-agpec BcTpeyHoro VAP Ha TA1)
WEP-200L(config):/interface/wlanl-va0/vap/ft-config/mac/E8:28:C1:FC:D6:80# r0-kh-key 0001020304050607
(cnyyaiHbIi knod. He gomkeH coBnagarthb c rl-kh-key T2, HO 0653aTeNbHO AO/MKEH coBnaaarth ¢ r1-kh-key
BCTpeyHon TA1)

WEP-200L(config):/interface/wlanl-va0/vap/ft-config/mac/E8:28:C1:FC:D6:80# r1-kh-key 0102030405060708
(cnyyainHbIi knod. He gomkeH coBnagarthb ¢ r0-kh-key T2, HO 0653aTeNbHO AO/MKEH coBnaaarth ¢ r0-kh-key
BCTpeyHon TA1)

WEP-200L(config):/interface/wlanl-va0/vap/ft-config/mac/E8:28:C1:FC:D6:80# exit
WEP-200L(config):/interface/wlanl-va0/vap/ft-config/mac# exit
WEP-200L(config):/interface/wlanl-va0/vap/ft-config# enabled true (Bk/1t0ueHVIe paboTLI TOUKM AOCTYNA M0
npoTokosny 802.11r)

WEP-200L(config):/interface/wlanl-va0/vap/ft-config# save (coxpaHeHve HacTpoek)
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HacTpoliika 802.11k

PoyMuHr no npotokony 802.1Tk MOXET 6bITb OpraHn30BaH Mexay NtobbIMU ceTsamu (OTKpbITble/
LWNppoBaHHbIe). EC/in Ha Touke focTyna HacTpoeHa pabota no npotokosy 802.11k, To npu nogknoueHnn
K/IMeHTa Touka AocTyna nepefaeTt emMy Cr1COK «ApY>XeCTBEHHbIX» TOYEK AOCTYNa, Ha KOTOPbIe K/TIMEHT MOXET
nepeksIynTLCA B NpoLecce poymuHra. Cnucok cogepxut nHcpopmaumo o MAC-agpecax Touek focTyna u
KaHas1ax, Ha KOTOpbIX OHM paboTaroT.

Mcnonb3oBaHue 802.11k N03BONMSET COKPATUTL BPEMS HA MOWCK APYroli CETV NPU POYMUHIE, TaK Kak KIIMEHTY
He HY)XHO NPOM3BOAUTL CKAHMPOBAHME KaHaI0B, HA KOTOPbIX HET AOCTYMHbIX /18 NEPEKOYEHUS LiENEBbIX
Touek gocTyna.

[JaHHbIA BUA, pOyMUHIa AOCTYNEH TOMbKO AN1A TEX KIMEHTCKUX YCTPOCTB, KOTopble nogaepxusatoT 802.11k.

Huxe npeactasneH npumep HacTpolikm 802.11k Ha Touke fOCTyna — COCTaB/IEHNE CMUCKA «APYXECTBEHHbIX»
Touek gocTyna.

HacTpoliika 802.11k

WEP-200L(config):/interface/wlanl-va0/vap/w80211kv-config# enabled false
WEP-200L(config):/interface/wlanl-va0/vap/w80211kv-config# mac
WEP-200L(config):/interface/wlanl-va0/vap/w80211kv-config/mac# add E8:28:C1:FC:D6:90 (r1e
E8:28:C1:FC:D6:90 — MAC-aApec «apy>KECTBEHHOW» TOUKM AOCTYyNa)
WEP-200L(config):/interface/wlanl-va0/vap/w80211kv-config/mac# E8:28:C1:FC:D6:90
WEP-200L(config):/interface/wlanl-va0/vap/w80211kv-config/mac/E8:28:C1:FC:D6:90# channel 132 (rge 132 —
KaHaJs1, Ha KOTOpOM paboTaeT Touvka gocTtyna ¢ MAC-agpecom E8:28:C1:FC:D6:90)
WEP-200L(config):/interface/wlanl-va0/vap/w80211kv-config/mac/E8:28:C1:FC:D6:90# exit
WEP-200L(config):/interface/wlanl-va0/vap/w80211kv-config/mac# add E8:28:C1:FC:D6:70 (r1e
E8:28:C1:FC:D6:70 — MAC-apec «apYy>KECTBEHHOWN» TOUKM AOCTYyNa)
WEP-200L(config):/interface/wlanl-va0/vap/w80211kv-config/mac# E8:28:C1:FC:D6:70
WEP-200L(config):/interface/wlanl-va0/vap/w80211kv-config/mac/E8:28:C1:FC:D6:70# channel 36 (r1e 36 —
KaHaJs1, Ha KOTOpOM paboTaeT To4yka aocTtyna ¢ MAC-agpecom E8:28:C1:FC:D6:70)
WEP-200L(config):/interface/wlanl-va0/vap/w80211kv-config/mac/E8:28:C1:FC:D6:70# exit
WEP-200L(config):/interface/wlanl-va0/vap/w80211kv-config/mac# exit
WEP-200L(config):/interface/wlanl-va0/vap/w80211kv-config# enabled true (Bk/1t0ueHE pabOThl TOUKM
[0CTyna no NnpoTokosy 802.11Kk)

WEP-200L(config):/interface/wlanl-va0/vap/w80211kv-config# save (CoxpaHeHne HacTpoek)
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6.4 HacTpoliiku Radio

Ha Radio no ymonyaHuto ncnonb3yeTca aBToMaTuyeckunin Bbibop paboyero kaHana. [ins 1oro 4toobsl
YCTaHOBUTb KaHaus1 BPYUYHYIO U/IM CMEHUTb MOLLHOCTb, UCNOJb3YyiTe criefytoLme KoMaHabl:

CmMeHa pabouyero KaHana u MOLWHOCTY pagnouHTepderica

WEP-200L(root):/# configure

WEP-200L(config):/# interface

WEP-200L(config):/interface# wlan0

WEP-200L(config):/interface/wlan0# wlan

WEP-200L(config):/interface/wlan0/wlan# radio-2g (1151 wlanl pasgen HasbiBaeTcs radio-5g)
WEP-200L(config):/interface/wlan0/wlan/radio-2g# channel X (r1e X — HOMep cTatnyeckoro kaHasna, Ha
KoTopoM byaeT paboTtarb To4uka)

WEP-200L(config):/interface/wlan0/wlan/radio-2g# auto-channel false (oTk/1t04eHNEe aBTOBLIOOPA KaHaa.
[ns BkIYeHNs BBeauTe true)

WEP-200L(config):/interface/wlan0/wlan/radio-2g# use-limit-channels false (oTk/1t04eHNE YCNO/IL30BAHNSA
orpaHMYeHHOro cnucka kaHasnos. [Ans BKNYeHUs BBeanTe true)
WEP-200L(config):/interface/wlan0/wlan/radio-2g# bandwidth X (rze X — wmnpuHa kaHana. Napamerp MoxeT
npuHUMaTh 3HadveHune: ans Radio 1: 20, 40; Radio 2: 20, 40, 80)
WEP-200L(config):/interface/wlan0/wlan/radio-2g# tx-power X (re X — ypOBeHb MOLLHOCTY B M.
MapameTp MOXET NpuHUMaTb 3HadeHune: aAnd Radio 1: 4-16 abm; ansa Radio 2: 8-19 abm)
WEP-200L(config):/interface/wlan0/wlan/radio-2g# save (coxpaHeHne HacTpoek)

© Cnucku AOCTYNHbIX KAHANIOB
Ana Radio 2.4 [Ty ansa BbIGOpA AOCTYMHbI CQIeAYIOUMNE KaHAJIbI:
* npu wupuHe kaHana 20 Mruy;: 1,2, 3,4,5,6,7,8,9,10,11,12,13.
* Mpu wupuHe kaHana 40 MIu;
+ ecnu «control-sideband» = lower: 1,2, 3,4, 5,6, 7, 8, 9.
+ ecnu «control-sideband» = upper: 5,6,7,8,9,10,11, 12, 13.

Ana Radio 5 'y, anAa BbIGOpa AOCTYNHbI CAeAYIOWNE KaHa/bI:
* npv wnpuHe kaHana 20 MIry;: 36, 40, 44, 48, 52, 56, 60, 64, 132, 136, 140, 144, 149, 153,157, 161,
165.
* Mpu wupuHe kaHana 40 Mlu;
« ecnun «control-sideband» = lower: 36, 44, 52, 60, 132, 140, 149, 157.
+ ecnum «control-sideband» = upper: 40, 48, 56, 64, 136, 144, 153, 161.
* npv wnpuHe kaHana 80 MI'y;: 36, 40, 44, 48, 52, 56, 60, 64, 132, 136, 140, 144, 149, 153, 157, 161.
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6.4.1 [JononHutesnbHble HacTpoiikn Radio

HacTtpoiika orpaHMYeHHOro CNuUcKa KaHaJ10B

WEP-200L(config):/interface/wlan0/wlan/radio-2g# use-limit-channels true (Bk/1l04eHNe NCNOIL30BaHNSA
OorpaHMYeHHOro cnmncka kaHasioB B paboTe aBTOBbIGOpa KaHanoB. 1 BbikNtoveHus Beeante false)
WEP-200L(config):/interface/wlan0/wlan/radio-2g# limit-channels '1 6 11' (1€ 1,6, 11 — kaHa/ibl AnanasoHa,
B KOTOPOM MOXET paboTaTb HacTpanBaeMblii pagnonHTepPeic)

N3meHeHne OCHOBHOIO KaHasa

WEP-200L(config):/interface/wlan0/wlan/radio-2g# control-sideband lower (napametp MOXeT npuHUMaTh
3HayeHue: lower, upper. Mo ymonyaHuo: anda Radio 1: lower; anda Radio 2: upper)

BknioyeHue ncnosib3oBaHUA KOPOTKOro 3alWMTHOro UHTepBana

WEP-200L(config):/interface/wlan0/wlan/radio-2g# sgi true (Bk/1H0HUEHVIE NCMONB30BAHNA YKOPOYEHHOTO
3allMTHOro NHTepBasia 4sis nepenavm gaHHbIX — 400 Hc, BMecTo 800 He. [1ns oTkoveHust BeeauTe false)

BkntoueHune STBC

WEP-200L(config):/interface/wlan0/wlan/radio-2g# stbc true (Bx/1t04eHnEe MeTOAA NPOCTPAHCTBEHHO-
BPEMEHHOr0 6/104HOr0 KoAaMpoBaHus (STBC), HanpaB/IEHHOTO Ha MOBbILLEHNE HAaAEXHOCTM nepegayn
AaHHbIX. na oTkntoveHns seeaute false)

Bk/iloueHue arperauum

WEP-200L(config):/interface/wlan0/wlan/radio-2g# aggregation true (Bk/1toueHne arperauym Ha Radio —
nogaepxkn AMPDU/AMSDU. ina oTkaoveHns seeguTe false)

BkntoueHue MCnonb30BaHNA KOPOTKOW npeamMoy bl

WEP-200L(config):/interface/wlan0/wlan/radio-2g# short-preamble true (Bx/104eHVIE MCMONL30BAHNSA
KOpOTKOM npeambynbl naketa. 4nsa oTknoveHns seeaute false)

BkntoueHue Wi-Fi Multimedia (WMM)

WEP-200L(config):/interface/wlan0/wlan/radio-2g# wmm true (Bx/1t0ueHvie nogaepkkn WMM (Wi-Fi
Multimedia) na oTknoyeHnsa seeguTte false)
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HacTtpoiika mexaHusma DFS

HacTpoiika npon3BoanTca To/bKO Ha Radio 5 Tl (wlanl)

WEP-200L(config):/interface/wlanl/wlan/radio-5g# dfs X (rne X — pexxum pabotsl mexaHusma DFS. MoxeT
npvHMMaTh 3HavyeHus: forced — MexaHU3M BbIK/HOYEH, DFS-kaHasbl AOCTYNHbI 4151 Bblbopa; auto —
MexaHn3M BKoYeH; disabled — mexaHn3M BbIkNOYEH, DFS-KaHasbl He AOCTYNHbI A/15 BbI6opa)

BknroueHue pexnva aBTOMaTUUYECKOI CMEHbI LMPUHBbI KaHaa

WEP-200L(config):/interface/wlan0/wlan/radio-2g# obss-coex true (Bk/1l0HEHVIE pEXMMA aBTOMATUYECKON
CMEHbI LUMPWHBI KaHasa ¢ 40 MMy, Ha 20 MITy, npu 3arpy>keHHom pagunoadupe. na oTkYeHus BBeguTe
false)

BkntoueHue werinepa Broadcast/Multicast

WEP-200L(config):/interface/wlan0/wlan/radio-2g# tx-broadcast-limit X (rne X — Orpanvyenve nepegaqn
LLIMPOKOBELLLATENIbHOTO/MYNLTUKACTOBOIO Tpadimka no 6ecnpoBOAHON CETU, yKa3bIBAETCA NUMUT A/1s
LLIMPOKOBELLLATENBLHOIO Tpadnka B nak/c)

BkntoueHne QoS 1 M3MeHeHue napaMeTpoB

WEP-200L(config):/interface/wlan0/wlan/radio-2g# qos
WEP-200L(config):/interface/wlan0/wlan/radio-2g/qos# enable true (Bk/10HEHNE NCMONB30BAHNSA (DYHKLMN,
obecneunBaloLLMx Ka4yecTBo 06¢cnyxmBaHuaA (Quality of Service). Ans oTkntoueHns seeguTe false)
WEP-200L(config):/interface/wlan0/wlan/radio-2g/qos# edca-ap (HacTpoiika napameTpos QoS TOUKN AOCTYNA,
Tpadhmk nepegaeTcs OT TOUYKM A0CTyNna K KNINEHTY)
WEP-200L(config):/interface/wlan0/wlan/radio-2g/qos/edca-ap# bk (HacTpoiika napameTpos QoS a1
HN3KONPMOPUTETHOI 0Yepean C BbICOKON MPONYCKHOW CMOCOGHOCTLI0, MPMOpPUTETLI 802.1p: csl, ¢s2)
WEP-200L(config):/interface/wlan0/wlan/radio-2g/qos/edca-ap/bki# aifs X (rae X — Bpemvs oxunpanns kagpos
(bpelimoB) AaHHbIX, U3MepsieMoe B cnotax. MpnHMMaeT 3HadeHums 1-255)
WEP-200L(config):/interface/wlan0/wlan/radio-2g/qos/edca-ap/bk# cwmin X (X — HavasibHoe 3Ha4eHne
BPEMEHM OXUAaHns nepes NOBTOPHOWN OTNPAaBKON Kaapa, 3afaeTcs B MunancekyHgax. MpuHuvaet
3HaueHus: 1, 3,7, 15,31, 63, 127, 255, 511, 1023. 3Ha4yeHne cwMin HE MOXET NpeBbIaTh 3HaYeHne cwMax)
WEP-200L(config):/interface/wlan0/wlan/radio-2g/qos/edca-ap/bk# cwmax X (rae X — MaxkcnmansHoe
3Ha4YeHVEe BPEMEHN OXMAaHMA nepes NoBTOPHOM OTNPaBKOl Kagpa, 3a4aeTcs B MUI/INCEKYHAAX.
MpuHMMaeT 3HaveHus: 1, 3,7, 15, 31, 63, 127, 255, 511, 1023. 3Ha4yeHne cwMax 40/DKHO 6biTb 60/1bLUe
3HayeHust cwMin)

WEP-200L(config):/interface/wlan0/wlan/radio-2g/qos/edca-ap/bk# txop X (rae X — ViHTepBas BpemeHn B
MUI/IMCEKYHAAX, KOoraa KnmeHTckasd WME-cTaHuma MMeeT npasa UHULMMPOBATb Nepegady AaHHbIX No
6ecnpoBoAHON cpese K ToUke gocTyna. MakcumasibHoe 3HaYeHne 65535 MUANCEKYHA)
WEP-200L(config):/interface/wlan0/wlan/radio-2g/qos/edca-ap/bki# exit
WEP-200L(config):/interface/wlan0/wlan/radio-2g/qos/edca-ap# exit
WEP-200L(config):/interface/wlan0/wlan/radio-2g/qos# edca-sta (HacTpoiika napameTpos QoS cTaHuuy
KnneHTa: Tpadiuk nepefaeTcsa oT CTaHuMN KNneHTa A0 TOYKM A40oCcTyna)

MeTtoauka HacTpoiikv edca-sta aHanormyHa metoavike HacTpoliku edca-ap.
HacTpoiika napameTpoB 4/1a ouepeaeii be, vi, vo aHanornyHa HacTporike napameTpoB ans ovepegu bk.
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6.5 Hactporika DHCP onuwnn 82

© Hacrpoiika DHCP onuun 82 Nnpou3BoauTCs OTAENLHO A1 KaXKA0ro paguonHTepdeiica. B gaHHOM
pasgene NnpMBoAATCS NpUMepbl HAacTpoku onuun 82 ana Radio 2.4 'y, — wlanO.

Pexumbl pabotbl DHCP snooping:

+ ignore — o06paboTka onuum 82 oTkNoYeHa. 3HaUYEeHNe No YMOTYaHUIo;
+ replace — Touka focTyna NoACTaBASET WU 3aMeHSAET 3HaYeHne onuuun 82;
* remove — TOo4YKa A0CTyna yganser 3HadyeHme onuum 82.

M3MmeHeHMe pexuma pa6oTbl DHCP onuuu 82

WEP-200L(root):/# configure

WEP-200L(config):/# interface

WEP-200L(config):/interface# wlan0 (HacTpoiika 6yaet nponsBoguTbcs Ans Radio 2.4 Ty, Ecnn
HeobXxoouMMOo HacTpouThb 82 onuuto Ha Radio 5 I'Ty, - BBeauTe wlanl)

WEP-200L(config):/interface/wlan0# common

WEP-200L(config):/interface/wlan0/common# dhcp-snooping
WEP-200L(config):/interface/wlan0/common/dhcp-snooping# dhcp-snooping-mode replace (BLi60p paboThl
DHCP snooping B peXume 3ameHbl Ui NoAcTaBNeHns onuun 82)

Ecnu Ha pagnounHTepdeiice HacTpoeHa nonnTuka obpaboTku onummn 82 replace, To ANA KOHUIYpUPOBaHUS
CTaHOBATCA AOCTYMNHbI CreaytoLlime napameTpbl:

HacTtpoiika napameTpoB onuuu 82

WEP-200L(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-CID-format custom (re
custom - 3ameHa cogepxumoro CID Ha 3HaveHune, ykasaHHoe B napameTtpe dhcp-option-82-custom-
CID. [TapamMeTp MOXeT npuHuMaTh 3HadeHus: APMAC-SSID - 3ameHa cogepxumoro CID Ha <MAC-agpec
TOYKWM gocTyna>-<nums SSID>. SSID - 3ameHa cogepxumoro CID Ha umsa SSID, K KOToOpoMy NoAK/IHYEH
KniveHT. Mo ymonyaHuio: APMAC-SSID)

WEP-200L(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-RID-format custom (/e
custom - 3ameHa cogepxumoro RID Ha 3HaveHune, ykazaHHoe B napameTtpe dhcp-option-82-custom-RID.
MapameTp MOXeT NpuHMMaTh 3HavyeHus:: ClientMAC - 3ameHa cogepxnmoro RID Ha MAC-agpec
KNMeHTCKoro yctporictBa. APMAC - 3aMeHa cogepxumoro RID Ha MAC-agpec Touku goctyna. APdomain -
3aMeHa coaepXmmoro RID Ha IOMEH, B KOTOPOM HaxoAMUTCA Touka gocTtyna. Mo ymonyaHuio: ClientMAC)

WEP-200L(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-custom-CID longstring (e
longstring - 3HaueHne oT 1 40 52 CMMBOJIOB, KOTOpPOe GyaeT nepeaaBatbes B CID. Ecnu 3HayeHne
napameTpa dhcp-option-82-custom-CID He 3aaH0, Touka 6yaeT n3MeHsaTb CID Ha 3HaYeHne no
yMo/14aHuto: <MAC-agpec To4kM goctyna>-<nums SSID>)

WEP-200L(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-custom-RID longstring (e
longstring - 3HaueHne OT 1 40 63 CMMBO/IOB, KOTOpPOE GyaeT nepeaaBatbes B RID. Ecnu 3HayeHne
napaveTpa dhcp-option-82-custom-RID He 3a1aH0, TOUKa ByaeT n3MeHATb RID Ha 3HavYeHue no
ymMo/yaHuto: MAC-agpec KNIMEHTCKOro YCTPOCTBA)

WEP-200L(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-MAC-format radius (Bc160p
pasgenntensi oktetoB MAC-agpeca, KoTopblii nepegaetcs B RID 1 CID. radius - B KauecTBe pasgenurens
BbICTynaeT 3Hak Tupe: AA-BB-CC-DD-EE-FF; default - B kauecTBe pasgenvrtens BbICTyNaeT 3HaK ABOETOUUSA:
AA:BB:CC:DD:EE:FF)

74



PykoBogacTBo no akcniyatauum WEP-200L

6.6 Hactpoliika WDS

© Mpu koHdurypuposaHu WDS-coeuHeHUs HEOBXO0AMMO, YUTOBbI Ha YCTPONCTBax, KOTopble byayT
coeanHATbCA No WDS, B HacTpoiikax paavonHTepdeiica 6bi1 BbiopaH 04NMHAKOBbIV KaHaul U lWuprHa
kaHana. bonee nogpobHy MHhoOPMAaLIMIO O HACTPOliKe pagnonHTepdieica Yepes KOMaHAHY CTPOKY
MOXHO y3HaTb B pasgene Hactpoiiky Radio.

Huxe npeactasneHa HacTpoiika WDS-coeauHeHust Ha nHtepgpeiice Radio 5 Ty (wlan).

HacTtpoiika WDS

WEP-200L(root):/# configure

WEP-200L(config):/# interface

WEP-200L(config):/interface# wlanl-wdsO0 (Bb160p ninHKa WDS. Bo3amoxHble 3HavyeHnsa and Radio 2.4 [Tw;:
wlan0-wds0 - wlan0-wds3; ansa Radio 5 I'Tu: wlanl-wds0 - wlan1-wds3)
WEP-200L(config):/interface/wlan1-wds0# wds-5 (npu HacTporike WDS Ha Radio 2.4 [Ty, BBeguTe wds-2)
WEP-200L(config):/interface/wlan1-wds0/wds-5# mac-addr XX:XX:XX:XX:XX:XX (MAC-agpec Radio-
NHTepdelica BCTPEUYHON TOUYKN A0CTYNa, KOTOPbIA MOXHO Y3HaTb, EC/IM BBECTU HA BCTPEYHOI TOYKE
[ocTyna komaHay monitoring radio-interface)

WEP-200L(config):/interface/wlanl-wds0/wds-5# exit

WEP-200L(config):/interface/wlan1-wdsO# common

WEP-200L(config):/interface/wlanl-wdsO0/common# enabled true (Bk/toueHve nuHka WDS. 719 OTKHOUEHWSA
BeeauTe false)

WEP-200L(config):/interface/wlanl-wds0/commont# exit

WEP-200L(config):/interface/wlan1-wdsO# exit

WEP-200L(config):/interface# wlanl (npu Hactpoiike WDS Ha Radio 2.4 ', BBeguTe wlan0)
WEP-200L(config):/interface/wlanl# wlan

WEP-200L(config):/interface/wlanl/wlan# wds

WEP-200L(config):/interface/wlanl/wlan/wds# security-mode WPA2 (BLI60p pexvma 6ezonacHocTn WPA2.
Bo3MoXHble 3HauYeHus: WPA2, off — 6e3 naposisi)

WEP-200L(config):/interface/wlanl/wlan/wds# key-wpa password123 (k/1t04/Naposib, He0OXo0ANMbIN A5
NOAK/IOYEHMS K BCTPEUYHOIN Touke AocTyna. [J/iMHa K/ioda Ao/MKHA COCTaBNATb OT 8 A0 63 CMMBOJIOB)
WEP-200L(config):/interface/wlanl/wlan/wds# enabled true (Bk/toueHne WDS. [1/19 OTK/IHOUEHNS BBEAUTE
false)

WEP-200L(config):/interface/wlanl/wlan/wds# save

e e e

HacTpoiika BCTPeUYHO TOYKU AoCTyna BbINOMHAETCA aHA/IOTMYHO.
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6.7 CuUCTeMHble HaCTPOMKK

6.7.1 OG6HoBneHune MO ycTpoicTea

OGHoBneHue MO Touku goctyna no TFTP

WEP-200L(root):/# firmware upload tftp <ip-agpec tftp-cepBepa> <HasBaHue cpaiina NO> (nprvep:
firmware upload tftp 192.168.1.15 WEP-200L-1.6.2_build_X.tar.gz)
WEP-200L(root):/# firmware upgrade

O6G6HoBneHue MO Toukn goctyna no HTTP

WEP-200L(root):/# firmware upload http <URL ans ckaumBaHus pavina MO> (npumep: firmware upload
http http://192.168.1.100:8080/files/WEP-200L-1.6.2_build_X.tar.gz)
WEP-200L(root):/# firmware upgrade

MepeknioyeHne Ha pe3epBHYIO0 Bepcuio MO Toukn gocTtyna

WEP-200L(root):/# firmware switch

6.7.2 YnpasneHue KoHdurypaumein ycTporictea

C6poc KoHurypauyum yctpoiictea B AeonTHoe cocTossHUe 6e3 CoXxpaHeHUs napaMmeTpoB
poctyna

WEP-200L(root):/# manage-config reset-to-default

C6pocC KOHhUrypauum ycTpoiicTea B AecpO/ITHOE COCTOSIHME C COXPaHEHEM NapaMeTpoB focTyna

WEP-200L(root):/# manage-config reset-to-default-without-management

CkauaTb KOH(hUrypauMoHHbIii haiin ycTpoiicTea Ha TFTP-cepBep

WEP-200L(root):/# manage-config download tftp <ip-agpec tftp-cepBepa> (npuvep: manage-config
download tftp 192.168.1.15)

3arpy3ntb KOHhUrypaunoHHbIii aiin Ha ycTpouicTBo ¢ TFTP-cepBepa

WEP-200L(root):/# manage-config upload tftp <ip-agpec tftp-cepBepa> <HasBaHue chaiina
KOHdurypauyumn> (npumep: manage-config upload tftp 192.168.1.15 config.json)
WEP-200L(root):/# manage-config apply (nprmMeHeHne KoHurypawmm Ha ToUKy A0CTyna)
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6.7.3 Tlepesarpyska ycTpolicTea

KomaHga ansa nepesarpysku ycTpoiicTea

WEP-200L(root):/# reboot

6.7.4 HacTpoiika pexuma ayTeHTudunkaumm

YCTpONCTBO MMEET 3aBOACKYH YUYETHYHO 3anncb admin ¢ naponem password. YoannTb AaHHYH YYETHYIO
3anncb Henb3s. VI3MeHUTb Naposib MOXHO C MOMOLLbHO YKa3aHHbIX HUXE KOMaHA,

N3meHeHue napons Ansa yvyetHoii 3anucu admin

WEP-200L(root):/# configure

WEP-200L(config):/# authentication

WEP-200L(config):/authentication# admin-password <HOBbIA naponb ANsa yyeTHOI 3anucu admin> (0T 1
[0 64 CUMBOJI0B, BK/1HO4AA NTaTUHCKME BYKBbI U LNpbI)

WEP-200L(config):/authentication# save

B0O3MOXHO co3gaTb AONOMHUTENbHbIX NO/Ib30BaTesein 411 NOKaIbHOM ayTEHTU(IMKALMNY, a Takke
ayTeHTudgukauymm yepes RADIUS.

© HosbiM Nonb3oBaTENAM A0MKHA ObITh HA3HAYEHA OfHA U3 ABYX PONeil:
admin — nosnb3oBartesnb C TakoW ponblo 6yAeT MMETb NOMHbIN JOCTYN K KOHOUIYPUPOBaHUIO U
MOHWUTOPUHIY 6a30BOW CTaHLUW;
viewer — nosb3oBaresnb C Takol posibio byaeT MMeTb AOCTYN TObKO K MOHUTOPUHTY 6a30BOW CTaHLMW.

AOGaBHEHMe HOBbIX Nosib3oBarenei

WEP-200L(root):/# configure

WEP-200L(config):/# authentication

WEP-200L(config):/authentication# user

WEP-200L(config):/authentication/user# add userX (rzae userX — ¥Ms HOBOWM Y4eTHOW 3anucu. [Ans yaaneHms
ncnonb3ynte komaHay del)

WEP-200L(config):/authentication/user# userX

WEP-200L(config):/authentication/user/userX# login userX (rae userX — VMsi HOBOV YHETHOW 3anmcu)
WEP-200L(config):/authentication/user/userX# password <Maponb Ana y4yeTHoi 3anucu userX> (0T 1 10 64
CVMIMBOJ10B, BK/1t0Yas NnaTtuHcKne BykBbl U LMIPbI)

WEP-200L(config):/authentication/user/userX# role admin (nosiL30BaTes0 BbIAAKTCA NpaBa Ha
KOH(oUrypupoBaHue. Bo3MoXHOe 3HavyeHne viewer — y4eTHOM 3anncun 6yaeT AOCTYMNeH TO/IbKO
MOHWTOPWHT)

WEP-200L(config):/authentication/user/userX# save
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HacTtpoiika napameTpoB gocTtyna K RADIUS-cepBepy

WEP-200L
WEP-200L

root):/# configure

config):/# authentication

WEP-200L(config):/authentication# radius

WEP-200L(config):/authentication/radius# auth-address X.X.X.X (rge X.X.X.X — |IP-agpec RADIUS-cepBepa)
WEP-200L(config):/authentication/radius# auth-port X (rge X — nopt RADIUS-cepBepa, KOTOpbIi
MCNONb3yeTcsa ANA ayTeEHTMdINKaUMM 1 aBTopusaumn. Mo ymonyaHuto: 1812)
WEP-200L(config):/authentication/radius# auth-password secret (r7e secret — ko4 /19 RADIUS-cepsepa,
NCMosb3yeMOro ansa ayteHTudnkaumm n aBtopusawnmm)

WEP-200L(config):/authentication/radius# exit

WEP-200L(config):/authentication# radius-auth true (Bk/1t04eHVe pexmva ayTeHTUdnKauy Yepes RADIUS-
cepsep. Ana oTkntodeHns seeguTte false)

WEP-200L(config):/authentication# save

—_ e~ —~ —

© nNpu ayteHTudpmkaumm yepes RADIUS-cepBep HEO6XOAMMO 06A3aTe/bHO CO3/aTh JIOKA/IbHYIO YUETHYHO
3anuce, Kotopas byaeT aHasiormyHa yvyeTHol 3anncu Ha RADIUS-cepsepe.
Mpwn 3TOM B /IOK&/IbHOW YYETHOI 3anncu obs3atesibHO A0/MKHA O6bITb YKazaHa posb, onpegenstoLas
npasa goctyna (admin unm viewer).
B cnyuae, ecnn RADIUS-cepBep okaxeTcs HefoCTyNeH, ayTeHTUrKaLma NnpoigeT no /I0KasibHOM
YUYETHOM 3anuncu.

6.7.5 HacTpoiika gatbl 1 BpeMeEHU

KomMaHAabl ANA HACTPOIKM CUXPOHU3aL MU BPEMEHMU € cepBepoM NTP

WEP-200L
WEP-200L
WEP-200L
WEP-200L
WEP-200L
WEP-200L
WEP-200L
WEP-200L
30Hbl)

WEP-200L(config):/date-time/commont# save (COxpaHeHne HacTpoek)

root):/# configure

config):/# date-time

config):/date-time# mode ntp (Bk/10UeHne pexurmva paboTtsl ¢ NTP)

config):/date-time# ntp

config):/date-time/ntp# server <IP-agpec NTP-cepBepa> (ycTaHOBKa NTP-cepsepa)
config):/date-time/ntp# exit

config):/date-time# common

config):/date-time/common# timezone 'Asia/Novosibirsk (Novosibirsk)' (ycTaHOBKa BpemeHHO

e e ey e e e e
—_ = = ==

6.7.6 [ononHuTtenbHble HACTPONKN CUCTEMBI

BkntoueHue rnoGasibHOW n3onaumuu

WEP-200L(root):/# configure

WEP-200L(config):/# system

WEP-200L(config):/system# global-station-isolation true (Bx/it0ueHvie rnobasibHON n3onaums Tpadurka
MeXay K/imeHTamu pasHbix VAP 1 pasHbix paguovHTepdericos. [ns otknoveHns seeauTe false)
WEP-200Lconfig):/system# save (CoxpaHeHne HacTpoek)
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MN3meHeHne nmeHu ycTpoicTea

WEP-200L(root):/# configure

WEP-200L(config):/# system

WEP-200L(config):/system# hostname WEP-200L_room2 (rze WEP-200L_room2 — HOBOE 1MS YCTPOUCTBA.
MapameTp MOXEeT cogepXartb OT 1 40 63 CUMBOJIOB: NIATUHCKUE 3ar/iaBHble U CTPOYHbIE BYKBbI, LNpbI,
3HaK gednc «-» (oednc He MOXET BbITb NOCNEeAHUM CUMBOIOM B UMeHN). o ymonyaHmo: WEP-200L)
WEP-200L(config):/system# save (coxpaHeHve HacTpoek)

N3meHeHue reorpamuyeckoro gomeHa

WEP-200L(root):/# configure

WEP-200L(config):/# system

WEP-200L(config):/system# ap-location ap.test.root (re ap.test.root — fOoMeEH y3na gepesa yCTPONCTB
cuUCTeMbl ynpaBnieHust EMS, B KOTOPOM pacnosaraetcsi Touka gocTyna. o ymonyaHuio: root)
WEP-200L(config):/system# save (coxpaHeHve HacTpoek)

6.8 Hactpolika cepsuca APB

Cepsuc APB ncnonb3yeTcs /151 06ecneyeHunsi nopTasibHOro poyMuHra KMeHToB MeXay Toukamu 4ocTyna,
NOAK/THOUYEHHBIMUN K CEPBUCY.

KomaHAbl Ans HacTpoiiku cepBuca APB

WEP-200L(root):/# configure

WEP-200L(config):/# captive-portal

WEP-200L(config):/captive-portal# apbd

WEP-200L(config):/captive-portal/apbd# roam_service_url <Agpec cepsuca APB>

(npumep: roam_service_url ws://192.168.1.100:8090/apb/broadcast)

WEP-200L(config):/captive-portal/apbd# enabled true (Bk/toueHve cepBrca APB. 115 OTK/IHOHEHNS BBEAUTE
false)

WEP-200L(config):captive-portal/apbd# save (coxpaHeHue HacTpoek)
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6.9 MOHUTOPUHT

6.9.1 Wi-Fi knneHTbI

WEP-200L(root):/# monitoring associated-clients

index

interface

state

hw-addr

ssid

ip-addr
authorized
captive-portal-vap
enterprise-vap
rx-retry-count
tx-fails
tx-period-retry
tx-retry-count
rssi-1

rssi-2

rssi

snr-1

snr

snr-2

tx-rate

rx-rate

rx—bw

rx-bw-all

tx-bw

mfp

uptime
multicast-groups—-count
wireless-mode
perftest-capable
snr-rssi-capable
link-capacity
link-quality
link-quality-common
actual-tx-rate
actual-rx-rate
shaped-rx-rate
actual-tx-pps
actual-rx-pps
shaped-rx-pps
name

Total Packets:
TX success:
Total Bytes:
Data Packets:
Data Bytes:
Mgmt Packets:

Tra

0]
wlanl-va0
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ASSOC SLEEP AUTH_SUCCESS

26:af:0a:30:ef:29
I'11DOC_test
169.254.68.250
true

false

false

76

0

0

0

=75

=75

=75

17

17

16

MCS7 SGI 72.2
MCS7 NO SGI 65
20M

20M

20M

false

00:00:27

0

n

false

—h
1Y)
=t
7]
o

[ol ol o oMol oMo ool

nsmitted

Received

8877
31
4488
145
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Mgmt Bytes:

Dropped Packets:

Dropped Bytes:
Lost Packets:

ofdmé
ofdm24
mcs3
mcs4
mcs7

Multicast groups: none

173

(o)

Transmitted

127

Received
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6.9.2 WDS

WEP-200L(root):/# monitoring wds-entries

index | ©

interface | wlanl

state | WIFI_WDS

hw-addr | cc:9d:a2:dd:00:b5

ip-addr | 100.110.0.227

hostname | WEP-260L

authorized | false

captive-portal-vap | false

enterprise-vap | false

rx-retry-count | 10304

tx-fails | ©

tx-period-retry | 38

tx-retry-count | 86

rssi-1 | -29

rssi-2 | -36

rssi-3 | -40

rssi-4 | -36

snr-1 | 38

snr-2 | 37

snr-3 | 36

snr-4 | 36

wds-interface | wlanl-wdso

tx-rate | VHT NSS2-MCS8 SGI 173.3

rx-rate | VHT NSS2-MCS8 NO SGI 156

rx-bw | 26M

rx-bw-all | 26M

tx-bw | 26M

uptime | 00:00:16

multicast-groups-count | ©

wireless-mode | ac

eltex-firmware-version | 1.5.0 build X

eltex-board-type | WEP-260L

perftest-capable | false

snr-rssi-capable | false

link-capacity | 33

link-quality | 97

link-quality-common | 97

actual-tx-rate | 281

actual-rx-rate | 12437

shaped-rx-rate | ©

actual-tx-pps | 116

actual-rx-pps | 16846

shaped-rx-pps | ©

name | ©

Rate Transmitted Received

Total Packets: | 1799 | 299260 |
TX success: | 100 | |
Total Bytes: | 514926 | 37828573 |
Data Packets: | 1796 | 299256 |
Data Bytes: | 457310 | 28251999 |
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Mgmt Packets: | 3 | 4 |
Mgmt Bytes: | 144 | 408 |
Rate Transmitted Received

ofdmé | 3 | 0% 3484 | 1%
ofdms4 | 151 | 8% 0| 0%
nssl-mcsl | 30 | 1% 0 | 0%
nssl-mcs2 | © | 0% 176 | 0%
nssl-mcs3 | © | 0% 132 | 0%
nssl-mcs4 | © | 0% 223 | 0%
nssl-mcs7 | © | 0% 87 | 0%
nss2-mcso | © | 0% 64 | 0%
nss2-mcsl | 66 | 3% 123 | 0%
nss2-mcs2 | 177 | 9% 183 | 0%
nss2-mcs3 | © | 0% 310 | 0%
nss2-mcs4 | © | 0% 665 | 0%
nss2-mcs5 | 447 | 24% 1318 | 0%
nss2-mcsé6 | © | 0% 4837 | 1%
nss2-mcs7 | 292 | 16% 31002 | 10%
nss2-mcs8 | 633 | 35% 256655 | 85%

6.9.3 WNH(popmaumsa o6 ycTpoictee

WEP-200L(root):/# monitoring information

WEP-200L (root) :/# monitoring information

13:01:01 21.09.2022
00:01:07

1.5.0 build X

1.5.0 build X

1.5.0 build X

system-time

uptime

software-version
secondary-software-version
boot-version

memory-usage 33
memory-free 140
memory-used 71
memory-total 211
cpu-load 8.4
cpu-average 3.81
is-default-config true
board-type WEP-200L
hw-platform WEP-200L

CC:9D:A2:E3:DE:B6
CC:9D:A2:E3:DE:B6

factory-wan-mac
factory-lan-mac

factory-serial-number WP4B000018
hw-revision 1vo
session-password-initialized false
ott-mode false
last-reboot-reason factory reset
test-changes—-mode false
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6.9.4 CeteBas UHpopmaums

WEP-200L(root):/# monitoring wan-status

Common 1information:

interface | bro

mac | cc:9d:a2:€9:14:70
rx-bytes | 456875
rx-packets | 5835

tx-bytes | 24328
tx-packets | 241
IPv4 information:

protocol | dhcp
ip-address | 100.111.66.29
netmask | 255.255.255.0
gateway | 100.111.66.1
DNS-1 | 100.111.66.15
DNS-2 | 8.8.8.8

IPv6 information:

addresses | 2002::8/128 Global

| fe80::ce9d:a2ff:fee9:1470/64 Link
dns-servers | 2002::4144

| 2002::8844

| 2222::4144

WEP-200L(root):/# monitoring ethernet

link: up

speed: 1000
duplex: enabled
rx-bytes: 4872597
rx-packets: 13844
tx-bytes: 2477091
tx-packets: 20923

WEP-200L(root):/# monitoring arp

# ip mac
0 192.168.1.1 02:00:48:XX:XX1XX
1 192.168.1.151 2c:fd:ral:xx:xx:xx

WEP-200L(root):/# monitoring route

Destination Gateway Mask Flags Interface
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0.0.0.0 192.168.1.1 0.0.0.0 uG bro
192.168.1.0 0.0.0.0 255.255.255.0 U bro

6.9.5 becnpoBofHble MHTepeiicsl

WEP-200L(root):/# monitoring radio-interface

wlan@:
name: wlan@
band: 2.4

hwaddr: CC:9D:A2:E9:14:70
status: on

noise-1: -100

noise-2: -100
utilization: 3

channel: 2

tx-power: 16

thermal: 39

bandwidth: 20

frequency: 2417

wlanl:
name: wlanl
band: 5

hwaddr: CC:9D:A2:E9:14:75
status: on
noise-1: -100
noise-2: -100
noise-3: -100
noise-4: -100
utilization: 2
channel: 48
tx-power: 19
thermal: 30
bandwidth: 20
frequency: 5240
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6.9.6 >KypHan cobbITuii

WEP-200L(root):/# monitoring events

Jan 23 00:00:

Jan 23 00:00:
successfully.

Jan 1 03:00:

Jan 1 03:01:
lease on 192.

Jan 23 07:17

E4:0E:EE:BD:AE:6B ssid:

07 WEP-200L daemon

09 WEP-200L daemon

14 WEP-200L daemon

17 WEP-200L daemon
168.1.15.

6.9.7 CkaHunpoBaHue achupa

.info

.info

.info

.info

PykoBogacTBo no akcniyatauum WEP-200L

syslogd[925]: started: BusyBox v1.21.1

configd[955]: The AP startup configuration was loaded

networkd[987]: Networkd started

networkd[987]: DHCP-client: Interface br0 obtained

:14 WEP-200L daemon.info monitord[1055]: event: 'associated' mac:
'"WEP-200L_2.4GHz' int0

© Bo Bpems OCYLLECTB/IEHNS CKAHMPOBaHWSA 3dmpa paaronHTepdeiic yCTpoicTBa 6yAeT OTK/IHOUEH, UTO
npvBeaEeT K HEBO3MOXHOCTM Nepeaaun gaHHbIx Ao Wi-Fi KNMeHToB BO BpEMSI CKaHUPOBaHNS.

WEP-200L(root):/# monitoring scan-wifi

SSID Mode Security BSSID Channel RSSI, dBm Bandwidth,
MHz

I111Esh_testl1l1l1 AP wpa CC:9D:A2:C7:A2:E0 1 -39 20
EltexWiFi AP off EOQ:D9:E3:49:D5:00 1 -50 20
Eltex-WLC-Local AP wpa CC:9D:A2:FF:B2:03 6 -68 20
TEst_Ent AP wpa CC:9D:A2:C7:DF:DO 11 =75 20
sdd_wlc_enterprise AP wpa E8:28:C1:FC:D6:41 1 =77 20
WLC30_sdd1 AP wpa E8:28:C1l:FC:D6:40 1 =77 20
WLC AP off EOQ:D9:E3:49:79:01 =77 20
Rostelecom AP off E8:28:C1:EC:DE:21 11 -78 20
VIP_test AP off EOQ:D9:E3:73:06:F2 6 -79 20
i-cisco-ent AP wpa 7C:21:0E:E2:76:C0 1 -80 20
Test_Astra_Ted AP off E4:5A:D4:E4:D3:F3 1 -80 20
Karandashev_Enterprise AP wpa EQ:D9:E3:73:06:F3 6 -80 20
i-cis-MAB AP off 7C:21:0E:E2:76:C2 1 -80 20
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6.9.8 CnekTpoaHanusarop

CnekTpoaHanusarop npefocrasnser MHopMaLUUIo 0 3arpyXeHHOCTU KaHaoB B AnanasoHax 2.4 mn STy,
Pe3ynbTar BbIBOAUTCA B NPOLIEHTax.

© Bo Bpemst paboTbl CekTpoaHamsaTopa nPoMCXOANT OTK/IHUEHNE BCEX K/IMEHTOB OT TOUKM AOCTYynNa.
KnueHTbl nogxntouaTcst CHoBa TOJbKO TOrAa, Korga CnekTpoaHa/im3aTop 3akOHUUT CBOK paboTy.
Bpems aHanu3a Bcex paAviokaHaoB ABYX AMana3oHOoB COCTaB/ISET NPUMEPHO 5 MUHYT.

© CnektpoaHanusartop paboTaeT TOMLKO Ha Tex KaHasax, KoTopble ykasaHbl B napametpe limit-channels
B HacTpoikax pagnovnHTepdelicoB. Hanpumep, ecnu B limit-channels Ha wlan0 yka3aHbl kaHasnbl '1 6
11', a Ha wlan1 yka3aHbl kaHanbl '36 40 44 48', To aHanM3 cnekTpa 6yaeT nponsBeAeH TONbKO AN
kaHanoB 1, 6, 11, 36, 40, 44, 48.
[nsa Toro 4to6bI 6611 NPON3BEAEH aHA/IN3 BCEX KaHANOB AMana3oHa, Ha KOTOpPoM paboTaeT
paanovHTepdelic, 1aMeHnTe 3HavyeHne napamertpa use-limit-channels B HacTpolikax Kaxaoro
pagnounHTepcpeiica Ha false. Mocne nonyyeHns pesynbLTaTtoB paboTbl CNEKTpoaHaIn3aTopa BepHUTE
3Ha4yeHune use-limit-channels o6paTHO K UCXxoQHOMY 3HaYEHUO true.
C 6o0nee noapo6HOi MHdhopMaLmei 0 HacTpoike pagnonHTepderica yepes CLI MOXHO 03HaKOMUTLCS
B pasgene «Hactpolikn Radio».

WEP-200L(root):/# monitoring spectrum-analyzer

Channel| CCA

1| 81%

2| 40%

3] 14%

4] 10%

5| 36%

6| 60%

7| 40%

8| 8%

9| 14%
10| 38%
11| 75%
12| 37%
13| 18%
36| 14%
40|  12%
44| 10%
48| 18%
52| 3%
56| 5%
60 | 8%
64| 6%
132 0%
136 0%
140 | 0%
144 1%
149| 30%
153 1%
157 3%
161 2%
165| 1%
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7 CnncoK M3MeHeHUI

Bepcusa gokymeHTa Jarta Bbinycka

Bepcusa 1.2 28.04.2023
Bepcusa 1.1 17.03.2023
Bepcua 1.0 28.10.2022

Bepcusa nporpammHoro obecneyexus 1.7.1

PykoBogacTBo no akcniyatauum WEP-200L

CopepXaHue N3MEeHEeHN

CuHxpoHu3auus ¢ sepcueit MO 1.7.1
i3meHeHo:

+ 6.7 CCTEMHbIE HACTPOKM
CuHxpoHusaums ¢ Bepcueii MO 1.6.2
[ob6asneHo:

+ 6.5 HacTpoiika DHCP onuuun 82
VicnpasneHo:

+ 5.5 MeHto «Radio»
+ 5.6.2 NogmeHo «VAP»

CuHxpoHusauus ¢ Bepcuein MO 1.5.1

MepBas nybnvkaums
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TEXHNYECKAA NMOAAEP>XKA

[nsa nonyyeHns TEXHNYECKON KOHCYNbTauMmn no Bonpocam akcnayaraumm obopygosaHus OO0
«Mpeanpusatue «/ITEKC» Bbl MOXeTe 06patuTbCs B CEPBUCHBIN LLEHTP KOMNaHUN:

dopma obparHoin cBA3Mn Ha caiTe: htips://eltex-co.ru/support/
Servicedesk: hitps://servicedesk.eltex-co.ru

Ha ochuumanbHOM caliTe KOMNaHUn Bbl MOXETE HalTN TEXHUYECKYIO JOKYMEHTALMIO 1
nporpamMmmHoe obecneyeHne ans npoaykuum OO0 «[IMpeanpusatue «ANITEKC», 06patutbes k 6ase
3HaHW1, OCTaBUTb UHTEPAKTUBHYIO 3aABKY UM MPOKOHCY/LTUPOBATLCA Y HXeHepoB CepBUCHOIO
LeHTpa Ha TeXHN4eckom chopyme:

OdomuymanbHbIin cant komnaHun: hitps://eltex-co.ru/

TexHunueckuin chopym: hitps://eltex-co.ru/forum

Basa 3HaHuiA: https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base
LleHTp 3arpysok: hitps://eltex-co.ru/support/downloads


https://eltex-co.ru/support/
https://servicedesk.eltex-co.ru/
https://eltex-co.ru/
https://eltex-co.ru/forum
https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base
https://eltex-co.ru/support/downloads/
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