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PykoBogacTBo no akcnayatauuu WEP-2ac, WEP-2ac Smart

1 BBeneHue

1.1 AHHOTauus

CoBpeMeHHble TEHAEHLMN Pa3BUTUA CBA3M AUKTYIOT oreparopamM HeobxoAMMOCTb noucka Hanbornee
ONTUMaJIbHbIX TEXHO/IOIMIA, NO3BO/IAOLWMNX YAOBNETBOPUTL CTPEMUTE/IBHO BO3pacTaroLLme noTpebHoCTH
ab0OHEHTOB, COXpPaHsA Npu 3TOM NPEEMCTBEHHOCTbL BGU3HEC-NPOLECcCcOoB, TMOKOCTb Pa3BUTKA 1 COKpaLleHne
3aTpar Ha npefocTas/ieHne pas/iMyHbIX cepBucoB. becnpoBoHble TexHOMorMy Bce 6onblue HabuparoTt
060pOTbl U K JAHHOMY MOMEHTY B KOPOTKOE BPeMS MPOLLIN OrPOMHbIA MYTb OT HECTAOWU/IbHbIX
HU3KOCKOPOCTHbIX CeTei CBA3M Masioro paguyca fo ceteit LM, conocTtaBUMbIX N0 CKOPOCTH € NMPOBOAHbLIMU
CEeTAMMU C BbICOKUMUN KPUTEPUAMN K KAYeCTBY npegoctasneHus ycnyr. Ycrpoinctsa WEP-2ac n WEP-2ac Smart
asnaTca Toukamu goctyna Wi-Fi Enterprise-knacca. OcHoBHoe npegHasHavyeHne WEP-2ac n WEP-2ac
Smart — ycTaHOBKa BHYTPW 3[,aHWIA B Ka4eCTBe TOUKU AOCTYyNa K pa3/InyHbIM pecypcam C co3faHnemM
6eCLIOBHOW 6eCnpoBOHO CETU N3 HECKO/IbKUX UAEHTUYHbIX Touek AocTyna («PoyMUHI»), ecrin TeppuTopus
MOKPbITUA LOCTATOYHO BeJIMKa.

B HacTosLEeM pyKOBOACTBE MO 3KCN/yaTaunm U3noXeHbl Ha3HayeHne, OCHOBHbIE TEXHUYECKUe
XapakTepuCTUKW, KOHCTPYKTMBHOE 1CMONHEeHWe, npasuia 6e3onacHol akcnayarauuy, a Takke pekoMmeHgaumm
no ycTaHOBKe 1 HacTpoiike yctporictB WEP-2ac n WEP-2ac Smart.

1.2 YcnoBHble 0603HaYeHUs

© nMpumedaHus cogepxar BakHYH UHIIOPMALMIO, COBETbI UM PEKOMEHAALM MO UCMOMb30BAHMIO 1
HaCTpoiike yCTPOWCTBA.

© nNpepynpexaeHns MHDOPMUPYIOT MO/L30BATENS O CUTyaLIMSX, KOTOPbIE MOTYT HAHECTN Bpe[
YCTPOWCTBY W/ Yes0BEKY, MPUBECTU K HEKOPPEKTHOM paboTe yCTpoincTBa Uav notepe faHHbIX.




PykoBogacTBo no akcnayatauuu WEP-2ac, WEP-2ac Smart

2 OnucaHne nsgenuvs

2.1 Ha3HaueHue

[na BO3MOXHOCTW NpefocTas/ieHns AoCTyna nosib3oBartenieil K BbICOKOCKOPOCTHOM 6e30nacHo
6ecrnpoBoAHOI ceTn paspaboTaHbl 6ecnpoBoaHble Toukn aoctyna WEP-2ac n WEP-2ac Smart (nanee
«yCTPOCTBOY).

OCHOBHbIM Ha3Ha4YeHNeM YCTPONCTB AB/SAETCA co3faHe 6ecnpoBOAHON CeTU nepefayn AaHHbIX L2-ypoBHA Ha
CTbIKe ¢ npoBoaHoii ceTblo. WEP-2ac n WEP-2ac Smart nogxntoyatoTcs K NpoBOAHONM CeTn yepes
10/100/1000M Ethernet-uHTepdieiic 1 ¢ NOMOLLBI0 CBOMX paguorHTepdeicoB co34aroT 6ecnpoBOaHON
BbICOKOCKOPOCTHOW A0CTYN 418 YCTPOWUCTB, nogaepxmsatomx texHonorno Wi-Fi B gnanasore 2.4 n 51w,

YcTpoicTBa cogepxart 2 paguonHtepderica ansa opraHnsaumm AyxX nsnyecknx 6ecnpoBoiHbIX CETEN.

WEP-2ac n WEP-2ac Smart nogaepxvsatoT COBpeMeHHble TpeboBaHUA K Ka4eCcTBY CEPBUCOB 1 NO3BOSAIOT
nepefasarb Hanbosiee BaxHbIn Tpauk B 60/1ee NPUOPUTETHBIX O4epeasix N0 CPaBHEHWUIO C 0ObIYHbLIM.
Ob6ecneyeHne NPMOPUTA3aLMUM NPONCXOAUT HA OCHOBE K/THoUeBbIX TexHonorunii QoS: CoS (cneuyasibHble METKN
B none VLAN-naketa) u ToS (MeTku B none IP-naketa). Ho KpomMe CTaHAapTHbIX NPaKTUK NPUOPUTU3ALNN,
yCTpOMCTBa NO3BONAOT 3a/aBaTb TPe60BaHNSA K KayecTBy nepefayun Tpadurka npakTmyecku rno 160omy noso
naketa, HaunHaa ot MAC n 3akaHunBass TCP/UDP-noptom. Ta e rméKoCTb COXpaHAeTCs Npy NpYMeHeHnUm
npasun ACL v weinuHra Tpadguka, 4To NO3BOMAET B MOSIHON Mepe ynpasnATb AOCTYNOM, KA4eCTBOM CEPBUCOB
N OrpaHNYeHUsMY, Kak o1 Bcex abOHEHTOB, Tak U [/15 K&X/A0ro B YaCTHOCTMU.

YCTpOIACTBO OPMEHTMPOBAHO Ha YCTAHOBKY B 0chuchl (rocyupexaeHus, KOHPepeHL-3asbl, naboparopuu,
FOCTUHMLBI 1 Ap.). BO3MOXHOCTbL CO34aHNsA BUPTYaUIbHbIX TOUYEK AOCTYNa C Pa3/IMYHbIMK TUNamu LM POBaHMs
nossonset yctaHasnusatb WEP-2ac n WEP-2ac Smart B opraHusauusx, rae TpebyeTtcs pasrpaHudyeHne npas
focTyna mexay 06bl4HbIMY N0/1b30BaTEeNIAMN U BblAeNEeHHbIMY rpynnamMu nonb3osartenei.

2.2 XapaKkTepucTuKa yCTponcTBa
Numepabelicnbi:

+ 1 nopt Ethernet 10/100/1000BASE-T(RJ-45) c nogaepxkoii POE+;
« Wi-Fi2.4T1Ty IEEE 802.11b/g/n;

* Wi-Fi 51Ty IEEE 802.1Ta/n/ac;

+ Console RJ-45.

PyHKYyuUu:
BosmoxHocmu WLAN:

* nogaepxka ctaHaapToB IEEE 802.11a/b/g/n/ac;

* arperauusi AaHHblx, Bkitoyas A-MPDU (Tx/Rx) n A-MSDU (Rx);
* NPUOPUTETHLI U NIaHUPOBaHME NakeToB Ha ocHose WMM,;
* AMHamMuueckuii Bbi6op yactoTbl (DFS);

* nogaepxka ckpoitoro SSID;

+ 32 BupTYyasibHble TOYKM OOCTYNa,;

+ 06HapyXeHne CTOPOHHUX TOYEK A0CTYNa;

+ Workgroup Bridge;

* nogaepxka WDS;

* nopaepxka MESH,;

* nogaepxka APSD.

Cemesbie (hyHKYUU:

* aBTOMaTM4yecKoe corslacoBaHMe CKOPOCTH, AYMN/IEKCHOTO PeXuma 1 nepekitoueHns Mexay pexmmamm
MDI n MDI-X;

* nogaepxka VLAN;

* noaaepxka 802.11k/r;
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DHCP-knueHT;
nogaepxka IPvo6;
nognepxka LLDP;
nopaepxka ACL;
nogaepxka SNMP;
nogaepxka GRE.

Paboma 8 pexume knacmepa:

opraHu3auusi Knactepa eMKoCTbH 10 64 TOYeEK AOCTYyna;

aBTOMaTMYecKas CUHXPOHMU3aLUMst KOHGUrypauuii Todek focTyna B KnacTepe;
aBTOMaTnyeckoe 06HoBeHre MO Touek AOCTyna B KlacTepe;

Single Management IP — eauHbIil agpec Ana ynpasfieHUst TO4Kamm JoCTyna B KnacTepe;
aBTOMAaTMYeCKOe pacnpesesieHre YacTOTHbIX KaHa/I0B MEXAY ToYKamu AOCTYNa;
aBTOMAaTMYeCKOE pacnpesesneHre ypoBHs 13/ly4aemoii MOLLHOCTU MeXy Toukamu goctyna.

®dyHkyuu QoS:

NPUOPUTET 1 NNaHNPOBaHME NaKeTOB Ha OCHOBE Npodinneis;
orpaHuyeHve NpPonyckHol cnocobHocTn ans Kaxaoro SSID;
n3meHeHve napametpos WMM ans kaxgoro pagnovHtepdelica.

Ee3onacHocms:

e-mail-nHopMMpoBaHne 0 CUCTEMHBbIX COObITUSAX;

LleHTpasim3oBaHHas aBTopu3aums yepe3 RADIUS-cepsep (802.1X WPA/WPA?2 Enterprise);
WPA/WPA2;

nogaepxka Captive Portal;

noaaepxka Internet Protocol Security (IPsec);

nopaepxka WIDS/WIPS.

Ha pucyHke 1 npuBegeHa cxema npuMmeHeHusa obopyaosaHma WEP-2ac.

‘ E
Gateway @ 'WEP-2ac o, W b -4 WEP-2ac
- 6
ARM | l b N
aneparopa ! ",
MES2124P i 3 hS E
4 ! ) X
em— | ! \3_
. 1 N,
Cepeep 'f E \'\
"J \\\
i \\
DHCP, RADIUS “’ Sl
T
f‘@’) (l@b)

PucyHok 1 — ®yHKUMOHa/IbHas cxema mucnosnb3oBaHna WEP-2ac
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2.3 TexHuyeckue napameTpbl yCTPOCTBa

Tabnmua 1 — OCHOBHble TEXHUYECKNE NapameTpbl

MapameTpbl WAN-uHTepdoeiica Ethernet

KonnuyecTtBo nopToB
DneKTpuYeckunii pasbem
CkopocTtb nepegaun, Méut/c

MNopaepxka ctaH4apToB

MapameTpbl 6ecnpoBogHOro UHTepdeiica

CraHgapTsl
YacToTHbI gnanasoH, My,
Mogynauua

Paboune kaHasbl

CkopocTb nepegayn fgaHHblx, Mout/c

MakcumMmasibHast MOLLHOCTb NepeaaTynka
KoadhpuumneHT ycuneHns BCTPOEHHbIX
aHTEHH

UyBCTBUTENBHOCTb NPUEMHIKA

Be3onacHocTb

Mopnepxka 2x2 MIMO
YnpaBneHune

YpaneHHoe ynpas/seHue

OrpaHuuyeHne goctyna
O6uwue napameTpbl
NAND

RAM

MutaHne

MoTpebnsemasn MOLLHOCTb

Pabounin gnanasoH Temneparyp

1

RJ-45

10/100/1000, aBTOONpPEAENEHNE
BASE-T

802.11a/b/g/n/ac

2400-2483.5 MI'y, 5150-5350 MI'y, 5470-5850 MrI'L,

BPSK, QPSK, 16QAM, 64QAM, 256QAM

802.11b/g/n: 1-13 (2412-2472 MT'w)

802.11a/ac: 36-64 (5170-5330 MI'y)

100-144 (5490-5730 MI'y,

149-165 (5735-5835 MI'Ly

6,9,12, 18, 24, 36, 48, 54, MCS0-MCS15, MCS0-9 NSS1, MCS0-9 NSS2
802.)1 1n: go 144,4 Méut/c (kaHan 20 MI'y), no 300 Méut/c (kaHan 40
MIy,

802.11ac: go 866,7 M6ut/c (80 MI'y)

2.4T1Tuy: po 18 opbm’
5TTu: po 21 pbm’

24TTu; ~50bn
5TTu: ~5pabwu

2.4TTu; po-98 nbm

51Tu; go-94 pbm

LieHTpanm3oBaHHas aBTopusauus yepes RADIUS-cepeep (802.1X WPA/
WPAZ2 Enterprise);

64/128/152-6utHoe WEP-wuindposaHue gaHHbIX, WPA/WPA2;

nogaepxka Captive Portal;
e-mail-mHdpopmmpoBaHe 0 CUCTEMHbIX COBbITUSAX

web-nHTepgeiic, Telnet, SNMP, SSH, cuctema ynpasneHus EMS;
O6HoBneHne MO 1 KoHpUryprposaHue nocpeactsom DHCP
Autoprovisioning

no naponto, no IP-agpecy, ayteHTngukaumnsa yepes RADIUS-cepsep

128 MB NAND Flash

256 Mb RAM DDR3

PoE+ 48 B/54 B (IEEE 802.3at-2009)
He 6onee 13 BT

oT +5 go +40 °C
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OTHOCHTEeNbHasA BNaXHOCTb Npu 0o 80 %
Temneparype 25°C

ra6aputbl WEP-2ac (anameTp x BbicoTa) 200 x 40 mm
ra6aputsl WEP-2ac Smart (anametp x 200 x 43 mm
BbICOTA)

Macca He 6onee 0,4 kr

'Onpepaensietcsa perynatopamu Transmit Power Limit u Transmit Power Control

10
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2.4 [Ouarpamma Hanpae/fieHHOCTN BCTPOEHHbIX aHTEHH

Ha pucyHkax Huxke npeacTaB/ieHbl AnarpammMbl HaNnpPaBIEHHOCTY BCTPOEHHbIX aHTEHH YCTPOICTBa.

AvanasoH 2.4 Ty,

@)
Rt

AnanasoH 5Ty

© [1ns WEP-2ac Smart B gnanasoHe 5 T, cMapT-aHTEHHA UCMO/b3YET METOZ, «NePeKTIoUeHNs flyda» —
310 60nee 700 wabnoHOB Anarpamm HanpaseHHOCTH, KOTOpble AHaMUYECKN MEHSIOTCA B npolecce
pab6oTbl ToUkM aoctyna. WEP-2ac Smart noCTOSIHHO OLEHUBAET PacnosfioXXeHNE KANEHTOB U
NCTOYHNKOB paamornomMex, a 3arem BblovpaeT 13 700 wabsioHoB ONTUMaSIbHYO A1 K&XA0ro MOMeHTa
BPEMeHM gmarpammy Hanpas/IEHHOCTH.

11
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2.5 KOHCTPYKTUBHOE MCMNOJSIHEHNE

Yctporictea WEP-2ac n WEP-2ac Smart BbInosiHeHbI B /1aCTUKOBOM Kopryce.

2.5.1 OcHoBHasi NaHesb yCTpolicTBa

BHeLLHWiA BUA NaHenn yCcTpoiicTBa NpMBEAEH HA PUCYHKE 2.

}

o

I 3 r & & _._“. =
| Uk = 5GH | T TN Eoma ______/_)
“[T17 1| speed GE(PoE) Console " 24GHz || L~ ey
15 | -
: . F [ e

1 2 3 4 5
PucyHok 2 — BHelwHwWi BUA ocHoBHOW naHenn WEP-2ac n WEP-2ac Smart

Ha ocHoBHol naHenu yctpoiictB WEP-2ac n WEP-2ac Smart pacnonoxeHs! cnegyroLine CBeETOBble
VHAMKATOPbI, pa3beMbl 1 OpraHbl ynpasneHus (Tabnuua 2).

Tabnuua 2 — OnucaHne NHAMKATOPOB, NOPTOB 1 OPraHOB yNpaB/eHns

OnemMeHT naHenu OnucaHue

1 Link/Speed CBeTOBasi MHAMKaUmsi cocTosiHusA nopTa GE (PoE)

2  GE(PoE) nopt GE gns nogknioueHusi nutaHust PoE+

3  Console KOHCO/bHbIA NOPT RS-232 on5 NOKasIbHOTO yNpaBneHUst yCTPOCTBOM
4 F oyHKLMOHA/IbHAsA KHOMKa

5

Wi-Fi WHAMKATOPbI akTMBHOCTK cooTBeTcTBYoWwmx Wi-Fi mogynei

12
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2.6 CpetoBas nHgukauus

Tekyllee coCcTosiHMe ycTpoicTBa oTobpaxaetca npu nomowum niamkatopos Wi-Fi, LAN, Power. NepeyeHb

COCTOSIHUIA MHAMKATOPOB NpuBeaeH B Tabnumue 3.

Tabnuua 3 — CeeToBas NHAMKaLMA COCTOSAHWUS YCTPOICTBa

Nuaukatop CocTosiHne nHgmKaTtopa

Wi-Fi 3e/1eHbIiA, FTOPUT NOCTOSIHHO
3e/1eHbll, Muraet

LAN ropwvT 3eneHblit ceetogmog (10, 100 Méut/c)/ roput
opaHxeBblit ceeTogmog (1000 MéuT/c)
MUraeT 3e/1eHblii CBETOANOA

Power (Ha 3€/1eHbIiA, FTOPUT MOCTOSHHO

BEPXHEW naHesnu

yCTpOIicTBa)
OpaHXeBblii, FOPUT MOCTOAHHO

KpacH bllA, ropuTt NOCTOAHHO

2.7 C6poc K 3aBOACKMM HacTpoiikam

CocTosiHMe ycTpoiicTBa

cetb Wi-Fi-akTnBHa

npoLecc nepeaauyn AaHHbIX Mo
6ecnpoBoHOIN ceTn

YCTaHOB/IEHO COeAVHEHNE C
NOAKMOYEHHbIM CETEBbIM YCTPOCTBOM

NpoLLecc NakeTHoON nepegayn faHHbIX Mo
LAN-nHTepdheiicy

BK/IIOYEHO NUTaHWe YCTPOICTBa,
HOopMaUTbHasa paboTta

YCTPOICTBO 3arpy>eHo, HO He MosyyeH
IP-appec no DHCP

3arpyska ycTpoiicTea

[nsa cépoca ycTpoicTBa K 3aBOACKMM HACTPOikaM He06X0AMMO B 3arpy>K€HHOM COCTOSAHUM HaKaTb U
yaepXxuBaTtb KHOMKY «F», noka nHgukarop «Power» He HaYHeT muratb. Mocne aToro nponsonget
aBTOMaTnyeckas nepesarpyska yctpoicTtsa. Mpu 3aBOACKMX ycTaHOBKax 6yaeT 3anyuieH DHCP-knveHT. B
cny4ae, ecnn agpec He 6yaet nony4veH no DHCP, To y ycTpoiicTBa 6yaeT 3aBoACKo ip-agpec — 192.168.1.10,

Macka nogcetn — 255.255.255.0.

2.8 KomnnekT nocTaBKu
B KkomMnekT nocTtaBku BXOOAT:

+ 6ecnpoBogHas Touka goctyna WEP-2ac/WEP-2ac Smart;

* KOMMJIEKT Kpenexa,

* PYKOBOACTBO M0 3kcnayatauum Ha CD-aucke (OnuyoHasnbHo);
* cepTudpmkart cCooTBETCTBUS,

* namsTka o JOoKyMeHTauuu;

* nacnopr.

13
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3 lMpaBuna n pekoMmeHaaLmm no ycTaHoBKe yCTpPoncTBa

B gaHHOM pasgene onucaHbl MHCTPYKLUM N0 TEXHUKE 6e30MacHOCTU, PEKOMEHAALMI N0 YCTaHOBKE, Mpoueaypa
YCTaHOBKM 1 NOPSAA0K BKOYEHMS YCTPOACTBA.

3.1 VIHCTpYKUUM NO TeXHUKe 6€30MacHOCTK

1. He yctaHaBnmBalite yCTPOMNCTBO PALAOM C UCTOYHMKAMK TeMn1a U B MOMELLEHUSX C TEMMepaTypoi Huxe
5 °C wnn Bbiwe 40 °C.

2. He vcnonb3yiiTe yCTPONCTBO B NOMELLLEHMAX C BbICOKOM BNaXXKHOCTLIO. He nogsepraiite yCTPOMCTBO
BO34ENCTBUIO AbIMa, NbISIW, BOAbI, MEXQHWYECKMX KONebaHuii v yaapos.

3. He BckpbiBaiiTe Kopnyc ycTpoicTea. BHYTpM yCTPOICTBa HET 3/1EMEHTOB, NpeAHa3HauYeHHbIX A1
06CNyXNBaHUA NONb30BaTENEM.

© Bo unsbexaHune neperpesa KOMMNOHEHTOB YCTPOWCTBA 1 HAPYLLIEHUS €r0 paboThbl 3arnpeLLaeTcs
3aKpbiBaTb BEHTUNALMOHHbIE OTBEPCTUA MOCTOPOHHUMY NpeAMeTaMu 1 pasmMeLLatb npegmMeThbl Ha
NOBEPXHOCTN 060pyA0BaHMS.

3.2 PekomeHpaumun no yctaHoBke

1. PekomeHAyemoe ycTaHaB/IMBaeMoe MonoXeHne: ropu3oHTasIbHOe, Ha NOTOJIKe.

2. Mepep ycTaHOBKOW N BK/IOYEHMEM YCTPOICTBA HEOOXOAUMO NPOBEPUTL YCTPOMNCTBO HA HaInYme
BUAMMbIX MEXaHNYECKMX NOBPEXAEHWN. B criyyae Hannuns NoBpexaeHnin cnefyer npekpartuTb
YCTaHOBKY YCTPOMCTBa, COCTaBUTb COOTBETCTBYHOLLMI aKkT U 06paTUTLCA K MOCTaBLLKKY.

3. Ecnu ycTpoicTBO Haxoamnoch A/iMTeNbHOE BPEMS NPY HU3KON Temnepartype, nepes Ha4anom paboThbl
cnepyeT BblepXaTb ero B Te4eHne AByX YacoB Npy KOMHaTHOM TeMmnepartype. Nocne ganTensHoro
npebbiBaHNA YCTPONCTBA B YC/I0BUSIX NOBbILLIEHHON BNIAXHOCTU Nepes BKIIYEHEM BblepXaTb B
HOPMaJIbHbIX YC/IOBUAX HE MeHee 12 yacos.

4. Tpwn pa3meLleHnmn ycTpoiicTa ansa obecrneveHuns 30Hbl NokpbITua cetn Wi-Fi ¢ Hannyywmnmm
XapakTepucTMkamy yunTblBainTe cregyrolime npasunia:

a. YcTaHaBnuBaiiTe yCTPOWCTBO B LIEeHTpe 6eCnpoBOAHON CETH.

b. MuHummanpyiite uncno nperpag (CTeHbI, NOTOMKK, MEGE/b U APYrOE) MEXY TOUKOW AocTyna u
Apyrummn 6ecnpoBOAHbIMU CETEBLIMU YCTPOUCTBAMU.

c. He ycTaHaBnuBaliTe ycTpoiicTBO B6/1M3YM (Nopsiaka 2 M) 3NEKTPUYUECKUX U PaAVNOYCTPOICTB.

d. He pekomeHayeTcs ncnonb3oBartb paavoTenedoHsl 1 gpyroe obopyaosaHve, paboTatoLlee Ha
yactoTe 2.4 'y nnn 5Ty, B pagnyce geinctemsa 6ecnposogHoii cetn Wi-Fi.

e. MNpenAaATcTBusa B BUAE CTEKNSAHHbIX/METAIINYECKUX KOHCTPYKLUWIA, KUPNUYHBIX/GETOHHBIX CTEH, a
TaKke eMKOCTM C BOAOW 1 3epKasia MOryT 3Ha4YMTelbHO YMeHbLUNTb paguyc gericteua Wi-Fi ceTtn.
He pekomeHayeTcs pa3meLlleHne co BHYTPEHHe CTOPOHbI (asibLUMNOTOMKE, TakK Kak
MeTa/I/INYecKnii Kapkac Bbl3blBaeT MHOIO/ly4eBOe pacnpocTpaHeHne curHana u 3aryxaHue npu
NPOXOXAEHUN Yepe3 peLleTKy kapkaca hasibLUnoTosKa.

5. Tpu pa3meLleHnn HECKObKUX TOYEK, panycC COTbl O/MKEH NepeceKkaTbCs C COCefHeil COTOW Ha ypOBHe
0T -65 fo -70 gbm. [lonyckaeTca yMeHbLUeHNe YPOBHSA curHana fo -75 obm Ha rpaHuLax coT, ecfiv He
npegnonaraeTcs ucnosb3osaHne VolP, N0TOKOBOro BMAeOBELLaHNS U APYroro YyBCTBUTE/IbHOIO K
noTepsim Tpadinka B 6ecnpoBOAHON CETU.
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3.3 PacueT Heo6xoAMMOro 4ncnia Touek goctyna

Mpw BbIGOpE KONMYecTBa HEOOXOAMMbIX TOUEK A0CTYyNa A1 NOKPbITUA NOMELLEeHNss He06X0ANMO NPOU3BECTU
OUEHKY TpebyemMoii 30Hbl oxBaTa. 151 60n1ee TOYHOM OLEHKM Heo6X0AMMO NPOU3BECTM paguonccnesoBaHme
nomeLLeHus. MpnbnuantesnbHbIA paguyc oxeata yBepeHHoro npuema Toyek goctyna WEP-2ac n WEP-2ac
Smart npy MOHTaXKe Ha NoToJsIKe B TUMOBbLIX OOUCHbLIX NomeweHnax: 2.4 Iy, — 40-50 m, 5Ty — 20-30 m. Mpwn
NO/THOM OTCYTCTBUM NPensaATCTBUin pagnyc oxsata: 2.4 'y, — o 100 m, 5Ty, — go 60 m.

B Tabnvue 4 npuBeneHbl Npu6/IM3nTeNIbHbIe 3HAYEHUS 3aTyXaHus.

Tabnuua 4 — 3HauyeHuna 3atyxaHus

Martepuan N3meHeHNne ypoOBHA curHana, gb
24TTy 51Ty
OprcTekno -0,3 -0,9
Kupnnu -4,5 -14,6
Crekno -0,5 -1,7
'mncokapToH -0,5 -0,8
Jilely 1,6 1,9
PaHepa -1,9 -1,8
LLITykaTypka C MeTa/1/IN4eCKON CETKOW -14,8 -13,2
LLinako6n0ok -7 -11
MeTan. pewetka (sueiika 13*6Mm, MeTasn -21 -13

2MMm)

3.4 BblGOp KaHaOB COCEACTBYHOLLMX TOUEK

Bo n3bexaHne MexkaHasIbHOl MHTEPEPEHLIMI MEX 1Y COCECTBYIOLLMMM TOYKAMU A0CTyNa PEKOMEHAYETCS
YCTaHOBUTb HEMEPEKPbIBAIOLLMECS KaHasbl.

Kanansl

1 2 3 4 5 6 7 8 9 10 11 12 13 14

2.402 Ty, ’47 22 MIy H 2483 Ty

PucyHok 3 — O6Lwasa guarpaMmma nepekpbiTUa 4acToTHbIX KaHanoB B 2.4 Ty,

Mpumep cxeMbl pacnpesesieHns KaHasioB Mexay CoceHMN ToukaMu B auanasoHe 2.4 Ty npy wnprHe
kaHana B 20 MI'y, npuBegeH Ha pUCyHke 4.
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PucyHok 4 — Cxema pacnpegesieHus KaHasi0B Mexay CoceHMMU TodkaMu AocTyna B ananasoHe 2.4 Ty npu
lwnpuHe kaHana B 20 MIy,

AHaNOINMYHO PEKOMEHIyeTCs COXPaHATh aHHbIli MeXaHU3M pacrnpeaesnieHnst KaHasioB Npy PacrosIOXEHUN
TOUeK Mexay aTaxamu (PUCYHOK 5).

PucyHok 5 - Cxema pacnpeneneHna KaHasioB mexay cocegHMMN ToHKamMn A0CTyna, pacnosioXXeHHbIMU MeXay
STaKamMmun

Mpn ncnonb3oBaHUK WXPKHBI KaHasa 40 MIMy, B Anana3oHe 2.4 [T, HET HenepekpbIBaloLLMXCA KaHaoB. B
Takmx crlyvasix CTouT BblbMpaTb MakCMMasibHO OTAA/IEHHbIE APYT OT Apyra KaHasbl.

5170 5330 5430 Weather 5730 5735 5835

MHz MHz MHz

MHz MHz MHz Radar

IEEE Channel # |8
20 MHz |

149
153
157
161

i

165

1

40 MHz

— T
=

80 MHz

— —

160 MHz

Examples of [T
non-contiguous
VHTB0+80 MHz L

setup

PucyHok 6 — KaHasnbl, ucnonbsyemsle B AgnanasoHe 5 'y npu wunpuHe kaHana 20, 40, 80 My,
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3.5 YcTaHoBKa ycTponcTea

YCTPOIACTBO MOXET 6bITb YCTAHOB/IEHO Ha NJIOCKOI NOBEPXHOCTM (CTEHA, NOTOOK) NpY COBMI0AEHUN
WHCTPYKLMM NO TeXHMKe 6e30nacHOCTU U peKoMeHauuii, NpUBeAeHHbIX BbILLE.
B kOMNAeKT nocTaBKy YyCTPONCTBA BXOAUT KPenex 4151 YCTaHOBKM YCTPOMCTBA Ha M/I0CKYH NOBEPXHOCTb.

3.5.1 TlopAagok KpenaeHns Ha CTeHy

1. 3akpenuTe NNacTUKOBbIN KpOHLUTeVIH (BXO,EI,VIT B KOMMAEKT I'IOCTaBKl/I) Ha CTeHe:

CTeHa

MAECTUKOBEIA KPOHLUTEHH

PucyHok 7 — KpenneHune KpoHLITeNHa Ha CTeHe

a. Mpumep pacnonoXeHUs NIacTUKOBOrO KPOHLUTEHA NOKa3aH Ha PUCYHKe 7.

b. Mpwn ycTaHoBKe KPOHLLTENHA HY)XHO NPOMNYCTUTL NPOBOAA B COOTBETCTBYHOLLME Na3bl Ha
KPOHLUTEWHE, pUCYHOK 7.

c. CoBMecT/Te TpU OTBEPCTUS A1 BUHTOB Ha KPOHLUTEHE C TaKUMM e OTBEPCTUAMMU Ha
noBepXHOCTW. C NOMOLLH0 OTBEPTKM NPUKPENUTE KPOHLITEH BUHTAMU K MOBEPXHOCTM.

2. YCTaHOBUTE YCTPOICTBO:

PucyHok 8 — YcTaHoBKa ycTpoiicTea (Bug cnepeam)

a. MopkntounTte Kabens K COOTBETCTBYIOLMM pa3bemam ycTpoiicTea. OnncaHme pasbemMoB
npvBefieHo B pasaene KoHCTPYKTUBHOE VCTOSHEHVE,

b. CoBMecTuTE YCTPOINCTBO C KPOHLITENHOM U 3adpUKCUPYIiTE NOSIOXEHNE, NOBOpa4MBasi No YacoBoO
CTperske.
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3.5.2 Topsfok KpensieHnsa Ha duanbLUnoTonokK

© He pekomeHyeTcsi pasMellieHne CO BHYTPEHHEH CTOPOHbI (hasibLUIMNOTO/IKA, TaK Kak MeTas/Iuyeckuii
KapKac BbI3blBAET MHOr0/ly4eBOE PacrnpoCcTpaHeHne curHana v 3atyxaHue npv NPoxXoxaeHuu yepes
peLLeTKy KapKaca asibLUnoTosiKa.

1 — MeTaNIINYECKMIA KPOHLUTENH; 2 — NaHenb APMCTPOHT; 3 — N/1aCTUKOBbIN KPOHLLITENH; 4 — YCTPOICTBO.
PucyHok 9 — MoHTax ycTpolicTBa Ha hasibLUNOTOMOK

1. 3akpenute MeTasl/IMYeckuii U NNacTUKOBbIA KPOHLLTEHbI HA NOTOsKE (PUCYHOK 9).

a. MnacTuKoBbIi KPOHLITENH (3) coeauHsieTCs Ha hanbLLUNOTOsKE ¢ MeTanndeckum (1) B
cnepyroLeM nopsagke: MeTasl/IMYECKUn KPOHLUTENH -> NaHenb APMCTPOHT -> N1aCcTUKOBbIN
KPOHLLITEH.

b. B naHenn ApMCTPOHI Npope3aeTcs 0TBEPCTUE, pA3MEPOM C OTBEPCTUE META/I/INYECKOTO
KpoHLITeliHa. Yepes AaHHOe 0TBEpPCTME 3aBOAATCS NpoBoaa.

c. CoBMecCTUTE OTBEPCTUS HA META/IINYECKOM KPOHLUTENHE, MaHes i APMCTPOHT 1 NNaCTUKOBOM
KpOHLUTeliHe. [lanee COBMECTUTE TPU OTBEPCTUS 4N151 BUHTOB Ha NAACTUKOBOM KPOHLUTEHE C
TaKMMM XXe OTBEPCTUAMMN HA MET/I/IMYECKOM KpOHLUTEliHe. C NOMOLLbH OTBEPTKM coeanHuTe
KPOHLUTEiHbI BUHTaMMW.

2. YcTaHoBUTE YCTPOWNCTBO.

a. Mogknounte Kabens Kk COOTBETCTBYHLMM pasbemMaM ycTpoicTea. OnncaHme pasbemMoB
npuBeAeHoO B pasaene KOHCTPYKTUBHOE UCMOSTHEHNE.,

b. CoBmecTuTe yCTpOICTBO C NNACTUKOBbLIM KPOHLUTEAHOM 1 3adpuKCUpyiiTe NOMOXEHWe,
noBopaynBasi yCTPONCTBO MO YaCOBOl CTPesIKe.

3.5.3 TopsiioK CHATKSA YCTPOIACTBA C KPOHLUTEHA
[Nsi CHATUA YCTPOIACTBA C KPOHLLTEHA:

1. MoBepHUTE YCTPOIACTBO NPOTUB YaCOBOI CTPEsKM (PUCYHOK 7).
2. CHUMMTE YCTPOIACTBO.
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PykoBogacTBo no akcnayatauuu WEP-2ac, WEP-2ac Smart

4 YnpaB/ieHne yCTPOMCTBOM Yepe3 web-nHtepdeiic

4.1 Hauyano pa6oThl

[ns Hayana paboTbl HYXXHO MOAK/YNTLCA K YCTPOMCTBY No MHTepdielicy GE uepes web-6pay3ep:
1. Otkpoirte web-6pay3ep, Hanpumep, Firefox, Opera, Chrome.
2. BeeauTe B agpecHoin cTpoke 6pay3epa IP-agpec ycTpolicTea.

© 3asopckoii IP-aapec yctpolictea: 192.168.1.10, macka noaceTu: 255.255.255.0.
Mo yMOn4aHu1Io YCTPOIMCTBO MOXET nony4unTb agpec no DHCP. o 3Toro OHO AOCTYMHO No
3aBsogckomy IP-agpecy.

Mpu ycnewwHoM 06HapyXXeHUM YCTPOCTBa B OKHE Gpay3epa 0To6pasuTCcsl CTpaHuLa ¢ 3anpocoM UMEHN

nonb3oBartena n napons.
SHELTEX

User Name
Password

| Logon |

3. Beeaute nms nonb3osartesnia B cTpoke «User Name» 1 naposb B cTpoke «Password».

© 3asopckue ycraHosku: User Name — admin, Password — password.

4. HaxmuTe KHOMNKy «Logon». B okHe 6pay3epa 0TKpOeTCs HavasibHasi cTpaHmua web-nHtepdeiica
yCTpOWCTBa.
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PykoBOACTBO No akcnyatauum WEP-2ac, WEP-2ac Smart

4.2 OcHOBHble 3neMeHTbl web-uHtepdeiica

Ha pucyHke Hmxe npeacTaB/eHbl 3/1IeMeHTbl HaBurauum web-nHtepdeliica.

.f\. elLTeEX Eltex Enterprise Wireless Access Point Lo}

- .
gock Ses Provide basic settings ). 3
= Provide the
rimimal sek of
F
4 i = A information nee 0
» Review Description of this Access Point ... e TR e e
. . . _ and start wirzless
These fields show infermatien specific to this access point. networking as
= = e described in the
Wireless Multicast Forwarding Statisti 1P Addrese: 107.168.40.06 numbered steps on
this page.
Client Associations MAC Address: E0:D9:E3:71:F5:40
TSPEC Client Associations Firmware Version:  (TeKyuan eepeua NOJ fia;."n':'.;.. e
Rogue AP Detection Uptime: 20 days, 14 hours, 41 minutes DHCP server on the
. - network and do not
TSPEC Status and Statistics CPU Usags: 85.30% T e are e
£ 3
Do Memory Usage: 135MB/248MB (54%) first thing you must do
after bringing up the
Radio Statistics access point is change
the Connection Type
Email Alert Status from DHCP to Static
IP.

To change the
‘Connection Type, go to

D Device Information
the Ethernet (Wired)

Ethernet Settings

Management IPvG Product Identifier:  WLAN-EAP Settings tab.
IPv6 Tunnel Hardware Version: 2v2 More ...
Serial Number : WP12008615
Wireless Settings i
Device Name: Eltex-AP

Radi . L
el Device Description: WEP-2Zac

Scheduler Association

B
'3

® < &
2 3
2 &
2 [}

b Provide Network Settings ...
VAP Minimal Si I - .

L SR These settings apply to this access point.
Fast Bss Transition

Wirels Multicast F: rdi
WDs

MAC Authentication

Load Balancing

Authentication

[SENEOETEDL Bl b Serial Settings ...
OTT Settings

Baud Rate [ 115200 ¥
Bonjour
Web Server . B System Settings ...

OKHO nonb3oBaTesIbCKOro MHTepq:)el‘/ica MOXXHO YC/10OBHO pa3fennTb Ha 3 yactu:

1. Pazfenbl MeH0 HacTPOEK YCTPOIiCTBa.
2. OCHOBHOE OKHO HaCTPOEK BbIGpaHHOIO pasaena.
3. CnpaBoyHas MHGopMaLMs MO BbIGPaHHOMY pasaeny MeHIo.
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PykoBogacTBo no akcnayatauuu WEP-2ac, WEP-2ac Smart

4.3 MeHto «Basic Settings»

B meHto «Basic Settings» oTob6paxaeTcs ocHoBHas MHopmMaLmsa 06 ycTpoicTee. Mimetowmecs B JaHHOM
MEHI0 paszenbl NPefoCTaB/IAT BO3MOXHOCTb CMEHUTb Naposb AOCTYNa K YCTPONCTBY M HACTPOMTL CKOPOCTb
nopta Console.

Provide basic settings

» Review Description of this Access Point ...

These fields show information specific to this access point.

IP Address: 192.168.15.118

MAC Address: ED:D9:E3:51:DE:00

Firmware Version: {Texywana gepcuAa MO )

Uptime: 0 days, 1 hours, 42 minutes

CFPU Usage: 70.70%

Memory Usage: 38MB/249MB (39%)
Refresh

p Device Information

Product Identifier: WLAN-EAP
Hardware Version: 3v0

Serial Number : WP19000305
Device Name: Eltex-aP

Device Description: WEP-2ac Smart

Review Description of this Access Point — B faHHOM pa3sgene npuBoanTca MHopMaLmsa 0 CETEBbIX
HacTpolikax ycTpoiicTea u Bepcum IMO.

+ IP Address — IP-agpec ycTpoiicTBa;

+ MAC Address — MAC-agpec ycTpoincTBa;

« Firmware Version — Bepcusi NpoOrpaMmMHOro obecneyeHus;

+ Uptime — Bpems paboThl;

+ CPU Usage — cpeaHuii NpoLEHT 3arpy3ku npoueccopa 3a nocnegHme 10 cekyHa,
* Memory Usage — NpoLEeHT UCNO/Ib30BaHUA (PM3NYECKOM NamsATH YCTPOMCTBA.

Device Information — ocHoBHasi MHpopmauumsi 06 yCTPOICTBE.

* Product Identifier — naeHTUMKATOP YCTPOCTBA;

« Hardware Version — Bepcusi annapaTHOro obecneyeHus;
« Serial Number — cepuiiHblii HOMep YCTPONCTBa;

+ Device Name — cncteMHoe MMs yCTPOICTBa;

+ Device Description — onncaHue ycTpoiicTsa.
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PykoBogacTBo no akcnayatauuu WEP-2ac, WEP-2ac Smart

B Provide Network Settings ...

These settings apply to this access point.

MNew Password

Confirm new password

b Serial Settings ...

Baud Rate 115200 .

B System Settings ...
Syxtam Name WOP-Zac
System Contact  2dmin@example.cem
System Lacation Defaule

Click "Update” to save the naw settings.

[(Updara |

Provide Network Settings — B JaHHOM pasaesne BbINOSHAETCA CMeHa napons ansi goctyna k web/CLI-
KOHJoUIypaTopy yCTpoiicTBa.

+ New Password — HOBbIli Naposb;
+ Confirm new password — NOATBEPXAEHNE HOBOrO Naposisi.

Serial Settings — HacTpoiikn nHTepdeiica Console.

* Baud Rate — ckopoCTb nepegayn AaHHbIxX No uHTepdeiicy Console, 6ut/c. Mo ymonyaHuio napameTp
paseH 115200. MoxeT npuHumathb 3HavyeHns 9600, 19200, 38400, 57600, 115200.

System Settings — B pa3gesie MOXHO U3MEHUTb CUCTEMHbIE HACTPOIKN YCTPONCTBA.

+ System Name — cMcTeMHOEe UMS YCTPONCTBA;
+ System Contact — KOHTaKkTHaa MHpopmauma AN CBs3M ¢ agMUHUCTPATOPOM,;
+ System Location — nHcopmayms 0 om3an4yeckoM MeCcTONoNOXKEHNN YCTPOICTBA.

[lna BCTynneHns B culy HOBOW KOHUIypaLumn 1 BHECEHUSI HACTPOEK B 9HEProOHE3aBHCHMMYIO NMaMsATb HAOXKMUTE
kHoMKy «Update».

22



PykoBogacTBo no akcnayatauuu WEP-2ac, WEP-2ac Smart

4.4 MeHo «Status»

B MeHI0 «Status» oTpaxaeTcsi Tekylee COCTOSIH/E CUCTEMbI, MPUBOAMTCS UH(DOPMALLMA O COCTOSHUN
NHTEPENCOB YCTPOMCTBA, PErMCTPUPYEMbIX HA YCTPOUCTBE COOLITUSAX, NOAKTHOYEHHBIX KITMEHTAX,
PaZMOOKPYXXEHNN 1 paAMOCTaTUCTUKE YCTPONCTBA.

4.4.1 MopmeHto «Interfaces»

B noameHto «Interfaces» npegcrasneHa nHopmaumsa 0 TEKYLLEM COCTOSIHUM NPOBOAHbIX NMHTEPGENCOB U
HacTpolikax 6ecnpoBOAHON CETU.

[ns 6bICTPOro nepexofa B MEHKO HACTPOEK NPOBOAHOroO nHtepdeica «Wired Settings» nnn 6ecnpoBogHOro
nHtepdoeica «Wireless Settings» HaxmuTe Ha ccbinky «Edit» B cooTBETCTBYHOLLEM pa3gene.

View settings for network interfaces

Click "Refresh™ button to refresh the page.
Refresh

Wired Settings {_Edit )

Internal Interface

MAC Address E0:D9:E3:51:E4:E1
WVLAN ID 1

IP Address 192.1638.44.2%9

Subnet Mask 255.255.255.0
IPvE Address i

IPvE Address Status

IPvE Autcconfigured Global Addresses

IPv6 Link Local Address

IPvE-DNS-1

IPvE-DMNS-2 HH

DN&-1 172.16.0.1
DNE-2 172.16.0.3
Default Gateway 192.1638.43.1

Show interfaces table

Wireless Settings

Radio One

Status

MAC Address

Mode

Channel

Operational bandwidth, MHz
Transmit Power Output, dBm
Show interfaces table

Radic Two

Status

MAC Address

Mode

Channel

Operational bandwidth, MHz
Transmit Power Output, dBm
Show interfaces table

(_Edit )

Cn
E0:D9:E3:51:E4:E0
IEEE 802.11a/n/ac
48 (5240 MHz)

20

19.25

on
E0:D9:E3:51:E4:F0
1IEEE 802.11b/g/n
6 (2437 MHz)

20

15.00

Wired Settings — npuBoauTcsa nHgopmaums o Tekyllem CoCTOSHUM NPOBOAHON0 MHTepdenca:

* MAC Address — MAC-aapec Ethernet-nHtepdeliica ycTpoiicTBa;

* VLAN ID — Homep VLAN ans ynpaBneHusi ycTpolicTBOM,;

+ IP Address — IP-agpec ynpaBneHus yCTpONCTBa;

« Subnet Mask — macka IPv4-ceTn ynpaBneHus;

+ IPv6 Address — IPv6-agpec ynpaBneHus yCTPOWCTBa;

* IPv6 Autoconfigured Global Addresses — cnMcok CKOHhMryprMpoBaHHbIX aBToMaTmnyeckn IPvb-aapecos;
* IPv6 Link Local Address — aBTOMaTM4YeCKN CKOHIUIYPUPOBaHHbI NokKanbHbIA IPv6-aapec;
+ IPv6-DNS-1 — agpec nepsoro DNS-cepsepa B IPv6-ceTy;

* IPv6-DNS-2 — apgpec BToporo DNS-cepsepa B IPv6-ceTy;

* DNS-T1 — agpec nepsoro DNS-cepsepa B IPv4-ceTy;

* DNS-2 — agpec BToporo DNS-cepsepa B IPv4-ceTy;
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+ Default Gateway — wnto3 no ymonyanuto B IPv4-ceTn.

Wireless Settings — npuBoanTCca MHopMaLMsi O TEKYLLEM COCTOSIHUM 6eCNPOBOAHbIX MHTEPXECOB:

Mpu HaxaTum Ha ccbinky «Show interfaces table» B pasgenax «Wired Settings» n «Wireless Settings»
CTAHOBMWTCSA AOCTYMHON Tabnmua MHTepdIencoB, coaepxallas cneayroLLyro nHhopmaumto:

PykoBogacTBo no akcnayatauuu WEP-2ac, WEP-2ac Smart

Radio One Status — cocTosiHMe paboTbl NEPBOr0 pagnonHTepdeiica;
Radio Two Status — cocTosiHue paboTbl BTOPOro paanonHTepdelica;
MAC Address — MAC-agpec pagmonHTepgeiica;
Mode — pexum paboTbl pagnonHTepdeiica cornacHo ctaHgaptam IEEE 802.11;

Channel — Homep 6ecnpoBOAHOIO KaHasa, Ha KOTOPOM paboTaeT paanouHTepdec;

Operational bandwidth — wupunHa NO0OCkLI YacTOT KaHana, Ha KOTOPOM paboTaeT paguonHTepderic, My,
Transmit Power Output — dpakTnyeckas nsniyyaemas MOLHOCTb nepegaryunka, gbm.

Wireless Settings
Radio One

Status

MAC Address

Mode

Channel

Operational Bandwidth, MHz
Transmit Power Output, dBm

Hide interfaces table

Interface Status MAC Address

wlan0:vap0 up

wlanD:vapl down
wlan0:vap2 down
wlanl:vap3 down
wlanD:vap4 down
wlan0:vap5 down
wlan0:vapé down
wlanl:vap? up

wlan0:vap8 down
wlanf:vap® down
wlan0:vapld down
wlan0:vapll down
wlanD:vapl2 down
wlanD:vap13 down
wlan0:vapl4 down
wlanf:vapl5 down
wlanOwds0 down
wlanOwds1 down
wlan0wds2  down

wlanOwds3 down

Radio Two

Status

MAC Address

Mode

Show interfaces table

EB:28:C1:C1:27:60
EB:28:C1:C1:27:61
EB:28:C1:C1:27:62
EB:28:C1:C1:27:63
EB:28:C1:C1:27:64
EB:28:C1:C1:27:65
EB:28:C1:C1:27:66
EB:28:C1:C1:27:67
EB:28:C1:C1:27:68
EB:28:C1:C1:27:69
EB:28:C1:C1:27:64
EB:28:C1:C1:27:6B
EB:28:C1:C1:27:6C
EB:28:C1:C1:27:6D
EB:28:C1:C1:27:6E
EB:2B:C1:C1.27:6F

{ Edit )

On
EB8:28:C1:C1:27:60
IEEE 802.11a/n/ac
157 (5785 MHz)
80

19.25

VLAN ID Name (SSID)

1505
1
1
1
1
1
1
1
1
i
1
1
i
i
1
1

Eltex VAP

irtual Access Point 1
Virtual Access Point 2
Virtual Access Point 3
‘irtual Access Paint 4
Virtual Access Point §
Virtual Access Point 6
irtual Access Point 7
irtual Access Paint 8
Virtual Access Point 9
irtual Access Paint 10
Virtual Access Point 11
Virtual Access Point 12
irtual Access Point 13
irtual Access Point 14
Virtual Access Point 15

Off
EB:28:C1:C1:27:70
IEEE 802.11b/g/n

* Interface — Ha3BaHWe UHTepdpelica TOUKM AOCTYNa;

[ns Toro uTo6bI CKPbITL TAGNNLY HaXXMUTE Ha ccblnky «Hide interfaces table».

Status — cTatyc uHTepgeiica;
MAC Address — MAC-agpec nHTepdeiica;
VLAN ID - npeHtudbmkatop VLAN, ncnonb3yemsblii Ha MHTepdelice;
Name (SSID) — nmsi 6ecnpoBOHOM CETW.

[ns 06HOBNEHMA MHhopMauUn Ha CTpaHuLe Haxxmute KHonky «Refreshy.
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PykoBogacTBo no akcnayatauuu WEP-2ac, WEP-2ac Smart

4.4.2 TMopgmeHio «Events»

B nogmeHto «Events» MOXHO MPOCMOTPETb CMNCOK COOLITUI, NPOUCXOAALMNX C YCTPONCTBOM, & Takxke
HaCTpoOuTb NepeHanpaseHne cobbITUn Ha CTOPOoHHNIA SYSLOG-cepBep.

View events generated by this access point

Options Relay Options
Persistence Enabled (®) Disabled| FE1Y Log Enabled '®' Disabled
) Relay Host | i(xxx.xxx.xxx.xxx,f MO RIN T H0EK T MO TN NN DEOO0K ] MR
Seventy L 7 = clay Hos | Hostname max 253 Characters)
Depth ‘ 512 |(Range :1-512) Relay Port i514 {Range: 1 - 65535, Default: 514)

Click "Update™ to save the new settings.| Click "Update” to save the new settings.
| Update | | Update |

Events

Click “Refresh” button to refresh the page.
Refresh
Time Settings (NTP) Type Service Drescription
Apr 20 2021 0B:28:00 debug hostapd[21316] Station f2:2b:5a:02:68:5e associated, time = 0.001250
Apr 20 2021 08:28:00 debug hostapd[21316] station: f2:2b:5a:02:68:5¢e associated rssi -57(-57)
Apr 20 2021 08:28:00 info  hostapd[21316] STA f2:2b:5a:02:68:5e associated with BSSID e8:28:c1:c1:27:60
Apr 20 2021 08:28:00 info hostapd[21316] Assoc request from f2:2b:5a:02:68:5e BSSID eB8:28:c1:c1:27:60 SS5ID Eltex VAP
Apr 20 2021 0B:27:20 info  dman[1233] The AP startup configuration was updated successfully.
Apr 20 2021 08:27:20 debug clusterd[1951] dman sent notification that config has changed

Click "Clear All" to erase all events.

Clear All

Options — B faHHOM pasfesne BbINO/IHAETCA HACTPOiKa CeayoLwmx napameTpoB XypHasia COOOLLEHWIA:
YPOBEHb BaXXHOCTU M KOIMYECTBO COOOLLEHWNIA, COXPAHSAEMbIX B 3HEPrOHE3aBUCMMOM NamMATH YCTPOCTBA.

* Persistence — BbI60op cnoco6a coxpaHeHst UHPOPMaLMOHHbIX COOOLLEHWIA:
+ Enabled — npu yctaHOBKe faHHOro dpiara cobbITns XypHasna 6yayT COXpaHATLCS B
9HEeproHe3aBNCUMON NaMATU.
+ Disabled — npu yctaHoBKe faHHOro dpnara cobbiTns 6yayT COXpPaHATLCA B 3HEPro3aByCcUMOi
namsATn. CoobLleHns1 B 9HEPro3aBMCcUMOl NnaMsATh 6yayT yaaneHbl Npy nepesarpyske CUCTeMbI.
+ Severity — ypOBEeHb BaXXHOCTW COOBLLEHMS, KOTOPOE HYXXHO COXPaHWUTb B 3HEPrOHE3aBUCUMON NaMATK.
OnvcaHve CcyLLecTBYOLWNX YPOBHE BaXKHOCTU NPUBEAEHO B TabNMLE HUXKE.

Tabnuua 5 — OnncaHve Kateropuii BaXKHOCTU COObITWIA

YpoBeHb Tun BaXHOCTU OnucaHue
CoO0G6LWEeHnI
0 UpesBblvaiiHbie B cucteme npom3soLuna Kputnyeckas ownobka, cuctema MoxeT
(emergency) paboTaTb HenpaBubHO
1 CurHanbl Tpesoru (alert) Heobxogmmo HeMeg/1eHHOe BMeLaTe/lbCTBO B CUCTEMY
2 KpuTtnueckue (critical) B cucteme npousoLunia Kputuyeckas owmnoka
3 Owwn6ouHbIe (error) B cucteme npou3zoluna ownéka
4 MpenynpexaeHus MpeaynpexaeHne, HeaBapuintHoe coobLLiEHNE
(warning)
5 YBegomneHus (notice) YBeLOM/IEHNE CUCTEMbI, HeaBapuiiHoe coobLleHne
6 VHdpopmaunoHHbie VHdopmMaLMOHHbIE COOBLLEHNSA CUCTEMDI

(informational)

7 OTtnagouHsle (debug) OTnagouHble CO06LIEHUS NPeAoCTaBNAT N0/b30BaTesNo
NHOPMALIMIO [/ KOPPEKTHOW HACTPOIKN CUCTEMBI
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PykoBogacTBo no akcnayatauuu WEP-2ac, WEP-2ac Smart

+ Depth — makcrmasibHOe KO/IMYeCTBO COOBLLEHNIA, KOTOPOE MOXET ObiTb COXPaHEHO B 3HEPro3aBnCcUMOoN
namsaTun. MNMpu NpeBbILWEHNN AAHHOIO NOpora NPONCXOANT Nepes3anncb CO0OLEHNS, KOTOPOE XPaHUTCA B
C/UCTEME [0/IblLe BCEX, HOBbIM CO06LLEHMEM. MapameTp NpUHUMAET 3HaYeHNs1 B guanal3oHe oT 1 go
512. 3HaueHune no ymonyaHuwo — 512.

[na BCTynneHns B culy HOBOW KOHOMIypaLumn 1 BHECEHUSI HACTPOEK B 9HEProOHE3aBNCHMYHO NMaMsATb HaXXMUTE
kHOMKy «Update».

Relay Options — B faHHOM pa3gesie BbINOMHAKTCS HACTPOWKM OTNPaBKN MHDOPMALMOHHBIX COOBLLEHWI
yCTPOIiCTBa Ha CTOPOHHWUIF cepBep.

* Relay Log — BKNOYE€HNE/BbIK/THOYEHME OTNPAaBKN MHPOPMALMOHHbIX COOBLLIEHNI YCTPONCTBA Ha
CTOPOHHWIA cepBep:
* Enabled — npu yctaHOBNeHHOM dhniare oTrnpaBKa BK/IHOYEHS;
+ Disabled — npu yctaHOB/IEHHOM (h/iare oTrnpaskKa OTK/IoHeHa.
* Relay Host — agpec cepBepa, Ha KOTOpbIli NnepeHanpasisaoTcsa coobueHnsa. MoxXeT 6bITb 3aaaH IPv4-
agpec, IPvb-agpec nnn gomeHHoe nmsa yaasieHHoro cepeepa.
* Relay Port — Homep nopTa (layer 4), Ha KOTOpbI/i NepeHanpaBNsATCS COO6LLEHUS. MTPUHUMAET 3HAUYEHMUS
B AgnanasoHe oT 1 go 65535. 3HayeHnHe No ymonyaHuo — 514.

[lna BCTynneHnsa B culy HOBOW KOHOMIypaLumn 1 BHECEHUSI HACTPOEK B 9HEProHE3aBNCHMYIO MaMsATb HAOXKMUTE
kHoMKy «Update».

Events — B JaHHOM pa3aesie MOXHO MPOCMOTPETb CNCOK MHDOPMAaLMOHHbLIX COOBLLEHUI B peasibHOM
BPEMEHMU, COAEPXKALLMNIA CNeAYHOLLYI0 MHCDOPMALMIO:

+ Time Setting (NTP) — BpeMmsi, Koraa coobITe 6bl/1I0 CreHEPUPOBAHO;
+ Type — ypoBeHb BaXKHOCTU COObITUSA (Tabnumua 5);

+ Service — UMsi NnpoLecca, CreHepUPOBABLLETD COOBLLEHME;

+ Description — onncaHue cobbITus.

[lna o6HoBNEHUst nHhopmaummn B pasaene «Events» HaxmuTe kHonKy «Refresh».

[ns ypaneHus Bcex coobLeHuii HaxkmuTe kHomky «Clear All».
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4.4.3 MopameHto «Transmit/Receive»

PykoBogacTBo no akcnayatauuu WEP-2ac, WEP-2ac Smart

B nogmeHio «Transmit/Receive» oTobpaxatoTcsa rpadouky CKOpocTu npuema/nepegadmv Tpaduka 3a
nocnegHve 10 MUHYT, a Takke MHopMaLMs O KONMyecTBe nepefaHHoro/nosy4yeHHoro Tpadpuka ¢ MomeHTa

BKMOYEHNA TOYKK AOCTYNa.

Click "Refresh™ button to refresh the page.
| Refresh |

1800kbps-
1620kbps
1440kbps
1260Kbps
10230kbps
S00kbps-
T20kbps
B40kbps
360kbps
180kbps

View transmit and receive statistics for this access point

LAN Tx/Rx

Qkbp T T T T T T

1800kbps—
1620kbps
1440kbps
1260kbps
1020kbps
G00kbps
T20kbps
540kbps
360kbps
180kbps

WLAN Tx/Rx

Okbps+ T T T T T T
9:00

OnucaHue rpacukoB «Transmit/Receive»

Mpadmk LAN Tx/Rx nokasbiBaeT CKOPOCTb NepegaHHOro/nony4yeHHoro Tpadgumka yepes Ethernet-unrepcpeiic
TOUKM AocTyna 3a nocnegHune 10 MuHyT. Mpadmk aBToMaTnyeckm o6HoBsieTcsa Kaxable 30 CEKyHA,

Mpadhmk WLAN Tx/Rx nokasblBaeT CKOPOCTb NepefaHHOro/nonyyYeHHoro tpadmka yepes Radio-mHtepgoeiichl
TOUKM AocTyna 3a nocnegHune 10 MuHyT. Mpadmk aBToMaTnyeckn o6HoBseTcsa Kaxable 30 CEKyHA,.
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Transmit
Interface  Total packets Total bytes Total Drop Packets Total Drop Bytes Errors
LAM 8715267 1529876381 O 0 0
isatap0 0 0 0 0 0
wlanD:wap0d 5163390 4117748340 0 a 0
wland:vapl 0O o o 0 0
wlanQ:vap2 29704 119646535 o] 0] 0
wlanO:vap3 196334 58061993 2050 3094107 0
wland:vapd 0O o o 0 0
wlanD:vaps 0 0 0 0 0
wlanO:vaps 11045 9274028 o] a 0
wland:vap? 0O o o 0 0
wlanD:vapg 0 0 0 ] 0
wlanD:vapd 0O 0 0 0 0
wland:vapld 0 o o 0 0
wlanD:vapll 0 0 0 0 0
wlanD:vapl2 0 0 0 0 0
wland:vapl3 0 o o 0 0
wlanD:vapld 0 0 0 ] 0
wlanD:vapls 0 0 0 0 0
wlanl:vapd 0O o o 0 0
wlanl:vapl 313121 415719017 0 0] 0
wlanl:vap2 7473043 10443367916 576124 869642147 0
wlanl:vap3 1563879 745541384 0 0 0
| das A fal 0 0 fal fal

Onucanne Tabnuupl «Transmit»:

* Interface — nms nHTepdelica;

+ Total packets — KONNYECTBO YyCNELLHO OTNPAaB/IEHHbIX NAKETOB;

+ Total bytes — KONMYECTBO YCMNELUHO OTNPAaB/IEHHbIX GAT;

+ Total Drop Packets — kKONM4yecTBO NaKeTOB, OTOPOLLEHHbIX NPX OTMNPABKE;
+ Total Drop Bytes — KonM4ecTBO 6aiT, OTOPOLLEHHbIX MPU OTNPABKE;

* Errors — Konn4ecTBO OLLNOOK.

Recsive

Interface  Total packets Total bytes Total Drop Packets Total Drop Bytes Errors
LAN 20095269 17273106147 28727 0 16
1zatap0 0 0 0 0 0
wlanD:vapld 1589456 244114016 o] 0] o]
wlanO:vapl 0 0 0 0 0
wlan0:vapZz 6437 814291 o] o] o]
wlanD:vap3 39272 6695565 0 0 0
wlan0:vap4 0O 0 0 0 0
wlanO:vaps 0O o 0 0 0
wlanO:vaps 4486 434660 0 0 0
wlanO:vap? 0O 0 0 0 0
wlanO:vap8 0O 0 0 0 0
wlan0:vap? 0O 0 0 0 0
wlanD:vapl0 0 0 0 0 0
wlan0:vapll O 0 0 0 0
wlanO:vap12 O o 0 0 0
wlanO:vapl3 0 0 0 0 0
wlanO:vapld 0 0 0 0 0
wlan0:vapls 0 0 0 0 0
wlanl:vapd 0O 0 0 0 0
wlanl:vapl 282058 21243406 0 0 0
wlanl:vap2Z 5041611 714677115 3525 4954835 o]
wlanl:vap3 482182 69990869 0 0 0
prlomd ey Pt [ul ul ul nl ul
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OnucaHune Tabnuubl «Receive:

* Interface — nmsa nHTepdelica;

+ Total packets — KONNMYECTBO YCNELUHO NPUHATBLIX NAKETOB;

+ Total bytes — KONMYECTBO YCNELUHO MNPUHATBIX GaiT;

+ Total Drop Packets — konn4ecTBO NakeToB, OTOPOLUEHHbIX NPW MNONyYeHNUY;
+ Total Drop Bytes — konuyecTBO 6aiT, OTOPOLLEHHBIX NPY NOSTYYEHUU;

* Errors — Konn4ecTBO OLLNOOK.

[N 06HOBNEHMA MHPOPMALMK Ha CTpaHULEe HaxkMuTe KHOMKy «Refreshy.

4.4.4 TMopmeHto «Wireless Multicast Forwarding Statistic»

B nogmeHio «Wireless Multicast Forwarding Statistic» oTo6paxaetca ctatuctuka no paé6ore Wireless
Multicast Forwarding.

View WMF transmit and receive statistics for this access point

Click "Refresh” button to refresh the page.
Refresh

Transmit/Receive Statistics
Interface Mcast-Data-Frames Mcast-Data-Fwd Mcast-Data-Flooded Mcast-Data-Sentup Mcast-Data-Dropped
wlan0:vap0
wlan0:vapl
wlan0:vap2
wlan0:vap3
wlan0:vapd
wlan0:vaps
wlan0:vap6
wlan0:vap7?
wlan0:vapg
wlan0:vap9
wlan0:vapl10
wlan0:vapil
wlan0:vap12
wlan0:vapl3
wlan0:vapld
wlan0:vapl5s
wlanl:vap0
wlani:vapl 149802 0 0] u] 115795
wlanl:vap2
wlanl:vap3
wlanl:vapd
wlanl:vaps
wlanl:vap6
wlanil:vap7?
wlanl:vapg
wlanl:vap9
wlanl:vapl0
wlanl:vapll
wlanl:vap12
wlanil:vapi3
wlanl:vapld

wlanl:vapls

OnucaHne Tabnuubl «Transmit/Receive Statistics»:

* Interface — ms nHTepdeiica.

* Mcast-Data-Frames — konuyecTBo multicast-kagpoB, N0y4YeHHbIX TOYKON AOCTYNa;
* Mcast-Data-Fwd — konnyectBo multicast-kagpoBs, NPUHATBLIX KNNEHTamu;

* Mcast-Data-Flooded — konuuecTBo multicast-kagpoB, OTNpaB/eHHbIX HA BCe NOPThI;
* Mcast-Data-Sentup — Konn4ecTBO OTnpaBneHHbIX multicast-kagpos;

* Mcast-Data-Dropped — KonmyecTBO 0T6pOoLleHHbIX multicast-kagpos.
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IGMP Statistics
Interface Igmp-Frames Igmp-Frames-Fwd Igmp-Frames-Sentup Mfdb-Cache-Hits Mfdb-Cache-Misses
wlan0:vap0

wlan0:vapl
wlan0:vap2
wlan0:vap3
wlan0:vapd
wlanl:vaps
wlan0:vapb
wlanQ;vap?
wlan0;vap8
wlanl;vapg
wlan0;vapld
wland;vaplil
wlanl;vapl2
wlanl:vapl3
wlan0:vapld
wlanl:vapls
wlani:vap0
wlani:vapl 9 g a a 1436597
wlani:vap2
wlanl:vap3
wlanl:vap4
wlanl:vaps
wlanl:vap6
wlanlivap?
wlanl:vapg
wlanl:vapg
wlanl:vapl0
wlanl:vapll
wlanl:vapl2
wlanl:vapl3
wlanl:vapld

wlanl:vapl5s

Multicast-Group
Interface Multicast-Group Stations Packets

Onucanune tTabnuubl «IGMP Statictics»:

* Interface — nms nHTepdelica;

+ Igmp-Frames — konunyecTtBo IGMP-kaapoB, N0AyYEeHHbIX TOYKOW AOCTYNa,;

+ Igmp-Frames-Fwd — konnuecTtBo IGMP-KaapoB, NPUHATLIX KMEeHTaMW;

+ Igmp-Frames-Sentup — konunyectBo IGMP-KaapoB, OTnpaB/IEHHbIX Ha BCE NOPTbI;

« Mfdb-Cache-Hits — konn4ecTBO NakeToB, OTNPaB/NEHHbIX HA N3BECTHbI multicast-agpec;

« Mfdb-Cache-Misses — KONMYeCTBO NAKETOB, OTNPaB/IEHHbIX HA HEM3BECTHbIN multicast-agpec.

OnucaHue Tabnuupl «Multicast-Group»:

* Interface — nms nHTepdelica;

« Multicast-Group — IP-agpec multicast-rpynnsi;

« Stations — MAC-agpec knneHTta multicast-rpynnsi;

+ Packets — KONNM4eCTBO NPUHSATLIX MAKETOB KAMEHTOB multicast-rpynnsbl.
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4.4.5 MopameHto «Client Associations»

B nogmeHto «Client Associations» oTo6paxkaeTcs MHpopMaumsi 0 NOAK/IYEHHbIX K TOUKe AOCTyNa KNneHTax u
cTaTucTvKa nepefaHHoro/nosy4eHHoro Tpaguka no Kaxaomy KneHTy.

View list of currently associated client stations

Click "Refrash” button to refresh the paga.
Refrash

Total Number of Associated Clignts 2
SSID Station IP Address Hostname Uptime RSSI SNR MNoise Link Quality Rate Quality Link Capacity Status
Authorized
Eltex-Local (wland) 53:48:22°33:13:96 192.168.40.14% 00:02:10 -63 26 dB -89 dBm T8 T4% 4%, ‘fas

Eltex-Guest (wlanivap2) 242354043683 192.168.41.88 android-89375627ha2fc0f3 00:00:08 -74 13 48 -92 dBm 72% 72% 20% fes

&
Eltex-Local (wlanivap3) [70:8b.cd.72:04:5e 00:00:04 -62 20 dB -52 dBm 100% 100% 100% (not changed)  ‘es

+ SSID — nms 6ecnpoBOAHOINO MHTepdenca 1 MMA BUPTYaUTbHOM TOUKN AOCTYNa Ha HTepderice, K KOTOPOii
noAKNtoYeH KNneHT. Hanpumep, 3anuck wlanOvap2 o3HauvaeT, 4To K/IMEHT cBsi3aH ¢ Radio 1 BupTyasnbHOi
Toukoi goctyna VAP2; 3anucb wlan1 o3Hauvaert, 4To kimeHT cBsidaH ¢ VAPO Ha Radio2;

+ Station — MAC-agpec KNneHTa;

* IP Address — IP-agpec KnneHTa;

+ Hostname — ceTeBOe UMS YyCTPONCTBA;

* Uptime — Npofo/mKUTE/IbHOCTb CECCUN KITUEHTS,

* RSSI - ypoBeHb NpMHMMaeMoro curHana, abm;

* SNR - ypoBeHb OTHOLLEHUA cuUrHan/wym, ab;

* Noise — ypoBeHb Wyma, AbMm;

+ Link Quality — napameTp, KOTOpbIn 0OTOBGpaXKaeT COCTOSIHNE JIMHKA [0 KIMEeHTa, PaCCYMTaHHbIN Ha
OCHOBaHMKN KO/IMYecTBa PETPaHCMUTOB MakeToB, OTNPAaB/EHHbIX KIMEHTY. MakcMMasibHoe 3HadyeHve —
100% (BCe nepeaaHHble NakeTbl OTNPaBUANCH C NEPBOIA NONbLITKN), MUHUMasIbHOE 3Ha4YeHne — 0% (Hu
OfMH NakeT A0 KMEeHTa He 6blN YCNeLIHO OTrnpaB/eH);

* Rate Quality — napameTp, KOTOPbIn OTOOGpaXaeT COCTOSIHNE JIMHKA [0 KNMEHTa, pacCYMTaHHbIl Ha
OCHOBaHMWN KO/IMYecTBa PETPaHCMUTOB MakeToB, OTNPaBNEHHbIX K/TMEHTY, 419 MOAYNAUUN, KOTopas
MCNOMb3YeTCs B AaHHbIi MOMEHT. MakcumanbHoe 3HaueHne — 100% (Bce nepefaHHble NakeTbl Ha
[laHHOI MoAyNALMKM OTNPaBUINCH C NEPBOI NOMNbITKKN), MUHUMasIbHOE 3HadeHue- 0% (HW OAMH NakeT Ha
[aHHO MoAyNAUMKN [0 KNNEHTa He Gbln YCNeWwHO OTNpaB/eH);

* Link Capacity — napameTp, KOTOpbIli oTo6paxaeT aphekTUBHOCTb NCMNO/b30BaHNsS TOUKOW AOCTyna
MOAyNAaLMn Ha nepegady. PaccumTbiBaeTcs UCX0O4S U3 KONMYECTBA NAKeTOB, NepefaHHbIX Ha KaxXaoi
MOAYNALMMN [0 KTMEHTA, U NOHUXKAOLLMX KO3hhMLUMeHTOB. MakcumasibHoe 3HadyeHne — 100% (o3Hauaer,
4TO BCE MakeTbl NepefatoTcs A0 KIMEHTa Ha MakCUMasibHOM MOAYNSALMN 01 MakCMMa/lbHOTO Tuna nss,
noAfepXX1MBaemoro KfimeHToM). MuHuManbHoe 3HaueHune — 2% (B clyyae, Korga nakeTbl nepeaaroTcst Ha
moaynaumm nssTmes0 ans knneHTta ¢ nogaepxkkoii MIMO 3x3). Ina KNMEeHTOB, NOAK/THYEHHbIX 6e3
ncnono3osaHna AMPDU, napameTp He NoagepXXnBaeTcs,;

« Status Authorized — cTatyc aBTOpM3aLmm.

Mpu HaxaTun Ha MAC-agpec knMeHTa packpbiBaeTcsl noapo6Has MHhopmauyst o ero paboTe 1 cTaTUcTuka
nepefaHHoro/nosly4eHHoro Tpadrka no AaHHOMY KVEHTY.
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View list of currently associated client stations

Click "Refresh™ button to refresh the page.
Refresh

Total Number of Associated Clients 3

S5ID Station IP Address Hostname Uptime RSSI SNR Moise Link Quality Rate Quality Link Capacity Status
Authorized
E'Eiﬁ;hiji' 5848:22:23:13:96 192.168.40.149 00:02:18 62 27 89 2% 100% 75% Yes
; MAC: 58:458:22:83:13:56 Connection time: 00:02:18

Ettex-Guest  [,;5. 1 Bandwidth: 20MHz Yes
(wlanivap2)

SSID: Eltex-Loca PS Mode: on
E!Ite"i'-“g' 7|Mode: 802.11ac Auth Mode: WPA2 pt Yes
(wlantvap3)  “locar: -62 Encryption: AES-CCMP )

WLAN: 148 Listen Interval: 10

Tx actual rate: 1 Rx actusl rate: 0

Tw/Rx Packets: 33388/16329

Tx/Rx Drop Packets: 0/0

Tx/Bx Bytes: 43398215/2132001

Tx/Rx Drop Bytes: 0/0

Tx/Rx Rate: /1 Mbps

T/ Statistics:

MCS Rx Pkis Tx Pkts Tx Succ Pkts Tx Retries Tx Pericd Retries
imbps 3] ] 2 9.8% B.9%
Zmbps 2] 2 [ 9.8% B.9%
cmbpss 3] ] = B.8% B.0%
smbps 856 136382 1e721 92.1% B.0%
ambps 3] ] = == 8.8%
11mbps 3] ] = == 8.8%
12mbps 16386 ] 2 a.8% 8.8%
13mbps L] ] 2 a.8% 8.8% -

MAC - MAC-agpec KneHTa;

AID — yHVKaNbHbI MAEHTUUKATOP NOAKIOHYEHMS,

SSID — nms ceTu, K KOTOPOU NOAKNOYEH KITUEHT;

Mode — ctanpapt IEEE 802.11, B KOTOpOM paboTaeT K/NEHT;

RSSI — ypoBeHb curHasnia ot KiveHTa, Abwm;

VLAN - Homep VLAN BupTyasibHOI TOYKM JOCTYNa,;

Tx actual rate — TekyLjass CKOPOCTb Nepefayn faHHbIX B CTOPOHY KIMEHTa, B KOUT/C;

Tx/Rx Packets — KOnM4ecTBO nepefaHHbIX Y NPUHATLIX NAKETOB OT K/IMEHTa;

Tx/Rx Drop Packets — KoniM4ecTBO OTOGPOLLIEHHbIX NAKETOB B ABYX HanpaB/ieHusix (Ha nepeaayy 1 npuem
COOTBETCTBEHHO);

Tx/Rx Bytes — Konn4ecTBO NepefaHHoN 1 NPUHATON MHhopMaumn OT KneHTa (B 6aiiTax);

Tx/Rx Drop Bytes — KonM4eCcTBO OTOGPOLLIEHHON UHChOpMaLMK B AABYX HanpaBneHusx (Ha nepegaudy v
npvem COOTBETCTBEHHO, B baliTax);

Tx/Rx Rate — kaHanbHasi CKOPOCTb B ABYyX HarnpasneHusx, 8 MouT/c;

Connection time — NpoAO/MKNTETILHOCTb CECCUU;

Bandwidth — wunpuHa nonocsl, B KOTOPOi paboTaeT KNneHT, My,

PS Mode — pexum «cHa»: off — KIMEHT akTMBEH, ON — KNIMEHT HAXOAUTCS B «CMSLLEM» PEXVME;

Auth Mode — Tun 6e3onacHocTy;

Encryption — Tun wundposaHus;

Listen Interval — xonuuecTBo beacon frame cnycTs KOTOpbIE KTMEHT AO/MKEH MPOBEPUTL HANNUNE NS
Hero Tpachvka (B criyyae cHa);

Rx actual rate — TekyLias CKOpOCTb Nepefayn AaHHbIX B CTOPOHY TOYKM AOCTYNa, B KOUT/C.
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OnucaHune Tabnuupl «Tx/Rx Statistics»:

* MCS - mogynauus;

* Rx Pkts — KOnM4eCcTBO NPUHATBLIX OT K/IMEHTA MNAaKeTOB Ha KaxAoW Moaynsaumm;

+ Tx Pkts — KOnM4ecTBO nepefaHHbIX KMEHTY NakeToB Ha KaXKA4on MOAyAuny;

+ Tx Succ Pkts — KONM4eCcTBO YCNeLLHO nepefaHHbIX KNIMEHTY NakeTos.;

*+ Tx Retries — npoueHT Ay6/1MPOBaHHbIX NAaKeTOB B CTOPOHY K/TMEHTa;

* Tx Period Retries — NpoLEHT NOBTOPHO OTMNPAaB/IEHHbIX MNAaKeTOB 3a nocneaHuii nepuog, (10 cekyHa).

[N 06HOBNEHMA MHPOPMALMK Ha CTpaHULEe HaxkMuTe KHOMKy «Refreshy.

4.4.6 MNMopameHo «TSPEC Client Associations»

B nogmeHto «TSPEC Client Associations» oTo6paxaetcs nHdhopmaums 0 KNIMEHTCKMX AaHHbIX Tspec,
nepeAaHHbIX U NOJTYYEHHbIX C MOMOLLIbIO 3TOIM TOYKM AocTyna.

View TSPEC Client Association Status and Statistics

Click "Refresh” button to refresh the page.
Refresh

Status
MNetwork Station TS Identifier Access Category Direction User Priority Medium Time Excess Usage Events VAP MAC Address SSID

Statistics
MNetwork Station TS Identifier Access Category Direction From Station To Station
Packets Bytes Packets Bytes

+ Network — nmsi 6ecnpoBoAHOro nHTepdenca n nmMs BUPTyasibHOM TOUKM AOCTyna Ha uHTepdeiice, K
KOTOPOW noaxn4eH KnneHT. Hanpumep, 3annck wlanOvap2 o3HavaeT, YTo KNneHT cBsizaH ¢ Radiol
BUPTyasibHOM Toukoi aocTtyna VAP2; 3anuck wlan1 o3HauyaerT, uTo knveHT cBsidaH ¢ VAPO Ha Radio2;

+ Station — MAC-agpec KnnMeHTa;

« TS Identifier — TSPEC naeHTudpmkaTop notoka Tpadmka. MoxeTt npuHumartb 3HadeHve ot 0 oo 7;

+ Access Category — kateropusi goctyna (Voice nnu Video);

« Direction — HanpasneHue Tpaduka (Uplink/Downlink/Bidirectional);

* User Priority — npyuopuTeT nonb3oBaress;

* Medium Time — cpeaHee BpeMs, KOTOpoe NOTOK Tpadimka 3aHMMaeT cpeay nepegayu;

+ Excess Usage Events — KOnM4eCTBO BPEMEHM, KOra KIMEHT MPEBbICMA CPEAHWUIA CPOK Nnepeaayu;

+ VAP - HOMep BMPTYasibHOW TOUKM A0CTYNa;

* MAC Address — MAC-agpec ToYkM AOCTyna;

+ SSID — nmsa 6ecnpoBoOAHON CETY;

+ From Station — nHpopmaums o Tpaduke, KOTOPbIN NepeaaeTcsi 0T 6eCNPOBOAHONO K/IMEHTA K TOUKE
[0CTyna,;

+ To Station — nHchopmauus o Tpaduke, KOTOpbIA NepegaeTcs OT TOYKM AOCTYNa K K/TMEHTY:

+ Packets — kKONnM4ecTBO NepeAaHHbIX NaKeToB;
* Bytes — konn4ecTBO nepefaHHbIX 6anT.

[lna 06HOBNEHNUSt MHhOPMaLMKN Ha CTPaHULE HaxkKMuTe KHOMKy «Refresh».
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4.47 NMopmeHo «Rogue AP Detection»

B nogmeHto «Rogue AP Detection» oTo6paxaetcs nHdpopmaums 060 Bcex 6eCnpoBOAHbIX TOUKaxX A0OCTYyNa,
KOTOpbIe YCTPOCTBO AETEKTUPYET BOKPYT Cebs.

View Rogue AP Detection

Click "Refresh® button to refresh the page.
Refresh

AP Detection for Radio 1 * ' Enabled Disabled
AP Detection for Radio 2 * Enabled Disabled

Click "Update™ to save the new settings.
Update

Detected Rogue AP List

Click "Delete Old" to delete old entries from Detected Rogue AP List
Delete Old

Dangerous AP List

Channel
Action MAC Radio Beacon Int. Type SSID Privacy WPA Band [B:;';;] geny ChEnnel Blocks Signal Beacons Last Beacon Rates

| Grant | e8:28:c1:da:cb:B8 wian0 100 AP Virtual Access Point 7 Off off 5 44 [20] 44 all 1 Tue Apr 20 09:06:34 2021 6,9,12,18,24,36,48,54

Grant | eB8:2B:iclida:ich:82 wlani 100 AP 2ac-portal Off  Off 2.4 1 [20] 1-3 all 38 Tue Apr 20 09:06:36 2021 1,2,5.5,6,9,11,12,18,24,36,48,54

[nsi 06HOBNEHMS UHPOPMALIMM HA CTPAHULE HAXMUTE KHOMKY «Refreshy.

+ AP Detection for Radio 1/AP Detection for Radio 2 — BKNtOYeHMe [ETEKTMPOBAHMSA CTOPOHHMX TOYEK
poctyna B dpoHe anst Radio1 n Radio2.

[lna BCTynneHns B culy HOBOW KOHCOUIypaLumn 1 BHECEHUSI HACTPOEK B 9HEProHe3aBNCHMMYHO NaMsATb HOKMUTE
kHonky «Update».

Detected Rogue AP List — B pazgene npusoanTca nHgopMalms 060 Bcex 6ecrnpoBOoHbIX TOUKax A0CTyna,
KOTOpbIE YCTPOICTBO AETEKTUPYET BOKPYT Cebs.

KHonka «Delete Old» ncnonbayetcs Ans yaaneHus 3anuceit 0 HeaKTUBHbIX YCTPOWCTBAX B PaAVO0KPYXEHUN.

+ Action — ecnu To4ka AOCTYyna HaXo4UTCA B CMCKe 0O6HApPYXXEeHHbIX, TO HaxxaTne KHomku «Grant»
nepeHeceT ee B CMUCOK A0BEPEHHbIX Todek goctyna «Known AP List».
+ MAC - MAC-agpec Touku AoCcTyna,;
* Radio — pagnounHTepdeiic, KoTopbiM Obla 06Hapy>XeHa CTOPOHHSASA ToYKa AOCTYNa;
* Beacon Int. — nHTepBas1 NOCbINKM Beacon-nakeTa TOUKOM [OCTYNa;
+ Type — Tun 06HapPYXEHHOro yCTpoiicTBa:
* AP — Touka goctyna;
+ Ad hoc — geueHTpasIM3oBaHHOE K/TIMEHTCKOE YCTPONCTBO.
+ SSID - vmsi 6ecnpoBOAHOW CETH;
* Privacy — ctaTyc paboTbl pexuma 6e30nacHOCT TOYKN fOCTyna:
* On — pexum 6e30MacHOCTM BbIK/THOYEH;
« Off — pexxnum 6e30NacHOCTU BK/THOYEH.
+ WPA - cocTtosiHne wndpposarms WPA: Off — BbikntoueHo, On — BKNHOYEHO;
* Band — 4acTOTHbI cnekTp paboTbl Toukn goctyna: 2.4 'y wunm 5 Iy,
« Channel [BandWidth] — ncnonb3yemblii YaCTOTHBbIV KaHasT U LIMPUHA NOJOCHI;
« Channel Blocks — gnana3oH kaHas0oB, KOTOpble 3aHMMaeT Touka A0CTyna;
+ Signal — ypoBeHb curHasna, npuHMMaeMblii OT TOUKM focTyna, ABM. MNpun HaBegeHWM ykasaTens Ha
rpacdmyeckoe n3obpaxeHve curHana 4eEMOHCTPUPYIOTCA YACIEHHbIE NoKasaTesiv 3Toro CUrHaua;
* Beacons — o6buee ymcno Beacon-naketos, NPUHATBLIX OT TOYKN JOCTYNa C MOMEHTa ee 06HapyXeHuUs;
+ Last Beacon — pata 1 Bpems npuema nocnegHero Beacon-naketa oT TOYKM JOCTYNa;
* Rates — CNNCOK KaHa/lbHbIX CKOPOCTEN, NOAAEPXKMBAEMbIX aHHON TOUKOWN AocTyna.
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Known AP List

Channel
Action MAC Radio Beacon Int. Type SSID Privacy WPA Band — o

[BandWwidth] Channel Blocks Signal Beacons Last Beacon Rates

! Delete eB8:28:cl:da:cb:86 wian0 100 AP 2ac-portal Off = 44 [20] 44 .||| 1 Tue Apr 20 09:06:34 2021

Save Known AP List to a file
| save |
Import Known AP List from a file

*Replace Merge
O630p... dhaiin He BoiGpaH. Import

Known AP List — B Ta6nuLe NprBoAnTCS CNMCOK [JOBEPEHHbIX TOUEK A0CTYyna.

UTo6bl yaanuTb TOUKY AOCTyNa U3 AAaHHOTO Cm1cKa HaxxmmnTe Ha KHonky «Deletex, nocne yganeHus n3 cnucka
«Known AP List» Touka nonageT B CNUCOK 0OHapPY>XEHHbIX TOYEK AOCTyna.

Save Known AP List to a file - B gaHHOM pa3gene BbiNonHAeTCs coxpaHeHne cnmucka «kKnown AP List» B doaiin.
[ns coxpaHeHUs HaXXMUTE KHOMKY «Savey.

Import Known AP List from a file — B gaHHOM pasgene BbinonHsietcs 3arpyska cnmcka «kKnown AP List» n3
chaina.

* Replace — MNopTUpyeMbIii CMMCOK JOBEPEHHbIX TOUEK A0CTYNa NO/IHOCTbIO 3aMEHMUT TEKYLLMIA CIMCOK
[IOBEPEHHBIX TOYEK A0CTYNa;

+ Merge — foBepeHHble TOUKM AOCTyNa U3 UMNOPTUPYEMOTO crincka 6yayT A06aBneHbl K TOUkam [0CTyna,
HaxoAALMMCS B UMNOPTUPYEMOM CMICKE B AaHHbI MOMEHT BPEMEHW.

[lnsa 3arpy3ku paitna HaxMuTe KHOMKy «O630p», yKaxuTe dhaiis, KoTopblii HY)XHO 3arpy3nTb U HXXMUTE KHOMKY
«Import».
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4.4.8 MopameHo «TSPEC Status and Statistics»

B nogmeHto «TSPEC Status and Statistics» oto6paxaetcsa nHcpopmanma o TSPEC-ceccusix Ha
pagnoviHTepdelicax.

View TSPEC Status and Statistics
Click "Refraesh™ button to refresh the page.
Refrash

AP Status

Interface Access Category Status Active TS TS Clients Med. Time Admitted Med. Time Unallocated

wlang Best Effort down o] 0 0 o]

wlano Background down 0 0 0 0

wland Voice down o] 0 0 o]

wlano Video down 0 0 0 0

wlanl Best Effort down o] 0 0 o]

wlanl Background down 0 0 0 0

wlanl Voice down 0 0 0 0

wlanl Video down 0 0 0 0

VAP Status

wlan0:vap0 Best Effort down 0 0 0 0
Background down 0 0 0 0
Voice down 0 0 0 0
Video down o] 0 0 o]

wlan0:vapl Best Effort down 0 0 0 0
Background down 0 0 0 0
Voice down 0 0 0 0
Video down o] 0 0 o]

wlan0:vap2 Best Effort down 0 0 0 0
Background down 0 0 0 0
Voice down 0 0 0 0
Video down o] 0 0 o]

Onucanue Tabnuy, «AP Status» n «VAP Status»:

* Interface — nms uHTepdeiica;

* Access Category — kateropusi goctyna (Voice, Video, Best Effort, Background);

+ Status — cocTosiHMe ceccuu,

+ Active TS — KONIMYECTBO TEKYLLUX aKTUBHbIX MOTOKOB TpadhuKa;

« TS Clients — KOnM4eCcTBO K/IMEHTOB;

* Medium Time Admitted — cpegHee Bpems, KOTOpOe NOTOK Tpadiuka 3aHMMaET cpeay nepegayu;
* Medium Time Unallocated — cpeaHee BpeMsi NPOCTOS NOMOCbI B JaHHOWN KaTeropuun.
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Transmit
Radio

wilan0
wlan0
wlan0
wlan
wlanil
wlani
wlani

wlanl

wian0:vapD
wlan0:vapl
wlan0:vap2
wlan0:vap3
wlan0:vapd
wlan0:vap5b
wlan0:vapb
wlan0:vap?

wlan0:vaps

Access Category
Best Effort
Background

Voice

Video

Best Effort
Background

Voice

Video

Interface  Total Voice Packets

2 =l o Ea o sl o Bl o

wlan0:vap9 0
wlan0:vapi0 0
wlan0:vapll 0
wlan0:vapl2 0
wlan0:vapi3 0
wlan0:vapi4 0
wlan0:vapl5 0
wianl:vap0 0O

wlanl:vapl 0

Total Packets Total Bytes

o o @l o 2 o\ o
o g o g o || 2

o
Total Voice Bytes Total Video Packets Total Video Bytes Total Best Effort Packets Total Best Effort Bytes Total Background Packets Total Background Bytes
o o 1} 0 0 o

md o el o Eod o el o EEd o hallo pEd o el o fmd o
o o 0 0o 0 o o0 o o0 o o0 o 0 o0 0o o
md = el o e o lall o el o el e bEd o el o e
o o Sl o Eol o ISl o Eol o ISl o Pl o Il o B
= o el o far o &8l o el o Bl o i o el o B
=8 o el oo ERl o ISl o FEl o Il o FEl o ISl o B
o o ol o ol o gl o B o 8l e gl o el o o

Onucanune Tabnuy, «Transmit»:

Radio — nms pagmonHTepgeiica;
* Access Category — kateropusi goctyna (Voice, Video, Best Effort, Background);

Total Packets

- 06|.L|,ee KO/TIMYECTBO MNMakeToB ,D,aHHOI\/'I Kareropmn goctyna, oTnpaB/iIEHHbIX

paavouHTepdencom;

Total Bytes — o6LLuee KOnmM4yecTBo 6aiToB faHHON KaTteropuv A0CTyNna, OTNpaB/eHHbIX
paavouHTepdencom;

Interface — HomMep BUPTyasibHOI TOYKM [OCTYNa;

Total Voice Packets — obLiee KoiM4ecTBO NakeToB kaTeropum Voice, oTnpasneHHbIX ¢ AaHHOW VAP;
Total Voice Bytes — o6Luee KonmyecTso 6aritoB Kateropun Voice, oTnpaBneHHbIX ¢ AaHHol VAP,

Total Video Packets — obLee konnyecTBo naketoB kareropuu Video, oTnpasneHHbIX ¢ AaHHoW VAP;
Total Video Bytes — obwee konuyecTBo 6ainTos kateropumn Video, oTnpas/ieHHbIX ¢ gaHHo VAP;

Total Best Effort Packets — obLiee Konn4ecTBo nakeToB kateropuu Best Effort, oTnpaBneHHbIx ¢ AaHHO

VAP;

Total Best Effort Bytes — o6LLee konnyecTBo 6aiiToB kateropun Best Effort, oTnpaBneHHbIx ¢ faHHO

VAP;

Total Background Packets — o6Luee KonimyecTBO naketos kateropumn Background, otnpasneHHbIX ¢

AaHHon VAP;

Total Background Bytes — o6Lee konnyecTBo 6aiiToB kateropuv Background, oTnpaBneHHbIX ¢ AaHHO

VAP.
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Receive
Radio

wlan0

wilano

wlan0

wlan0

wlanl

wlanl

wlanl

wlanl
Interface
wlanQ:vapd
wlan0:vapl
wlan0:vap2
wlanQ:vap3
wland:vapd
wlan0:vap5
wlan0:vapb
wlanQ:vap?
wlanD:vap8
wlan0:vap%
wlan0:vapl0
wlanQ:vapll
wlanD:vapl2
wlan0:vap13
wlan0:vapl4
wlanQ:vapls

wlanl:vapd

wlanl:vapl

A Category
Best Effort
Background

Voice

Video

Best Effort
Background

Voice

Video

Total Voice Packets

c o 0o o0 Q0 o0 o0 0 Q o o o 0 o oo Qo o

Total Packet: Total Bytes

o o ol o B2l o ol o
o 0o o o o o o

(4]
Total Voice Bytes Total Video Packets Total Video Bytes Total Best Effort Packets Total Best Effort Bytes Total Background Packets Total Background Bytes
(1] ] 0 (1] 1] 0

=6 o ol o fIBd o gell o =N o el o fBY o el o = o
c 0o 0 0o 0 0 0 0 e o o o o o 000
= o el o B8 o Bell o = o al o fBd o el o =
2 0O 0 0O 0 0o 0 0 20 0O 0 0O 0 o o o o
c 0o 0 0o 0 0 0 0 e o o o o o 000
28 o pal o B o el o [2d o iEl o 8 o el o =
=1 o ol o B o g o B o il o B o el o &

OnucaHune Tabnuu, «Receive»:

* Radio — nms pagnonHTepdelica;

* Access Category — kateropusi goctyna (Voice, Video, Best Effort, Background);

+ Total Packets — 06Luee KOM4yecTBO NAaKeTOB AaHHON KaTeropuv 4ocTyna, NPUHATbLIX
paavouHTepencom;

+ Total Bytes — obLiee koNNM4ecTBO 6alT AAHHOWN KaTeropmmn AOCTyna, NPUHATLIX pagnonHTepgencom;

* Interface — HOMep BMPTYasIbHOM TOUKM AOCTYNa;;

+ Total Voice Packets — obuiee KOmyecTBO NakeToB kateropum Voice, NpuHATLIX Ha AaHHoi VAP;

+ Total Voice Bytes — oblee Konn4ecTBo 6ainT kateropmm Voice, NpuHATLIX Ha gaHHon VAP,

+ Total Video Packets — oblLiee KonnM4ecTBo nakeToB kaTeropun Video, NpuHATLIX Ha AgaHHon VAP;

+ Total Video Bytes — obuiee konmyecTBo 6anT kateropum Video, npuMHATbIX Ha gaHHoW VAP;

+ Total Best Effort Packets — obLiee KonMyecTBO NakeToB kateropuu Best Effort, npuHATbIX Ha gaHHOW
VAP;

+ Total Best Effort Bytes — 06Liee konuyecTBo 6aiiT kateropun Best Effort, npuHaTbix Ha gaHHon VAP,

+ Total Background Packets — obLiee KonM4ecTBO NakeToB kateropun Background, npuHATLIX HA AAHHOIA
VAP;

+ Total Background Bytes — o6Liee konuyecTBo 6aiiToB kaTeropun Background, NpuHATLIX Ha gaHHO
VAP.

[nsi 06HOBNEHMS UHPOPMALIMN HA CTPAHULE HAXMUTE KHOMKY «Refreshy.
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4.4.9 ToameHto «TSPEC AP Statistics»

B nogmeHto «TSPEC AP Statistics» oTo6paxaeTcsa ctatucTvka no KonnmyecTsy nepefaHHoro/nosy4eHHoro
MOTOKOB Tpadomka pa3nnuHbix kateropuii (Voice, Video, Best Effort, Background).

View TSPEC AP Statistics

Click "Refresh™ button to refresh the page.
Refrash

TSPEC Statistics Summary for Voice ACM
Total Voice TS Acceptad

Taotal Voice TS Rejected

TSPEC Statistics Summary for Video ACM
Total Video TS Acceptad

Total Video TS Rejected

TSPEC Statistics Summary for Best Effort ACM
Total Best Effort TS Accepted

Total Best Effort TS Rejected

TSPEC Statistics Summary for Background ACM
Total Background TS Accapted

Tatal Background TS Rejected

« TSPEC Statistics Summary for Voice ACM — o6lLuee KonniectBo NpuHATbIX (Accepted) U OTKOHEHHbIX
(Rejected) notokoB Tpadomka kateropum Voice;

+ TSPEC Statistics Summary for Video ACM — obuiee konmuectBo NpuHsTbiX (Accepted) 1 OTKIOHEHHbIX
(Rejected) notokoe Tpadmka kateropum Video;

« TSPEC Statistics Summary for Best Effort ACM — o6Liee KonnyecTBo NpuHsATLIX (Accepted) n
OTK/IoOHeHHbIX (Rejected) noTokoB Tpadomka kateropun Best Effort;

« TSPEC Statistics Summary for Background ACM — o6Liee KonmuyecTBo NpuHsATbIX (Accepted) un
OTKOHeHHbIX (Rejected) noTokoB Tpadhmka kateropmm Background.

[nsi 06HOBNEHMS UHPOPMALIMN HA CTPAHULLE HAXXMUTE KHOMKY «Refreshy.
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4.4.10 MopgmeHto «Radio Statistics»

B nogmeHio «Radio Statistics» oTo6paxaeTca nogpobHasa nHgopmauus 0 naketax u 6arvitax, nepefaHHbIx/
NosTy4YeHHbIX MO 6ecnpoBOgHOMY MHTephelicy.

View Radjo Statistics

Click "Refresh™ button te refresh the page.
Refresh

® Radio 1 Radio 2

WLAN Packets Received: 4293459 WLAN Bytes Received: 828073107
WLAN Packets Transmitted: 9720109 WLAN Bytes Transmitted: 7728537587
WLAN Packets Receive Dropped: 1847 WLAN Bytes Receive Dropped: 2696185
WLAN Packets Transmit Dropped: 55726 WLAN Bytes Transmit Dropped: 81298424
Fragments Received: 126939 Fragments Transmitted: 8854441
Multicast Frames Received: 48590 Multicast Frames Transmitted: 725984
Duplicate Frame Count: 112438  Failed Transmit Count: 114919
Transmit Retry Count: 88349 Multiple Retry Count: 29411

RTS Success Count: 6037615 RTS Failure Count: 301616
ACK Failure Count: 698557 FCS Error Count: 41080635
Transmitted Frame Count: 15158478 WEP Undecryptable Count: 1437

BbiCTaBuTe ¢onar y HauMeHoBaHusl paanonHTepdeiica, no KOTOPOMY Heo6X0AVMMO BbIBECTU NOAPOGHYI0
nHcpopmaumio (Radio 1 nnm Radio 2):

WLAN Packets Received — 06Llee KONMYECTBO NaKeToB, MOMyYEHHbIX TOYKON AOCTyNna Yepes AaHHbIN
paanonHTepdeiic;

WLAN Bytes Received — 06Lee KOIM4YeCcTBO 6aiiT, NOSTyYEHHbIX TOYKOM AOCTyna Yepes AaHHbIN
paanonHTepdeiic;

WLAN Packets Transmitted — obuiee KOnM4YecTBO, NakeToB NepefaHHbIX TOYKON AOCTyna yepes AaHHbI
paanonHTepdeiic;

WLAN Bytes Transmitted — obwiee KonM4ecTBO 6aiT, nepegaHHbIX TOUKOW A0oCTyna Yepes gaHHblIl
paanonHTepdeiic;

WLAN Packets Receive Dropped — Konn4ecTBo NakeToB, NO/IyYEHHbIX TOUYKOM A0CTyNa Yepes AaHHbIl
paanonHTepdieinc, KOTopble Obl/I OTOPOLLEHBI;

WLAN Bytes Receive Dropped — KONnM4ecTBO 6aiiT, NoNy4YeHHbIX TOYKOI AOCTYNa Yepes AaHHbIi
paanonHTepdeinc, KOTopble Obl/I OTOPOLLEHBI;

WLAN Packets Transmit Dropped — KonnM4yecTBO NaKeToB, NepefaHHbIX TOYKON AOCTyna Yepes AaHHbIN
paanonHTepdeiic, KOTopble Obl/I OTOPOLLEHBI;

WLAN Bytes Transmit Dropped — Konu4ecTBo 6aiiT, nepefaHHbIX TOUKO AOCTYNa Yepes AaHHbI
paanonHTepdeiic, KOTopble Obl/I OTOPOLLEHBI;

Fragments Received — Konn4ecTBO NONyYeHHbIX hparMeHTOB NakeToB.;

Fragments Transmitted — konnuyecTBO NepefaHHbIX oparMeHTOB NaKeToB.;

Multicast Frames Received — KONMYeCTBO NO/yYEHHbIX KaApOB MY/IbTUKACT;

Multicast Frames Transmitted — KonM4ecTBO NepeaaHHbIX KaapoB My/bTUKACT;

Duplicate Frame Count — konnmuecTBO Ay6nMpyHLINX Kaapos;

Failed Transmit Count — KONM4Y4ECTBO He NepefaHHbIX NaKeToB 13-3a OLLNOKY;

Transmit Retry Count — KOIM4eCTBO NOBTOPHO OTMNPAaB/IEHHbIX MAaKETOB;

Multiple Retry Count — kKONM4eCTBO NaKeTOB, NePeOTNPaBASEMbIX HECKO/IbKO pas;

RTS Success Count — KOMYECTBO NAKETOB NOATBEPXAEHNS O FOTOBHOCTY NpUHUMaTh Tpadgmk (CTS);
RTS Failure Count — KOniM4ecTBO NAKeTOB, HA KOTOPbIE HEe NPULLI NOATBEPXAEHUSA O TOTOBHOCTU Ha
npuem (CTS);

ACK Failure Count — KONIM4eCTBO NAKeTOB, HA KOTOPbIE HEe NPULLI NOATBEPXAEHUS O YCNELIHOM npueme
(ACK);
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* FCS Error Count — konnecTBO KaApoB, He NpoLUewmnX NPOBEePKY KOHTPO/IbHON CyMMb;
+ Transmitted Frame Count — KO/IM4ECTBO YCMELHO NepeaaHHbIX Kaapos;
« WEP Undecryptable Count — konn4ecTBO NakeToB, KOTOpble He yaanock pacwmdgposatb (WEP).

[N 06HOBNEHMA MH(POPMALMK Ha CTpaHULEe HaxkMUTe KHOMKy «Refresh».

4.411 MopmeHto «<Email Alert Status»

B nogmeHto «kEmail Alert Status» npusogutca nHgopmaumnsa 06 oTnpasneHHbIX N0 3/1IEKTPOHHON noyTe
COO0OLEHNSIX, CreHEePUPOBaHHbIX HA OCHOBE XYypHasia COObITUIA.
HacTpouTb oTnpaBky coobLeHnii MOXHO B nogmeHto «Email Alert», pacnonoXeHHOM B MeHH0 «Services».

Email Alert Operational Status.

Click "Refresh™ button to refresh the page.

Refresh
Ermail Alert Status : up
Number of Email Sent 1 249
MNumber of Email Failed i

Time Since Last Email Sent @ Tue Apr 20 10:53:42 2021

« Email Alert Status — cTatyc pab0Tbl ONOBELLEHNSA N0 3/IEKTPOHHOI NoYyTe 0 paboTe ycTpoiicTsa:
+ Up — onoBeLLeHne BK/THYEHO;
+ Down — onoBeLleHne BbIK/THOYEHO.
Number of Email Sent — o6Liee KonM4ecTBO COOOLLEHNIA, OTNPaBNEHHbIX HA AAaHHbIi MOMEHT;
Number of Email Failed — obLee Konnm4yecTBo COOOLLEHNIA, KOTOPbIE ObIIM NOTEPSIHbI, HA AAHHbI
MOMEHT;
« Time Since Last Email Sent — pata 1 Bpemsl OTNpaBkn NOCAeAHEro CoobLLEHMS.

[nsi 06HOBNEHMS UHDOPMALM HA CTPAHULE HaXXMUTE KHOMKY «Refreshy.
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4.5 MeHo «Manage»

4.5.1 MopameHto «Ethernet Settings»

B nogmeHto «Ethernet Settings» BbINONHAOTCA ceTeBble HACTPOWKM YCTPOIACTBA.

Modify Ethernet (Wired) settings

Hostname WEP-2ac {Range : 1 - 63 characters)

Internal Interface Settings

MAC Address AZ:F3:4E:B4:BO:CO

Management YLAN ID 1 (Range: 1 - 4094, Default: 1)
Untagged VLAN 9@ Enabled Ciisabled

Untagged VLAN ID 1 (Range: 1 - 4094, Default: 1)
Caonnection Type DHCP -

Static IP Address 122 (.|168 |.[1 . |10

Subnet Mask 255 . [255 . | 255 . |0

Default Gateway 192 .|168 L1 . | 254

DNS Mameservers 9 Dynamic Manual

Click "Update” to save the new settings.

Update

+ Hostname — ceTeBoe nmsa ycTpoictea. MoxeT cogepxatb oT 1 40 63 CUMBO/IOB U COCTOATH U3
NaTUHCKMX 3arfaBHbIX U CTPOUHBIX BYKB, LMAP, 3HaKa aedumc «-» (06paTuTe BHUMaHMWE, 4To Aedmc He
MOXET 6bITb NOCNEAHMM CYMBOSIOM B CETEBOM VIMEHU YCTPOICTBA);

* MAC Address — MAC-agpec Ethernet-nHtepdelica ycTpoiicTBa;

+ Management VLAN ID — naeHtudoukatop VLAN, ncnonb3yemsblii Ans goctyna K ycTpoicTay. MpuHumaeT
3HayeHus ot 1 go 4094. Mo ymonyaxuo — 1;

+ Untagged VLAN — nepeBectu LAN-nopTbl B access-pexum, B koTopoM aobasnsietca VLAN-Ter ans
BXOASALLEr0 HETErMpoBaHHOIo Tpadurka N CHUMaeTcs yctaHoB/1eHHbI VLAN-Ter ¢ ncxogsuero:

+ Enabled — BkntounTb access-pexum LAN-nopToB.;

+ Disabled - BbIkntounTb access-pexnm LAN-nopTtos.

+ Untagged VLAN ID — naeHTudpmkatop VLAN, KOTOpbIin 6yAeT Ha3HauYeH HETErMpoBaHHOMY TpaduKy,
nocTynarwLemMy Ha YCTPOMCTBO, U CHAT C ucxogsulero Tpaduka. NMpuHumaet 3HadeHus ot 1 go 4094. Mo
ymMo/si4aHuo — 1;

+ Connection Type — Bbl6op crnocoba yctaHoBKM IP-agpeca Ha ynpasnstoLemM nHtepdeince, no KOTOpoMy
6ypet ocylwectBnATbea nogktodeHne WAN-mHTepdpeica ycTpoincTea K cet npefocTasieHns ycnyr
nposaligepa:

+ DHCP - pexxum paboTsl, Nnpy KoTopoM IP-aapec, macka nogcetn, agpec DNS-cepsepa, LL03 No
YMOJIHaHMIO U Apyrve napameTpbl, Heoo6xoanMble 15 paboTbl B ceTu, byayT nosyyeHsl oT DHCP-
cepBepa aBToMaTn4eckuy;

+ Static IP — pexum paboTbl, npn KoTopom IP-agpec 1 Bce Heo6XoAMMbIe CETEBbIE NapamMeTpbl Ha
WAN-rHTepgeiic HazHavarTcs ctatuyecku. Mpu Bblibope Tuna «Static IP» Ansa pegaktmpoBaHus
CTaHyT AOCTYMHbI CneyroLme napameTpbl:

« Static IP Address — IP-agpec ycTpolicTBa B CeT1 npoBaiiaepa;
+ Subnet Mask — macka BHellHeli noaceTy;
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+ Default Gateway — |IP-agpec, Ha KOTOpbIil OTNPaBASETCA NAKET, eCW AN1S HETo He HalifeH
MapLUpyT B Tabnuue mapLupytmsauum;
« DNS Nameservers — afipeca cepBepOoB AOMEHHbIX UMEH (MCMOb3YOTCS A5 onpeaeneHns
IP-agpeca ycTpoiicTBa No ero JOMEHHOMY UMEHM):
* Dynamic — 6yayT ncnonb3oBaHbl DNS-cepBepa, nonyyeHHsle no DHCP;
* Manual — Heobxoammo ykasaTb DNS-cepBepa Bpy4Hyto.

[lna BCTynneHns B culy HOBOW KOHMIypaLumn 1 BHECEHUSI HACTPOEK B 9HEProOHE3aBUCHMYIO MaMsATb HAOXKMUTE
kHoMKy «Update».

4.5.2 MNMopgmeHo «Management IPv6»

B nogmeHto «kManagement IPv6» BbINo/HAETCA HAcCTpoiika KoHurypauum IPve-agpeca gnia goctyna K
ynpasneHnto YyCTPOCTBOM.

Modify Management IPv6

Management IPvO

IPve Connection Type DHCPvG v

IPv6 Admin Mode Enabled ® Disabled

IPve Auto Config Admin Made Enzbled ® Disabled

Static IPve Address s o R B S 2 S K K e )
Static IPv6 Address Prefix Length 0 (Range: 0 - 128, Default: 0)

Static IPve Address Status
IPve Autoconfigured Globzal Addresses
IPvE Link Local Address
Default IPve Gateway s [ L X O L X D S 0 L SO0 T )
IPv6 DNS Mameservers ® Dvnamic Manual
0 T X O L X XD 20 L B0 T30 )

R L X K R XS 2§ SO S XK )

Click "Update” to save the new settings.
Update

+ IPv6 Connection Type — BbIGOP UCMONb30BaHUsi cTaTnyeckoro (Static IPv6) nnn anHaMmmyeckoro
(DHCPv6) IPv6-agpeca ycTpoiicTBa;
*+ IPv6 Admin Mode — focTyn K yCTpOCTBY Mo nNpoTokony IPvé:
+ Enable — pocTyn paspeluleH;
* Disable — pocTyn 3anpeLyeH.
+ IPv6 Auto Config Admin Mode — pexum aBTokOH(UrypuposaHus IPvé-agpeca:
+ Enable — ncnonb3syeTtcs;
* Disable — He ncnonb3yeTcs.

Mpwn yctaHoBKe Tuna «Static IPv6» B napametpe «IPv6 Connection Type» ona pefakTmpoBaHus CTaHOBATCA
OOCTYMHLIMU CrieaytoLlne napameTpbi:

« Static IPv6 Address — ctatudeckuiin IPve-agpec ycTpoiicTa. Touka 4oCTyna MOXeET UMETb CTaTUyeCKnii
IPv6-agpec, gaxke ecnim agpeca yxe 6bl/1M HaCTPOoeHbl aBToMaTnyeckn yepes «Auto Config;
« Static IPv6 Address Prefix Length — npedimkc ctatmyeckoro IPv6-agpeca. MNpuHumaeT 3HaveHne ot 0 o
128. Mo ymonuyanuio — 0;
+ Static IPv6 Address Status — npocMoTp pabouyero craryca ctatuyecku CKOHUrypuposaHHoro IPv6-
agpeca. NMapameTp npuHUMAaET cneayoLme 3Ha4YeHus:
+ Operational — TekyLu1ii feACTBYOLWNIA;
+ Tentative — pe3epBHbIN.
* IPv6 Autoconfigured global Addresses — cnucok geincTteyrowmx IPv6-agpecoB Ha YyCTPONCTBE;
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* IPv6 Link Local Address — nokanbHblin IPv6-agpec, yctaHoBNeHHbI Ha LAN-nHTepdeiice. [laHHbln agpec
He KOHJIUIyprpyeTca 1 Ha3HaYaeTca aBToMaTUyeCcKy;
* Default IPv6 Gateway — w03 no ymonyaxuto gns IPve;
+ IPV6 DNS Nameservers — agpeca cepBepoB AOMEeHHbIX UMEH (MCnonb3ytoTcs Ans onpeaenexus IP-
ajpeca ycTpoiicTea no ero JOMeHHOMY UMEHN):
* Dynamic — 6yayT ncnonb3oBaHbl DNS-cepBepa, nonyyeHHsle no DHCP;
* Manual — Heobxoammo ykasaTb DNS-cepBepa Bpy4Hyto.

,ﬂ.ﬂﬂ BCTYMJ/ieHNA B CUny HOBOW KOH(*)I/IpraLl'I/II/I N BHECEHNA HACTPOEK B 3HEPIrOHE3AaBNCUMYIO NMaMATb HOXXMUTE

kHoMKy «Update».

4.5.3 MoameHto «IPv6 Tunnel»

B nogmeHto «IPv6 Tunnel» BbiNO/IHAETCS HAcTpoiika TyHHenMpoBaHus IPv6 BHyTpu IPv4. Vicnonb3yeTcsa
npoTokon ISATAP (Intra-Site Automatic Tunnel Addressing Protocol — npoTokon BHyTpucaiiToBOI agpecalui
TyHHenel4). Mo npoTokony ISATAP BbinonHseTcst uHkancynsums IPve-naketos B IPv4-nakeTbl Ans nepegayn no
IPv4-cetn. Mogaepxka AaHHOro (oyHKLUMOHa1a NO3BOSET YCTPONCTBY yCTaHaBNMBaTb CBA3b C YAa/IEHHbIMN

IPve-xocTamu.

Modify IPv6 Tunnel Settings

IPv6 Tunnel
ISATAP Status Enabled ® Disabled

ISATAP Capable Host satap (oo o000 33k J Hostname max 253 characters, Default: isatap)

ISATAP Query Interva 120 sec. (Range: 120-3600, Default: 120)

ISATAP Solicitation Interva
ISATAP IPvE Link Local Address
ISATAP IPvE Global Address

120 sec. (Range: 120-3600, Default: 120)

Click "Update”™ to save the new settings.
Updats

ISATAP Status — pexum paboTtbl npoTokona ISATAP:

* Enabled - pa3pelueHa pabota no npotokony ISATAP;

+ Disabled - 3anpelleHa pa6oTta no npotokony ISATAP.
ISATAP Capable Host — IP-agpec nnn DNS-ums mapiupytumsatopa ISATAP. 3HaueHue — isatap;
ISATAP Query Interval — nHtepsan BpeMenn mexay DNS-3anpocamu. MpuHumMmaeT 3HadeHme ot 120 o
3600 cekyHg. Mo ymonuaHuio — 120 cekyHg,
ISATAP Solicitation Interval — nHTepBan BpeMeHM MexX/y CO06LLEeHMAMM onpoca MapLupyTusaropa
ISATAP. MpunHumaet 3HaveHns ot 120 go 3600 cekyHA. o ymonyanuio — 120 cekyHp;
ISATAP IPv6 Link Local Address — nokanbHbliii IPv6-agpec ycTpoIiCTBa;
ISATAP IPv6 Global Address — rnobanbHblii IPv6-agpec ycTpoiicTea.

[na BCTynneHns B culy HOBOW KOHCOUIypaLumn 1 BHECEHUSI HACTPOEK B 9HEProHe3aBNCHMYHO NaMsATb HaXXMUTE

kHonky «Update».
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4.5.4 TMopmeHto «Wireless Settings»

B nogmeHto «Wireless Settings» BbINoNHATCA HACTpoOlikn 6ecnposogHoii Wi-Fi ceTn. YCTpoicTBo umeet 2

HEe3aBUCKMbIX (IM3NYECKMX paanoVHTEPENCa, Kaxkablli N3 KOTOPbIX PaboTaeT B CBOEM PeXMME 1 AvanasoHe.

Radio 1 pa6oTtaeTt B gnanasoHe 5 Ty, Radio 2 — B gnanasoHe 2.4 I'Tu,

B npefcTaBneHHOM pasfene MeH NpUBOANTCS pasfe/ibHasi HAacTpolika A5 KaxXAoro pagvonHTepgerica.

Modify wireless settings

Country Russia v
Transmit Power Control on v
TSPEC Violaticn Interva 300 (Sec, Range: 0 - 900, 0 Disables)

Global Isclation

Radio Interface ® on Off

MAC Address ED:D9:E3:71:F5:40

Maode IEEE 802.113/nfac ¥
Channel Auto v
Airtime Fairness ® O Off

Radio Interface 2 * on Off

MAC Address ED:D9:E3:71:F5:50

Maode IEEE 802.11b/g/n v
Channel Auto v

Airtime Fairness * 0on Off

Click "Update” to save the new settings.
Update

+ Country — Ha3BaHue CTpaHbl, B KOTOPOIi paboTaeT Toyka focTyna. B 3aBMCUMMOCTU OT yka3aHHOro
3HauyeHus ByayT NPMMEHEHbI OrpaHMYeHns K MoIoce YacToT M MOLLHOCTU Nepeaarymka, Kotopble
[leCTBYIOT B A@aHHON cTpaHe. OT yCTaHOBEHHOM CTpaHbl 3aBUCUT CMNCOK AOCTYMHbIX YACTOTHbIX
KaHas10B, YTO B/IMSIET HA aBTOMATUYECKNiA BbIOOP kaHana B pexume Channel = Auto. Ecnu knneHTckoe
060pyfoBaH/e NNLEH3MPOBaHO A/18 UCNO/b30BaHUA B APYTOM permoHe, BO3MOXHO, yCTaHOBUTb CBSI3b C
TOYKOW [OCTyNa B TAKOM C/lyyae He yaacTcesi.

© BbI60p HENPABW/ILHOTO PErOHa MOXET NPUBECTU K NPOGIEMaM COBMECTUMOCTU C PasHbIMY
K/TMEHTCKMMU YCTPONCTBaMM.

+ Transmit Power Control — HacTpolika pexuma orpaHuyeHus napamerpa Transmit Power Limit:

+ On — MmakcumMasibHoe 3HavyeHne 3NVIM orpaHnymMBaeTcs B COOTBETCTBUM C 3aKOHOA4ATE/TbCTBOM
P® n He npesbiwaeT 100 MBT (16 ABM 13n1yyaemoii nepegaTymkoM MOLHOCTU ANa Anana3oHa
2.4TTu, 19 gBM nsnyyaemoii nepeaaT4NKoM MOLHOCTM Af1s AvanasoHa 5 Iru).

+ Off — makcumanbHoe 3HauyeHne ANVIM orpaHnumnBaeTcs OU3NYECKMMUN XapakTeEPUCTUKaMM
nepepatumka. Ans ycrpoiicteB WEP-2ac n WEP-2ac Smart makcumansHoe 3HadeHne SVINM ans
AnanasoHa 2.4 'y, — 18 abm, ana gnanasoHa Sy — 21 gbm.

« TSPEC Violation Interval — nHTepBan BpEMEHMN B CEKYHAAX, 3@ KOTOPbIA TOUKa AOCTyNa AO/MHKHA
COo00WMTL Yepes XypHan cobbiTnii nnam nocpeactsoM SNMP-trap 0 NpYCOEANHEHHbIX KANEHTaXx,
KOTOpble He NogaepXmBaloT 0b6sA3artefibHble npoueaypb! gonycka. NMpuHumaet 3HaveHne ot 0 go 900
cekyHg. Mo ymonuanuio — 300 cekyHz,

*+ Global Isolation — npn ycTaHOBMEHHOM dh/iare BK/IOYEHa M3015aUms Tpadmka Mexay KmeHTammn pasHblx
VAP 1 pa3HbIX pagmonHTepdeincos;
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* Radio Interface — cocTosiHMe paguonHTepdeiica:
+ On — Npu ycTaHOB/IEHHOM chnare pagnmovHTepdeic akT1BeEH;
+ Off — npn ycTaHOBNEHHOM (hriare paavovHTepdenc BbIK/HOUEH.
MAC Address — MAC-agpec pagnonHtepdeiica;
* Mode — BbiGOp pexnma paboTbl 6ecnpoBogHOro MHTepdelica cornacHo ctaHgaptam IEEE 802.11;
+ Channel - Homep KaHana gnsa paboTbl 6ecnpoBoAHO ceTu. MNpu BbiGope 3HaYeHUs «autox»
aBTOMaTU4eCcKn onpeaenseTcs KaHaa ¢ MeHbLUMM YPOBHEM MOMEX;
+ Airtime Fairness — pyHKUMs 3OUPHON pagmofoCTyMHOCTH:
+ On — nNpun ycTaHOB/IEHHOM ¢hnare (pyHKUMA akTuBHaA. DUpHOE BPpEMSA paBHOMEPHO
pacnpegenseTca Mexay nosb3oBarensimu;
+ Off — oyHKUMA BbIK/IOYEHA.

[lna BCTynneHns B culy HOBOW KOHOMIypaLumn 1 BHECEHUSI HACTPOEK B 9HEProHE3aBNCHMYIO MaMsATb HAXKMUTE
kHoMKy «Update».

4.5.5 MopmeHto «Radio»

B nogmeHto «Radio» BbINOMHATCA paclumMpeHHble HacTpoliku 6ecnposogHoit Wi-Fi cetn ans kaxgoro
pagnovHTepdelica.

Modify radio settings

Radioc |17

Status ® On Off

Mode |IEEE 802.11a/n/ac ¥

Channe Auto v

Channel Update Period Off v

Limit Channels
Channel |36 |40 |44 |48 |52 |56 |60 |64 |132|136(140|144(149|153|157|161| All

Use | | o [ o] | o

Channel Bandwidth 80 MHz »

Primary Channel Lower ¥

Transmit Power Limit 19 (dBm, Range: 1 - 19)

Advanced Settings =

TSPEC Settings [+]

Click "Update™ to save the new settings.
Update

* Radio — Bbl6op 6ecnposogHoro Wi-Fi nitepdpelica. Radio 1 pabotaet B gnanasoHe 5 'y, Radio 2
paboTaeT B gnanasoHe 2.4 ',
+ Status — cocTosiHue koHdurypmpyemoro Wi-Fi nitepdpelica:
* On - npu yctaHoBnieHHoM cpnare Wi-Fi nHTepdheiic BKNoYeH,;
+ Off — npn yctaHoBneHHoM conare Wi-Fi nHTepdelic BbIK/HOUEH.
* Mode - BbIGOp pexrma paboTbl 6ecnpoBOAHOr0 MHTepdeiica cornacHo ctaHgaptam IEEE 802.11.
« [Onsa Radio 1, paboTtatowero B gnanasoHe 5 Nu;
« IEEE 802.717a — 4acTOTHbI AnanasoH 5 'Tu, MakcumanbHas ckopocTb nepegayn 54 MouT/c;
+ IEEE 802.171a/n/ac — 4acTOTHbIn gnanasoH 5 L, MakcumMasibHasi CKOpoCTb nepeaayn 866
MoéwuT/c;
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* IEEE 802.11n/ac — 4acTOTHbIn gnanaloH 5 ML, MakcuMasibHasi CKOpoCTb nepeaayn 866
M6uT/c. BO3MOXHO NOAKNIOYEHME K/IMEHTOB TOMBLKO C NOAAEPXKOWN cTaHaapToB IEEE
802.11n/ac.
« [na Radio 2, paboTtatowero B gnanasoHe 2.4 I'Tu;
*+ |EEE 802.11b/g — 4acTOTHbIN AnanasoH 2.4 I'Tu, MakcumasibHas CKopocTb nepegayun 54
MéuT/c;
« IEEE 802.11b/g/n — 4acTOTHbIA AnanasoH 2.4 I'Tu, MmakcumanbHasa ckopocTb nepegayn 300
MéuT/c;
* 2.4 GHz IEEE 802.11n - 4yacTOTHbI Anana3oH 2.4 'Tu, MakcumanbHas CKOPOCTb nepefayv
300 M6uT/C. BO3MOXHO NOAK/IOYEHNE KNIMEHTOB TO/IbKO C NoAaepxkol ctaHaapTa IEEE
802.11n.
Channel — BbI6Op pagvokaHana ansa pabotsl Wi-Fi nHTepdelica. MNpu Bbibope 3HauveHus «Auto»
aBTOMAaTMYECKMN ONpeaensieTcs 1 BbICTAB/SAETCS HaMeHee 3allyM/IEHHbI KaHan (C yYETOM 3aaHHOTO
pervioHa), Ha KOTOPOM paboTaeT HaMMeHbLLEE KOIMYECTBO TOYEK AOCTYNa;
Channel Update Period — nepvog BpeMeHH, Yepes KOTOpbI ByaeT NpoMCXoAnTb aBTOMAaTMYeCcKuii BbiI6op
ONTUM&JIbHOTO KaHana;
Limit Channels — cnncok KaHas0B, U3 KOTOPbIX TOYKa AOCTYNa MOXeT BblibpaTb ONTUMasIbHbIN A/1A
paboTbl KaHaUu1 B pexnme «Autoy;
Channel Bandwidth — lwmprHa NOMOCbI NPOMYCKaHNS;
Primary Channel — napameTp MOXeT 6bITb M3MEHEH TONbKO Npu LWnpuHe kaHana (Channel Bandwidth),
pasHoli 40 MI'y,. Kanan 40 MI', MOXHO cuMTaTb COCTOSALWMM U3 ABYX KaHanoB no 20 MIu, KoTopble
rpaHuyaTt B 4acTOTHOM o6nactu. 911 ABa KaHasia no 20 MI'y, Ha3biBalOT NEPBUYHLIM U BTOPUYHBIM
kaHanamwu. NMepBUYHbIA KaHas ucnonblyetcs kaeHTammn ctaHgapTa IEEE 802.11n, koTopble
NoAAePXMBAOT TOMbKO MOJIOCY nponyckaHusa kaHasia 20 My,
* Upper — nepBuYHbIM KaHasiom 6yaeT BepxHuii kaHan 20 MMy B nonoce 40 My,
+ Lower — nepBMYHbIM KaHa/10M ByaeT HMmxHWUIA KaHan 20 MITy, B nonoce 40 MIu.
Transmit Power Limit — perynivpoBka MowHoCTK curHana nepegaryunka Wi-Fi 8 gbm.
+ [pwn BKIOYEHHOM pexume Transmit Power Control napameTp NpuHUMAaET cneaytoLwme 3HaueHus:
* B AnanasoHe 2.4 'y (Radio 2) — ot 8 go 16, no ymonuyaxuto — 16;
+ B gnanasoHe 5 'y, (Radio 1) Ha WEP-2ac — ot 1 go 19, Ha WEP-2ac Smart — ot 11 go 19, no
ymosyaHmo — 19.
+ [pwn oTkItO4YeHHOM pexume Transmit Power Control napameTp NpUHMMaEeT creaytolme 3HaueHns:
* B AnanasoHe 2.4 'y (Radio 2) — ot 8 go 18, no ymonuyaxuto — 18;
+ B gnanasoHe 5 'y, (Radio 1) Ha WEP-2ac — ot 1 go 21, Ha WEP-2ac Smart — ot 11 go 21, no
ymonyaHuo — 21.

KnueHtckme Wi-Fi ycTpolicTBa MOryT He NOAAEPXMBATb HEKOTOPbIE YACTOTHbIE KaHasbl. Ecnn HeT
MHopMaLMK O KaHanax, NoaaepXKuBaembIxX KIiMeHTaMu, pekoMeHayeTCca HasHadyaTb YacTOTHbIe
kaHanb! 1-11 ana gnanasoHa 2.4 'y n 36-48 gna gnanasoHa 5 Iy,

Mpw ycTaHOBKe YacTOTHOro kaHana u3 DFS-guanasoHa 52-144 sknioyeHve nHrepdeinca Wi-Fi
MPOVCXOAUT Yepe3 1 MUHYTY.
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UTo6bl NepeinTun Kk paclUMpeHHOMY CNMUCKY NapaMeTpOoB, HAXXMUTE KHOTMKY C N306paXeHneM CUMBOA «+»
HanpoTtuB «Advanced settings»:

OIESE Comdsience "

OFS Suppert 3'1 .

Musscom.an Feguiatony kode | E:'.IEEIE

Shant Guard kmerval Supparsed [N~

STEC Made data

Progecion g Samn ¥

Beacan el '.]':l:I IMsec, Rangs: 20 - 2000)

+ OBSS Coexistence — pexum aBToMaTU4eCKO CMEHbI LUNPUHBI KaHana ¢ 40 MMy, Ha 20 MITy, npu

3arpy>eHHom paauoadupe:
* On — pexuM BKJTOYEH;
+ Off — peXviM BbIK/HOYEH.

* DFS Support — mexaHu3M ArHaMUYecKoro Bblbopa 4yactoTbl. TpebyeT OT 6eCnpoBOAHbLIX YCTPOUCTB
CKaHvupoBaTb paavoadmp 1 nsberarb UCNO/Ib30BAHUS KaHaU10B, COBMNaZatoLLmMX C KaHasiaMu, Ha KOTOPbIX
paboTaloT pagnonokaumoHHble cuctemsl B 5 'L AvanasoHe. MNone 4OoCTyNHO 418 pefakTUpoBaHus
TO/IbKO B HacTpoiikax uHtepgoeica Radio 1, pabotatowlero B gnanasoHe yactot 5 Ty, MapameTp MOXeT
NMPUHUMATb 3HAYEHUS:

+ On — noggepxka MmexaHn3ma BK/IOUEHa,
+ Off — nogaepxka MexaHn3mMa BblK/lt0oUEHA.

* Multidomain Regulatory Mode — pexvum nepegayv ycTpoicTBOM MHOpMaL N O BbICTaB/IEHHOM pernoHe
B CNYXe6HbIX coobueHmnsx Beacon frame:

* Enable — pexum BKNHOYEH;
* Disable — pexuMm BbIK/TIHOYEH.

+ Short Guard Interval Supported — nogaepXka yKOpOYEHHOr0 3aLUTHOrO NHTEpBasia. YMeHbLUeHne
3alMTHOIO MHTEpBasia yBeIMymBaeT NponyckHy CNoCO6HOCTL. Mone AOCTYNHO A1 peAakTMpoBaHUs
npv YCNOBWW, YTO BbIOPaHHLIV pexum paboTbl pagnovHTepderica BknovaeT B cebs ctaHgapTt IEEE
802.11n. NMapameTp MOXET NPUHUMATb 3HAYEHUS:

+ Yes — Touka focTyna nepefaeT gaHHble, UCNosb3ya 3alunTHbIi nHTepBas B 400 HC npu o6LeHnn
C KNMeHTamu, KOTopble Takxe NoAAepXnBatoT KOPOTKUA 3aLLUTHbIN UHTepBaUT,
+ No — Touka goctyna nepegaet faHHble, UCNosb3ys 3awmnTHbI MHTepBa B 800 Hc;

+ STBC Mode — meTog, NpoCTPaHCTBEHHO-BPEMEHHOIO 6/104HOMO KOAMPOBaHWS, HaMpaB/EHHbIN Ha
NoBbILIEHNE HaAEeXHOCTU nepejayn AaHHbIX. [1one 4OCTYNHO A4/19 pefakTMpoBaHUs Npu yCrioBUK, YTO
BblGpaHHbI pexunm paboTbl pagnonHTepdelica BktovaeT B cebs ctaHgapt IEEE 802.11n. MapameTp
MOXEeT MPUHMMaTh CriefyroLime 3Ha4YeHNs:

+ Yes - Touka gocTyna nepegaeT OfuH NOTOK AaHHbIX Yepe3 HECKOSIbKO aHTEHH,;
* No - Touka focTyna He nepefaer OAUH U TOT e NOTOK AaHHbIX Yepe3 HECKO/IbKO aHTEeHH.

* Protection — pexum paboTbl NpeAoTBpaLLeHNss MEXCTaHUNOHHOW MHTepdepeHLnn:

* Auto — pexuMm BKJ/IHOYEH;
+ Off — peXviM BbIK/HOYEH.

+ Beacon Interval — nepvopg, NOCbIIKM MasiukoBbIX hpeimMoB. Ppeimbl nepesatoTcs 47151 06HapYKeHNs

TOUKM JocTyna B achupe. MapameTp npuHumaet 3HadeHne ot 20 go 2000 mc. Mo ymonyaHuio — 100 mc.
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DTIM Period |:_ | yRange: 129

Fragmemssan Thoeshad !.23-15 | Frange: z56- 2338, Even Humners)
ATS Trreshaid |.:':4-:T | {rang=: 0.ommam

Madmum Siafions |2'II .|-;F|n-|g=:l:l-m_,

WLAN List [ || aod. || -FenmeSsacne

Fixed Muiticast Rate Aagn ¥ [sdmms

Frame-burst Suppord ca o | [Boasis Downsiream Theoughomd]

DTIM Period — nHTepBas BpeMeHW nepes OTNPaBKoi curHana 6ecnpoBogHOMY KMEHTY, Haxo4saLwWwemycs
B CMALLEM pexnme, AN COOOLEHNS 0 TOM, YTO MakeT AaHHbIX OXUAaeT AoCTaBKu. [NapameTp npuHuMaeT
3HayeHuns ot 1 ot 255 mc. Mo ymonyaHuio — 2 Mc;

Fragmentation Threshold — nopor coparmeHTaumm dperima B 6aintax. MapameTp NPMHUMAET 3HAYEHUS OT
256 o1 2346. No ymonyaHuio — 2346;

RTS Threshold - yka3blBaeT unicno 6aiiT, yepes KOTOpoe NnocbliiaeTcs 3anpoc Ha nepegady (Request to
Send). YMeHbLUEHME AAHHOTO 3HAUYEHMS MOXET YYULINTL PaboTy TOYKM fOCTyna Npu 60/1bWoM
KO/IMYeCTBE NOAK/THOYEHHBIX K/TMEHTOB, OAHAKO 3TO YMeHbLUAeT 06LLYH0 NMPONYCKHYK CMNOCOOHOCTb
6ecnpoBogHoli ceTu. MNapameTp npuHuUmaeT 3HavyeHus ot 0 go 2347. Mo ymonyanuio — 2347,

Maximum Stations — MakCMasibHO AONYCTUMOE YMC/I0 NOAKNIYAEMbIX K pagMonHTepdIency KIMEeHTOB.
MapameTp npuHmMmaeTt 3HavyeHus oT 0 go 200. Mo ymonyaHuo — 200;

VLAN List — cnucok VLAN, paspeLueHHbIX /15 nepegayn B agomp (MCnonb3yeTcs COBMECTHO C PEXMMOM
VlanTrunk Ha VAP). HacTpoiika VLAN List ncnonb3yetcsi B TOM c/iyyae, eCnv B CTOPOHY K/TMEHTCKOIO
YCTpPOMCTBa HY>KHO nepegatb He oanH VLAN, a HecKonbko. HacTpoiika akTyanibHa Ans pexuma paboThbl
VAP - VlanTrunk. MakcumansHoe konnyectso VLAN, koTopoe MOXHO yka3aTb B crniucke — 20;

Fixed Multicast Rate — BbIGOP (PMKCMPOBAHHOM CKOPOCTM Nepefayn MynsTUKacToBOro Tpadmka. Mpu
Bbl6Ope 3HayeHusa «Auto» BbIGOP CKOPOCTU BbINOSTHAETCHA aBTOMaTUYeCKY;

Frame-burst Support — pexwum, N03BONALLMNIA YBENNUNTL NPOMYCKHYH CMOCOBHOCTb A/1S1 HUCXOASALLEro
noToka.

DHCP Replication an v
ARP Suppression an v
DHCP Sneoping Mode
WHT NS52 MCS0-MCS8 (13 - 156 Mbps)
WHT NS52 MCS0-MCS7 (13 - 130 Mbps)
WHT NS51 MCS0-MCS8 (6.5 - 78 Mbps)
MCS Rate Set VHT NSS1 MCS0-MCS7 (6.5 - 65 Mbps)
MCS15 (130 Mbps)
MCS14 (117 Mbps) -
Legacy Rate Sets
Rate (Mbps) s4|48|36[24]18[12] 9| 8
Supported b | Cd | Ea
Basic oo O O
- Rate Limit 50 (packets per second)
|_| Broadcast/Multicast Rate Limiting _
Rate Limit Burst | 75 (packets per second)
WHT Features O
TSPEC Settings
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« DHCP Replication — pennukauns DHCP-nakeToB B CTOPOHY K/MeHTa npu «on» — unicast, npu «off» —
broadcast;
+ ARP Suppression — mexaHn3M KoHBepTupoBaHus ARP-3anpocos 13 Broadcast B Unicast;
+ DHCP Snooping Mode — ynpaBneHune noaMTukon o6paboTkm onuun 82:
* Ignore — Ha To4YKe [OCTyna OTK/IYeHa 06paboTka onumy 82. 3T0 3HaYeHUe yCTaHOBEHO MO
YMOTYaHUIO;
* Remove - Touka gocTyna yganset 3HadyeHue onuum 82;
* Replace - Touka gocTyna noAcTaBnseT Uan 3aMeHseT 3HaveHre onuumn 82. MNpu ycTaHOBKe
[aHHOTO 3HaYeHUsA CTaHOBATCA AOCTYMHbLIMU [/1A PeAaKTUPOBaHUA cneyroLme napameTpbl:
* DHCP Option 82 CID Format:
+ String — Touka goctyna meHset cogepxumoe Circuit-ID Ha 3HavyeHue, koTopoe
HacTpamBaeTca Bpy4Hyto B none «DHCP Option 82 CID String»;
+ APMAC-SSID - Touka goctyna meHsieT cogepxumoe Circuit-ID Ha 3anuck Buga <MAC-
agpec Toukn goctyna>;<mms SSID, K KOTOPOMY MOAK/THOYEH KNNEHT>. TO 3HAYEHUNE
YCTaHOB/EHO MO YMOJ/TYAHUIO;
+ SSID - Touka goctyna meHset cogepxumoe Circuit-ID Ha nma SSID, k KoTopomy
MOAK/THOYEH K/INEHT.
* DHCP Option 82 CID String — 3Ha4yeHune oT 1 40 52 cMMBO/I0B, KOTOpPOe ByAeT nepegaBarbecs
B Circuit-ID B cnyvae, ecnu B napametpe «DHCP Option 82 CID Format» yka3aHo «String».
JlonyckatoTcsa TONbKO NaTUHCKME BYKBbI U LINIPBbI, 3HAKK «.», «-», «_»,

© Ecnu B napametpe «DHCP Option 82 CID Format» ycTaHOB/IEHO 3HauYeHue «String»
npwu atom none «DHCP Option 82 CID String» octasiocb nNycTbiM, TO TOYKa JoCTyna
o6ynet MmeHATb cogepxmmoe Circuit-ID Ha 3HavyeHue no ymonyaHuio: «kAPMAC-SSID».

* DHCP Option 82 RID Format:

+ String — TOYKa gocTtyna MeHseT cogepxmnmoe Remote-ID Ha 3HaueHue, KoTopoe
HacTpauBaeTcs Bpy4Hyto B nosne «DHCP Option 82 RID String»,

+ ClientMAC - Touka gocTyna MeHsieT cogepxmmoe Remote-ID Ha MAC-agpec
K/IMEHTCKOro YCTPOMCTBA. DTO 3HAYEHUE YCTaHOB/IEHO MO YMO/TYaHWIO;

+ APMAC - Touka gocTtyna MmeHsieT cogepxmmoe Remote-ID Ha cBoit MAC-aapec;

+ APdomain — Touka gocTyna MeHsieT cogepxmumoe Remote-ID Ha nmsi nocnegHero no
[epeBy [OMeHa, ykaszaHHOro B napametpe AP-Location, nponucaHHOro B HacTporikax
yCTpOiCTBa.

+ DHCP Option 82 RID String — 3Ha4yeHue oT 1 0o 63 CMMBOJI0OB, KOTOPOE ByAeT nepeaaBaTbCs
B Remote-ID B cnyyae, ecnn B napametpe «DHCP Option 82 RID Format» ykazaHo
«String». jonyckarTcs TONbKO /TAaTUHCKME BYKBbI U LUMPbI, 3HAKN «.», «-», «_».

© Ecnu B napametpe «DHCP Option 82 RID Format» ycTaHOBMEHO 3HadeHune «String» u
npwu atom nosie «DHCP Option 82 RID String» ocTtasiocb NycTbIM, TO TOYKa AoCTyna
6yaeT MeHATb cogepxmmoe Remote-ID Ha 3HaueHne no ymonyanmto: «ClientMAC».

* DHCP Option 82 MAC Format — napameTtp onpegenset dpopmar MAC-agpecos, KoTopble
nepegatorcs B CID n RID. MoXeT npuHMMaTh 3Ha4YeHUs:
+ default - MAC-agpec nepegaetcsi B 06bIMHOM hopmMarte, TakoM Xe, Kak B Onuum
"Client-Ethernet-Address" DHCP-naketa. B atom cnyvyae MAC-agpec, kak npasusio,
NMEET HXHWUIA pernctp 6yKB, a B KauecTBe pasfenutens BbicTynaeT ", Hanpuvep
"aa:bb:cc:dd:ee:ff". B nakeTte oH 6yaet nepegasatbes B ASCIl-kogmpoBke. 310
3HauyeHne yCTaHOB/IEHO MO YMO/YaHWIO;
* radius — MAC-agpec nepegaetcsa B RADIUS-chopmarte. B aTom cnyyae Bce 6yKBbl
nepeBoAsATCA B BEPXHUIA PerncTp, B Ka4ecTBe pasgenntens Boictynaet "-'. Mpumep
"AA-BB-CC-DD-EE-FF". B nakeTte oH 6yaeT nepegasatbcs B ASCII kognpoBke.
* MCS Rate Set — BbI6Op nogfepXxuBaemblx KaHas/IbHbIX CKOPOCTe 6ecnpoBOAHON Nepefayn AaHHbIX,

onpegensembix cneyndprkaymamm ctaHgaptos IEEE 802.11n/ac;
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+ Legacy Rate Sets — nogaepxvBaemble 1 TPAHCINPYEMbIE TOYKON AOCTyna Habopbl KaHa/TbHbIX
cKopocTei;

* Broadcast/Multicast Rate Limit — npyn ycTaHOBNEHHOM ¢onare BbIMOMHAETCA OrpaHMyeHme nepegaym
LUMPOKOBELLATENTbHOIO/MY/NLTUKACTOBOrO Tpadmka no 6ecnpoBogHoli ceTu. MNpu ycTaHoBKe donara
CTaHOBATCA AOCTYNHLIMU AN PefaKTUPOBaHWA creaytoLlme nons:

* Rate Limit — nopor ckopocTu nepegayn gaHHbix, nak/c. No ymonyanuto — 50 nak/c.;
* Rate Limit Burst — MakcMMasibHOE 3Ha4YeHue BCrsiecka Tpadvka, nak/c. Mo ymonyaHuo — 75 nak/
C.

* VHT Features — pyHKUMSA BKIIOYEHUS/BbIKNOYeHUA nogaepxkn VHT ckopocTtein. dyHkuma VHT BkiovaeT

nognepxky 256QAM. Mogaepxusaetcs ana ctaHgapTa IEEE 802.11ac.

TSPEC Settings =
TSPEC Mode off v
TSPEC Voice ACM Mode Off
TSPEC Voice ACM Limit 20 | (Percent, Range: 0 - 90)
TSPEC Fbt Voice ACM Limit lo | (Percent, Range: 0 - 90)
TSPEC Video ACM Mode Off v
TSPEC Video ACM Limit | i5 ||{r-"ercentJ Range: 0 - 90)
TSPEC Fbt Video ACM Limit [o | (Percent, Range: 0 - 90)
TSPEC BE ACM Mode Off v
TSPEC BE ACM Limit lo | (Percent, Range: 0 - 90)
TSPEC BK ACM Mode off v
TSPEC BK ACM Limit o | (Percent, Range: 0 - 90)
TSPEC AP Inactivity Timeout | 30 | {Sec, Range: 0 - 120, 0 Disables}
TSPEC Station Inactivity Timeout | 30 |(5ec, Range: 0 - 120, 0 Disables)
TSPEC Legacy WMM Queue Map Mode fo »
Click "Update™ to save the new settings.
; Update i

[nsa nepexoga k HacTpoiike napameTpoB TSPEC, HaXMUTE KHOMKY C N306paXeHNnem CMMBO/A «+» HanpoTuB
«TSPEC Settings»:

« TSPEC Mode - 8bI60p pexuma pabomsl TSPEC. Mo ymonyanuto — off (BbikntoueH). MoxeT npuHuMaTb
3HaYeHUs:

+ On — Touka goctyna obpabartbiBaeT Tspec-3anpochbl OT KNIMEHTOB. ICNosb3yiiTe 3Ty HACTPONKY,
€C/1 TouKa fgocTyna obpabatbiBaeT Tpadmk oT QOS-COBMECTUMbIX YCTPOWMCTB, TAKMX Kak
ceptudpmumpoBaHHble TenedoHsl Wi-Fi;

+ Off — TouKa gocTyna UrHopmpyeT Tspec-3anpockl OT KIMEHTOB. VICNonb3yiiTe 3Ty HACTPOliKy, ecnuv
Bbl HE XOTUTE MUCMob30BaTh Tspec A/19 QOS-COBMECTUMbIX YCTPOWCTB.

+ TSPEC Voice ACM Mode - pernameHTMpyeT 06s13aTenbHblii KOHTPOb gonycka (ACM) ans kateropum
ronocooro Tpadguka (Voice). Mo ymonuanuto — off. MoXeT npuHMmaTh cnegytolime 3Ha4YeHUS:

+ On — KMeHTy TpebyeTca OTNPaBUTb 3anpoc K TOUKe AOCTyna nepes oTnpaBKoi Uav NosyYeHnem
noToka ronocosoro Tpadguka Voice;

+ Off — KNMMEHT MOXET OTNPaBNATbL U NOMyYaTb r0/10COBOI Tpaduk Voice, He Tpebyst 4onycKkaeMoi
Tspec; Touka focTtyna urHopupyert 3anpocbl Voice Tspec OT K/IMEHTOB.

+ TSPEC Voice ACM Limit — onpegensaeT npegen oobema Voice Tpaduka. NMapameTp npuHUMaeT
3HadeHns ot 0 0o 90%. Mo ymonuaHuo — 20%;

+ TSPEC FBT Voice ACM Limit — onpegensieT BepxHuii npesen obbema Voice Tpaduka Ans KIMeHToB B
POYMUHre Ha JaHHOM ToYke AOCTyna C NOMOLLbLIO 6bICTporo nepexoga BSS. MapameTp npuHumaet
3HadeHns ot 0 go 90%. Mo ymonyaHuio — 0%;
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+ TSPEC Video ACM Mode — pernaMeHTUpyeT 06s3aTe/bHbIii KOHTPOsb gonycka (ACM) ans kateropum
Video-Tpadmka. Mo ymonuanuto — off. MoxeT npuHMmMaTh cregytowme 3Ha4YeHus:

+ On — KIMEeHTy TpebyeTcs OTNpaBuTb 3anpoc K TOYKe AOCTyna nepes oTnpasBKov Un NonyyeHnem
notoka Video-Tpaduka;
« Off — KNNEHT MOXET OTNpaBnATbL U nony4yaTb Video-Tpadmk 6e3 HE06X0AMMOCTK 3anpoca.

« TSPEC Video ACM Limit — onpegensieT BepxHuin npegen obbema Video-tpaduka. NMapametp npuHUMaeT
3HadeHns ot 0 0o 90%. Mo ymonyaHuo — 15%;

+ TSPEC FBT Video ACM Limit — onpefensieT BepxHuin npegen oobema Video-Tpaduka ans KIMeHToB B
POYMUHIe Ha 3TOI Touke A0CTyna ¢ NOMOLLbI0 6bICTporo nepexoga BSS. MapameTp npuHumaeT
3HadeHns ot 0 go 90%. Mo ymonyaHuio — 0%;

« TSPEC BE ACM Mode — pernaMmeHTUpyeT 06513aTe/bHblli KOHTPO/b Aonycka Ans kareropun Best Effort
Tpadwmka. Mo ymonuaHuio — off. MoXeT npMH1MaTh cneayroLlme 3HaueHns:

+ On — KIMEeHTy TpebyeTcsa OTNpaBuTb 3anpoc K TOYKe AocTyna nepes oTnpasBKov Uin nonyyeHnem
notoka Tpadmka kateropum Best Effort;

+ Off — KNNEHT MOXET OTNPaBNATbL U NonyyaTb Tpadmk kateropun Best Effort 6e3 HeobxoamMMocTu
3anpoca.

« TSPEC BE ACM Limit — onpefensieT BepxHuii npegen obbema Tpacuka kateropun Best Effort gns
KNMEHTOB B POYMMHIe Ha 3TOIN TOUKe AOCTyna C NOMOLLbIO 6bICTporo nepexoga BSS. Mapametp
npuHumaeT 3HaveHusa ot 0 o 90%. Mo ymonyaxumio — 0%,

+ TSPEC BK ACM Mode — pernameHTUpyeT 06513aTe/IbHbIii KOHTPOb A0MyCKa ANs KaTeropum
Background-tpacuka. Mo ymonyanuio — off. MoXeT npyHUMaTh crefyolime 3HaueHus:

+ On — KMeHTy TpebyeTcs OTNpaBuTb 3anpoc K TOYKe AoCTyna nepes oTnpasBKov Uin nonyyeHnem
noToka Tpadmka kateropum Background;

« Off — KNMMEHT MOXET OTNPaBNATL U NosyyaTb Tpadmk kateropum Background 6e3 Heo6xoanMocCTH
3anpoca.

+ TSPEC BK ACM Limit — onpenenseT BepxHuii npegen obbema Tpadumka kateropmm Background ans
KNMEHTOB B POYMMHIe Ha 3TOIN TOUKe AOCTyna C NOMOLLbIO 6bICTpOro nepexoga BSS. Mapametp
npuHumaeT 3HaveHus ot 0 o 90%. Mo ymonyaxumio — 0%,

+ TSPEC AP Inactivity Timeout — BpeMs, N0 UCTEYEHNIO KOTOPOro ByAYT YAANATLCA HEAKTUBHbIE KNIMEHTHI C
Touku goctyna (npoeepsietcst notok downlink). MapameTp npuHUMaeT 3HaueHust ot 0 o 120 cekyHa, Mo
ymonuyaHuio — 30 cekyHz,;

+ TSPEC Station Inactivity Timeout — BpeMs, M0 UCTEYEHUNIO KOTOPOro ByayT yAanAaTbCA HeaKTUBHbIE
K/IMEHTbI € ToukM gocTyna (npoBepsieTcs noTok uplink). MapameTp npuHumaeT 3HadeHus ot 0 go 120
cekyHpg. Mo ymonuanumto — 30 cekyHp,

« TSPEC Legacy WMM Queue Map Mode - BbiGepute On, 4TOo6bI NoNyYaTb TpadnK pasnnyHbIxX
KaTeropuii Ha ouepeasix, pabotatomx B AKM.

[lna BCTynneHnsa B culy HOBOW KOHOMIypaLumn 1 BHECEHUSI HACTPOEK B 9HEProHE3aBNCHMMYHO MaMSATb HaOXKMUTE
kHOMKy «Update».
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4.5.6 MoameHto «Scheduler»

B nogmeHto «Scheduler» BbinoAHAETCS HAcTpoiika naaHMpoBLuKa paboTel Tovek gocTyna. C NoMOLLbo
HacCTpOeK JaHHOr0 MEHI0 MOXHO CKOH(pUrypmpoBaTh BpeMsi paboTbl ONpeAeneHHoro pagnonHtepderica nm
BMPTYasibHOM TOYKM AOCTYMNa.

Scheduler Configuration

Global Scheduler Mode: ®) Enable Disable

Scheduler Operational Status
Status: up

Reason:| IsActive

Scheduler Profile | Range: 1-32 add |

chars)

Rule Configuration
Select Profile test. V| Remove |
Set Schedule Daily
*! Weekday
Weekend
On: Sunday _V

| Add Rule |

Profile Name Rule ID Day of the Week Start Time End Time

Modify Rule Remove Rule

* Global Scheduler Mode — Bk/to4eHME/BbIKTHOYEHME NNIAHNPOBLLMKA:
* Enable — nnaHpOBLLMK BK/THOUEH;
+ Disable — nnaHMpPOBLLVK BbIK/THOYEH.

Scheduler Operational Status — B pazgene npusoanTca MHGOPMALMA O COCTOSHUM PA6OTbI NIAHNPOBLLMKA:

« Status — cTatyc pa6oTbl NaHnpoBLuKa. MNapameTp npuHUMaeT 3HaveHust Up (BkntoueH) nnm Down
(BbikntoueH). Mo ymonuyaxuto — Down;
* Reason - pononHutenbHaa MHhopmauusi 0 COCTOSIHUM PaboTbl NIaHMPOBLUMKA:
+ IsActive — B paboyemM COCTOSAHUY;
+ ConfigDown — NNaHNPOBLLYK BbIK/TKOYEH, OTCYTCTBYHOT I1106a/1bHblE HACTPOIAKY;
+ TimeNotSet — NnaHMPOBLLMK BbIK/THOYEH, HA YCTPOINCTBE HE YCTAHOB/IEHO CUCTEMHOE BPEMS;
+ ManagedMode — nnaHMpPOBLUUK BbIK/TOYEH, YCTPONCTBO HAXOANTCS B peXrMe ynpaBeHus;
+ Scheduler Profile — nmsa cozgaBaeMoro npoduns nnaHmMpoBLmka. MoxeT cogepxaTb oT 1 go 32
CMMBOJIOB.

[nsa no6aeneHns npocmns B cuctemy ykaxute nms B none «Scheduler Profile» n Haxmute kHonky «Add».
Rule Configuration — B pasgene BbINo/HAETCS HACTPOlika NapameTpoB NPOW/IA NIaHMPOBLUMKA:

+ Select Profile — nma co3gaHHOro paHee Npoguns, 4719 KOTOPOro GyAeT BbINOMHATLCA HACTPOiKa
napamMmeTpoB;
+ Set Schedule — peHb Hepenn paboTbl NAAHNPOBLLMKA. MapaMeTp MOXET NpUHMMATL crieaytoLimne
3HaYeHus:
* Daily — exxefHEBHO;
+ Weekday — pabouve gHu;
+ Weekend — BbIXxoaHble OHY;

+ On — onpefenexHblil AeHb Hefenu, BbI6op KOTOPOro OCYLLECTBSIETCSA U3 BbiNaJatoLLero crnmcka.
MoxeT npuHumartb 3HadeHne Sunday, Monday, Tuesday, Wednesday, Thursday, Friday, Saturday.

+ Start Time — Bpemsl BKNHOYEHMSA paanovHTepdeiica nnn VAP. 3agaeTcs B BUAE YacCbl:MUHYTHI;
+ End Time — BpeMs Bblk/oueHus pagnonHtepderica nnm VAP. 3agaeTtcsi B BUAE YaCbl:MUHYThI.
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[N coxpaHeHus HOBOTO Npasw/ia NPoguas HaxxmmTe KHonky «Add Rule».
[nsa yaaneHusi npaeuna BbIGEPUTE NPaBUIO B CMIUCKE N HAXXMUTE KHOMKY «Remove Rule».
[ONsi U3MeHeHWsi HacTpPoeK NpaBua BbIbepuTe NpaBuio U HaxmmTe kHonky «Modify Rule».

[lna BCTynneHns B culy HOBOW KOHMIypaLumn 1 BHECEHUSI HACTPOEK B 9HEProHE3aBNCHMMYIO MaMsATb HAOXKMUTE
kHoMKy «Update».

4.5.7 NMopameHto «Scheduler Association»

B nogmeHio «Scheduler Association» BbINO/IHAETCS NpMBA3Ka Co34aHHbIX B nogmeHto «Scheduler» npasun
nnavvposLmka K VAP nnn pagnonHtepdericam.

Scheduler Association Settings

Radio Scheduler Profile Operational Status
1 w up

2 | w | up

Radio _i el

VAP Scheduler Profile Operational Status
0 |test w| up

1 w down

2 | ! v down
3 | i Ll down
4 . vl down
3 V_ down
6 W | down
7 ~ up

8 L 2o down
9 ! V_ down
10 | ! v down
11 | i W down
12 . v down
£k v_ down
14 W | down
15 w down

Click "Update" to save the new settings.
Update

B cton6ue «Scheduler Profile» HanpoTte Homepa Radio nin VAP, kK KOTOPOMY HEOBGXOAMMO NPUMEHUTH
CO3/laHHOE paHee NPaBW/I0 M/IaHMPOBLLMKAE, yCTaHOBUTE MMS NPOW/IA M/IaHMPOBLLMKA.

3HaueHus B cTtonbue «Operational Status» HOCAT MHpOPMALMOHHBIN XapakTep U ykasblBatoT Ha CTaTyc, B
KoTopom Haxogutcs VAP nnn pagnonHTepdeinc Toukm goctyna: up — BKIto4YeH, down — BbIK/IHOYEH.

[lna BCTynneHns B culy HOBOW KOHOMIypaLumn 1 BHECEHUSI HACTPOEK B 9HEProOHE3aBNCHMMYHO NMaMSATb HaXXMUTE
kHOMKy «Update».
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B nogmeHto «VAP» BbINO/HAETCS HACTPOKa BUPTYasibHbIX ToUek goctyna Ha Wi-Fi nitepdpeiicax, a Takxke
HacTpolika napameTpoB RADIUS-cepBepa. Ha kaxxgom pagmonHTepgience ToUKM 4OCTyNa MOXET ObITb
CKOHGMryprpoBaHo A0 16 BUPTYyasibHbIX TOYEK AOCTYnNa.

Modify Virtual Access Point settings

Global RADIUS Server Settings
RADIUS Domain: | |

RADIUS IP Address Type: (s
RADIUS IP Address

RADIUS IP Address-1:
RADIUS IP Address-2:
RADIUS IP Address-3:

IPvd
192.168.1.1

IPv6

WPA Versions: v wWpa.TKIP

RADIUS Domain:
RADIUS IP Address Type:

RADIUS IP Address:

WPAZ-AES
Enabie Pre-authentication
Use Global RADIUS Server Settings

| enterprise service root

* IPvd
|172.16.0.134

IPvE

RADIUS Key:

RADIUS Key-1:
RADIUS Key-2:
RADIUS Key-3:

Radio

VAP Enabled VLAN ID SSID
o v

RADIUS IP Address-1:
RADIUS IP Address-2:
RADIUS IP Address-3:

|
|
|
|
cessesan |
|
|
J

RADIUS Key:

Enable RADIUS Accounting

RADIUS Key-1:
RADIUS Key-2:
RADIUS Key-3:
~ Enable RADIUS Accounting
RADIUS IP Address v
| (Range:0-86400)
| (Range:30-86400, 0 Disables)

Active Server:
Broadcast Key Refresh Rate (0
v

Session Key Refresh Rate |0

802 11k MAC Auth Type

Disabled v | [=]

Broadcast SSID Station Isolation Band Steer DSCP Priority WLAN Trunk General Mode General VLAN ID VLAN Priority Security

(148 | Ettex-Local 4 o 11 0w WPA Enterprise v

Global RADIUS Server Settings — B gaHHOM pa3gene BbINO/HAKTCS rnobaibHble HACTPOIKN aBTopM3auumn no
RADIUS-npoTtokony:

RADIUS Domain — poMeH nonb30Baresns,;

RADIUS IP Address Type — Bbibop npoTtokona IPv4 nnn IPvé gnsa goctyna Ha cepsep RADIUS;
RADIUS IP Address — agpec ocHoBHoro RADIUS-cepBepa. MNpu HegocTynHocT ocHoBHoro RADIUS-
cepBepa, 3anpockl byayT OTNPaBAATLCS HA pe3epBHbIE cepBepa YKkasaHHble B nonsix RADIUS IP
Address-1, RADIUS IP Address-2, RADIUS IP Address-3;

RADIUS IP Address-1, 2, 3 — pe3epsHble agpeca RADIUS-cepsepa. Npn HeAOCTYNHOCTM OCHOBHOTIO
RADIUS-cepBepa 3anpochl 6yayT OTNpaBnisiTbCs Ha PE3EPBHbIE;

RADIUS Key — naponb ang astopmsaunn Ha ocHoBHoM RADIUS-cepBepe;

RADIUS Key-1, 2, 3 — naponu gna astopu3sauumm Ha pesepsHbix RADIUS-cepBepax;

Enable RADIUS Accounting — npu yctaHoBneHHOM thnare 6yayT oTnpaBnsaTbCsl coobueHns «Accounting»
Ha RADIUS-cepsep.

HacTtpoiika BUPTya/ibHbIX TOYEK AocTyna:

Radio — BbI6Op pagmounHTepdeiica, Ha KOTopoM Heobxoanmo HacTpouTb VAP. Radio 1 — HacTpoiika VAP
B AnanasoHe 5 Ty, Radio 2 — HacTpoiika VAP B ananasoHe 2.4 T,

VAP — nopsiaKoBbIi HOMEpP BUPTYasIbHOW TOYKU JOCTYrNa Ha paguovHTepdeiice;

Enabled - npw yctaHOBNeHHOM chnare BUpTyasibHas ToUKa AOCTyNa BKAKYEHa, MHa4Ye — BbIK/HYEHa:
VLAN ID - Homep VLAN, ¢ KOToporo 6yaet cHuUMaTbcs MeTka npu nepegade tpaduka Wi-Fi knneHtam,
NOAK/TOYEHHbIM K AaHHo VAP. Tpu npoxoxaeHnn Tpadnka B 06paTHy0 CTOPOHY Ha HETErMpPOBaHHbIN
Tpaduk oT KNneHToB 6yaeT HaBelumBaTbest MeTka VLAN ID (npu otkntoueHHom pexume VLAN Trunk);
SSID — nms 6ecnpoBOAHOI CETY;

Broadcast SSID — npu ycTaHOBNEHHOM dofiare BK/OYEHO BellaHue B achmp nmenu SSID, nHaue —
BbIK/1HOYEHO;

Station Isolation — npn ycTaHOBNEHHOM chnare BKIKYEHA N301AUNS Tpadinka Mexay KnMeHTamm B
npegenax ogHoii VAP;

Band Steer — npy ycTaHOBNEHHOM (hriare akTUBHO NPUOPUTETHOE NOAKIYEHNE KnneHTa K 5 'y, cetu.
[na pa6oTbl hyHKUMOHaNa Heobxoaumo cosgatb VAP ¢ ognHakoBbiM SSID Ha Kaxaom
paavounHTepcpeice n akTMBMpoBaThb Ha HUX NapameTp «Band Steer,
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802.11k — BknounTb nogaepxky ctaHgapta 802.11k Ha VAP. ina pa6oTbl poymuHra 802.11k
Heobxo4MMa noagepxka crtaHgapra co CTOPOHbI KIMEHTOB. Vcnosib3oBaHre (oyHKLMOHa1a BO3MOXHO
TO/IbKO MPY UCMOob30BaHuu cepsuca Airtune;
DSCP Priority — npu ycTaHoB/1IeHHOM (pnare 6yaeT aHanimsnpoBaTbCa npuopuTeT us nona DSCP
3arosioBka |P-naketa, npu cHATOM chnare 6yaeT aHanusmposaTbes npuoputeT 13 nonst CoS (Class of
Service) TerMpoBaHHbIX NAKETOB;
VLAN T runk — npv ycTaHOB/NIEHHOM (hriare 6eCnpoBOAHOMY KNMEHTY nepesaeTcs TerMpoBaHHbIi
Tpadvk;
General Mode — npu ycTaHOB/IEHHOM dhnare paspeluaercs nepegadya 6ecnpoBofHOMY KIMEHTY
HeTermMpoBaHHOro Tpaduka COBMECTHO C TETMPOBaHHbLIM (4OCTYMNHO NPV BK/IOYEHHOM pexume VLAN
Trunk);
General VLAN ID - c ykazaHHoro VLAN ID 6ygeT cHumaTbea meTka, fanee Tpaduk atoro VLAN 6yaet
nepefaH kKnneHTy 6e3 Tera. Mpu npoxoxaeHun Tpacumka B 06paTHY0 CTOPOHY HA HETETMPOBaHHbIM
Tpadhmk 6yaeT HaBewmBaTbcs MeTka General VLAN ID;
VLAN Priority = npuopuTteT 3-r0 YPOBHS, KOTOPbI ByAeT HazHaYaTbCsA Ha NakeTbl, NpuxoasLine ot
KNIMeHTa, NOAKMIOYEHHOTO K AaHHol VAP, 1 nepefaBaemMble Aaniee B NPOBOAHYHO CETh;
Security — pexum 6e30nacHoOCTM AOCTyna K 6eCnpoBOAHON CETU:

* None - He ncnonb3oBaTth WWU(POBaHUE A1A nepefayn faHHbIX. Touka AoCTynHa Ans

MOAK/TIOYEHMA NHOOOTO K/TMEHTS,;
* WPA Personal — wudpposaHne WPA n WPA2. Mpu BbIGOpe faHHOIO pexvmMa AOCTYMNHbI
cnepyloLme HacTPOnKu:

WPA Versions: WPA-TKIP (%] weaz-ags

Key: |

Broadcast Key Refresh Rate if_'l | (Range:0-B6400)
MFP v/ Mot Required Capable Required

WPA Versions — Bepcusa wudposaHusa: WPA-TKIP, WPA2-AES;

+ Key — WPA-kntou. nivHa Krtoda coctasnset ot 8 Ao 63 cMBOOB.

* Broadcast Key Refresh Rate — nHTepBan 06HOB/IEHUS LUMPOKOBELLATE/IBHOIO K/toua.
MpuHumaeT 3HaveHuns ot 0 go 86400. Mo ymonyaxuio — 0;

* MFP - HacTpoiika pexvmMa 3almTbl KIIMEHTCKMX (DperiMOB:

* Not Required — He nCNOMb30BaTh 3aLMTY;

+ Capable — ncnonb3oBarb 3almTy NPy HAIMUYNY BO3MOXHOCTW,

* Required — ncnonb30Bath 3almTy 06513aTe/IbHO, BCE K/IMEHTbI AO/MKHbI NOAAEPXNBATb
CCX5.
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WPA Versions: || wpa-TkIp (v weaz-aes
Enable Pre-authentication
MFP L4 Mot Reguired Capable
Use Global RADIUS Server Settings

RADIUS Domain: i |

RADIUS IP Address Type: () 1pya 1PvE

RADIUS IP Address: | 192.168.1.1 |

RADIUS IP Address-1:

RADIUS IP Address-2:

RADIUS IP Address-3:

| |
! |
| |
RADIUS Key: |ssssnnee |
| |
| |
| |

RADIUS Key-1:
RADIUS Key-2:
RADIUS Key-3:
Enable RADIUS Accounting
Active Server: | RADIUS IP Address W |
Broadcast Key Refresh Rate |0 | (Range:0-86400)
Session Key Refresh Rate !Cl | (Range:30-86400, 0 Disables)

+ WPA Enterprise — pexum i1 poBaHNs KaHana 6ecnpoBoAHON CBA3W, NPU KOTOPOM KNIMEHT
aBTOpPU3YyeTCs Ha LeHTpannsoBaHHOM RADIUS-cepBepe. [ns HACTPOIiKN AaHHOro pexunma 6e30nacHocTu
TpebyeTcs ykazaTb napametpbl RADIUS-cepBepa (BO3MOXHO mcnosnb3oBaHve 10 4 RADIUS-cepeepoB
0[IHOBPEMEHHO, HO C YKa3aHVWeM OfIHOr0 aKTUBHOIO Ha [laHHbI MOMEHT). Takxe TpebyeTcs yka3aTb
[OMEH, BEpPCUN NPOTOKO/IOB pexuma 6e3onacHocTy 1 knum ansa kaxxaoro RADIUS-cepsepa. Mpu
BbIOOpE AaHHOTr0 pexnma 6yaeT AOoCTYNHa crieayollas HacTpoika:

* WPA Versions — Bepcus wngoposanms: WPA-TKIP, WPA2-AES;

« Enable Pre-authentication — npu ycTaHOBNeHHOM donare Ucnosnb3yeTcsa npoueaypa
npeaBapuTesibHON NPOBEPKN NOASIMHHOCTY ANA 6ecnpoBoAHbIX KNneHToB WPA2.
MpepngapuTenbHasa ayTeHTUumkaumnsa no3sosiser MoOOUIbHOMY K/TMEHTY ayTeHTUMLMPOBATLCA Ha
[IPYrOiA, pacnonoXeHHoW No6NN30CTM TOUKe AOCTyNa, 0OCTaBasiCh "NpuBA3aHHbIM" K CBOE
NnepBUYHOI TOUKe JocTyna. B aTom criyyae cokpaliaetcsi Bpemsl, B TedeHne KOTOPOoro CBA3b /14
K/IMEHTA, BbIMO/THAOLLETO POYMUHT, HE AOCTYMNHA NpY OXngaHum NnpoBepkn nogimHHoct RADIUS B
npowecce nepeagpecauunu;

* MFP — HacTpoiika pexuma 3aluTbl KNIMEHTCKUX hpeliMOoB:

Not Required — He ncnonb3oBaTh 3alLUTY;
Capable — ncnonb3oBatb 3aLMTy NPU HAINYUN BO3MOXHOCTW.

+ Use Global RADIUS Server Settings — npun ycTtaHoBke thnara 6yayT NCNnosb30BaTbCst HACTPOKM
Global RADIUS Server Settings, ykazaHHble B BEpXHel 4acTu cTpaHuLbl. YTo6bl NCMOMb30BaTb
otaenbHblt RADIUS-cepep anst VAP, cHumuTe donakok n eeegute IP-agpec, naponb RADIUS-
cepBepa v gpyrve faHHble B criegytoLume nons:

RADIUS Domain — poMeH nonb30Baresns,;

RADIUS IP Address Type — Bblibop npoTtokona IPv4 nnn IPvé gnsa goctyna Ha cepsep
RADIUS;

RADIUS IP Address — agpec ocHoBHoro RADIUS-cepBepa. MNpu HeAOCTYNHOCTM OCHOBHOIO
RADIUS-cepBepa, 3anpockl 6yayT oTNPaBnsaTbCA HA Pe3epBHbIE CepBepa yKasaHHbIe B
nonax RADIUS IP Address-1, RADIUS IP Address-2, RADIUS IP Address-3;

RADIUS IP Address-1, 2, 3 — pe3epBHble agpeca RADIUS-cepsepa. MNpun HeA0CTYNHOCTH
ocHoBHoro RADIUS-cepBepa 3anpochl 6yayT oTNPaBsiTbCS HA PE3EPBHbIE;

RADIUS Key — naponb ang astopmsaunn Ha ocHoBHOM RADIUS-cepBepe;

RADIUS Key-1, 2, 3 — naponu gna astopu3saumn Ha pesepsHbix RADIUS-cepBepax;

Enable RADIUS Accounting — npu ycTaHoBNeHHOM dhnare 6yayT oTnpaBnisaTbCsl COOOLEHNS
«Accounting» Ha RADIUS-cepsep.
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+ Active Server — BblbepuTe, K kakomy 13 YeTbipex RADIUS-cepBepoB fomkeH obpatutecs VAP ana
ayTeHTUdomKaumm 6ecrnpoBOAHbIX KITIMEHTOB.

* Broadcast Key Refresh Rate — nHTepBan 0GHOBNEHNSA LUIMPOKOBELLATENbHOIO (rPYNNoBOro) Koya
ANnsa knneHToB gaHHoro VAP. MapameTp npuHumaet 3HadeHus ot 0 go 86400 cekyHa. Mo
ymonyaHuto — 0. 3HadyeHune 0 ykasbiBaeT Ha TO, YTO LUMPOKOBeLLaTe IbHbIV KoY He 06HOBNSETCS.
LLinpokoBeLLaTenbHbIN Koy He 06HoBNAEeTCA, korga Ha VAP BkntoueH Fast Transition (IEEE
802.11r).

+ Session Key Refresh Rate — nHTepBan 0GHOBIEHNSI CECCUOHHBIX K/THOUEN A1 KaKAOr0 KAMeHTa
AaHHoro VAP. MapameTtp npuHnumaet 3HaveHns ot 30 go 86400 cekyHg,. Mo ymonyanuio — 0.
3HaueHve 0 yKa3blBaeT Ha TO, YTO CECCUMOHHbIN K104 He OBHOB/ISETCS.

* MAC Auth Type — pexum ayTeHTudumkauns knnentos no MAC-agpecy:

+ Disabled — He ncnonb3oBaTb ayTeHTUMKaumo kKnneHToB no MAC-agpecy;

* RADIUS - ncnonb3osatb ayTeHTUdukauuio knmeHTos no MAC-agpecy ¢ nomousto RADIUS-
cepsepa;

+ Local — ncnonb3oBaTtb ayTeHTMdINKaLMIO KMeHToB No MAC-agpecy ¢ NOMOLLbIO /I0Ka/TbHOrO
cnuncka agpecos, CHOPMUPOBAHHOTO Ha AaHHOM ToUKe AocTyna.

[lna BCTynneHnsa B culy HOBOW KOHOUIypaLumn 1 BHECEHUSI HACTPOEK B 9HEProOHE3aBHCHMYIO MaMSATb HAXKMUTE
kHoMKy «Update».

58



PykoBogacTBo no akcnayatauuu WEP-2ac, WEP-2ac Smart

4.5.9 MopmeHto «VAP Minimal Signal»

B nogmeHto «VAP Minimal Signal» BbinonHsaeTca HacTpolika pyHKLMK oTKAodeHus knneHTckoro Wi-Fi
060py0BaHNsA NMPU HU3KOM YPOBHE CUrHasa, NPUHMAaeMOM OT Hero. MNprMeHsieTcs ANns onTuMu3aLnum
6eCLUOBHOCT/ POYMUHIa Ha CETH.

Modify Virtual Access Point minimal signal settings
Radic |1 ¥

VAP Minimal signal Enable Minimal signal (dBm, Range: -100 - -1} Check signal timeout (Sec, Range: 1 - 300)
0 L4 =73 10
1 -100 10
2 -100 10
3 -100 10
4 -100 10
5 -100 10
6 -100 10
7 -100 10
8 -100 10
9 -100 10
10 -100 10
11 -100 10
i2 -100 10
13 -100 10
14 -100 10
15 -100 10
Click "Update” to save the new settings.

Update

* Radio — BbIGOp HAcCTpanBaemMoro pagmonHTepgeinca;

+ VAP - HOMep BMUPTYa/IbHOW TOYKM OOCTYNa;

* Minimal signal Enabled — npun yctaHoBneHHoM chnare BkntoveHa pyHkuyma Minimal Signal;

* Minimal signal, dBm — ypoBeHb curHana B AbM, HKe KOTOPOro NPOMCXOAUT OTK/IIOYEHME K/TUEHTCKOTO
obopyaoBaHus. NMpruHMMaeT 3HavyeHume oT -100 go -1;

*+ Check signal timeout, s — nepuog BpeMeHu, No NCTe4eHn KOTOPOro NPUHMMaEeTCsa pelleHne 06
OTK/THOYEHUM KNMEHTCKOro obopyaosaHus. MpuHumaet 3HadeHms ot 1 go 300 cekyHa. Mo ymonyaHuio —
10 cekyHA.

[lna BCTynneHns B culy HOBOW KOHOMIypaLumn 1 BHECEHUSI HACTPOEK B 9HEProHe3aBNCHMMYHO NaMsATb HAXKMUTE
kHonky «Update».
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4.5.10 NMopameHto «Fast Bss Transition»

B nogmeHio «Fast Bss Transition» nponssogunTca HacTporika poymunHra 802.11r mexay 6a30BbIMU CTaHLMAMM.

Fast Bss Transition Parameters

Fast Transition Mode off ¥

FT owver DS off *

Mobility Domain 0 (D - 65535)

RO Key Holder (1 - 48 characters)
Rl Key Holder (0 0 0 0 303 30 )
Reasscciation Deadline  |1000 (1000 - 4294557255)

Click "Update™ to save the new settings.

Update

MapameTpbl Fast Bss Transition

* Radio — Bbl6Op pagnonHTepdelica, Ha KOToOpom GyaeT HacTpoeH FBT;

+ VAP - HOMep BUPTYasIbHOW TOYKM JOCTYNa, HAa KOTOPOi 6yaeT HacTpoeH FBT;

* Fast Transition Mode — akTuBaumsa pyHKLMM BbICTPON Nepefayn 6azoBoro Habopa cnyxo ans
YCKOpeHMA npouecca ayTeHTMdurKauum Ha Touke JocTyna:

* On — OYHKUWS BK/IOYEHS,
+ Off — doyHKUMA BbIK/IOYEHA.

* FT over DS — BKnoueHne mexaHn3ma obmMeHa mexay 6a30BbiMU CTaHUUAMU Yepes NPOBOAHYIO CETb.
Mpy HEOBXOANMOCTM COBEPLUNTL POYMUHT K/TMEHT OTMNPAB/ISAET Ha TeKyLLYo Touky goctyna FT Action
Request Frame ¢ Heo6xoAMMbIMU aBTOPU3aLMOHHLIMW AaHHbIMU. Tekyllan Touka AocTyna
NHKancynupyeT AaHHbI hpeiim 1 nepeHanpas/iseT Ha Le/1eByt TOUKY A0CTyna Yepes NpOoBOAHYH CETb.
LleneBas Touka focTyna noareepxaaeT BO3MOXHOCTb ObICTPON ayTeHTUMKALMN UHKANCYIMPOBaHHbIM
coobueHnem Tekywein Touke goctyna FT Action Response Frame. TekyLian Touka goctyna nepecbinaet
3TO co0bLeHne KIMeHTy. Nocie OKOHYaHWs Npouecca KNMEHT OTCbIIAET Ha Lie/IeBYI0 TOUKY AOCTyna
3anpoc Reassociation. MNpu oTkntoveHHon doyHkuun FT over DS pabotaeT FT over AIR, B TakoM cnyyae
aBTOpM3auusa KMeHTa Ha LieneBoi ToUke JocTyna NponcxoauT C UCNOMb30BaHNEM CTaHAAPTHbIX
dhperimoB ayTeHTUGMKALNN:

* On — OYHKUWS BK/IOYEHS,
+ Off — oyHKUMA BbIK/IOYEHA.

* Mobility Domain — HOMep rpynnbl, B paMmkax KOTOpOii MOXeT ObiTb COBEPLUEH POYMUHT. MpuHUMaeT
3HadeHns ot 0 go 65535. Mo ymonyaHuio — 0;

* RO Key Holder - kntoy PMK-R0. MoxeT cogepxaTtb oT 1 g0 48 cumB0on0B. [LONOTHUTE/IbHO UCMNO/b3YeTCs
B KayecTBe ngeHtndukaropa NAS, kotopblli 6yaeT oTnpaBnsaTbes B coobueHun Radius Access Request;

* R1 Key Holder — kntou PMK-R1 B cpopmaTte MAC-azpeca XX:XX:XX:XX:XX:XX;

* Reassociation Deadline — makcumasibHOe paspeLleHHoe BpeMsi OXungaHusa 3anpoca «Reassociation» ot
ctaHumn. NpuHnumaet 3HaveHus ot 1000 go 4294967295 mc. Mo ymonyaxuio — 1000 mc.

[lna BCTynneHns B culy HOBOW KOHMIypaLumn 1 BHECEHUSI HACTPOEK B 9HEProOHEe3aBNCUMMYHO MaMSATb HaXXMUTE
kHOMKy «Update».

Mocne ykasaHnss OCHOBHbIX NapamMeTpoB HEOOXOAMMO HACTPOUTL B3aMMOAENCTBMNE C TOUKaMy AOCTyNa, Mexay
KOTOpbIMY ByAeT OCyLLeCTBNATLCA POYMUHT, 3a8aB8 MAC-apeca Touek AocTyna u KNuu.
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NASID RRB Key
MAC Address (1 - 48 characters) (16 characters)

Add
Remote RO Key Holder Data

Remaove

Click "Update” to save the new settings.
Update

R1 Key Holder RRB Key
MAC Address (MAC Address} 16 characters)

Add
Remote R1 Key Holder Data

Remove

Click "Update" to save the new settings.
Update

MAC Address — MAC-agpec TO4ku [OCTYNa, y4acTBYHOLLEN B POYMUHTE;

* NAS ID - ngeHtudpmkarop NAS, npyHumaeT 3HaveHue, ykazaHHoe B RO Key Holder;
* R1 Key Holder — kntou PMK-R1 B cpopmaTte MAC-azipeca XX:XX:XX:XX:XX:XX;

* RRB Key - kntoy ans wmdgposaHms RRM-coobLueHuii gsimHol 16 cMMBOsIOB.

[ns po6asneHns 3anvucy B Tabnuuy Haxmmute KHOMky «Addy.
[ns ypaneHusa 3anncy n3 Tabnuubl BblAe/MTe CTPOKY Y HOKMUTE KHOMKY «Remove».

[lna BCTynneHnsa B culy HOBOW KOHMIypaLum 1 BHECEHUSI HACTPOEK B 9HEProOHE3aBNCHMMYIO NMaMSATb HaXXMUTE
kHOMKy «Update».

4.5.11 TopgmeHto «Passpoint»

Passpoint — 3T0 doyHKLMA, NO3BONAOLWANA NO/Ib30BaTeNsAM 6eCLIoBHO nepexoanTb ¢ 3G/4G-ceTein Ha Wi-Fi
cetu.

Passpoint nogaepxuBaeT cnefyowye TUnbl ayTeHTUUKALUN:

« EAP-TLS (naeHTudmKauma Ha ocHoBe cepTudimkara),

+ EAP-SIM (naeHTudomKauma Ha ocHoBe AaHHbIXx GSM SIM-kapTbl),

+ EAP-AKA (nageHTudmKauma Ha ocHoBe AaHHbIx UMTS USIM),

« EAP-TTLS ¢ MS-CHAPV2 (3anpoc umeHu nosib3oBatesnsi U Naposns, ceptudoukar ans cepeepa).

Modify Passpoint settings

Radio |1 ™|

VAP | PPVAPD w |

Passpoint Parameters :

802.11u Status | Off v

Internet Access o] fhd

ASRA Off w

Network Access Type | Private Network W |
Interwaorking HESSID 00:23:45:67:8%:ab I(xx:xx:xx:xx:xx:xx}
P2P IE Status | off V_

P2P Cross Status Off w

IP Address Type Availability Information
1Pv4 Not Available v

IPvé Mot Available v |

Bbibepute paanonHTepgenc n BUpTyasibHyH TOUKY AOCTYNa, Ha KOTOpoi byaeT pabotaTk Passpoint
3anosiH1Te Nons Hke (N0 HeOBXOAMMOCTH).

* Radio - pagvnounHTepderiic, Ha KOTOPOM HeOBX0AMMO akTUBUPOBaTbL PYHKLMIO Passpoint;

61



PykoBogacTBo no akcnayatauuu WEP-2ac, WEP-2ac Smart

+ VAP - BupTyasibHasi Touka goctyna (SSID), Ha koTopoii He06X04MMO akTUBMPOBaTb (hyHKLMIO Passpoint.

MexceTeBble napameTpbl 802.11u (Passpoint parameters)

+ 802.7117u Status — BKNIOUNTL/BbIKOUNTE OYHKLUMIO Passpoint;

* Internet Access — BK/TIOUNTL/BbIK/TIOUNTL AOCTYN K VIHTEPHETY;,

+ ASRA (Additional Step Required for Access) — 006aBuTb/y6paTb LONOMHUTENbHBIN LIar aBTopr3auum
npv NoyyYeHun AOCTyna;

* Network Access Type — TN B3aMMOZEINCTBUSA C CETbIO AOCTyna:

Private Network — yacTHas ceTb;

Private Network with Guest Access — YacTHasi CETb C FOCTEBbIM AOCTYMNOM;

Chargable Public Network — Tapucmympyemasn nyonmyHas CeTb;

Free Public Network — 6ecnnatHas nybnuyHas cetb;

Emergency Services Only Network — ceTb ANns aBapuiiHbIX CNyX6 1 cnyx6 ckopoli noMoLy;
Personal Device Network — nuyHas ceTb YCTPOICTBa;

Test or Experimental — TecToBas CeTb;

Wildcard — B3anmogeiicTBue yepes Bayyepbl (wildcard-ceptudmkar);

* Interworking HESSID — MAC-agpec, eauHblil ANs BCEX TOYEK AOCTyna Of4HON CeTw.

NHdopmauus o Tune goctyna (IP Address Type Availability Information)

* IPv4 — HacTpolika gocTyna ucnonb3ys npotokon IPv4;
+ IPv6 — HacTpolika gocTyna ucnonb3ys npoTokon IPvé.

Network Authentication Type List

Auth Type Redirect URL
| Mot Configured ~ !(URL}

| Mot Configured ~ I(UP.L}

Not Configured v | {URL)

| Mot Configured v [ et configured | (uRLy
Venue Group Unspecified w
Venue Type Unspecified »

Venue Name List
Venue Name Language Code

Not Configured
ENG W |

Not Configured

| ENG v

Tunbi ayteHTucukauum B cetn (Network Authentication Type List)

+ Auth Type 