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Bepcua fOKymeHTa

JAara BbinycKa

CopeprkaHue UsmeHeHMmi

Bepcua 1.37

28.04.2023

CuHxpoHusaums c sepcuent MO 4.0.20

U3meHeHus B paspenax:

5.7.1 OnucaHue aprymeHTOB KOMaHA,

5.10.2 Hactpoiika VLAN u peKumoB KommyTauum uHtepdeincos
5.17.5 CemeiicTBO npoToKonos STP (STP, RSTP, MSTP), PVSTP+,
RPVSTP+

5.28.1 dyHKLUM 06ecneyeHnn 3aWwmTbl NOPTOB

5.35.3 HacTpoiika npotokona OSPF, OSPFv3

5.35.4 HacTpoiika npotokona BGP (Border Gateway Protocol)
5.35.5 Hactpoiika npotokona IS-IS

Bepcua 1.36

23.01.2023

CuHxpoHusauums c sepcuent M0 4.0.19

U3meHeHuUA B paspenax:

4.4 Pexxum paboTbl KOMMyTaTOpa

5.10.1 Napametpbl Ethernet-unrepodeiicos, Port-Channel- u Loop-
back-untepdeiicos

5.10.2 HacTpoiika VLAN u peMumoB KommyTauum nHtepdeiicos
5.16.1 NpoTtokon IPv6

5.17.5.1 Hacrpoiika npotokona STP, RSTP

5.18 Voice VLAN

5.19.1 dyHKUMA NnocpegHUKa npoTtokona IGMP (IGMP Snooping)
5.20.1 NMpoTtokon PIM

5.20.4 ®dyHKumua IGMP Proxy

5.21.2 NMpotokon RADIUS

5.21.4 NpoTtoKon ynpasneHusa cetbto (SNMP)

5.23 3epkanupoBaHue (MOHUTOPUHT) NOPTOB

5.28.1 ®dyHKLUUM 0b6ecnevyeHUA 3aWwmTbl NOPTOB

5.28.2.2 PacwumpeHHas nposBepKa NoA/IMHHOCTU

5.34.1 Hactpoiika QoS

5.35.1 KoHdurypaumsa ctTaTuecKoii mapLupyTusaumm

5.35.10 Hactpoiika Virtual Router Redundancy Protocol (VRRP)

Bepcuma 1.35

16.12.2022

CuHxpoHusauuma c sepcuent M0 4.0.18.4

Bepcua 1.34

29.11.2022

CuHxpoHusauma c sepcueit MO 4.0.18.2

U3meHeHunA B pasgenax:

5.7.3 KomaHpab! gna pesepsnposBaHna KoHpurypaumm
5.10.1 NapameTpbl Ethernet-untepdeiicos, Port-Channel- n
Loopback-unrepdeiicos

5.17.2 HacTpoiika npoTtoKkona ARP

5.17.8 Hactpoiika npotokona OAM

5.17.5 CemeicTBO NnpoToKonos STP (STP, RSTP, MSTP), PVSTP+,
RPVSTP+

5.17.5.3 Hactpoiika npotokonos PVSTP+, RPVSTP+

5.21.4 Npotokon ynpasaeHus cetoto (SNMP)

5.34.1 Hactpoiika QoS

2 Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES5324
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Bepcua 1.33 29.07.2022 CuHxpoHusaums c sepcueit MO 4.0.18

[Nob6aBneHbl pasgenoi:
5.35.13 KoHdurypauma BupTyanbHOM 061acT mapLupyTM3auum
(VRF)

U3meHeHun B paspenax:

5.5 KomaHgbl ynpaBaeHUsa cuctemoim

5.7.2 KomaHgpb! gnsa paboTbl ¢ paiinammu

5.10.1 Napamertpbl Ethernet-untepdoeiicos, Port-Channel- n
Loopback-untepdeiicos

5.14 Hactpoiika IPv4-agpecauum

5.17.5 CemeiicTBO npoToKonos STP (STP, RSTP, MSTP), PVSTP+,
RPVSTP+

5.21.7 HacTpoiika goctyna

5.23 3epKanuposaHue (MOHUTOPUHT) NOPTOB

5.28.5 3awuTa IP-agpeca KnueHrTa (IP source Guard)

5.29.1 ®dyHkuuu DHCP Relay ans IPv4

5.34.1 Hactpoiika QoS

5.35.1 KoHdurypaumsa ctaTMueckoii mapLuipyTusaumum

5.35.3 Hactpoiika npotokona OSPF, OSPFv3

5.35.4 HacTpoiika npotokona BGP (Border Gateway Protocol)

Bepcua 1.32 27.06.2022 CuHxpoHusaums c sepcuent MO 4.0.17

U3meHeHus B paspgenax:

2.3 OCHOBHblE TEXHUYECKNE XapaKTePUCTUKMN

4.4 Pexxum paboTbl KOMMyTaTOpa

5.10.2 Hactpoiika VLAN u pe;KumoB KommyTauum uHtepdeincos
5.11 Selective Q-in-Q

5.13 Fpynnbl arperauuu KaHanos — Link Aggregation Group (LAG)
5.17.7 HacTpoiika npoToKona LLDP

5.19.1 dyHKUMA NocpegHUKa npoTtokona IGMP (IGMP Snooping)
5.19.5 RADIUS-asTopusauma sanpocos IGMP

5.21.2 Npotokon RADIUS

5.32.1 KoHdurypaumsa ACL Ha 6ase IPv4

5.32.3 KoHdurypaumsa ACL Ha 6a3e MAC

5.35.3 HacTpoiika npotokona OSPF, OSPFv3

Bepcma 1.31 01.04.2022 CuHxpoHusauma c sepcueit N0 4.0.16.14
Bepcua 1.30 28.02.2022 CuHxpoHusaums c sepcmein MO 4.0.16.13
Bepcuna 1.29 12.01.2022 UsmeHeHuA B paspenax:

2.3 OCHOBHbIe TeXHMYECKUe XxapaKTepucTuKu
5.18 Voice VLAN

5.25.3 luarHocTMKa MHAUKauMmM nHtepdeinncos
5.32.1 KoHdurypauusa ACL Ha 6ase IPv4

5.32.2 KoHdurypauusa ACL Ha 6ase IPv6

5.32.3 KoHdurypauusa ACL Ha 6a3e MAC

Bepcua 1.28 12.11.2021 UsmeHeHuA B paspenax:

2.1 HazHauyeHue

2.3 OCHOBHbIe TEXHUYECKNE XapaKTePUCTUKU

2.4.1 BHelWwHW BUA U ONUCaHUE NepeaHeli NnaHen ycTpoicTea
2.4.2 3aaHAA 1 BepXHAA NaHeNun YCTPoicTBa

5.35.3 HacTpoiika npotokona OSPF, OSPFv3

5.35.4 HacTpoiika npotokona BGP (Border Gateway Protocol)

Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES5324 3
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Bepcua 1.27

12.10.2021

M3meHeHUA B paspgenax:

2.3 OCHOBHbIe TeXHUYeCKue XxapaKTepucTuku

5.19.2 Npasuna rpynnoeoi agpecauumn (multicast addressing)
5.23 3epkanupoBaHue (MOHUTOPUHT) NOPTOB

Bepcua 1.26

30.07.2021

[Oo6asneH kommyTtatop MES2324P ACW

UsmeHeHUA B pasgenax:

2.3 OcHOBHbIe TeXHUYeCKue XxapaKTepucTuku

2.4.1 BHewWwHW BUA U ONUCaHUE NepepHeii naHen ycTpoicTea
2.4.2 3aaHAA ¥ BepPXHAA NaHen yCTPoiicTBa

2.4.4 CeeTtoBaA UHAMKALMA

4.4 Pexxum paboTbl KOMMyTaTOpa

5.5 KomaHabl ynpaBaeHus cuctemoi

5.8 HacTpoiika cucteMHOro BpemeHu

5.10.1 Napametpbl Ethernet-unrepodeiicos, Port-Channel- u Loop-
back-untepdeiicos

5.17.5 CemeiicTBO NnpoToKonoBs STP (STP, RSTP, MSTP), PVSTP+,
RPVSTP+

5.22 ¥ypHan aBapuii, npotokon SYSLOG

5.31 KoHdwurypauua DHCP-cepsepa

5.35.4 Hactpoiika npoTtokona BGP (Border Gateway Protocol)
5.35.6 Hacrpoiika Route-Map

Bepcua 1.25

30.04.2021

Do6asneHbl pasgensl:
5.25.3 lnarHocTMKa MHAUKauMmn nHtepdeincos

M3meHeHUA B paspenax:

2.3 OCHOBHble TEXHUYECKNE XapaKTePUCTUKMN

4.4 Pexxum paboTbl KOMMyTaTOpa

5.10.4 Hacrpoiika uHtepdeiica IP

5.11 Selective Q-in-Q

5.12 Storm Control ana pasnuuHoro Tpaduka (broadcast,
multicast, unknown unicast)

5.13.3 Hactpoiika TexHonorum Multi-Switch Link Aggregation
Group (MLAG)

5.18 Voice VLAN

5.21.1 MexaHusm AAA

5.28.6 KoHTpoab npoTokona ARP (ARP Inspection)

5.28.2 NpoBepKa NOAJMHHOCTM K/IMEHTA HA OCHOBe NnopTa (cTaH-
Bapt 802.1x)

5.28.3 Hactpoiika ¢pyHKkumun MAC Address Notification

5.33 KoHdurypauma 3awurbl ot DoS-atak
5.34.1 Hactpoiika QoS

Bepcua 1.24

02.03.2021

CuHxpoHusauums c sepcuei MO 4.0.15.3

Bepcma 1.23

10.02.2021

U3meHeHuns B paspgenax:

2.2.3 dyHKUMM BTOPOro YpOBHA ceTeBoii moaenu OSI

2.4.4 CeeTtoBaA UHAMKALMA

4.5.1 ba3oBas HacTpoiika KOMMmyTaTopa

4.5.2 Hactpoiika napameTtpoB cuctembl 6e3onacHocTn

5.5 KomaHgbl ynpasieHusa cuctemon

5.12 Storm Control ana pasnnuHoro Tpaduka (broadcast, mul-
ticast, unknown unicast)

Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES5324
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Bepcua 1.22 24.12.2020 [ob6aBneHbl pasgenni:
5.35.12 NMpoTtokon GRE

U3meHeHuUA B paspenax:

5.7.4 KomaHAabl gna aBTOMaTUYECKOro o6HoBneHUA U KoHdurypa-
unmn

5.10.2 Hactpoiika VLAN u pexumoB KommyTauum uHtepdeincos
5.10.3 HacTpoiika Private VLAN

5.13.3 HacTpoiika TexHonorum Multi-Switch Link Aggregation
Group (MLAG)

5.17.1 Hactpoiika npotokona DNS — cucrembl AOMEHHbIX UMEH
5.21.3 NpoTtokon TACACS+

5.28.4 KoHtponb npotokona DHCP u onuyua 82

5.33 KoHpurypauma 3awutbl ot DoS-atak

5.34.1 HacTpoiika QoS

Mpunoxkenue . OnucaHMe NpoueccoB KOMMyTaTopa

Bepcma 1.21 27.10.2020 U3meHeHunA B paspenax:

2.5 KomnneKT nocraBku

5.7.2 KomaHabl ana pabotbl ¢ paitnamm
5.33 KoHdwurypauma 3awurbl ot DoS-atak

Bepcuma 1.20 16.10.2020 U3meHeHuA B paspgenax:

2.3 OCHOBHbIE TEXHUYECKNE XapaKTePUCTUKMN

5.17.4 MexaHu3am o6HapyxeHusa netenb (loopback-detection)
5.20.4 ®dyHKumua IGMP Proxy

Bepcma 1.19 14.09.2020 U3meHeHunA B paspgenax:

5.1 ba3oBble KOMaHAbI

5.10.1 Napamertpbl Ethernet-untepdgeiicos, Port-Channel- n
Loopback-unrepdeiicos

5.17.11 Hactpoiika ¢yHKuuMmM Layer 2 Protocol Tunneling (L2PT)
5.21.4 NpoToKon ynpasneHusa cetbto (SNMP)

5.28.1 dyHKUUM 06ecneyeHUn 3aWmTbl NOPTOB

5.28.5 3awuTa IP-agpeca KnueHrta (IP source Guard)

Bepcna 1.18 02.09.2020 [Oob6aBneHbl pa3genbi:

5.26 IP Service Level Agreements (IP SLA)

5.28.2.3 HacTpoiika akTMBHOro ceaHca KnueHTa (CoA)
5.35.5 HacTpoiika npotoKona IS-IS

5.35.8 HacTpoiika cBs3Ku Kntoueit

U3meHeHus B pasgenax:

2.3 OCHOBHbIe TeXHUYECKUe XxapaKTepucTUKu

2.4.4 CBeToBaA UHAMKALMUA

2.5 KomnneKT nocraBku

5.7.2 KomaHabl ana pabotbl ¢ paitnammu

5.10 KoHdwurypauma uitepdeiicos u VLAN

5.10.1 NapameTpbl Ethernet-untepdeiicos, Port-Channel- n
Loopback-untepdeiicos

5.19.1 dyHKUMA nocpegHUKa npoTtokona IGMP (IGMP Snooping)
5.20.4 ®dyHKuua IGMP Proxy

5.21.1 MexaHusm AAA

5.27 dneKkTponuTtaHue no amHuam Ethernet (PoE)

5.28.1 dyHKUUM 06ecneyeHUn 3aWwmTbl NOPTOB

5.28.4 KoHtponb npotokona DHCP v onuua 82

5.32 KoHdwurypauma ACL (cnucku KOHTpOAA AocCTyna)

5.34 KauectBo ob6cnyxusaHua — QoS

5.35.2 HacTpoiika npotoKona RIP

5.35.3 HacTpoiika npotokona OSPF, OSPFv3

Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES5324 5
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5.35.4 HacTpoiika npotokona BGP (Border Gateway Protocol)

Bepcma 1.17

23.01.2020

[Do6asneH KommyTtaTtop MES3510P, y6paH MES2326

U3meHeHus B paspenax:

5.10.1 NapameTtpbl Ethernet-unrepgeiicos, Port-Channel- u Loop-
back-untepdeiicos

5.10.2 Hactpoiika VLAN u peKMumoB KommyTauum uHtepdeincos
5.17.5 CemeiicTBo npoToKonos STP (STP, RSTP, MSTP), PVSTP+,
RPVSTP+

5.19.1 dyHKUMA nocpegHUKa npoTtokona IGMP (IGMP Snooping)
5.19.3 MLD snooping — NPOTOKO/ KOHTPO/Si MHOFOa4pecHoro
Tpaduka B IPv6

5.28.4 KoHtponb npotokona DHCP u onuua 82

Bepcua 1.16

22.10.2019

Job6asneHbl pasgenbi:

3.3 YcraHoBKa ycrpoiicte MES3508, MES3508P, MES3510P Ha
DIN-peiiky

4.5.1.2 PaclumMpeHHas HaCTpoOiiKa ypoBHA AocTyna

5.13.3 Hactpoiika TexHonorum Multi-Switch Link Aggregation
Group (MLAG)

5.21.7.3 YpaneHHblid 3anyck KomaHg, nocpeacrsom SSH

5.28.7 dyHKumoHan First Hop Security

5.35.11 Hactpoiika npotokona Bidirectional Forwarding Detec-
tion (BFD)

U3meHeHus B paspgenax:

5.7.2 KomaHgapb! gnsa paboTbl ¢ paiinammu

5.10.1 NapameTpbl Ethernet-untepdeiicos, Port-Channel- n
Loopback-unrepdeiicos

5.10.2 Hactpoiika VLAN u pe;KumoB KommyTauum uHtepdeincos
5.17.5 CemeiicTBO NnpoTtoKonos STP (STP, RSTP, MSTP), PVSTP+,
RPVSTP+

5.17.5.3 Hactpoiika npotokonos PVSTP+, RPVSTP+

5.27 dneKkTponuTtaHue no amHuam Ethernet (PoE)

5.28.2.2 PaclumpeHHasa nposBepkKa NOA/IMHHOCTH

5.29.2 ®yHkuuu DHCP Relay ans IPv6 u Lightweight DHCPv6
Relay Agent (LDRA)

5.35.3 Hactpoiika npotokona OSPF, OSPFv3

5.35.4 Hactpoiika npotokona BGP (Border Gateway Protocol)
5.35.5 HacTpoiika npotoKona IS-IS

Bepcma 1.15

16.09.2019

[o6asneHbl pasaensbi:

5.29.1 ®yHKuumn DHCP Relay gna IPv4

5.29.2 ®dyHkuum DHCP Relay ans IPv6 u Lightweight DHCPv6 Re-
lay Agent (LDRA)

U3meHeHunA B pasgenax:

2.3 OCHOBHbIe TeXHUYECKNE XapaKTePUCTUKHU

2.5 KomnneKkT noctaBku

4.5.1 ba3oBasa HacTpoiiKa KOMMyTaTopa

5.10 KoHdwurypauma nnutepdeiicos n VLAN

5.22 }XypHan aBapuit, npotokon SYSLOG

5.28.2.3 Hactpoiika akTUBHOro ceaHca KameHTa (CoA)
5.32 KoHowurypauma ACL (cnucku KOHTpOAA AocCTyna)

Bepcua 1.14

27.05.2019

[ob6aBneHbl pasgenoi:

5.17.10 Hactpoiika ¢pyHKuum Flex-link

5.19.5 RADIUS-asTopusauma sanpocos IGMP
5.20.2 ®dyHKuma PIM Snooping

Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES5324
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5.20.3 Npotokon MSDP
5.35.5 HacTpoiika npotoKona IS-IS
5.35.7 HacTpoiika Prefix-List

U3meHeHun B paspenax:

2.2.4 dyHKUMM TpeTbero ypoBHA ceTeBoit mogenu OSI

2.3 OCHOBHbIE TEXHUYECKNE XapaKTePUCTUKMN

5.10 KoHdurypauma untepdeiicos n VLAN

5.14 Hacrtpoiika IPv4-agpecauumn

5.19.4 dyHKUUM orpaHnyeHua multicast-tpaduka

5.20.1 NpoTokon PIM

5.20.4 dyHKuma IGMP Proxy

5.21.4 NpoToKon ynpasneHua cetbto (SNMP)

5.28.4 KoHTponb npotokona DHCP u onuua 82

5.32.1 KoHdurypaumsa ACL Ha 6ase IPv4

5.35 KoHdurypauma npoToKONI0B MapLupyTU3aumum

5.35.4 HacTpoiika npotokona BGP (Border Gateway Protocol)
5.35.10 Hacrtpoiika Virtual Router Redundancy Protocol (VRRP)

Bepcua 1.13 05.02.2019 U3meHeHuA B paspenax:

2.2.4 dyHKUMM TPETbEro YPOBHA ceTeBoi mogenu OSI
4.4 Pexxum paboTbl KOMMyTaTOpa

5.17.3 Hactpoiika npotokona GVRP

5.21.7.1 Telnet, SSH, HTTP n FTP

5.25.2 inarHocTMKa onTU4eCcKOro TpaHcmeepa
5.27.2.2 PaclumMpeHHas HacTPOMUKa NOAJMHHOCTHU
5.27.3 KoHTtpoab npotokona DHCP v onuuu 82
5.28 ®dyHKkuun DHCP-Relay nocpegHuka

5.5 KomaHpabl ynpasaeHusa cucremoi
YBenuueHo Koaundecrso Port-Channel go 48

Do6asneHbl pasgensl:

5.17.9 Hactpoiika npotokona CFM (Connectivity Fault Manage-
ment)

5.34.4 Hactpoiika npoTtokona BGP (Border Gateway Protocol)

Bepcuna 1.12 01.11.2018 UsmeHeHuA B pa3aenax:

2.3 OCHOBHbIe TeXHMYECKUe XxapaKTepucTuku

5.17.4 MexaHusm o6Hapy:KeHus netenb (loopback-detection)
5.5 KomaHgbl ynpasieHUa cuctemon

5.19.2 Npasuna rpynnosoi agpecauunun (multicast addressing)

Bepcma 1.11 28.09.2018 [Oo6asneH pasgen:
5.17.5.3 Hactpoiika npotokona PVST+

U3meHeHunA B pasgenax:

2.4.1 BHewWwHW BUA M onucaHue nepegHeit naHenun ycTpoicTea.
4.4 Pexxum paboTbl KOMMyTaTOpa

5.5 KomaHgbl ynpaBieHUsa cuctemon

5.17.3 Hactpoiika npotokona GVRP

5.19.1 dyHKUMA NnocpegHUKa npoTtokona IGMP (IGMP Snooping)
5.19.2 Npasuna rpynnoeoi agpecaumnmn (multicast addressing)
5.25.2 inarHocTnKa onTM4eCcKOro TpaHcmeepa

5.25.1 ilnarHocTuKa megHoro Kabensa

5.21.2 Npotokon RADIUS

5.26 dneKTponuTtaHue no amHuam Ethernet (PoE)

5.27.1 ®dyHKuMA o6ecneyeHuUA 3aWwmTbl NOPTOB

5.30 KoHdurypauma DHCP-cepsepa

5.4 HacTpoiiKa MaKpOKOMaHp,

Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES5324 7
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Bepcma 1.10

28.06.2018

N3meHeHuA B paspenax
5.13 Fpynnbl arperauuu KaHanos — Link Aggregation Group (LAG)

Bepcma 1.9

28.05.2018

[o6aBneHbl pasgensl:

5.3 NepeHanpaeneHue BbiBoAa KOMaHg, CLI B Npon3BobHbIiA
daiin Ha N3Y

5.34.5 Hactpoiika Equal-cost multi-path (ECMP)

U3meHeHus B paspenax:

2.3 OCHOBHbIe TeXHUYeCKue XxapaKTepucTuku

5.7.4 KomaHgapb! gna aBTomaTuueckoro o6HoBneHus u KoHdurypa-
umm

5.10.1 NapameTtpbl Ethernet-unrepgeiicos, Port-Channel u Loop-
back-untepdeiicos

5.13 F'pynnbl arperauum KaHanos Large Aggregation Group

5.14 Hactpoiika IPv4 agpecauumn

5.17.1 Hactpoiika npotoKona DNS — cuctembl SOMEHHbIX UMEH
5.17.9 Hactpoiika ¢pyHKuum Layer 2 Protocol Tunneling (L2PT)
5.19.5 dyHKUUA MHOroaapecHoi mapwpyTtusauum IGMP Proxy
5.20 MHoroagpecHasa maplipyTusaumua — npotokon PIM

5.30 KoHourypauua DHCP-cepsepa

5.34.3 Hactpoiika npotokona OSPF, OSPFv3

NPUNOXKEHUE A. NTPUMEPbI MTPUMEHEHUA U KOHOUTYPALIUU
YCTPOWMCTBA

NPUNOXEHUE I'. ONUCAHME NMPOLLECCOB KOMMYTATOPA

Bepcma 1.8

12.12.2017

U3meHeHus B paspgenax:

2.3 OCHOBHbIe TeXHUYECKUe XxapaKTepucTuku

2.4 KOHCTPYKTUBHOE UCNO/IHEHUE

2.4.4 CeBeTOoBasA MHAUKALMUA

5.4 KomaHabl ynpaBaeHUsa cuctemoim

5.9.1 Napametpbl Ethernet-unrepdeiicos, Port-Channel n Loop-
back-untepdeiicos

5.9.2 Hactpoiika VLAN u pe}MmoB KommyTauumn uHtepdeiicos
5.16.7 Hactpoiika npotoKona LLDP

5.18.1 ®yHKUMA nocpeaHUKa npoTokona IGMP (IGMP Snooping)
5.20.4 NpoToKon ynpasneHua cetbto (SNMP)

5.20.6 Cnucku goctyna ACL ans ynpasieHUA YCTPOUCTBOM
5.24.2 inarHocTMKa onTU4ECKOro TpaHcMeepa

6.2 XXypHan aBapwmii, npoTtokon Syslog.

6.9 KoHpurypauua PPPoE Intermediate Agent

Bepcua 1.7

18.09.2017

[o6asneHbl pasgenbi:
5.9.3 Hactpoiika Private VLAN

U3meHeHuUA B pasgenax:

2.3 OCHOBHbIe TeXHUYECKUe XxapaKTepucTuKku

5.4 KomaHAbl ynpaBaeHUsa cuctemoim

5.9.2 Hactpoiika VLAN u pexMmoB KommyTauumn uHtepdeiicos
5.16.4 MexaHu3am ob6HapyxeHusa netenb (Loopback-detection)
5.18 'pynnoBasa agpecaumsa

5.20.6 Cnucku pocrtyna ACL anAa ynpaBaeHUA yCTPOICTBOM
5.20.2 Npotokon RADIUS
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YC/TOBHbIE OBO3HAYEHUA

0O603HaueHue OnucaHue
B KBaZpaTHbIX CKOBKaxX B KOMaHAHOM CTPOKe yKa3blBatoTCcA HeobsA3aTeIbHble
[1 napameTpbl, HO UX BBOA, NPefOCTaBAAET ONpeAeNieHHble AONONHUTE bHbIE
onumu.
B ¢urypHbIx ckobKax B KOMaHAHOWM CTPOKE YKa3blBAOTCA BO3MOXKHble 068-
i 3aTesibHble NapameTpbl. Heobxoammo BbIbpaTh OANH M3 NAPaMeTPOB.
«,» ﬂ,aHHbIe 3HaKM B ONNCaHNUN KOMaHAbl UCNONb3YKOTCA ANA YKa3aHUA AMana-
«-» 30HOB.
«|» [JaHHbIN 3HAK B ONMCaHMM KOMaHAbl 0603HAYaeT KUANY.,
«f» JaHHbIN 3HaK B oNMUcaHWe KOMaHAbl YKa3blBAeT HA 3HAYEHME NO YMONIYAHUIO.

Kypcusom Calibri ykasbiBaloTca nepemeHHble WAM MapameTpbl, KOTopble

Kypcus Calibri .
HeobxoAMMO 3aMEHUTb COOTBETCTBYHOLLMM C/IOBOM U/IN CTPOKOM.

MonyXMUpHbIA
MonyXMpHbIM WPUPTOM BblAENEHBI NPUMEYAHNA U NPEaYNPEKAEHUA.

KypcuBs
<MonyxcupHolii MoNy*KMPHbIM KYPCMBOM B YI/10BbIX CKOOKax YKa3blBalOTCA Ha3BaHWA Kna-
Kypcue> BWLU Ha KNaBuaType.

Courier New MNonyxunpHbim LW pudtom Courier New 3anuncaHbl npUmepbl BBOAA KOMAHA,

WpudpTtom Courier New B pamke C TeHbIO YKa3aHbl pe3ybTaThbl BbINOJHEHUA
KOMaHa,

Courier New|

MpumeyaHua u npegynpexaeHus

BaHMIO U HaCTPOWKe yCTPoiiCcTBa.

MpeaynpexaeHna UHGOPMUPYIOT NONb30BATENA O CUTYaLUAX, KOTOpble MOryT HaHecTu
Bpep, yCTPOUCTBY UM YUEIOBEKY, NPUBECTU K HEKOPPEKTHOM paboTe ycTpoiicTBa uam notepe

/ MpuUMmeyaHua coaeprKaT BaXHYI0 MHPOPMaLMIO, COBETbI MIM PEKOMEHAALMUM NO UCMO/b30-
o JAaHHbIX.
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1 BBEAEHMUE

B nocnegHue rogbl HabaogaeTca TeHAEHUMA K peannsaumm macTabHblX NPOEKTOB NO OpraHM3aumun
ceTeli cBA3U B COOTBETCTBMM C KoHuenumelr NGN (ceTu cneaytouiero nokosieHma). OAHOM M3 OCHOBHbIX 3a4au
NPW NOCTPOEHUM KPYMHbIX MY/IbTUCEPBUCHDIX CETEM ABNAETCA CO34aHNE HAAEKHbIX M BbICOKONPON3BOANTE b-
HbIX TPAHCNOPTHbIX CETEN, KOTOPbIE ABAAKOTCA ONOPHbLIMM B MHOTOC/TI0MHOM apxmTekType NGN.

Mepesaya wHoOpMaummM Ha 6OMbLWIKMX CKOPOCTAX, OCOBEHHO B CETAX KPynHOro MacwTaba,
noApasymeBaeT BbIOOp TaKoW TOMONOIMM CETM, KOTOpas MO3BOAAET MOKO OCYLLEeCTBAATb pacnpeaeneHue
BbICOKOCKOPOCTHbIX NOTOKOB.

KommyTtatopbl cepuit MES23xx, MES23xx 1 MES53xx MOryT MCMNO/Ib30BaTbCA Ha CETAX KPYMHbIX
npeanpuaTuii n NpeanpuaTniA manoro n cpeaHero 6usHeca (SMB), B onepaTtopckux cetsax. OHM obecneunBatoT
BbICOKYO NMPOU3BOAUTENIBHOCTb, TMOKOCTb, 6€30MacHOCTb, MHOrOypOBHEBOE KauecTBO obcayxusaHua (QoS).
KommyTtatopbl MES5324 1 MES3324 061aaatoT NOBbILWEHHOM HafeXHOCTbIO 3a CYET pe3epBUpPOBaHMA Y3108,
onpeaenatowmnx becnepebonHOCTb GYHKLNMOHNPOBAHMA — MOAYNEN NMUTAHUA U MOAYNEN BEHTUNALUN.

JNInHelika npomblwneHHbix KommyTaTopos IJITEKC cepun MES35xx npegHasHaveHa 41a opraHM3aumm
3aLUMLLLEHHDbIX OTKa30yCTOMYMBLIX CETEl Mepenayvn AaHHbIX Ha OObeKTax, rge HeobxoAMMO BbIMOJHEHWE
TpeboBaHMI MO YCTOMYMBOCTM K BO3LENCTBMAM PA3NMYHOIO BMAA TEMMEpPaTypHbIM U MEXAHUYECKUM
BO34EeNCTBMAM, BUOpaLMK U Ap.

B HacToAwem pyKoBOACTBE U3/I0XKEHbl Ha3HAYeHMe, TEXHUYECKUE XapaKTepPUCTUKU, peKoMeH4aumun no
Ha4YasbHOM HaCTpOVIKe, CUHTAKCUC KOMaHA4 AnA KOHd)MpraLI,MM, MOHWUTOPWUHIA U obHoBNEHUA nporpamMmmHoro
obecneveHus KOMMYTATOpPOB.

Ethernet-kommymamopei cepuii MES23xx, MES33xx, MES35xx, MES5324
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2 OINUCAHUE U3AENUNA

2.1 Ha3HaueHue

KommyTaTtopbl arperauumn cepuii MES53xx, MES33xx — 3TO BbICOKONPOM3BOAMUTE/NbHbIE YCTPOMNCTBA,
OCHalleHHble WHTepdencamm 10GBASE-G, 40GBASE-G w npegHasHauyeHHble ANA WUCNO/Mb30BaHMA B
OMepaTopPCKMX CETAX B KaUecTBe YCTPOWCTB arperaummn 1 B LieHTpax 06paboTku aaHHbIx (LLOA) B KauecTse Top-
of-Rack nnun End-of-Row kommyTtaTopos.

MopTbl ycTpoicTBa noaaep»kusatoT paboTty Ha ckopoctax 40 Féut/c (QSFP+) (MES5324), 10 Iéut/c
(SFP+) nam 1 rémt/c (1000BASE-X n 1000BASE-T SFP), uto obecneuymBaeT rmbKOCTb B MCMNOAb30BaHUU U
BO3MOKHOCTb NOCTENEHHOro nepexoaa Ha 6osee BbICOKME CKOPOCTM Nepepauyr AaHHbIX. Hebnokupyemasn
KOMMYTaLMOHHAA MaTpuLa NO3BOJIAET OCYLLECTBATL KOPPEKTHYIO 06paboTKy NAaKeToB NPU MaKCUMAaAbHbIX
HarpysKax, COXpaHas Npu 3TOM MUHUMAa/bHbIE U NpeacKasyemMble 3a4ePKKM Ha BCcex TUNax TpaduKa.

Cxema BeHTUnAUMM front-to-back obecneunBaet adpdeKkTMBHOE OXNaKAEHME NPU WUCNOJb30BAHMM
YCTPOMCTB B YCN0BUAX COBpPeMeHHbIx LLO/.

lﬂ,y6‘l'll/lpOBaHHble BEHTUNATOPbI U WUCTOYHUKU NUTAHMNA NOCTOAHHOIO WIAU NepemMeHHOro TOKa B
CoYeTaHnn C Pa3BUTON CUCTEMON MOHUTOPUHIa annapaTHOM YacTK YCTPOMCTBA NO3BONAIOT NOYUYNTb BbICOKME
nokasaTenu HafAeXHOCTU. YCTPOMCTBA MMEIOT BO3MOMKHOCTb ropsAyelt 3ameHbl mMmoaynei nNuUTaHua U
BEHTMNALMOHHbIX Moaynel, obecneunsan becnepeboiiHOCTb GYHKLMOHNPOBAHMA CETU onepaTopa.

KommyTtatopbl goctyna MES2308(R), MES2324(B)(F)(FB), MES2348B, MES23xx(P) — ynpaBnsemble
KOMMYTaToOpbl YPOBHA L3, OCyLWecTBAAIOT NOAKNIOYEHUE KOHEYHbIX MO/b30BaTesiel U ceTeit npeanpuaTuii
MaJIoro 1 cpeaHero 6M3Heca K ceTAM onepaTopoBs CBA3M C MomolLbio nHtepdeicos 1/10 Gigabit Ethernet.

MpomblwneHHble KommyTaTopbl MES2328I, MES3508(P), MES3510(P) npegHasHayeHbl AN opraHusa-

UMM 3alUMULLEHHbIX CeTel nepepayn AaHHbIX Ha 06beKTax, rae Heob6xoaMmo BbiNoiHEHME TpeboBaHUI Mo
obecneyeHUIo yCTOMUMBOCTM K TeMNepaTypHbIM BO34,ENCTBUAM.

2.2 O®YHKUUM KOMMYTATOpA

2.2.1 basosble hyHKyuU
B Tabanue 1 npuseaeH cnncok 6a3oBbix GyHKUKNIA YCTPOMUCTB, AOCTYMNHbIX 418 a4MUHUCTPUPOBAHUA.

Tabnuua 1 — basoBble GyHKLUN YCTPOUCTBA

3awyuma om BAOKMPOBKa BO3HUKAET B C/TyHaAx Neperpyskm BbIXOAHbIX NOPTOB YCTPOMCTBA Tpa-
6n10KuposKu GUKOM OT HECKO/IbKMX BXOAHbIX MOPTOB. ITO NPUBOAMUT K 3a4epKKam rnepesaum
oyepedu (HOL) OaHHbIX N NOTepe NaKeToB.
Mododepika c 6
NocobHOCTb NOAAEPKMBATL Nepesayy CBEPXAJMHHbBIX KaapoB, YTO NO3BONAET

C8epXOAUHHbIX AAEP PeAaty ceepxa AP .

nepenaBaTtb AaHHble MEHbLIMM YMCIOM NAKETOB. ITO CHUMKAET 06beM CyKebHOM
Kadpos (Jumbo

MHbOpMaLMn, Bpems 06paboTKM U NepepbiBbl.
frames)
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YnpaeneHue
nomokKom
(IEEE 802.3X)

YnpasseHne NOTOKOM MO3BO/IAET COeANHATb HU3KOCKOPOCTHOE YCTPOMCTBO C Bbl-
COKOCKOPOCTHbIM. JnA npepoTBpalleHna nepenoaHeHna 6ydpepa HU3KOCKOPOCT-
HOe YCTPOICTBO MMEET BO3MOXHOCTb 0TNPaBaATb nakeT PAUSE, Tem cambim UH-
dopMuMpyA BbICOKOCKOPOCTHOE YCTPOMCTBO O HEOBXOAMMOCTM cAenatb naysy npu
nepegave NakeTos.

Paboma e cmeke
ycmpoiicme

KommyTaTop noaaep:kvMBaeT 06beiMHEHE HECKOIbKMUX YCTPOMCTB B CTEK. B aTOM
c/lyyae KOMMYTaTOpbl PaccMaTpuBAlOTCA KaK efAMHOe YCTPOUCTBO C 06wumu
HacTpoKamu. BO3MOKHbI ABE TOMOJOrMM MOCTPOEHUS CTeKa — KO/bLO W Le-
nouka. Mpu 3Tom NapameTpbl NOPTOB BCEX YCTPOWCTB, BKIHOUEHHbIX B CTEK, MOXKHO
334aTb C KOMMyTaTopa, paboTaioliero B pexume «mactep». CTeKMpoBaHue
YCTPOWCTB NO3BONAET CHU3UTb TPYAOEMKOCTb YPaBAEHUSA CETHHO.

2.2.2 ®yHKyuu npu pabome c MAC-adpecamu

B Tabsmue 2 npuseaeHbl GyHKUMM YCTPOCTB Npu paboTte ¢ MAC-aapecamu.

Tabnnua 2 — OyHKUMK paboTbl c MAC-agpecamu

Tabauya MAC-
adpecos

KommyTaTop cocTtaBnaeT B namat TabanLly, B KOTOPOR ycTaHaBAMBaeTCA COOTBET-
cteue mexkgy MAC-agpecamu 1 y3namum nopToB KOMMYTaTopa.

Pexcum obyveHus

B oTcyTCcTBME 0BYyUYeHMs AaHHble, MOCTyNatoLWmne Ha Kakon-nMbo nopT, nepenatoTca
Ha BCe OCTa/IbHble NOPTbl KOMMYyTaTopa. B pexxnme obyyeHUs KommyTaTop aHaNAn-
3MpyeT Kaapbl 1, onpeaenvs MAC-agpec oTnpaBuTeNsa, 3aHOCUT ero B Tabauuy
KommyTaumn. Bnocneacteum Kagp Ethernet, npeaHasHayeHHbIM ansa xocta, MAC-
aapec KOToporo yKe ecTb B TabsMue, NnepeaaeTca TONbKO Yepes yKa3aHHbIN B Tab-
nvue nopr.

Moddepxka
nepedayu Ha
Heckonbko MAC-

[aHHaa dyHKUMA NO3BONSET YCTaHAB/AMBATL COEAMHEHMUA KOAMH KO MHOTUM» U
«MHOTME KO MHOTMM». TakuM 06pa3om, Kaap, afpecoBaHHbIi MHOTOaApecHO

adpecos rpynne, nepefaeTca Ha KaXKAblil NOPT, BXOAALMI B rpynny

(MAC Multicast ' '

Support)

Aemomamuveckoe } 5

epems xpaHeHus Ecau oT ycTpoiicTtea ¢ onpegeneHHbiMm MAC-agpecom 3a onpeaesieHHbIn nepuog,
BpemMeHUN He NOCTYyNakoT NaKeTbl, TO 3aNUCb ANA AaHHOIo aapeca yCtapeBaeT U a-

MAC-adpecoe p y Aana Aap ycTap YA

Aut tic Aai naetca. 9To no3BonsAeT noaaepxnBatb Ta61w|u,y KOMMYTaUuun B aKTyaZlbHOM CO-

(Automatic Aging for ———

MAC Addresses)

CmamuyecKue .

3anucu MAC CeteBomn KOMMYTATOP NO3BO/IAET NO/21b30BaTENHO onNpeaennTb CtTaTuyeCkme 3anncu

X . cooTBeTcTBNIN MAC-agpecoB, KOTOpble COXPaHAOTCA B TabinLe KOMMyTaLUun.
(Static MAC Entries)

Ethernet-kommymamopei cepuii MES23xx, MES33xx, MES35xx, MES5324
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2.2.3 ®yHKyuu emopo2o ypoeHa cemesoli modenu OSI|

B Tabnnue 3 npuseaeHbl pyHKLUN 1 0COBEHHOCTM BTOPOro YpoBHS (ypoBeHb 2 OSI).

Tabnnua 3 — OnucaHune GyHKUMIA BTOPOro ypoBHA (yposeHb 2 OSl)

Peanusauus npoTtokona IGMP no3sonset Ha ocHoBe MHbOPMaLMK, NONYYEHHOM

®yHkyus IGMP npw aHanuse cogepxumoro IGMP-nakeToB, onpegennTb, Kakue yCTPOMCTBA B CETU
Snooping y4acTBYIOT B rpynnax MHOroagpecHoOW paccbIku1, U agpecoBaTtb TPaduk Ha cOOT-
BETCTBYIOLLME NOPTbI.
®yHKyusa MLD Peanusauus npotokona MLD no3sossfeT ycTPOMNCTBY MUHUMM3MPOBATL MHOF0AA-
Snooping pecHbii IPv6-TpaduK.
®PyHKUMA, NO3BOAIOLLAA MEepeHanpaBaATb MHOroaApecHbl Tpaduk u3 oaHoM
dyHKyua MVR VLAN B apyryto Ha ocHoBaHuM IGMP-coobLieHUI, YTO MO3BOAAET YMEHbLIUTD

HarpysKy Ha uplink-nopT. MpumeHsaeTca B peweHuax lll-play.

3awuma om «wmopma»
(Broadcast, multicast,
unknown unicast

Storm Control)

«WTopm» — 370 pasmHoKeHue broadcast-, multicast-, unknown unicast-naketos
B KaXKAOM y3/1e, KOTOPOe NPUBOAMUT K TaBUHOOBPA3HOMY POCTY MX YMC/Ia U Napa-
nusyeT paboTy ceTn. KommyTaTopbl UMEOT QYHKLMIO, MO3BO/IAIOLLYIO OFPaHUYNTD
CKOPOCTb Nepesaym MHOroaApecHbIX U LUIMPOKOBELLATENbHbIX KapOoB, NPUHATbIX
M nepeaaHHbIX KOMMYTaTOPOM.

3epkanuposaHue
nopmoe
(Port Mirroring)

3epKannpoBaHue NopToB No3BonAeT Ayb6amposaTb TpaduK HabaogaeMbix NOPTOB,
nepecbinas Bxogawme uU/Unam ncxoasliMe nakeTbl HA KOHTPOAMPYIOLWMI nopT. Y
Nno/sib30BaTeNs KOMMYTaTOpPa €CTb BO3MOMKHOCTb 334aTb KOHTPO/IMPYIOLMIA U KOH-
Tpo/AMpyemble NOPTbI U BbIGpaTh TUM TpadUKa (BXOAALLMIN U/UAN UCXOJALMIA), KO-
TOpbIN ByaeT nepesaH Ha KOHTPOIMPYIOLLMIA NOPT.

U3zonayua nopmos
(Protected ports)

[aHHaa yHKUMA NO3BOASET Ha3HauMTb NopTy ero uplink-nopT, Ha KoTopblin be-
3ycnoBHo byaeT nepeHanpasaATbCcA Becb TpadukK, obecneymsan Tem cambiM U30-
NALMIO C APYTMMUM NOpTamu (B Npesenax o4HOro KoOMMyTaTopa), HaxoAAWMMUCA B
3TOM e WnpoKoBeLwaTenbHom gomeHe (VLAN) B npeaenax og4HOro KommyrtaTopa.

Private VLAN Edge

[aHHaa ¢yHKUMA NO3BOASET M30AMPOBATL rPynny NopTos (B npeaenax ogHOro
KOMMYTaTopa), HaXoAALWMXCA B OAHOM LUMPOKOBELLLATENIbHOM AOMEHE MEXKAY CO-
60i1, N03BONAA NPU 3TOM 0B6MeH TPadUKOM C APYrMMM NOPTaMM, HAXOLALLMMUCS
B 3TOM e WWPOKOBELATENbHOM AOMEHE, HO He MpMHAANeXxalwumm K 3ToM
rpynne.

Private VLAN (light
version)

ObecneunBaeT U301ALMIO MEXKAY YCTPOMCTBAMM, HAXOLALLMMUCA B OLHOM LUNPO-
KoBeLLaTe/IbHOM AOMeHE, B Npeaenax sceit L2-ceTn. PeannsoBaHbl TO/IbKO A4Ba pe-
*unma paboTbl nopta: Promiscuous u Isolated (Isolated-nopTbl He moryT o6meHu-
BaTbCA APYr C APYrom).

Spanning Tree Protocol — ceTeBoi NPOTOKO/, OCHOBHOM 3aAaueil KOTOPOro ABASA-

Moddepcka g
eTca npuseaeHue cetn Ethernet ¢ M36bITOYHBIMU COEAMHEHUAMMU K APEBOBUAHOM
npomokona STP .
. TONONOMMK, UCKNtoYatoLWel neTan. KommytaTopbl 06MeHWBaOTCA KOHdUrypaLu-
(Spanning Tree
OHHbIMM COOBLLLEHUAMM, UCNONb3YA Kagpbl CNeLmansHoro Gopmata, U BbIGOPOUHO
Protocol) BKJ/IOYAIOT M OTK/IKOYAIOT Nepeaayy Ha nopTbl.
Moddepika
npomokosa RSTP Rapid (6bicTpbiit) STP (RSTP) — aBnseTcA ycoBepLIEeHCTBOBaHMEM NpoTokona STP,
(IEEE 802.1w Rapid XapaKTepPU3YeTCA MEHbLUMM BPEMEHEM NPUBEAEHMA CETU K APEBOBUAHOM TOMO-
spanning tree nornmn n umeet 6onee BbICOKYH YCTOMYMBOCTD.
protocol)
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lpomokon ERPS
(Ethernet Ring
Protection Switching)

MpoToKon npegHasHavyeH A1a NoBblWEeHUA YCTOMYMBOCTU U HALEKHOCTU CETU ne-
pefayn LaHHbIX, UMeoLLen KO/bLEBYIO TOMNOMOTUIO, 3@ CYET CHUMKEHUA BPEMEHMU
BOCCTAaHOB/IEHMA CETU B C/ly4ae aBapuu. Bpemsa BocCcTaHOB/EHUA He npesbiwaeT 1
CEKYHZbl, YTO CYLLECTBEHHO MeHbLUEe BPEMEHU NEPECTPOMKMN CETU MPU UCMNOJb30-
BaHWM NPOTOKO/IOB CEMENCTBA spanning tree.

Moddepxka VLAN

VLAN — 370 rpynna nopToB KOMMyTaTopa, 06pasyowmnx oaAHy LWMPOKOBELLATE b-
Hyt0 061acTb (LomeH). KommyTaTop noaaepKMBaeT pas/inyHble CPeacTBa Kaccu-
dMKaLMm NaKkeToB ANA ONpeseneHns Ux NpUHaANeKHoCTU K onpegeneHHon VLAN.

Moddepxka
npomokona OAM
(Operation,
Administration, and
Maintenance, IEEE
802.3ah)

Ethernet OAM (Operation, Administration, and Maintenance), IEEE 802.3ah —
dYHKUMM YPOBHA KaHana nepenayn AaHHbIX NPeAcTaBaAAoT coboi NpoToKoA Mo-
HUTOPWHIra COCTOAHUA KaHana. B aTom npoToKose ana nepefaym nHopmaumm o
COCTOAHUM KaHana Mmexay HenocpeacTBEHHO MOAKAOYEHHBIMW YCTPOMUCTBaMMU
Ethernet ncnonbsytotca 610KM gaHHbIX npoTokona OAM (OAMPDU). O6a ycTpoit-
CTBa A0MKHbI NoAAepXKMBaTb cTaHAapT IEEE 802.3ah.

Moddepxcka GVRP
(GARP VLAN)

Mpotokon peructpauun GARP VLAN obecneumBaeT auHamudeckoe paobasne-
Hue/yoanenune rpynn VLAN Ha nopTtax KommyTtaTtopa. Eciv BK/OYEH MPOTOKO/
GVRP, KommyTaTOp onpeaenseT, a 3aTeM pacnpocTpaHAeT AaHHble O NPUHAANEX-
HocTK K VLAN Ha BCce nopTbl, ABASOLWMECA YAaCTbtO aKTUBHOM TOMOIOTUM.

Moddepicka VLAN Ha
6a3e nopmos
(Port-Based VLAN)

PacnpeaenerHune no rpynnam VLAN BbinoAHAETCA NO BXOAAWMM nopTam. [laHHoe
pelleHne No3BoNAET UCNOIb30BaATh Ha KaXKAOM NOPTY TONbKO oaHy rpynny VLAN.

Moddepxka 802.1Q

IEEE 802.1Q — OTKpbITbI CTaHAAPT, KOTOPbI ONUCbIBAET NPOLLEAYPY TETMPOBAHUSA
TpaduKa ans nepegadm MHGopmaumm o npuHaanexxHoctm K VLAN. MossonseT nc-
no/sb30BaTb HecKosibko rpynn VLAN Ha ogHOM nopTy.

Ob6veduHeHue
KaHanoe ¢
ucnonbL308aHUEM
LACP

MpoTtokon LACP obecneuymBaeT aBToMaTUYECKOE 06 beANHEHNE OTAENbHbIX CBA3EN
MeXKAy ABYMS YCTPOMCTBaMM (KOMMYTAaTOP—KOMMYTaTOp WM KOMMyTaTop—cep-
Bep) B e41HbIM KaHa nepesayu AaHHbIX.

B npoTOKO/1Ie MOCTOAHHO ONpesenseTca BO3MOXKHOCTb 06beAMHEHUA KaHaNoB, U B
c/lyyae 0TKa3a coegMHeHMUA, BXOAALWErO B 00beAMHEHHbIW KaHas, ero TpadukK as-
TOMaTUYECKU nepepacnpenenserca No He OTKa3aBLIMM KOMMNOHeHTam obbeau-
HEHHOro KaHana.

Co3zdaHue 2pynn LAG

B ycTpolicTBax noaaepxusaetca OGyHKLMA CO34aHMA FPynn KaHanos. Arperauma
kaHanos (Link aggregation, trunking) wnwn IEEE 802.3ad — TexHonorns obveamHe-
HWA HECKONbKUX GU3NYECKUX KaHANOB B OAMH NOTUYECKMit. ITO cnocobCcTBYeET He
TO/IbKO YBE/IMYEHUIO NPONYCKHON CMOCOOHOCTU MarncTpaibHbIX KAHAI0B KOMMY-
TaTOP—KOMMYTATOpP MW KOMMYTaTOp—CepBep, HO U NOBbILWEHWUIO UX HAAEKHOCTU.
Bo3MOKHbI TpW TMNa 6anaHCMpPOBKM — Ha ocHoBaHWKM MAC-azpecoB, Ha OCHOBA-
HUK IP-aapecoB 1 Ha OCHOBaHWK NopTa (socket) Ha3HayYeHus.

lpynna LAG cocTouT M3 NOPTOB C OAMHAKOBOM CKOpPOCTblo, paboTatowmx B gyn-
NIEKCHOM peXxunme.

Moododepxka Auto
Voice VLAN

MpenoctaBaAeT BO3MOXKHOCTb MAEHTUDULMPOBATL F010COBON TpadMK Ha OCHOBa-
Hum OUI (Organizationally Unique Identifier — nepsblie 24 6uta MAC-aapeca). Ecam
B MAC-Tabnnue KommyTtatopa npucytcteyeT MAC-agpec ¢ OUl ronocoBoro wnto3sa
unu e IP-tenedoHa, To AaHHbIA NOPT aBTOMAaTUYECKN aobasnseTcs B voice vlan
(naeHTMdMKauma no npotokony SIP nau ke no MAC-agpecy nonyyatens He noa-
OeprKuBaetcs).

Selective Q-in-Q

Mo3BonseT HasHa4yaTb BHewHMin VLAN SPVLAN (Service Provider's VLAN) Ha oc-
HOBE CKOHOUIYPUPOBAHHbIX NPaBua GUAbTPALUN NO HOMepam BHYTpeHHMxX VLAN
(Customer VLAN). MpumeHeHune Selective Q-in-Q nossonset pasobpaTb TpaduK
aboHeHTa Ha HeckonbKo VLAN, nsmeHutb metky SPVLAN y nakeTa B oTAe/1bHOM
y4acTke ceTu.
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2.2.4 ®yHKyuu mpemeoe2o yposHsa cemeesoli moodeau OSI

B Tabnnue 4 npuseaeHbl pyHKLUN TPeTbero yposHa (yposeHb 3 OSI).

Tabnnua 4 — OnucaHune GyHKLUMIA TpeTbero yposHs (Layer 3)

Knuenmeoi BootP u
DHcCP

(Dynamic Host
Configuration
Protocol)

YcTponctBa CnocobHbI
BootP/DHCP.

aBTOMAaTMYeCKM nony4yaTb IP-agpec no npoTokony

Cmamuyeckue IP-
mapuwpymel

AAMWHMUCTPATOP KOMMYTaTOpa MMeeT BO3MOXKHOCTb A06aBNATb U yAANATb CTaTU-
YyecKue 3anucu B TabanLy mapLupyTusaumm.

lpomokon ARP
(Address Resolution
Protocol)

ARP — npoTokon conoctasneHua IP-agpeca un ¢pusnyeckoro agpeca ycTpomncraa.
CooTBeTCTBME YCTAaHAB/IMBAETCA HAa OCHOBE aHa/in3a OTBETa OT y3/1a CeTu, aapec
y31a 3anpallmBaeTca B LUMPOKOBELLATE/IbHOM MakKeTe.

lpomokon RIP
(Routing Information
Protocol)

MpPOTOKO/ AMHAMMWYECKOM MapLUpPYTM3aLMK, KOTOPbIM NO3BOASET MapLUpyTU3aTo-
pam 06HOBAATbL MAPLUPYTHYIO MHOOPMALMIO, NO/YYan ee OT COCeaHNX MapLIPyTH-
3aToOpoB. B 3a4a4n NpoToKo1a BXOAMT OnpeaeneHme onTMMas bHOro MapLipyTa Ha
OCHOBAHMM AAHHbIX O KOJIMYECTBE MPOMENKYTOUHBIX Y3/108.

®yHkyusa IGMP
Proxy

IGMP Proxy — GYHKUMA YNPOLLEHHOM MapLIPYTU3aLMN MHOFOAAPECHbIX AAaHHbIX
Mmexay cetamu. [lna ynpaBneHWAa mapLlipyTMsauuein MCnonb3yeTca NPOTOKOA
IGMP.

lpomokon OSPF

MpPOTOKO/ AMHAMMYECKON MapLUpyTU3aLMKW, OCHOBAHHbLIA Ha TEXHO/IOTUM OTCNe-
UBaHUA cocToAHUA KaHana (link-state technology) 1 ncnonb3ayowmin 4Na Haxox-
OeHWa KpaTyaiwero nytv anroputm Aelkctpol. Mpotokon OSPF pacnpoctpaHAeT
MHbOPMaALMIO O JOCTYMHbIX MAPLIPYTaX MEXAY MapLUpyTU3aTopaMmn O4HOMN aBTo-
HOMHOWM CUCTEMDI.

lpomokon BGP

BGP (Border Gateway Protocol — npoToKoA rpaHUYHOrO W/03a) ABAAETCA NPoTo-
KOJIOM MapLUpyTM3aLMM MeXAYy aBTOHOMHbIMU cucTemamm (AS). MapLipyTusa-
TOpbl 06MeHMBaOTCA MHPOPMaLMEN O MAPLLPYTAX K CETAM HasHaYeHuUs.

lpomokon VRRP

Mpotokon VRRP npegHasHayeH 415 pe3epBrpoBaHMA MapLIpyTU3aTopoB, BbINO-
HAKOLWMX PO/b W03a MO YMOAYaHMIo. ITO gocThraetca nNyTém obbeanHeHums IP-
NMHTepdencoB rpynnbl MapLIPyTM3aTOPOB B OAWMH BUPTYasibHbIN, KOTOPbIN ByaeT
MCNO/Ib30BaTbLCA KakK LUJ/I03 MO YMOIYAHUIO 418 KOMIMbIOTEPOB B CETU.

PIM-npoTOKON MHOroagpecHon maplwpytusaumu ans IP-ceTeid, co3gaHHbIA AnA
peweHuna npobnem rpynnosol Mmapwpytusauun. PIM  6asupyetca  Ha
TPaANLMOHHBIX MapLUPYTHbIX NPOTOKONax (Hanpumep, Border Gateway Protocol),

lpomokon PIM BMeCTO TOro, 4Ttobbl co3gaBaTb COBCTBEHHYKO ceTeByto Tonosnoruio. PIM
ncnonb3yeT unicast-Tabanuy mapLpyTusaumm ans nposepkun RPF. IT1a nposepKa
BbINONHAETCA  MaplipyTM3aTopamu, 4Tobbl ybeauTbcs, 4TO  nepegava
MHOroaApecHoro TpaduKa BbINOAHAETCA Mo NyTM 6e3 netens.
MpoToko A obmeHa uHbopmaumelt 06 MCTOYHMKAX bTMKacTa Me

lpomokon MSDP poToKon Al M bopmay, T Mynet Ta Menay
pasanyHbimu RP B PIM.
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2.2.5 ®yHkyuu QoS

B Tabnnue 5 npuBeaeHbl OCHOBHble GyHKLUMM KadecTBa obcnykusaHua (Quality of Service).

Tabnmua 5 — OcHoBHble GYHKLMM KavyecTBa 0OCYKMBAHUA

Moddepxka
npuopumemHeoix
oyepedeii

YCTPOICTBO NOAAEPHKMBAET NPUOPUTU3ALMIO UCXOAALLETO TPadMKa NO oYepesnam
Ha Kak4om nopTy. PacnpeaeneHune nakeTos No oyepessam MOMKET MPOU3BOAUTLCA
B pe3y/ibTaTe KAaccubuKaLumMm NakeToB No PasanyHbIM NOAM B 3aro/IoBKax nake-
TOB.

ModdepiKa Knacca
obcayrcueaHusa
802.1p

CraHgapT 802.1p cneundunumpyetT MeToZ YKasaHUA NpuMopuTeTa Kagpa U anro-
PUTM MCNOJ/Ib30BAHUA MPUOPUTETA B LeNIAX CBOEBPEMEHHOMN AOCTaBKU YyBCTBU-
TE/IbHOTO K BPEMEHHbIM 3a4eprKKam Tpaduka. CtaHgapT 802.1p onpeaensaeT Bo-
cemMb ypoBHel npuoputetos. KOMMyTaTopbl MOTYyT UCMNO/b30BaTb 3Ha4YEHME NpU-
oputeta 802.1p ana pacnpegeneHna Kagpos No NPUOPUTETHLIM ovepeaam.

2.2.6 ®yHKyuu obecneyeHus 6ezonacHocmu

Tabnmua 6 — PyHKUMKN 0becnevyeHms Be3onacHoCTH

®YHKUMA KOMMyTaTopa, NpeaHasHayYeHHana 4aa 3aWuTbl OT aTak C UCMNO/b30Ba-
Huem npoTokosna DHCP. ObecneumsaeT ¢punbtpauuto DHCP-cooblueHuin, nocTy-

DHCP Snooping NMUBLUMX C HEHAZEXKHbIX MOPTOB MyTEM NOCTPOEHUSA U NOAAEP!KAHUA 6a3bl AAHHBIX
npueaskn DHCP (DHCP Snooping binding database). DHCP snooping BbinoaHaeT
AelncTena bpaHamayspa Mexay HeHaZeKHbIMM nopTamu 1 cepsepamm DHCP.
Onuwus, KoTopasa nossosseT nponHoopmuposatb DHCP-cepsep o0 Tom, C Kakoro
Onyus 82 DHCP-peTpaHcnaTopa v Yyepes Kakol NopT npuLlen 3anpoc.

npomokosna DHCP

Mo ymo4aHMo KOMMyTaTop, Ucnob3yowmin pyHKumMo DHCP Snooping, o6Hapy-
»KuBaeT un otbpacbiBaeT ntoboii DHCP-3anpoc, cogepsKalmin onumio 82, KOTopbIn
OH NoNy4Yn Yyepes HeHaAExHbIl (untrusted) nopT.

UDP relay MNepeHanpasneHune wnpokoselaTesbHoro UDP-TpadmKa Ha yKasaHHbIM IP-agpec.
DHCP-cepBep ocyLecTBasfeT LeHTpa/sM30BaHHOe ynpaBiaeHuWe ceTeBbiMU agpe-
®yHKyuu DHCP- pBep ocyuy LeHTp ynp ap
CaMM U COOTBETCTBYIOLMMM KOHOUIYPALMOHHbIMM NapameTpamMu, aBTomaTuye-
cepsepa

CKM NpeaoctaBsiaa X KIMEHTaM.

IP Source address
guard

®PyHKUMA KOMMYTaTOpa, KoTopaa orpaHnyneaet IP-Tpaduk, dunbTpya ero Ha oc-
HOBaHWK TabaMUbl COOTBETCTBMIA 6a3bl AaHHbIX NpuBsA3Kkn DHCP — DHCP Snooping
M CTaTU4YeCcKM CKoHoUrypupoBsaHHbix IP-agpecoB. ®PyHKUMA Mcnonb3yeTca AnA
60pbbbI c NogmeHow IP-agpecos.

CDyHKLI,VIﬂ KOMMYTaATOpa, NpegHa3Ha4yeHHaAa ONA 3aWnTbl OT aTaK C UCNO/1b30Ba-

Dynamic ARP Huem npoTokona ARP. CoobLieHne, KOTOpoe MOCTyMNaeT C HeHaAeXHOro nopTa,
Inspection noAagepraeTca NpoBepKe — cooTBeTcTBYeT M IP-agpec B Tene npuHatoro ARP-na-
(Protection) KeTa IP-agpecy oTnpaButens.

Ecnun appeca He coBNagatoT, TO KOMMyTaTop oT6packiBaeT nakKer.

Ha ocHoBe MHbOpMaUnK, coaepKaLlenca B 3aroloBKax yposHen 2, 3 n 4, y aamu-
[2-13—-14ACL dopma, AepKaLL yp yaa

(Access Control List)

HUCTPATOPa eCTb BO3MOXKHOCTb HAaCTPOWUTL NPABKUIA, COrIACHO KOTOPbLIM NakeT by-
net obpaboTaH nMbo oTOpOLLEH.

Time-Based ACL

Mo3sonsAeT cKoHGUIrypupoBaTh BPEMEHHbIE PaMKM, B TEUEHNE KOTOPbIX AaHHbIN
ACL 6ypeT aenctsoBaThb.
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noéauHHOCMU HA
OCHose nopma
(802.1x)

Moddepika OcHoBHana PpyHKUMA 6J1OKMPOBKU — MOBbLICUTL H@30NAaCHOCTb CeTU, MPeAOoCTaBIAN
306710KUPOBAHHbIX [0CTYyN K MOPTYy KOMMyTaTopa TO/IbKO A5 yCTpoicTe nmetowmnx MAC-agpeca, 3a-
nopmos Kpen/ieHHble 32 3TUM MOPTOM.

lpoesepka

MpoBepka noanvHHocTu IEEE 802.1x npeactaenset cobot MexaHM3M KOHTPOA
[OCTyNa K pecypcam Yepes BHeLWHUI cepsep. Mpolueawine nposepKy Noa/MHHO-
CTM NONb30BATENIN NOAYYAOT LOCTYN K pecypcam BblbpaHHOM ceTu.

2.2.7 ®yHKYuUU ynpasseHuUs KOMmMmymamopom

Tabanua 7 — OCHOBHbIe PYHKLMK yNpaBAeHNA KOMMYTAaTOPaMM

3azpy3Ka u
ebi2py3Ka ¢aiina
Hacmpoliku

MapameTpbl yCTPOMCTB COXPaHAIOTCA B daiiie HaCTPOMKU, KOTOPbLIV COAEPKUT
JAaHHble KOHOUIypaLmMmM KaK BCel CUCTEMBI B LLeIOM, TaK U onpeaefieHHOro nopTa
YCTPOMCTBA.

lpomokon TFTP

Protocol)

(Trivial File Transfer

MpoTtoKkon TFTP ncnonb3yetcs 4aa onepawmini 3anmucy u yteHus ¢aiinos. MNpotoKkon
OCHOBaH Ha TpaHCcNoOpTHOM npoTokose UDP.

YcTpoicTea noaaepXuBatoT 3arpysKy 1 nepeaady no JaHHOMy NPoToKoNy daiios
HacTPOWMKKM 1 06pa3oB NporpammHoro obecneyeHus.

lpomokon SCP
(Secure Copy)

MpoToKon SCP ncnonb3yeTtcsa A4 onepaunin 3anmucu m yteHuns dainos. MpoTokon
OCHOBaH Ha ceTeBOM MpoToKoae SSH.

YCTpOoICTBa NOAAEPKMBAIOT 3arPy3Ky M Nepesady no AaHHOMY NpoTokoay dainnos
HacTPOWMKKM 1 06pa3oB NporpammHoro obecneyeHus.

YoaneHHbili
MOHUMOpPUH2
(RMON)

YpaneHHblh MOHUTOPUHT (RMON) — cpecTBO MOHUTOPMHIA KOMMbIOTEPHbIX CE-
Ten, pacwmpeHme SNMP. CoBmecTMMble YCTPOMCTBA NO3BOAAOT cobupaTb Ana-
FTHOCTMYECKNEe AaHHble C MOMOLbIO CTaHUUM ynpasaeHua cetbto. RMON — 3To0
CTaHgapTHaA 6asa MIB, B KOTOpoi onpegeneHbl TEKyLWAn U Npeaplaywas ctaTm-
CTMKa ypoBHA MAC 1 06beKTbl yNpaBaeHus, NpeaocTaBAstoLIMe AaHHbIe B peanb-
HOM BpeMeHMW.

lpomokon SNMP

Mpotokoa SNMP ncnonb3yetca o158 MOHUTOPUHIA U YNPaBaeHUA CETEBbIM YCTPOW-
ctBOM. [InA ynpaBneHua AOCTYNOM K CUCTEME ONpeaensaeTca CNMCOK 3anuncen co-
obLecTBa, Kaxaan U3 KOTOPbIX COAEPKUT NPUBUAETMM JOCTYNa.

Unmepdpeiic

KOoMaHOHOUi cmpoKu

YnpasneHne kKommytatopamum nocpeactsom CLI ocyliecTBnaeTcs NOKaAbHO Yepes
nocnegoBaTenbHbIM nopT RS-232, nnbo yaaneHHo yepes telnet, ssh. UHTepdelic
KOMaHAHOW cTpoKu KoHconu (CLI) sBnaeTcs NpombIWAeHHbIM CTaHAApTOM. UH-

Time Protocol)

(cLi) TepnpeTtaTop CLI npegocTaBnseT CNMCOK KOMaHA, U KAOYEBbIX C/I0B A1 MOMOLM
Mo/Ib30BaTE/HO U COKpaLLLEHMIO 06bema BBOAUMBIX AAHHbIX.
syslo Syslog — npoTokon, obecneunBatoLmii Nnepeaady coobLieHUIi 0 NPOUCXoaALLMX B
ysiog cucTeme CobbITUSAX, a TaKKe yBeaoMAeHnn 06 olwmnbKax yaaneHHbIM cepeepam.
SNTP MpoTtokon SNTP — NpPOTOKON CMHXPOHM3ALMM BPEeMEHU CEeTU, rapaHTUpyeT ToY-
(Simple Network HOCTb CMHXPOHWM3aLMN BPEMEHWN CETEBOIO YCTPOMCTBA C CEPBEPOM A0 MUAIUCE-

KYHZbI.

Traceroute — cay»ebHasa GyHKUMA, NpegHa3HAYeHHan 4aa onpeaeneHns mapiu-

ypoeHu npusunezuii

Traceroute
pyTOB Nepefayvun AaHHbIX B IP-ceTax.
YnpaeneHue A .
MWHWUCTPATOP MOXKET ONpeaeuTb YPOBHU NPUBMAETUIA A0CTYNA 410 NO/Nb30Ba-
KOHMpoaupyembsim A . P . P PeA yp P Aocryna 4 .
Tenen yCTpomCcTBa U XapaKTEPUCTUKM A1 KAXKAO0r0 YPOBHA NpuBMAEruii (TONbKO
docmynom —

AN5 uTeHns — 1 ypoBeHb, NOAHbIN 4ocTyn — 15 ypoBeHb).
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KommyTaTop cnocobeH ycTaHaBAMBaTb 3anpeT AOCTyNa K Kaxaomy uHtepdeincy
ynpasneHuns (SNMP, CLI). 3anpeT moxeT 6bITb yCTaHOB/IEH OTAE/IbHO ANA KaXKA0ro

baokuposka
» TMna gocTyna:
UHMe, euca .
pd Telnet (CLI over Telnet Session)
ynpaeneHua Secure Shell (CLI over SSH)
SNMP
JlokanbHasa [na nokanbHOM ayTeHTUdMKaLMM NOALEPKMBAETCA XpPaHEHWe naposei B 6ase
aymeHmudguKayus AaHHbIX KOMMyTaTOpA.

duaempayus IP-

Joctyn no SNMP paspeluaetca gnsa onpeaeneHHbix IP-aapecos, ABAAKOLWMXCA Yie-

adpecoes dna SNMP Hamu SNMP-coobecTsa.

MpoTtokon RADIUS ucnonb3yetca gns ayTeHTMOUKAUMM, aBTOPU3aALMKN U y4deTa.

Cepsep RADIUS ucnonb3yeT 6a3y AaHHbIX NO/Ab30BaTesei, KOTOpas COAEPKUT
Knuexm RADIUS pBep Y VA , KOTOPaR COACP

JaHHble NPOBEPKU NOANMHHOCTU ANA Kax[0ro nosab3osatena. KommyrtaTopbl co-

LepKaT KAMEHTCKYIo YacTb npoTokona RADIUS.

YCTPOMCTBO NpeaocTaBAseT NOAAEPMKKY MPOBEPKU NOANMHHOCTU KIMEHTOB MO-
TACACS+ cpeacTBom npotokona TACACS+. MpoTtokon TACACS+ obecneymsaeT LLeHTpaamn3o-
(Terminal Access BaHHYlO cucTeMy 6€30MacHOCTM A1A NPOBEPKMN NOb30BaTE/IEN, MONYHAOLWNX 40-
Controller Access CTYN K YCTPOWCTBY, @ TaKXKe LLEeHTPaIM30BaHHYO CUCTEMY YNPaBAEHUA NpU cobAto-
Control System) AeHunn cosmectumoctn ¢ RADIUS n apyrumun npoueccamu NpoBepKU NOAJANHHO-

cTu.

dyHKuma cepsepa SSH nossonseTt KamMeHTy SSH ycTaHOBUTL C YCTPOMCTBOM 3aluu-
Cepeep SSH YHKL, psep Y Y ycTp w,

LLleHHOoe coeauHeHue ANA YNPaBAeHUa UM.

aHHasA HKUMA NpefocTaB/iaeT BO3MOMKHOCTb CO343BaTb MAKPOKOMaHAbI,

Moddepika f e,qCTanZro:Me co’;oAﬁ Habop KomaHa, v n MMEHHTE ux ana Kozd)mr alfmm
MOAKPOKOMAHO P P ’ P vP

yCTpOMCTBa.

2.2.8 /[lononHumenobHble pyHKYyUU

B Tabimue 8 npuseaeHbl 4ONOAHUTENbHbIE GYHKLMKN YCTPOMCTBA.

Tabnuua 8 — JononHutenbHble GyHKLMM YCTPOICTBA

BupmyansHoe CeTeBOIM KOMMYTaATOP MMeEEeT B CBOEM COCTaBe NPOrpamMmHbIe M annapaTHbie cpea-
mecmuposaHue CTBa, NO3BONAIOLLME BbINOAHATL GYHKLMM BUPTYanbHOroO Tectepa Kabena — VCT.
Kabens (VCT) TecTep No3BoAAET ONpeaeUTb COCTOSHUE MeAHOro Kabens ceasu.
TPOWMCTBO N fAeT TecTm Tb ONTUYECKUI TPaHCU . Mpun Tectn HUK

JuazHocmuka YcTponcTBo No3BoNAeT TecTMpoBaTh O ec paHcusep. MNpu TecTuposa

OTC/NIEXMBAIOTCA TaKMe NapameTpbl, KaK TOK U HanpsaXXeHne NUTaHUA, TemnepaTtypa
onmu4yecKoeco o

TpaHcuBepa. Oaa peanusaumn TpebyeTca noaaepka 3Tmx OyHKLMIA B TPaHCK-
mpaHcusepa

Bepe.

Green Ethernet

[aHHbI MexaHW3M MO3BONSAET KOMMYTATOPY CHU3UTL 3HepronotpebneHue 3a
CYET OTK/IIOYEHNA HEAKTUBHbIX 3/IEKTPUYECKUX NMOPTOB.

Coomeemcmeue
cmaHdapmy M3K
61850

KommyTaTop 0b6nagaeT Bcemu HEOBXOAUMBIMU XapaKTepPUCTUKaMK ana paboTbl €
npotokonamu MMS, GOOSE, SV:
e Manas BennumnHa 3agepKkn GOOSE-coobueHns npu nepegaye
e YmeHue pacnosHaBatb Ethertype GOOSE-coobuieHun
e  YmeHue paboTaTb C TEFTOM BUMPTyanbHOM ceTn U Terom npuoputeta IEEE
802.1Q GOOSE-coobuieHusn
e [loppep:kka nepegayn multicast-coobuieHnii 1 BO3MOXKHOCTb paboTbl C
onpeaeneHHbim ctaHgapTom M3K 61850 grManasoHom rpynn BewaHmA.
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2.3 OcCHOBHbIe TeXHUYECKUe XapaKTepPUCTUKU

OCHOBHble TEXHMYECKME NapaMeTPbl KOMMYTaTOPOB NpUBEAEHbI B Tabauue 9.

Ta6nmu,a 9 — OCHOBHbIe TEXHMYECKNe XapPaKTEPUCTUKN

O6wme napameTpbl

NHTepdeichl

MES5324

1x10/100/1000BASE-T (OOB)
1x10/100/1000BASE-T (Management)
24x10GBASE-R (SFP+)/1000BASE-X (SFP)
4x40GBASE-SR4/LR4 (QSFP+)
1xKoHconbHbIl nopT RS-232 (RJ-45)

MES3324F

1x10/100/1000BASE-T (OOB)
20x1000BASE-X/100BASE-FX (SFP)

4x10GBASE-R (SFP+)/1000BASE-X (SFP)
4x10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
1xKoHconbHbIl nopT RS-232 (RJ-45)

MES3324

1x10/100/1000BASE-T (OOB)

20x10/100/1000BASE-T

4x10GBASE-R (SFP+)/1000BASE-X (SFP)
4x10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
1xKoHconbHbIN nopt RS-232 (RJ-45)

MES3316F

1x10/100/1000BASE-T (OOB)
12x1000BASE-X/100BASE-FX (SFP)

4x10GBASE-R (SFP+)/1000BASE-X (SFP)
4x10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
1xKoHconbHbIn nopt RS-232 (RJ-45)

MES3308F

1x10/100/1000BASE-T (OOB)
4x1000BASE-X/100BASE-FX (SFP)

4x10GBASE-R (SFP+)/1000BASE-X (SFP)
4x10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
1xKoHconbHbIn nopT RS-232 (RJ-45)

MES2324
MES2324B

24x10/100/1000BASE-T (RJ-45)
4x10GBASE-R (SFP+)/1000BASE-X (SFP)
1xKoHconbHbIl nopT RS-232 (RJ-45)

MES2324P
MES2324P ACW

24x10/100/1000BASE-T (RJ-45) PoE/PoE+
4x10GBASE-R (SFP+)/1000BASE-X (SFP)
1xKoHconbHbIn nopT RS-232 (RJ-45)

MES2324FB
MES2324F

20x1000BASE-X/100BASE-FX (SFP)

4x10GBASE-R (SFP+)/1000BASE-X (SFP)
4x10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
1xKoHconbHbIN nopT RS-232 (RJ-45)

MES2348B
MES3348

48x10/100/1000BASE-T (RJ-45)
4x10GBASE-R (SFP+)/1000BASE-X (SFP)
1xKoHconbHbIN nopT RS-232 (RJ-45)

MES2348P

48x10/100/1000BASE-T (PoE/PoE+)
4x10GBASE-R (SFP+)/1000BASE-X (SFP)
1xKoHconbHbIn nopt RS-232 (RJ-45)

24
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48x1000BASE-X/100BASE-FX (SFP)

MES3348F 4x10GBASE-R (SFP+)/1000BASE-X (SFP)
1xKoHconbHbIl nopT RS-232 (RJ-45)
10x10/100/1000BASE-T (RJ-45)

MES2308 2x1000BASE-X (SFP)
1xKoHconbHbIn nopT RS-232 (RJ-45)
8x10/100/1000BASE-T (PoE/PoE+)
2x10/100/1000BASE-T (RJ-45)

MES2308P 2x1000BASE-X (SFP)
1xKoHconbHbIl nopT RS-232 (RJ-45)
8x10/100/1000BASE-T (RJ-45)

MES2308R 2x10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
1xKoHconbHbIN nopT RS-232 (RJ-45)
8x10/100/1000BASE-T (PoE/PoE+, RJ-45)

MES3508P 2x10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
1xKoHconbHbIn nopt RS-232 (RJ-45)
8x10/100/1000BASE-T (RJ-45)

MES3508 2x10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
1xKoHconbHbIl nopT RS-232 (RJ-45)
8x10/100/1000BASE-T (PoE/PoE+, RJ-45)

MES3510P 4x100BASE-FX/1000BASE-X (SFP)
1xKoHconbHbIn nopT RS-232 (RJ-45)
24x10/100/1000BASE-T (RJ-45)

MES2328] 4x10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
1xKoHconbHbIl nopT RS-232 (RJ-45)
1xUSB 2.0
ontuyeckune nHtepdeicobl 1/10/40 rémt/c

MES5324 ”
aneKTpuyeckue nHtepdeiicol 10/100/1000 M6ut/c

MES3324F

MES3324

MES3316F

MES3308F

MES2324

MES2324P

MES2324P ACW ontuyeckune nHtepdeicol 1/10 réut/c

MES2348B aneKkTpuyeckne nHTepdeicsl 10/100/1000 M6buTt/c

MES2348P

CKOpOCTb nepeaayvn MES3348
AaHHbIX MES3348F

MES2324B

MES2324FB

MES2324F

MES2308R

E

MES3508P ontuyeckune nHrepdeicsl 100/1000 M6uT/c

MES3508 aneKTpuyeckue nHtepdericsl 10/100/1000 M6éuT/c

MES3510P P P

MES2328lI

MES2308P onTuyeckune nHtepdeicol 1 rémt/c

MES2308 aneKTpuyeckue nHtepdericsl 10/100/1000 M6uT/c

MES5324 800 réut/c

Ethernet-kommymamopei cepuii MES23xx, MES33xx, MES35xx, MES5324
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MES3324
MES3324F
MES2324
MES2324P
MES2324P ACW
MES2324B
MES2324FB
MES2324F

128 réut/c

MES2348B
MES2348P
MES3348

MES3348F

176 Iéut/c
MponyckHan
CrnocobHoCTb

MES3316F 112 rémt/c

MES2328lI 56 I6ut/c

MES3308F 96 I6ut/c

MES2308R
MES3508P 20 rbut/c
MES3508

MES2308
MES2308P 24 T6ut/c
MES3510P

MES5324 512,8 MPPS

MES3324

MES3324F 95 MPPS

MES2324
MES2324B
MES2324FB
MES2324F

92,1 MPPS

MES2324P

MES2324P ACW 93,1 MPPS

MES2348B

MpounssoanTens- MES2348P
HOCTb Ha NakeTax MES3348
NNMHOM 64 Baiital MES3348F

130,9 MPPS

MES2308R 14,7 MPPS

MES3508P

MES3508 14 MPPS

MES3510P 17,8 MPPS

MES2328lI 41,6 MPPS

MES2308

MES2308P 17,7 MPPS

MES3316F 83 MPPS

MES3308F 71 MPPS

! 3HayeHuna YKa3aHbl AnA Oﬂ,HOCTOpOHHeVI nepeaavun
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Ob6bem
6ydepHoi
namaTu

MES5324

4 Mb

MES3324F
MES3324
MES3316F
MES3308F
MES2324
MES2324pP
MES2324P ACW
MES2324B
MES2324FB
MES2324F
MES2308
MES2308R
MES2308P
MES3508P
MES3508
MES3510P
MES2328lI

1,5 Mb

MES2348B
MES2348P
MES3348

MES3348F

3 Mb

O6bem O3Y (DDR3)

MES5324

4TB

MES3324F
MES3324
MES3316F
MES3308F
MES2324
MES2324P
MES2324P ACW
MES2324B
MES2324FB
MES2324F
MES2348B
MES2348P
MES3348
MES3348F
MES2308
MES2308R
MES2308P
MES3508P
MES3508
MES3510P
MES2328lI

512 Mb

Ethernet-kommymamopei cepuii MES23xx, MES33xx, MES35xx, MES5324
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MES5324 2Tb

MES3324F
MES3324
MES3316F
MES3308F
MES2324
MES2324P
MES2324P ACW
MES2324B
MES2324FB
Ob6bem MN3Y (RAW MES2324F
NAND) MES23488 512 MB
MES2348P
MES3348
MES3348F
MES2308
MES2308R
MES2308P
MES3508P
MES3508
MES3510P
MES2328|

MES5324 65536

MES3324F
MES3324
MES3316F
MES3308F
MES2324
MES2324P
MES2324P ACW
MES2324B
MES2324FB
Ta6nmu,a MAC- MES2324F
aApecos MES2348B 16384
MES2348P
MES3348
MES3348F
MES2308
MES2308R
MES2308P
MES3508P
MES3508
MES3510P
MES2328lI
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Konnuectso ARP-
3anuceit!

MES5324

7748

MES3324F
MES3324
MES3316F
MES3308F
MES3348
MES3348F
MES3508P
MES3508
MES3510P

4023

MES2324
MES2324pP
MES2324P ACW
MES2324B
MES2324FB
MES2324F
MES2348B
MES2348P
MES2308
MES2308R
MES2308P
MES2328lI

820

Noppep»xka VLAN

cornacHo 802.1Q go 4 094 aktmBHbIX VLAN

Konunuectso rpynn
L2 Multicast (IGMP
snooping)

MES5324
MES3324F
MES3324
MES3316F
MES3308F
MES3348
MES3348F
MES3508P
MES3508
MES3510P

4091

MES2348B
MES2348P
MES2324P
MES2324P ACW
MES2324
MES2324B
MES2324FB
MES2324F
MES2308
MES2308R
MES2308P
MES2328lI

2047

! na kaxporo xocta B ARP-TabauLe co3aaetca 3anuch 8 Tabavue mapLipyTmsauum

Ethernet-kommymamopei cepuii MES23xx, MES33xx, MES35xx, MES5324
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MES5324 1982 (ingress/egress)

MES3324F
MES3324

MES3316F
MES3308F
MES3348 3006 (ingress/egress)
MES3348F
MES3508P
MES3508

MES3510P

Konunyectso npasun

sQinQ MES2324

MES2324pP
MES2324P ACW
MES2348B
MES2348P
MES23248B
MES2324FB
MES2324F
MES2308
MES2308R
MES2308P
MES2328lI

958 (ingress/egress)

MES5324 1982

MES3324F
MES3324

MES3316F
MES3308F
MES3348 3006
MES3348F
MES3508P
MES3508

MES3510P

Konnyectso npasun

ACL MES2324

MES2324P
MES2324P ACW
MES23248B
MES2324FB
MES2324F
MES2348B
MES2348P
MES2308
MES2308R
MES2308P
MES2328lI

958
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Konunuectso ACL

MES5324

2048

MES3324F
MES3324
MES3316F
MES3308F
MES3348
MES3348F
MES3508P
MES3508
MES3510P

3072

MES2324
MES2324pP
MES2324P ACW
MES2324B
MES2324FB
MES2324F
MES2348B
MES2348P
MES2308
MES2308R
MES2308P
MES2328lI

1024

Konnyectso npasun ACL B

oaHom ACL

256

Konunuectso
mapupyTos L3
Unicast?!

MES5324

7748 IPv4
1942 IPv6

MES3324F
MES3324
MES3316F
MES3308F
MES3348
MES3348F
MES3508P
MES3508
MES3510P

12866 IPv4
3222 IPv6

MES2324
MES2324P
MES2324P ACW
MES2324B
MES2348B
MES2348P
MES2324FB
MES2324F
MES2308
MES2308R
MES2308P
MES2328lI

818 IPv4
210 IPv6

1 MapuwpyTsl IPv4/IPv6 Unicast/Multicast ncnonb3ytoT obuime annapaTtHble pecypcbl
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MES5324

MES3324F
MES3324

MES3316F
MES3308F 3876 IPv4
MES3348 1006 IPv6
MES3348F
MES3508P
MES3508

Konunyectso MES3510pP

MapupyTos L3 MES2348B
Multicast (IGMP MES2348P
Proxy, PIM)* MES2324P
MES2324P ACW
MES2324
MES23248B 412 IPv4
MES2324FB 103 IPv6
MES2324F
MES2308
MES2308R
MES2308P
MES2328lI

Konnuvectso VRRP-mapwpyTmnsatopos 255

MES5324 64

MES3324F
MES3324
MES3316F
MES3308F
MES3348
MES3348F
MES3508P
MES3508

MES3510P
MaKcMManbHbIN MES2324

pasmep ECMP-prﬂl'I MES2324P 8
MES2324P ACW
MES2348B
MES2348P
MES2324B
MES2324FB
MES2324F
MES2308
MES2308R
MES2308P
MES2328lI

Konunuectso VRF 16 (BkAtoyan VRF no ymonyaHuio)

1 MapuwpyTsl IPv4/IPv6 Unicast/Multicast ncnonb3yioT obLime annapaTHble pecypcbl
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MES5324
MES3324F
MES3324
MES3316F
MES3308F
MES3348
MES3348F
MES3508P
MES3508
MES3510P

2048

Konunuectso L3- MES2324
nHTepdeiicos MES2324P
MES2324P ACW
MES2348B
MES2348P
MES2324B
MES2324FB
MES2324F
MES2308
MES2308R
MES2308P
MES2328I

130

Konunyectso BUpTyanbHbix Loopback-
WHTepdencos

64

Arperaumsa KaHanos (LAG)

48 rpynn, 40 8 NOPTOB B KaXKa0M

Konnyectso aksemnaapos MSTP 64
Konunyectso aksemnnapos PVST 63
Konnuectso DHCP pool 32

KauecTBo obcnyxuBaHma QoS

npuopuTnsauma Tpadmka, 8 ypoBHeM
8 BbIXOAHbIX o4epeseli ¢ pasHbIMU NPUOPUTETAMM A KaK[0ro
nopTa

Ceepxa/iMHHbIE Kaapbl (jumbo frames)

MaKCMMasbHbIM pasmep naketos 10240 6anT

CreknpoBaHue

0o 8 yctpoiicts (kpome MES3508, MES3508P n MES3510P)

CooTBeTcTBME CTaHA4APTaM

IEEE 802.3 10BASE-T Ethernet

IEEE 802.3u 100BASE-T Fast Ethernet

IEEE 802.3ab 1000BASE-T Gigabit Ethernet

IEEE 802.3z Fiber Gigabit Ethernet

IEEE 802.3x Full Duplex, Flow Control

IEEE 802.3ad Link Aggregation (LACP)

IEEE 802.1p Traffic Class

IEEE 802.1g VLAN

IEEE 802.1v

IEEE 802.3ac

IEEE 802.1d Spanning Tree Protocol (STP)

IEEE 802.1w Rapid Spanning Tree Protocol (RSTP)
IEEE 802.1s Multiple Spanning Tree Protocol (MSTP)
IEEE 802.1x Authentication

IEEE 802.3af PoE, IEEE 802.3at PoE+ (Tonbko MES2308P,
MES2324P, MES2324P ACW, MES2348P, MES3508P u
MES3510P)

M3K 61850

Ethernet-kommymamopei cepuii MES23xx, MES33xx, MES35xx, MES5324
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YnpasneHue

JNlokanbHoe ynpasnexue

Console

YpaneHHoe ynpasneHue

SNMP, Telnet, SSH, web

du3nyecKkne XapaKTepUCTUKM U YCI0BUA OKpYIKatoLueli cpeabl

MCTOYHMKM NUTaHNA

MNoTpebnaemasn
MOLLHOCTb

MES5324
MES3324F ceTb nepemeHHOro Toka: 100-240 B, 50-60 Iy,
MES3348 ceTb MOCTOAHHOrO ToKa: 36—72 B
MES3348F BapuaHTbl NUTaHUA:
MES3324 - OAMH UCTOYHUK NUTAHMA NOCTOAHHOIO UM NePEMEHHOrO TOKa;
MES3316F - ABa UCTOYHMKA NUTAHMA NOCTOAHHOIO MW NepPeMeHHOro ToKa
MES3308F C BO3MOXHOCTbIO ropAYei 3aMeHbl
MES2328lI
MES2324 AC
MES2308 ceTb NnepemeHHoro Toka: 110-250 B, 50-60 I'y,
MES2308R
MES2308P AC
MES2324P AC ceTb NnepemeHHoro Toka: 170-264 B, 50-60 Iy,
MES2324P ACW ceTb nepemeHHoro Toka: 100—-240 B, 50-60 Iy,
ceTb nepemeHHoro Toka: 100240 B, 50-60 Iy,
CeTb NOCTOAHHOIO TOKa: 36—72 B
MES2348P BapuaHTbl NUTaHUA:
- OOVH UCTOYHUK NUTaHMA NOCTOAHHOTO MW NEPEMEHHOIO TOKa;
- ABa UCTOYHMKA NUTaHWUA NOCTOAHHOIO WM NEePeMEeHHOro ToKa
C BO3MOMHOCTbIO FropAYei 3aMeHbl
MES3508P CeTb MOCTOAHHOIO TOKA: C BKAKOYEHHOMN dyHKUmMel PoE:
MES3510P 45-57 B; c oTKAtoueHHOM ¢yHKuUmnen PoE: 20-57 B
MES3508 ceTb NOCTOAHHOrO ToKa: 20-75 B
ceTb nepemeHHoro Toka: 110-250 B, 50-60 I'y,
CBMHL0BO-KUCNOTHbIN akkymynaTop: 12 B
XapaKTepUCTMKM 3apALHOro YyCTPOMCTBA:
- TOK 3apAaja:
2,7+0.2 A — MES2324FB 1 MES2348B;
MES2324B 1.610.1 A — MES23248B.
MES2324FB - HanpAxeHue cpabaTbiBaHWA pacuenuTens Harpyskm — 10—
MES2348B 10,5 B;
- MOPOroBoe HanpAXXeHue MHANKALUNKM HU3KOro 3apsaga — 11 B
V CeueHue npoBopga ana nogkntoueHma AKb He meHee
i 1,5 mm. Ana MES2324B pekomeHayeTtca
ncnonb3oBatb AKb émKocTblo He meHee 12 Ah, ana
MES2324FB n MES2348B — He meHee 20 Ah.
MES2324F DC
MES2324 DC
MES2324P DC CeTb NOCTOAHHOTIO TOKa: 36—72 B
MES2308P DC
MES5324 He 6onee 107 BT
MES3324F He bonee 45 BT
MES2324 He bonee 25 BT
MES3308F He bonee 27 BT
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mizgzi; He 6onee 35 Bt
MES2324F He 6onee 39 Bt
MES2324B He 6onee 50 BT
MES2324FB He 6onee 85 BT
MES3348 He 6onee 43 Bt
mggg;zg; He 6onee 89 Bt
MES2348P He 6onee 1600 BT
mg:;;g:R He 6onee 14 Bt
MES3508 He 6onee 15 Bt
MES2308P AC He 6onee 275 BT

MES2308P DC

He 6onee 280 BT

MES2324P AC
MES2324P ACW

He 6onee 445 BT

MES2324P DC

He 6onee 455 BT

MES3508P
MES3510P He 6onee 260 BT
MES2328l| He 6onee 33 BT
MoTpebasemasn MES2324B He bonee 26 BT
MOUWHOCTb 6e3 y4yeTa MES2324FB
3apaga AKB MES2348B He 6onee 45 Bt
MES2324P
MEs2324p Acw | S0 BT
MES2348P 1450 Bt
BroaKeT MoLHOCTH
PoE MES3508P 240 BT (ans npunoxkeHuii 802.3at pekomeHagyemoe
MES3510P HanpsAeHue nutaHma 54-56 B DC)
MES2308P 240 Bt
MES5324 107 Bt
MES3324F 45 Bt
MES2324 25 Bt
MES3308F 17 Bt
MES3324
TennosblgeneHne MES3316F 35 Bt
MES2324F 39 Br
MES2324B 28 Bt
MES2324FB 50 Bt
MES3348 43 Bt

Ethernet-kommymamopei cepuii MES23xx, MES33xx, MES35xx, MES5324
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MES3348F

89 Bt

MES2348B

54 Bt

MES2348P

160 Bt

MES2308
MES2308R

14 Bt

MES3508

15 Bt

MES2308P AC

35 Bt

MES2308P DC

40 Bt

MES2324P AC
MES2324P ACW

65 BT

MES2324P DC

75 Bt

MES3508P
MES3510P

20 Bt

MES2328lI

33 Bt

AnnapaTtHaa
noaaepka Dying
Gasp

MES2308R

eCTb

MES5324
MES3324
MES3316F
MES3308F
MES3324F
MES3348
MES3348F
MES3508P
MES3508
MES3510P
MES2324
MES23248B
MES2324FB
MES2324F
MES2324pP
MES2324P ACW
MES2348B
MES2348P
MES2308
MES2308P
MES2328l|

HeT

MHTepsan pabounx
TemnepaTyp

MES5324

ot 0 no +45 °C

MES2308
MES2308P DC

o1 -20 po +45 °C

MES2324
MES2324pP
MES2324P ACW
MES23248B
MES2308P AC
MES2308R
MES2348B

oT1-20 po +50 °C

MES2348P

o1 -10 po +50 °C

36
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MES2324F
MES2324FB

oT1-20 po +65 °C

MES3324F
MES3324
MES3316F
MES3308F
MES3348
MES3348F

oT-10 po +45 °C

MES3508P
MES3508
MES3510P

ot -40 po +70 °C

MES2328l|

ot -40 po +60 °C

MHTepsan TemnepaTypbl XpaHeHMA

WHTepBaa TemnepaTypbl XxpaHeHusa oT -50 go +70 °C (ot -50 °C
fo +85 °C ana MES3508, MES3508P 1 MES3510P)
V Mepea nepBbiM BK/IIOYEHUEM MOC/IE XPAHEHUA NpU
‘ TemnepaTtype meHbLuen, yem -20 °C, uam npu 6onbLueii,
yem +50 °C, TpebyeTca BblAgepKaTb KOMMYTaTOP NpU
KOMHATHOI TemnepaType He MeHee YeTbIPEX YacoB.

OTHOCUTENbHAA BAAXKHOCTb NpU
aKcnayaTaumu (6es obpasoBaHus

KOHZeHcaTa)

He 6onee 80 %

OTHOCKTE/IbHAA BNAXKHOCTb MPU XpaHEHUN
(6e3 obpaszoBaHNs KOHAEHCaTa)

o110 10 95 % (0T 5 A0 95 % ana MES3508P)

fabapuTHble
pasmepsl (LU x B x T)

MES5324 430 x 44 x 298 mm
MES2324

MES23248 430 x 44 x 158 mm
MES2324P

MES2324P ACW 430 x 44 x 203 mm
MES2324FB

MES2324F 430 x 44 x 243 mm
MES3324F

MES3324

MES3316F 430 x 44 x 275 mm
MES3308F

MES2348B 440 x 44 x 280 mm
MES3348 440 x 44 x 316 mm
MES3348F 440 x 44 x 330 mm
MES2348P 440 x 44 x 490 mm
MES2308

MES2308R 310 x 44 x 158 mm
MES2308P 430 x 44 x 158 mm
MES3508P

MES3508 85 x 152 x 115 mm

Ethernet-kommymamopei cepuii MES23xx, MES33xx, MES35xx, MES5324
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MES3510P 85x 175 x 115 mm
MES2328| 430 x 44 x 305 mm
MES5324 3,95 Kr
MES2308P AC 2,55 kr
MES2308P DC 2,35 kr
MszapAcw | 19
MES2324P DC 4,02 kr
MES2308P AC 2,55 kr
Macca MES2324FB 3,55 kr
MES2348P 9,55 kr
MES3308F 3,15 kr
MES3324 3,25 Kkr
MES3324F 3,50 kr
MES3348 3,95 kr
MES3348F 4 Kkr
MES3508 1,36 Kr
MES3508P 1,40 kr
MES3510P 1,74 kr
CpoK cny»xbbl He meHee 15 net
V Tun NUTaHuMA yCTPOIiCTBa onpeaenneTca Npu 3aKase.
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2.4 KOHCTPYKTUBHOE UCNONIHEHUE

B AaHHOM pasgene onucaHoO KOHCTPYKTUBHOE MCMONHEHUe yCcTPolcTB. MpeactaBneHbl M306parkeHun
nepeaHen, saaHen (sepxHeit ans MES3508P) 1 60KoBbIX NaHenen yCTPOMUCTB, ONncaHbl pasbembl, CBETOAM-
OAHbleé UHANKATOPbI U OpraHbl ynpasaeHUA.

Ethernet-kommyTaTopbl cepmunt MES53xx, MES33xx, MES23xx BbINOMIHEHbI B METa/IZIMYECKOM Kopnyce €
BO3MOXHOCTbIO YCTaHOBKM B 19” KapKac, BbicoTa Kopnyca 1U.

Ethernet-kommyTaTopbl cepun MES35xX BbINOAHEHbI B META/N/IMYECKOM KOpMyce ANA KPenaeHus Ha
DIN-peitky.

2.4.1 BHewHuli sud u onucaHue nepedHeli naHenu ycmpoiicmea

BHewHM BNA nepegHen naHenn yctpoicts cepunit MES53xx, MES33xx, MES23xx n MES35xx nokasaH
Ha pucyHKax 1-20.

===

55 o5 7Ag0 ATa A0 7o 750 VLT
| e e [ e

ofils o0 oA PERG
===

PucyHok 1 — MepeaHas naHenb MES5324

B Ta6nmu,e 10 npmeengeH nepeyvyeHb pasbemMoB, CBETOANOOHbIX MHOUKATOPOB U OpPraHOB ynpas/eHUA,
PaCnNoO/0XKEHHbIX Ha ﬂepEAHeVI naHen KoMmmMmyTaTopa.

Tabanuya 10 — OnucaHme pasbeMoB, MHANKATOPOB M OPraHOB ynpaBaeHns nepegHel naHenm MES5324

dnemeHT nepeaHeit

Ne naHenw OnucaHue
Unit ID NHANKaTop HOMepa YCTPOMCTBA B CTEKE.
Power NHAMKaTOp NUTaHMA yCTPOWMCTBA.
1 Master MHAanKaTop peskmma paboTsl yCTpoiicTBa (Beaylumit/senombii).
Fan NHauKaTop paboTbl BEHTUAATOPOB.
RPS MHAWKATOP pe3epBHOro 3NeKTPONUTaHMUA.

Ethernet-kommymamopei cepuii MES23xx, MES33xx, MES35xx, MES5324
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KOHCO/IbHbIM NOPT 415 NIOKANBHOIO YNPaBAEHUA YCTPOUCTBOM.
PacnvHoBKa pasbema creayrollan:

1 He ucnonb3yeTcA

2 He ucnonblyetca

3 RX

4 GND

2 Console 5 GND
6 TX
7 He ucnonb3yeTcs
8 He ucnonblyetca
9 He ucnonblyetca
Pacnalika KoHconbHOro Kabensa npuseaeHa B pasgene «lMpunoxeHue b.
KoHconbHbIl Kabenby.

3 USB USB-nopr.

Moprt (out-of-band) 10/100/1000BASE-T (RJ-45) ans yaaneHHoro ynpas-

4 00B JIeHUA YCTPOMUCTBOM.

YnpasieHue ocyLWecTBAAETCA MO CETU, Pa3fesibHO C KaHANoOM nepesayn
JaHHbIX.

5 Mgmt MopTt 10/100/1000BASE-T (RJ-45) anAa yaaneHHOro ynpasaeHns ycTpoi-
CTBOM. YNpaBaeHMe OCyLLEeCTBAAETCA NO CETU Nepesayn AaHHbIX.
dyHKUMOHANbHAsA KHOMKa A/19 nepesarpysKku ycTponcTea 1 cbpoca K 3a-
BOACKMM HaCTpOMKam:

6 F - NPV Ha¥KaTUM Ha KHOMKY A/IMTENbHOCTbIO MeHee 10 ¢ NnpoucxoamT ne-
pesarpyska ycTpoWncTBa;

-NPU HaXKaTUW Ha KHOMKYy AauTenbHocTblo 6onee 10 ¢ npoucxogut
cHbpocC HACcTPOEK YCTPOWCTBA A0 3aBOACKOM KOHUrypaunm.

7 [1-24] CnoTbl gna yctaHoBKM TpaHcueepos 10G SFP+/1G SFP.

8 itg; itgi Cnotbl XLG1-XLG4 ana yctaHoBKKU TpaHcueepos 40G QSFP+.

O T o C ) 3 C D D (O TD Co () ) o ) e ) 5 Cm O e o o o e e
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PucyHok 3 — lMepeaHAas naHenb MES3324
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PucyHok 4 — lMepeaHaa naHenb MES3316F
AOLTEX Mo ,
038
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PucyHok 5 — lMepeaHaa naHenb MES3308F

B Tabaunue 11 npuseneH nepevyeHb PasbemoB, CBETOANOLHbIX UHAMKATOPOB WU OPraHOB YNpaB/ieHUs,
pacnonoXeHHbIX Ha NepeaHel naHenn kommytatopos MES3308F, MES3316F, MES3324, MES3324F.

Tabnnua 11 — OnucaHWe pa3bemMoB, UHAMKATOPOB M OPraHOB ynpaBieHus nepeaHen naHenn MES3308F,
MES3316F, MES3324, MES3324F

UnitID MHAWKaTOp HOMepa YCTPOMCTBA B CTEKE.
Power MNHAMKaTOp NUTaHMA YCTPOMCTBA.
1 Master NHAanKaTop pexxnma paboTbl ycTpoicTea (BeayLmii/Beaombiii).
Fan NHauMKaTop paboTbl BEHTUAATOPOB.
RPS MHAMKATOP pe3epBHOro 31eKTPONUTaHUA.
2 Console KOHCO/IbHbIV NOPT AN1A NOKAbHOIO YNPaBAEHUS YCTPOUCTBOM.

Mopt (out-of-band) 10/100/1000BASE-T (RJ-45) ana yaaneHHOro ynpas-
NeHUNA YyCTPOWCTBOM.

3 00B
YnpaBneHue ocyLLecTBAAETCA MO CETU, Pa3felbHO C KaHaloM nepesaymn
OaHHbIX.
PyHKLMOHaNbHAA KHOMKA ANs Nepe3arpysku ycTponcTea n cbpoca K 3a-
BOACKMM HaCTpOMKam:
4 r - MPY HaXaTUM Ha KHOMKY ANUTeNbHOCTbIo MeHee 10 ¢ npoucxoauT ne-
pe3arpysKa ycTpolicTBa;
-NPW HaXKaTUW Ha KHOMKY AAuTeNbHOCTblo 6osee 10 ¢ nmpoucxoaut
cHbpOC HACTPOEK YCTPOMCTBA 4,0 3aBOACKOM KOHPUrypauuu.
[1-24] CnoTbl ANA yCTaHOBKM TpaHcueepos 1GSFP.
5 [1-16] MopTbl 10/100/1000BASE-T (RJ-45).
(1-8]

Ethernet-kommymamopsi ceputi MES23xx, MES33xx, MES35xx, MES5324
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[11-12, 23-24]

6 [7-8, 15-16] Komb60-nopTbl: nopTbl 10/100/1000BASE-T (RJ-45)/1000BASE-X.
[3-4, 7-8]
XG1, XG2

7 XG3, XG4 CnoTbl Ana ycTaHoBKM TpaHcueepoB 10GSFP+/1GSFP.

2 8

rower O O O

—000
Ealefele]

PucyHok 7 — lMepeaHaa naHenb MES2324P, MES2324P ACW

B Tabaunue 12 npuseneH nepevyeHb pasbemoB, CBETOANOLHbIX MHAMKATOPOB WU OPraHOB YNpaB/ieHUs,
pacnonoXeHHbIX Ha NepegHel NnaHenn kKommyTtatopos MES2324, MES2324P, MES2324P ACW.

Tabnnua 12 — OnucaHue pa3bemoB, MHAMKAaTOPOB M OPraHoB ynpasneHus nepeaHent naHenn MES23241%,
MES2324P, MES2324P ACW

1 ~110-250VAC max 2A Pasbem ona NoAKNIOYEHMA K UCTOYHMKY 3/IEKTPONUTAHNA NEPEMEHHOr0
TOKa.
Unit ID NHANKaTop HOMepa YCTPOMCTBA B CTEKE.
Power NHAMKaTOp NUTaHMA yCTPOMCTBA.
2 Master MHAMKaTop pexkrMma paboTbl yCTpoiicTBa (BeayLumit/segombiit).
Status NHAMKaTOp COCTOAHMA YCTPOMCTBA.
Alarm NHOuKaTop aBapuu.
3 Console KoHCOo/IbHbIM NOPT 415 IOKANBHOIO YNPaB/AEHUA YCTPOUCTBOM.

! KommyTatopsl MES2324, MES2324B, MES2324F DC, MES2324FB moryT 6bITb ocHaleHbl noptom O0B (nopT (out-of-band)
10/100/1000BASE-T (RJ-45) ana yaaneHHoOro ynpasaeHMa yCTPOMCTBOM. YNpaBAeHMe OCyLLECTB/IAETCA Mo CeTH, pa3ae/ibHo
C KaHaNoM nepeaaun AaHHbIX).
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®yHKLMOHabHAA KHOMNKA A8 nepe3arpysku ycTponcTea u cbpoca K 3a-
BOACKMM HACTPOMKam:

4 . - NPY HaXKaTUW Ha KHOMKY ANUTeNbHOCTbI0 MeHee 10 ¢ npoucxoauT ne-
pesarpyska yCcTpoMncTBa;
-NpU HaXKaTUM Ha KHOMKYy pautenbHocTbto 6onee 10 ¢ npoucxoaut
cbpocC HAacTpPoeK YCTPOMCTBA A0 3aBOACKON KOHPUrypaumu.

5 [1-24] MopTtbl 10/100/1000BASE-T (RJ-45).

6 Link/Speed CBeToBaA MHAMKALMA COCTOAHUA ONTUYECKUX HTEpPdENCOB.

XG1, XG2
7 XG3, XG4 CnoTbl gna yctaHoBKM TpaHcusepos 10GSFP+/1GSFP.
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PucyHok 8 — lMepeaHaa naHenb MES2348P

B Tabaunue 13 npuseneH nepevyeHb pasbemoB, CBETOANOLHbIX MHAMKATOPOB U OPraHOB YNpaB/ieHUs,
pacnonoXeHHbIX Ha NnepeaHen naHenn kommyTtatopa MES2348P.

Tabnnuya 13 — OnucaHune pasbemoB, MHANKATOPOB M OPraHOB ynpaBaeHus nepeaHen naHean MES2348P

Ne dnemeHT ne 7
e OnucaHue
naHenm
Unit NHANKaTop HOMepa YCTPOMCTBA B CTEKE.
Status NHAMKaTOp COCTOAHMA YCTPOMCTBA.
1 Master MHanKaTop pexkmma paboTsl ycTpoiicTea (Beaylumit/segombii).
PS1 MHAMKaTOp COCTOAHMA NepBoro 610Ka NMTaHuA.
PS2 NHAMKATOP COCTOAHWUA BTOPOro 6/10Ka NUTaHUA.
dyHKUMOHANbHAA KHOMKA A4/1A nepe3arpyskun ycTpoinctea 1 cbpoca K 3a-
BOACKMM HaCTPOMKam:
) . - MPY HaXKaTUM HA KHOMKY ANTENbHOCTbIO MeHee 10 ¢ npoucxoguT nepe-
3arpysKa ycTponcTBa;
- NPW HaXKaTUW Ha KHOMKY AAnTeNbHOCTbIO 6osiee 10 ¢ npoucxoanT cbpoc
HACTPOEK YCTPOICTBA A0 3aBOACKOMN KOHUrypaumm.
3 Console KoHCO/IbHbIM NOPT 4N1A IOKANBHOIO YNPaB/AEHUA YCTPOMUCTBOM.
4 [1-48] MopTtbl 10/100/1000BASE-T (RJ-45).
XG1, XG2
! 1 +/1 .
5 XG3, XG4 CnoTbl 4NA ycTaHOBKM TpaHcnBepos 10GSFP+/1GSFP

Ethernet-kommymamopei cepuii MES23xx, MES33xx, MES35xx, MES5324
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PucyHok 12 — lMepeaHas naHenb MES2348B

SELTEX  mEszizel
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PucyHok 13 — lMepeaHaa naHeno MES2328|
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PucyHok 14 — lMepeaHasa naHenb MES3348

PucyHok 15 — MepeaHasa naHenb MES3348F

B Tabnnue 14 npuBeaeH nepevyeHb PasbemMoB, CBETOAMOAHbBIX MHANKATOPOB M OPraHoOB ynpaBaeHus,
pacnonoXeHHbIX Ha nepegHen naHenn KommyTtaTtopos MES2324B, MES2324FB, MES2324F DC, MES2348B,
MES3348, MES3348F.

Tabnnua 14 — OnucaHue pa3bemoB, MHAMKATOPOB M OpPraHoB ynpaBieHMa nepegHen naHenn MES2324B,
MES2324FB, MES2324F DC', MES2348B, MES3348, MES3348F

No dnemeHT nepegHein Onmcanme
naHenu
~110-250VAC, 60/50Hz Pasbem ana nogKNtouYeHMA K UCTOYHUKY INEKTPOMUTAHUA NepemeH-
max 2A HOro TOKa.
. 48 (45 ~ 57) VDC :2:?\2,(2_”” MOAKAOYEHUA K UCTOYHUKY S/1EKTPOMNUTAHUA MOCTOAH-
2 12VDC max 3A Knemmbl gns NoAgKAOYEHUA aKKYMYNATOpPHOM 6aTapen 12V.
Unit ID MHAMKaTOp HOMepa YCTPOMCTBA B CTEKE.
Power MNHAMKATOp NUTAHMA YCTPOMCTBA.
Master MHauKaTop pexkuma paboTbl ycTpoiicTsa (BeayLwnii/Begomblit).
3 Fan NHAnKaTop paboTbl BEHTUNATOPOB.
Battery NHavKkaTop coctoaHuAa baTapew.
RPS MHAMKATOpP pe3epBHOro 3INEKTPONUTAHUA.
Console KOHCONbHbIM NOPT ANA NOKANbHOTO YNpaB/ieHUsA YCTPOUCTBOM.
‘ usB MopT USB (TonbKko gnsa MES2328I).

! KommyTatopbl MES2324, MES2324B, MES2324F DC, MES2324FB moryT 6bITb ocHaleHbl noptom OOB (nopT (out-of-band)
10/100/1000BASE-T (RJ-45) gna yaaneHHOro ynpasaeHUa yCTPOMCTBOM. YNpaBaeHMe OCyLLECTBAAETCA NO CeTU, pasaesbHo
C KaHaNoOM nepesayn AaHHbIX).
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PyHKLMOHaNbHAA KHOMKa A/1A nepesarpys3Kku ycTpolcTea u cbpoca K
33aBOACKMM HacTpoOMKam:
r - MPM HA)KaTUM Ha KHOMKY AUTeNbHOCTb0 meHee 10 ¢ npoucxoaut
nepesarpyska yCTpOWCTBa;
- MPM HaXXaTUWM HA KHOMKY AauTenbHocTblo 6osee 10 ¢ npoucxoamt
cbpOoC HacTpoeK YCTPOMCTBA A0 3aBOACKON KOHUrypaumm.
MES2324B MopTbl 10/100/1000BASE-T (RJ-45).
[1-24] MES2324FB
MES2324F CnoTbl 4NA yCTAaHOBKKU TpaHcueepos 1G SFP.
[11-12,
23-24] MES2324FB Kom6o-noptbl 10/100/1000BASE-T (RJ-45)/1000BASE-X.
[25-28] MES2328l| Kom6o-nopTbl 10/100/1000BASE-T/1000BASE-X/100BASE-FX
MES2348B
n 10/100/1000BASE-T (RJ-45).
[1-48] MES3348 opTe! 10/100/ (R1-45)
MES3348F CnoTbl 4NA yCTaHOBKKU TpaHcueepos 1G SFP.
Link/Speed CBeToOBasA MHAMKALMSA COCTOAHMUA ONTUYECKMX NHTEPENCOB.
XG1, XG2
XG3, XG4 CnoTbl ANA yCTaHOBKM TpaHcueepoB 10GSFP+/1GSFP.

® i ..;":8% fﬁﬁﬁﬁfﬁﬁ.
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PucyHok 18 — lMepeaHaa naHenb MES2308P DC
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Tabnnua 15 — OnucaHMe pa3bemMoB, MHAWMKATOPOB M OpPraHoB ynpaBieHua nepeaHelr naHenn MES2308,
MES2308P, MES2308P DC, MES2308R

e
el

3 4 5 6 7 8

PucyHok 19 — lNepeaHaa naHenbs MES2308R

B Tabnmue 15 npueeaeH nepevyeHb pPasbeMOB, CBETOAMOAHbLIX MHOMKATOPOB W OPraHOB yNpaB/ieHus,
pacnonoXeHHbIX Ha nepeaHel naHenn kommytatopos MES2308, MES2308P, MES2308R.

No dnemeHT nepepHen Onncanme
naHenm
Knemma 3azemneHusa o
1 - Knemma gna 3asemnieHuna ycTpomcTea.
~110-250VAC, 60/50Hz Paszbem gna nogkntoyYeHUA K UCTOYHUKY 9NEeKTPONUTaHUA NepemMeHHOoro
max 2A TOKa.
2
Pasbem AnAa NnoaKNOYEHUA K UCTOYHWUKY 3N1E€KTPONUTaHMA NOCTOAHHOIO
48 (45~ 57) VDC AIA NOA y P
TOKa.
Unit ID MNHAMKaTOp HOMepa YCTPOMCTBA B CTEKE.
Power MHAMKATOp NUTaHMA YCTPOMUCTBA.
3 Master NHAaMKaTop pexxrnma paboTsbl ycTpoiicTea (BeayLumii/segombiii).
Status MNHAMKATOP COCTOAHMA YCTPOMCTBA.
Alarm NHauKaTop aBapum.
4 Console KOHCONbHbIV NOPT ANA NOKANBHOMO YNPaBAEHUA YCTPOMCTBOM.
®YHKUMOHabHasA KHOMKa A/1A Nepes3arpysKku ycTpoicTea n cbpoca K 3a-
BOACKMM HaCTpOMKam:
5 . - MPY HaXKaTUM Ha KHOMKY AAnTeNbHOCTbo meHee 10 ¢ npoucxoauT ne-
pe3arpyska ycTpoWcTBa;
-MPM HaXKXaTUM Ha KHOMKY AsauTesbHocTblo 6osnee 10 ¢ npoucxogut
cbpOC HACTPOEK YCTPOMCTBA A0 3aBOACKOW KOHPUrypauuu.
6 [1-10] 10 nopTos 10/100/1000BASE-T (RJ-45).
7 Link/Speed CBeToBasA MHAMKALMSA COCTOSHMUA ONTUYECKMX NHTePENCOB.
8 [11,12], [9, 10] Cnotbl ANna ycTaHOBKM TpaHcnsepos 1G SFP.

Ethernet-kommymamopei cepuii MES23xx, MES33xx, MES35xx, MES5324
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PucyHok 20 — lMepeaHasa naHenb MES3508

B Tabaunuax 16, 17, 18 npueeaeH nepeyeHb pasbemos, CBETOANOAHbIX MHAMKATOPOB M OPraHOB YNpaB/eHus,
pacnonoXeHHbIX Ha NnepeaHen naHenn kommyTtatopos MES3508, MES3510, MES3510P.

Tabnnua 16 — OnucaHune pasbemMoB, UHAMKATOPOB M OPraHOB ynpaBaeHus nepeaHen naHean MES3508

A &
Ne dnemeHT nepepHen Onucanme
naHenu
1 [1-8] 8 nopTos 10/100/1000BASE-T (RJ-45).
2 9,10 Kom60o-noptbl 10/100/1000BASE-T (RJ-45)/1000BASE-X.
PWR1, PWR2 MNHAMKATOPbI NMUTAHWUA YCTPOMCTBA.
3
Temp NHauKaTop TemnepaTypbl.
dYHKUMOHaNbHaA KHOMKa A1A Nepe3arpysKku ycTponcTea u cbpoca K 3a-
BOACKMM HaCTpOMKam:
4 r - MPY HaXaTUM Ha KHOMKY AAnTeNbHOCTbIO meHee 10 ¢ npoucxoauT ne-
pesarpyska ycTpoWcTBa;
- MPM HaXKaTUM Ha KHOMKY AsauTenbHocTblo 6osnee 10 ¢ npoucxogut
cbpOC HAaCTPOEK YCTPOMCTBA A0 3aBOACKOW KOHPUrypauuu.
5 Console KOHCONbHbIV NOPT ANA NOKANBbHOIO YNPaBAE€HUA YCTPOCTBOM.
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PucyHok 21 — lMepeaHasa naHenb MES3508P

Tabanuya 17 — OnuncaHue pasbemMoB, MHANKATOPOB M OPraHOB yrnpaBaeHna nepeaHel naHenm MES3508P

1 [1-8] 8 nopTos 10/100/1000BASE-T (RJ-45).

2 [1-8] CeeToBan nHAMKauma PoE.

3 9,10 Komb6o-nopTsl 10/100/1000BASE-T (RJ-45)/1000BASE-X.
PWR1, PWR2 MHAWKATOPbI MUTAHUA YCTPOMCTBA.

4 Alarm NHAanKaTop aBapuu.
Temp MHanKaTop TemnepaTypsl.

dYHKUMOHabHaA KHOMKa ANA nepe3arpysku ycTpoicTea 1 cbpoca K 3a-
BOZACKMM HAaCTPOMKaM:

5 F - NPU HaXKaTuu HavKHOI'IKy AnuTenbHocTbio MeHee 10 ¢ npoucxoauT ne-
pesarpyska yCTpoicTBa;

- NPV HaXkaTMM Ha KHOMKY AautenbHocTbio 6onee 10 ¢ npoucxoaut
cHbpOC HaCTpOeK YCTPOMCTBA A0 3aBOACKOM KOHOUIypaumm.

6 Console KOHCO/IbHbIV NOPT AN1A NOKANbHOIO YNPaBAEHUS YCTPOMCTBOM.

Ethernet-kommymamopel cepuli MES23xx, MES33xx, MES35xx, MES5324 49
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PucyHok 22 — lMepeaHasa naHenb MES3510P

Tabnvua 18 — OnuncaHue pasbemoB, UHANKATOPOB M OPraHOB yrpaBaeHus nepeaHen naHean MES3510P

. -
Ne dnemeHT nepeaHen Onncanme
naHenu
1 [1-8] 8 nopTos 10/100/1000BASE-T (RJ-45).
2 [1-8] CseToBasA MHAUKaums PoE.
3 9,10,11,12 100/1000BASE-FX/1000BASE-X (SFP).
PWR1, PWR2 MHAMKaTOpbl MUTAHUA YCTPOMCTBA.
4 Alarm MHauKaTop aBapum.
Temp NHanKaTop TemnepaTtypbl.
dyHKLMOHaNbHAA KHOMKa A/1a Nepesarpysku ycTpoincTea u cbpoca K 3a-
BOZCKMM HAaCTPOMKaM:
5 r - MPW HaXKaTMM Ha KHOMKY AJIMTeNbHOCTbI0O MmeHee 10 c. npoucxoanT ne-
pe3arpyska ycTpoWcTBa;
- MPY HaXXaTUWM Ha KHOMKY gauTenbHocTbio 6onee 10 c. mpoucxoaut
cbpOC HACTPOEK YCTPOMCTBA 4,0 3aBOACKOM KOHOUIYypauuu.
6 Console KOHCONbHbIV NOPT ANA NOKANBbHOMO YNPaBAEHUA YCTPONCTBOM.

2.4.2 3a0HAA u 8epXHAA NaHenu ycmpolicmea

BHewHW BUA 3agHen naHenn KommyTtatopos MES5324 npuBeaeH Ha puUcyHKe 23.

PucyHok 23 — 3agHaa naHenb MES5324
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B Tabnmue 19 npmBeaeH nepeyeHb PasbemoB, PacnoOKeHHbIX Ha 3a4Hel NaHeAn KoMmmyTaTopa

MES5324.

Tabnmua 19 — OnuncaHue pa3bemoB 3adHen naHenn kommyTtatopa MES5324

Ne dnemeHT 3agHell naHenm OnucaHue
—_— v
1 Knemma 3aszemnenHua = Knemma pgns 3asemneHuma yCTpomncTBa.
CbeMHble BEHTUAALMOHHbIE MOAY/IU C BO3MOXHOCTbIO ropsiyelt 3a-
2 CbeMHble BEHTUNATOPSI
MeHbI.
3 48VDC Pasbem gna noAKNOYEHUA K UCTOYHUKY 3/1EKTPONUTAHMA NOCTOAH-
HOro TOKa.
Pasbem ana NOAKAOYEHUA K UCTOYHUKY INEKTPOMUTAHUA nepe-
4 ~220 VAC 50 Hz max 1A ANA TIOA ¥ P P
MEHHOTIO TOKa.

BHewWwHW BUA 3a4HUX NaHenen KommyTtatopos cepnn MES33xx npuBeneH Ha puUcyHKax 24-27.

o
gl =
Wik
s
3 4
PucyHok 24 — 3agHaa naHenb MES3324F, MES3348F, MES3324
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PucyHok 26 — 3agHaa naHenb MES3308F

Ethernet-kommymamopei cepuii MES23xx, MES33xx, MES35xx, MES5324
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PucyHok 27 — 3agHaa naHenb MES3316F

Tabanuya 20 — OnucaHne pasbeMOB 3aHEN NAaHENN KOMMyTaTopoBs cepmm MES33xx

Ne dnemeHT 3agHel naHenm OnucaHue
[ S o
1 Knemma 3asemneHuna = Knemma gna 3azemneHuns yCcTpomcTea.
CbemHble BEHTUAALMOHHbIE MOAYAU C BO3MOMKHOCTbIO ropsyein 3a-
2 CbeMHble BEHTUNATOPbI
MEHbI.
3 48VDC Pasbem Ons NOAKNIOYEHUA K UCTOYHMKY SN1EKTPONUTAHUA MOCTOAH-
HOro TOKa.
Pasbem gna NogKNYeHMA K UCTOYHUKY 3NEKTPONUTAHUA NepemeH-
4 ~220 VAC 50 Hz max 1A o TOKf: A y P P

BHeLWHMM BMA 3a4HEN NaHen KoMMyTaTopos cepun MES23xx npuBegeH Ha pUcyHKax 28-32.

O g
(-
PucyHok 28 — 3agHaa naHenb MES2324, MES2324B
@
T
|
!L ®
2 2 1
PucyHok 29 — 3agHaa naHenb MES2324P
@ L) £l @ &) ) @
Z 2 1

PucyHok 30 — 3agHaa naHenb MES2324P ACW
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PucyHok 32 — 3agHaa naHenb MES2348B

Tabnmua 21 — OnucaHue pasbemoB 3aaHel naHean kommyTtatopos MES2324x, MES2348B

Ne dnemeHT 3agHel naHenu OnucaHue
[ — o
1 Knemma 3aszemnenua = Knemma gnqa 3asemneHunsa yCTpoucTBa.
2 BeHTMnAaTOpHLI.
3 12VDC max 5A Knemmbl gns NogKNOYEHMA aKKYMYNATOpHOM 6aTapen 12V.
4 ~110-250VAC, 60/50Hz Paszbem ona NOAKAOYEHUA K UCTOYHUKY INEKTPONUTAHUA nepemeH-
max 2A HOro TOKa.

BHewHW BUA 3agHeN naHenn KommyTtatopa MES2348P npusegeH Ha pucyHke 33.

_/"“ﬁ

®
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2 3 3

PucyHok 33 — 3agHaa naHenb MES2348P

B Tabnmue 22 npuBeaeH NepeyeHb Pa3bemoB, PacnoOKeHHbIX Ha 3a4HeN NaHeAn KoMmyTaTopa

MES2348P.

Tabnunua 22 — OnucaHWe pa3bemoB 3aHel NnaHenn KommyTtatopa MES2348P

Ne

dnemeHT 3agHei naHenun

OnucaHue

CbeMHble BeHTUAATOPbI

CbeMHble BEHTUNALNOHHbIE MOAY/IN C BO3SMOXHOCTbIO ropﬂqeﬁ 3a-
MeHbl.

—r
Knemma 3azemnenua =

Knemma gna 3asemneHua YCTpOVICTBa.

~100-240VAC, 60/50Hz
max 10A

Pasbem 1A NOAKAOUYEHMA K UCTOYHMUKY 3/1EKTPONUTAHUA nepemeH-
HOro TOKa.
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BHewHW BuA 3agHen naHenn KommyTtatopos cepun MES2308x npmseaeH Ha pucyHke 34.

|
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PucyHok 34 — 3agHaa naHenb MES2308, MES2308P, MES2308P DC, MES2308R

BHewHW BUA 3agHen naHenn KommyTtatopa MES23281 npmBeneH Ha pucyHke 35.

@ ® J|®
@ saame A
@ I

PucyHok 35 — 3agHaa naHenb MES2328l|

BHewWwHMN BUA BepxHel naHenu KommyTtaTopoB MES3508, MES3508P u MES3510P npuBegeH Ha
pucyHke 36.

PucyHok 36 — BepxHaa naHenb MES3508, MES3508P, MES3510P

Tabanuya 23 — OnuncaHne pasbemMoB BepxHel naHean kommyTtatopos MES3508, MES3508P, MES3510P

—s o
1 Knemma 3aszemneHua = Knemma gna 3asemneHuna ycTpomcrea.

48 (20 ~ 70) VDC (gnn

2 MES3508) Pasbembl Ana NOAKAOYEHUA K UCTOYHMKAM 3N1EKTPONUTAHUA NOCTO-
48 (45~ 57) VDC (ana AHHOrO TOKa.
MES3508P 1 MES3510P)

3 12VDC max 5A PeneiHbi BbiIxo4 aBapuiiHOW curHanmsauum: 1 A 24 V DC.
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2.4.3 bBoKosble naHenu ycmpolicmea
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PucyHok 38 — JleBasi 6okoBas naHesnb Ethernet-kommyTaTopos

Ha 60KOBbIX MaHenAx yCTPOMCTBA PacnoONOMEHbl BEHTUAALMOHHbIE PELIETKU, KOTopble CAyKaT Ana
oTBoAa Tenna. He 3aKpbiBaTe BEHTUAALMOHHbIE OTBEPCTMA MOCTOPOHHMMM NpegmeTamu. 3TO MOXKeT
MPMBECTM K NeperpeBy KOMMOHEHTOB YCTPOWMCTBA M Bbi3BaTb HapylueHus B ero paboTe. PekomeHaauum no

YCTaHOBKe YCTPOCTBA PACMo/OMKeHbl B pa3gene «YCTaHOBKa U NMOoAK/IUYeHNe».

2.4.4 Ceemoeasn uHOUKayusa

CoctosHue nHtepdeiicos Ethernet MHanumpyeTca aByma cBeToaMOAHbIMU UHAMKATOpamu, LINK/ACT
3e/1eHoro ugeta n SPEED aHTapHOro useta. PacnonoXeHne cBeTOoANOA0B NOKA3aHO Ha pucyHKax 39, 40, 41.

LINK/ACT SPEED

PucyHok 39 — BHewHM BuA pasbema ¢ QSFP+-TpaHcnsepamm

bo ]

LINK/ACT  SPEED

PucyHok 40 — BHewwHuit BuA pasbema SFP/SFP+

Ethernet-kommymamopei cepuii MES23xx, MES33xx, MES35xx, MES5324
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SPEED

PucyHok 41 — BHewHu Bua pasbema RJ-45

Tabnuua 24 — CeeToBas MHAMKaUMA cocToAaHMa XLG-nopToB

BbikntoueH

BbikntoueH

MopT BbIKAOYEH AN COeAUHEHME HE YCTaHOBAEHO

lopuT nocToAHHO

[opuT nocToAHHO

YcTaHOB/IEHO coeanHeHne Ha ckopocTu 40 Meut/c

lopnT NOCTOAHHO

Mwuranune

MaeT nepepaya faHHbIX

Tabanua 25 — CeeToBas MHAMKAUMA COCTOAHNA XG-NOpTOB

BbikntoueH

BbikntoueH

MopT BbIKAOYEH AN COeANHEHME He YCTaHOBAEHO

BbikntoueH

fopnT nocToAHHO

YcTaHoOB/IeHO coeAnHeHne Ha ckopocTu 1 Iéut/c

lopuT nocToAHHO

[opuT nocToAHHO

YcTaHOB/IEHO coeanHeHue Ha ckopocTtu 10 Feut/c

X

Mwuranune

MpoeT nepepava AaHHbIX

Tabnunua 26 — CeeToBas MHAMKaUMA cocToAHUA Ethernet-noptos 10BASE-T

BbikntoueH

BbikntoueH

MopT BbIKAOYEH AN COeANHEHME He YCTAaHOBAEHO

BbikntoueH

FopuT NnocToAHHO

YCTaHOB/IEHO coeauHeHue Ha ckopoctn 10 Méut/c
nnamn 100 M6uTt/c

lopuT nocToAHHO

lopuT noctoAHHO

YcTaHOBNEHO coeauHeHWe Ha ckopoctn 1000
M6éut/c

X

Mwuranune

MpoeT nepepava AaHHbIX

NHaukaTop Unit ID (1-8) cny»kuT ana o603HauyeHUs Homepa YCTPOMCTBA B CTEKe.

CuctemHble nHamnkaTopbl (Power, Master, Fan, RPS) caysaT ans onpegeneHua cOCToAHUA paboTbl

y310B KOMmMmyTaTopos cepmumn MES53xx, MES33xx, MES23xx, MES35xx.

Tabnnua 27 — CBeToBas MHAMKAUMSA CUCTEMHbIX MHONKATOPOB

Power

MuTaHme BbIKIOYEHO

CocTtosHue BbikntoueH
MCTOYHMKOB 3eneHbli, roput
nnuTaHua NOCTOAHHO

MWTaHWe BKAOYEHO, HOpMabHasn
paboTta ycTpolicTBa

56
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3eneHblit, mepuaeT

CamoTecTpoBaHMe yCTpoMCTBa Npu
ctapte (POST)

KpacHbiin, roput
NOCTOAHHO

OTcyTCcTBME NEPBUYHOTO NMUTAHUA OT
OCHOBHOIO UCTOYHMKA (NpW NUTaHWUU
YCTPOWCTBa OT pe3epBHOro
WUCTOYHUKA)

MpusHak 3eneHbl, roput YCTPOMCTBO ABAAETCA «KMACTEPOMY B
Master BeayLLero NOCTOAHHO CTeKe
ycTpolicTBa npu BbIKTIOueH YCTPOICTBO He ABNAETCA «KMacTEPOM»
paboTe B cTeke B CTekKe
3eneHsbli, roput
CocrosaHwne HOCTOAHHO Bce BeHTUNATOPbLI UCMPaBHbI
Fan BEHTUATOPA ”
KpacHbiin, roput OTKa3 ogHoro nau bonee
oxXnaxkaeHua
NOCTOAHHO BEHTU/IATOPOB
3eneHbli, roput .
HopmanbHasa paboTa ycTpoictsa
NOCTOAHHO
. OTKas ogHoro unu bonee
KpacHbin, roput
WhavkaTop HOCTOAHHO BEHTUNATOPOB, Unu asapua PoE
MES2348P
Status COCTOAHUA ( ) —
yerpoiicTea 3arpyska ycTpovcTea. He HasHauveH
. . IP-agpec HM Ha oaunH 13
KpacHbin-3eneHbin, .
MaraeT nHTepdeicos, MMbBO B CTEKe He
obHapykeH mactep (MES2324,
MES2324FB, MES2324F DC)
. MoaknoyeH notpebutens PoE (roput
MHpmkarop 3eneHbl, roput WMHOMKATOP, COOTBETCTBYHOLLMIA
PoE coctoAaHna PoE- NOCTOAHHO A P yiot
nopTos nopry)
BbikntoueH MoTpebutenn PoE He NoAKAOYEHDI
3eneHbli, roput Pe3epBHbIN UCTOYHUK NMOAK/OYEH U
Pexum paboTbl NOCTOAHHO paboTaeT HopmanbHO
RPS pe3epBHOro KbacHbIi. roouT OTcyTCcTBME NEPBUYHOIO NMUTaHMA
NCTOYHMKA I'I(,:CTOHHI-;O P pe3epBHOro UCTOYHWUKA UK ero
nuTaHuA HEeUCNpPaBHOCTb
BbikntoueH Pe3epBHbIN UCTOYHMK HE MOAK/I0YEH
3eneHbl, roput
HOCTOAHHO AKB nogkntoueHa, nuTtaHue B Hopme
Batt " 3eneHblit, muraet AKB 3apsarkaeTca
atter HAMKaTo = -
(MESZ32)£/lB co:'ronHMﬂp KpacHbIn-3enéHbin, OcHoBHOe nNuTaHue oTkAo4YeHo, AKb
’ . Mmuraet pa3psaArkaeTca
MES2324FB, AKKYMYNATOPHOMU " "
MES2348B) Garapen KpacHbin, muraet Hu3kmn yposeHb 3apaga AKb
BbikntoueH AKB oTkntoueHa
KpacHbin, roput ABapus PTB (pacuenuTtensa Toka
NOCTOSIHHO 6artapenu)
3eneHbli, roput BNOK NUTaHMA yCTaHOB/IEH B C/OT,
NOCTOAHHO nNUTaHWe BKIOYEHO
WHaukaTop BAOK NMTaHMA yCTaHOB/IEH B C/IOT, HO
PS1, PS2 A . nUTaHMUe OTKAYEeHOo; 610K NUTaHUA
COCTOAHUA KpacHbiin, roput
(MES2348P) 6/10KOB MTaHUS I'IOCTOFlHI—;O YCTaHOBJIEH B C/10T, NUTaHWE
BK/IIOYEHO, HO MMeeTCA
HEWCNPABHOCTb
BbIkntoueH BAOK NUTaHMA He YyCTaHOB/EH B CNOT

Ethernet-kommymamopei cepuii MES23xx, MES33xx, MES35xx, MES5324
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Alarm

KpacHbln—3enéHblii, Harpy3Ka PoE Bblwe HacTpomKu
Muraet usage-threshold
CeeTtoBan KputnyecKkas owmnbKa B pabote PoE,
WHAMKALMA KpacHbIi, roput npveeaLwasn K oTkAto4eHuto PoE Ha
CUCTEMHBbIX NOCTOAHHO BCEX NOpPTax IM6O OTKa3 04HOMO UK
WHAMKATOPOB 60s1ee BEHTUNATOPOB
Harpy3sKa POE HW»Ke HacTpoMKu
BbikntoueH
usage-threshold

2.5 KomnneKrt nocraBku

B 6a30BblIii KOMMNAEKT NOCTAaBKM BXO4AT:

Ethernet-kommyTaTop;

KomMnneKT Kpenerka B CTOMKY;

WHyp nutaHua EBpoBunka-C13, 1.8m (Tonbko ana MES2308, MES2308R, MES2308P AC,
MES2324 AC, MES2324B, MES2324P AC, MES2324P ACW, MES2324FB, MES2348B);

LWHyp nuTaHma MNBC 2x1.5, 2m (Tonbko ans moaenen MES2308P DC, MES2324 DC, MES2324B,
MES2324F DC, MES2324FB, MES2324P DC, MES3508, MES3508P, MES3510P);

MamaTKa 0 AOKYMEHTAUMK;

CepTuduUKaT COOTBETCTBUS;

Macnoprt.

Mo 3anpocy B KOMMNAEKT NOCTAaBKM OMUMOHANbHO MOTYT 6bITb BKNOYEHDI:

PykoBoacTBo no aKkcnayaTaunmn Ha CD-gucke;

KoHconbHbI Kabenb;

Moaynb nutaHua PM160-220/12 (ana MES23281 u cepuit MES33xx, MES5324) nan PM950-
220/56 (ons MES2348P);

WHyp nutaHusa EBpoBunka-C13, 1.8m (B cnyyae Komnnektauum moayniem nutaHus PM160-
220/12 nnam PM950-220/56);

Moaynb nutaHua PM100-48/12 (ana MES2328| n cepuin MES33xx, MES5324) uan PM950-
48/56 (ana MES2348P);

LWHyp nuTaHma MBC 2x1.5, 2m (B cy4ae KOMNAEKTaLUMmn mogynem nutaHus PM100-48/12);
SFP/SFP+/QSFP+-TpaHcuBepbi.

58
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3 YCTAHOBKA U NOAKNIOYEHUE

B paHHOM pa3gene onucaHbl NpoLeaypbl YCTaHOBKU 060py10BaHUA B CTOMKY U NOAKAOYEHUA K NUTa-
foLen cetu.

3.1 KpenneHue KpOHLWTENHOB

B KOMNAEKT NOCTaBKM YCTPOMCTBA BXOAAT KPOHLUTEMHbI AN1A YCTAHOBKM B CTOMKY M BUHTbI 418 Kpense-
HUA KPOHLUTEMHOB K KOpNycCy yCTpoicTBa. 1A YyCTaHOBKM KPOHLUTEAHOB:

PucyHok 42 — KpenneHune KpOHLWITENHOB

1. Tpw HanMyMmM TPAHCNOPTHOrO BUHTA YAA/IUTe ero nepes HayaloM YCTAaHOBKMU.
2. CoBmecTuTe YeTblipe OTBEPCTUA A1 BUHTOB Ha KPOHLUTEMHE C TaKUMMU Ke OTBEPCTUAMM Ha Ho-
KOBOW MaHenn ycTpoicTBea.

C NoOMOLLLbI0 OTBEPTKU MPUKPENUTE KPOHLUTENH BUHTAMM K KOpPMyCy.

4. MMosTopuTe genctemA 1, 2 onA BTOPOro KPOHLUTEMHA.

w

3.2 YcTaHOBKa ycTpoiicTBa B CTOMKY (Kpome MES3508, MES3508P, MES3510P)

[N yCcTaHOBKM YCTPOMCTBA B CTOMKY:

1. MpunoxKuTe yCTPOMCTBO K BEPTUKA/IbHBbIM HAaNpPaBASIOWMM CTOMKMN.

2. CoBMecTUTE OTBEPCTUS KPOHLUTEMHOB C OTBEPCTMAMM Ha HANPaBAIOLMX CTOMKKU. Ucnonb3yiite
OTBEpCTWA B HaMNpasAAOLWMX Ha OAHOM YPOBHE C 06eMX CTOPOH CTOMKM, AJ1A TOFO YTO6bI YCTPO-
CTBO Pacno/iarasiocb rOPU3oHTabHO.

3. C nomoLLbto OTBEPTKM MPUKPENUTE KOMMYTATOP K CTOMKE BUHTAMMU.

Ethernet-kommymamopei cepuii MES23xx, MES33xx, MES35xx, MES5324 59
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PucyHok 43 — YcTaHOBKaA YCTPOMCTBA B CTOMKY

Ha pucyHke 44 npuBegeH npumep pasmelleHus KommyTtatopos MES5324 B cToitke.

o MES-5324 N1 o
o KaGenbHblit opraHansep [}
o| MES-5324 N2 °
(o] KabenbHblit oprasainaep (o]
o MES-5324 N3 o
(o] KabenbHblit opraHanaep (o]
o| MES-5324 N4 )
o KabenbHblit opraHaiaep o
o] MES-5324 N5 °
o KabenbHbiit opraHaiiaep o

PucyHok 44 — PasmelueHne kKommytatopos MES5324 B cToike

’I He 3aKpblBaiiTe BEHTUNALMOHHDbIE OTBEPCTUA, a TAKIKE BEHTUIATOPbI, PacnoNoXKeHHbIe Ha
3agHel naHenu, NOCTOPOHHMMU NpeaMeTamun Bo usbexkaHue neperpeBa KOMMNOHEHTOB
KOMMYyTaTOpa M HapylueHuAa ero paboTbl.
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3.3 YcraHoBKa ycTpoiicts MES3508, MES3508P, MES3510P Ha DIN-peiKy

YCcTpOMUCTBO pasmell,aeTcs BEPTUKA/IbHO, TaK KaK 6oKoBble NnaHenn obecneuynBaloT Tenso-
e oTBOA,

[ns yctaHoBKK ycTpolicTea Ha DIN-peliky:

1. Mpunoxutb KpenneHue Ha 3agHel CTeHKe KomMmyTaTopa nosepx DIN-peiku.
2. [oTAHYTb KOMMYTaATOpP BHM3 A0 ynopa.
3. HapasuTb Ha HUXKHIOK YacTb KOMMYTATOpPa A0 3alLeNKUBAHUA.

3.4 YcTaHOBKa mopynei NUTaHuA

KommyTtaTtop moxKeT paboTaTb C OAHUM UM ABYMA MOAY/IAMMU NUTaHUA. YCTaHOBKA BTOPOro moay/s

NUTaHWA HeobxoaMma B C/ly4ae WCMOJIb30BaHWUS YCTPOMCTBA B YCNOBMUAX, TPeOyloWMX MOBbIWEHHOM
HaAEeKHOCTHU.

MecTa gn8 yCTaHOBKM MOAYNEN MUTAHWUA C SNEKTPUYECKON TOUKN 3peHMA paBHOLLEHHbI. C TOYKM 3peHus
MCNONb30BaHUA YCTPOICTBA MOAYAb NMUTAHUA, HaXOAALWMMCA BAMNKE K Kpato, CUNTAETCA OCHOBHbIM, BaAMKe K
LEHTPY — pe3epBHbIM. MoAaynn nNUTaHWA MOTyT YCTaHaB/AMBaTbCA M WU3BAEKaTbCA 6e3 BbIKAYEHMS
ycTpolicTtea. Mpn yCTaHOBKE MU U3BAEYEHUWN AONONHUTENBHOIO MOAYNA MUTAHUA KOMMYTAaTOP NPOLONKAET
paboTty 6e3 nepesanycka.

' i Nepea ob6cnyKuBaHMem nsgenusa, PEMOHTOM UK APYFMMU aHANOrUUHBIMU AeACTBUAMM
e OTKNIOUUTE U3genume oT BCeX MCTOUHMKOB NUTaHUA.

PucyHok 45 — YcTaHOBKa Moaynein nuTaHus

CocrosaHue Mop,yneﬁ NUTaHUA MOXKeT ObITb nposepeHo NOo MUMHAWKAUUWN Ha nepep,Heﬁ naHenun

KommyTaTopa (cm. pasgen 2.4.4) uau NO [MArHOCTUKe, AOCTYMHOM 4epes MHTepdeicbl ynpasaeHus
KOMMYTaTOPOM.

UHankauma aBapun moayna nUTaHUA MOXKeT 6bITb BbiI3BaHa He TO/IbKO OTKA3oM moAaynsa,
e HO U OTCYTCTBMEM NEPBUYHOro NUTAHUA.
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3.5 MoaknoueHue NUTaloLWEN ceTU

1. Mpexae Yyem K ycTpoiicTey 6yaeT NOAKAOYEHA NUTAOWAA ceTb, HEOBXOAMMO 3a3eMIUTL KOpP-
nyc yCTPOKCTBA. 3a3emaeHne He0HX04MMO BbINOAHATE M30IMPOBAHHbBIM MHOTOXWUAbHbBIM NPO-
BOAOM. YCTPOMCTBO 3a3eM/IEHMA U CeYeHMe 3a3eMAOLWEro NPoBOAa AOKHbI COOTBETCTBO-
BaTb TpeboBaHuam My3.
’_ MoaknioueHne JONKHO OCYLLECTBAATLCA KBAaAUGPULMPOBAHHbBIM CMELUasucToOM.
-
2. Ecav npepnonaraetcs NOAKAOYMEHME KOMMNbIOTEPA UAM MHOTO 060PYA0BaHUA K KOHCONbHOMY
NopTYy KOMMYTATOPa, 3TO 060PYyA0BaAHME TaKKe A0MKHO ObiTb HAZEKHO 3a3EMNEHO.
3. [MoAkntoumnTe K yCTPOMCTBY Kabenb NUTaHMA. B 3aBMCMMOCTM OT KOMMNJIEKTaL MM YCTPOWUCTBA, NK-
TaHME MOMKET OCYLLLECTBNATLCA OT CETM NEPEMEHHOIO TOKa IGO0 OT CETU NOCTOAHHOTO TOKa. Mpu
NOAKNIOYEHUN CETU MEPEMEHHOIO TOKA CAefyeT UCNOb30BaTb Kabesib, BXOAALLMIA B KOMMIEKT
ycTpoiicTea. MNpu NOAKNIOYEHMN K CETU NOCTOAHHOIO TOKA UCMO/b3yTe NPOBOA CEYEHUEM He
meHee 1 Mm? 1 cobtogaiite NONAPHOCTb, YKa3aHHYO Ha 6/10Ke NUTaHuA.
’ ' Bo nsbekaHme BOSHMKHOBEHUA KOPOTKOro 3aMblKaHUA NPU NOAKAKOUYEHUU K CETU NOCTO-
. AHHOrO TOKa peKoMeHAyeTcA NPOU3BECTU 3aUMCTKY NPOBOAA Ha A/INHY 9 MM.
’ ' Lienb NUTaHMA NOCTOAHHBIM TOKOM A,0/1XKHa COAEpPKaTb YCTPOMCTBO OTK/IOYEHUA NUTAHMUA
. ¢ pusnueckum pasbeauHeHnem coeauHeHusn (BbiKaOUYaTeb, pa3bem, KOHTAKTOp, aBTO-
MaTUUYECKUI BbIKIlOYATENb U T.N.).
4. BKAlOYMTE NUTAHWE YCTPOMCTBA M ybeamTech B OTCYTCTBUM aBapUit MO COCTOSHMIO MHANMKATOPOB

Ha nepeaHen naHenun.

3.6 TMoaknioueHne AKb K MES2324B, MES2324FB, MES2348B

MoaxntoueHne AKB ocyLLecTBAAETCA MeAHbIM NPOBOAOM ceyeHnem He MeHee 1,5 mm2, Mpu noaknio-
yeHnn AKB Heobxoanmo cobntoaaTb NOAAPHOCTb.

EmrocTb AKE He meHee 20 Ah.

PucyHok 46 — MoakntodeHune AKB K ycTponcTay
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3.7 YcraHoBKa u yganeHue SFP-tpaHcuBepoB

/] YcTaHOBKa ONTUMYECKUX MoAynel MOXKeT NPOoU3BOAUTLCA KaK NPU BbIKNIOYEHHOM, TaK U
B A NPy BKIOYEHHOM YCTpOiicTBe.

1. BcraBbTe BepxHU SFP-moayib B CNOT OTKPbLITOM YacTbio pa3bema BHWU3, a HUXKHUIA SFP-moaynb
OTKPbITOM YaCTbiO pa3bema BBEPX.

PucyHok 47 — YctaHoBKa SFP-TpaHcmBepoB

2. HapgasuTe Ha moayb. Koraa oH BCTaHET Ha MECTO, Bbl YC/bILLIMTE XapPaKTEPHbIN LLE/TYOK.

PucyHok 48 — YcTaHoBneHHble SFP-TpaHcuBepbl
Ona ynaneHua TpaHcusepa:

1. OTKpoiiTe 3aLeNky mMoayns.

PucyHok 49 — OTKpbITHe 3awenku SFP-TpaHcueepos
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2. W3BnekuTe moaynb U3 cloTa.

PucyHok 50 — U3BneveHune SFP-TpaHcuBepos
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4 HAYA/NIbHAA HACTPOUKA KOMMYTATOPA

4.1 HacTpoiiKa TepMmuHana

Ha KomnbloTepe 3anycTuUTb Nporpammy smynsaummn TepmuHana (HyperTerminal, TeraTerm, Minicom) u
NPOW3BECTM CAeaytoWwMe HACTPOMKM:

— BblbpaTb COOTBETCTBYIOLLMI NOCAEA0BATE/NbHbIN NOPT;

—  YCTaHOBMTb CKOPOCTb Nepeaaym AaHHbix — 115200 604;

— 3apatb dopmaT AaHHbIX: 8 6UT AaHHbIX, 1 cTONOBLIN BUT, 6€3 KOHTPOS YETHOCTY;

— OTK/NIIOYUTb afnnapaTHoOEe U NPporpaMmmMHoe ynpasaeHne NOTOKOM AaHHbIX;

— 334aTb PEXUM IMYyNALMM TepMUHaaa VT100 (MHOrMe TepMUHa/bHbIE MPOrPaMmMbl UCMO/b3YIOT
AaHHbIN PEXUM IMYNALNM TEPMNHAA B KAUECTBE PEXUMA NO YMOJTYaHUIO).

4.2 BKAwouYeHue yCTPOUCTBA

YCTaHOBUTb CoeAMHEHME KOHCOIM KOMMYyTaTopa (nopT «console») ¢ pasbeMom Moc/neaoBaTe/IbHOro
nHTepdelica KomnbloTepa, Ha KOTOPOM YCTAHOB/IEHO NPOrpaMMHoe obecrnedeHme amyAaLumMmn TepMmuHana.

BKNOUUTL YCTPOMCTBO. [MpY KaxKa0M BKIOYEHUM KOMMYTATOpPA 3aMyCKaeTcsa npoueaypa TeCTMpoBaHMA
cucTembl Npu BKAoYeHUU (POST), KoTopaa No3BonseT onpeaennTb paboTocnocobHOCTb YCTPOICTBaA nepes,
3arpysKoli UCNoIHAeMOM NPorpaMmbl B onepaTuBHYyo namsaTb (O3Y).

OTtobparkeHune xoaa BbinosiHeHUA npoueaypbl POST Ha KommyTaTopax MES5324:

BootROM 1.20

Booting from SPI flash

General initialization - Version: 1.0.0

High speed PHY - Version: 2.1.5 (COM-PHY-V20)
Update Device ID PEX0784611AB

Update Device ID PEX1784611AB

Update Device ID PEX2784611AB

Update Device ID PEX3784611AB

Update Device ID PEX4784611AB

Update Device ID PEX5784611AB

Update Device ID PEX6784611AB

Update Device ID PEX7784611AB

Update Device ID PEX8784611AB

Update PEX Device ID 0x78460

High speed PHY - Ended Successfully

DDR3 Training Sequence - Ver 5.3.0

DDR3 Training Sequence - Number of DIMMs detected: 1
DDR3 Training Sequence - Run with PBS.

DDR3 Training Sequence - Ended Successfully
BootROM: Image checksum verification PASSED
Starting U-Boot. Press ctrl+shift+6 to enable debug mode.

U-Boot 2011.12 (Feb 01 2016 - 14:45:42) Eltex version: v2011.12 2013 03.0 4.0.1
Loading system/images/active-image

Autoboot in 2 seconds - press RETURN or Esc. to abort and enter prom.

CnycTa aBe CeKyHZAbl noc/e 3aBepleHuns npoueaypbl POST HauMHaeTcs aBToO3arpyska nporpaMmmHoro
obecneyeHns KommyTaTopa. [Ns BbINOJHEHUS CieumanbHbIX NpoLeayp UCNob3yeTcs MeHto Startup, BOMTU
B KOTOPOE MOXHO, NMpepBaB 3arpy3Ky Haxkatmem Knasuwmn <Esc> nnu <Enter> B Te4eHMe 3TOr0 BPEMEHMU.
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Mocne ycnewwHoM 3arpy3kn KOMmMyTaTopa NOABUTCA CUCTEMHOE NpuraaleHne nHtepdelica KomaHaHOM
cTpoku CLI.

>lcli

Console baud-rate auto detection is enabled, press Enter twice to complete the
detection process

User Name:
Detected speed: 115200

User Name:admin
Password: ***** (admin)

console#

/ [ns 6bicTporo BbI30Ba CNPABKU O AOCTYMHbIX KOMaHAAX UCNOJIb3yiiTe KOMBUHALUMIO Kna-
v Buw <Shift> n <?>.

4.3 3arpy3o4yHoe meHIo

[na BXofa B 3arpy3oyHOE MeHI0 ciefyeT MOoAKAYMTLCA K YCTPOMCTBY uyepes mHTepdeic RS-232,

nepesarpysuTb YCTPOWCTBO M B TEYEHUE ABYX CEKYHA, NOCAE 3aBepLueHma npoueaypbl POST HaxaTb <ESC> unu
<ENTER>:

U-Boot 2011.12 (Feb 01 2016 - 14:45:42) Eltex version: v2011.12 2013 03.0 4.0.1
Loading system/images/active-image

Autoboot in 2 seconds - press RETURN or Esc. to abort and enter prom.

Bupa 3arpy304HOro meHio:

Startup Menu
1] Restore Factory Defaults

[

[2] Boot password

[3] Password Recovery Procedure
[4] Image menu

[5] Back

Enter your choice or press 'ESC' to exit:

Tabnuua 28 — OyHKLMM MHTepdelica 3arpy304HOro MeHHO

®dyuKyua OnucaHue
Restore Factory Defaults BoccTaHOBUTb 3aBOACKME HAaCTPOMKHM
Boot password YCcTaHOBUTL/YAaNUTb Naposb Ha bootrom
Image menu BbIbpaTb akTMBHbIVM 06pasa cuctemHoro MO
Password Recovery Procedure COpOoCUTb HAaCTPOMKM ayTeHTUPUKALUK
Back MpoAoKUTb 3arpysKy
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4.4 Pexum paboTbl KOMMYyTaTOpa

KommyTtatopbl cepuit MES53xx, MES33xx, MES23xx paboTaloT B peXXnume CTEKMPOBAHMS.

V Kommytatopol MES3508, MES3508P wu MES3510P He nopAaepXuBalwoT pexum
CTEKMPOBAHMA.

Ctek OYHKUMOHMPYET Kak eanMHOEe YCTPOMCTBO U MOKET 00beANHATL A0 8 KOMMYTATOPOB OAHOM U TON
e MOLEeNN, UMEIOLLMX Cieaytolme poau, onpeaensemble nx nopaakosbimm Homepamu (UID):

— Master (UID ycTtpoictea oT 1 Ao 8), C HEro NPoOUCXOAUT ynpaBaeHUe BCEMM YCTPOUCTBAMU B
cTeke. Posib MOXKHO Ha3Ha4YMTb BCEM YCTPOMCTBAM, HO aKTUBHbIN master npu sTom byaeT oauH,
ocTasibHble byayT GyHKUMOHMpPOBaTb B posn backup.

— Backup (UID ycTpoiictBa oT 1 Ao 8) — ycTpolicTBO, nog4ymHsatoweecs master. ybaumpyert Bce
HaCTPOMKM, 1, B C/Tydae BbIX0Aa YNPABAAIOLLENO YCTPOUCTBA M3 CTPOA, bepeT Ha ceba GyHKUUM
ynpasaeHna cTEKOM. POib MOXHO Ha3HaYUTb MaKCMMYM CEMM YCTPOMCTBAM.

—  Slave (UID ycTtpolictBa oT 1 A0 8) — yCTPOICTBO, NoAUmMHAKLLeecs master. He moxeT paboTaTtb
B aBTOHOMHOM peXume (ecnm oTcyTcTByeT master). Ponb MOXKHO Ha3HauyUTb MaKCUMYM LIECTU
ycTponctBam. JonycTuma KoppeKkTHaa paboTa cteka 6e3 yCTPOMCTB C AaHHOM POJibto.

Ona KoppeKkTHOM paboTbl cTeKa He06XoAMM XOTA 6bl OAUH IOHUT C POaIbl0 Master U oauH
OHUT ¢ ponbto backup.

.‘

/ UHTepdeiicbl B pexkume CTEKMPOBAHMA PabOTAIOT TO/IbLKO HA MAaKCUMaNbHOM CKOPOCTU UH-
Tepdeiica.

Mo yMon4aHWI0O KOMMYTaTOP HaxoAMTcA B poan master, nopTbl XLG (XG) yyacTBytoT B nepesaye AaHHbIX.

B pexume crekuposaHma MES5324 wucnonb3yetr XLG-MopTbl ANA CUHXPOHU3AUMUM, OCTasibHble
KOMMyTaTopbl cemeiicTBa, Kpome MES2308, MES2308P, MES2308R, MES2328] — XG-nopTbl (MES2308,
MES2308P, MES2308R 1 MES2328| ucnonb3ytoT 1G-noptbl). Mpn 3TOM yKasaHHble NOPTbI HE y4yacTBYIOT B
nepegaye AaHHbIX. BO3MOXKHbI ABE TOMNOAOMMU CUHXPOHU3UPYIOLLMXCA YCTPONCTB — KOMbLLEBAA U IMHENHAA.
[nA noBbllWEeHUA OTKAa30yCTOMYMBOCTU CTEKA PEKOMEHAYEeTCsA UCMO/b30BaTb KO/bLEeBYtO Tononoruto. Mpwu
MCMNO/Ib30BaHUWN JIMHEAHOM TOMONOTUKN B CXEME U3 ABYX HOHUTOB CTEKOBbIE NOPTbl 06beanHATCA B LAG, uTo
No3BO/IAET NOBbICUTbL MPOMYCKHY CNOCOBHOCTb KaHana. MNpu ncnonb3oBaHMM KONbLEBOM TOMNOMOMMU OAMH
CTEKOBbIN IMHK BaoKkupyeTtca ana Broadcast, Multicast, Unknown Unicast-tpaduka n He 6a10Kkupyetca gns
06yyeHHoro Unicast-Tpaduka, 4To N03BONAET NOBbICUTb MPONYCKHYH CNOCOHHOCTL CTEKOBbIX IMHKOB.

V Ona kommyTtatopos MES2348P, MIES2348B, MES3348, MES3348F gna obbeanHeHua B

NIMHEeHOI Tononornumn cTeKosbiX NopTos B LAG Heobxognmo ncnonb3osatb MHTepdeiichbl

tel-8/0/1, tel-8/0/4 wan tel-8/0/2, tel-8/0/3. NMpu nwbbIX APYrUX Kom6MHaUMAX
CTEKOBbIX NOPTOB OAUH U3 HUX ByaeT HaxoauTbCA B pesepse u umeTb cratyc Standby.

KommyTtaTtopbl cepuit MES23xx, MES33xx n MES53xx noaaep:usatoT ¢pyHKumoHan NSF (Non-Stop
Forwarding) B cTeke. [aHHbIi GyHKUMOHAN MO3BOASET MWHMMM3MPOBATbL NOTEPU ONA TPAH3UTHOIO
HeMapLpyTU3Mpyemoro Tpadmka B MOMEHT Nepesadm mactepcTea oT master k backup.

MpuHumn paboTbl NSF: B MOMeHT, Korga backup 6epet ynpasneHue Ha cebs M 3anyckaeT npouecc
OOVHMUMANM3aUMKM A0 poan master, 3anyckaetca Tarimep NSF n pukcupytotca STP-cTaTycbl nOpTOB, NOPTHI B
LACP, uneHctBo noptoB Bo VLAN, ckopocTb noptoB M T.4. OcTanbHble HACTPOMKM NPUMEHAIOTCS Ha
KOMMYTaTOpe, CTaBlemM master, B peasibHOM BpeEMEHM.

Mpn atom BO BpemaA npouecca NSF M3meHeHue cTatyca noptoB B STP Ha cTeke MNOAHOCTbIO
UrHopmpyeTcA. TaKkkKe 3anpeLwiaerca BbINOJHEHWE KOMaHA NpPocMoTpa KoHoburypaumm (KomaHabl “show
running-config, show startup-config” B pesxkume EXEC), nameHeHue cocToAaHUA NOPTOB (KoMaHAabl “shutdown,
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no shutdown” B KOHTEKCTHOM MeHI0 KoHduUrypaummn nntepdeiica) u VLAN (KomaHaa “vlan 2” B KOHTEKCTHOM
meHto “vlan database”), ckopoctn nopTtoB (“negotiation, speed” B KOHTEKCTHOM MeHIO KOHUrypaumm
nHTepdelica), ouncrtka FDB (“clear mac address-table dynamic” B pexxume EXEC), nepesarpyska ycTpoictsea
(“reload” B pexxume EXEC), uameHeHuMe wumeHM ycTponctBa (“hostname” B pexume rnobanbHoOM
KOHdUrypaumm), BkatodeHne/sbikatodeHne STP (“no spanning-tree” B pexkume rnobanbHol KoHduUrypaumm).

Korga uctekaetr Taimep NSF, Bce paHee 3adMKCMPOBaHHbIE HACTPOMKM MPUMEHSAIOTCA K CTEKY B
peasbHOM BpEMEHM.

Hacmpolika cmeKuposaHua KOMMymamopos

3anpoc KOMaHAHOM CTPOKM MMeeT cneayoLwmii Bua,;

console (confiqg) #

Tabnnua 29 — KomaHAabl AN HAaCTPOMKK CTEKa

3Ha4yeHue/3HayeHue

KomaHoa

o ymonyaHuro

Aelicmeue

stack configuration links
{fol-4| te1-4 | gi9-12}

HasHauuTb MHTEpENchl AN CUHXPOHU3aLMK PaboTbl
KOMMYyTaToOpa B cTeKe. MUHMManbHoe Konmyectso — 1,
MaKcumanbHoe — 2.

stack configuration unit-id

HasHauyaeT Homep ycTpoicTBa «unit-id» nokanbHOMY

unit_id unit_id: (1..8, YCTPOMCTBY (Ha KOTOPOM BbINO/IHEHA KOMaHAa). CmeHa Homepa
auto)/auto YCTPOICTBA NPOM3OMAET NOC/e Nepes3arpyskn KoMmyTaTopa.

no stack configuration Y[anuTb HaCTPOMKM CTeka.

stack configuration master MpUHYAUTENBHO HAa3HAYUTb YCTPOMCTBO MacTepomM (MacTepcTso

unit unit_id byaeT Bcerga COXpaHEHO 3a OHUTOM B C/ly4ae Ha/iMyumA ero B
cTeke). Ecnv B KOMaHAe yKasaTb HOMep YCTPOMCTBA, OT/INYHBIN

unit_id: (1..8)/— OT TOr0, Ha KOTOPOM BbINOJIHAEM €€, TO TEKYLLMI MacTep

NPUHYAUTENbHO NepesarpysnTcsa A1A OTAa4YM MacTepcTsa.

no stack configuration BepHyTb BbIGOP MacTepa K CTaHAAPTHOMY afiIropUTMy

master (macTepom byaeT BbIGPaHO YCTPOMCTBO € HaMbonbwmMm uptime).

stack configuration fec Hactpoutb pexxkum Forward Error Correction (FEC) Ha

{off|cl74} —Joff nHTepdelicax cTeka.

V Tonbko pna MES5324.

stack nsf

no stack nsf

— /BbIKOYEHO

PaspewnTb HenpepbiBHYIO Nepeaayy aaHHbix (NSF) Bo Bpems
oTAa4YM macTepcTsa.

3anpeTuTb HeNpepbIBHYO Nepegady aaHHbix (NSF) Bo Bpems
OTAauM macTepcTBa.

stack nsf timer value value: 3apaTtb Bpems, B TeuyeHue KoToporo aamtcsa NSF.
no stack nsf timer (60..600) c/120 c YCTaHOBWTb 3HaYeHME NO YMOYAHUIO.
stack unit unit_id unit_id: (1..8) MepeiTn K KOHPUIYPUPOBaAHMIO FOHUTA B CTEKE.

KomaHObI pexcuma KoHgu2ypayuu roHUmMa

Bug, 3anpoca KOMaHAHOM CTPOKM B peXxume KoHPUrypaLmm loHUTa:

console(unit)#

Tabanua 30 — KomaHAbl ANA HAaCTPOMKM OTAENBHOIO IOHUTA

KomaHoa

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

stack configuration role
{slave | master}

HasHauuntb PONb KOMMYTATOpPa B CTEKE.
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no stack configuration role role: (master, backup,
slave)/1 — master, 2 — | YCTaHOBWUTb 3HAYEHWUE MO YMOSYAHUIO.
backup, 3-8 — slave
stack configuration links _ HasHauuTb nHTepbelicsl Ana CMHXPOHU3aLMKN paboTbl
{fo1-4 | tel-4 | gi9-12} KOMMYyTaTopa B CTEKe.
stack configuration unit-id Ha3sHaunTb Homep ycTpoiicTa «unit-id» KoHUrypupyemomy
unit_id unit_id: (1..8, toHMTY. CMeHa HoMepa yCTpoKMCcTBa NpPomn3onaeT nocse
auto)/auto nepesarpyskv KommyTtaTopa.
no stack configuration YAanuTb HaCTPOMKM CTeKa.
! [Ona npumeHeHUA HacTPoOeK cTeKa HeobxoaMma nepesarpysKa yCcTpoiicTea.
[lpumep

=  0b6beanHUTb B CTeK ABa KommyTaTopa MES5324. HasHaunTb BTOPbIM IOHUTOM, UCNO/Ib30BaTb UHTEP-
delicbl fol-2 B KauecTBe CTEKUPYIOLLMX.

console# config
console (config)# stack configuration unit-id 2 links fol-2
console (config) #

KomaHObI pexcuma privileged EXEC

3anpoc KOMaHAHOW CTPOKM MMEET c/ieayoLmin BuA,

console#

Tabnunua 31 — ba3oBble KOMaHAbl, A4OCTYMHbIe B pexkmume EXEC

Komanda 3HayeHue/3HayeHue Neiicmeue
o yMOAYAHUIO
show stack — OT106pa3unTb MHPOPMaLMIo 06 YCTPOMCTBAX, BXOAALLMX B CTEK.
show stack configuration OT06pas3unTb MHGOPMALMIO O CTEKUPYOWMUX MHTepdelicax
- IOHUTOB B CTEKE, a TaK}Ke TeKyLLuii BapuaHT Bbibopa macTepa.
show stack links [details] PacwupeHHoe oTobparkeHne MHGOPMALLUM O CTEKUPYIOLLMX
- nHTepdericax.

= [lpumep ncnonb3osaHua KomaHapl show stack links:

console# show stack links

Topology is Chain
Unit Id Active Links Neighbor Links Operational Down/Standby
Link Speed Links
1 fol/0/1 £02/0/2 40G fol/0/2
2 f02/0/2 fol/0/1 40G £f02/0/1
’ ‘ YcTpoiicTBa ¢ oAMHaKOBbIMU uaeHTudPuKatopamm «Unit ID» He moryT pabotaTtb B 0gHOM
o CTeKe.
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4.5 Hacrtpoiika PyHKUMIA KoOmmyTaTOopa

®PYHKUMM NO HaYaNbHOMY KOHOUIYPUPOBAHMUIO YCTPOMCTBA MOXKHO Pas3aennTb Ha ABa TUNa.

— bBa3oBas HacTpoiika — BK/loYaeT B ceba onpeaeneHme 6a3oBbix GyHKLMI KOHUrypaumm u
HaCTPOWKY AMHaMMUYecKux IP-agpecos.

— Hacrtpoitka napameTpoB cucTtembl 6€30MaCHOCTU — BK/OYAET YNpaBAEHUE CUCTEMOW
6e30MacHOCTM Ha ocHoBe MexaHM3ma AAA (Authentication, Authorization, Accounting).

/ Mpu nepesarpyske yCcTPOICTBa BCe HECOXpaHEHHble AaHHble 6yayT yTepaHbl. Ana coxpa-
HeHUA No6bIX BHECEHHbIX M3MEHEHWI B HAaCTPOMKY KOMMYTaTopa UCNob3yeTca cnepyto-
Wwan KomaHpa:

console# write

4.5.1 ba3oeas Hacmpolika Kommymamopa

[na Hayana KoHOUrypauum yCcTponcTea HEOBXOAMMO NOAKAOUYUTL YCTPOMCTBO K KOMMbIOTEPY Yepes
nocaeaoBaTeNbHbIA NOPT. 3aNyCTUTb Ha KOMMbOTEPE NPOrPaMMy SMYNALMM TEPMMUHANA COTNACHO NYHKTY 4.1
«HacTpolika TepmuHana».

Bo Bpems HauyaibHOM HAaCTPOMKMN MOXKHO ONpeaenUTb MHTEPENC, KOTOPbIN ByAeT NCNob30BaTLCA ANA
NOAK/IOYEHMA K YCTPOWCTBY YAaNEHHO.

basosan HaCTpOVIKa BK/IIOHaeT cheaytoulee:

1. 3agaHue naposa ans nonbsosartens «adminy» (c yposBHem npusunernin — 15).
Co3paHure HOBbIX MO/Ib30BaTENEMN.

HacTpoiika ctaTuuyeckoro IP-agpeca, Macku nogcety v Wako3a no yMmoa4aHuio.
MonyyeHune IP-agpeca ot cepsepa DHCP.

Hactponka napameTtpoBs npotokona SNMP.

vk wnN

4.5.1.1 3adaHue napons 044 nosavbzosamesnsn «admin» u co30aHUe Ho8bIx Nosb3osameneli

’ ' [Ana obecneyeHms 3aLiMLLEHHOrO BXOAA B CUCTEMY HEO6XO4MMO Ha3HAUYMTb Napob Npu-
e BUJIErMPOBaHHOMY No/sib3oBaTento «adminy».

MmAa nonb3oBaTena 1 Napoab BBOAUTCA NPU BXOAE B CUCTEMY BO BPeMA CEaHCOB aAMUHUCTPUPOBaHUA
ycTpoiicrtea. [1ns co3aaHma HOBOrO NoJib30BaTe s CUCTEMbI MM HACTPOMKK 1t060ro U3 NapameTpos — UMEHM
nonb30BaTeNA, Napos, YPOBHA NPUBUNETUIA, UCNOJb3YIOTCA KOMaHAbI:

console# configure
console (config) # username name password password privilege {I1-15}

/ YposeHb npuBuaernii 1 paspeluaer 4ocTyn K yCTPOICTBY, HO 3anpeLyaeT HacTPOMKy. Ypo-
BeHb NpuBUaerunii 15 paspelwaer Kak A0CTyN, TaK U HACTPOMKY YCTPOMUCTBA.

Mpumep KomaHa Ans 3agaHuA nosib3osaTento «admin» napons «eltex» u cosgaHua nosb3osatens
«operator» c naposiem «pass» U ypoBHeM npusuaermit 1:

console# configure
console (config)# username admin password eltex privilege 15
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console (config) # username operator password pass privilege 1
console (config)# exit
console#

4.5.1.2 PacwupeHHas Hacmpolika yposHs docmyna

Ha ycTpoiicTee cyliecTBYeT BO3MOXKHOCTb pacnpeneneHuna npas Mo/sib3oBaTeneil B 3aBUCMMOCTU OT
YPOBHA MPUBUAEIUIA, Ha KOTOPOM KaxKAblii M3 nosb3oBaTene 6bln co3gaH. KOHKpeTHoMy YpPOBHIO
npUBUAETMA NPUCBaMBaeTca Habop KOMaHA, KOTOPble MOTYT BbIMOMIHATLCA MO/1b30BATENAMU C YPOBHEM He
HUXKe 3a4aHHOTrO.

' ‘ KommyTtatop nopgep)kuBaeT cucTemy Hac/lefoBaHMA Habopa KOMaHg oT 6osiee HU3KUX
. YPOBHeii npusuaeruii.

’ MNpuBUAerumn BbICTPANBAIOTCA TONbKO A1 KOHKPETHO 3a4aHHOro y3na. Kaxayo KomaHay
e Heo6Xx0A4MMO NpPoNUCbIBaTb ABHO, HE UCMO/b3yA COKpaLLeHHble popmbl.

KomaHObI pexcuma 2106a16H020 KOHGU2YPUPOBAHUA

Bug 3anpoca KOMaHAHOM CTPOKU peXKnma rnobasibHOro KOHPUrypnpoBaHus:
console (config) #

Tabnnua 32 — KomaHgpl 419 HaCTPOMKKM pacluMpPeHHOro g4ocTtyna

KomaHga 3Ha4yeHue/3HavyeHue .
Aeilicmesue
Mo ymon4aHuio
privilege context level MpucBaneBaeT yKkazaHHOMY YPOBHIO NpUBUIETUIA
command
level: (1..15); 33aHHYIO KOMaHAy.
/ypoBeHb Npusnaernii | - context — pexnm paboTbl KOMaHAHOW CTPOKMU;
KOMaHS, peskuma - level — ypoBeHb NpuBUAEruiA, Ha KoTopom byaet
EXEC — 1, [OCTYyNHa HacTpaMBaemasa KOMaHAa;
BCeX OCTa/IbHbIX -command — KOMaHaa.
no privile level komawa — 15
p ge context leve Ypanaet goCTyn K KOMaHAe C YPOBHA, Ha KOTOPOM
command KomaHza bbina paspelleHa.

*  [lpumep HacTpoikn Habopa KoMaHA 41A Nosib3osaTens «adminy» c 4 yposHem npusMaernii u Habopa
KOMaHZ Ana nonb3oBaTtens «user» ¢ 10 ypoBHem NpuBUAErmii:

console# configure

console (config) # username admin password passl privilege 4
console (config) # username user password passZ privilege 10
console (config) # privilege exec 4 configure terminal
console (config) # privilege exec 4 show running-config
console (config) # privilege config 10 vlan database

console (config)# privilege config-vlan 10 vlan

Tenepb A1 NOKa/bHbIX MO/b30BaTeeN, Yelt yPOBEHb NPUBUIETUIA Bbile UM paBeH 4, CTaHeT AOCTyneH
BbIBOA, KOMaHAbl show running-config, Ho He ByaeT gocTynHa HacTpoiKa vlan. [1na nonb3oBaTtenel, ypoBeHb
npuBMAEerMii KoTopbix cooTsetcTeyeT 10 u Bbiwe, byaeT AOCTYNHA HacTpovika 1 vlan, n BbiBog, KoMaHabl show
running-config.
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4.5.1.3 Hacmpolika cmamuueckozo IP-adpeca, macku nodcemu U Wist03a 1o yMOA4YaHU

Ona BO3MOXKHOCTM ynpaB/eHUA KOMMYTaTOPOM M3 CeTM HeOBX0AMMO Ha3zHaunTb ycTpoicTay IP-agpec,
MacKy NoAceTu 1, B Cydae yrnpaBaeHua U3 ApYron CeTu, W03 No yMmoadaHuto. IP-agpec MOXKHO Ha3Ha4uTb
nobomy nHtepdeiicy — VLAN, dusmnyeckomy nopty, rpynne noptos (No ymondaHuio Ha nHtepdeiice VLAN 1
Ha3HaueH IP-agpec 192.168.1.239, macKa 255.255.255.0). IP-agpec wnto3a A0/1KeH NpuHaaneskaTb K TOM e
noAceTu, 4To U oAnH n3 IP-uHTepdeincos ycTponcTaa.

V B cnyuyae ecnu IP-agpec HacTpausaetca ana nHtepdeiica pusnMyeckoro nopTa uaum rpynnbl
) nopTos., 3TOT HTepdeic yaanaetca us rpynnbl VLAN, KOTOpOii OH NpuHagaexan.
V IP-agpec 192.168.1.239 cyuiecTByeT A0 TeX Nop, NoKa Ha ntobom nHTepdeiice ctaTuuecku
nau no DHCP He co3aaH gpyroii IP-agpec.
V Mpu yaaneHun Bcex IP-aapecoB KOMMYTaTOpa A0CTYN K HeMy byaeT oCyLecTBAATbCA NO
IP-agpecy 192.168.1.239/24.

= [lpumep KOMaHA HacTponkm IP-agpeca gnsa nHtepdeiica VLAN 1:

MapameTpbl MHTEpPdeElica:

IP-adpec, HazHavyaembili 015 uHmepgpeiica VLAN 1 — 192.168.16.144
Macka nodcemu — 255.255.255.0
IP-adpec winro3a no ymonuaHuwo — 192.168.16.1

console# configure

console (config) # interface vlan I

console (config-if)# ip address 192.168.16.144 /24
console (config-if) # exit

console (config)# ip default-gateway 192.168.16.1
console (config)# exit

console#

[na Toro utobbl y6eanTbea, UTo agpec 6bin HasHaYeH MHTepdeicy, BBeAMTE KOMaHAy:

console# show ip interface vlan I

IP Address I/F I/F Status Type Directed Prec Redirect Status
admin/oper Broadcast
192.168.16.144/24 wvlan 1 UP/DOWN Static disable No enable Valid

4.5.1.4 onyyeHue IP-adpeca om cepsepa DHCP
Ona nonyyeHna IP-agpeca moxeT ncnosbsosatbca npotokon DHCP, B cnyyvae ecam B ceTu npucyTtcTayer

cepsep DHCP. IP-agpec ot cepsepa DHCP moKHO nonyyatb Yepes ntobont uHtepderic — VLAN, dusnueckuis
nopT, rpynny NopToB.

V Mo ymonuaHuio DHCP-KAneHT BKAOYEH Ha uHTepdeiice VLAN 1.

Mpumep HACTPOMKK, NpegHa3HaYeHHOM ansa noayyYyeHus guHamudeckoro IP-agpeca ot DHCP-cepBepa
Ha uHTepdelice vlian 1:

console# configure
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console (config) # interface vlan !
console (config-if)# ip address dhcp
console (config-if) # exit

console#

Ona Toro 4tobbl yoeanTbes, Yto agpec bbin HazHavyeH MHTepdeiicy, BBeAMTE KOMaHAay:

console# show ip interface vlan 1

IP Address I/F I/F Status Type Directed Prec Redirect Status
admin/oper Broadcast
10.10.10.3/24 vlan 1 UP/UP DHCP disable No enable Valid

4.5.1.5 Hacmpoliika napamempos rpomokosaa SNMP dss docmyna K ycmpolicmeay

YCTPOMCTBO COAep*KMT BCTPOEHHbIM areHT SNMP 1 nogaepsknsaeT Bepcum npoTokoia vl/v2c/v3. AreHt
SNMP noapep»«unsaeTt Habop cTaHZAPTHbIX NepemeHHbIXx MIB.

[na BO3MOMHOCTM aAMUHUCTPUPOBAHMA YCTPOMCTBA MocpeacTBOm npoTokona SNMP Heobxoaumo
€034aTb X0TA 6bl 04HY CTPOKY coobuiecTBa. KommMyTaTopbl NOAAEPKMBAKOT TPM TMNA CTPOK coobLuecTBa:

— ro — onpegensaeT AOCTYN TO/IbKO Ha YTeHue;
— rw — onpegenset AOCTYN Ha YTEHUE 1 3anuch;
— su — onpeaensaet goctyn SNMP-agmunHuctpaTopa.

Hanbonee pacnpocTpaHeHO MUCMONb30BaHME CTPOK coobuiecTtBa public — ¢ AOCTYNOM TONbKO A/s
yTeHus obbekToB MIB U1 private — c AOCTyNnom Ha 4YTeHWe U uameHeHue obbekToB MIB. [Ona Kaxagoro
coobuiecTBa MOXKHO 3aaaThb IP-agpec cTaHUMK ynpaBaeHus.

Mpumep cospaHua coobuiecTBa private € AOCTYNOM Ha yTeHMe M 3anucb U IP-agpecom cTaHUuMK
ynpasneHna 192.168.16.44:

console# configure

console (config)# snmp-server server

console (config)# snmp-server community private rw 192.168.16.44
console (config) # exit

console#

[ns npocMoTpa co3aaHHbIX CTPOK coobuectsa n HacTpoek SNMP ncnonb3yeTca KomaHAa:

console# show snmp

SNMP is enabled.

SNMP traps Source IPv4 interface:
SNMP informs Source IPv4 interface:
SNMP traps Source IPv6 interface:
SNMP informs Source IPv6 interface:

Community-String Community-Access View name IP address Mask
private read write Default 192.168.16.1
44
Community-String Group name IP address Mask Version Type

Traps are enabled.
Authentication-failure trap is enabled.
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Version 1,2 notifications
Target Address Type Community Version Udp Filter To Retries
Port name Sec

Version 3 notifications
Target Address Type Username Security Udp Filter To Retries
Level Port name Sec

System Contact:
System Location:

4.5.2 Hacmpoiika napamempos cucmemol 6e3onacHocmu

Ona obecneyeHnsa 6e30MacHOCTM CUCTEMbI MCMOAb3yeTcs MmexaHusm AAA  (ayTeHTUdUKaumsa,
aBTOpM3aums, yyeT). Ana wmudpoBaHMA AaHHbIX UCNONb3YeTcA MmexaHu3m SSH.

— Authentication (ayTeHTUdUKaLMA) — conocTas/ieHMe 3anpoca CyLLecTByoLen y4ETHOM 3anncu
B cMcTeme besonacHocCTu.

— Authorization (aBTopu13aumaA, NpoBepKa ypoBHA A0CTyna) — conocTaBAeHne y4ETHOM 3anucu B
cucteme (Npoweauwert ayTeHTUGUKALMIO) M onpeaenéHHbIX NOAHOMOYMIA.

— Accounting (y4éT) — cnexeHue 3a notpebsieHMem pecypcoB Noab30BaTENIEM.

Mpyn MCNONb30BAHUKN HACTPOEK YCTPOMCTBA MO YMOJIYAHUIO MMSA Nosb3oBaTens — admin, naponb —
admin. Maponb Ha3HayaeTcA no/sib3oBaTesem. B ciayyae ecnu naposib yTpayeH, MOMKHO Nepesarpysutb
YCTPOMCTBO U Yepe3 CepUMHbIM MOPT NPepBaTb 3arpy3Ky, Haxas Knasuwy <Esc> wnu <Enter>. B TeyeHunn
nepBbIX 4BYX CEKYHA, NOC/Ie NOABAEHNA COOBLL,EHNA aBTO3arpy3Kn OTKPOETCA MeHIo Startup, B KOTOPOM HY}KHO
3anycTuTb Npoueaypy BoccTaHoBneHMA napons ([2] Password Recovery Procedure).

/f Monb3osaTtenb no ymonuaHuio (admin/admin) cywecteyer Ao Tex nop, NOKa He co3aaH
no6oi pgpyroii nonb3oBaTesib C ypoBHEM nNpusunerui 15.

/_‘ Mpu yaaneHnn Bcex co3gaHHbIX Noab3oBateneit ¢ 15 ypoBHem npuBuaeruii goctyn K
KommyTatopy ©6yaer ocCywectBnATbCcA NoA,  Nonb3oBaTesemM MO YMOJYAHUIO
(admin/admin).

[ns obecneyeHuns nepBoHaYaabHOM 6€30MacHOCTM Naposib B CUCTEME MOXKHO 334aTb 419 CEPBUCOB:

— KoHconb (noaxntoueHne Yepes cepuinHbliii NopT);
— Telnet;
— SSH.

4.5.2.1 YcmaHosKka rnaposs 075 KOHConu

console (config)# aaa authentication login authorization default line
console (config) # aaa authentication enable default line

console (config)# line console

console (config-line)# login authentication default

console (config-line)# enable authentication default

console (config-line)# password console

B oTBeT Ha NpurnaweHue BBeCTU Napoab BO BpeMA perncrpauunm B yCTpOﬁCTBe yepe3 ceaHC KOHCOon
BBeAUTE NapO/ib — console.
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4.5.2.2 YcmaHoska napons 0ns Telnet

console (config)# aaa authentication login authorization default line
console (config) # aaa authentication enable default line

console (config)# ip telnet server

console (config)# line telnet

console (config-line)# login authentication default

console (config-line)# enable authentication default

console (config-line)# password telnet

B oTBeT Ha npwuraaleHne BBECTM Napo/ib BO BPeMa Pernmctpauum B ycTpoicTee yepes ceaHc Telnet
BBeguTe naposb — telnet.

4.5.2.3 YcmaHoska napons 011 SSH

console (config)# aaa authentication login authorization default line
console (config) # aaa authentication enable default line

console (config) # ip ssh server

console (config) # line ssh

console (config-line)# login authentication default

console (config-line)# enable authentication default

console (config-line)# password ssh

B oTBET Ha Npu1raaweHMe BBECTM Napo/ib BO BPEMSA PErMCTPaLLMM B YCTPOMCTBE Yepes ceaHc SSH BBeauTe
naponb — ssh.

4.5.3 Hacmpoiika 6aHHepa

Ona yaobcrea aKcnyaTaumm ycTpoicTBa MOXKHO 3a4aTb 6baHHep — coobuleHune, coaepkaulee ntobyro
nHbopmaumio. Hanpmumep:

console (config)# banner exec;

Role: Core switch
Location: Objedineniya 9, str.
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5 YNPABJ/IEHUE YCTPOMCTBOM. UHTEP®ENC KOMAHOHOW CTPOKU

[Nna HacTPOMKM KOMMYTaTOpa MCMOJIb3YEeTCA HECKOJIbKO PEeXMMOB. B Kaxkgom perkmme AOCTyneH
onpeaeneHHbll CNMCOK KOMaHA,. BBoA CMMBOJIA «?» CAYKUT ANs MPOCMOTPa Habopa KomaHA, SOCTYMNHbIX B
Ka*KAOM M3 PEXMMOB.

Ona nepexoga M3 O4HOrO pexkMMa B APYro MCMNONb3YHTCA cneumasnbHble KoMaHabl. lMepedyeHb
CYLLLECTBYIOLLMX PEXMMOB M KOMaHZ, BXO4A B PEKMM:

KomaHOHbili pexcum (EXEC), naHHbIN pexum A0CTyneH cpasy nocse ycnewHol 3arpy3kmM KommMmyTraTopa
M BBOAA MMEHW MOJIb30BaTeNA M Naponsa (4Nns HenpuBMAErMpoBaHHOIO nosb3oBaTens). MpurnawexHve cu-
CTeMbI B 3TOM peXKMMme COCTOUT U3 MMeHM ycTpoictea (host name) u cumona “>".

console>

MpueuneauposaHHbiii KOMaHOHbIl pexcum (privileged EXEC), naHHbIN pexXum A0CTyneH cpasy nocne
yCNewHoM 3arpy3kn KOMMyTaTopa, BBOAA MMEHM NONb30BaTeNA M Napoas. MpurnaleHmne cUCTEMbI B 3TOM
perKMme COCTOUT U3 UMeEHM ycTpoiicTBa (host name) u cumsona “#”.

console#

Pexcum 2nobanvHoii KoHpu2ypayuu (global configuration), naHHbl pexum npeaHasHayeH AnA 3a0a-
HUA 0b6LWMX HacTpoeK KommyTaTtopa. KomaHabl pexuma rnobanbHo KoHbUrypaumm gocTynHbl U3 Atoboro
nogpexKmMma KoHpurypaumm. Bxos B penm ocyLw,ecTBaAaeTca KomaHaon configure.

console# configure
console (config) #

Pexcum KoHghu2ypayuu mepmuHand (line configuration), naHHbIV peXKMm npeaHasHayeH ana KoHdu-
rypaumm, cBs3aHHOM ¢ paboTon TepMMHana. Bxoa B pexmm ocyLLeCTBAAETCA U3 perKnma rnobanbHON KoOHOK-
rypaumu.

console (config)# line {console | telnet | ssh}
console (config-line)#

5.1 ba3soBble KOMaHAbI

KomaHOowbi pexcuma EXEC

3anpoc KoMaHgHOW CTPOKK B pexxkmnme EXEC nmeet cneayowmin Bua;

console>

Tabnnua 33 — ba3oBble KOMaHAbl, AOCTYMHbIE B pexume EXEC

Komanda 3HayeHue/3HavyeHue Leiicmeue
o ymon4aHuio

enable [priv] priv: (1..15)/15 MepekNoUnTLCSA B MPUBMAETMPOBAHHBIN PEXKMM (ecnun 3HaueHne
He yKa3aHO — TO ypoBeHb npusuaernii 15).

login - 3aBeplUeHMe TeKyLLLEel CeCCMU U CMeHa NOo/b30BaTeN .

exit — 3aKpbITb aKTUBHYIO TEPMUHA/IBHYIO CECCUIO.

help . 3anpoc cnpaBoYHOM MHOPMaLMKM 0 paboTe MHTepdeiica
KOMaHZAHOM CTPOKM
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show history

MoKasaTb UCTOPMIO KOMaHA, BBEAEHHbIX B TEKYLLEN
TEPMUHANbHOW ceccum.

show privilege

MoKasaTb ypoBEHb NPUBUAETUIA TEKYLLETO NOAb30BATENS.

terminal history

terminal no history

—/dYHKUMA BKAKOYEHA

BKAOUNTL GYHKLMIO COXPaHEHWA UCTOPUM BBELAEHHbIX KOMAHA,
ANA TeKyLwel TepMUHANbHOM ceccuim.

OTKNOUNTD GYHKLMIO COXPAHEHUS UCTOPUMU BBEAEHHbBIX KOMaHA,
ANA TeKywwel TepMUHANbHOM ceccuum.

terminal history size size

terminal no history size

size: (10..207)/10

N3meHWTb pazmep Bydepa CTOPUM BBEAEHHBIX KOMaHA A/1A
TeKyLLe TEPMUHAIbHOW Ceccuu.

YCTaHOBWUTb 3HAYeHME NO YMONYaHUIO.

terminal datadump

terminal no datadump

—/BbIBOA, KOMaHA,
pasgenseTca no
CTpaHULam

OTO06pa3unTb BbIBOA KOMaHA 6e3 pasaeneHuna Ha cTpaHuLbl
(paspeneHuve BbIBOAA CNPaBKM NO CTPAHMLLAM OCYLLECTBAAETCA
cTpokoit: More: <space>, Quit: g or CTRL+Z, One line: <return>).

YCTaHOBUTb 3HaYeHME N0 YMOAYAHMUIO.

terminal prompt

terminal no prompt

—/dyHKUMA BKAKOYEHa

BKAOYNTL NOATBEPKAEHWNE Nepes, BbINOSHEHUEM HEKOTOPbIX
KOMaHA.

OTK/OYUTL NOATBEPKAEHWE Nepes, BbINOJHEHUEM HEKOTOPbIX
KOMaHA.

show banner [login | exec]

OTobparkaeT KoHOUTypaunto 6aHHEPOB.

KomaHObI pexcuma privileged EXEC

3anpoc KOMaHAHOM CTPOKU MMeeT caeayowmii BUa;

console#

Tabanua 34 — ba3oBble KOMaHAbI, 4OCTYNHbIe B pexkmume privileged EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

disable [priv]

priv: (1, 7, 15)/1

BepHyTbCA B KOMaHAHbIM pexkum (EXEC) ns
NpUBUIErMPOBAHHOIO KOMaHAHoro pexuma (privileged EXEC).

configure[terminal]

MepenTn B peXMm KoHOUrypaumm.

debug-mode

MepeliTu B peXxnm OTNaaKu.

set system mode {acl-sqinq
| acl-sqing-udb}

acl-sging

YCTaHOBUTb PeXUM HAacTPONKKN GuUabTpaLmm Tpaduka.

- acl-sging — pexxum no ymonyaHuto;

- acl-sging-udb — BABOE YyMEHbBLIEHO KOIMYECTBO BO3MOMKHbIX
npasun SQinQ; fobasneHa BO3MOXHOCTb GUAbTPALLUM NO
TpuHaguaTtv opdcetam (B pexkmme No yMOAYaHUIO — NATb).

KomaHObI, 0ocmyrnHble 80 8CeX PeXUMax KOH@dua2ypayuu

3anpoc KOMaHAHOVI CTPOKN nmeeT O AnH N3 cheagyroumnx suaos:

console#

console (config) #

console (config-line) #

Tabauua 35 — ba3oBble KOMaHAbl, 4OCTYMHbIE BO BCEX PeXMMaxX KOHOMIypaumm

KomaHda

3HayeHue/3HayeHue
Mo yMmoA4YaHuo

Aelicmeue

exit BbIliTV 13 Nt060ro pexxmma KOHPUrypaLmMm Ha ypoBeHb Bbile B
nepapxmun komaHg, CLI.
end BbINTM 13 N106OTO perkMma KOHOUIypauum B KOMaHAHbIA PEXMUM

(Privileged EXEC).
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do BbINONHWTL KOMaHAY KoMaHaHoro ypoBHs (EXEC) u3 noboro
peXxnma KoHpurypaumu.
help — BbiBecTu cnpasKy MO UCNO/Ib3yeMbIM KOMaHAAM.

KomaHOb! pexcuma 2106aabHOU KOHU2ypayuu

3anpoc KOMaHAHOM CTPOKM UMEET CeayoWmin BUA,:

console (config) #

Tabnuua 36 — BasoBble KOMaHAbl, AOCTYMHbIE B peXKMMe rnobanbHol KoHUrypauum

KomaHda

3HayeHue/3HayeHue
no ymon4aHuo

Aeiicmeue

banner exec d
message_text d

no banner exec

3apaTb TeKCT coobuieHnn exec (Mpumep: Nonb3oBaTe b
YCNELHO BOLWE B CUCTEMY) U BKIOYMTb BbIBOA HA IKPaH.
- d — pasgenutens;

- message_text — TeKcT coobLueHus (B cTpoke go 510
cumBonos, obuwee 2000 cumBooB).

Y8anuTtb TeKCT coobLLeHns exec.

banner login d
message_text d

no banner login

3apatb TeKcT coobuweHua login (MHPopmaumoHHoe coobuieHue,
KOTOpoe oTobparkaeTca nepes, BBOAOM MMEHM NONb30BaTeNA U
NaponA), U BKKOYUTb BbIBOA HA IKPaH.

- d — paspgenutens;

- message_text — TeKcT coobLueHus (B cTpoke go 510
cumBonos, obuwee 2000 cumBonos).

YaanuTb TeKCT coobuerus login.

line session-limit max-
session

no line session-limit

max-session: (1..6)/6

3afaeT MaKCMMaibHO BO3MOXKHOE YMCI0 aKTUBHbIX ceccuit CLI.
7z OpHa ceccusa 3aperncTtpupoBaHa AnA ynpaBaeHusa
V yepes com-nopr.

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

KomaHObI pexcuma KoHguaypayuu mepMmuHana

3anpoc KOMaHAHOW CTPOKM B PEXUME KOHPUTYypaLMM TEPMUHANA MMEET CeayoLWmMi BUA,:

console (config-line) #

Tabnnua 37 — ba3oBble KOMaHAbI, 4OCTYMHbIE B PEXKMME KOHOUrypaLmm TepmmHana

3HayeHue/3HayeHue .
KomaHda Aeiicmeue
no yMmon4aHuio
history BKNt0UNTL GYHKLMIO COXPAHEHUA NCTOPUUN BBEAEHHbBIX KOMAHA,
no history —/bYHKUMA BKNIOYEHA | BbIKAKOYUTL GYHKLMIO COXPAHEHNA UCTOPUM BBEAEHHDBIX

KOMaHa,

history size size

no history size

size: (10..207)/10

M3meHUTb pasmep Bydepa nctopun BBEAEHHbIX KOMAHA,

YCTaHOBUTb 3HaYeHMe MO YMOJIHaHUIO.

exec-timeout timeout

no exec-timeout

timeout: (0..65535)/10
MUHYT

3afaTb TaiMayT TekyLlell TepMUHANBbHOWM CECCUM B MUHYTaX.

YCTaHOBUTb 3HaYeHMe MO YMOJIHaHUIO.
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5.2 ®dunbTpayma coobuieHnii KOMaHAHOMN CTPOKKU

dunbTpaumnsa coobuieHMin NO3BOAAET YMEHbLINTL 06beM 0TOOpaXKaembIX AaHHbIX B OTBET Ha 3amnpochl
nonb3oBaTesia U 06/1erYnTb NOUCK Heobxoanumomn nHbopmauun. Ana ¢uabTpaummn nHdopmaumm Tpebyetcs
N06aBUTb B KOHEL, KOMaHAHOW CTPOKM cumBon “|” m ucnonb3oBaTb OAHY M3 onuuii GpuabTpauumu,
nepeYncsieHHbIX B Tabaumue 38.

Tabnnua 38 — KomaHabl pexkmma rnobanbHoM KoHpUrypaumm

Memod 3HayeHue/3HayeHue Lleiicmaue
o ymon4aHuio
begin pattern HaiTi nepeoe coBnageHue ¢ WwabaoHOM B Hayasie CTPOKM,
BbIBECTM BCE CTPOKM 33 HEW.
include pattern - BbIBECTM BCE CTPOKM, coaeprKalume WwabnoH.
exclude pattern BbiBECTU BCE CTPOKM, HE coaeprKaLLme WabnoH.

5.3 MepeHanpasneHue BbiBOAA KOMaHA, CLI B npousBonbHbIN Ppaiin Ha N3Y

NHTepdelic KOMaHAHOM CTPOKU NPeAoCcTaBAseT BO3MOMKHOCTb NepeHanpas/ieHNs BbiBOAA KOMaHA, B
Nnpown3Bo/ibHbIN dain Ha M3Y.

[ns Toro 4tobbl KONMPOBaATb BbIBOA, KOMaHAbl B daitn (nepesanucatb daiin, ecnm Takon yxe cylle-
cTBYeT), TpebyeTtcaA nocne Habopa KoMaHabl 0TOBpaXKeHUsA MHGopMaLIMK A06aBUTb CUMBOA «>» U YKa3aTb UMA
daiina. Ons Toro, 4Tobbl KONMPOBATL BbIBOA KOMaHAbl B KOHeL, ¢aina, nocne Habopa KomaHabl 0TObpaxKeHun
nHpopmauum Ao06aBUTb CUMBOJ «>>» U YKasaTb UmsA daiina. MNpumep UCrnosib30BaHUA:

console# show system >> flash://directory/filename

MepeHanpaBAATb BbIBOA KOMaHp, B ¢paiil MOXKeT TO/IbKO Nosib3oBaTesib ¢ 15 ypoBHem npu-
BUNETUMA.

."h

5.4 Hactpoiika MaKpOKOMaHA,

[aHHas GyHKUMA NO3BOAAET CO34aBaTb YHUOUUMPOBaHHbIE Habopbl KOMaHA — MaKpOCbl, KOTOpble
MOXHO BNOC/NEACTBUMN NPUMEHATb B NpoLLecce KoHUrypaumm.

KomaHObI pexcuma 2a0b6aab6Hol KOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM pexkmnma rnobanbHoM KOHGUrypaumm:

console (config) #
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Tabanua 39 — KomaHapl pexunma rnobanbHon KoHoUrypaumm

3HayeHue/3HayeHue -
KomaHoa Aelicmeue
o ymoa4aHuro

macro name word [track Co3aaTb HOBbI Habop KOMaHA, ecan Habop C TaKUM UMeHeM
object [state activa- cyliecTsyeT — nepesanucaTb ero. Habop KomaHa BBOAUTCA
tion_statel]] NOCTPOYHO. 3aKOHUYUTb MAKPOC MOXKHO C MOMOLLbIO CUMBO/IA

“@”. MakcumanbHasa a4nvMHa makpoca — 510 cumBonos. B Tene

MaKpOCa MOYHO MCMO/b30BaTh A0 TPEX NepeMeHHbIX B

word: (1..32)
KoHburypauun. Ecnm 3agaH napamertp track, makpoc byget
CMMBOJI0B

aKTMBMPOBaH Npu nameHeHnn TRACK ob6bekTa c Homepom
object, B cooTBeTCTBMM C NapameTpom state (up — akTMBauma
npu nepexoge mn3 coctosHna DOWN B coctosiHne UP, down —
aKTuBauma npu nepexosge us coctoaHna UP B coctoaHmne DOWN,
any — aKkTUBaLMA Npu 1l060M M3MEHEHMM COCTOAHMA). MaKpoc
He MOXKeT 6bITb aKTUBUPOBaH M3meHeHnem TRACK obbekTa npu
Ha YN NepemeHHbIX B Tene.

object: (1..64);
activation_state: (any,
up, down)/any

no macro name word Y[anuTb yKasaHHbIA Makpoc.
macro global apply word word: (1..32) MpPUMEHUTb YKa3aHHbIN MaKpocC.
CUMBOJI0B
macro global trace word word: (1..32) MpoBepuTb YKaszaHHbI MaKpoC Ha BaIMAHOCTb.
CUMBO/I0B
macro global description Co34aTb CTPOKY-AECKPUNTOP rNobasbHOro makpoca.
word: (1..160)
word
— CUMBOJI0B
no macro global description Y[anuTb CTPOKY-AeCcKpMnTop.

KomaHObl pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console>

Tabnunua 40 — KomaHgpbl perkmuma EXEC

3HayeHue/3HayeHue .
KomaHda Aelicmeue
no ymoa4aHuro
macro apply word [patternl MPUMEHNTb yKa3aHHbI MaKpoc.
valuel] [pattern2 value2] d&: (1.32 - pattern — wabnoH, cocToAWMI U3 06bABNEHUA, HaNpUMep,
word: (1.. o
[pattern3 value3] ord: { ) cumsona "S", n nepeMeHHoOM, HaNUCaHHbIX CIUTHO;
CMMBO/I0B
- value — nepemeHHas KoH$uUrypaumu.

macro trace word MpoBepUTb YKasaHHbI MaKPOC Ha BafIMAHOCTb.

show parser macro [{brief |
description [interface {giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-

OT06pa3nTb NapameTpbl HACTPOEHHbIX MaKPOCOB Ha

i 1 (1. 1..48);
gi_port: (1..8/0/1..48); ycTpoicTse.

te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

tygigabitethernet fo_port | group: (1..48);
ort-channel group}] | word: (1..32)
i group CMMBO/IOB

name word}]

KomaHObI pexcuma KoHgu2ypayuu uHmepagelica

BuAa 3anpoca KoMaHAHOM CTPOKM pexxnma KoHdUrypaumm nHtepdeinca:

console (config-if)#
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Tabnmua 41 — KomaHabl pexkmuma KoHpurypaumm nHtepodeiica

Komanda 3HavyeHue/3HayeHue Leiicmeue
o ymoa4aHuro
macro apply word [patternl MpUMeHUTb yKa3aHHbIN MaKpoc.
valuel] [pattern2 value2] word: (1..32) - pattern — wabnoH, cocTonlwmi U3 06bABNEHUA, HaNpUmep,
[pattern3 value3] CMMBOJ1I0B cumBona "'$", M nepemeHHOM, HanMcaHHbIX CIMTHO;
- value — nepemeHHas KoHdUrypauuu.
macro trace word word: (1..32) MpoBepuTb yKazaHHbIM MaKpoC Ha Ba/IMAHOCTb.
CMMBOJI0B

macro description word word: (1..160) YCTaHOBUTb CTPOKY-AECKPMNTOP MaKpoca.
no macro description CMMBOJI0B YAanuTb CTPOKY-AECKpUNTOp.

5.5 KomaHabl ynpaBneHusa cuctemom

KomaHObi pexcuma EXEC

Buma 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console>

Tabnuua 42 — KomaHabl ynpasaeHusa cuctemoi B pexkxume EXEC

KomaHoa

3HayeHue/3HayeHue o
YMOAYAHUIO

Aelicmeue

ping [ip] {A.B.C.D | host}
[vrf vrf-name] [size size]
[count count] [timeout
timeout] [source
A.B.C.D] [df]

vrf-name: (1..32)
CUMBOAA;
host: (1..158) cumBonos;
size: (64..1518)/64 6aur;
count: (0..65535)/4;
timeout:
(50..65535)/2000 mc

KomaHga cnyxut ana nepegaym sanpocos (ICMP Echo-Request)
npotokona ICMP ykasaHHOMY Y31y CETH, a TaK¥Ke A/19 KOHTPOoNA
noctynatowwmx otseTos (ICMP Echo-Reply).

- vrf-name — uMA BUPTyanbHOM 061acTV MapLIpyTU3aLmK;

- A.B.C.D — IPv4-appec y3na cetu;

- host — pomeHHoe Ums y3na cetu;

- Size — pa3mep nNakeTta A/aA OTNPaBKM, KOANYECTBO 6alT B
nakerte;

- count — KOIMYECTBO MAKETOB A/1A nepesayu;

- timeout — BpemA OXKMAAHUA OTBETA Ha 3anpoc;

- df — oTMeHUTb pparmeHTaLMIO NAKETOB.

ping ipv6 {A.B.C.D.E.F |
host} [size size] [count
count] [timeout timeout]
[source A.B.C.D.E.F]

host: (1..158) cumB0N10B;
size: (68..1518)/68 6aiiT;
count: (0..65535)/4;
timeout:
(50..65535)/2000 mc

KomaHgza cnyxut ana nepegaym sanpocos (ICMP Echo-Request)
npotokona ICMP yKkazaHHOMY y3/1y CeTU, a TaKXKe AN KOHTPONA
noctynatowmx oteeTtos (ICMP Echo-Reply).

- A.B.C.D.E.F — IPv6-agpec y3na ceTu;

- host — nomeHHoOe Ums y3na cetu;

- Size — pa3mep NakeTa A/1a OTNPaBKM, KONNYECTBO 6alT B
nakete;

- count — KONIMYEeCTBO NaKeTOB A1 Nepesayu;

- timeout — Bpems OXKMAaHMA OTBETA Ha 3anpoc.
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traceroute ip {A.B.C.D |
host} [vrf vrf-name] [size
size] [ttl tt/] [count
count] [timeout timeout]
[source ip_address]

vrf-name: (1..32)
CUMBOAA;
host: (1..158) cumBonos;
size: (64..1518)/64 6airT;
ttl: (1..255)/30;
count: (1..10)/3;
timeout: (1..60)/3 ¢;

Onpeaenntb mapwpyT TpadurKa 40 y3na HasHaAYeHus.
- vrf-name — vmaA BUpTyanbHOM 061aCTM MapLIpyTM3aLMK;
- A.B.C.D — IPv4-apgpec y3na cetu;
- host — [OMeHHOe UMA y3/1a ceTy;
- Ssize — pa3mep NakeTa gna OoTNPaBKK, KOMYecTBo 6aliT B
nakeTe;
- tt/ — MaKCMManbHOE KOIMYECTBO YYaCTKOB B MapLUpyTe;
- count — KONMYeCcTBO NOMbITOK Nepesayn NakeTa Ha Kaxaom
yyacTke;
- timeout — BpemsA OXXWAaHMA OTBETA Ha 3anpoc;
- IP_address — IP-agpec uHTepdeiica KommyTaTopa,
NCNONb3yeMblit ANA Nepesaym NnakeTos.

7l OnucaHune owMB0K NP BLINONHEHMM KOMaHA U
V pe3ynbTaToB NpuBegeHo B Tabaunuax 44, 45.

traceroute ipv6
{A.B.C.D.E.F | host} [size
size] [ttl tt/] [count
count] [timeout timeout]
[source ip_address]

host: (1..158) cumBonOB;
size: (66..1518)/66 bair;
ttl: (1..255)/30;
count: (1..10)/3;
timeout: (1..60) /3 ¢;

Onpeaennte mapwpyT TpadurKa 40 y3na HasHAYeHUs.
-A.B.C.D.E.F — IPv6-agpec y3na cetu;
- host — pOMeHHOe UMA y3na ceTu;
- Size — pa3mep nakeTa Ana OTNPaBKW, KoanMyecTso 6alT B
nakere;
- ttl — MaKCMManbHOE KOIMYECTBO YYaCTKOB B MapLUpyTe;
- count — KOIMYECTBO MOMbITOK NepeAaym NakeTa Ha Kaxgom
yyacTke;
- timeout — BpemsA OXMAaHWA OTBETA Ha 3anpoc;
- IP_address — IP-agpec nHTepdeiica KommyTaTopa,
NCNONb3yeMbI ANA Nepesaym nakeTos.
OnucaHue own60K Npu BbINOIHEHUN KOMAHA, U
/ pe3ynbTaToB NpuBegeHo B Tabauuax 44, 45.

telnet {A.B.C.D | host}
[port] [keyword1...]

host: (1..158) cumBonos;
port: (1..65535)/23

OTKpbITb TELNET-ceccuto ana ysna cetu.
- A.B.C.D — IPv4-appec y3na cetu;
- host — pOMeHHOoe UMs y3/1a ceTy;
- port — TCP-nopT, no kKotopomy paboTaeT cnyxba Telnet;
- keyword — KntoyeBoe CnoBo.
/i OnucaHue cneumnanbHbix KomaHa Telnet u Kntoue-
% BbIX C/10B nNpuseaeHo B Tabnuue 46.

ssh {A.B.C.D | host}
[port] [keyword1...]

host: (1..158) cumBonos;
port: (1..65535)/22;

OTKpbITb SSH-ceccuto and ysna cetu.
- A.B.C.D — IPv4-appec y3na cetu;
- host — [OMeHHOe UMsA y3Na ceTu;
- port — TCP-nopT, No KoTopomy paboTaet cny»ba SSH;
- keyword — kntoyeBoe CnoBo.
V OnucaHue KA4yeBbIX C10B NPUBEAEHO B Tabnuue
y 47.

resume [connection]

connection:
(1..5)/nocneaHss
YCTAaHOB/IEHHAA ceccus

MepekntounTbCA Ha APYryto YCTaHOBAEHHYIo telnet-ceccuto.
- connection — HoOMep ycTaHOB/eHHOM telnet-ceccum.

show users [accounts]

0OT06pa3snTb MHGOPMALLMIO O NONb30BATENAX, UCMO/b3YIOLMX
pecypcbl yCTPOMCTBa.

show sessions

OT06pasnTb MHGOPMALMIO 06 OTKPBITLIX CECCUAX K YAaNEeHHbIM
ycTpoicTBam.

show system

BbIBECTU CUCTEMHYIO MHOOPMALLMIO.

show system battery

OT06pasunTb MHPopMaumio o baTapee.

[unit unit] unit: (1..8)/— - Unit — HOMep YCTPOWCTBa B CTEKE.
show system id [unit OT06pasnTb CEPUNHBIN HOMEP YCTPOCTBA, PEBU3MIO NAATbI U
unit] unit: (1..8)/— 6a3oBblii MAC-agpec.
- unit — HoMep yCTPOICTBA B CTEKeE.
show system [unit unit] unit: (1..8)/— OTo§paaMTb CVICTEMHY'IO MHPOPMaLLMIO KOMMYTATOPA.
- unit — HoMep yCTPOICTBA B CTEKeE.
show system fans [unit unit: (1..8)/— 0OT06pasunTb MHGOPMALMIO O COCTOAHUU BEHTUIATOPOB.

unit]

- unit — Homep yCTPOMCTBA B CTEKeE.

show system power-
supply

OTO6paBVITb Mchopmau,wo O COCTOAHUU UCTOYHMKOB NMUTAHUA.

show system sensors

OT06paznTb MHGOPMALLUIO TEMNEPATYPHBIX AATYMKOB.
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show version

OTO6pPa3mnTb TEKYLLYIO BEPCUIO CUCTEMHOIO NPOrPamMHOro
obecneyeHuns yCTPoOCTBa.

show system router
resources

OT06pa3unTb pasmep M 3aHATOCTb annapaTHbIX Tabauy,
YCTPOICTBA (MapLpyTU3aumm, coceaen, MHTeppeicos).

show system tcam
utilization
[unit unit]

unit: (1..8)/—

OTo6pa3unTb 3arpysKy pecypcos namatn TCAM (onpegeneHHo
agpecyemasn namsaTb).
- unit — Homep yCTPOICTBA B CTEKE.

show tasks utilization

OTO6pPa3nTb YPOBEHbL 3arPy3KM PECYPCOB LLEHTPANbHOTO
npoLLeccopa KOMMyTaTOpa A4J/1A KasK40ro CMCTEMHOrO npoLecca.

show tech-support
[config | memory]

OTo6pasuTb MHdopmaumio 06 ycTpolicTee, Heobxoanmyto ans
HayaNbHOM AMArHOCTMKM Npobaem.
7l BbiBog KOMmaHAbI NpeacTaBaneT co6oii KombuHaumo
V BbIBOAOB NepPeyYnC/eHHbIX HUXKe KOMaHA:

e show clock
e show system
e show version
e  show bootvar
e  show running-config
e show ip interface
e  show ipv6 interface
e  show spanning-tree active
e  show stack
e  show stack configuration
e  show stack links details
e show interfaces status
e show interfaces counters
e show interfaces utilization
e show interfaces te1/0/xx
o show fiber-ports optical-transceiver
e show interfaces channel-group
e  show cpu utilization
e  show cpu input-rate detailed
e  show tasks utilization
e show mac address-table count
e showarp
o show errdisable interfaces
e showvlan
e  show ip igmp snooping groups
e show ip igmp snooping mrouter
e  show ipv6 mld snooping groups
e  show ipv6 mld snooping mrouter
e show logging file
e show logging
e show users
e show sessions
e show system router resource
e  show system tcam utilization

show storage devices

OT06pa3unTb NONHbLIM cNUCOK M3Y 1 Ux pasaenos.
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KomaHpga «show sessions» oTobpakaeT Bce yaaneHHble coegUHEHUA TONbKO U3 TeKyLei
ceccuun. laHHaA KOMaHAa Ucnonb3yeTca caeayowmm obpasom:

.~

1. BbINONAHUTb NOAKAIOYEHUE K YAANEHHOMY YCTPOMCTBY C KOMMYyTaTopa C NMOMOLLbIO
TELNET nnu SSH;

2. BepHyTbCA B pOoAUTENbCKYIO ceccuio (Ha KommyTaTop). 15 3TOro HaXKaTb KOMBGUHaLUIO
Knasuw <Ctrl+Shift+6>, ornycTuTb M HaxaTb <x> (MKc). Mpon3oiaEéT nepexopn B poau-
Te/NIbCKYIO Ceccuio;

3. BbInonHUTb KomaHAy «show sessions». B Tabnuue [,01KHbI NPUCYTCTBOBATb BCE UCXO-
AAlWMe coeAnHeHUA B TeKyL e ceccum;

DnA Toro uto6bl BEPHYTHCA K CECCUMN YAANEHHOTO YCTPOMCTBA, HEO6XOAMMO BbINOJHUTD KO-

maHgy «resume N», rae N — Homep coegMHeHUA U3 BbIBOAA KOMaHAbl «show sessions».

KomaHObl pexcuma privileged EXEC

3anpoc KoMaHAHOM CTPOKK B pexume privileged EXEC umeeT cneaytowmii Bua;
console#

Tabnmua 43 — KomaHabl ynpaBaeHusa cuctemoii B pexkmme privileged EXEC

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4aHuro

reload [unit unit_id] unit_id: (1..8)/— I'Iepfaazfnycmrb yCTpOi/'ICT?O.

- unit_id — Homep ycTpoiicTBa B CTeKe.
reload in {minutes | minutes: (1..999); YCTaHOBUTb MPOMEKYTOK BPEMEHMU, Yepes KOTOPbI NpousongeT
hh:mm} hh: (0..23), mm: .

(0.59). OT/IOXKEeHHas nepesarpysKa ycTponcTaa.
reload at hh:mm hh: (0..23), mm: N
(0..59). YCcTaHOBUTb BpeMs nepesarpysku ycTpoicTea.

boot password password YcTaHOBUTbL Naponb Ha bootrom.
no boot password o Yaanutb naponb Ha bootrom.
reload cancel — OTMEHUTb OT/IOMKEHHbIN Nepesanyck.
show cpu utilization . OTO6pPa3nTb CTaTUCTMKY MO YPOBHHO 3arpy3KuM pecypcos

LLeHTPaNbHOro NpoLeccopa.
show cpu input rate . OTO6pPa3nTb CTaTUCTUKY MO CKOPOCTU BXOAALLMX Kagpos,

06pabaTbiBaeMbix MPOLLECCOPOM.
show cpu input-rate _ OTO6pPa3snTb CTAaTUCTUKY MO CKOPOCTU BXOAALIMX KaApos,
detailed obpabaTbiBaeMbIx MPOLLECCOPOM MO TUNY TpaduKa.
show cpu thresholds — OT06pa3nTb CNUCOK HacTpoeHHbIX noporos gns CPU.
show memory thresholds — OT06pa3mnTb CNUCOK HACTPOEHHbIX MOporos ana RAM.
show sensor thresholds — OT06pa3nTb CNMCOK NOPOroB AN AaTYMKOB.
show storage thresholds - OT106pa3nTb CNMCOK NOPOroB ANA PA3Ae0B YCTPOMUCTB.
show system mode — 0OT06pa3snTb MHGOPMaLMIO O NapameTpax GunbTpauun TpaduKa.

- I'Ipmmep MCMo/sIb30BaHMNA KOMaHAbI traceroute:

console# traceroute ip eltex.com

Tracing the route to eltex.com (148.21.11.69) form , 30 hops max, 18 byte packets
Type Esc to abort.
1 gateway.eltex (192.168.1.101) O msec 0 msec 0 msec

2 eltexsrv (192.168.0.1) 0 msec 0 msec 0 msec
3 * *x %k
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Tabnuua 44 — OnucaHuMe pe3ynbTaToB BbIMOJIHEHUA KOMaHAbI traceroute

lMone OnucaHue
1 MopAAKOBbIN HOMEP MapLUPYTM3aTOPa B NYTU K YKa3aHHOMY Y3y CETH.
gateway.eltex CeTeBOe MMA 3TOro0 MapLIpyTM3aTopa.
192.168.1.101 IP-agpec aToro maplupyTtusatopa.
0 msec 0 msec 0 msec Bpems, 3a KOTOEOE nakeT 6bl1 NepegaH M BEPHYACA OT MapLipyTM3aTopa. YKasbiBa-
eTca ANA KaXKA0M NOoMbITKM Nepefayn nakeTta.

Mpu BbINONHEHMM KOMaHAbI traceroute MoryT NPou3oinTn oWMBKKN, onnucaHne oWwWMBOK NpMBEAEHO B
Tabnuue 45.

Tabnnua 45 — OWwmMBKKM Npu BbINOJHEHUMU KOMaHAbI traceroute

Cumeon owubku OnucaHue
* TaimayT Nnpu NonbITKe Nepegayun nakera.
? HewnsBecTHbIM TUM NaKeTa.
A ALMUHUCTPATUBHO HeaocTyneH. O6bIMHO NPOUCXOAUT Npu BNOKMPOBAHUM UCXOALA-
wero Tpadmka no npasmnam B Tabauue gocrtyna ACL.
F TpebyeTcs pparmeHTaums 1 yctaHoBka 6utos DF.
H Y3en ceTn HefOCTynNeH.
N CeTb HegOCTYNHa.
P lpoToKoN HepoCTyneH.
Q MCTOYHMK NoaaBneH.
R NcTekno Bpems NoBTOpPHOM cbopkM pparmeHTa.
S OwnbKa ncxoaallero mapLupyTa.
U MopT HepocCTyNEH.

MporpammHoe obecneyeHre Telnet KommyTaTopoB MNOAAEP*KMBAET cneuuanbHble KOMaHabl —
dYHKLMWN KOHTpOAA TepmMHana. Jna BXo4a B peXMM CneupmanbHbIX KOMaHZ BO Bpems akTuBHoM Telnet-
Ceccum NCNoJIb3yeTcs KOMOUHALUMA KNaBuw <Ctrl+shift+6>.

Tabnuua 46 — CneumanbHble KomaHabl Telnet

CrieyuanbHAA KOMAHOA Ha3HayeHue
AN Mepepatb no telnet paspbiB coeguHeHUs.
AN C Mepeaatb no telnet npepbiBaHme npouecca (IP).
AN K Mepeaatb no telnet yganeHue cumsona (EC).
AN Qo Mepepatb no telnet npeKkpaweHune BbiBoga (AO).
ARt Mepepatb no telnet coobuieHne «Are You There?» (AYT) Ana KOHTpOAs nogkatoye-
HUA.
ANy MNepepatb no telnet ctupaHue ctpokm (EL).
AN X Bo3BpaT B peXnMM KOMaHAHOM CTPOKMU.

TaKKe BO3MOXKHO MCNO/b30BaHME AOMNONHUTEbHbIX ONLUMIA NpY OTKPbITMM Telnet- n SSH-ceccuit:
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Tabnunua 47 — KnoyeBsble C10Ba, UCMOJIb3yemble Npu oTKpbITUKM Telnet- n SSH-ceccnit

Onyusa OnucaHue
/echo JIoKanbHO BKAtOYAET PyHKLMIO echo (NnogaBneHMe BbIBOAA HAa KOHCO/b).
/password Onpegensaet naposnb gna Bxoaa Ha SSH-cepsep.
/quiet He ponycKkaeT BbIBOA, BCEX COODLLEHMI NporpaMMHoro obecneyeHus Telnet.

/source-interface

OnpeaenseT nHTepdEnc-UCTOUHUK.

BkntoyaeT 06paboTKy NOTOKA, KOTOPLINM paspellaeT He3awmueHHoe TCP-coeguHeHne
6e3 KoHTposA nocnegoBaTenbHocTel Telnet. MoTokoBoe coeanHeHe He 0b6pabaTbl-

/stream BaeT Telnet-onuuun 1 MOXKeET MCNOIb30BATLCA AN MOAKIIOYEHUA K NOPTaM, Ha KOTO-
pbiX 3anyLLeHbl nporpammbl kKonuposaHua UNIX-to-UNIX (UUCP) anbo gpyrue npoTto-
KONbl, He aastowmeca Telnet-npoTokonamu.

Juser OnpegenAaeTt uma Nonb3oBaTena gnAa Bxoga Ha SSH-cepsep.

KomaHObI pexcuma 2a06anab6HolU KOHuU2ypayuu

3anpoc KOMaHAHOM CTPOKM B pexxume rnobanbHoM KOHOUTYpaLMN MMEET CAeayoLWnin BUA,

console (config) #

Tabanua 48 — KomaHabl ynpaBaeHNA CUCTEMOW B pexume rnobanbHo KoHpUrypaumm

no service cpu-input-rate

3HayeHue/3HayeHue .
KomaHoa Aelicmeue
no ymon4aHuro

hostname name name: (1..160) 3apaTb ceTeBoe MMA YCTPOWCTBA.

no hostname CMMBONOB/— BepHyTb ceTeBOE MMA YCTPOICTBA B 3HAUYEHME MO YMOIYAHMIO.

service tasks-utilization Pa3spewnTb yCTPOICTBY NPOrpaMmMHO U3MEPATb YPOBEHb 3arpy3Ku
pecypcoB LLeHTPasbHOro NpoLeccopa KOMMYTaTopa A8 KaxkAoro
CUCTeMHOro npouecca.

- — —/BK/IIOYEHO ~

no service tasks-utilization 3anpeTuTb YCTPOMCTBY NPOrPamMMHO U3MePATb YPOBEHb 3arpy3Ku
pecypcoB LLeHTPaNbHOro NPOLLeccopa KOMMYTaTOPa A1 KaXAoro
CUCTeMHOro npouecca.

service cpu-utilization PaspewnTb yCTPOICTBY NPOrPaMMHO M3MEPATb YPOBEHb 3arpy3Ku
pecypcoB LLeHTPanbHOro NpoLeccopa KOMMyTaTopa.

- — —/BK/OYEHO —

no service cpu-utilization 3anpeTuTb YCTPOMCTBY NPOrPamMMHO U3MePATb YPOBEHb 3arpy3Ku
pecypcoB LLeHTPanbHOro NpoLeccopa KOMMyTaTopa.

service cpu-input-rate PaspelunTb yCTPOMCTBY NPOrpaMMHO M3MEPATb CKOPOCTb
BXOAALLMX Kaapos, 06pabaTbiBaemMbiX LEHTPabHbIM
NPOLLeCCOpOM KOMMYTaTopa.

—/BKNOYEHO

3anpeTuTb YCTPOMCTBY NPOrPamMMHO U3MEPATL CKOPOCTb
BXOAALLMX KaapoB, 06pabaTbiBaemMbiX LEHTPANbHbIM
NPOLECCoOPOM KOMMYTaTOpa.

service cpu-rate-limits
traffic pps

no service cpu-rate-limits

traffic

traffic: (http, telnet,
ssh, snmp, ip, link-local,
arp, arp-inspection,
stp-bpdu, routing,
ip-options,other-bpdu,
dhcp-snooping,
igmp-snooping,
mld-snooping, sflow,
ace, ip-error, other,
vrrp, multicast-routing,
multicast-rpf-fail, tcp-
syn);
pps: 8..2048

YctaHoBuTb Ha CPU orpaHnyeHnA CKOpoCTM BXOAALWMX KaapoB Ana
onpeaeneHHoro Tuna Tpaduka.
- pps — NaKeTOB B CEKYHAY.

V Peanusyet ¢pyHkuuio CoPP (Control Plane Protection).

BoccTaHOBUTL 3HaYeHUE pps N0 YMONYAHUIO A/1A ONpeaeNeHHoro
TpadukKa.
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service password-recovery

PaspeLuvm: BOCCTaHOB/1EHME NAPONA Yepes 3arpysoyHoe meHo

«password recovery procedure» C COXpaHeHnem KOH(bVII'ypaLI,VIVI.

- —/enabled
no service Pa3pelunTb BoccTaHOBEHME NAPONA Yepes 3arpy304HOE MEHIO
password-recovery «password recovery procedure» ¢ yaaneHnem KoHpurypaumu.
link-flapping enable bled BKAtounTb NpegoTepalieHme GaannuHra IMHKa.
link-flapping disable /enable OTKNOYUTL NpeaoTBpaLleHne GaannumHra IMHKa.
service mirror- Co3paaBaTb pe3epBHYIO KOMWIO TeKyLwel KoHdurypaumu.
conflgu.ratnon _ Jenabled
no service .
mirror-configuration OTKNIOUYUTD KONMMPOBaHMeE TEKYLLEeH KOHOUTypauuu.
system router resources ip_entries: YcTaHOBWTL pazmep TabanLbl MapLLIpyTU3aLMU.
[ip-entries ip_entries | (8..8024)/5120;
ipv6-entries ipv6_entries | ipv6_entries:
ipm-entries ipm_entries | (32..8048)/1024;
ipmvé6-entries ipm_entries:

ipmv6_entries]

(8..8024)/512;
ipmv6_entries:
(32..8048)/512

cpu threshold index index
interval relation value
[flap-interval flap_interval]
[severity level] [notify {ena-
ble | disable}] [recov-
ery-notify {enable | disa-
ble}]

no cpu threshold index in-
dex

index:
(0..4294967295);
interval: (5sec, 1min,
S5min);
relation: (greater-than,
greater-or-equal,
less-than, less-or-
equal, equal-to, not-
equal-to);
value: (0..100)
NPOLLEHTOB;
flap_interval:
(0..100)/0 npoueHTOB;
severity: (emerg, alert,
crit, err, warning,
notice, info,
debug)/alert

3apaTb nopor gna 3arpyskm CPU.

- index — NPoOX3BO/IbHbIN MHAEKC NOPOra;

- interval — nHTepBan usamepeHua 3arpyskm CPU. 3HaueHue 3a-
rpy3ku CPU 3a 3TOT MHTepBan OyaeT cpaBHMBATLCA C MOPOro-
BbIM;

- relation — oTHoweHWe mexay 3arpyskoit CPU 1 noporosbim
3Ha4YeHMeM, Heobxoanmoe ana cpabaTtbiBaHMA NOPOra;

- value — 3Ha4yeHue Nopora;

- flap_interval — 3HayeHune, onpegenstolee MOMEHT BOCCTa-
HOB/IEHWUA Nopora nocne cpabatbiBaHUA;

- severity — ypOBeHb Ba)*XHOCTU TPanNoB A/1a 3TOro nopora;

- notify — BKnto4YaeT/oTKAKOYAET OTNPaBKy Tpanos o cpabaTbl-
BaHMM NOpPOra;

- recovery-notify — BK/l04aeT/OTKAOYAET OTNPABKY TPanoe o
BOCCTAaHOB/IEHUW NOpoOra.

Ypanntb NOpor ¢ 3a[aHHbIM MHAEKCOM.

memory threshold index
index relation value
[flap-interval flap_interval]
[severity level] [notify
{enable | disable}]
[recovery-notify {enable |
disable}]

no memory threshold index
index

index:
(0..4294967295);
relation: (greater-than,
greater-or-equal,
less-than, less-or-
equal, equal-to, not-
equal-to);
value: (0..100)
NPOLEHTOB;
flap_interval:
(0..100)/0 npoueHTOB;
severity: (emerg, alert,
crit, err, warning,
notice, info,
debug)/alert

3agaTtb nopor ans obvema ceobogHOM namaTv RAM.

- index — NPoW3BO/IbHbIV MHAEKC NOPOTra;

- relation — oTHOLWeEHMeE meKay 06bemom cBob6oAHON NamATU U
NMoporoBbiM 3HaYeHem, HeobxoamMmoe A cpabaTbiBaHUA
nopora;

- value — 3Ha4yeHuWe Nopora;

- flap_interval — 3Ha4YeHune, onpegensatolLee MOMEHT
BOCCTAHOB/IEHMA Nopora nocse cpabaTbiBaHus;

- severity — ypoBeHb BaXHOCTU TPanoB A5 3TOro nopora;

- notify — BK/IlO4aeT/OTKAOYAET OTNPABKY TPanos o
cpabaTtbiBaHMM Nopora;

- recovery-notify — BKkatouYaeT/oTKOUaEeT OTNPaBKy TPanos o
BOCCTAHOB/NEHUW NoOpora.

Ypanutb nopor € 3aflaHHbIM UHA,EKCOM.
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sensor threshold fan
fan_num unit-id unit_id
index index relation value
[flap-interval flap_interval]
[severity level] [notify
{enable | disable}]
[recovery-notify {enable |
disable}]

no sensor threshold fan
fan_num unit-id unit_id
index index

fan_num: (1..63);
unit_id: (1..8);
index:
(0..4294967295);
relation: (greater-than,
greater-or-equal,
less-than, less-or-
equal, equal-to, not-
equal-to);
value: (0..1000000000)
060pOTOB/MUH;
flap_interval:
(0..1000000000)/0
060poTOB/MUH;
severity: (emerg, alert,
crit, err, warning,
notice, info,
debug)/alert

3afaTtb NOpor AN AaTYMKA CKOPOCTU BPALLEHWUA BEHTUAATOPA.
- fan_num — Homep BEHTUNATOPA;

- unit_id — Homep 1OHWTa, Ha KOTOPOM HaXOAWUTCA BEHTUAATOP;
- index — NPOU3BONbHbIN MHAEKC NOPOra;

- relation — OTHOLWEHWE MeX Ay CKOPOCTHIO BPALLEHUA
BEHTU/IATOPA Y NMOPOroBbIM 3HaYEHNEM, HeobxoamMmoe ANs
cpabaTbiBaHMA Nopora;

- value — 3HayeHwue nopora;

- flap_interval — 3Ha4yeHune, onpeaenaowee MOMeHT
BOCCTAHOB/IEHUA Nopora nocse cpabaTbiBaHUs;

- severity — ypoBeHb Ba)KHOCTW TPanoB A/14 3TOro Nopora;

- notify — BK/ItOYaeT/oTKAOYaET OTNPABKY TPanos o
cpabaTbiBaHWKM NOPOra;

- recovery-notify — BK/lO4aeT/oTKAOUAET OTNPABKY TPANos o
BOCCTAaHOB/IEHUM NOpPOra.

YaanuTtb nopor ¢ 3alaHHbIM MHAEKCOM ANA BeHTUAATOpa fan_num

Ha toHUTe unit_id.

sensor threshold
thermal-sensor sensor_num
unit-id unit_id index index
relation value [flap-interval
flap_interval] [severity
level] [notify {enable |
disable}] [recovery-notify
{enable | disable}]

no sensor threshold
thermal-sensor sensor_num
unit-id unit_id index index

sensor_num: (1..63);
unit_id: (1..8);
index:
(0..4294967295);
relation: (greater-than,
greater-or-equal,
less-than, less-or-
equal, equal-to, not-
equal-to);
value: (-1000000000..
1000000000) °C;
flap_interval:
(0..1000000000)/0 °C;
severity: (emerg, alert,
crit, err, warning,
notice, info,
debug)/alert

3afaTb Nopor oNs AaTymMKa TeMnepaTypbl.
- sensor_num — HOMep TEPMOAATYUKA;

- unit_id — HoMep OHUTA, Ha KOTOPOM HAaX0AUTCA TEPMOAATYMK;
- index — NPOW3BO/IbHBIN MHAEKC NOPOra;

- relation — OTHOWEHWE MeX Yy TeMNepaTypPoi U NOPOroBbIM
3Ha4YeHMeM, Heobxoanmoe ana cpabaTbiBaHWUA NOPOra;

- value — 3Ha4yeHWe nopora;

- flap_interval — 3HayeHue, onpeaenatolLee MOMEHT
BOCCTAHOB/IEHWA NOpoOra nocse cpabaTbiBaHUSA;

- severity — ypOBEHb Ba)KHOCTU TPanoB A/11 3TOro Nopora;

- notify — BK/IlO4aeT/oTKAOYaeT OTNPABKY TPanos o
cpabaTbiBaHUKM NOPOra;

- recovery-notify — BKAtoYaeT/oTKOUaeT OTNPaBKy TPanos o
BOCCTaHOB/IEHUM NOPOTra.

YAanuTtb Nopor ¢ 3aJaHHbIM UHAEKCOM ANA TepMoJaTIMKa
sensor_num Ha toHuTe unit_id.

storage threshold index
index interval relation value
[flap-interval flap_interval]
[severity level] [notify
{enable | disable}]
[recovery-notify {enable |
disable}]

no storage threshold index
index

index:
(0..4294967295);
relation: (greater-than,
greater-or-equal,
less-than, less-or-
equal, equal-to, not-
equal-to);
value: (0..100)
NPOLLEHTOB;
interval: (0..100)/0
NPOLLEHTOB;
severity: (emerg, alert,
crit, err, warning,
notice, info,
debug)/alert;

3apaTb nopor ana o6bema cBob6ogHOM NamaTh Ha N3Y.

- index — Npown3BO/IbHbIN MHAEKC NOPOTra;

- relation — oTHoweHWe mexay ob6bema cBOH6OAHON NaMATH U
NnoporosbiM 3Ha4YeHUeM, Heobxoaumoe A1 cpabaTbiBaHUA
nopora;

- value — 3Ha4yeHue nopora;

- flap_interval — 3Ha4yeHune, onpegensatow,ee MOMEHT
BOCCTAHOB/IEHUA Nopora nocse cpabaTbiBaHus;

- severity — ypoBeHb Ba)KHOCTU TPaNoB A/18 3TOro Nopora;

- notify — BKAloYaeT/oTK/OYaEeT OTNPaBKy TPaMNos O
cpabaTbiBaHUM Nopora;

- recovery-notify — BKktoYaeT/oTKOUaEeT OTNPaBKy TPanos o
BOCCTAaHOB/IEHUW NOpOra.

Y4anunTb NOPor ¢ 3afaHHbIM UHAEKCOM.

reset-button {enable |
disable | reset-only}

—/enable

HacTpouTb peaKkLuio KOMMYTaTopa Ha HaXaTue KHOMKK F.

- enable — npu Ha)aTMK Ha KHOMKY AAUTEIbHOCTbIO MeHee 10
CeK, NPOUCXOANT NepesarpysKa ycTPonCTBa; NPU HaxKaTUu Ha
KHOMKY annTtenbHocTbio 6onee 10 cek, nponcxoamT cbpoc
YCTPOWCTBA A0 3aBOACKOWN KOHOUIypauuu;

- disable — He pearnpoBaTb (OTKAtOYEHA);

- reset-only — To/bKO nepesarpysKa.
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5.6 KomaHpAbl N8 HAaCTPOMKK NapamMeTPoB ANA 3a4aHUA Naponaen

JaHHbI KOMNAEKC KOMaHA, NpeaHasHavyeH Ana 3aJaHusa MUHUMA/IbHOM CNOXHOCTU NapoiA, a TaKxe
ANA 3alaHMA BpeMeHu AeCTBMA Napons.

KomaHObI pexxcuma 2a06an6Hol KOHgpu2ypayuu

3anpoc KOMaHAHOW CTPOKM B peXXmnme rno6anbHON KOHOUIypauum MMeeT cieayowmii Bua;

console (config) #

Tabnnua 49 — KomaHapbl ynpaB/ieHUn cUCTEMOW B pexxmnme rnobanbHoi KoHourypaumum

KomaHda

3HayeHue/3HayeHue
10 ymMon4aHuio

Aelicmeue

passwords aging age

no password aging

age: (0..365)/180 aHeir

3a4aTb BPEMSA KU3HU naponeli. Mo ncteyeHnn 3a4aHHOO CPOKa
byaeT npeasioXKeHo CMeHUTb Naposb. 3HavyeHue 0 roBopuT O
TOM, YTO BPEMS }KU3HM Napoel He 3aZaHo.

BoccTtaHOBUTb 3HAYEHWE N0 YMONYAHUIO.

passwords complexity ena-

ble

no passwords complexity
enable

—/BbIK/IOYEHO

BKAtoUNTL OrpaHuyeHre Ha popmat napons.

BbIKNtOUMTb OrpaHnyeHne Ha popmat napons.

passwords complexity
min-classes value

no passwords complexity
min-classes

value: (0..4)/3

BKNIOUUTb OrpaHUYeHune, 3a4atoLLee MUHUMaIbHOE KOIMYeCTBO
K/IacCoOB CMMBO/OB (CTPOYHble OyKBbI, 3arnaBHble OyKBbl,
undpbl, CUMBObI).

BoccTtaHOBUTL 3HAYEHWE N0 YMONYAHUIO.

passwords complexity
min-length value

no passwords complexity
min-length

value: (0..64)/8

BK/IIOYMTb OrpaHMUYeHME Ha MUHUMAJIbHYIO A/IMHY Napons.

BoccTaHOBUTb 3HAYEHME MO YMONYAHUIO.

passwords complexity
no-repeat number

no password complexity
no-repeat

number: (0..16)/3

BK/IIOYUMTb OrpaHUYeHne, 3afalollee MaKCMMasbHOE Ko/uue-
CTBO MOCNeA0BaTE/IbHO NOBTOPAIOLLMXCA CUMBOJIOB B HOBOM Ma-
pone.

BoccTaHOBUTb 3HAYEHME MO YMONYAHUIO.

passwords complexity
not-current

3anpeTuTb NpY CMeHe Napo/is UCMNO/Ib30BaTh B KAYECTBE HOBOTO
CTapbli.

no passwords complexity /enabled Pa3peLmnTb MCNO/b30BaTb CTapblii Naposib NpU CMEHe.
not-current
passwords complexity 3anpeTuTb MCMONbL30BaTb B KadecTBe Mapons MMA MO/b30Ba-
not-username Tena.

—/enabled

no passwords complexity
not-username

PaspewnTb UCNnonb3oBaTh B KavyecTse nNapona MMA Nnosb3oBa-
Tena.

Tabanuya 50 — KomaHgbl ynpasaeHua cuctemomt B pexknume Privileged EXEC

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuwo

Aeiicmeue

show passwords configuration

OT06pasunTb MHGOPMaLMIO 06 OrpaHNYEHUAX Ha MapoIu.
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5.7 Pa6ora c ¢patnammu

5.7.1 OnucaHue ap2ymeHmoe KOMAaHO
Mpu ocywecTBneHnn onepauuii Hag ¢ailaMm B KayecTBe apryMeHTOB KOMaHZ BbICTYMaloT agpeca
URL — onpeagennTenn MeCtoHaxoXXaeHuma pecypca. OnucaHue Ka4eBbIX CNnoB, Ucnosibdyembix B onepayunax,

npueeaeHo B Tabauue 51.

Tabnmua 51 — Cnucok KNtoYeBbIX CI0B U UX ONUCaHWe

Knrouyesoe cnoso OnucaHue

McxoaHbIv agpec nam agpec Mecta HasHaYeHUs ga SHEProHe3aBUCMMOM NamaTH.

flash:// 3HeproHesaBMCUMMan NaMATb UCNONb3YyeTcA No yMmonyaHuto, ecnun agpec URL onpepeneH 6e3
npedukca (npedukcamm seastotea: flash:, tftp:, scp:...).

running-config Paiin TekyLen KOHPUrypaumm.

mirror-config Konus ¢alina Tekywen KoHourypaumm.

startup-config daiin nepeBoHaYanbHOM KOHOUTypauuu.

active-image ®aiin c akTMBHbIM 06pasom.

inactive-image daiin c HeaKTUBHLIM 06pasom.

UcxopHbIV agpec nnm agpec mecta HasHadeHua ana TFTP-cepsepa.
CuHTakcuc: tftp://host/[directory/] filename.

tftp:// - host — IPv4-agpec unu ceTeBoe MMs YCTPOMCTBA;

- directory — katanor;

- filename — vma daiina.

UcxogHbI agpec nm agpec mecta HasHadyeHua ana SSH-cepsepa.
CuHTakcuc: scp://[username[:password]@]host/[directory/] filename
- username — MMA NOJib30BaTeNSA;

scp:// - password — naponb No/ib30BaTeNs;

- host — IPv4-agpec unun ceteBoe UM YCTPOMUCTBA;

- directory — Kkatanor;

- filename — vma daiina.

McxoaHbIv agpec nam agpec mecta HasHadveHus ana SSH-cepeepa.
CuHTakemc: sftp://[username[:password]@]host/[directory/] filename
- username — WMA NONb30BaTENS;

sftp:// - password — napo/b No/sib30BaTeNs;

- host — IPv4-agpec unu ceteBoe UMs yCTPOMCTBA;

- directory — katanor;

- filename — vma daiina.

logging ®aiin c uctopmein KomaHa,

90 Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES5324



A ELTEX

5.7.2 KomaHObI 0514 pabomei ¢ palinamu

3anpoc KomaHaHoM cTpoku B pexmme Privileged EXEC umeeT cnegytowmii sua;:

console#

Tabnuua 52 — KomaHapl ans pabotbl ¢ pannamm B pexknme Privileged EXEC

destination_url:

3HayeHue/
KomaHoa 3Ha4yeHue no Aelicmeue
ymon4yaHuro
copy source_url destination_url Konuposatb daiin n3 MectonosoxKeHnsa NCTOYHUKA B
[exclude | include-encrypted | MECTOMO/IOXKEHME Ha3HAYEHUA.
include-plaintext] - source_url — mecTonosioxeHune konupyemoro ¢aina;
- destination_url — appec mecTa Ha3HauyeHusa, Kyaa dain byaet
CKOMUPOBaAH.
Cnepytolme onumm AoCTyMNHbI TONbKO NPU KONMPOBAHUN U3
daitna KoHoUrypaumm:
- exclude — nHpopmaums, KpuTMuHas gns 6e30nNacHoCTH, He
6yAeT BKIOYEHa B KOHeYHbIV dalin;
- include-encrypted — nHdpopmaums, KputTMyHaa ana
source_url: 6e3onacHocTH, ByAeT BK/IIOUEHa B KOHEeYHbIN daiin B
(1..160) 3awmndpoBaHHOM BUAE;
CUMBOJIOB;

- include-plaintext — nHdopmayma, KpuTnyHana ana
6e3onacHocTH, byaeT BKIOYEHA B KOHEYHbIN daiin B

(1..160) HesawmndpoBaHHOM BUAE.
copy source_url running-config CMMBONOB; Konuposatb daiin KoHbUrypauum c cepsepa B TEKYLLYIO
KoHdurypaumtio.
copy running-config CoxpaHuWTb TEKYLLYIO KOHdUTypaLmMIo Ha cepBepe.
destination_url [exclude | include- - exclude — MCKNOUYUTB U3 KOMMpPYEMbIX AaHHbIX MHGOPMaLLMIO O
encrypted | include-plaintext] KAloYax, Naponsx u T. n.
- include-encrypted — coxpaHATb AaHHble O K/oYax, Naponax B
wndpoBaHHOM BUAE;
- include-plaintext — coxpaHaTb AaHHbIE O KNtOYax, Naponsx B
ABHOM BUJe.
copy startup-config destination_url CoxpaHWTb NepBOHaYasbHYO KOHPUIypaLMIO Ha cepBepe.
copy running-config startup-config — CoxpaHUTb TeKyLLy0 KOHOUIypaLUuio B NepBOHAYaNbHY!O.
copy running-config file CoXpaHUTb TeKYLLYHO KOHOUTYpaLumio B 3a4aHHbIN pe3epBHbIit
- daiin KoHdUrypaumum.
copy startup-config file CoxpaHWTb NepBOHAYaNbHYO KOHUIypaLmio B 3a4aHHbIN
- pe3epBHbIi paitn KoHdUrypaumu.
boot config source_url Konuposatb $aiin KoHourypauum c cepsepa B dpaiin
- nepBoHaYaNbHOW KOHOUIypaumK.
dir [flash:path | dir_name] - OT106pa3nTb cnMcok ¢alinoB B yKazaHHOM KaTanore.
more {flash:file | startup-config | OT06pa3unTb cogeprkumoe darina.
running-config | mirror-config | - startup-config — oTobpaxaeT coaepxmmoe daina
active-image | inactive-image | nepBOHaYasibHOM KOHOUIypauuu;
logging | file} - running-config — oTobparkaeT cogepxunmoe daina TekyLLen
KoHobUrypaumu;
- flash: — oTob6paskaeT painbl ¢ dnew-namaTn yCcTPOMCTBa;
- mirror-config — oTobpakaert cogepxumoe dpalina TekyLemn
file: (1..160) KOHOUIypaumm ¢ 3epkana;
CMMBOIOB - active-image — oTobparkaeT Bepcuio TekyLlero ¢paina obpasa

no.
- inactive-image — oTobparkaeT Bepcuto HeakTUBHOTO daina
obpasa MoO.
- logging — oTobparkaer cogepxumoe daiina xypHana.
- file — nmsa daina.
' | ®aiinbl otobpakarTtca B popmare ASCII.
.
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delete ur/ — Yaanute danin.
delete startup-config — Yaanutb dain nepsoHavanbHOW KOHUrypaumu.
boot system source_url KonupoBsatb daiin MO ¢ cepBepa B HEAKTUBHYIO 061acTb NamMATH
- Ha mecTo pesepsHoro MO.
boot system inactive-image — 3arpysuTb ¢ HeakTMBHOro obpasa MNO.
show {startup-config | running- gi_port: OTo6pa3uTb cogepknumoe daina nepBoHavanbHoM (startup-
config} [brief | detailed | (1..8/0/1..48); config) nnu Tekywei (running-config) koHdurypauum.
interfaces {gigabitethernet gi_port te_port: - interfaces — KoHOUrypauusa nHTepdelicos KommyTaTopa —
| tengigabitethernet te_port | (1..8/0/1..24); du3nyecknx nHTepdeicos, rpynn nHtepdeicos (port-channel),
fortygigabitethernet fo_port | oob fo_port: VLAN-uHTepdeicos, oob-nopTa, MHTepdeica 3aMbiKaHMA Ha
| port-channel group | vlan (1..8/0/1..4) cebs, TyHHene.
vlan_id | tunnel tunnel_id | group: (1..48); Cnepytowime onumm AOCTYNHbI NPU BbIBOAE TEKYLLEN
loopback /oopback_id}] vlan_id: KOHdUrypaumm
(1..4094); - brief — BbIBOA KOHOUIYpaunm 6e3 ABOUYHBIX AaHHbIX,
tunnel_id: Hanpumep, SSH- n SSL-kntouei;
(1..16); - detailed — BbIBOA, KOHOUIYpPALUK C BKAHOYEHNEM ABOUYHbIX
loopback_id: LAHHbBIX.
(1..64)
show bootvar . MoKa3aTb akTUBHbIN daiin cuctemHoro MO, KOTopbIM YCTPOMUCTBO
3arpy)kaeT npu 3anycke.
write [memory] CoxpaHu1Tb TEKYLLYIO KOHbUrypaumio B daiin nepBoHavyanbHOM
- KOHUrypaumm.
boot license source_url — 3arpysuTb Ha YCTPOMCTBO Gana ANLEHIUN.
delete license [word] . YAanuTb € yCTPOMCTBA BCE YCTaHOBNEHHbIe Gaiibl IULLEH3UIA.
- word — vms dalina AMUEH3UU, KOTOPbIN A0/IKEH ObITb YAANEH.
rename url new_url url, new_url: MN3meHUTb umsa daiina.
(1..160) - url — Tekywee umsa dpanna;
CMMBO/IOB - new-url — HoBoe UMsa daiina.

)

R MaHAbl KONUpoBaHUA.

[Mpumepbl UCM016308AHUS KOMAHO

CepBep TFTP He moxKeT 6bITb afpecom UCTOYHMKA U aApPecoM HasHauyeHUs AN OAHOW KO-

= Yaanutb paiin test U3 sHeproHe3aBUCUMOM NAMATH:

console# delete flash:test

Delete flash:test?

[confirm]

PesynbTaT BbINOJIHEHUA KOMaHZbI: MOC/e NOATBEPXKAEHUA dalin byaeT yaaneH.

CywiectByeT BO3MOXHOCTb MPOCMOTPa KOHOUIypauum Ana TeKYLEero MecTomnoNoXKeHUA AN Caeayio-

LLMX PEXMMOB KOHPUIypaumuu:

" vlan database

= interface {gigabitethernet gi port |
fortygigabitethernet fo port | port-channel group |

tengigabitethernet te port |
loopback

loopback id | vlan vlan id | ip ip addr}

= interface range {gigabitethernet gi port |

tengigabitethernet te port

| fortygigabitethernet fo port | port-channel group | vlan vian id}

Tabanua 53 — KomaHapbl NpOCMOTPa KOHGUIypaLmm U3 TEKYLLLETO MECTOMO/OMKEHNA

KomaHoa

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

show

OT06pasnTb HACTPOMKM A/1A TEKYLLETO PeXMMa KOHUrypaumu.
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5.7.3 KomaHObI 057 pe3epsuposaHua KOHGU2ypayuu

B QAaHHOM pasgene OMNWCaHbl KOMAHAbI, MNpegHa3sHavyeHHble AAA HACTPOWMKM pe3epBUMPOBaAHMA
KOHUrypaLmmn No Tainmepy Man Npu CoOXpaHeHUn TekyLen KoHpurypaumm Ha flash-Hakonutene.

KomaHOb! pexcuma 2106aabHOU KOHU2ypayuu

3anpoc KOMaHAHOW CTPOKM B pexxmnme rno6anbHon KoHPUrypaumm MMeeT cieayowmin Bua,;
console (confiqg) #

Tabanua 54 — KomaHabl ynpaBaeHNa CUCTEMOW B peXxume rnobanbHo KoHPUrypaumm

KomaHda

3HayeHue/3HayeHue
1o ymMoA4YaHuro

Aelicmeue

backup server server

server: (1..22)

YKa3aTb cepBep, Ha KOTOPbIN byAeT NPON3BOAUTLCS PE3EPBUPO-
BaHMe KOHbUrypaumm.

CMMBO/IOB Ctpoka B popmarte «tftp:// XXX XXX XXX.XXX».
no backup server Ypanutb cepsep A pe3epBUpOBaHUA.
backup path path YKasaTb NyTb pacnonoxeHua ¢daina Ha cepsepe M npedurKca
path: (1..128) darina. Mpu coxpaHeHnu K npedukcy byaet fo6aBNATLCA TEKY-
CUMBO/I0B was AaTa v Bpems B dopmate rrrrMmaaq4mMmCc.

no backup path

YAanute NyTM Ana pesepsrpoBaHms.

backup history enable

no backup history enable

—/BbIK/IOYEHO

BKNOUNTL COXPaHEHWE NCTOPUU pPe3epPBHbIX KOMUNA.

OTKAIOYUTb COXPAHEHNE NCTOPUU pPe3epBHbIX KOMWN.

backup time-period timer

no backup time-period

timer:
(1..35791394)/720 muH

YKa3aTb NPOMEXKYTOK BPEMEHMU, MO UCTEYEHUM KOToporo byaeT
OCYLLECTBNATLCA aBTOMATUYECKOe pe3epBUpoBaHUE KOHOUTY-
pauuu.

BocctaHOBUTL 3Ha4YeHWe No YMONYaHUIO.

backup auto

no backup auto

—/BbIK/IOYEHO

BKAIOUUTL aBTOMATUUECKOe pe3epBUpoBaHue KOHOUrypaLmm.

YCTaHOBUTb 3HAYEHME MO YMONYAHMIO.

backup write-memory

no backup write-memory

—/BbIK/IOYEHO

BKNIOUUTL pe3epBMpoOBaHME KOHOUrypaumMu Npu coxXpaHeHun
nonb3osaTenem koHdurypaumum Ha flash-HakonuTenso.

YCTaHOBUTb 3HaYeHMe N0 YMOAYAHWIO.

backup reachability-check
tftp

no backup reachability-
check tftp

—/BKNIOYEHO

BKAOUMTL OTNPaBKy MyCTOrO MakeTa A/NA NMPOBEPKU Hannuma
TFTP-cepBepa (3HaYeHne No ymon4aHuio).

OTKAIOYMUTL OTMPABKY NYCTOrO NakeTa A/ MPOBEPKU HanmMuusa
TFTP-cepsepa.

Tabnuua 55 — KomaHabl ynpasneHusa cuctemoit B pexkunme Privileged EXEC

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aeiicmeue

show backup

OT106pa3nTb MHPOPMaLMIO O HACTPOMKax pe3epBUPOBAHUA
KOHbUrypauuu.

show backup history

OTO6pa3snTb UCTOPMIO YCMELWHO COXPaHEHHbIX Ha cepsep
KOHbUIrypauui.
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5.7.4 KomaHObI 019 asmomamu4yecko20 06Ho8neHUA U KOHGpu2ypayuu

[Mpouecc asmomamu4yecko2o0 0b6Ho8nEHUA

KommyTaTop 3anyckaeT npouecc aBTomaTyeckoro obHoBneHus, 6asmpytowminica Ha DHCP, ecan oH
BK/OYEH M MMA TekctoBoro ¢aiina (DHCP-onuusa 43, 125), cogep:kawero mma obpasa MO, 6bin1o
npegocrtasneHo cepsepom DHCP.

Mpouecc aBTOMaTUYECKOro 0BHOBEHMUA COCTOUT U3 CeAYIOLLMX 3TAMOoB:

1. KommyTaTop 3arpy»KaeT TEKCTOBbIV daii 1 yutaeT us Hero ums ¢aiina obpasa NO Ha TFTP-cep-
Bepe;

2. KommyTaTtop cKaumBaeT nepBbiit 610K (512 6aiiT) obpasa MO c TFTP-cepBepa, B KOTOPOM coaep-
*¥utca sepcma MNO;

3. KommytaTtop cpaBHuMBaeT Bepcuio daitna obpasa MO, nonyyeHHoro ¢ TFTP-cepBepa, ¢ Bepcuei
aKTMBHOro obpasa MO KommyTaTopa. ECiM OHM OTAKYAOTCA, KOMMYTATOP 3arpyrkaeT 06pas3 NO ¢
TFTP-cepBepa BMecTo HeakTMBHOro obpasa N0 KommyTaTopa 1 AenaeT AaHHbI 06pa3 aKTUBHbIM;

4. Ecnm o6pas MO b6bin 3arpyeH, TO KOMMYTaTOp NepesarpyrKaeTca.

[pouecc asmomamu4ecko20 KOHU2YyPUPOBaHUS

KommyTaTop 3anycKkaeT NpoLLecc aBTOMaTUYECKOro KoHOUrypmnpoBaHusa, 6asmpytowwmiica Ha DHCP, npu
BbIMNOJIHEHUW CNEAYIOLLMX YCOBUNA:

— B KOHOUrypaumm paspeLieHo aBToMatuyeckoe KoOHGUrypmpoBaHue;

— otBer DHCP-cepBepa cogeput IP-agpec TFTP-cepBepa (DHCP-onuua 66) u uma daiina
KoHdurypaumm (DHCP-onuma 67) B dopmate ASCIL.

MonyuyeHHbIN daitn KoHUrypauum 3arpyrKaerTca B NnepBoHavYanbHyto (startup) KoHouUry-
e pauumio. Mocne 3arpy3Kku KOHGUrypaLuMm KOMMmyTaTop nepesarpyraercs.

KomaHObI pexcuma 2a06anab6Hol KoOHpuU2ypayuu

3anpoc KOMaHAHOW CTPOKM B pekmnme rnobanbHoi KoHOUrypaumum MMeeT cieayowmii Bua;

console (config) #

Tabnnua 56 — KomaHapbl ynpaB/ieHUa cMCTEMOW B pexxmnme rnobanbHoi KoHoUrypaumum

3HavyeHue/3Ha4yeHue ”
KomaHoa / Aelicmeue
o ymMmon4aHuro
boot host auto-config BKNtOUNTL aBTOMATUYECKYHO KOHUrypauuio, 6asmpyroLytocs
Ha DHCP.
- —/BKNtOYEHO
no boot host auto-config BbIK/NOUMTL aBTOMATMYECKYIO KOHbUIypaLumuio, 6asnpytoLLyrocs
Ha DHCP.
boot host auto-update BKntounTb aBTOMaTUyeckoe obHosneHue MO, 6asumpytoweecs
Ha DHCP.
—/BKNOYEHO
no boot host auto-update BbIkNtoUMTb aBTOMaTMyYeckoe obHoBeHue MO, 6asmpytoweecs
Ha DHCP.
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KomaHObi pexcuma privileged EXEC

3anpoc KoMaHAHoOM CTPpoKM B pexkmme privileged EXEC umeet chneaytowmii Bua;:

console#

Tabnnua 57 — KomaHgbl ynpaBaeHma cuctemom B pexkume privileged EXEC

3HaveHue/3HayeHue .
KomaHda / Aelicmeue
no yMmoA4aHuo

KOHbUrypauuu.

show boot MpocMOTPEeTb HACTPOMKM aBTOMATUUECKOTO 0BHOBNEHUA U

= [pumep KoHpurypaumm ISC DHCP Server:

option image-filename code 125 = {
35265 (Eltex)
option-data + 2.
unsigned integer 8, #sub-option-code. Kom nomomnumy, BCerma paBeH 1

unsigned integer 8, #sub-option-len. [nmuHa cTpoku sub-option-data

obpaza IO
}i

host mes2124-test {
hardware ethernet a8:£9:4b:85:a2:00; #mac-ampec koMMyTaTOpa

unsigned integer 32, #enterprise-number. VmeHTudMKaATOp NPOMU3BOIUTEJISI, BCeTIa PaBEH

unsigned integer 8, #data-len. [iMHa BCeX IaHHHX ONUMM. PaBHa IJMHE CTPOKM Sub-

text #sub-option-data. MmMsa TexcTOBOTO Oarja, cCcoIepxXamero WM

filename "mesXXX-test.cfg"; #¥MS KOHOUTYpaALUVM KOMMYyTaTopa

option image-filename 35265 18 1 16 "mesXXX-40l.ros"; #yMsT TEeKCTOBOTIO
banna, comepxamero mMsa obpasza 10

next-server 192.168.1.3; #IP-ampec TFTP cepeepa

fixed-address 192.168.1.36; #IP-ampec KoMMyTaTopa

5.8 HacTpoiKa cucTeMHOro BpemeHum

/";5' Mo ymonuyaHMI0 aBTOMaTUYECKUIA Nepexos, Ha IeTHee BPeMA OCYLLECTBAAETCA B COOTBET-
: cTBUM co cTaHaapTamu CLLUA u EBponbl. B KOoHGUrypauum moryt 6biTb 3agaHbl tobble garta

un BpemMmsa gnAa nepexopa Ha setTHee spema u 06paTHO.

KomaHOwbi pexcuma Privileged EXEC

3anpoc KomaHAHOM cTpPoku B pexxunme Privileged EXEC nmeet cnegytownin sua;:

console#

Tabnunua 58 — KomaHAabl HACTPOMKM CUCTEMHOTO BpemeHu B pexkume Privileged EXEC

Komanda 3HayeHue/3HayeHue Leiicmeue
Mo ymoa4aHuro
clock set hh:mm:ss day hh: (0..23); Py4yHas ycTaHOBKa CUCTEMHOrO BpemeHu (KoMaHga AOCTyNnHa
month year mm: (0..59); TONIbKO ANA MPUBUAETMPOBAHHOIO NO/b30BaTENS).
clock set hh:mm:ss month ss: (0..59); - hh — Yyacbl, mm — MUHYTbI, SS — CEKYHAbI;
day year day: (1..31); - day — peHb; month — mecau; year — rog.
month: (Jan..Dec);
year: (2000..2037)
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show sntp configuration

Mokaszatb KoHbUrypaumio npoTokona SNTP.

show sntp status

MokasaTtb cTaTyc npotokosa SNTP.

KomaHObi pexcuma EXEC

3anpoc KoMaHAHOM CTpoKK B pexkume EXEC umeeTt cnepytowmii Bua;

console>

Tabnmua 59 — KomaHabl HaCTPOMKN CUCTEMHOIO BpeMeHU B pexkmme « EXEC»

KomaHda

3HayeHue/3HayeHue
no yMmoA4YaHuo

Aelicmeue

show clock

show clock detail

Moka3aTb cMCTeMHOe Bpems 1 AaTy.

JononHutensHo OTO5pa3VITb napameTpbl HaCoBOro noAaca un
nepexoaa Ha n1eTHee Bpema.

KomaHObI pexcuma 2a06ana6Hol KOHpuU2ypayuu

3anpoc KOMaHAHOW CTPOKM B peKmnme rnobanbHon KoOHOUIypauum MMeeT cieayowmnii Bua;

console (config) #

Tabanua 60 — CNMCOK KOMaHA AN1A HAaCTPOMKN CUCTEMHOIO BPEMEHMW B perkmMme r1ob6anbHOM KoOHGUrypaumm

KomaHda

3HayeHue/3HayeHue
Mo yMmoA4YaHuo

Aelicmeue

clock source {sntp | ntp |
browser}

no clock source {sntp | ntp
| browser}

—/BHELIHWNIA NCTOYHUK
He Mcnonb3yercs

Mcnoib30BaTh BHELWHMI UCTOYHMK /19 YCTAHOBKM CUCTEMHOMO
BpPEMEHU.

3al'lp6TVITb MCNONb30BaHWE BHeELWHero UCTO4YHNKa ANA YCTaHOBKU
CUCTEMHOIO BpeMeHMN.

clock timezone zone
hours_offset [minutes
minutes_offset]

no clock timezone

zone: (1..4) cumsonos/
HeT ONUCaHMWsA 30HbI;
hours_offset:
(-12..+13)/0;
minutes_offset:
(0..59)/0;

YCTaHOBWUTb 3HAYEHWE YacoBOro Nosca.

- zone — cnoBo, cGOPMMPOBAHHOE U3 NEPBbIX OYKB
C/I0BOCOYETAHMSA, KOTOPOE OHO 3aMEHSET (ONMUCaHWe 30Hbl);

- hours-offset — yacoBoe cmeLLeHNe OTHOCUTENIbHO HYNEBOO
mepugmaHa UTC;

- minutes-offset — MUHYTHOE CMEeLLLeHNEe OTHOCUTE/IbHO HYNEBOTO
mepuanaHa UTC.

YCTaHOBWUTb 3HaYeHue No YMONYaHUIO.

clock summer-time zone
date date month year
hh:mm date month year
hh:mm [offset]

clock summer-time zone
date month date year
hh:mm month date year
hh:mm [offset]

zone: (1..4) cumsona/
HeT ONUCaHMA 30HbI;
date: (1..31);
month: (Jan..Dec);
year: (2000 ..2037);
hh: (0..23);
mm: (0..59);
week: (1-5);
day: (sun..sat);
offset: (1..1440)/60
MUWH;

3agath AaTy M BpEMA AN aBTOMATMYECKOro nepexoa Ha fieTHee
Bpems 1 Bo3BpaTa 06paTHO (4N onpeaesieHHOro ro4a).
MepBbiM B KOMaHAE YKa3blBAeTCA ONMCaHME 30HbI, BTOPbIM Bpems
014 Nepexona Ha nNeTHee BPems U TPETbUM BPeEMA A8 BO3BpaTa.
- zone — cnoBo, cGOPMMUPOBAHHOE U3 NEPBbIX OYKB
C/I0BOCOYETaHMSA, KOTOPOE OHO 3aMeHSAET (OnMcaHue 30Hbl);

- date — uucno;

- month — mecau;

- year — rog;

- hh — yacbl, mm — MUHYTbI;

- offset — KOAMYECTBO MUHYT, A06aBAAEMbIX NPW Nepexose Ha
neTHee Bpems.
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clock summer-time zone
recurring {usa | eu | {first |
last | week} day month
hh:mm {first | last | week}
day month hh:mm} [offset]

no clock summer-time

Mo ymonyanuio
nepexop, Ha neTHee
BPeMsA BbIK/OYEH

3apatb AaTy U BpemaA 414 aBTOMATUYECKOro nepexoaa Ha neTHee
BpPems 1 BO3BpaTa 06paTHO B peXMME eXKerogHo.

- zone — cnoBo, cdopMMPOBaAHHOE M3 NEPBbIX BYKB
C/I0BOCOYETAHMSA, KOTOPOE OHO 3aMEHSET (ONMcaHWe 30HbI);

- usa — yCTaHOBMUTb NpaBu/Ia Nepexosa Ha fieTHee Bpems,
ucnonssyemsle B CLUA (nepexos Bo BTOpoe BOCKpeceHbe MapTa,
06paTHO B NepBoe BOCKpeceHbe HOAbPA, B 2 yaca yTpa no
MECTHOMY BpeMeHH);

- eu — yCTaHOBMUTb NPaBW/Ia Nepexoaa Ha feTHee Bpems,
ncnonbsyemble EBpocoto3om (nepexos B nocnegHee BOCKpeceHbe
MapTa, 0bpaTHO B NocneaHee BOCKpeceHbe oKTAbpA, B 1 yac yTpa
no FpuHBKYY);

- hh — yacbl, mm — MUHYTbI;

- week — Hepena mecaua;

- day — peHb Hepenu;

- month — mecsau;

- offset — KonmyecTBO f06aBASEMbIX MUHYT NPU Nepexose Ha
NeTHee Bpems.

OTK/OYNUTL ABTOMATUYECKNIA nepexo Ha neTHee spema.

sntp authentication-key number: YCTaHOBUTbL KNtOY NPOBEPKM NOSAUHHOCTM ANA NpoTokona SNTP.
number md5 value (1..4294967295); - number — HOMep KNtoua;
encrypted sntp authentica- value: (1..32) - value — 3HauyeHuWe KnoYa;
tion-key number md5 value CMMBOJIOB; - encrypted — 3afaTb 3Ha4YeHMe K/toYa B 3alIMPPOBAHHOM BUAE.
no sntp authentication-key Mo ymonuaxuio YAanuTb KNoY NpoBepPKM NOAJIMHHOCTM ana npotokona SNTP.
number nposepka
noA/IMHHOCTH

OTK/IIOYEeHa

sntp authenticate —/nposepka TpeboBaTb NpoBEPKY NOAANHHOCTU ANA NOAyYeHUA MHPOPMaLUn
NOANMHHOCTU He oT NTP-cepBepos.

no sntp authenticate Tpebyetca YCTaHOBWUTb 3HAYEHWE MO YMONYAHUIO.
sntp source-interface {for- fo_port: (1..4); Onpegenutsb IP-uHTepdenc nctouHmKa ans naketos NTP IPv4.
tygigabitethernet fo_port | te_port: (1..24);
tengigabitethernet te_port gi_port: (1..24);
| gigabitEthernet gi_port | Ib_port: (1..64);
loopback /b_port | tunnel tn_port: (1..16);
tn_port | port-channel group: (1..48);

group | oob | vlan vian_id}

no sntp source-interface

vlan_id: (1..4094)
/BbIK/OYEHO

YCTaHOBUTb 3HaYeHue No YMONYaHUIO.

sntp source-interface-ipvé
{fortygigabitethernet
fo_port | tengigabitether-
net te_port | gigabitEther-
net gi_port | loopback
Ib_port | tunnel tn_port |
port-channel group | oob
| vlan vian_id}

no sntp source-interface-
ipvb

fo_port: (1..4);

te_port: (1..24);
gi_port: (1..24);

Ib_port: (1..64);

tn_port: (1..16);

group: (1..48);
vlan_id: (1..4094)

/BbIK/OYEHO

Onpegenutsb IPv6-nHTEPdENC MCTOYHUKA oA nakeToB NTP IPv6.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

sntp source-port udp_port

no sntp source-port

udp_port:
(1..65535)/no
YMOYaHUIO
ncnonb3yercs
C/lyYaiHbIi nopT

YcrtaHosutb SRC UDP-nopt ana naketos NTP.
Mpu ncnonozosaHnm UDP-noptos U3 agvanasoHa 1-1024
npeABapuUTE/IbHO HYXXHO Y6eaunTbCA, YTO AaHHbIN NopT
cB0604eH 1 He UCNONb3YeTCA APYrMMM CepBUCaMM.
MopT 50000 aBnAETCA NOPTOM MO YMOAYAHUIO ANA
dyHKUMoHana peer detection ipaddr.

YCTaHOBWUTb 3HaYeHue no YMONYaHUIO.

sntp trusted-key key _num-
ber

no sntp trusted-key
key_number

key_number:
(1..4294967295);
Mo ymonyanuio
nposepka
NoANMHHOCTM
OTK/ItOYEHa

OcyLLecTBUTb NPOBEPKY NOANMHHOCTU CUCTEMbI, OT KOTOPOM
CUHXPOHU3MpPYeTCA ¢ NomoLLblo SNTP no 3agaHHOMY KAtouy.
- key_number — HOmep KAto4a.

YCTaHOBUTb 3HaYeHue no YMO4YaHUIO.
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sntp broadcast client ena-
ble {both | ipva | ipv6}

PaspewunTtb paboTy WwnpoKosewaTebHbix SNTP-Kn1vMeHTOoB.

. —/3anpelyeHo
no sntp broadcast client en- YCTaHOBWTb 3HAYEHME MO YMONYAHUIO.
able
sntp anycast client enable PaspewunTb paboTy SNTP-KAMeHTam, NOALEPKUBAIOLWMM METOL,
{both | ipv4 | ipv6} PacCbIIKM NaKeToB, NO3BOAAIOLMI MNOCbINATL AaHHbIE
—/3anpelyeHo 6uKaliemMy yCTPOMCTBY U3 rpynnbl NoayYaTenen.
no sntp anycast client ena- YCTaHOBWUTb 3HAYEHWE MO YMONYAHUIO.
ble
sntp client poll timer sec- seconds: YcTaHOBUTbL Bpemsa onpoca ana SNTP-cepsepa.

onds

no sntp client poll timer

(60...86400)/1024

YCTaHOBUTb 3Ha4YeHMEe N0 YMOYAHMUIO.

sntp client enable {fortygi-
gabitethernet fo_port |

tengigabitethernet te_port
| port-channel group | oob

PaspewunTtb paboTy SNTP-KN1MeHTam, NoaaepKUBaoWMM MeTos,
PaCCbIIKM NAKETOB, NO3BONAOLLNIA NOCbIIATL AAHHbIE
6AuKalWemy yCTPOMCTBY U3 FPyNMbl NONyYaTeNei, a TakKe
WwnpoKoBewaTenbHbiM SNTP-KaneHTam ana BbiI6paHHOToO

. fi t: (1..4); .
| vlan vian_id} teo_poor;- ((1 22). nHTepdeica.
Fc’:u .'(1 '4.18)" - nogpobHoe onucaHme NHTephENCcoB U310XKEHO B pasgene
g 'p. o «KoHburypauua nHtepdeiicos».
- vlan_id (1..4094)
no sntp client enable {for- YCTaHOBWUTb 3HAaYEHWE NO YMOIYAHUIO.
L. /3anpeleHo

tygigabitethernet fo_port |

tengigabitethernet te_port

| port-channel group | oob

| vlan vian_id}

sntp unicast client enable PaspewunTb paboTy ogHoagpecHbix SNTP-KAMEHTOB.

no sntp unicast client ena- —/3anpelyeHo YCTaHOBUTb 3HAYEHME MO YMOMYAHMIO.

ble

sntp unicast client poll PaspelwnTb Nocaeao0BaTesbHbI ONPOC 3a4aHHbIX O4HOAAPECHbIX
— /3anpeleHo SNTP-cepBeposB.

no sntp unicast client poll

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.

sntp server {ipv4_address |
ipv6_address | ipv6_link lo-
cal_address%{vlan {integer}
| ch {integer} | isatap
{integer} |
{physical_port_name}} |
hostname} [poll] [key keyid]

no sntp server
{ipv4_address | ipv6_ad-
dress | ipv6_link_local_ad-
dress%{vian {integer} | ch
{integer} | isatap {integer} |
{physical_port_name}} |
hostname}

hostname: (1..158)
CYMBOJIOB;
keyid: (1..4294967295)

3apatb agpec SNTP-cepsepa.

- ipv4_address — |Pv4-agpec y3na cetu;

- ipv6_address — IPv6-agpec y3na cetu;

- ipv6z-address — IPvbz-agpec y3na cetu gns ping.
dopmat agpeca ipv6_link_local_address%interface_name:
ipv6_link_local_address — nokanbHbIi IPv6-agpec KaHana;
interface_name — nma ucxogawero nHTepdelica 3agaerca B
cneaytowem dopmare: vian {integer} | ch {integer} | isatap
{integer} | {physical_port_name}

- hostname — pomeHHOe UMs y3n1a ceTu;

- poll — BKAtovaeT onpoc;

- keyid — naeHTuduKaTop KAtova.

Ypanutb cepsep 13 cnucka NTP-cepsepos.

clock dhcp timezone

no clock dhcp timezone

—/3anpeweHo

Pa3spelnTb NonyyeHne TakmMx AaHHbIX KaK YacoBOW NoAC U feTHee
spemsa ot DHCP-cepsepa.

3anpeTuTb NoNyYeHMe TaKMX AaHHbIX KaK YaCoBOW NOAC U NeTHee
BpemsaA ot DHCP-cepsepa.

KomaHObI pexcuma KoHgu2ypayuu uHmepagelica

3anpoc KOMaHAHOM CTPOKK B pexkume KOHPUrypauum nHtepdelica MmeeT cieayowmin BUA:

console (config-if)#
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Tabanua 61 — CNUCOK KOMaHA ANA HAaCTPOMKM CUCTEMHOTO BPEMEHU B pexkume KoHdUrypaLuumn nHtepdeiica

Komanda 3HavyeHue/3HavyeHue Leiicmeue
no ymoa4aHuro
sntp client enable PazpewwnTtb paboty SNTP-KAMEHTY, KOTOPbIV NOAAEPHKUBAET

MeTO/, PacCbl/IKM NaKeToB, NO3BONAIOWMIA NOCbINATL AaHHbIE
yCTpoicTBY BanKaiwemy 13 rpynnbl Noay4YaTenein, a Takke

wunpokoselwatenbHoMy SNTP-KAMeHTY Ha HacTpanBaemom

nHTepodeiice (Ethernet, port-channel, VLAN).

—/3anpeweHo

no sntp client enable YCTaHOBUTb 3HAaYEHNE MO YMONYAHUIO.

[pumepebl 8b1M0AHEHUA KOMAHO

=  OT1ob6pasuTb CUCTEMHOE BPeMsa, AaTy U AaHHbIe M0 YacOBOW 30He:

console# show clock detail

15:29:08 PDT (UTC-7) Jun 17 2009
Time source is SNTP

Time zone:
Acronym is PST
Offset is UTC-8

Summertime:

Acronym is PDT

Recurring every year.

Begins at first Sunday of April at 2:00.

CTaTyC npouecca CMHXpPOHU3aUnMn BpeMeHU OTOGpE])KHETCFl C noMmouwbo AONO/THUTENIbHOIO CMMBO1a
nepeg sHa4eHnem BpemeHu.

[pumep:

‘ *15:29:08 PDT(UTC-7) Jun 17 2009

Mcnonb3ytoTca cheaytowme o0b03HauyeHuA:

—  TOuKa (.) 03HauaeT, YTo BPemsa AOCTOBEPHO, HO HET CUHXPOHM3aLMK c cepBepom SNTP;
—  OTCYTCTBME CMMBOJ1a O3HAYaEeT, YTO BPEMA [OCTOBEPHO N CUHXPOHU3ALMA €CTb;
— 3Be3go4ka (*) o3HauaerT, YTo Bpems HeJoCTOBEPHO.

= 334aTb A4aTy M BpemA Ha CUCTeMHbIX Yacax: 7 mapTa 2009 roga, 13:32
console# clock set 13:32:00 7 Mar 2009

=  OT106pa3unTb cTaTyc npotokona SNTP:

console# show sntp status

Clock is synchronized, stratum 3, reference is 10.10.10.1, unicast

Unicast servers:

Server : 10.10.10.1
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Source : Static

Stratum : 3

Status : up

Last Response 10:37:38.0 UTC Jun 22 2016
Offset 1040.1794181 mSec

Delay 0 mSec

Anycast server:

Broadcast:

B npumepe Bbille CUCTEMHOE BPEMS CUMHXPOHM3MPOBAHO OT cepsepa 10.10.10.1, nocnegHnin oTBeT
nony4veH B 10:37:38, HecoBnageHne CUCTEMHOIO BPEMEHMU C BpemeHeMm Ha cepsepe coctasmno 1.04 c.

5.9 KoHourypauma sBpeMeHHbIX MHTepBanoB time-range

KomaHObI pexcuma KoHpu2ypauyuu spemMeHHbIX UHMepsasnos

console# configure
console (config)# time-range range name, rme

range_name — cUMBO/JIbHbIN (1...32) naeHTUPMKaTOp BPEMEHHOTO MHTEpPBana
console (config-time-range) #

Tabnnua 62 — KomaHapl pexxnma KoHPUrypaLmm BpeMEHHOTo MHTEPBaa

Komanda 3Ha4yeHue/3Ha4yeHue Neiicmeue
o ymon4aHuio
absolute {end | start} hh:mm hh: (0..23); 3a4aTb Havyano U (M1K) KoHel, BpeMEHHOTo MHTepBana B opmarTe:
date month year mm: (0..59); yac: MMHYTa AeHb mecAl, roa,.
no absolute {end | start} date: (1..31); Y4anuTb BPEMEHHOI MHTepBaN.

month: (jan..dec);
year: (2000..2097);

periodic list hh:mm to hh:mm
{all | weekday}

no periodic list hh:mm to
hh:mm {all | weekday}

hh: (0..23);
mm: (0..59);
weekday: (mon...sun)

3a4aTb BPEMEHHOI MHTEePBas B TEYEHUE OAHOTO M3 AHEN Heaenu
W/IN KaXKA0ro [HA Heaenu.

Y4anutb BpeMeHHOM HTepBa.

periodic weekday hh:mm to
weekday hh:mm

no periodic weekday hh:mm
to weekday hh:mm

hh: (0..23);
mm: (0..59);
weekday: (mon...sun)

3apaTb BpeMeHHOVI WUHTEpPBan B TedeHne Heaenu.

YpanuTb BpeMeHHOM uHTepsann.

5.10 KoHdurypauua uHrepdeiicos n VLAN

5.10.1 NMapamempeoi Ethernet-unmepdgelicos, Port-Channel- u Loopback-uimepdgeiicoe

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (QuanaszoHa uHmepgelicos)

console# configure

console (config) # interface {gigabitethernet gi port |
te port |
{..} | loopback lIloopback id}
console (config-if)#

tengigabitethernet
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[aHHbIN pexum AOCTYyMeH M3 perrMma KoHOUrypaumm v npegHasHayeH AN 3afaHus napameTpos
KOHOUrypaumm nHtepdeica (nopta KOMMyTaTopa MK rPynnbl NOPTOB, PAabOTaOWMX B PEXMUME pa3ge/ieHuns
Harpysku), in6o avanasoHa nHTepdencos.

Bblibop MHTepdeinca ocywecTBAAETCA NPM NOMOLLM KOMaHA,:
Ona MES5324

Tabnuua 63 — KomaHgbl Bbibopa nHtepdeiica gna MES5324
Komanxda
interface fortygigabitethernet fo_port
interface tengigabitethernet te_port
interface gigabitethernet gi_port
interface port-channel group
interface oob
interface loopback /oopback_id

HasHavyeHue
ona HacTtpoliku 40G-uHTepdelicos
ona HacTtpolikm 10G-uHTepdelicos
018 HacTpoliku 1G-uHTepdeicos
[O1A HAaCTPOMKM rpynn KaHanoB
L1 HACTPOMKM UHTepdeiica ynpaBaeHus
015 HAaCTPOMKM BUPTYaNbHbIX MHTepdeincos

roe:

— group — NoOpAAKOBbIA HOMEP rpynnbl, obliee KoaMYecTBO coriacHo Tabauue 9 (cTpoka «Arperaums
KaHanos (LAG)»);

— fo_port — nopsaakosblii Homep 40G-uHTepdelica, 3agaetca 8 suae: 1..8/0/1..4;

— te_port — nopsaakosblii Homep 10G-nHTepdeliica, 3agaertca 8 suae: 1..8/0/1..24;

— gi_port — nopsaxosbit Homep 1G-nHTepdeiica, 3aaaetca B suge: 1..8/0/1;

— loopback_id — nopagakoBblit HOMep BUPTYanbHOro MHTepderica, obliee KONMYECTBO cornacHo Tab-
nnue 9 (ctpoka «Konunuectso BUpTyanbHbix Loopback-uHtepdelicos»).

AOna MES3324F, MES3324, MES2324, MES2324B, MES2324P, MES2324P ACW, MES2324F, MES2324FB

Tabnnua 64 — KomaHgabl Bbibopa nHTepdeica gna MES3324F, MES3324, MES2324, MES2324B, MES2324P,
MES2324P ACW, MES2324F, MES2324FB
KomanHda
interface tengigabitethernet te_port
interface gigabitethernet gi_port
interface port-channel group

HasHavyeHue
O1A HacTpoikn 10G-nHTepdeiicos
O1A HACTponKM 1G-uHTepdeincos
[AN1S HACTPOWKM rpynn KaHanoB
ONA HAacTPOMKKM UHTepdelica ynpasneHuna (MHTepdelic ynpasne-
HWA NPUCYTCTBYET HE HA BCEX KOMMYTaTOpax)
[O1A HAaCTPOMKM BUPTYaNbHbIX MHTEpdelicoB

interface oob

interface loopback loopback_id

roe:

— group — NoOpAAKOBbIN HOMep rpynmnbl, obLee KONMYECTBO cornacHo Tabaumue 9 (cTpoKka «Arperaums
KaHanos (LAG)»);

— te_port — nopaakosbiit Homep 10G-uHTepdeiica, 3agaetca 8 suae: 1..8/0/1.. 4;

— gi_port — nopaaKosblii Homep 1G-uHTepodelica, 3agaetca 8 suge: 1..8/0/1..24;

— loopback_id — nopagKoBblt HOMep BUPTyasbHOro UHTepdelica, obliee KOMYECTBO COrnacHo Tab-
nvue 9 (cTpoka «Konunyectso BUpTyanbHbix Loopback-nHtepdericos»).

Ana MES2348B, MES3348, MES3348F

Tabnunua 65 — KomaHabl Bbibopa uHTepdelica ana MES2348B, MES3348, MES3348F

KomaHoa

Ha3HaueHue

interface tengigabitethernet te_port

bns HacTpoliku 10G-uHTepdelicos

interface gigabitethernet gi_port

ON1A HACcTpOoMKKM 1G-uHTepdeicos

interface port-channel group

[NA HACTPOUKM rpynn KaHanoB

interface loopback loopback_id

[ANA HAaCTPOUKM BUPTYasibHbIX MHTepdelicoB
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roe:

— group — NOPAZKOBbIA HOMEpP rpynnbl, obliee KoaMYecTBO coriacHo Tabauue 9 (cTpoka «Arperaums

KaHanos (LAG)»);

— te_port — nopaakosbii Homep 10G-uHTepdelica, 3agaerca 8 suae: 1..8/0/1.. 4;

— gi_port — nopaaKosbin Homep 1G-nHTepdeiica, 3agaetca 8 suge: 1..8/0/1..48;

— loopback_id — nopaakoBblit HOMeEp BUPTYasbHOro MHTepdenca, oblLLee KoMYecTBO COrnacHo Tab-
mue 9 (ctpoka «Konunyectso BMpTyanbHbIx Loopback-uHtepdeiicos»).

Ans MES3316F

Tabnnua 66 — KomaHab! Bbibopa nHTepdelica ana MES3316F

KomaHoa

Ha3HnayeHue

interface tengigabitethernet te_port

Ons HacTpolikm 10G-uHTepdelicos

interface gigabitethernet gi_port

015 HacTpolikn 1G-nHTepdeicos

interface port-channel group

AN HAaCTPOWKM rpynn KaHaios

interface oob

O HAaCTPOWKKM UHTepdelica ynpasneHusa (MHTepdelic ynpasne-
HUWA NPUCYTCTBYET HE HA BCEX KOMMYTATOpPax)

interface loopback /oopback_id

[ON1A HAaCTPOMKM BUPTYaNbHbIX MHTepdeiicoB

roe:

— group — NopAAKoBbIA HOMep rpynnbl, obliee KoAMYecTBO cornacHo Tabaunue 9 (cTpoka «Arperaums

KaHanos (LAG)»);

— te_port — nopagkosbii Homep 10G-uHTepdelica, 3agaerca 8 suge: 1..8/0/1.. 4;

— gi_port — nopaakosbin Homep 1G-nHTepdeiica, 3agaetca 8 suge: 1..8/0/1..16;

— loopback _id — nopsagKoBbii HOMep BMPTYyasibHOro UHTepdelica, obliee KoMYeCcTBO COrlacHO Tab-
nnue 9 (ctpoka «Konunuectso BupTyanbHbix Loopback-uHtepdelicos»).

Ana MES3308F

Tabnnua 67 — KomaHabl Bbibopa uHTepdelica ana MES3308F

KomaHoa

Ha3sHauyeHue

interface tengigabitethernet te_port

nns HacTpolikm 10G-uHTepdelicos

interface gigabitethernet gi_port

L8 HacTpolikn 1G-uHTepdeicos

interface port-channel group

[OJ/19 HACTPOMKM rpynn KaHanos

interface oob

O1A HACcTPOUKKM UHTepdelica ynpasneHua (MHTepoelic ynpasne-
HWUA NPUCYTCTBYET HE HA BCeX KOMMYTaTopax)

interface loopback loopback_id

[O/1A HAaCTPOMKM BUPTYaNbHbIX MHTEpdelicoB

roe:

— group — nopAAKoBbIA HOMep rpynnbl, obliee KoaMYecTBo cornacHo Tabaunue 9 (cTpoka «Arperaums

KaHanos (LAG)»);

— te_port — nopsaakosbli Homep 10G-uHTepdelica, 3agaetca B suae: 1..8/0/1.. 4;

— gi_port — nopsaaxosbin Homep 1G-nHTepdeiica, 3aaaetca 8 suae: 1..8/0/1..8;

— loopback_id — nopazakoBblii HOMeEpP BUMPTYanbHOro MHTepdeiica, obliee KOANYECTBO COrnacHoO Tab-
nnue 9 (ctpoka «Konunuectso BupTyanbHbix Loopback-uHtepdelicos»).

Ana MES2328I

Tabnnuya 68 — KomaHabl Bbibopa uHTepdelica ana MES2328I

KomaHoa

Ha3sHayeHue

interface tengigabitethernet te_port

AnA HacTpoikn 10G-nHTepdeiicos

interface gigabitethernet gi_port

O1A HAcTponKK 1G-uHTepdencos
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interface port-channel group

AN HAaCTPOWKM rpynn KaHanoB

interface oob

DO HAaCTPOWKKM nHTepdelica ynpasneHusa (MHTepdelic ynpasne-
HWUA MPUCYTCTBYET HE Ha BCEX KOMMYyTaTopax)

interface loopback loopback_id

019 HAaCTPOMKM BUPTYanbHbIX MHTepdencos

roe:

— group — NopAAKOBbIA HOMep rpynnbl, obliee KOAMYecTBO cornacHo Tabaumue 9 (cTpoka «Arperaums

KaHanos (LAG)»);

— gi_port — nopsakosblit Homep 1G-uHTepdeiica, 3agaetca B8 euge: 1..8/0/1..28;

— loopback _id — nopsagKoBbii HOMep BUPTYyanbHOro MHTepdeiica, obliee KOANMYECTBO COrlacHo Tab-

nvue 9 (cTpoka «Konnuectso BUpTyanbHbix Loopback-nHtepdericos»).

Ona MES2308 n MES2308P

Tabnnua 69 — KomaHab! Bbibopa nHTepdelica ana MES2308, MES2308P

KomaHoa

Ha3HauyeHue

interface gigabitethernet gi_port

ANA HAacTponkn 1G-uHtepdeiicos

interface port-channel group

[ON1A HAaCTPOWMKM rpynn KaHanoB

interface loopback /oopback_id

ON1A HAaCTPOMKM BUPTYaNbHbIX MHTEpdelicoB

roe:

— group — nNopAAKoBbIA HOMep rpynnbl, obliee KoAMYecTBO cornacHo Tabaumue 9 (cTpoka «Arperaums

KaHanos (LAG)»);

— gi_port — nopaakosbin Homep 1G-nHTepdeiica, 3agaetca 8 suge: 1..8/0/1..12;

— loopback _id — nopsagKoBbii HOMep BUPTYyanbHOro MHTepdelica, obliee KOMYECTBO COrlacHO Tab-

nnue 9 (ctpoka «Konunuectso BupTyanbHbix Loopback-uHtepdelicos»).

Ona MES2308R

Tabnnua 70 — KomaHab! Bbibopa uHTepdelica ana MES2308R

KomaHoa

Ha3sHauyeHue

interface gigabitethernet gi_port

L5 HacTpoliku 1G-uHTepdencos

interface port-channel group

L1 HACTPOMKM TPynn KaHanos

interface loopback /oopback_id

L1 HACTPOMKM BUPTYabHbIX MHTepdencos

roe:

— group — NOpAAKOBbIN HOMep rpynnbl, obLee KONMYECTBO cornacHo Tabaumue 9 (cTpoKka «Arperaums

KaHanos (LAG)»);

— gi_port — nopaaKosblii Homep 1G-uHTepodelica, 3agaetca 8 snge: 1..8/0/1..10;

— loopback_id — nopagkoBblit HOMep BUPTYasbHOrO MHTepdeica, obLiee KOINMYecTBo COrnacHo Tab-

nuvue 9 (cTpoKa «Konnuectso BUpTyanbHbix Loopback-nHtepdeiicos»).

Ana MES3508 n MES3508P

Tabnunua 71 — KomaHab! Bbibopa uHTepdelica ana MES3508 n MES3508P

KomaHoa

Ha3HaueHue

interface gigabitethernet gi_port

L5 HAacTpolikn 1G-nHTepdeicos

interface port-channel group

AN HAaCTPOWKM rpynn KaHanoB

interface loopback loopback_id

[NA HAaCTPOUKM BUPTYasbHbIX MHTepdeicos

Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES5324




HELTEX

roe:
group — NopAAKOBbIN HOMepP rpynnbl, obliee KOAMYECTBO cornacHo Tabauue 9 (cTpoka «Arperaumsa
KaHanos (LAG)»);

gi_port — nopsaaKkosbliit Homep 1G-uHTepdeiica, 3agaetca 8 suae: 1/0/1..10;

loopback_id — nopagKosbln HOMep BUPTYanbHOro uHTepdelica, obuiee KOAMYECTBO COMNAcHO Tab-
nvue 9 (cTpoka «Konunuectso BUpTyanbHbix Loopback-nHtepdericos»).

[ina MES3510P

Tabnnua 72 — KomaHabl Bbibopa uHTepdeiica ana MES3510P

Komanda HasHayeHue
interface gigabitethernet gi_port ANA HAacTponkn 1G-nHtepdeicos
interface port-channel group 01 HACTPOMKM TPYNn KaHanos
interface loopback /oopback_id 015 HAaCTPOMKM BUPTYaNbHbIX MHTEpdeincos

roe:
group — NopAAKOBbIN HOMepP rpynnbl, obllee KOAMYECTBO cornacHo Tabauue 9 (cTpoka «Arperaumsa
KaHanos (LAG)»);

gi_port — nopsagKosbin Homep 1G-nHTepdeirca, 3agaetca 8 suge: 1/0/1..12;

loopback_id — nopagKoBblit HOMep BUPTyanbHOro UHTepdelica, obliee KoMYecTBO COrnacHoO Tab-
nnue 9 (ctpoka «Konunuectso BUpTyanbHbix Loopback-uHtepdelicos»).

3anucb uHtepdeiica

1..8/0/1..N

HOMep YCTPOWNCTBaA B CTEKE HOoMep c/ioTa Homep uHTepdelica

KomaHgbl, BBeAgeHHble B pexKuMme KOHPUrypaumm uHTepdeica, NpUMEHATCA K BblIbpaHHOMY

nHTepdelicy.

Hu)Ke npuBeAeHbl KOMaHAbl 414 BXO4a B PEXMM HacTpoWKku aecatoro Ethernet-wHtepodeiica (ans

MES5324) nepBoro ycTpoiCTBa B CTEKE U BXO43 B PEKMM HACTPOMKM rpynnbl KaHanos 1.

console# configure

console (config) # interface tengigabitethernet 1/0/10
console (config-if) #

console# configure

console (config)# interface port-channel I

console (config-if)#

Bblbop AManasoHa MHTepdeincoB OCyLLEeCTBAAETCA NPU NOMOLLM KOMaHA,:

— interface range fortygigabitethernet portlist — gna HacTpoliku ananasoHa fortygigabitether-
net-uHTepdeiicos;

— interface range tengigabitethernet portlist — pona HacTpoiKkM amnanasoHa tengigabitether-
net-uHTepdeiicos;

— interface range gigabitethernet portlist — pna HacTpoMkM gmanasoHa gigabitethernet-
nHTepdelicos;

— interface range port-channel grouplist — ana HacTpoWKK AMana3oHa rpynn NopToB.
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KomaHabl, BBeAeHHble B AaHHOM peXXume, NPUMEHAIOTCA K BbibpaHHOMY AnanasoHy UHTepoeiicos.

HuKe npuBeaeHbl KOMaHAbI AN BXO4a B PEXKMM HACTPOMKKM AnanasoHa Ethernet-uHtepdelicos ¢ 1 no
10 (ana MES5324) u ana Bxoaa B peXXMM HAaCTPOMKM BCex rpynn nopTos.

console# configure

console (config) # interface range tengigabitethernet 1,/0/1-10
console (config-if) #

console# configure

console (config) # interface range port-channel 1-8
console (config-if)#

Tabnnua 73 — KomaHabl pexkmma KoHourypauum nHtepdelicos Ethernet u Port-Channel

Komanda 3HayeHue/3HayeHue Neiicmeue
o ymMmon4aHuio
shutdown BbIKNOUUTb KOHUTYpUpyemblii HTepdelic (Ethernet, port-
—/BKAtOYEH channel).
no shutdown BKNOUUTL KOHOUTYPUPYEMbIA MHTEpPENC.
description descr descr: (1..64) [ob6asuTb onucaHue nHtepoelica (Ethernet, port-channel).
no description cumsonos/er YpanuTb onucaHue nHtepdelica.
onucaHua
speed mode mode: (10, 100, 1000, 3apaTb CKOPOCTb Nepegaun gaHHbix (Ethernet).
no speed 10000) YCTaHOBUTb 3HAYEHME N0 YMONYAHMUIO.
duplex mode 3afatb pexum gynnekca uHtepdeiica (noaHoaynnekcHoe
mode: (full, half)/full coeauHeHue, NoayaynaekcHoe coeguHeHme, Ethernet).
no duplex YCTaHOBUTb 3HaYEHME NO YMOHAHUIO.

unidirectional send-only

no unidirectional

—/BbIK/IIOYEHO

BK/I1OYMTb NOPT, OCHALLEHHbIM ABYHANPaBAEHHbIMMU
npuemonepesaTymkamu, B PEXKMM OLHOHaNPaBAEHHOM
nepeaauu.

V TonbKko ana MES3508, MES3508P.

YCTaHOBWTb 3HaYeHMe N0 YMOAYAHUIO.

negotiation [cap1
[cap2...cap5]]

no negotiation

cap: (10f, 10h, 100f,
100h, 1000f, 10000f)

BKNIIOUMTb aBTOCOrIacCOBaHME A8 CKOPOCTU U AyneKca Ha
HacTpavBaemom MHTepdeiice. MOXKHO yKasaTb onpeaeneHHble
COBMECTUMOCTV NapameTpa aBTOCOr/IacoOBaHNUsA, ec/IM NapameTpbl
He 3aJlaHbl, TO NOAAEPKMBatOTCA Bce coBmecTumocTu (Ethernet,
port-channel).

BbIK/HOYMTL aBTOCOMNAcCOBaHME A1 CKOPOCTU M AynaeKca Ha
HacTpanBaemom MHTepodeiice.

negotiation bypass

no negotiation bypass

—/BKNOYEHO

BbikntounTh nponycK npoueaypbl aBTOCOr/1acoBaHnA, eCnu
napTHEpP Ha BCTpe‘-IHOlZ CTOpPOHEe He oTBeYaeT.

BKAIOUMTbL NPOMYCK NpoLeaypbl aBTOCOMNACoBaHWA, ECN NapTHep
Ha BCTPEeYHOM CTOPOHE He OTBEeYaeT.

flowcontrol mode

mode: (on, off,

3a4aTb pexxum ynpasaeHus notokom flowcontrol (BkatounTb,
OTK/IIOUUTb UM aBTOCOIIacoBaHMe). ABTOCOI/IacoBaHMe
flowcontrol paboTaeT ToNbKO B cayyae, ecam pexnm

auto)/off aBTOCOrNacoBaHMA negotiation BK/AOYEH Ha HacTpaMBaemMom
nHtepoeiice (Ethernet, port-channel).
no flowcontrol OTKNOUNUTD PEXKMM YPaBAEHUA MOTOKOM.
back-pressure BKNOUUTDL PYHKLMIO «0OPaATHOrO AaBAEHUSA» Ha HAacTpaMBaeMom
nHtepoerice (Ethernet).
— /BbIKAIOYEH

no back-pressure

BbIKMOYNTb QYHKUMIO «0BPaTHOrO AaB/EeHMA» Ha HAaCTpPauBaeMoMm
MHTepodeiice.
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load-average period

no load-average

period: (5..300)/15

YCTaHOBUTb Meprog, B TeYeHMe KOTOporo cobupaerca cTtaTucTUKa
0 Harpyske Ha uHTepodeiice.
V‘ Mpu 3TOM UHTEpBan pacyéTa CYETUMKOB He
M3MeHAeTcA.

YCTaHOBWUTb 3HAYeHME No YMOI4aHUIO.

media-type {force-fiber |
force-copper | prefer-fiber}
[auto-failover]

no media-type

—/prefer-fiber

BbI6paTh TN KOMBO-NOPTa B KAYECTBE OCHOBHOMO HOCUTENS.
-force-fiber — paspelueHa aKTUBHOCTb TO/IbKO ONTUYECKOM YaCTK
KoMb60-nopTa;

-force-copper — paspelueHa akTMBHOCTb TO/IbKO MefHOW YacTu
KOMb0-nopTa;

-prefer-fiber — npenmyuiecTso onTMyeckoro NMHKa.

YCTaHOBWTb 3HaYeHMe N0 YMOYAHWUIO.

mtu size

no mtu

size: (128..1500)/1500
6anT

YcTaHOBUTbL 3HaUeHMe maximum transmission unit (MTU)
/1 Hactpoiika MTU He pa6oTaet gna TpaH3MTHOro Tpapuka.

HacTpoiika npumeHseTca nocsie nepesarpysku
yCTpoOiACTBa.

YCTaHOBWTb 3HaYeHMe MO YMOYAHMUIO.

snmp trap link-status

no snmp trap link-status

—/BK/IIOYEHO

BkntounTb otnpaBky SNMP trap-coobLueHunii o cocTosHUM
NHTEPdENCHBIX TMHKOB.

OTKAtounTb oTnpaBky SNMP trap-coobLuieHuit.

hardware profile portmode
{1x40g | 4x10g}

—/1x40g

MNepekntounTb pexkum noptos XLG1-XLG4.

V KomaHpaa AocTynHa TonbKo Ans nopToB
fortygigabitethernet ycrpoiictea MES5324.

V Hacrpoiika npumeHseTca nocne nepesarpysku
‘ ycTpoiicTaa.

fec cl74

fec off

— /BbIKtOYEH

BKNOUUTL peXkum NpPsmoit KoppeKLmm olwmnbok cl74 Ha
HacTpanBaemMom uHTepoerice (XLG1-XLG4).

V‘ KomaHpa AocTynHa TonbKo ANA NOPTOB
fortygigabitethernet ycrpoiictBa MES5324.

V KomaHAaa He[0CTynHa ANA CTEKOBbIX JIMHKOB.

OTKNOUYNUTD PEKMUM NPAMOI KOPPEKL MU OLINOOK.

KomaHObI pexcuma 2a0banab6Hol KOHuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM B pexxume rnobanbHoi KoHGUrypauum:

console (config) #

Tabnnua 74 — KomaHgbl pexmma obwmx HacTpoek nHtepdeiica Ethernet n Port-Channel

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuio

Aelicmeue

port jumbo-frame

—/3anpeLieHo

Paspeluntb KommyTaTopy paboTaTh ¢ Kagpamu 60abLIOro
pasmepa.
«f 3HaueHne maximum transmission unit (MTU) no
. ymonuaHuio 1500 6aiir.

n Hactpoiika BCTynUT B cUNy TONbKO Moc/e nepesarpysku
V yCTpoiicTBa.

V‘ 3HaueHne maximum transmission unit (MTU) npu
4 HacTpoiike port jumbo-frame 10240 6aiiT.
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no port jumbo-frame

3anpeTuTb KoMmmyTaTopy paboTaThb ¢ Kagpammu 60bLIOMO
pa3smepa.

errdisable recovery cause
{all | loopack-detection |
port-security | dotlx-src-
address | acl-deny | stp-
bpdu-guard | stp-loopback-
guard | unidirectional-link
| storm-control | link-
flapping | I12pt-guard | pvst
| vpe}

BKNOUMTL aBTOMATUYECKYHO aKTUBALMIO MHTepdelica nocne ero
OTK/IIOYEHMA B CNEAYIOLWMNX CNyYanX:

- loopback-detection — 06Hapy:KeHue netensb;

- port-security — HapyweHue 6e3onacHocTn ans port security;
- dotlx-src-address — HenpoxoxgeHue ayTeHTUdUKaumm,
0CHOBaHHOW Ha MAC-appecax nosb3oBaTenei;

- acl-deny — HecooTBeTcTBME cnmncKkam goctyna (ACL);

- stp-bpdu-guard — aktuBauus 3awmtbl BPDU Guard (nepegava
HEeCaHKLMOHMpPOBaHHOro nakeTta BPDU yepes nHtepdelic);

- stp-loopback-guard — o6Hapy:keHue netenb npoTtokonom STP;
- udld — akTmBauma 3awmuTbl UDLD;

- storm-control — 3awuTa OT «WTOpPMa» A1A Pa3IUYHOro
Tpaduka;

—/3anpeLeHo - link-flapping — dnannuHr nuHka;
- 12pt-guard — npesbiweHMe KOANYECTBA BXOAALLMX NAKETOB
byHKUMK L2PT;
- pvst — owWwKn6KKM NpoTokona PVST;
- vpc — owunbKu npoTtokona VPC.
no errdisable recovery YCTaHOBWTb 3HaYEHME NO YMOYAHUIO.
cause {all |
loopack-detection |
port-security |
dotlx-src-address |
acl-deny | stp-bpdu-guard |
stp-loopback-guard | udid |
storm-control |
link-flapping}
errdisable recovery interval YCTaHOBUTbL BpEMEHHOW MHTEpPBan A/19 aBTOMaTUYECKOoro
seconds seconds: NMOBTOPHOrO BK/IOYEHNA HTepdeiica.
- (30..86400)/300
no errdisable recovery ceryHa YCTaHOBWTb 3HaYEHME NO YMOYAHUIO.

interval

default interface [range]
{gigabitethernet gi_port |
fastethernet fa_port |
port-channel group |
loopback loopback_id}

gi_port: (1..8/0/1..28);
fa_port: (1..8/0/1..24);
group: (1..48);
loopback_id: (1..64)

COpocuTb HAaCTPOMKKN MHTepdelica Unn rpynnol HTEPPENCcoB Ha
3HaYeHWA, YCTAHOB/IEHHbIE MO YMOYAHUIO.

KomaHOobi pexcuma EXEC

Buna 3anpoca KomaHAHON CTPOKMK B pexxkunme EXEC:

console#

Tabnunua 75 — KomaHabl pexkuma EXEC

KomaHda

3HayeHue/3HayeHue
Mo yMmoA4YaHuo

Aelicmeue

clear counters

C6pocuTb CTAaTUCTUKY A5 BCeX UHTepdelicoB.

clear counters {oob | giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group | vlan
vlan_id}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48)
vlan_id: (1..4094)

CbpocuTb CTAaTUCTUKY AN MHTepdeica.
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set interface active {giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group}

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

AKTUBMPOBATb MOPT MAW TPYNMY NOPTOB, BbIKAOHYEHHbIX KOMaHAOM
shutdown.

show interfaces {giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group}

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

MoKasaTb CBOAHYH MHPOPMALMIO O COCTOAHUM, HACTPOMKe U
CTaTMUCTUKe noprTa.

show interfaces configura-
tion {oob | gigabitethernet
gi_port | tengigabitether-
net te_port | fortygiga-
bitethernet fo_port | port-
channel group | detailed}

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

MokaszaTb KOHPUTypaLmo MHTepdencos.

show interfaces status

MoKasaTb COCTOAHUE BCEX MHTEPdENCOoB.

show interfaces status {oob
| gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | detailed}

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

MokasaTb cocTosHUe Ethernet-nopTa, rpynnbl NOPTOB.

show interfaces advertise

Moka3aTb NapameTpbl aBTOCOI/1acoBaHNA, 06bABAEHHbIE AN BCEX
nHTepdencos.

show interfaces advertise
{oob | gigabitethernet
gi_port | tengigabitether-
net te_port | fortygiga-
bitethernet fo_port | port-
channel group | detailed}

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

Moka3saTb NapameTpbl aBTOCOIACOBaHMA, 06bABNEHHbIE ANA
Ethernet-nopTa, rpynnbi nopTos.

show interfaces description

MoKasaTb onncaHua Bcex MHTepdencos.

show interfaces description
{oob | gigabitethernet
gi_port | tengigabitether-
net te_port | fortygiga-
bitethernet fo_port | port-
channel group | detailed}

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

MokasaTtb onucaHue Ethernet-nopTa, rpynnol NopTos.

show interfaces counters

MoKa3aTb CTaTUCTUKY ANA BCEX MHTepd)ef/'ICOB.

show interfaces counters
{oob | gigabitethernet
gi_port | tengigabitether-
net te_port | fortygiga-
bitethernet fo_port | port-
channel group | vlan
vlan_id | detailed}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48)
vlan_id: (1..4094)

MoKa3aTb CTAaTUCTUKY ANA UHTepdelica.

show interfaces utilization

MoKasaTb CTaTUCTUKY MO HArpysKe 4/1A Bcex MHTepdencos.

show interfaces utilization
{gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel

group}

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

Moka3aTb CTaTUCTUKY MO Harpyske ansa Ethernet-unrtepdodeiica.

show interfaces mtu {giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group | vlan
vlan_id | loopback loop-
back_id}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
loopback-id: (1..64);
vlan_id: (1..4094)

MoKasaTb HacTpoliky MTU gna nHitepdeitca.

show ports jumbo-frame

MokasaTtb HacTpoliKy jumbo-frames B KommyTaTope.
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show errdisable recovery MoKa3aTb HAaCTPOIMKM ANA aBTOMATUYECKOM NOBTOPHOM aKTUBaLUK
o noprta.

show errdisable interfaces MoKasaTb NPUYMHY OTK/IIOYEHMA NOPTa, rPYNMbl NOPTOB U

{gigabitethernet gi_port | gi_port: (1..8/0/1..48); | cocTosHWe aBTOMaTUYECKOMN aKTUBALUM.

tengigabitethernet te_port te_port: (1..8/0/1..24);

| fortygigabitethernet fo_port: (1..8/0/1..4);

fo_port | port-channel group: (1..48)

group}

show hardware profile MokasaTtb pexum noptoB XLG1-XLG4.

portmode - V KomaHga goctynHa Tonbko ana MES5324.

[pumepbl 8bINOAHEHUS KOMAHO

= [loKas3aTb COCTOAHNE UHTEPENCOB:

console# show interfaces status

Flow Link Uptime Back
Mdix
Port Type Duplex Speed Neg ctrl State (d,h:m:s) Pressure
Mode Port Mode
gil/0/1 1G-Copper -— - - --  Down - —
-= Access
gil/0/2 1G-Copper -— - - --  Down - —
-= Access
gil/0/3 1G-Copper -— - - --  Down - —
-= Access
gil/0/4 1G-Copper -— - - --  Down - —
-= Access
gil/0/5 1G-Copper -— -— -— -—  Down _ -
-= Access
gil/0/6 1G-Copper -— - - —-—  Down - .
-= Access
gil/0/7 1G-Copper -— - -— -—  Down _— -
-= Access
gil/0/8 1G-Copper -— - - —--  Down - .
-= Access
gil/0/9 1G-Copper -— - - -—  Down - .
-= Access
gil/0/10 1G-Copper -— - -— -—  Down _— -
-= Access
gil/0/11 1G-Copper -- - - -—  Down _— _—
-= Access
gil/0/12 1G-Copper - - - -- Down - -
-- Access
gil/0/13 1G-Copper - - - -- Down - -
-- Access
gil/0/14 1G-Copper - - - -—  Down —— —
-- Access
gil/0/15 1G-Copper - - - -—  Down —— —
-- Access
gil/0/16 1G-Copper - - - -—  Down —— —
-- Access
gil/0/17 1G-Copper - - - -—  Down —— —
-- Access
gil/0/18 1G-Copper - - - -—  Down —— —
-- Access
gil/0/19 1G-Copper - - - -—  Down —— —
-- Access
gil/0/20 1G-Copper - - - -—  Down —— —
-- Access
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gil/0/21 1G-Copper -- -- -= -- Down -= --
-= Access
gil/0/22 1G-Copper -- -- -- -- Down -= --
-= Access
gil/0/23 1G-Copper - - - -- Down -- -
-- Access
gil/0/24 1G-Copper - - -- -— Down - -
-- Access
tel/0/1 10G-Fiber Full 10000 Disabled Off Up 00,04:37:36 Disabled
Off Trunk
tel/0/2 10G-Fiber Full 10000 Disabled Off Up 00,04:37:10 Disabled
Off Trunk
tel/0/3 10G-Fiber -— -— - -— Down -— -
-- Access
tel/0/4 10G-Fiber -— -— - -— Down -— -
-- Access
Flow Link
Ch Type Duplex Speed Neg control State
Pol -= - - - -= Not Present
Po2 - -= -= -= -= Not Present
Po3 - -- -- -- - Not Present
Po4d - -= -= -= -= Not Present
Pob5 -= - - - -= Not Present
Pob --— -- -- -- -- Not Present
Po7 -= - - - -= Not Present
Po8 --— -- -- -- -- Not Present
Po9 - -- -- -- - Not Present
Pol0 - -= -= -= -= Not Present
Poll -= -= -= -= -= Not Present
Pol2 - -- -- -- - Not Present
Pol3 - -= -= -= -= Not Present
Pol4 -= - - - -= Not Present
Pol5 - -= -= -= -= Not Present
Polé6 - -= -= -= -= Not Present
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MoKasaTb CBOAHYHO MHPOPMALMIO O COCTOAHWK, HACTPOMKe U cTatucTuKe Ethernet-nopra (pexunm

OTObparkeHUs CTaTUCTUKM KnaccudumKaumm Tpadmka):

console# show interfaces TengigabitEthernet 1/0/1

tengigabitethernetl/0/1 is down (not connected)
Interface index is 1

Hardware is tengigabitethernet, MAC address is a8:f9:4b:fd:00:41

Description: ME5100 erl 17.161 te 0/0/1
Interface MTU is 9000

Link is down for 0 days, 0 hours, 3 minutes and 28 seconds

Flow control is off, MDIX mode is off
15 second input rate is 0 Kbit/s
15 second output rate is 0 Kbit/s

0 packets input, 0 bytes received
broadcasts, 0 multicasts
input errors, 0 FCS, 0 alignment
oversize, 0 internal MAC
pause frames received
packets output, 0 bytes sent
broadcasts, 0 multicasts
output errors, 0 collisions
excessive collisions, 0 late collisions
pause frames transmitted
symbol errors, 0 carrier, 0 SQE test error

O O OO OO OooOo

(@]

Output queues: (queue #: packets passed/packets dropped)

1: 0/0
0/0
0/0
0/0
0/0
0/0
0/0
0/0

O J oUW

lMoKa3aTb NnapameTpbl aBTOCOr/1aCOBaHMUA:

console# show interfaces advertise

Port Type Neg Preferred Operational Link Advertisement
tel/0/1 10G-Fiber Disabled -

tel/0/2 10G-Fiber Disabled --

tel/0/3 10G-Fiber Disabled -

tel/0/4 10G-Fiber Disabled --

fol/0/3 40G-Fiber Disabled -

fol/0/4 40G-Fiber Disabled -

gil/0/1 1G-Copper Enabled Slave

Pol - Enabled Slave

Po2 - Enabled Slave

Po8 -- Enabled Slave

Oob Type Neg Operational Link Advertisement
oob 1G-Copper Enabled 1000f, 100f, 100h,
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= [loKasaTb CTAaTUCTUKY MO UHTepdencam:

console# show interfaces counters

Port InUcastPkts InMcastPkts InBcastPkts InOctets
tel/0/1 0 0 0 0
tel/0/2 0 0 0 0
tel/0/5 0 0 0 0
tel/0/6 0 2 0 2176
tel/0/7 0 1 0 4160
tel/0/8 0 0 0 0

Port OutUcastPkts OutMcastPkts OutBcastPkts OutOctets
tel/0/1 0 0 0 0
tel/0/2 0 0 0 0
tel/0/3 0 0 0 0
tel/0/4 0 0 0 0
tel/0/5 0 0 0 0
tel/0/6 0 545 83 62186
tel/0/7 0 1424 216 164048
tel/0/8 0 0 0 0
tel/0/9 0 0 0 0

OOB InUcastPkts InMcastPkts InBcastPkts InOctets

oob 0 13 0 1390

OOB OutUcastPkts OutMcastPkts OutBcastPkts OutOctets

oob 3 616 0 39616

- [ToKa3aTb CTaTUCTUKY NO rpynne KaHanosB 1:
console# show interfaces counters port-channel I
Ch InUcastPkts InMcastPkts InBcastPkts InOctets
Pol 111 0 0 9007
Ch OutUcastPkts OutMcastPkts OutBcastPkts OutOctets
Pol 0 6 3 912

Alignment Errors: 0

FCS Errors: 0

Single Collision Frames: 0
Multiple Collision Frames: O
SQE Test Errors: 0

Deferred Transmissions: 0
Late Collisions: O
Excessive Collisions: O
Carrier Sense Errors: 0
Oversize Packets: 0
Internal MAC Rx Errors: O
Symbol Errors: 0

Received Pause Frames: 0
Transmitted Pause Frames: O
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= [lokasaTb HacTpoMKy jumbo-frames B KommyTaTope:

console# show ports jumbo-frame

Jumbo frames are disabled
Jumbo frames will be disabled after reset

Tabnunua 76 — OnucaHme cHeTYNKOB

Cuemyuk OnucaHue
InOctets Konnuectso NpuHATbIX 6aliToB.
InUcastPkts Konnyectso NPUHATBLIX 04HOAAPECHbIX NAKeTOB.
InMcastPkts KonnyectBo NPUHATLIX MHOFOaApeCHbIX MaKeToB.
InBcastPkts Konnyectso NPUMHATBIX LWWUMPOKOBELLATeNbHbIX NAaKEeTOB.
OutOctets Konnuectso nepeaaHHbIX 6aiToB.
OutUcastPkts Konnyectso nepefaHHbIX O4HOAAPECHbIX NAaKeToB.
OutMcastPkts Konnyectso nepefaHHbIX MHOTOa4pPEeCHbIX MAaKeToB.
OutBcastPkts Konnyectso nepefaHHbIX LWUMPOKOBeELLLaTe/IbHbIX MaKeToB.

Alignment Errors

Konnyectso NpMHATLIX KaAPOB C HAPYLIEHHOM LLeNOCTHOCTLIO (C KoAnMYecTBom HanT
He COOTBETCTBYIOLLMM AJINHE) 1 He NPOLeanX NPOBEPKY KOHTPOIbHOM CyMMbl
(FCS).

FCS Errors

Konnyectso npuHATLIX KaAPOB C KONMYECTBOM HaiT, COOTBETCTBYIOLMM A/IUHE, HO
He NpoLeALnX NPOBEPKY KOHTPObHOMU cymmbl (FCS).

Single Collision
Frames

Konnyectso Kagpos, BOB/EYEHHbIX B €4MHUYHYIO KO/IM3MIO, HO BNOC/IeACTBUM ne-
penaHHbIX ycnewHo.

Multiple Collision
Frames

Konnuectso KagpoBs, BoBaeYeHHbIX 6onee 4em B OA4HY KONNM3UIO, HO BNOCAEACTBUN
nepesaHHbIX yCNeLwHo.

Deferred Transmis-
sions

Konnyectso Kagpos, ANA KOTOPbIX NepBas NomMbITKa nepegayn oT10XKeHa 1U3-3a 3aHA-
TOCTU Cpeabl nepenayun.

Late Collisions

Konunuectso cnydaes, Koraa Konnmsma sadmMKcMpoBaHa Nocse Toro, Kak B KaHan
CBA3M yKe bblM nepeaaHbl nepsble 64 6anT (slotTime) nakeTa.

Excessive Collisions

Konnuectso Kagpos, KOTopble He bblan nepegaHbl U3-3a M36bITOYHOrO KOANYECTBa
KONNU3UNA.

Carrier Sense Errors

KonnyecTtBo cny4vaes, KOrga COCTOAHME KOHTPOA HeCYLLI.ef;i 6b110 noTepAHo, nmbo He
yTBEPXKAEHO NMPU NONbITKE Nepeaadn Kaapa.

Oversize Packets

Konnyectso NpMHATLIX NAaKETOB, Pa3Mmep KOTOPbIX NPEBbLILLAET MaKCUMabHbIN pas-
peLleHHbI pasmep Kagpa.

Internal MAC Rx
Errors

Konnuectso KagpoB, KOTOpPble He bW NPUHATLI YCNELWHO M3-3a BHYTPEHHEMN
ownbKKu npnema Ha yposHe MAC.
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Symbol Errors

[na vuTepdelica, paboTatouiero B pexkmme 100 M6UT/c — KOANYECTBO CyYaes, Ko-
roa UMenca HefonNyCTMMbIA CUMBO/ A@HHbBIX, B TO BPEMA KaK NpaBu/ibHas HecyLan
6blna npeacTaBneHa.

[nsa nutepdeiica, paboTatowero B noayayniekcHom pexunme 1000 Méut/c — konu-
YeCTBO C/ly4yaeB, KOrga cpeacTsa Npuema 3aHATbl B TeYEHME BPEMEHU, PaBHOMY UK
6onbwemy yem pasmep cnota (slotTime), M B Te4EHME KOTOPOTO MMENOCh XOTA Bbl
04HO cobbITUe, KoTopoe 3acTasaneT PHY BbigaBaTh oWwWMOKY npuema gaHHbIx (Data
reception error) uau owmnbKy Hecyuel (Carrier extend error) Ha GMIL.

[na vuTepdelica, paboTatoLiero B N0 HOM AynaeKcHOM pexxume 1000 M6éuT/c —
KOZIMYECTBO C/ly4YaeB, KOr4a CpeacTBa NPUEMa 3aHATbI B TeYEeHWE BPEMEHM, PaBHOMY
unu 6onblieMy YeM MUHUMAJbHBIM pasmep Kagpa (minFrameSize), u B TeueHue Ko-
TOPOro Mmesnoch xoTa 6bl 0oaHO cobbiTne, KOTopoe 3acTasnseT PHY Bbigasatb
olWKnbKy nprMema faHHbIx (Data reception error) Ha GMIL.

Received Pause
Frames

Konnyectso npuHATbIX ynpasaawowmx MAC-kagpos ¢ Kogom onepaumu PAUSE.

Transmitted Pause
Frames

Konnuyectso nepegaHHbIx ynpasaawowmx MAC-kagpos ¢ kogom onepaumn PAUSE.

5.10.2 Hacmpolika VLAN u pexcumoe Kommymayuu uHmepgeiicoe

KomaHObI pexcuma 2a06anab6HolU KOHpuU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM B peXKMUME r106anbHON KOHPUrypaunm:

console (config) #

Tabnunua 77 — KomaHabl pexkmuma rnobanbHol KoHpUrypaumm

KomaHoa

3HayeHue/3HayeHue

Aelicmeue
110 yMOAYAHUIO

vlan database

— MepeliTn B pexxmm KoHourypaumm VLAN.

vlan prohibit-internal-usage
{add VLANIist | remove
VLANIist | except VLANIist |
none}

HbIX AN1A BHYTPEHHEero ncnonb3oBaHUA;

LEHHbIX A1 BHYTPEHHEro MCMno/b30BaHus;
VLANIist: (2..4094)

- add — no6asuTb yKkasaHHble VLAN ID B nepeyeHb 3anpeLueH-

- remove — yaanuTb ykasaHHble VLAN ID 13 nepeuHA 3anpe-

- except — f06aBUTb B NepeyeHb 3anpeLLeHHbIX AN BHYTPeH-
Hero ucnosnb3osaHuma sce VLAN ID, 33 UCKAOYEHMEM YKa3aHHbIX
B KayecTBe NnapameTpa;

- none — ounctuTb nepeyeHb VLAN ID, 3anpelyeHHbIX 418 BHYT-
PEHHEr0 MCNOb30BaHMA.

vlan mode {basic | tr101}

—/basic

BKOUMTL BO3MOXKHOCTb A06aBNeHUA Ha GpU3MUECKOM UHTep-
delice B peume customer cpasy AByX uAeHTUOMKATOpPOB
VLAN.

vlan statistics ingress {low |
high}

—/BbIK/IOYEHO

no vlan statistics ingress
{low | high}

BKkntoumTb cbOp cTaTUCTUKM ana ananasoHos VLAN:
- low — VLAN 1-2047;
- high — VLAN 2048-4094.

BbikntounTb C60p CTaTUCTUKKN ONA YKAa3aHHOIo ANana3oHa.
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vlan tr101 map inner-vlan
c_vian_id interface {giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group}

no vlan tr101 map inner-
vlan c_vlan_id interface {gi-
gabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet
fo_port | port-channel
group}

c_vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

group: (1..48)

CHATb Ha ¢u3nyeckom MHTepdelice cpasy 2 MaeHTUPUKaTopa
VLAN (B pexkume customer), 6a3mpytoacb Kak Ha s_vlan_id, Tak
1 Ha c_vlan_id. Mpu aTom aelicTBue BbINOAHAETCA TO/IbKO AN1A
Tpadwmka, uaywero ¢ uHTepdelica, yKasaHHOro B JaHHOWM
HacTpoWKe.

- c_vlan_id — ngeHTMdMKaLMOHHbIV HOMep BHYTpeHHe VLAN.
- interface — cnucok uHTepdeiicos, K BXxoaslLemy Tpaduky Ko-
TOPbIX BO3MOXHO MPUMEHEHMEe AAaHHOro npaswunaa. JuanasoH
HOMEpPOB UHTEPENCOB MOXKHO 3a4aTb NepeyncieHnem yepes
3anATY0 UM YKa3aTb Ha4ya/lbHOE U KOHEYHOEe 3HaYeHuA Auana-
30Ha Yepes gedwuc.

’ Ona  paboTbl AaHHOW KOMaHADI

- HacTpoiika pexkuma «vlan mode tr101».

Heobxoauma

Yaanutb npasuno.

KomaHObI pexcuma KoHguaypauyuu VLAN

Bug, 3anpoca KOMaHAHOM CTPOKM B pexkmme KoHdurypaumm VLAN:

console# configure
console (config)# wvlan database
console (config-vlan) #

[aHHbIN peMm LOCTYNeH U3 pexxmnma rnobanbHoM KOHPUrypaLumm u npeaHasHayeH ANs 3a4aHus

napameTpos KoHourypaumm VLAN.

Tabnuua 78 — KomaHgpbl perkuma koHourypaumm VLAN

KomaHda

3HayeHue/3HayeHue
no ymon4aHuio

Aelicmeue

vlan VLANIist [name
VLAN_namel]

no vlan VLANIist

VLANIist: (2..4094)
VLAN_name: (1..32)
cumBoNa

[o6asutb VLAN nan Heckosibko VLAN.

Ypanntbe VLAN nnaun Heckonoko VLAN.

map protocol protocol [en-
caps] protocols-group
group

no map protocol protocol
[encaps]

protocol: (ip, ipx, ipv6,
arp, (0600-ffff (hex)}*);
encaps: (ethernet,
rfc1042, licOther);
ethernet group:
(1..2147483647);

MpuBA3aTb NPOTOKOA K rpynne NpoToOKO0/108, aCCOLUNPOBAHHbIX
BMmecTe.

Y4anuTtb NpuBA3KY.
*— Homep npoTokona (16 6uT).

map mac mac_address
{host | mask} macs-group

group

no map mac mac_address
{host | mask}

mask: (9..48)

Mpueasatb MAC-agpec unm gnanasoH MAC-azpecoB Mo macke K
rpynne MAC-aapecos.

YpanuTtb NpuBA3KY.
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KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (OuanasoHa uHmepgelicos) VLAN

BuA 3anpoca KOMaHAHOWN CTPOKM B pexxnme KoHpurypaunm nHtepoerica VLAN:

console# configure
console (config) # interface {vlan vlan id | range vlan VLANIist}
console (config-if) #

[aHHbIN peXxum OOCTYyNeH M3 perrMma KoHOUrypaumm v npegHasHayeH NS 3afaHus napameTpoB
KoHdurypaumm nutepodeica VLAN nnbo grmanasoHa nHTepdencos.

Bbibop MHTEepdeica ocywecTBASETCS NPM MOMOLLM KOMaHAbI:

interface vlan vian id

Bbibop AnanasoHa MHTepdencoB OCyLLEeCTBASETCS NPM NOMOLLM KOMaHAb!:
interface range vlan VLANIist

Huke npuBeaeHbl KOMaHAbl ANA BXO4aA B peXXMM HacTpoiku mHtepdenca VLAN 1 n Bxoga B perkum
HacTpoukm rpynnbl VLAN 1, 3, 7.

console# configure

console (config) # interface vlan !

console (config-if) #

console# configure

console (config)# interface range vlan 1,3,7
console (config-if) #

Tabnnua 79 — KomaHabl pexkmma KoHourypauum nHtepdeiica VLAN

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa Aelicmeue

name name name: (1..32) [No6aButb nmsa VLAN.

no name CMMBO/I0B/UMA YCTaHOBWTb 3HAaYEHMNE MO YMOYAHUIO.
COOTBETCTBYET HOMEpPY

VLAN

KomaHOb1 pexcuma KoHgu2ypauuu uHmepgelica (duanasoHa uHmepgpelicos) Ethernet, uHmepdgelica

epyrnel nopmos

BunAa 3anpoca KOMaHAHOWN CTPOKM B pexknume KoHdurypaumm nHtepoeliica Ethernet, nHtepodeiica
rpynnbl NOPTOB:

console# configure
console (config) # interface {fortygigabitethernet fo port |
tengigabitethernet te port | gigabitethernet gi port | oob | port-channel

group | range {..}}
console (config-if) #

[aHHbIN pexnm AO0CTyneH U3 pexkuma KoHOUrypauum M npegHasHavyeH ANs 3a4aHuA NapameTpos
KOHdUrypaumm nHtepdeica (nopta KommyTatopa UAKM rPynMbl NOPTOB, PAbOTalOWMX B PEXMME pa3aeneHnn
Harpysku), nMbo ananasoHa nHTepdelicos.
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MopT MoXeT paboTaTb B YETbIPEX PEXKMMAX:

— access — vHTepdelic gocTyna — HeTermpoBaHHbI UHTepdelic ana ogHon VLAN;
— trunk — wHTepdeiic, NPUHMMAIOWMIA TOJIbKO TErMPOBAHHbIM TPadUK, 32 UCKAKOYEHNEM OA-
Horo VLAN, KoTopbIn MOXeT 6biTb A0b6aBAeH C MOMOLLbIO KOMaHAabl switchport trunk native

vian;

— general — nHTepdeic c nonHon noaaepxkoi 802.1q, NPUHUMAET KaK TETMPOBAHHbIN, TaK U
HeTermpoBaHHbIN Tpaduk;
— customer — Q-in-Q uHTepdeiic.

Tabnnua 80 — KomaHabl pexkmma KoHourypauum uHtepdelica Ethernet

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

switchport mode mode

no switchport mode

mode: (access, trunk,
general,
customer)/access

3agaTtb pexmum paboTbl nopta B VLAN.
- mode — pexum pabotbl nopta B VLAN.

YCTaHOBUTb 3HaYeHMEe N0 YMOYAHMUIO.

switchport access vlan
vlan_id

no switchport access vlan

vlan_id: (1..4094)/1

[ob6asutb VLAN ana nntepderica goctyna.
- vlan_id — naeHTMduKaumMoHHbIn Homep VLAN.

YCTaHOBUTb 3HaYeHMe NO YMOIYAHMUIO.

switchport access accepta-
ble-frame-type {untagged-
only | all}

no switchport access ac-
ceptable-frame-type

—/npuUHMMaTh BCe
TUNbI KagpoB

MpuHMMaTbL Ha MHTepdeiice TONBKO Kagpbl onpesaeseHHOro Tuna:
- untagged-only — To/bKO HETerMpoBaHHbIe;
- all — Bce Kagpsl.

MpuHMMaTL Ha nHTepdeiice Bce TUMbI KAAPOB.

switchport trunk allowed
vian all

no switchport trunk al-
lowed vlan all

—/BbIK/IOYEHO

ABTOMaTMYeCKM f06aBuTb BCe aocTtynHble VLAN gns gaHHoOro
nHTepodelica.

OTKNOYMTDL aBTOMaTMYecKkoe aobasneHne VLAN.

switchport trunk allowed
vlan add vian_list

switchport trunk allowed
vlan remove vian_list

vlan_list: (2..4094, all)

[o6asutb cnmcok VLAN ana nHtepoeiica.

- vlan_list — cnucok VLAN ID. inana3oH Homepos VLAN MOXHO
33/aTb NepeyncieHrem Yyepes 3anATyro UAN YKa3aTb Ha4yabHOE U
KOHEYHOe 3HayeHus AManasoHa Yyepes gedpuc "-".

Ypanute cnucok VLAN gns untepdelica.

switchport trunk native
vlan vian_id

no switchport trunk native
vlan

vlan_id: (1..4094)/1

Oo6asutb Homep VLAN B KauecTtse Default VLAN ana aaHHoro
nHTepoderica. Becb HeTerMpoBaHHbIM TpaduK, NOCTyNaoWMiA Ha
[LaHHbIN NOpT, onpeaensetcs B gaHHyo VLAN.

-vlan_id — npeHTMdUKaLMOoHHbIN Homep VLAN.

YCTaHOBUTb 3HAYEHME NO YMOHAHWUIO.

switchport general allowed
vlan add vian_list [tagged |
untagged]

switchport general allowed
vlan remove vian_list

vlan_list: (2..4094, all)

[Oo6asutb cnuncok VLAN ana nHtepoeiica.

- tagged — nopt 6yzeT nepenasaTb TErMPOBaHHbIE NaKeTbl ANA
VLAN;

- untagged — nopT byaeT nepenasaTtb HETErMPOBAHHbIE NAKETbI
ana VLAN.

- vlan_list — cnucok VLAN ID. inana3oH VLAN MOXHO 334aTb
nepeymcieHnem Yyepes 3anaTyto UaM yKasaTb Ha4anbHOE U
KOHEYHOoe 3HayeHus granasoHa Yepes gedpuc "-".

Yaanute cnucok VLAN ans uHtepoelica.

switchport general pvid
vlan_id

no switchport general pvid

vlan_id: (1..4094)/1 —
ecnu yctaHosneH VLAN
N0 YyMOAYaHUIO

Lob6asutb ngeHtnedukatop VLAN nopta (PVID) ans ocHoBHoro
WHTepodelica.
-vlan_id — npeHTMduMKaumoHHbIN Homep VLAN nopra.

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.

switchport general in-
gress-filtering disable

—/dunbTpaumsa
BK/IIOYEHa

BbIKNHOUNTL AN1A OCHOBHOIO MHTepdenca GuabTpaLmio BXOAALLMX
NakeToB Ha OCHOBEe NPUCBOEHHOro um 3HaveHma VLAN ID.
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no switchport general in-
gress-filtering disable

BKNOUMTBL AN1A OCHOBHOTO UHTepderica GUNbTPaLMIO BXOAALLMX
NaKeToB HAa OCHOBE NPUCBOEHHOIo UM 3HavyeHuA VLAN ID.

Ecamn dunbTpauma BKAOYEHA, M NAKET He BxoauT B rpynny VLAN c
NpuUCcBOEHHbIM nakeTty 3HayeHnem VLAN ID, To naket
oTbpacbiBaeTcA.

switchport general accepta-
ble-frame-type {tagged-
only | untagged-only | all}

no switchport general ac-
ceptable-frame-type

—/npuHUMaTb BCe
TUNbI KagpoB

MpuHMMaTL Ha UHTepdelice TONbKO Kagpbl onpeseneHHoro Tuna:
- tagged-only — TonbKO TEerMpoBaHHble;

- untagged-only — TONbKO HeTerMpoBaHHble;

- all — Bce Kagpol.

MpuHUMaTb Ha MHTepdeice BCe TUMbI KagpPOB.

switchport general map
protocols-group group vlan
vlan_id

no switchport general map
protocols-group group

vlan_id: (1..4094)
group:
(1..2147483647)

YcTaHOoBUTL NpasBuao kKnaccudumrkaumm VLAN ana nHtepdeiica,
OCHOBaHHOE Ha NPUBA3KE K MPOTOKOAY.

- group — NaeHTUOUKALUMOHHbBI HOMEP Fpynnbl;

-vlan_id — naeHTMduMKaLuMoHHbIN Homep VLAN.

Yoanute npasuao Knaccudurauum.

switchport general map
macs-group group vlan
vlan_id

no switchport general map
macs-group group

vlan_id: (1..4094)
group:
(1..2147483647)

YcTaHoBUTbL NpaBuao kKnaccudumkaumm VLAN ana nHtepdeiica,
0OCHOBaHHOe Ha npusAske kK MAC-agpecy.

- group — nAeHTUOUKALMOHHBIM HOMep rpynnbl;

-vlan_id — naeHTMduMKayMoHHbIN Homep VLAN.

YpanuTe npasuao Knaccuburkaumu.

switchport general map
protocols-group group vlan
vlan_id

no switchport general map
protocols-group group

vlan_id: (1..4094)
group: (1..
2147483647)

YcTaHoBUTbL NpaBuio Knaccudumkaumm VLAN ana nHtepoeiica,
OCHOBaHHOE Ha NPMBA3KE K MPOTOKOY.

- group — nAeHTUOUKALMOHHBIM HOMep rpynnbl;

-vlan_id — naeHTMduMKaLuMoHHbIN Homep VLAN.

YpanuTe npasuao Knaccuburkauuu.

switchport dotlq ethertype
egress stag ethertype

no switchport dotlq
ethertype egress stag

ethertype: (1..ffff)
(hex)/8100

3ameHuTb TPID (Tag Protocol ID) B8 802.1q VLAN-Terax nakeTos,
UCXO4AWMX C AAHHOTO UHTepdelica.
[Oonyctumble 3HaueHus Ethertype npegcraBneHsbi B
- MpunoxkeHue B. NogaepkuBaemble 3HaueHus Ethertype.

3ameHuTb ethertype ncxogswero ¢ MHTepdeica nakeTa Ha
3HaYeHue Mo YMONYaHMIo.

switchport dotlq ethertype
ingress stag add ethertype

switchport dotlq ethertype
ingress stag remove
ethertype

ethertype: (1..ffff)
(hex)

[o6asutb TPID B Tabanuy Knaccupurkatopos VLAN.
Jonyctumble 3HayeHus EtherType cm. MpunoxkeHue B.
MNopaep:knsaemole 3HaYeHua Ethertype.

Ypanute TPID 13 Tabaunybl Knaccupmrkatopos VLAN.

switchport customer vian
vlan_id

switchport customer vian
vlan_id inner-vlan vian_id

no switchport customer
vilan

vlan_id: (1..4094)/1

Oo6asutb VLAN ana nonb3oBaTeIbCKOro HTepdeiica.
-vlan_id — npeHTMduMKaLMoHHbIN Homep VLAN.

[106aBUTb K BXOAALMM HETErMPOBAHHbIM MaKeTaM Ha KJMEHTCKOM
nopTy BHyTpeHHul 802.1q 3aronosok — C-VLAN (inner-vlan) u
BHewWwHM 802.1q 3aroNoBOK, coaepKalumin pvid 4ONOAHUTENBHOM
VLAN (S-VLAN).
Ana paboTbl 3TOM KOMaHAblI HEO6XO0AUMO BKIOUYUTD
o rno6anbHo pexum «vlan mode tr101».

YCTaHOBUTb 3Ha4YeHME N0 YMONYAHWUIO.

switchport customer mul-
ticast-tv vlan add vian_list

vlan_list: (2..4094, all)

PaspewnTb NPUHUMATL MHOFOAZAPECHbIV TPAPUK M3 YKa3aHHbIX
VLAN (He asnawowmxca VLAN nonb3oBaTenibCKoro nHtepdeica) Ha
HacTpauBaeMom MHTepdeice, COBMECTHO C NO/Ib30BaTENAMM
OpYrux N0Nb30BaTENbCKMX NOPTOB, MPUHUMAOLLUX
MHOroaZpecHbi Tpadumk 13 gaHHbIx VLAN.

-vlan_list — cnncok VLAN ID. Aunana3oH VLAN MOXKHO 3a4aTb
nepeyMcaeHMem yepes 3anaTyro WM yKasaTb HayaabHoe U
KOHeYyHoe 3HayeHuA guanasoHa yepes geduc "-".

118

Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES5324




HELTEX

switchport customer mul-
ticast-tv vlan remove
vlan_list

3anpeTuTb NPUHMMaTb MHOTOaAPeCHbIN TpaduK Ha
HacTpanBaeMoMm UHTepdelice.

switchport forbidden vian
add vian_list

switchport forbidden vian
remove vian_list

vlan_list: (2..4094,
all)/sce VLAN
paspeLleHbl NopTy

3anpetuTb gobaBneHme yKasaHHbix VLAN nopry.

-vlan_list — cnucok VLAN ID. Auana3oH VLAN MoXKHO 3agaTb
nepeyncieHnem Yepes 3anATyro AN YKa3aTb HavasbHOe U
KOHeyHoe 3HayeHus gnanasoHa yepes geduc "-".

PaspewunTb gobasneHue ykasaHHbIx VLAN nopty.

switchport forbidden de-
fault-vlan

no switchport forbidden
default-vlan

Mo ymonyaHutio
yneHcTso B default
VLAN paspeLieHo

3anpetutb gobasneHme default VLAN nopry.

YCTaHOBWUTb 3HAYeHME NO YMONYaHUIO.

switchport protected-port

no switchport pro-
tected-port

MepeBecT NOPT B PEXKMM U30AALMUMN BHYTPU TPYNMbl NOPTOB.

BoccTaHOBUTL 3HaYeHWE NO YMOHAHMUIO.

switchport protected-port
isolate-group {group}

no switchport protected-
port isolate-group {group}

group (1..8)

MepeBecTn NOPT B YKa3aHHYHO rpynny U3onaLuMm NopTos.

YAanuTb NOPT M3 YKa3aHHOM rpynnbl U30AALMM NOPTOB.

switchport protected {giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group}

no switchport protected

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

Mo ymonyanuio
ncnonbsyercs
MapLpyTU3auma no
6ase gaHHbIX
n3y4yeHHbIx MAC-
agpecos (FDB)

MepeBecTu NopT B pexkum Private VLAN Edge. OTmeHsneT
MapLpyT13aumio no 6ase AaHHbIX M3ydeHHbIx MAC-aapecos (FDB)
W HanpaBAseT BECb OAHOAAPECHbIN, MHOrOAAPECHbIN U
LWMpOKOoBeLLaTenbHbIl Tpaduk Ha uplink-nopT.

OTK/IOYNUTL OTMEHY MapLLPYTU3aLUMK NO 6ase AaHHbIX U3YYeHHbIX
MAC-agpecos (FDB).

switchport default-vlan
tagged

no switchport default-vlan
tagged

YCTaHOBWTb NOPT Kak Ternpytowmii B gedontHoi VLAN.

YCTaHOBUTb 3HaYeHMe No YMONYaHUIO.

KomaHOwbl pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKKM pexxnma Privileged EXEC:

console#

Tabnuua 81 — KomaHab! pexxkmma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
no ymon4aHuio

Aelicmeue

show vlan

MNokasatb uHopmaumto no scem VLAN.

show vlan tag vian_id

vlan_id: (1..4094)

MNokaszatb uHdopmauuto no VLAN, nouck no naeHtudukaTopy.

show vlan internal usage

MokasaTtb cnncok VLAN ana BHYTpeHHero ncnonb3oBaHuAa
KOMMYTaToOpOM.

show default-vlan-mem-
bership [gigabitether-

net gi_port | tengiga-
bitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group | de-
tailed]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

MokasaTtb cocTtas rpynnbl gedpontHon VLAN.
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KomaHOb! pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexuma EXEC:

console#

Tabnnua 82 — KomaHabl pexkmma EXEC

Komanda 3HayeHue/3Ha4yeHue Neiicmeue
no yMmoa4YaHuro
show vlan multicast-tv vlan Moka3aTb NOPTbI-UCTOYHMKN U NPUEMHUKU MHOTOAPECHOro
vlan_id vlan_id: (1..4094) Tpadumka B gaHHoM VLAN. MopTbI-MCTOYHUKM MOTYT KaK
nepesasaTb, Tak U MPUHUMATb MHOFOAZPECHbIV TpadUK.
show vlan protocols-groups — MoKa3aTb MHOPMALMIO O rpynnax NPOTOKO/0B.
show vlan macs-groups — Mokasatb nHdopmaumio o rpynnax MAC-aapecos.
show interfaces switchport MoKa3aTb KoHbUIypauuio NopTa, rpynnbl NOPTOB.
{gigabitethernet gi _port | gi_port: (1..8/0/1..48);
tengigabitethernet te_port te_port: (1..8/0/1..24);
| fortygigabitethernet fo_port: (1..8/0/1..4);
fo_port | port-channel group: (1..48)
group}
show interfaces pro- MokasaTtb cocToAHWe NopToB: B pexkume Private VLAN Edge, B

tected-ports [gigabitether-
net gi_port | tengiga-
bitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group | de-
tailed]

gi__port: (1..8/0/1..48); private-vlan-edge-coobuwecTse.

te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48)

[pumepbl 8b1N0AHEHUS KOMAHO

= [lokasaTb MHPopmauuto o Bcex VLAN:

console# show vlan

Created by: D-Default, S-Static, G-GVRP, R-Radius Assigned VLAN, V-Voice VLAN
Vlan Name Tagged Ports UnTagged Ports Created by
1 1 tel/0/1-24, D
fol/0/1-4,9i1/0/1,
Pol-16
2 2 S
3 3 S
4 4 S
5 5 S
6 6 S
8 8 S

MNMoKa3aTb NOPTbI-MCTOYHMKMN U MPUEMHUKN MHOroagpecHoro Tpaduka B VLAN 4:

console# show vlan multicast-tv vlan 4

Source ports : te0/1
Receiver ports: te0/2,te0/4,te0/8

= [loka3aTb MHGOPMaLMIO O rpynnax NPOTOKO/OB:

console# show vlan protocols-groups
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Encapsulation Protocol Group Id
0x800 (IP) Ethernet 1
0x806 (ARP) Ethernet 1
0x86dd (IPvob) Ethernet 3

= [lokasaTb KoHdUrypauuto nopta TenGigabitEthernet 0/1:

console# show interfaces switchport TengigabitEthernet 0/1

Added by: D-Default, S-Static, G-GVRP, R-Radius Assigned VLAN, T-Guest VLAN, V-Voice
VLAN

Port : tel/0/1

Port Mode: Trunk

Gvrp Status: disabled

Ingress Filtering: true

Acceptable Frame Type: admitAll

Ingress UnTagged VLAN ( NATIVE ): 1

Protected: Disabled

Port is member in:

Vlan Name Egress rule Added by

1 Untagged
2 Tagged
3 Tagged
4 Tagged
5 Tagged
6 Tagged
8 Tagged
28 Tagged

N ooy Ul WN
N nnnnn nou

Forbidden VLANS:
Vlan Name

Classification rules:

Protocol based VLANs:
Group ID Vlan ID

Mac based VLANs:
Group ID Vlan ID

5.10.3 Hacmpolika Private VLAN

TexHonorus Private VLAN (PVLAN) nossonset npousBoAWTb pasrpaHuyeHne Tpaduka Ha BTOPOM
ypoBHe mozenn OS| mexay nopTamu KOMMYTaTopa, KOTOpble HAaxo4ATCA B O4HOM LUMPOKOBELLATE/IbHOM
AomeHe.

— Ha kommyTatopax moxKeT bbITb CKOHGUIypnpoBaHo Tpu Tuna PVLAN nopTos:

— promiscuous — NopT, KOTOPbIM CNocobeH 0bMeHMBATLCA AAaHHbIMU MEXAY Nt06bIMK
nHTepdelicamu, Bkatovasa isolated- n community-noptel PVLAN;

— isolated — nopT, KOTOPbI NONHOCTBIO M30/MPOBAH OT APYIrUX NOPTOB BHYTPU OLHOTO
n Toro e PVLAN, Ho He oT promiscuous-noptoB. PVLAN 610KMpytOT BeCb TpaduK,
MOyLWnin B CTOPOHYy isolated-nopTos, Kpome TpadurKa CO CTOPOHbI Promiscuous-nopTos.;
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NnaKeTbl

CO CTOPOHbI

promiscuous-nopTos;
— community — rpynna nopTos, KOTOPbIe MOTYT 0OMEHMBATLCA AAaHHbIMU MeKay cobomn
M promiscuous-nopTamu, 3T MHTepdencobl OTAENEHbI Ha BTOPOM ypoBHe moaenun OS|
OT BCEX OCTa/IbHbIX community-uHTepdeicos, a TakKe isolated-noptos BHyTpM PVLAN.

isolated-nopToB MOryT nepenasaTbCA TO/MIbKO B CTOPOHY

Mpouecc BbINOAHEHUA GYHKUMM OOMNOJAHUTENLHOrO pasAeneHus NOpPTOB C MOMOLLbIO TEXHOAOTUM
Private VLAN npegctasneH Ha pucyHke 51.

VLAN 100

Promiscuous ports

—353

Switch A

Trunk ports

VLAN 100

Switch B

(e
|

Q0

VLAN 201

VLAN 202

o

O JJ

VLAN 201 VLAN 202

Carries VLAN 100,
201, and 202 traffic

VLAN 100 = Primary VLAN

VLAN 201 = Secondary isolated VLAN
VLAN 202 = Secondary community VLAN

PucyHok 51 — Mpumep paboTbl TexHonorum Private VLAN

Bua, 3anpoca KOMaHAHOM CTPOKM B pexmme KoHourypaumm nHtepdeica Ethernet, nHtepdeica VLAN,
nHTepderica rpynnbl NOPTOB:

console# configure
console (config)# interface {tengigabitethernet te port | gigabitethernet

gi port | port-channel group | range {..}

console (config-if) #

| vlan vian id}

Tabnuua 83 — KomaHapl pexxnma KoHdurypaumm nHtepderica Ethernet

KomaHda

3HayeHue/3Ha4yeHue
o yMonYaHuio

Aelicmeue

switchport mode private-
vlan {promiscuous | host}

no switchport mode

3apaTb pexkum paboTbl nopta B VLAN.

YCTaHOBUTb 3HaYeHMe MO YMOJIHaHUIO.

switchport mode private-
vlan trunk {promiscuous |
secondary}

no switchport mode pri-
vate-vlan trunk

3apaTb pexkum paboTbl nopta B VLAN Trunk.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

switchport private-vlan

primary_vlan:

[o6aBnTb OCHOBHYIO 1 BTopocTeneHHble VLAN Ha promiscuous-

mapping [trunk] pri- (1..4094); nHTEpoeiic.
mary_vlan add second- secondary_vlan: # Ha oguH promiscuous-uHtepdeiic Henb3a po06aBUTbL
ary_vlan (1..4094) | 6onbLue ogHoM primary vlan.
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switchport private-vlan
mapping [trunk] pri-
mary_vlan remove second-
ary_vlan

no switchport private-vian
mapping

Yaanutb BTopocteneHHble VLAN Ha promiscuous-uHTepoderice.

Ypaanutb OCHOBHYIO M BTOpocTeneHHble VLAN.

switchport private-vlan
hostassociation pri-
mary_vlan secondary_vilan

no switchport private-vlan
host-association

primary_vlan:
(1..4094)
secondary_vlan:
(1..4094)

[o6asuTb primary un secondary vlan Ha host-uHtepdeiic.
/I Ha oaun host-untepdeiic Henb3a po6asutb Gonblie
opgHou secondary vlan.

Ynanutb OCHOBHYO 1 BTopocTeneHHble VLAN.

switchport private-vlan as-
sociation trunk pri-
mary_vlan secondary_vlan

no switchport private-vlan
association trunk

primary_vlan:
(1..4094)
secondary_vlan:
(1..4094)

[o6asutb primary u secondary vlan Ha trunk-secondary
MHTepoeinc.
Ha oguH trunk-secondary untepdeiic Henbss f,06aBuUTbL
6onbLie ogHoii secondary vlan.

Ypaanutb OCHOBHYIO M BTOpocTeneHHble VLAN.

switchport private-vlan
trunk allowed vlan add
vlan

switchport private-vlan
trunk allowed vlan remove
vlan

vlan: (1..4094)

[o6aButb Ha PVLAN Trunk-uHTepdeic VLAN, He yyacTBytoLLel B
PVLAN.

Yaanutb Ha PVLAN Trunk-uHTepdeice VLAN, He yyacTByloLen B
PVLAN.

switchport private-vlan
trunk native vlan vian

no switchport private-vlan
trunk native vlan

vlan: (1..4094) /1

[No6aeutb Homep VLAN, He yyacTytowyto B PVLAN, B KauecTse
Default VLAN ana PVLAN Trunk-untepdeiica.

YCTaHOBWTb 3HaYeHMe N0 YMOHYAHUIO.

Tabnnua 84 — KomaHabl pexkmma KoHourypauum nHtepdeiica VLAN

KomaHoa

3HayeHue/3HayeHue
Mo yMmoan4YaHuo

Aelicmeue

private-vlan {primary |
isolated | community}

no private-vlan

BkAtounTb mexaHuam Private VLAN 1 3aaatb TMN nHTepdeitca.

OTKNOYNTb MexaHn3m Private VLAN.

private-vlan association
[add | remove]

secondary_vlan

[o6asuTtb (yaanuTb) npussasky sTopocteneHHon VLAN K
OCHOBHOW. HacTpolika npumeHnma TosbKo ansa primary VLAN.

no private-vlan association (1..4094) Yaanutb npusasky sTopocteneHHol VLAN K OCHOBHO.
/f MaKcmmanbHoe KonM4yecTBo BTopocteneHHbiXx VLAN — 256
MakcumanbHoe Konmyectso community VLAN, KoTopbie MOryT 6bITb aCCOLUMPOBAHbI

c oaHoi ocHoBHOI VLAN — 8.

[pumep Hacmpoliku uHmepgelicoe Kommymamopad Switch A (pucyHok 51 — [pumep pabomsl mex-

Hosno2uu Private VLAN)

e promiscuous-nopt — interface gigabitethernet 1/0/4
e isolated-nopt — gigabitethernet 1/0/1
e community-nopt — gigabitethernet 1/0/2, 1/0/3.

interface gigabitethernet 1/0/1

switchport mode private-vlan host

description Isolate

switchport forbidden default-vlan

switchport private-vlan host-association 100 201
exit

|
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interface gigabitethernet 1/0/2

switchport mode private-vlan host

description Community-1

switchport forbidden default-vlan

switchport private-vlan host-association 100 202

exit

interface gigabitethernet 1/0/3

switchport mode private-vlan host

description Community-2

switchport forbidden default-vlan

switchport private-vlan host-association 100 202

exit

interface gigabitethernet 1/0/4

switchport mode private-vlan promiscuous
description to Router

switchport forbidden default-vlan

switchport private-vlan mapping 100 add 201-202

exit

interface tengigabitethernet 1/0/1

switchport mode trunk

switchport trunk allowed vlan add 100,201-202
description trunk-swl-sw2

switchport forbidden default-vlan

exit

interface vlan 100

name primary
private-vlan primary
private-vlan association add 201-202

exit

interface vlan 201

name isolate
private-vlan isolated

exit

interface vlan 202

name community

Mpumep Hacmpoliku uHmepagelicos npu pabome mexHono2uu Private VLAN Trunk

trunk-isolated nopt — gigabitethernet 1/0/1
trunk-community nopt — gigabitethernet 1/0/2, 1/0/3
trunk-promiscous nopt — interface gigabitethernet 1/0/4

interface gigabitethernet 1/0/1

switchport mode private-vlan trunk secondary
description Trunk-Isolated

switchport private-vlan trunk allowed vlan add 301
switchport private-vlan association trunk 100 201

exit

interface gigabitethernet 1/0/2

switchport mode private-vlan trunk secondary
description Trunk-Community

switchport private-vlan trunk allowed vlan add 301
switchport private-vlan association trunk 100 202

exit

interface gigabitethernet 1/0/3

switchport mode private-vlan trunk secondary
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description Trunk-Community

switchport private-vlan trunk native vlan 302
switchport private-vlan association trunk 100 202
exit
|
interface gigabitethernet 1/0/4
switchport mode private-vlan trunk promiscuous
description Trunk-Promiscuous

exit

|

interface tengigabitethernet 1/0/1
switchport mode trunk

switchport trunk allowed vlan add 100,201-202
description trunk-swl-sw2
switchport forbidden default-vlan
exit

|

interface vlan 100

name primary

private-vlan primary

private-vlan association add 201-202
exit

|

interface vlan 201

name isolate

private-vlan isolated
exit

|

interface vlan 202

name community

private-vlan community

switchport private-vlan trunk allowed vlan add 301

switchport private-vlan trunk allowed vlan add 301
switchport private-vlan mapping trunk 100 add 201-202

5.10.4 Hacmpolika uumepgelica IP

IP-uHTEpdenc co3paétcs npu HasHadeHun IP-agpeca Ha ntobot M3 MHTepdencoB YCTPOMCTBA

gigabitethernet, tengigabitethernet, fortygigabitethernet, oob, port-channel nau vlan.

Bua 3anpoca KOMaHAHOW CTPOKM B pexkume KoHOUrypaumm nHtepoderica IP.

console# configure
console (config) # interface ip A.B.C.D
console (config-ip) #

[aHHbIN pexum A0CTyNeH U3 perrMma KoHbUrypaumm v npegHasHaydeH AN 3afaHWA napameTpos

KOoHoUrypaumm nHtepodeiica IP.

Tabnunua 85 — KomaHabl pexkmma KoHourypauum uHtepdelica IP

3HayeHue/3HayeHue
KomaHoa
o ymon4aHuio
directed-broadcast BkntounTb dyHKuMIO nepeBoaa IP directed-broadcast nakeTa B
CTaHAAPTHbIN LWIMPOKOBELLATE bHbI NaKeT U pa3pewmnTb
—/BbIK/IOYEHO . "
nepegavy yepes BblIbpaHHbIN UHTepdeiic.
no directed-broadcast 3anpetutb TpaHcasaumto IP directed-broadcast nakeTos.
helper-address ip_address BKNtounTb Nnepeagpecaumio WmpoKoselaTebHbix UDP-nakeTos
. Ha onpegaeneHHbIl agpec.
ip_address: A.B.C.D . PeA AP .
- - ip_address — |P-afpec Ha3Ha4YeHUs, Ha KOTopbIi ByayT
nepeHanpasAATbLCA NAKETbI.
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no helper-address ip_ad-

dress OTKAOYMTL Nepeagpecaumto WnpokoseLatenbHbix UDP-nakeTos.

ip irdp PaspelunTb paccbliky aHoHcoB npoTokona IRDP (ICMP Router
—/BK/IOYEHO Discovery Protocol).

noip irdp OTKNOYNTb PACCHIIKY aHOHCOB.

[pumepbl 8bINOAHEHUS KOMAHO

= Bratountb dyHKUMIO directed-broadcast:

console# configure

console (config)# interface PortChannel 1
console (config-if)# ip address 100.0.0.1 /24
console (config-if) # exit

console (config)# interface ip 100.0.0.1
console (config-ip) # directed-broadcast

5.11 Selective Q-in-Q

[aHHaa ¢GyHKUMA NO3BOMAET HA OCHOBE CKOHOUIYPUPOBAHHbLIX MpPaBua GUALTPALMKM NO HOMEpPaM
BHyTpeHHMx VLAN (Customer VLAN) npounssoantb aobasneHune sHewHero SPVLAN (Service Provider’s VLAN),
noameHaTb Customer VLAN, a TakKe 3anpewaTb NpoxoxaeHue Tpadpuka.

[na ycTponcTea co3aaeTca CUCOK NpaBua, Ha OCHOBaHMM KOToporo byaet obpabaTtbiBaTbea Tpaduk.

‘ MpaBuna Selective Q-in-Q ucnonb3yT annapatHble pecypcbl TCAM. CymmapHbii 06bem

’ npasun gaa cepsucos Selective Q-in-Q, Security Suite, DHCP Snooping, ARP Inspection, IP

& Source Guard, Port ACL, VLAN ACL. Policy Based VLAN (MAC, Subnet, Protocol), Rate Limit

per VLAN, PPPoE IA, VPC, L2PT, PIM Snooping paseH pasmepy TCAM onpeaeneHHoOro

ycTpoiicTBa (3a BbldeTOM 66 NpaBua No ymonyaHuioo). MakcumanbHoe Konmdectso SQinQ-

npaBun ANa OA4UHOYHOrO YCTPOACTBA NpuBeaeHo B Tabauue 9 — OCHOBHble TeXHUYeCcKue
XapaKTepUCTUKN.

Ecnun ycTtpoiictBa o6beguHeHbl B cTeK, To cepBucbl DHCP Snooping, VLAN ACL, Security

Suite, ARP Inspection, Rate Limit per VLAN, PPPoE IA, L2PT, PIM Snooping ucnonb3yiot

TCAM Bcex unit-oB cTeKa, a cepsuchbl Selective Q-in-Q, Port ACL, IP Source Guard, Policy

Based VLAN (MAC, Subnet, Protocol), VPC ucnonbsytor TCAM onpeaeneHHoro unit-a.

MaKcumanbHoe cymmapHoe Koaundectso SQinQ-npasun cteka MES5324 — 11600 npasua.

MaKcumanbHoe cymmapHoe KoandectBo SQinQ-npasun cteka MES33xx — 11136 npasua.

MaKcumanbHoe cymmapHoe KoandectBo SQinQ-npasun cteka MES23xx — 3456 npasua.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (QuanasoHa uHmepgelticos) Ethernet u Port-Chan-
nel

Bupg 3anpoca KOMaHAHOM CTPOKU perknma KOHbUrypaumnm nHtepdeica:

console# configure

console (config) # interface { gigabitethernet gi port | tengigabitethernet
te port | fortygigabitethernet fo port | oob | port-channel group | range
{..7}

console (config-if) #

126 Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES5324



HELTEX

Tabnnua 86 — KomaHabl pexkuma KoHourypauum nHtepdelica (amanasoHa nHtepodeicos) Ethernet

3HayeHue/3HayeHue
o ymon4aHuro

KomaHoa

Aelicmesue

selective-qinq list ingress
add_vlan vian_id [in-
gress_vlan ingress_vlan_id] vlan_id: (1..4094)

ingress_vlan_id: (1..4094)

Co34aTb NPaBMIO, HA OCHOBAHMM KOTOPOTO K BXOAALLEMY
nakeTy C BHelHel meTKoW ingress_vlan_id 6yaeT pobasnatbes
BTOpas MeTKa vlan_id. Ecnv ingress_vlan_id He yKa3biBaTb —
npasuao ByaeT NPUMEHATHCA KO BCEM BXOAALMM NakeTam, K
KOTOpbIM He 6blnn NpUMeHeHbl Apyrue npasuna («npasunao no
YMOYAHMION).

selective-qinq list ingress
deny [ingress_vlan in-

gress_vian_id] ingress_vlan_id: (1..4094)

Co3aatb 3anpeLlatoLlee NPaBuao, Ha OCHOBaHWU KOTOPOTO
BXOZAALLME MaKeTbl C BHELWWHEN MeTKoW Tera ingress_vlan_id
byayT oTbpacbiBaTbeA. Ecau ingress_vlan_id He yKka3sbiBaeTca —
6yayT 0TOpacbIBaTLCA BCE BXOAALLME NAKETDI.

selective-qinq list ingress
permit [ingress_vlan in-

gress_vlan_id] ingress_vlan_id: (1..4094)

Co3aaTb paspeluatoLLee NPaBMAO, HA OCHOBAHWUM KOTOPOTO
BXOAALLME NaKeTbl C BHELWWHe MeTKoW Tera ingress_vlan_id
byayT nepeaaBatbes 6e3 usmeHeHui. Ecav ingress_vian_id He
yKa3blBaeTca — byayT nepenaBaTbCA BCe BXOAALLME NAKeTbl 6e3
N3MEHEHWUN.

selective-qinq list ingress
override_vlan vian_id [in-
gress_vlan ingress_vlan_id]

vlan_id: (1..4094);
ingress_vlan_id: (1..4094)

Co3aaTb NPaBUAO, Ha OCHOBAHWUM KOTOPOTO BHELLHAA METKa
ingress_vlan_id Bxoaawero naketa 6y4eT 3amMeHATLCA Ha
vlan_id. Ecau ingress_vilan_id He yka3biBaTb — npasuio byget
NPUMEHATHCA KO BCEM BXOAALMM NaKeTam.

no selective-qging list in-

gress [ingress_vlan vian_id] vlan_id: (1..4094)

YpanuTtb yKasaHHoe npasuo selective qing a4ns exogawmx
naketoe. KomaHaa 6e3 napameTpa «ingress vlan» yaanaer
MPaBMI0 MO YMOHAHMIO.

selective-qinq list egress
override_vlan vian_id [in-
gress_vlan ingress_vlan_id]

vlan_id (1..4094);
ingress_vlan_id: (1..4094)

Co3aaTtb NpaBW/IO, Ha OCHOBAHUM KOTOPOTO BHELIHAS METKa
ingress_vlan_id ncxopauwero nakeTta 6yaeTt 3ameHATbCA Ha
vlan_id.

no selective-qging list

. . vlan_id: (1-4094)
egress ingress_vlan vian_id

YpanuTtb cnmcok npasun selective ging ga1a ncxoAawmx NakeTos.

KomaHObI pexcuma KoHguypauuu uHmepgpetica VLAN

Bupg 3anpoca KOMaHAHOM CTPOKM B pernume KoHourypaumm nutepdenca VLAN:

console (config-if) #

Tabnuua 87 — KomaHgbl perkmma KoHourypaumm nnitepoderica VLAN

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa

HAelicmeue

ip management outer-vlan
outer_vilan_id

outer_vlan_id: (1-4094)

Co34aTb NPaBMAO A1 ypaBaeHUs KOMMYTaTOPOM C MOMOLLbHO
Q-in-Q Tpaduka.
B KauectBe outer_vlan_id ucnonb3yerca sHewHuii VLAN
(S-VLAN). Ona pabotbl paHHOro npasuna uHTepdeiic
VLAN (C-VLAN) ponkeH 6biTb B coctosiHum Up.

no ip management

Ypanutb cozgaHHoe npasuno.

KomaHObi pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexuma EXEC:

console#
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Tabnmua 88 — KomaHabl pexkmma EXEC

Komanda 3HavyeHue/3HayeHue Leiicmeue
no ymoa4YaHuro

show selective-ging — OTo6pasunTb cnMcok npasun selective ging.
show selective-ginq inter- OTo6pa3nTb CNUCOK NpaBuA selective qing gna yKasaHHOro
face {gigabitethernet gi_port: (1..8/0/1..48); nopTa.
gi_port | tengigabitether- te_port: (1..8/0/1..24);
net te_port | fortygiga- fo_port: (1..8/0/1..4);
bitethernet fo_port | port- group: (1..48)

channel group}

show ip management [vlan . OTO6pasnTb CNNCOK NPaBWUA AN YNPaBAEHUA KOMMYTaTOPOM C
. vlan_id: (1-4094) .
vlan_id] nomouybto Q-in-Q Tpaduka.

[pumepbl 86IN0AHEHUA KOMAHO.

= Co3p4aTb NpaBwu/o, Ha OCHOBAHUM KOTOPOro, BHELIHAA METKa BXoAswero naketa 11 6ygert 3ame-
HATbCA Ha 10.

console# configure

console (config) # interface tengigabitethernet 1/0/1

console (config-if)# selective-ging list ingress override vlan 10
ingress-vlan 11

console (config-if) # end

=  OT06pasnTb CNNCOK CO3aaHHbIX Npasua selective ging:

console# show selective-ging

Direction Interface Rule type Vlan ID Classification by Parameter

ingress tel/1 override vlan 10 ingress_vlan 11

5.12 Storm Control gna pasnanuHoro Tpaduka (broadcast, multicast, unknown
unicast)

«LLItopm» BO3HMKAET BCAEACTBME Ype3mepHOro KonuyectBa broadcast-, multicast-, unknown unicast-
coobLLeHNI, 0 AHOBPEMEHHO NepesaBaemMbix Mo CETU Yepes OAMH NOPT, YTO MPUBOAMUT K MeperpysKe pecypcos
CETU M NOABAEHUIO 3aepiKeK. «LLITopm» MOXKET BOSHUKHYTb NMPWY HaIMYMM «3aKO/IbLLOBAHHbIX» CEFTMEHTOB B CETU
Ethernet.

KommyTaTop wu3mepseT CKOpOCTb MPUHMMAEMOro LWMPOKOBELATENbHOTO, MHOrOaApPecHoro U
HEeW3BECTHOTO OAHOAAPECcHOro TpaduKa ANA MOPTOB C BKAOYEHHbIM KOHTPOJIEM LUMPOKOBELLATENBHOTO
«WTOPMa» M OTOpacbIBAET NaKeTbl, €C/IM CKOPOCTb NPEBbILLAET 3a4aHHOE MaKCMMa/ibHOE 3HaYeHHe.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

BunAa 3anpoca KOMaHAHOM CTPOKM B pexkmme KoHdurypaummn nHtepdeica Ethernet, nHtepdeiica rpynnoi
NnopTOoB:

console (config-if)#
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Tabnnua 89 — KomaHabl pexkmma KoHourypauum uHtepdelica Ethernet

KomaHoa

3Ha4yeHue/3HayeHue
o ymon4YaHuro

Aelicmeue

storm-control multicast
[registered | unregistered]
{level level | kbps kbps}
[trap] [shutdown]

no storm-control multicast

level: (1..100);
kbps: (1..10000000)

BK/IOYNTBL KOHTPO/Ib MHOF0aAPeCHOro TpaduKa:

- registered — 3aperucTpupoBaHHoOro;

- unregistered — He3aperncTpMpoBaHHOrO.

- level — 06bem TpaduKa B NpOLLEHTAX OT MPOMNYCKHOW CNocobHo-
TV nHTepodeiica;

- kbps — obbem TpadukKa.

Mpu obHapy»eHnn mHoroagpecHoro Tpaduka nHTepdenc mo-
KeT 6bITb oTKAtoUeH (shutdown) nnn gobasneHa 3anuch B XKyp-
Han coobuieHui (trap).

BbIK/IOYNTL KOHTPO/Ib MHOTOaAPeCcHOro TpaduKa.

storm-control multicast
[registered | unregistered]
{pps pps} [trap] [shutdown]

no storm-control multicast

pps: (125.. 19531250)

BK/IIOYNTb KOHTPO/Ib MHOTOAAPeCcHOro TpaduKa:

- registered — 3aperucTpupoBaHHoOro;

- unregistered — He3aperncTpMpoBaHHOrO.

- pps — KONMYECTBO MaKeTOB B CEKYHAY.

Mpw 06HapyKEeHNN MHOToaAPeCcHOro TpaduKa UHTepdec moxeT
6bITb OTKAOYEH (shutdown) naun gobaBneHa 3anuch B XKypHan co-
obLeHuii (trap).

BbIK/IHOYMTb KOHTPO/Ib MHOTOAAPECHOrO TpadumKa.

storm-control unicast {level
level | kbps kbps} [trap]
[shutdown]

no storm-control unicast

level: (1..100);
kbps: (1..10000000)

BK/IIOYNTb KOHTPO/Ib HEM3BECTHOIO OHOAAPECHOrO TPaduKa.

- level — 06bem TpaduKa B NpoOLLEHTaX OT MPONYCKHOM CNOCO6HO-
T nHTepodeiica;

- kbps — obbem Tpaduka.

Mpwn obHapyKeHUN HEU3BECTHOTO OAHOAAPECHOrO TpaduKa UH-
Tepdelic MoxKeT 6bITb oTKAtoYeH (shutdown) nam pobasneHa 3a-
NUCb B XKypHan coobuieHunii (trap).

BbIKOYMTL KOHTPOJIb O4HOAAPECHOro TpaduKa.

storm-control unicast { pps
pps} [trap] [shutdown]

no storm-control unicast

pps: (125.. 19531250)

BK/HOUMTbL KOHTPO/Ib HEM3BECTHOMO O4HOAAPECHOro TpaduKa.

- pPS — KOJIMYECTBO NAKETOB B CEKYHAY.

Mpy obHapy»KeHUU HEMU3BECTHOIO OA4HOAAPECHOrO TpaduKa UH-
Tepdelic MoxKeT 6bITb OTKAtoYeH (shutdown) nnu gobasneHa 3a-
NUCb B KYpHaa coobLueHni (trap).

BbIKOYMTL KOHTPOJIb OA4HOAAPECHOro TpaduKa.

storm-control broadcast
{level level | kbps kbps}
[trap] [shutdown]

no storm-control broadcast

level: (1..100);
kbps: (1..10000000)

BKHOUMTBL KOHTPO/Ib LUMPOKOBELLaTeNbHOrO TpaduKa.

- level — 06bem TpaduKa B NpoL,eHTax OT NPONYyCKHOM CNOcobHO-
CTU uHTepodelica;

- kbps — obbem TpadukKa.

Mpy 0B6HapyKeHUN WNPOKOBELLATENbHOIO Tpaduka MHTepdeiic
MO3KeT bbiTb oTKkAtoveH (shutdown) man pgobasneHa 3anuch B
YKYpHan cooblueHwnit (trap).

BbikntounTb KOHTPO/1b LWWMPOKOBELWLATE/IbHOIO Tpad:lea.

storm-control broadcast
{pps pps} [trap] [shutdown]

no storm-control broadcast

pps: (125.. 19531250)

BK/IIOYNTB KOHTPO/Ib LUIMPOKOBELLATENbHOTO TpaduKa.

- pps — KONMYECTBO MaKeTOB B CEKYHAY.

Mpy 06HapyKeHUN WNPOKOBELLATENbHOIO Tpaduka MHTepdeiic
MO3KeT 6biTb oTKAtoveH (shutdown) unm pgobasneHa 3anucb B
YKYypHan cooblueHwni (trap).

BbikntounTb KOHTPO/1b LWWMPOKOBELWLaTe/NIbHOIO Tpad)m(a.

KomaHObl pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:

console#
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Tabnmua 90 — KomaHabl pexkmma EXEC

Komanda 3HavyeHue/3Ha4yeHue Leiicmeue
o YyMOAYAHUIO
show storm-control inter- MNokasaTb KoHUrypaumo GyHKUUMM KOHTPOAA «LWTOPMa» Ans
face [gigabitethernet gi_port: (1..8/0/1..48); | ykasaHHoro nopta 160 Bcex NOpTos.
gi_port | tengigabitether- te_port: (1..8/0/1..24);
net te_port | fortygiga- fo_port: (1..8/0/1..4)

bitethernet fo_port]

[pumepbl 8bINOAHEHUS KOMAHO

= BK/HOUYUTb KOHTPO/b LMPOKOBELLATENBHOIO, MHOrOAAPECHOIO N OAHOAAPECHOrO TpaduKa Ha 3-m
nHTepodelice Ethernet. YcTaHOBUTbL CKOPOCTb AN KOHTpOAUPYemoro Tpaduka — 5000 K6/c: gns wu-
pokosewartenbHoro, 30 % NoaoCbl NPONyCcKaHMA gNA Bcero MHoroagpecHoro, 70 % ana HeM3BecTHOro
0AHO3ApPECHOrO.

console# configure

console (config) # interface TengigabitEthernet 0/3

console (config-if)# storm-control broadcast kbps 5000 shutdown
console (config-if)# storm-control multicast level 30 trap
console (config-if)# storm-control unicast level 70 trap

5.13 pynnbi arperauum KaHanos — Link Aggregation Group (LAG)

KommyTaTopbl obecneymBaloT noagepkky rpynn arperaumm KaHanos LAG B Ko/IMYecTBe COr/1acHO
Tabnuue 9 (cTpoka «Arperauma KaHanos (LAG)»). Kaxkgas rpynna nopToB A0/XHa COCTOATb U3 MHTepdeicos
Ethernet ¢ oaMHaKkoBoOW CKOpPOCTbIO, paboTaloWwmx B AyNAeKCHOM pexunme. ObbeamMHeHWe NOpToB B rpynny
yBENNUYMBAET NPOMYCKHYHO CNOCOBHOCTb KaHafia MeXKay B3aMMOAEeNCTBYOWMMM YCTPOMCTBAMM M MOBbILIAET
OTKa30yCTOMYMBOCTb. [pynna NopToB ABAAETCA A1 KOMMYTaTOPa OAHUM NOTMYECKMM MOPTOM.

YCTPOWCTBO NOAAEPKUBAET ABA PexkMma paboTbl rpynnbl NOPTOB — CTAaTMYecKasa rpynna M rpynna,
paboTatowas no npotokony LACP. Pabota no npotokony LACP onucaHa B COOTBETCTBYlOWEM pasgene
KOHUrypaumum.

/ Ecan pana uHtepdeiica npousBeaeHbl HACTPOKK, TO ana Aob6aBaeHUA ero B rpynny cae-
‘ AYeT BEPHYTb HACTPOIKU N0 YMOJIYAHUIO.

[obasneHne nHTepdelicos B rpynny arperaumn KaHanoB AOCTYMHO TOAbKO B peKMme KoHdUrypauum
nHTepdelica Ethernet.

KomaHObI pexcuma KoHguaypauyuu uHmepgetica Ethernet

BuAa 3anpoca KOMaHAHOM CTPOKM B pexume KoHpurypaumnm nHtepdelica Ethernet:

console (config-if) #
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Tabnmua 91 — KomaHabl pexkmuma KoHpurypaumm uHtepodeiica Ethernet

3HayeHue/3HayeHue
1o ymMoA4YaHuro

KomaHda

Aelicmeue

channel-group group mode
mode group: (1..48);

mode: (on, auto)

no channel-group

[ob6asutb ethernet-nHtepdeiic 8 rpynny nopTos.
- on — po6asuTb NOpT B KaHan 6e3 LACP;
- guto — po6aBuTb NOPT B KaHan ¢ LACP B pexxunme «activer.

Yaanutb Ethernet-uHtepdeiic n3 rpynnbl nopTos.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Port-Channel

BuAa 3anpoca KoMaHAHOWM CTPOKM B pexume KoHpurypaunm nHtepoeliica Port-Channel:

console (config-if)#

Tabanua 92 — KomaHabl pexkmma KoHourypauum nHtepdeiica Port-Channel

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHda

Aeiicmeue

lacp min-links min-links

min-links: (1..8)/1

no lacp min-links min-links

3agaTb MMHMMANbHOE YMCI0 aKTUBHbIX IMHKOB B cocTase Port-

Channel, npn KoTopom oH nepexoauT B coctosiHue Up.
HacTpoiika Bo3moXKHa TonbKo npu pabote Port-Channel
B pexxume LACP.

YCTaHOBUTb 3HAYeHMe Nno YMO/I4aHUIO.

KomaHObI pexcuma 2a0b6aab6HoU KOHGuU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKU PeXKMMa rnobanbHOM KOHGUIypauum:

console# configure
console (confiqg) #

Tabanua 93 — KomaHapl pexunma rnobanbHon KoHoUrypaumm

3HayeHue/3HayeHue
no ymon4aHuio

KomaHda

Aeiicmeue

port-channel load-balance
{src-dst-mac-ip |
src-dst-mac | src-dst-ip |
src-dst-mac-ip-port |
dst-mac | dst-ip | src-mac |
src-ip} [mpls-aware]

—/src-dst-mac-ip

no port-channel load-bal-
ance

3apaTb MexaHU3m 6anaHCMPOBKM Harpysku gna ctpaternm ECMP
W ANA rPYNNbl arpernpoBaHHbIX MOPTOB.

- src-dst-mac-ip — mexaHn3m 6anaHCUpPOBKM OCHOBbLIBAETCA HA
MAC-agpece u IP-agpece;

- src-dst-mac — mexaHu3m 6anaHCMPOBKM OCHOBBIBAETCA HA
MAC-agpece;

- src-dst-ip — mexaHu3m 6anaHCMPOBKM OCHOBbIBaETCA Ha IP-
aapece;

- src-dst-mac-ip-port — mexaHn3m 6anaHCMPOBKU
ocHoBbiBaeTcsA Ha MAC-agpece, IP-agpece u TCP-nopTte
Ha3HayeHus;

- dst-mac — mexaHu3m 6anaHCUPOBKM OcHOBbIBaeTcA Ha MAC-
ajpece noayyartens;

- dst-ip — mexaHn3m 6anaHCMPOBKM OCHOBbLIBaeTCA Ha IP-
ajpece noayyatens.

- mpls-aware — BK/oueHmne napcuHra L3/L4-3aronoBsKos
naketos ¢ MPLS-meTkamu gna Bcero ycTpoincTea. AKTyaNbHO
TO/IBKO C pexknmamu 6anaHcMpoBku no L3/L4-3aronoskam
nakerta.

Bo3BpaT K HacTpoiiKam 6anaHCUPOBKM HArpy3Ku1 No yMONYaHUIO.
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KomaHOb! pexcuma EXEC

BunAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console>

Tabnnua 94 — KomaHabl pexkmma EXEC

3HaveHue/3HayeHue .
KomaHoa / Aelicmeue
no ymoa4YaHuro
show interfaces channel- MokasaTb MHGOPMaLMIO NO rPpynne KaHanoB..
group: (1..48) bopmay, Py
group [group]

5.13.1 Cmamuyeckue 2pynnel azpe2ayuu KaHanoe

CDyHKLI,MEI\;I CTaTh4yeckux rpynn LAG asnaetcaA OG'bE,D,MHEHME HECKOJZIbKUX ¢M3M‘-IECKMX KaHa/z10B8 B O4WUH,
YTO MNO3BONAET YyBE/IMYNUTL MPONYCKHYHO CNOCOBHOCTb KaHa/sia M MOBbLICUTb €ro OTKa30yCTOﬁHMBOCTb. Ana
CTaTUYECKUMX rpynn NnpnopuTeT MCNnos1b3oBaHNA KaHa/10B B O6'be,£],MHEHHOM ny4yke He 3a4aeTcA.

/ [Ona BrAoUeHUs paboTtbl MHTepdeiica B COCTaBe CTAaTUYECKON rpynmnbl UCMONb3YiiTe KO-
‘ maHay channel-group {group} mode on B pexxume KoHPUrypauumn cooTBETCTBYIOLLErO UH-
Tepdeiica.

5.13.2 lpomokon azpeaayuu KaHanoe LACP

dyHKumen npotoKkona Link Aggregation Control Protocol (LACP) aBnaeTca o6beguHEHME HECKONbKUX
dU3NYECKMX KaHaNoB B OAMH. ArperMpoBaHvMe KaHanOB MCMOAb3YeTCA ANA YBEAUYEHMS MNPOMYCKHOW
CNOCO6HOCTM KaHana M MNOoBbllEHMA ero oTKasoycTtoiumsocTn. LACP nossossieT nepepasaTb TpPaduK no
06beAMHEHHbIM KaHanam B COOTBETCTBUM C 334aHHbIMUW NPUOPUTETAMMU.

V Ona BKAoyeHUA paboTbl MHTepdeiica no npotokony LACP ucnonb3yite KOmaHAay
channel-group {group} mode auto B pexume KOHPUrypaunmn cooTBETCTBYIOLLETO UHTEP-
deiica.

KomaHObI pexcuma 2a0baab6Hol KOHuU2ypayuu

BunAa 3anpoca KoMaHAHOM CTPOKM pexxnma rnobanbHOm KOHOUrypaumm:

console (config) #

Tabnnua 95 — KomaHabl pexkmuma rnobanbHo KoHPUrypaumum

3HaveHue/3HayeHue .
KomaHda / Aelicmeue
no yMmon4aHuio
lacp system-priority value YCTaHOBUTb NPUOPUTET CUCTEMDI.
— value: (1..65535)/1
no |an system-prlorlty YCcTaHOBUTb 3HaYeHue no YMOIHaHUIO.
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KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoOHPuUrypaumnm nHtepderica Ethernet:

console (config-if) #

Tabnmua 96 — KomaHabl pexkmuma KoHpurypaumm nHtepodeiica Ethernet

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

lacp timeout {long | short}

Mo ymonyanumo
ncnosbsyerca

no lacp timeout

3HaveHue long

YCTaHOBUTb aAMUHUCTPATUBHbINM TalimayT npoTokona LACP:
- long — annTenbHoe Bpems TarimayTa;
- short — manoe Bpema TanmayTa.

YCTaHOBWTb 3HaYeHMe N0 YMOIYAHWIO.

lacp port-priority value

no lacp port-priority

value: (1..65535)/1

YcTaHOBUTL NpuopuTeT uHTepdeica Ethernet.

YCTaHOBWTb 3HaYeHMe N0 YMOIYAHWIO.

KomaHObI pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perknma EXEC:

console#

Tabanuya 97 — KomaHabl pexkmma EXEC

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aeiicmeue

show lacp {gigabitethernet
gi_port | tengigabitether-
net te_port | fortygiga-
bitethernet fo_port} [pa-
rameters | statistics | pro-
tocol-state]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

Mokaszatb uHPopmauuto o npotokone LACP ana nHtepdelica
Ethernet. Ecnn fononHWTeNbHbIE NAaPAaMETPbI HE UCMONb3YHOTCA,
To 6yaeT nokasaHa BcA MHGOPMaLUA.

- parameters — nokasblBaeT NapameTpbl HACTPOMKM
NPOTOKONa;

- statistics — noka3sbIBaeT cTaTUCTUKY PaboTbl MPOTOKOAA;

- protocol-state — nokasbiBaeT cocTosiHMe paboTbl NPOTOKONA.

show lacp port-channel
[group]

group: (1..48)

Mokaszatb MHPopmauuto o npotokone LACP ana rpynnbl NopTos.

[pumepbl 8bINOAHEHUS KOMAHO

= Co3patb Nnepsyto rpynny noptos, paboTatoLLyto no npotokoay LACP u BKAtoYatoLwyto ABa UHTepdelica
Ethernet — 3 n 4. CkopocTb paboTbl rpynnbl — 1000 M6uT/c. YcTaHOBUTL NPUOPUTET CUCTEMbI — 6,
npuoputetbl 12 n 13 gna noptos 3 n 4 COOTBETCTBEHHO.

console# configure
console (config) # lacp system-priority 6
console (config) # interface port-channel I
console (config-if)# speed 10000
console (config-if) # exit
console (config) # interface TengigabitEthernet 1/0/3
console (config-if)# speed 10000
console (config-if) # channel-group 1 mode auto

console (config-if) # exit
console (config) # interface TengigabitEthernet 1/0/4
console (config-if)# speed 10000

console (config-if) # channel-group 1 mode auto
console (config-if)# lacp port-priority 13
console (config-if) # exit

(
(
(
(
(
(
console (config-if) # lacp port-priority 12
(
(
(
(
(
(
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5.13.3 Hacmpoiika mexnonoz2uu Multi-Switch Link Aggregation Group (MLAG)

Kak n LAG, BupTyanbHble LAG no3BosatloT 06beanMHUTb OAHY MAW HecKosibKo Ethernet-nuuHunii ons
yBeANYEeHMA CKopocTu K obecneyeHmsa oTkasoyctohumsocTn. MLAG TaK e u3secTHa Kak VPC (Virtual port-
channel). NMpu obbluHOM LAG arpernpoBaHHble TMHUM AONXKHbI BbITb Ha OAHOM (M3MUYECKOM YCTPOICTBE, B
cnyyae xe ¢ VPC arpervpoBaHHble JIMHUN Haxo4ATCA HA pasHbix Gu3nyeckux yctpoicreax. OyHkuma VPC
No3BONAET COeAMHUTD ABa GMU3NYECKUX YCTPOICTBA B OAHO BUPTYanbHOE.

/ Mpwu HacTpoiike VPC Ha 0AHOPAHTOBbIX KOMMYTATOPaX A0/XKHa 6biTb 0AMHaKOBas BepcUus
nporpammHoro obecneueHms.

/ VPC Port-Channel KOHTPOAMPYIOTCA TO/IBKO KOMMYTaTOPOM C Posiblo Primary, KommyTa-
Top Secondary ucnosb3yeT HacTpoiiku Primary.

KomaHObI pexcuma 2106aa6Hol KOHGuU2ypayuu

BuA 3anpoca KOMaHAHON CTPOKM pexxnma rinobanbHOM KoOHOUrypaumum:

console (config) #

Tabanuya 98 — KomaHabl pexkmma rnobanbHoM KoHpUrypaumum

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

vpc domain domain_id

no vpc domain domain_id

domain_id: (1..255)

Cospatb VPC-gomeH.
s Ha opgHOMm ycTpoiicTBe MOXKeT 6biTb CO3AaH TO/IbKO
V oauH gomeH VPC. Ha napHbIX yCTPOMACTBaX A0/MKEH
6bITb 0guHaKoBbI VPC-gomeH.

Yaanute VPC-gOMEH C ycTpolicTBa.

vpc group group_id

no vpc group group_id

group_id: (1..63)

Co3spatb VPC-rpynny. [1nA Kax[oro arpernpoBaHHOro UHTep-
deica fonkHa bbiTb co3gaHa otaenbHas VPC-rpynna. Ha nap-
HbIX ycTpoMcTBax Homepa VPC-rpynn foMXKHbI COBNAAaTb.
1 CymmapHoe Konuyectso VPC-rpynn He moXKeT npe-
V BbiCUTb 48.

Ypanute VPC-rpynny ¢ ycTpomcTea.

vpc

no vpc

—/BbIK/IIOYEHO

Bkntountb pexkum VPC. UcnonblyeTtca nocne KoHoUrypaumm
VPC.

Bbikntountb pexkum VPC.

KomaHObI pexcuma KoHguaypayuu VPC

Bupg, 3anpoca KOMaHAHOM CTPOKM pexmnma KoHdurypaummn VPC:

console (config) # vpc domain domain id
console (config-vpcdomain) #

Tabnnua 99 — KomaHabl pexkmma KoHourypaumm VPC

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

peer link group

no peer link

group: (1..48)

HasHauutb Port-Channel B kauectse peer-link.

NckntoumTb Port-Channel 13 yyactma s VPC.
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peer detection

—/BbIK/OYEHO

no peer detection

BkntounTb peer detection protocol.
I Peer-detection — A0ONOAHUTENbLHbIN MeEXaHU3M,
V obecneunsaiowmii pyHKunoHuposaHue VPC B cny-
yae obpbiBa peer-link. Moatomy 3anpeuwiaerca uc-
nonb3oBaHue peer-link gna opraHusaumMm uHTEp-
deiica peer-detection.

Bbikntountb peer detection protocol.

peer detection interval

msec
msec: (200..4000 )/700

no peer detection interval ms

3afaTb MHTEpBaa OTNPaBKKU coobuieHunid peer detection pro-
tocol.

YCTaHOBWTb 3HaYeHMe N0 YMOJTHAHUIO.

peer detection timeout

msec msec:

(700..14000)/3500ms

no peer detection timeout

3afaTb Bpems oxuaaHus oTeeTa peer detection protocol.

YCTaHOBUTb 3HaYeHue no YMO4YaHUIO.

peer detection ipaddr
dest_ipaddress
source_ipaddress [port
udp_port] udp_port:

(1..65535)/50000

no peer detection ipaddr

Hactpoutsb IP-agpec nonyyatensa naketos, |IP-agpec otnpasu-
Tena u UDP-nopT ans peer detection protocol.

YCTaHOBUTb 3Ha4YeHMe NO YMOIYAHMUIO.

peer keepalive

no peer keepalive

BkntoumTb cnyx6y keepalive.

BbIkntounTb cnyby keepalive.

peer keepalive timeout sec
sec: (2..15)/5

no peer keepalive timeout

3apaTb BpemA OXMUAAHWA OTBETa Ha 3anpoc LenoCTHOCTU
peer-link.

YCcTaHOBUTb 3HaYeHue no YMONYaHULO.

role priority value value: (1..255)/100

no role priority

YCTaHOBUTb NPUOPUTET YCTPOMCTBA. YCTPOMCTBO C MEHbLUMM
3HauyeHWem byaeT HasHayeHo Primary.

YCTaHOBUTb 3HaYeHue No YMON4YaHULO.

system mac-addr mac_ad-
dress _

no system mac-addr

YcraHosutb MAC-agpec cuctembl Ana otnpasku B VPC-nopThbl.

YCcTaHOBUTb 3HaYeHue no YMONYaHUILO.

system priority value
value: (1..65535)/32767

no system

YCTaHOBUTb NPUOPUTET CUCTEMbI A5 OTNpaBku B VPC-nopTbl.
[onxeH bbITb 0AMHAKOBbIN Ha 060MX YCTPOICTBAX.

YCcTaHOBUTb 3HaYeHue no YMONYaHUILO.

KomaHObl pexcuma KoHguaypayuu VPC

BunAa 3anpoca KOMaHAHOM CTPOKK pexunuma KoHdurypaumm VPC-group:

console (config)# wvpc group group-id

console (config-group) #

Tabanuya 100 — KomaHgb! pexkuma KoHdurypaumm VPC

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

KomaHoa

Aelicmeue

domain domain_id

domain_id: (1..255)

no domain domain_id

YcraHoButb VPC-group yneHom VPC-gomeHa.

Ucknountb VPC-group 13 VPC-gomeHa.
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vpc-port group

no vpc-port group

group: (1..48)

LOo6asutb Port-Channel 8 VPC-rpynny.

UckntounTb Port-Channel ns VPC-rpynnoi

KomaHOobi pexcuma EXEC

BuAa 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#

Tabnmua 101 — KomaHabl pexkmma EXEC

KomaHda

3HayeHue/3HayeHue
1o yMoA4YaHuro

Aeiicmeue

show vpc

OT106pa3unTb MHGopmaumto o KoHourypaumm VPC.

show vpc group id

OT06pa3unTb MHopMaLMIo 0 TekyLem coctoaHumn VPC Group id.

show vpc peer-detection

OTob6pa3unTb cocTosiHMe cyXbbl peer detection protocol.

show vpc role

OT06pas3uTb MHGOPMaLMIO O POSIN YCTPOMCTBA.

show vpc statistics peer {
keepalive | link | detection

}

OT106pa3nTb cOCTOAHME cHETYUKOB cyxbbl VPC.

5.14 Hacrtpoiika IPv4-agpecauun

B naHHOM pasgene onvcaHbl KOMaHAbl A8 HACTPOMKM CTaTUYECKMX NapameTpoB |IP-agpecauunm, Takmx
Kak IP-agpec, macka nopaceTu, WA3 Mo ymoayaHuto. Hactpoika npotokosos DNS u ARP onucaHa B
COOTBETCTBYIOLWMX pPa3genax JOKyMeHTauuu.

KomaHObI pexcuma KoHgu2ypauuu uHmepgelica Ethernet, uHmepdgpelica epynnsl nopmos, VLAN,

Loopback

BunA 3anpoca KOMaHAHOM CTPOKM B pexkmme KoHdurypaummn nHtepdeica Ethernet, nHtepdeiica rpynnoi
noptos., nHTepdeica VLAN, nutepdeiica Loopback.

console (config-if)#

Tabnumua 102 — KomaHapl pexkuma KoHoUrypaumm nHtepderica

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ip address ip_address {mask
| prefix_length}

no ip address [/P_address]

prefix_length: (8..32)

HasHauuTb 3agaHHOMy WHTepdelicy IP-agpeca u macku noa-
cetwn.
! 3HauyeHue MacKu MoKeT 6bITb 3anucaHo nn6o B $pop-
V mate X.X.X.X, nm6o B popmare /N, rae N — Konunue-
CTBO eAUHM1L, B ABOUYHOM NpeACcTaB/leHUN MACKU.

Yaoanuts IP-agpec uHtepoeiica.

ip address dhcp

no ip address dhcp

MNonyumnTs IP-agpec ana HacTpansaemoro nHTepdeica ot DHCP-
cepBepa.
V He ucnonb3yetca ans loopback-unrepdeiica.

3anpeTntb ucnonb3osaHune npotokona DHCP ana nonyyeHuma IP-
afpeca BblbpaHHbIM MHTEpdeiicom.
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ip unnumbered [vlan Paspewntb KoHdUTypupyemomy uHTepdeicy 3ammcresosathb IP-
vlan_id | loopback loop- vlan_id: (1..4094); appeca VLAN n Loopback-nHtepdelica.

back_id] loopback_id: (1..64)

no ip unnumbered OTKNOYUTD GYHKLMIO 3aMMCTBOBaHUA agpeca.

KomaHObI pexcuma 2a0b6an6Hol KoOHgpu2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B peXKuUme r106anbHON KOHPUrypaumm:

console (config) #

Tabnnua 103 — KomaHabl pexuma rnobanbHom KoHduUrypaumm

3HaveHue/3Ha4yeHue "
KomaHoa / Aelicmeue
no ymon4yaHuro

ip default-gateway ip_ad- 3a4aTb ANA KOMMYTaTOpa aApec Wk03a Mo YMOAYAHMIO.
dress —/wno3 no

- YMO/IYaHMIO He 3a4aH -
no ip default-gateway Y4anuTb HazHauYeHHbI agpec WA3a Mo YMOAYAHMUIO.
ip helper-address {ip_inter- BkntounTb nepeagpecaumio wmpokosewaTenbHbix UDP-nakeTos
face | all} ip_address Ha onpeAaeneHHbI agpec.
[udp_port_list] - ip_interface — IP-agpec uHTepdeiica, ANA KOTOporo

BbINO/IHAETCA HACTPOIKA;

- all — no3BonsAeT BbIGPaTL BCe IP-MHTEpENCHI YyCTPONCTBa;

- ip_address — |P-agpec HasHa4YeHMA, Ha KOTOpbIN byayT
nepeHanpasaATbcA nakeTbl. 3Ha4yeHne 0.0.0.0 oTkiovaeT
nepeazpecauuto;

- udp_port_list — cnucok noptos UDP. LLnpokoBselaTebHbIl
TpaduK, HanpaBAEHHbIN Ha NePeYNCNeHHbIe B CMUCKE NOPTHI,
noasepraeTca nepeagpecauun. MakcumanbHoe obluee
KOZIMYeCcTBO NOPTOB M a4pPecoB Ha ycTpoiicTeo — 128.

—/BbIK/IOYEHO

no ip helper-address {ip_in-

] OTMEHUTb Nepeagpecaumio Ha 3agaHHbIX HTepdeiicax.
terface | all} ip_address Peaapecau A pé

KomaHOwbl pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM cTPOKK B pexume Privileged EXEC:

console#

Tabnnua 104 — KomaHgb! pexkuma Privileged EXEC

Komanda 3HavyeHue/3Ha4yeHue Neiicmeue

o ymMmon4aHuro

clear host {* | word} word: (1..158) Yaanutb n3 namaTn nonyyYeHHble no npotokoay DHCP 3anucu
o COOTBETCTBUI MMEH UHTepdeicos 1 nx IP-agpecos.
CYMBO/IOB *
— YZanuTb BCE COOTBETCTBUA.
renew dhcp {gigabitether- OTnpasuTb 3anpoc K DHCP-cepeepy Ha o6HoBNeHMe IP-agpeca.
net gi_port | tengiga- gi_port: (1..8/0/1..48); | - force-autoconfig — npu o6HoBNeHMM IP-agpeca 3arpyKaerca
bitethernet te_port | for- te_port: (1..8/0/1..24); | koHdwurypaumsa c TFTP-cepsepa.
tygigabitethernet fo_port | fo_port: (1..8/0/1..4);
vlan vian_id | port-chan- group: (1..48)
nel group | oob} [force-au- vlan_id: (1..4094)
toconfig]
show ip helper-address . OT06pa3unTb Tabaunuy nepeagpecaummn WupokosewatTenbHbix UDP-
naKeTos.
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KomaHOb! pexcuma EXEC

BuAa 3anpoca KomaHAHON CTPOKM B pexume EXEC:

console>

Tabnnua 105 — KomaHab! pexkuma EXEC

KomaHda

3HayeHue/3HayeHue
no yMmoA4aHuo

Aeiicmeue

show ip interface [vrf {vrf-
name | all} | gigabitether-
net gi_port | tengiga-
bitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group | loop-
back loopback id | vlan
vlan_id | oob]

vrf-name: (1..32)
CUMBONA;
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
loopback_id : (1...64)
vlan_id: (1..4094)

MokaszaTtb KOHOUrypaumio IP-aapecaunn Ana ykasaHHOro
nHTepderica nam obaactn BUPTyanbHOW MapLupyTusauum (vrf).

5.15 Hacrpoika Green Ethernet

Green Ethernet — TexHosnorva, nNo3BoNAOWAA CHM3UTb 3HepronoTpebsieHne yCTPoMCTBa 3a cyer
OTKNHOYEHUA NUTaHUA ANA HEAKTUBHbIX 3/IEKTPUYECKUX NOPTOB N U3SMEHEHUNA YPOBHA NepeaaBaeMoro CurHanaa
B 3aBMCMMOCTM OT ANMHbI Kabens.

KomaHObI pexcuma 2a06ana6HolU KOHuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B peXKUme r1o6anbHON KOHPUrypaumm:

console (config) #

Tabnuua 106 — KomaHapl pexknuma rnobanbHom KoHdUrypauum

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

green-ethernet energy-de-
tect

BKAtOUMTL 3HeprocheperatoLLnii pexknm s HeaKTUBHBbIX
nopToB..

no green-ethernet
short-reach

no green-ethernet en- /eeiknioden OTKAOUNTb 3HeprocbeperaoWwmii PeXKUm ANA HeaKTUBHbIX
ergy-detect nopToB.
green-ethernet short- BKAOUNTL SHEeprocbeperatoLmin pexmm A NopToB, K KOTOPbIM
reach NOAK/OYAOTCA YCTPOMCTBA C ANMHOW Kabensa noakatoueHnn
MeHbLLEe MOPOroBOro 3HaYeHMA, YCTaHaBAMBAEMOTO C MOMOLLbHO
—/BbIK/OYEH

KomaHzabl green-ethernet short-reach threshold.

OTKAOUNTb 3Heprocbeperaowmii PeKMM Ha OCHOBaHWUM ANUHbI
Kabens.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica

Bupa 3anpoca KOMaHAHOM CTPOKU B pexknume KoHpurypaummn nHtepoderica Ethernet:

console (config-if) #
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Tabnunua 107 — KomaHabl pexkuma KoHpurypaumm nHtepdelrica Ethernet

3Ha4yeHue/3HayeHue
Mo ymon4aHuro

KomaHoa

Aelicmeue

green-ethernet energy-de-

BKAtounTb 3Heprocbeperatowmin pexkum ans nHtepdeiica.

no green-ethernet
short-reach

tect

—/BKAItOYEH — —
no green-ethernet en- OTKAOYUTL SHeprocbeperaroLmnin pexkum ans nHtepdeiica.
ergy-detect
green-ethernet short- BKA0UNTb 3HeprocbeperatoLmiti peskMm Ha OCHOBaHMM AJ/IUHbI
reach Kabens.

—/BKAtOYEH

OTKNOUNTb 3Heprocbeperaowmii PeKMm Ha OCHOBaHMM ANNHbI
Kabens.

KomaHOb1 pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKKM B pexume Privileged EXEC:

console#

Tabnnua 108 — KomaHgb! pexuma Privileged EXEC

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHda

Aelicmeue

show green-ethernet [giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
detailed]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

OT06pasunTb CTaTUCTUKY green-ethernet.

green-ethernet power-me-
ter reset

CHPOCUTL CYETHMK M3MEPUTENIA MOLLHOCTH.

[pumepbl 8bIN0AHEHUS KOMAHO

=  OT0b6pa3unTb CTAaTUCTUKY green-ethernet:

console# show green-ethernet detailed

Energy-Detect mode: Disabled
Short-Reach mode: Disabled

Power Savings: 82%
Cumulative Energy Saved: 0

(0.07W out of maximum 0.40W)
[Watt*Hour]

Short-Reach cable length threshold: 50m
Port Energy-Detect Short-Reach VCT Cable
Admin Oper Reason Admin Force Oper Reason Length

tel/0/1 on off on off off

tel/0/2 on off on off off

tel/0/3 on off on off off

tel/0/4 on off on off off

tel/0/5 on off on off off

tel/0/6 on off on off off
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5.16 Hactpoiika IPv6-agpecauun

5.16.1 Npomokon IPv6

KommyTtatopbl noagep:kusatoT paboty no npotokony IPv6. Mogaep:kka IPv6 sBnsaetcs BaXKHbIM
OOCTOMHCTBOM, MOCKOJIbKY MpoTOoKoA IPv6 npu3BaH, B MepcnekTuBe, NMOJIHOCTbIO 3aMEHUTb agpecauumio
npoTtokona IPv4. Mo cpasHeHuto ¢ IPv4 npoTokon IPv6 nmeet paclwmnpeHHoe agpecHoe npocTpaHcTBo — 128
6uTt Bmecto 32. Aapec IPv6 npeacTtaBnseT coboi 8 610KoB, pa3ae/ieHHbIX ABOETOUYMEM, B KarKaom bioke 16
6M1T, 3aNNCaHHbIX B BUAE YeTblpex WeCTHaAUATEPUYHbIX YnCen.

Momnmo yBennyeHuA aapecHOro MPOCTPAHCTBA MNPOTOKOAN IPV6 mmeeT unepapxmyeckyto cxemy
agpecaumn, obecrneumBaeT arperaumio MapLlpyToB, YMpoOLaeT Tabavuy MmaplupyTusauum, npu 3TOm
3 PeKTMBHOCTb PaboTbl MapLLpPyTU3aTOPA NOBbILAETCA 33 CHET MEXaHU3Ma ODHAPYKEHMA COCELHMX Y3/10B.

NlokanbHble agapeca IPv6 (IPv6Z) B KOmMMyTaTope HasHayaloTcA WHTepdeicam, nosTomy npwu
Ncnoab3oBaHMKU IPV6Z-afpecoB B CMHTAKCUCE KOMAHA, UCNOb3yeTca caeayowmii opmar:

<ipv6-link-local-address>%<interface-name>

roe:

interface-name — vmsa nHTepdeiica:

interface-name = vlan<integer> | ch<integer> | <physical-port-name>

integer = <decimal-number> | <integer><decimal-number>

decimal-number=0|1]2|3|4|5|6|7|8]9

physical-port-name = gigabitethernet (1..8/0/1..48) | tengigabitethernet (1..8/0/1..24) | for-
tygigabitethernet (1..8/0/1..4)

V Ecnu 3HaueHuMe rpynnbl AN HECKONIbKUX FPynn NoAapAag, B agpece npotokona IPvé paBHo
Hynto — 0000, TO paHHble rpynnbl MOryT 6biTb onyweHbl. Hanpumep, agpec
FE40:0000:0000:0000:0000:0000:AD21:FE43 moeT 6bITb cOKpauyeH ao FE40::AD21:FE43.
CoKpalleH o He MOryT 6bITb NOABEPrHYTbl 2 pa3aesieHHble HyneBble rpynnbl U3-3a Bo3-
HUKHOBEHUA HEOAHO3HAYHOCTM.

V EUI-64 — 310 ngeHtndukarop, co3pgaHHblii Ha 6aze MAC-agpeca uHtepdeiica, asnaio-
wmiica 64 maagwmmm 6utamm IPve-agpeca. MAC-agpec pasbusaerca Ha gBe yact no 24

6uTta, mexkay KoTopbimu aobaBnserca KoHcTaHTa FFFE.

KomaHObI pexcuma 2a06anab6Hol KoOHpu2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexmnma rnobanbHoM KOHPUrypaumm:

console (config) #

Tabnnua 109 — KomaHgb! pexuma rnobanbHoi KoHduUrypaumm

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4YaHuro
ipv6 default-gateway 3a4aTb 3HAYEHUE NOKaNbHOro agpeca IPve-wntosa no
ipv6_address YMOJIYAHMIO.
no ipv6 default-gateway Y8anuTb HacTpoMKM IPv6-wto3a NO yMONYaHUIO.
ipv6_address
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ipv6 neighbor ipv6_address
{gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | vlan vian_id}
mac_address

no ipv6 neighbor
[ipv6_address]
[gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | vlan vian_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094)

Co3partb cTaTnyeckoe cooTseTcTBMe mexay MAC-agpecom
coceaHero ycTpoicTea u ero IPvb-agpecom.

- ipv6_address — IPv6-aapec;

- mac_address — MAC-agpec.

YpanuTb cTaTuyeckoe cooTseTcTene mexay MAC-agpecom
coceaHero ycTpoicTsa u ero IPvb-agpecom.

ipv6 icmp error-interval
milliseconds [bucketsize]

no ipv6 icmp error-interval

milliseconds:
(0..2147483647)/100;
bucketsize: (1..200)/10

3apatb orpaHuyeHmne ckopoctn ans ICMPv6-coobuieHnit 06
olwmbKax.

YCTaHOBUTb 3Ha4YeHMe NO YMOIHYAHMUIO.

ipv6 route
prefix/prefix_length
{gateway} [metric]
[distance distance]

no ipvé6 route prefix
/prefix_length [gateway]

prefix: X:X:X:X::X;
prefix_length: (0..128);
metric: (1..65535)/1;
distance (1..255)/1

[Jo6aBuTb cTaTuyeckunit mapwpyT IPv6.

- prefix — ceTb Ha3zHayeHus;

- prefix_length — npeduKc macku cet (KOAMYeCcTBO eanHuUL, B
Macke);

- gateway — W03 ANA AOCTYNA K CETU HAa3HAYeHuUs;

- distance — afMUHUCTPATMBHAA AMCTAHUMA MapLIpyTa.

YaanuTb cTaTuyeckuin mapwpyt IPv6.

ipv6 unicast-routing

no ipv6 unicast-routing

— /BbIKOYEHO

BkAounTb NnepeHanpasBaeHne o4HOAAPECHbIX MAaKEeTOB.

OTKAOUMTbL NepeHanpasaeHne o4HOA4PECHbIX MAKEeTOB.

ipv6 distance {ospf {inter-
as | intra-as} | static}
distance

no ipv6 distance {ospf
{inter-as | intra-as} |
static}

distance
(1.255)/static:1,
OSPF intra-as:30,
OSPF inter-as:110

YCTaHOBUTb 3HaYeHWe agMUHUCTPATMBHOM ancTaHumu (AD) ans
BCEX MapPLUPYTOB YKAa3aHHOro TMna.

- ospf inter-as — ycTaHOBWTb 3HaYeHMe AD anA MeXK30HaNbHbIX
MapLpYyTOB, NPUHATLIX N0 NpoTokony OSPF;

- ospf intra-as — ycTaHOBUTb 3HaYeHne AD ans
BHYTPM30Ha/IbHbIX MapLUPYTOB, MPUHATbIX N0 NpoTokony OSPF;
- static — ycTtaHaBnuMBaeT 3HayeHne AD ana cTaTUYEeCKUX
MapLUPYTOB.

YCTaHOBUTb 3HAYEeHME N0 YMOHAHWUIO.

KomaHObl pexcuma KoHgpuaypayuu uHmepaetica (VLAN, Ethernet, Port-Channel)

Bupg 3anpoca KOMaHAHOM CTPOKU perknMmMa KOHOUrypauum nHtepdeica:

console (config-if) #

Tabnnua 110 — KomaHgbl pexkuma KoHdurypaumm nutepoeliica (Ethernet, VLAN, Port-channel)

KomaHoa

3Ha4yeHue/3HayeHue
Mo ymoa4YaHuro

Aelicmeue

ipv6 enable

no ipv6 enable

—/BbIK/IOYEHO

BKAtounTb nopaeprKy IPv6 Ha nHtepdeiice.

OTKNOYNUTL NoAAepPKKY IPV6 Ha MHTepdelice.
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ipv6 address ipv6_address/pre-
fix_length [eui-64] [anycast]

prefix-length: (0..128)
((0..64) ecan
MCnob3yeTtca napamerp
eui-64)

no ipv6 address [ipv6_ad-
dress/prefix_length] [eui-64]

3apatb IPv6-aapec Ha nHtepdelice.

- ipv6_address — |Pv6-agpec, Ha3HauyeHHbI UHTepdelicy (8
6/710K0B, pa3feneHHbIX ABOETOUMEM, B Kaxaom 6noke 16 6wmT,
3anMCcaHHbIX B BUAE YeTblipex WecTHaALaTePUYHbIX Ynucen);

- prefix_length — pnvHa npedukca IPv6 — aecatuyHoe 4ncno
— KOJIMYeCcTBO CTapLunx 6UT agpeca CoCTaBAAIOLWMX NPedUKC;

- eui-64 — naeHTUOMKATOP, CO3haHHbIN Ha 6base MAC-aapeca
WHTepdelica, 3anucbiBaeTcs B 64 mnaawux 6uta IPv6-agpeca;

- anycast — yKa3bIBaeT, YTo 3afaHHbIl agpec anycast-agpec.

Ypanuts IPv6-agpec c uHTepoeiica.

ipv6 address autoconfig n
0 YMO/IHaHMIO

aBTOMaTUyecKas
KOoHbUrypauma BKAOYEHa,
afipeca He HasHayeHbl.

no ipv6 address autoconfig

BKNOUMTL aBTOMATUUYECKy KoHdurypaumio IPv6-agpecoB Ha
uHTepdelice. Agpeca HacTpPamBalOTCA B 3aBUCMMOCTU OT npe-
dUKcoB, KOTOopble nosyyeHbl B coobuweHuax «Router
Advertisement».

YCTaHOBUTb 3Ha4YeHMe NO YMOIYAHMUIO.

ipv6 address ipv6_address/pre-
fix_length link-local
no ipv6 address [ipv6_ad-

Mo ymonyaHuto 3HayeHne
JIOKaNbHOrO agpeca:

3apaTh IoKanbHbIN IPv6-agpec uHtepdeiica. Ctapwme 6UTbl 10-
KanbHbiX IP-agpecos B IPv6 — FE8O::

Yaanutb nokanbHbli IPv6-agpec.

no ipv6 unreachables

, ; (FE80::EUI64)

dress/prefix-length link-local]

ipv6 nd dad attempts at- 3a4aTb KOAMYECTBO COO0bLEeHNIH-TpeboBaHMIA, NepeaaBaembix

tempts_number NHTepdEeNCcoM B3aMMOLENCTBYIOLLEMY YCTPOMCTBY B Cay4Yae 06-
(0..600)/1 HapyXeHus gybaukauum (Konnusum) IPv6-agpeca.

no ipv6 nd dad attempts BepHyTb 3HaYeHMe No YMONYAHUIO.

ipv6 unreachables Bkntounte ICMPV6-coObLWEHNS O HEAOCTUMKMMOCTM agpecaTta
—/enabled npv nepegaye NaKeToB Ha onpeaeneHHbIn nHTepdeic.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

ipvé mid version version
no ipvé mld version

version: (1..2)/2

OnpegennTb Bepcuto npoTtokona MLD ansa uHtepdeiica.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

KomaHObl pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKKM pexxnma Privileged EXEC:

console#

Tabnnua 111 — KomaHgb! pexxuma Privileged EXEC

3Ha4yeHue/3HayeHue
no ymon4aHuo

KomaHda

Aeiicmeue

show ipv6 neighbors
{ipv6_address | giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group | vlan
vlan_id}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094)

MokasaTb MHPOpMaumio o coceaHux IPv6-ycTpoicTBax, co-
AeprKallyroca B Kalue.

clear ipv6 neighbors

OuncTUTL Kal, cofepKawmii MHPOPMALMIO O COCeAHMUX
ycTpoicTBax, paboTatowmx no npotokony IPv6. MHpopmauma
0 CTaTUYECKMX 3aNnCAX COXpaHAeTCcA.

show ipv6 distance

loka3aTb 3HaYeHne aAMMHMCTpaTMBHOVI ANCTaHUUM ONnA pas-
JINYHbIX NCTOYHUKOB MapLlpyTa.

KomaHOb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#
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Tabnmua 112 — KomaHabl pexkmma EXEC

KomaHda 3HayeHue/3Ha4yeHue Aeilicmeue
no ymoa4YaHuro
show ipv6 interface [brief | Moka3aTb HacTpoMKK NpoTokona IPv6 ana ykazaHHOTo UHTep-
gigabitethernet gi_port | gi_port: (1..8/0/1..48); deiica.
tengigabitethernet te_port te_port: (1..8/0/1..24);
| fortygigabitethernet fo_port: (1..8/0/1..4);
fo_port | port-channel group: (1..48);
group | loopback | vlan vlan_id: (1..4094)
vlan_id]
show ipv6 route [summary MokasaTtb Tabanuy IPv6-mapLupyToB.

| local |connected | static
| ospf | icmp | nd |

ipv6_address/ipv6_prefix | gi_port: (1..8/0/1..48);
interface {gigabitethernet te_port: (1..8/0/1..24);
gi_port | fo_port: (1..8/0/1..4);
tengigabitethernet te_port group: (1..48);

| fortygigabitethernet vlan_id: (1..4094)

fo_port | port-channel
group | loopback | vlan
vlan_id}]

5.17 HacTtpoiKa npoToKoioB

5.17.1 Hacmpolika npomokosaa DNS — cucmembl 0OMeHHbIX UMeH

OcHoBHOW 3asa4eli npotokona DNS ssnsetcs onpeaeneHue IP-aapeca y3na cetu (xocrta) no 3anpocy,
cofeprKallemy ero AomeHHoe umA. basa [aHHbIX COOTBETCTBUIA AOMEHHbIX MMEH Y3/10B CEeTU MU
cooTBeTcTBYOWMX UM IP-agpecos Begetca Ha DNS-cepsepax.

KomaHObI pexcuma 2a06anb6Hol KoOHpu2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKU B pexume rnobanbHoli KoHdUrypaumm:
console (config) #

Tabnnua 113 — KomaHabl pexuma rnobanbHom KoHduUrypaumm

3HayeHue/3Ha4yeHue »
KomaHda / Aeiicmeue
no ymoa4YaHuro

ip domain lookup PaspewwnTtb ncnonb3osaHne npotokona DNS.

- - —/BK/lO4EHO
no ip domain lookup 3anpeTuTb Ucnoab3oBaHue npoTokoaa DNS.
ip dns server BkntounTb paboty DNS-cepsepa.

— /BbIKAOYEH

no ip dns server Bbikntountb paboTty DNS-cepBepa.
ip name-server OnpegennTb IPv4/IPv6-aapeca ans aoctynHbix DNS-cepsepos.
{server1_ipv4 _address |
serverl_ipv6_address |
serverl_ipv6z_address}
[server2_address] [...]
no ip name-server Ypanute IP-agpec DNS-cepBepa 13 cnncka AOCTyMHbIX.
{server1_ipv4_address |
serverl_ipv6_address |
serverl_ipv6z_address}
[server2_address] [...]
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ip domain name name

name: (1..158) cumsonos

no ip domain name

OnpeaenvTb 4OMEHHOE UMSA MO YMOYaHUI0, KoTopoe byaeTt
MCNoNb30BaTbCA MPOrPaMMoit, 418 AONOSHEHUA
HenpaBuAbHbLIX LOMEHHbIX UMEH (LOMEHHbIX UMeH 6e3 TOUKHM).
[ns AOMEHHbIX MMeH 6e3 TOUYKM B KoHel, uMmeHu byaeT
£06aBNATLCA TOYKA U YKa3aHHOEe B KOMaHAe 4OMEHHOE UMS.

YaanuTb LOMEHHOE MMSA MO YMOJYAHUIO.

ip host name address1
[address2 ... address8]

name: (1..158) cumsonos

no ip host name

OnpegenuTb cTaTUYECKNEe COOTBETCTBUA MMEH y3/10B ceTh IP-
aapecam, 06aBUTb YCTaHOBNIEHHOE COOTBETCTBUE B K3LLI.
DyHKUMA nokanbHoro DNS. MorkHo onpepenuTs Ao BocbMu IP-
agpecos.

Y[anuTb cTaTUdeckue COOTBETCTBUA UMEH Y3/10B ceTu IP-
afpecam.

KomaHOowbi pexcuma EXEC

Bua 3anpoca KomaHAHON CTPOKM B pexume EXEC:

console#

Tabnunua 114 — KomaHab! pexkuma EXEC

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa

Aelicmeue

lear host *
clear host {name | *} name: (1..158) cumsonos

Y4anuTb 3anucb COOTBETCTBUA UMEHM y3Aa ceTu IP-agpecy Kawwa
nmbo Bce 3anucu (*).

show hosts [name]

name: (1..158) cumBonos

OT06pa3nTb AOMEHHOE UMA MO YMOJIYaHUto, cnmcok DNS-
cepBepoB, CTaTUYeCKME U KILMPOBAHHbIE COOTBETCTBMA UMEH
y3n0B cetu u IP-agpecos.

Mpun ncnonb3oBaHUKN B KOMAHAE UMEHM y3/1a CeTH,
oTobpaaeTcA COOTBETCTBYOLWMI emy IP-aapec.

show ip dns server

OTo6pasunTb cTaTyc DNS-cepBepa 1 CNMCOK AOCTYNHbIX
cepBepos.

show ip dns server cache

OT06pasmnTb Kaw DNS-cepsepa.

show ip dns server cache
query_name query_type

query_name: (1..158)
CMMBOJIOB:

query_type: (1..255, a,
ptr, aaaa)

OT06pa3nTb NOAPOOHbIN BbIBOA 3aMMCH, BKAOYAKOLWMIA B cebA
oTBeTbl RR Ha AaHHbIM 3anpoc query_name v query_type.

show ip dns server
counters

OT06pa3sunTb 0b6LLee YMCN0 3aMPOCOB M 0BLLEE YNCI0 OTBETOB,
HarAaeHHbIX B cache-hit.

clear ip dns server cache —

Oumnctutb Kaw DNS-cepsepa.

clear ip dns server
counters

06Hyl'IMTb CYETYMKM 3anpocoB N OTBETOB.

[Mpumepbl UCM1016308AHUS KOMAHO

Mcnonb3osatb DNS-cepsepa no agpecam 192.168.16.35 n 192.168.16.38, ycTaHOBUTb AOMEHHOE UMA

Nno YMON4aHUIO — mes:

console# configure

console (config)# ip name-server 192.168.16.35 192.168.16.38

console (config)# ip domain name mes

YCTaHOBUTb CTaTUYECKOE COOTBETCTBUE: y3e/ CeTU C UmeHeMm eltex.mes nmeet IP-agpec 192.168.16.39:

console# configure

console (config) # ip host eltex.mes 192.168.16.39
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5.17.2 Hacmpoiika npomokona ARP

ARP (Address Resolution Protocol — npoTokon paspelleHus aapecoB) — MPOTOKO/ KaHa/bHOTo
YPOBHSA, BbiNo/HAOWMIA GyHKUMIO onpeaeneHma MAC-agpeca Ha OCHOBaHUM cofepKalleroca B 3anpoce IP-
agpeca.

KomaHObI pexxcuma 2a06an6Hol KOHgpu2ypayuu

BuAa 3anpoca KOMaHAHOM CTPOKM B pexume rnobanbHo KoHGUrypaumu:

console (config) #

Tabanua 115 — KomaHgbl pexnuma rnobanbHoi KoHduUrypaumm

Komanda 3HayeHue/3Ha4yeHue Neiicmeue
no ymoa4YaHuro
arp ip_address hw_address [Jo6aBuTb cTaTnyeckyto 3anucb cootTsetcTamns IP- u MAC-
[gigabitethernet gi_port | dopmart ip_addr: A.B.C.D; | agpecos B Tabamnuy ARP gna ykasaHHOro B KOMaHae
tengigabitethernet te_port dopmat hw_address: nHTepdelica.
| fortygigabitethernet H.H.H - ip_address — IP-agpec;
fo_port | port-channel H:H:H:H:H:H - hw_address — MAC-aapec.
group | vlan vian_id | oob] H-H-H-H-H-H;
no arp ip_address gi_port: (1..8/0/1..48); YaanuTtb cTaTUYecKyto 3anmch cootseTcTeumsa IP- u MAC-aapecos
[gigabitethernet gi_port | te_port: (1..8/0/1..24); 3 Tabamnupl ARP 1A yKkasaHHOTo B KOMaHae nHTepdeiica.
tengigabitethernet te_port fo_port: (1..8/0/1..4);
| fortygigabitethernet group: (1..48)
fo_port| port-channel vlan_id: (1..4094)
group | vlan vian_id | oob]
arp timeout sec HacTpouTb BpemMsa KU3HM AMHAMMUYECKMX 3anuceit B Tabanue
sec: (1..40000000)/60000 ARP (c).
no arp timeout cex YCTaHOBUTb 3HAYEHME MO YMOMYAHMIO.
ip arp proxy disable OTKNIOYMTb pexum npokcuposaHma ARP-3anpocos gna
. KOoMMmyTaTopa.
- - —/OTKNIOYEH
no ip arp proxy disable BKAOUUTL pexxmMm npokcuposaHmsa ARP-3anpocos s
KOMMmyTaTopa.

KomaHObI pexcuma privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKKM B pexume privileged EXEC:

console#

Tabnnua 116 — KomaHgbl pexkuma privileged EXEC

3Ha4yeHue/3HayeHue

KomaHda Aelicmeue
no ymoa4aHuro
clear arp-cache YaanuTb Bce AMHaMMUYecKue 3anmcu u3 ARP-tTabaunupl (komaHaa
o [OCTyMHa TONbKO A/1A NPUBUIErMPOBaHHOrO NoJsib3oBaTens).
show arp [ip-address ip_ad- dopmar ip_address: MokasaTtb 3anucu ARP-Tabanupl: Bce 3anucu, uabTp no IP-
dress] [mac-address A.B.C.D agpecy; ounbTp no MAC-agpecy; dunbTp no nHtepdelicy.
mac_address] [giga- dopmat mac_address: | - ip_address — |P-agpec;
bitethernet gi_port | tengi- H.H.H nan H:H:H:H:H:H | - mac_address — MAC-agpec.
gabitethernet te_port | for- unn H-H-H-H-H-H;
tygigabitethernet fo_port | gi_port: (1..8/0/1..48);
port-channel group | oob] te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);

group: (1..48)
show arp configuration MokasaTtb rnobanbHyto KoHPUrypaumo ARP 1 kKoHpurypaumo ARP
o OnA nHTepdencos.
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KomaHObI pexcuma KoHgu2ypayuu uHmepgelica

Bua 3anpoca KomaHAHOM cTPOKKM B pexume interface configuration:

console (config-if) #

Tabnnua 117 — KomaHgbl pexuma KoHdurypaumm nHtepdeica Ethernet, rpynnbl nHtepdencos, nHtepdeiica
VLAN

3HayeHue/3HayeHue
no ymon4aHurw

ip proxy-arp BKAtounTb perknum npokcruposaHmna ARP-3anpocos Ha

HacTpanBaemom MHTepoeince

- —/BKNOYEHO

no ip proxy-arp OTKNIOYUTD pexxum npoKkcmposaHuna ARP-3anpocos Ha

HacTpanBaeMom MHTepdeice

ip local-proxy-arp BkntounTb Ha MHTepdeiice dyHKUmMoHan Local Proxy ARP

(kommyTaTop byaeT oTBeyaTb Ha ARP-3anpochbl K XoCTam,

HaxoAALLMMCA B TOM YMCNe Ha 3TOM ke L3-uHTtepdeiice). Ona

paboTbl A4aHHOW GYHKLMM Ha NOPTY HEOBXOAMMO BKAOUUTD

06bI4HbIV Proxy ARP (IP proxy-arp).

no ip local-proxy-arp OTKAtounTb PyHKLMOHan Local Proxy ARP Ha uHTepdeiice.

KomaHda Aelicmeue

—/BbIK/IOYEHO

[pumepbl UC016308AHUA KOMAHO

[JobaBuTb cTtatuyeckyto 3anmcb B ARP-Tabauuy: IP-agpec 192.168.16.32, MAC-agpec 0:0:C:40:F:BC,
YCTAHOBMUTb BPEMS KU3HU AMHAMUYecKuX 3anucen B ARP-Tabaunue — 12000 cekyHA:

console# configure

console (config)# arp 192.168.16.32 00-00-0c-40-0f-bc tengigabitethernet
1/0/2

console (config)# arp timeout 12000

= [lokasaTtb coaepkumoe ARP-Tabaunubl:

console# show arp

vlian 1 te0/12 192.168.25.1 02:00:2a:00:04:95 dynamic

5.17.3 Hacmpolika npomokona GVRP

GARP VLAN Registration Protocol (GVRP) — npotokon VLAN-peructpaumun. MpoTokosn nossonset
pacnpocTpaHuTb no cetn uaeHtuoumkatopbl VLAN. OcHoBHOM ¢yHKumen npotokona GVRP sBasetcs
obHapykeHue nHdopmaLmm 06 oTCyTCTBYHOWMX B 6a3e AaHHbIX KommyTaTopa VLAN-ceTaAx npu noayvyeHun
coobuweHnit GVRP. Nonyuns nHoopmaumio o6 otcytcreyrowmx VLAN, KommyTaTop AobasnseT ee B cBoto H6asy
OaHHbIX.

KomaHObI pexcuma 2a06asab6Hol KoOHpu2ypayuu

BunAa 3anpoca KOMaHAHOWM CTPOKM pexxnma rnobanbHOM KoOHOUIypaumm:

console (config) #
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Tabnmua 118 — KomaHabl pexkmma rnobanbHom KoHpuUrypaumm

KomaHda

3HayeHue/3HayeHue
no ymon4yaHuro

Aelicmeue

gvrp enable

no gvrp enable

—/BbIK/IOYEH

BkAtounTb ncnonb3osaHue npotokona GVRP-kommyTaTtopom.

BbIKNHOUYMTL MCNONb30BaHWe NpPoToKoaa GVRP-kommyTaTtopom.

gvrp static-vlan

no gvrp static-vlan

MonyyeHHble no GVRP VLAN 6yayT aBToMmaTMYecku J06aBnaTbca
Bo vlan database.

OTKAtouNTbL gobasneHme vlan-oB, NONyYEHHbIX NO NPOTOKOY
GVRP Bo vlan database.

KomaHObl pexcuma KoHgpuaypauuu uHmepgelica (QuanazoHa uHmepgeticos) Ethernet, uHmepdgpelica

epyrnel nopmos

Bunza 3anpoca KOMaHAHOM CTPOKM B pexkmme KoHurypaunmn nHtepdeica Ethernet, nHtepdeiica rpynnol

nopTOoB:

console# configure

console (config) # interface {gigabitethernet gi port | tengigabitethernet

te port |

console (config-if)#

fortygigabitethernet fo port | port-channel group}

Tabnmua 119 — KomaHabl pexkmma KoHpurypaumm nHtepdeiica Ethernet, rpynnbl nHtepdeiicos

no gvrp
vlan-creation-forbid

3HayeHue/3HayeHue .
KomaHda Aelicmeue
no ymon4yaHuro
gvrp enable BkntounTb ncnonbsosaHue npotokona GVRP Ha HacTpansaemom
nHTepoelice.
—/BbIKAOYEH
no gvrp enable BbIKNOUYMTb ncnonb3oBaHue npotokona GVRP Ha HacTpanBaemom
nHTepoelice.
gvrp vlan-creation-forbid 3anpeTnTb gMHAMUYecKoe nameHeHune nnum cosganme VLAN ana
HacTpanBaemoro nHTepdeica.
—/paspelueHo

PaspewunTb gnHamuyeckoe nameHeHune nnum cosganme VLAN gna
HacTpanmBaemoro nHTepdeica.

gvrp registration-forbid

no gvrp registration-forbid

Mo ymonyanuio
co3gaHue u
pernctpauma VLAN Ha
MHTepodeice
paspelueHa

BbinonHuTb cHATHE perncTpaumm gna scex VLAN 1 He gonyckaTtb
€034aHuA UAK perucTpauumn Hoebix VLAN Ha ZaHHOM MHTepdeiice.

YCTaHOBUTb 3HAYEHME MO YMOYAHMIO.

KomaHObI pexcuma KoHguypayuu uHmepgetica VLAN

BunAa 3anpoca KOMaHAHOWM CTPOKM B pexxnume KoHurypaumm nutepoeiica VLAN:

console (config-if)#

Tabnnua 120 — KomaHgb! pexkuma KoHdurypaumm nHtepoeiica VLAN

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

OnucaHue

gvrp advertisement-forbid

no gvrp advertisement-for-
bid

3anpeTtuTb aHoHcMpoBaHue VLAN no npotokony GVRP.

OTmeHUTb 3anpeT Ha aHoHcmpoBaHue VLAN no npotokony GVRP.

Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES5324

147



HELTEX

KomaHOb! pexcuma privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKM pexnma privileged EXEC:

console#

Tabnnua 121 — KomaHgb! pexuma privileged EXEC

Komanda 3HayeHue/3HayeHue Neiicmeue
o ymon4aHuio
clear gvrp statistics OYnCTUTL HAKONJIEHHYIO CTaTUCTUKY NnpoTokona GVRP.
[gigabitethernet gi_port | gi_port: (1..8/0/1..48);
tengigabitethernet te_port te_port: (1..8/0/1..24);
| fortygigabitethernet fo_port: (1..8/0/1..4);
fo_port | port-channel group: (1..48)
group]
KomaHob! pexcuma EXEC
Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:
console>
Tabnunua 122 — KomaHab! pexkuma EXEC
Komanda 3HavyeHue/3Ha4yeHue Neiicmeue
o ymon4aHuio
show gvrp configuration MokasaTtb KoHbUrypaumto npoTokona GVRP ansa ykasaHHoro
[gigabitethernet gi_port | nHTepdeiica, 1Mbo ans Bcex MHTepdencos.
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | detailed]
show gvrp statistics MoKa3aTb HaKONIEHHYIO CTAaTUCTUKY No NpoTokony GVRP ana
[gigabitethernet gi_port | gi_port: (1..8/0/1..48); | ykasaHHoro uHtepdeiica, inmbo ana Bcex MHTepdeicos.
tengigabitethernet te_port te_port: (1..8/0/1..24);
| fortygigabitethernet fo_port: (1..8/0/1..4);
fo_port | port-channel group: (1..48)
group]
show gvrp error-statistics MokasaTb CTaTUCTUKY MO owmnbKam npu paboTte npotokona GVRP
[gigabitethernet gi_port | AN yKa3aHHoro uHtepodelica, mbo ana Bcex UHTEPENCcos.
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group]

5.17.4 MexaHu3am obHapyxceHusa nemeno (loopback-detection)

[aHHbIN MexaHU3M MO3BOAIAET YCTPOMCTBY OTC/IEXMBATL 3aKO/IbLOBaHHble MOpTbl. [eTna Ha nopty
obHapyKMBaeTCcA NYTEM OTCbIIKM KOMMYTAaTOPOM KaZpa C apecomM Ha3HaYeHWA, COBMAAAOLWMM C OAHUM U3
MAC-aapecoB ycTpoiicTBa.

KomaHObI pexcuma 2a06asnab6Hol KoOHpu2ypayuu

BuAa 3anpoca KOMaHAHOM CTPOKM B pexume rnobanbHoi KoHGUrypaummu:

console (config) #
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Tabnmua 123 — KomaHabl pexkmma rnobanbHom KoHpuUrypaumm

KomaHda

3HayeHue/3HayeHue
1o ymMoA4YaHuro

Aelicmeue

loopback-detection enable

no loopback-detection enable

—/BbIK/OYEHO

BK/IIOUMTL MeXaHM3M 06HapyKeHUs neTesb 418 KOMMyTaTopa.

BoccTtaHOBUTL 3HAYEHWE N0 YMONYAHUIO.

loopback-detection interval
seconds

no loopback-detection interval

seconds: (10..60)/30
CeKyHA,

YcTaHOBUTbL UHTepBan mexay loopback-kagpamu.
- seconds — UHTepBan BpemeHn mexay LBD-kagpamu.

BoccTtaHOBUTb 3HAYEHWE N0 YMONYAHUIO.

loopback-detection mode
{src-mac-addr |
base-mac-addr |
multicast-mac-addr |
broadcast-mac-addr}

no loopback-detection mode

—/broadcast-mac-
addr

Onpepenntb MAC-agpec HazHayeHwMA, yKasbiBaemblit B LBD-
Kagpe.

- source-mac-addr — B KauecTBe agpeca Ha3HayYeHuA
ncnonb3yetca MAC-agpec nopTa-UCTOYHMKaA;

- base-mac-addr — B KauecTBe agpeca HazHaYeHUA UCcNob3yeTca
MAC-agpec KommyTaTopa;

- multicast-mac-addr — B KauecTBe agpeca Ha3HayeHUs
MCNONb3yeTca rpynnoBoi agpec;

- broadcast-mac-addr — B kKauecTBe agpeca HazHayeHUs
MNCNONb3YyeTCa WNPOKOBeLLaTebHbIN aapec.

BocctaHOBUTL 3Ha4YeHWe No YMONYaHUIO.

loopback-detection vlan-based

no loopback-detection
vlan-based

—/BbIK/IIOYEHO

BKAOUUTL pexkum obHapyKeHusa netam Bo VLAN. Mpu Hannumm
netnu Bo VLAN agaHHan VLAN 6yaet 3a610KMpoBaHa Ha NopTy, Ha
KoTopom bbina obHapyxeHa neTns.

OTKNOYUTL pexkum obHapyKeHus netam so VLAN.

loopback-detection vlan-based
recovery-time value

no loopback-detection
vlan-based recovery-time

value: (30..1000000)
/BbIKNOYEHO

3apaTtb Bpems 610KkMpoBkKu VLAN.
- value — Bpems, no ncteyeHme kotoporo VLAN aBTOMaTU4YECKM
pa3bnokumpyeTcs.

3abnokunposaHHble VLAN He ByayT BocCTaHaB/AMBATLCA
aBTOMaTUYECKM.

KomaHOb1 pexcuma KoHgu2ypauuu uHmepgelica (duanasoHa uHmepgpelicos) Ethernet, uHmepdgelica

epyrnnel nopmos

Bunpa 3anpoca KOMaHAHOM CTPOKM B pexmMme KoHdurypaummn nHtepdeica Ethernet, nHrepodeiica rpynnoi

nopTOoB:

console# configure

console (config)# interface {gigabitethernet gi port | tengigabitethernet

te port |

console (config-if) #

fortygigabitethernet fo port | port-channel group}

Tabnunua 124 — KomaHgbl pexuma KoHdurypaumm nHtepdeica Ethernet, rpynnel nHtepdeicos, nHtepdeiica

VLAN

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

loopback-detection enable

no loopback-detection enable

— /BbIKAOYEH

BKAOUMTL MeXxaHU3M o6Hapy>|<eHm| neTesb Ha NOpTy.

BoccTaHOBUTL 3HaYeHMe N0 YMOHYAHMUIO.

KomaHObl pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexuma EXEC:

console#
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Tabnmua 125 — KomaHabl pexkmma EXEC

3HayeHue/3Ha4yeHue
no ymoa4YaHuro

show loopback-detec- OT06pa3unTb cocToAHNe MexaHM3ma loopback-detection.
tion [gigabitethernet
gi_port | tengiga-
bitethernet te_port |
fortygigabitethernet
fo_port | port-channel
group | detailed]

KomaHda Aeiicmeue

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48).

5.17.5 Cemelicmeo npomokonoe STP (STP, RSTP, MSTP), PVSTP+, RPVSTP+

OcHoBHOWM 3agayen npotokona STP (Spanning Tree Protocol) aBnaetca npuseaeHue cetn Ethernet c
MHOXECTBEHHbIMW CBA3AMM K OPEBOBUAHON TOMOIOMMM, MCKAIOYAKOWEN UMKAbI NakeToB. KommyTaTopsl
06MeHMNBalOTCA KOHOUIYPAUMOHHbIMU COOBLLEHMAMM, WCMOAb3YA Kagpbl crneuwansbHoro dopmarta, M
BbIBOPOYHO BKNKOUAIOT M OTKAIOYAIOT Nepeaady Ha nopTsl.

Rapid (6bicTpbiit) STP (RSTP) saBnaeTcs ycoBeplueHCTBOBaHMEM MpoToKona STP, xapaKrepusyetca
MEHbLUMM BpemeHeM NPUBeLEeHUA CETU K APEBOBMAHON TONOAOMMU N UMeeT 60/1ee BbICOKYH YCTOMYMBOCTD.

MpoTtokon Multiple STP (MSTP) saBnsetcA Haubonee coBpemeHHOM peanusaumen STP,
noaaepxusatouwen ncnonbdosaHne VLAN. MSTP npegnosiaraet KoHpurypaumio Heobxoanmoro KoamyecTsa
3K3eMNAAPOB CBA3YIOLLEro Aepesa (spanning tree) BHe 3aBMcMMOCTM OT Yncna rpynn VLAN Ha KommyTaTope.
Kaxkabli 3K3eMNIAP MOXKET cofeprKaTb Heckosibko rpynn VLAN. Hegoctatkom npotokona MSTP siBnsieTcs 1O,
YTO Ha BCEX KOMMYyTaTopax, B3aumoaencteyrowmx no MSTP, A01KHbl ObiTb OAMHAKOBO CKOHOUIYPUPOBaHbI
rpynnbl VLAN.

V MaKcMMmanbHO A0NYyCTUMOE KOIMYECTBO 3K3emnasapos MSTP yKasaHo B Tabauue 9.

MexaHnsm Multiprocess STP npegHa3sHaveH 419 CO34aHNA He3aBncMmbix aepesbes STP/RSTP/MSTP Ha
nopTax yCcTponcTBa. M3meHeHMA COCTOAHUSA OTAENbHOTO AepPeBa He OKa3blBAKOT BANAHUS Ha COCTOAHUE APYIUX
OEepeBbLEB, YTO NO3BOJIAET NOBbLICUTb YCTOMYMBOCTb CETU U COKPATUTb BPEMA NEPECTPOEHMUA AepeBa B Cyyae
O0TKa30B. [pu KOHOUIYpUPOBAHUM CRedyeT WCKAIYUTb BO3MOMHOCTb BO3HMKHOBEHMA KONel, mexay
nopTaMm-4seHaMm pasHbix gepesbeB. [ 06CnyKMBaHUA N30MPOBAHHbIX AEPEBLEB B CUCTEME CO34aETCA
OTAEe/bHbIN NpoLLece Ha Kaxgoe aepeso. C npoueccom conocTaBAATCA NOPTbl YCTPONCTBA, NPpUHaAiexKaLme

fepesy.

5.17.5.1 Hacmpolika npomokona STP, RSTP

KomaHObI pexcuma 2a0baabHol KOHuU2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexxmnma rnobanbHOM KoOHOUrypaumm:
console (config) #

Tabnnua 126 — KomaHgb! pexuma rnobanbHoi KoHduUrypaumm

KomaHoa 3HayeHue/3HayeHue Aelicmeue
110 yMOA4YaHUIO

spanning-tree JaKnioueHo Pa3pelunTb UCNob30BaHNE KOMMYTAaTOPOM NpoTokona STP.
no spanning-tree 3anpeTuTb UCNOAb30BaHNE KOMMYTAaTOPOM NpoToKona STP.
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spanning-tree mode {stp |
rstp | mstp | pvst | rapid-
pvst}

no spanning-tree mode

—/RSTP

YCTaHOBUTb pexkum paboTbl npoTokona STP:

- stp — IEEE 802.1D Spanning Tree Protocol;

- rstp — IEEE 802.1W Rapid Spanning Tree Protocol;

- mstp — |IEEE 802.1S Multiple Spanning Tree Protocol.
- pvst — Per-Vlan Spanning Tree Protocol.

- rapid-pvst — Rapid Per-Vlan Spanning Tree Protocol.

YCTaHOBWUTb 3Ha4YeHME N0 YMOIYAHMUIO.

spanning-tree forward-time
seconds

no spanning-tree for-
ward-time

seconds: (4..30)/15 cek

YCTaHOBUTL UHTEPBA BPEMEHMU, 3aTPAUYMBaEMbIii Ha
NPOCAyLWMBAHUE U U3yYeHWe COCTOAHMI nepes,
nepek/toYeHNEM B COCTOSIHUE Nepesayun.

YCTaHOBUTb 3Ha4YeHMEe N0 YMOIYAHMUIO.

spanning-tree hello-time sec-
onds

no spanning-tree hello-time

seconds: (1..10)/2 cek

YCTaHOBWUTbL MHTEPBAN BPEMEHM MEXKAY nepeaadamm
LWUMpOKoBeLLaTesbHbIX coobuieHnin «Hello» K
B3aMMOENCTBYIOLMM KOMMYTaTOPaM.

YCTaHOBUTb 3Ha4YeHMEe N0 YMOIYAHMUIO.

spanning-tree loopback-guard

PaspewunTb 3aWunTy, BbIK/IOYAIOLLYO MHTEpENC Npu
nonyyeHmun csoero BPDU.

- —/3anpeweHo —
no spanning-tree loop- 3anpeTuTb 3aLmUTY, BbIK/OYAOLWYO UHTepdelic npu
back-guard nonyyeHmm ceoero BPDU.
spanning-tree loopguard de- BrkntounTb PpyHKUMIO Loop Guard ans Bcex NnopTos.
fault
—/OTKAKOUYEHO

no spanning-tree loopguard
default

OTKAoUMTb PyHKUMIO Loop Guard.

spanning-tree max-age sec-
onds

no spanning-tree max-age

seconds: (6..40)/20 cek

YCTaHOBUTb BPEMA }KU3HU cBA3ytoLwero aepesa STP.

YCTaHOBUTb 3Ha4YeHMe N0 YMOIYAHMUIO.

spanning-tree priority
prior_val

no spanning-tree priority

prior_val:
(0..61440)/32768

HacTtpouTb npunoputet ceasytowero gepesa STP.
3HayeHue NpuopuTeTa A0KHO 6bITb KpaTHO 4096.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

spanning-tree pathcost
method {long | short}

no spanning-tree pathcost
method

—/long

YCTaHOBUTb MeTO, onpeaeneHma LeHHOCTU NyTU.
- long — 3HauyeHue LeHHoCcTU B AnanasoHe 1..200000000;
- short — 3HayeHuMe LueHHOCTM B gnanasoHe 1..65535.

YCcTaHOBUTb 3HaYeHue no YMONYaHULO.

spanning-tree bpdu {filter-
ing | flooding}

no spanning-tree bpdu

—/flooding

Onpegenntb pexxum o6paboTku naketos BPDU-
NHTepdercom, Ha KOTOPOM BbIK/IOYEH NpoToKoA STP.

- filtering — Ha nHTepdelice ¢ BbIK/OYEHHbIM NPOTOKO/IOM
STP BPDU-nakeTbl GuUnbTpytoTCH;

- flooding — Ha nHTepdeiice ¢ BbIKNHOYEHHBIM NPOTOKO/IOM
STP HeTermpoBaHHble BPDU-nakeTbl nepegatorcs,
TerupoBaHHble — GUNBLTPYHOTCA.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

spanning-tree process id

no spanning-tree process id

id: (1..31)/0

Co34aTb OTAENbHbIV NPOLECC U NePeBecTM KOMAHAHbIN
NHTepdeNc B pexkum ero KoHourypauuu.
V: BHyTpM npouecca NpMMeHUMbI BbilleyKa3aHHble
KOMaHAb!:
spanning-tree forward-time seconds;
spanning-tree hello-time seconds ;
spanning-tree max-age seconds ;
spanning-tree priority prior_val

YaanuTb yKasaHHbIN npoLecc.

spanning-tree tc-protection

no spanning-tree tc-protec-
tion

BK/IOUNTb OrpaHMYEHNe Ha KonnyecTBo obpabaTbiBaemblx
TCN/TC BPDU 3a yCTaHOB/IEHHbI MHTEPBAA BPEMEHM ANA
STP, RSTP, HyneBoro saksemnasapa MSTP.

BbIKOUMTbL OrpaHMUyeHne Ha Konnyectso obpabaTbiBaembix
TCN/TC BPDU.

spanning-tree tc-protection
interval seconds

no spanning-tree tc-protec-
tion interval

seconds: (1..10)/2 cex.

YCTaHOBWUTb MHTEPBAJ OFPaHNYEHNA KOANYECTBa
ob6pabatbiBaembix TCN/TC BPDU.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.
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YCTaHOBUTb MaKCMMaNbHOE KoiMyecTBo 0bpabaTbiBaembix
TCN/TC BPDU 3a 3agaHHbI MHTEPBAN BPEMEHM.

spanning-tree tc-protection
threshold count

count: (1..255)/1

no spanning-tree tc-protec- YCTaHOBUTb 3HAYEeHME N0 YMONYAHUIO.

tion threshold

’ ‘ Mpu 3apgaHun STP napameTtpos forward-time, hello-time, max-age Heob6xogumo Bbi-
e nonHeHue ycnosua: 2*(Forward-Delay - 1) >= Max-Age >= 2*(Hello-Time + 1).

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet, uHmepaelica epynnsl nopmos

Bug, 3anpoca KOMaHAHOM CTPOKM B pexknume KoHdurypaumm nitepdeiica Ethernet, uHtepdeiica rpynnei
nopTOoB:

console (config-if) #

Tabnnuya 127 — KomaHgbl pexkuma KoHpurypauum nntepdetrica Ethernet, rpynnel noptos

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

spanning-tree disable

3anpeTtutb paboTy npoToKosa STP Ha KoHbUrypupyemom
nHTepoerice.

- " —/pa3pelueHo

no spanning-tree disable /pasp Paspewntb paboTy npoToKona STP Ha KoHGUTYypUpyemom
MHTepodeiice.

spanning-tree cost cost cost: YCTaHOBUTb LLEHHOCTb NYTU Yepes AaHHbI UHTepdeiic.

no spanning-tree cost

(1..200000000)/cm.
Tabnvuy 128

- oSt — UEeHHOCTb NyTH.

YCTaHOBWTb 3HaYeHWe, onpeaensiemMmoe Ha OCHOBAHMM CKOPOCTH
nopTta M MeToAa onpeaeneHnsa LeHHOCTU NyTH, cM.Tabanuy 128.

spanning-tree port-priority
priority

no spanning-tree port-pri-
ority

priority: (0..240)/128

YcTaHOBUTbL NpUopuUTeT MHTEpdeiica B cBasylollem aepese STP.

V« 3HaueHue npuopuTeTa [0/MKHO 6bITb KpaTHO 16.

YCTaHOBWTb 3HaYeHMe N0 YMOYAHUIO.

spanning-tree portfast
[auto]

no spanning-tree portfast

—/auto

BKOUNTL PEXKMM, B KOTOPOM NOPT NPU MOAHATUN Ha HEM INHKA
Cpasy CTaHOBWTCA B COCTOAHME Nepeayn, He LOKUAAACh
NCTeYEHUA Taimepa.

- auto — fo6aBAeT 3a4ePHKKY 3 CEKYHAbI Nepes, nepexoaom B
COCTOAIHWE Nnepesayn.

BbIKNOUMTbL PEKMM MOMEHTA/IbHOTO NEepPexoaa B COCTOAHME
nepeAayn no NOAHATUIO «JIMHKa».

spanning-tree guard {root |
loop | none}

no spanning-tree guard

—/vucnonb3oBaHune
rno6anbHOM HaCTPOMKK

BKOUNTDL 3aLWNUTY KKOPHA» ANA BCEX CBA3YIOWMX AepeBbeB STP
Bbl6paHHOro nopTa.

- root — 3anpelyaeT uHTepdelcy 6biTb KOPHEBLIM NOPTOM
KOMMYTaTOpa;

- loop — BKAtOYaET Ha MHTepdece 4ONONHUTENbHYIO 3aLWMTY OT
netenb. B cnyyae ecnn nHtepdeiic HaXo[MTCA B COCTOAHUN,
oTAnyHom ot Designated v npu aTom nepecraet noayyatb BPDU,
nHTepoeric baokupyercs;

- none — oTKAto4YaeT Bce Guard-pyHKUMKM Ha nHTepdelice.

Mcnonb3oBaTh r106abHYH HACTPOMKY.

spanning-tree bpduguard
{enable | disable}

no spanning-tree
bpduguard

—/BbIK/IIOYEHO

PaspewnTb 3amTy, BbIK/HOYatOLLY0 MHTepdec npu npuéme
naketos BPDU.

3anpeTuTb 3aWmTY, BbIKAOYaOLWY MHTepdeic npu npuéme
naketos BPDU.

spanning-tree mac-address
{dotld | dotlad}

—/dot1d

N3meHnTs MAC-agpec, C KOTOPbIM OTNPABAAIOTCA U NPUHUMAIOTCA
BPDU.

- dotld — oTnpasnstoTca n npuHumatotca BPDU ¢ MAC-agpecom
01-80-C2-00-00-00;

- dotlad — otnpasnatoTca M npuHumatotcs BPDU ¢ MAC-agpecom
01-80-C2-00-00-08.
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no spanning-tree mac-ad-
dress

YCTaHOBUTb 3HaYeHMe N0 YMOJTHAHUIO.

spanning-tree link-type
{point-to-point | shared}

no spanning-tree link-type

—/Ans AynneKkcHoro YctaHoBUTb NpoToKOA RSTP B nepegatoLiee coctoaHme u
onpeaennTb TUN CBA3M A4/1A BbIBpaHHOro nopTa:

nopTta — «TOYKa-
TOYKa», Ann - point-to-point — TouKa-TouKa;
noayaynaekcHoro — - shared — pa3BeTBNEHHbIN.

«paSBeTBﬂeHHbIVI» YCTaHOBWTb 3HaYeHMe N0 YMOIYAHWIO.

spanning-tree restricted-
tcn

no spanning-tree re-
stricted- tcn

—/npuem BPDU ¢ 3anpetutb npuem BPDU ¢ dnarom TCN.
¢dnarom TCN

pa3spelueH; Paspewntb npuem BPDU ¢ pnarom TCN.
vlan_list: (1..4094)

spanning-tree bpdu
{filtering | flooding}

no spanning-tree bpdu

KOTOPOM BbIKAKOYEH NpOoTOKon STP.

BPDU nakeTbl dpunbTpytoTcs;

bunbTpytoTca.

OnpeaennTtb pexxum 0bpaboTkm naketos BPDU-uHTepdelicom, Ha
- filtering — Ha uHTepdelice ¢ BbIKOYEHHBIM NPOTOKOI0M STP

- flooding — Ha MHTepdeiice ¢ BbIKNHOYEHHbIM NPOTOKoA0M STP
HeTermposaHHble BPDU-naKeTbl NnepefatoTca, TerMpoBaHHble —

YCTaHOBUTb 3HAYEHMe Nno YMOI4aHUIO.

spanning-tree binding-
process id

no spanning-tree
binding-process

nopTbl NPUBA3aHbI K HY/JIEBOMY MpoLieccy.
id: (1..31)/0 - id — Homep npouecca.

MpuBA3aTb NOPT K yKazaHHOMY npotieccy. o ymonyaHuio sce

BoccTtaHOBUTbL NPUBA3KY NOPTa NO YMOYAHUIO.

Tabnnua 128 — LleHHOCTb NYTH, YCTaHOB/AEHHAaA NO YMo14aHuio (spanning-tree cost)

Unmepipeiic Memoo onpedeneHus yeHHocmu nymu
Long Short

10M 2000000 100
100M 200000 19
1G 20000 4
10G 2000 2
40G 2000000 100
LAG 10M 20000 4
LAG 100M 20000 4
LAG 1G 20000 4
LAG 10G 2000 2
LAG 40G 500 2
V CToMmoOCTb NYTU AgNA rpynnbl KaHasnoB no metoay long no ymonuaHuio onpegenserca

' AeneHnem CTOMMOCTU MHTepdeiica Ha KOIMYECTBO JIMHKOB B rpynne. 3HayeHue cost gns

LAG npuBegeHo ¢ y4ETOM UNEHCTBA B HEM ABYX PpuU3nMueckux uHtepdeiicos.

KomaHOwbI pexcuma privileged EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perknma privileged EXEC:

console#
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Tabnmua 129 — KomaHabl pexkmma privileged EXEC

KomaHda 3HayeHue/3HayeHue

no ymosn4aHurwo

Aelicmeue

show spanning-tree [giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

lMokasaTtb coctoaHne npoTokona STP.

show spanning-tree detail
[active | blockedports] —

MokasaTb NoApo6HY0 MHPOPMALIMIO O HACTPOWKax NPOToKona
STP, nHdopmaumio 06 aKTUBHbIX UM 3a6N10KMPOBAHHBIX NOP-
Tax.

clear spanning-tree de-
tected-protocols [interface
{gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48).

MNepesanycTuTb Npouecc MUrpauumn NPoTokona. 3aHOBO NPouc-
XO04ANT nepecyéT aepesa STP.

KomaHOobl pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabanua 130 — KomaHgb! pexkmuma EXEC

3HayeHue/3HayeHue
no yMmoA4YaHuo

KomaHda

Aelicmeue

show spanning-tree bpdu
[gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | detailed]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48);

MokasaTtb pexxum 06paboTku naketoB BPDU Ha nHTepdelicax.

5.17.5.2 Hacmpoliika npomokona MSTP

KomaHObI pexcuma 2a0baab6Hol KOHGuU2ypayuu

BunAa 3anpoca KoOMaHAHOWM CTPOKM pexxunma rnobanbHom KoOHOUrypaumm:

console (config) #

Tabnnua 131 — KomaHgb! pexuma rnobanbHoi KoHduUrypaumm

3HayeHue/3HayeHue
Mo yMoA4YaHuo

KomaHda

Aelicmeue

spanning-tree

Pa3pelunTb UCNosb30BaHNe KOMMYTAaTOPOM NpoTokona STP.

pvst}
no spanning-tree mode

- —/paspelueHo
no spanning-tree 3anpeTnTb NCNOb30BaHME KOMMYTAaTOPOM NpoTokona STP.
spanning-tree mode {stp | YcTaHOBUTb pexxum paboTbl npoTokoaa STP.
rstp | mstp | pvst | rapid- —/RSTP

YCTaHOBWTb 3HaYeHMEe N0 YMOYAHWIO.
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spanning-tree pathcost YCTaHOBWUTbL MeTOZ, onpeaeneHuns LeHHOCTU NyTH.
method {long | short} - long — 3HauyeHue LeHHoCTU B ananasoHe 1..200000000;
—/long - short — 3HaueHue LeHHOCTM B gManasoHe 1..65535.
no spanning-tree pathcost YCTaHOBUTb 3Ha4YeHNe NO YMOAYAHUIO.
method
spanning-tree mst in- YCTaHOBWUTbL NPUOPUTET ANA AAHHOTO KOMMYyTaTOpa nepes,
stance_id priority priority OCTaNbHbIMM, UCMONb3YHOWMMM 06WKMiA ak3emnaap MSTP.
- instance_id — sk3emnnap MST;
instance_id: (1..15); - priority — npyopuTeT KOMMyTaTopa.

priority: (0..61440)/32768 V 3HauyeHuMe NpUopUTETa A,O0/MKHO 6bITb KPaTHO 4096.

no spanning-tree mst in- YCTaHOBWTb 3HAYEHME MO YMONYAHUIO.

stance_id priority

spanning-tree mst YCTaHOBWUTb MaKCMMasIbHOE KOIMYECTBO TPAH3UTHBIX Y4acTKOB
max-hops hop_count Ana naketa BPDU, Heobxoaumbix ana ¢opmMmMpoBaHua aepesa U

yAepKaHua nHGopmaLmMmn o ero cTpoeHuu. Ecam naker yxe
npowen makCnMmasibHOe KONN4eCTBO TPAH3UTHbLIX Y4aCTKOB, TO
hop_count: (1..40)/20 Ha cneylolem yyacTke oH oTbpacbiBaeTca.

- hop_count — makcMmanbHOE KONMYECTBO TPAH3UTHbIX
y4yacTKoB A4na naketa BPDU.

no spanning-tree mst YCTaHOBUTb 3HAYeHME N0 YMOHAHUIO.

max-hops

spanning-tree mst in- BKAOUNTB OrpaHuyeHme Ha KosmyecTBo obpabaTtbiBaembix TC
stance_id tc-protection BPDU 3a ycTaHOBNEHHbI MHTEPBaN BPEMEHW.

instance_id: (1..15);

no spanning-tree mst in- BbIK/IIOYMTL OrpaHMUYeHne Ha Koandecteo obpabaTbiBaembix TC

stance_id tc-protection BPDU.

spanning-tree tc-protec- YCTaHOBUTb MHTEPBAN OrPaHUYEHUA KONYecTBa
tion mst instance_id inter- obpabaTbiBaembix TC BPDU.

val seconds instance_id: (1..15);

no spanning-tree tc-pro- seconds: (1..10)/2 cek. YCTaHOBUTb 3HaYEeHME NO YMOHAHUIO.

tection mst instance_id in-

terval

spanning-tree tc-protec- YCTaHOBUTb MaKCMMasibHOE KonnyecTso obpabaTtbiBaembix TC
tion mst instance_id BPDU 3a 3a4aHHbI MHTEPBaN BPEMEHMU.
threshold count instance_id: (1..15);

no spanning-tree tc-pro- count: (1..255)/1 YCTaHOBWUTb 3Ha4YEeHUE N0 YMOAYAHUIO.

tection mst instance_id

threshold

spanning-tree mst Boitn B pexknm kKoHburypauum npotokona MSTP.

configuration

KomaHObI pexcuma KoHgu2ypauuu npomokoada MSTP

Bupg 3anpoca KOMaHAHOM CTPOKU B pexnume KoHdurypaumm npotokona MSTP:
console# configure

console (config)# spanning-tree mst configuration
console (config-mst)#

Tabnnua 132 — KomaHabl pexkuma KoHdurypaumm npotokona MSTP

Komanda 3HayeHue/3HayeHue leiicmeue
no ymon4YaHuro
instance instance_id vlan Co34aTb COOTBETCTBME MEXAY IK3emMNaapom npoTokona MSTP n
vlan_range rpynnamm VLAN.
instance_id:(1..15); - instance-id — npeHTUdUKaTOpP aK3emnaapa npotokona MSTP;
vlan_range: (1..4094) - vlan-range — Homep rpynnbl VLAN.
no instance instance_id Y0anutb COOTBETCTBUE MEXKAY IK3eMNAApoM npoTtokona MSTP u
vlan vian_range rpynnamu VLAN.
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name string

no hame

string: (1..32) cumBona

3apatb UMa KoHurypauum MST.
- string — vmsa KoHpurypaumm MST.

Yaanutb ums KoHourypaumm MST.

revision value

no revision

value: (0..65535)/0

3apaTb HOMep peBu3un KoHoUrypaumm MST.
- value — Homep peBu3nn KoHdurypauum MST.

YCTaHOBWTb 3HaYeHne No ymonyauutio (value).

show {current | pending}

MokasaTb Tekylyto (current) inbo oxuaaroLwyto (pending)
KoHoUrypaumo MST.

exit _ BbIiTV U3 pexnma KoHdurypaumm npotokona MSTP ¢
COXpaHeHWem KoHdUrypaumm.
abort BbIITU 13 pexruma KoHbUrypauum npotokona MSTP 6e3

COXpaHeHWA KoHOUrypaLuu.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet, uHmepdgelica epynnsl Mopmos

Bug, 3anpoca KOMaHAHOM CTPOKM B pexkume KoHdurypaumm nHtepdeiica Ethernet, uHtepdeiica rpynnei

nopTOoB:

console (config-if) #

Tabnmua 133 — KomaHabl pexmuma KoHpurypaumm nHtepdeiica Ethernet, rpynnbl noptos

KomaHda

3HayeHue/3HayeHue
Mo yMmoA4YaHuo

Aelicmeue

spanning-tree guard root

no spanning-tree guard
root

—/3alwmTa BbIKAOYEHA

BKOUMTD 3aLWMTYy «KOPHA» A/1A BCEX CBA3YOWMX aepesbeB STP
BblbpaHHOro nopTa. [laHHaA 3awumTa 3anpewaet uHTepdericy boiTb
KOpHEeBbIM MOPTOM KOMMyTaTopa.

YCTaHOBUTb 3HaYeHMe N0 YMOIYAHUIO.

spanning-tree mst in-
stance_id guard root

no spanning-tree mst in-
stance_id guard root

instance_id: (1..63);
/3awWmTa BbIK/IOYEHa

BKNOUMTDL 3aLLMTY «KOPHA» YKa3aHHOro aksemnaapa MSTP gna
BblbpaHHOro nHTepdeiica. JaHHaa 3awuTa 3anpeLiaeT
MHTepdeincy 6biTb KOPHEBLIM MOPTOM KOMMYTATOPA.

- instance-id — npeHTUdUKaTOp 3K3emnaapa npoTokona MSTP.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

spanning-tree mst in-
stance_id port-priority pri-
ority

no spanning-tree mst in-
stance_id port-priority

instance_id: (1..4094);
priority: (0..240)/128

YcTaHOBUTL NpuopuTeT MHTepdeiica B ak3emnasape MSTP.

- instance-id — npeHTMdUKaTOp 3K3emnaapa npoTokona MSTP;
- priority — npuopuTteT nHTepdeica.

V 3HaueHMe NpUopUTETa A,OMKHO 6bITb KPaTHO 16.

YCTaHOBWTb 3HAYE€HME MO YMOYAHMIO.

spanning-tree mst in-
stance_id cost cost

no spanning-tree mst in-
stance_id cost

instance_id: (1..4094);
cost: (1..200000000)

YCTaHOBUTb LLEHHOCTb NYTU Yepes BblIbpaHHbIM UHTepdelc ana
onpeaeneHHoro aksemnasapa npotokoaa MSTP.

- instance-id — npeHTUdUKaTOp sK3emnaapa npoTokona MSTP;
- €oSt — UEeHHOCTb NyTH.

YCTaHOBWTb 3HaYeHWe, onpeaensiemMmoe Ha OCHOBAHMM CKOPOCTH
nopTta ¥ MeToAa onpeaeneHns LeHHOCTU NyTH, CM. Tabaunuy 128,

spanning-tree port-priority
priority

no spanning-tree port-pri-
ority

priority: (0..240)/128

YCTaHOBUTb NPUOPUTET MHTEPPEICA B KOPHEBOM CBA3YHOLLEM
pepese MSTP.
/‘ ! 3HaueHue NpMopuUTeTa A0KHO BbITb KpaTHO 16.

YCTaHOBUTb 3HaYeHMe N0 YMOHYAHWIO.

spanning-tree restricted-
tcn

no spanning-tree re-
stricted-tcn

—/nprem BPDU ¢
¢dnarom TCN paspe-
weH

3anpeTtutb npuem BPDU ¢ ¢pnarom TCN.

Paspewuntb npuem BPDU ¢ pnarom TCN.
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KomaHObl pexcuma privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKM pexunma privileged EXEC:

console#

Tabnuua 134 — KomaHabl pexkmma EXEC

KomaHda

3HayeHue/3HayeHue
no yMmoa4aHuo

Aelicmeue

show spanning-tree [giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group] [in-
stance instance_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48)
instance_id: (1..64).

MokaszaTb KoHbUrypaumo npoTokona STP.
- instance_id — npeHTudUKaTOp 3K3emnaAapa npoTokosa MSTP.

show spanning-tree detail
[active | blockedports] [in-
stance instance_id]

instance_id: (1..4094)

MNokasaTb NogpPobHY0 MHPOPMALLMIO O HACTPOLKe NpoTokoaa STP,
MHbOpMaLMo 06 aKTUBHbIX UM 3a6/10KMPOBAHHbIX MOPTAX.

- active — npocmoTp MHPopMaumm 06 aKTUBHbIX NOPTaX;

- blockedports — npocmoTp nHPpopmaumnm o 3a610KMPOBAHHBIX
nopTax;

- instance_id — npeHTMdMKaTOp 3K3emnaapa npoTokoaa MSTP.

show spanning-tree
mst-configuration

MoKaszaTb MHOOPMALLMIO O CKOHOUTYPUPOBAHHBIX SK3EMMAAPAX
MSTP.

clear spanning-tree de-
tected-protocols interface
{gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48).

MepesanycTuTb Nnpouecc MurpaumMm NPoToKoa. 3aHOBO
npomncxoanTt Npoc4yéT gepesa STP.

[pumepbl 8b1M0AHEHUS KOMAHO

= BKAOYUTb NOAAEPKKY NpoTOKoANa STP, ycTaHOBUTbL 3HaYeHMe npuoputeTa ceasytowero aepesa RSTP
— 12288, nntepsan forward-time — 20 ceKkyHAa, MHTePBaN BPEMEHN MEXKAY Nepenayamm LWNPOKO-
BelaTesibHbIX coobLeHn «Hello» — 5 ceKyHA, BPEMA KMU3HM CBA3YIOLLEro AepeBa — 38 CEKYHA.
MoKka3aTb KOHPUrypaumio npotokona STP:

console (config) #

( )
console (config)
console (config)
console (config)
console (config)
console (config)
console (config)

spanning-tree
spanning-tree
spanning-tree
spanning-tree
spanning-tree
spanning-tree
exit

console# show spanning-tree

mode rstp
priority 12288
forward-time 20
hello-time 5
max-age 38

Loopback guard:

Root ID

Priority
Address

Spanning tree enabled mode RSTP
Default port cost method:
Disabled

short

32768

5 sec

Max Age 38 sec

a8:f9:4b:7b:e0:40
This switch is the root
Hello Time

Forward Delay 20 sec
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Number of topology changes 0 last change occurred 23:45:41 ago
Times: hold 1, topology change 58, notification 5
hello 5, max age 38, forward delay 20

Interfaces
Name State Prio.Nbr Cost Sts Role PortFast Type
tel/0/1 enabled 128.1 100 Dsbl Dsbl No -
tel/0/2 disabled 128.2 100 Dsbl Dsbl No -
tel/0/5 disabled 128.5 100 Dsbl Dsbl No -
tel/0/6 enabled 128.6 4 Frw Desg Yes P2P (RSTP)
tel/0/7 enabled 128.7 100 Dsbl Dsbl No -
tel/0/8 enabled 128.8 100 Dsbl Dsbl No -
tel/0/9 enabled 128.9 100 Dsbl Dsbl No -
gil/0/1 enabled 128.49 100 Dsbl Dsbl No -
Pol enabled 128.1000 4 Dsbl Dsbl No -

5.17.5.3 Hacmpoliika npomokonos PVSTP+, RPVSTP+

PVSTP+ (Per-VLAN Spanning Tree Protocol Plus) — oaHa 13 pa3HoBuaHoCTel npoTokona Spanning Tree,
pacwupatowan GyHKUMOHaNbHOCTb STP ans ncnonb3oBaHua B otaenbHbiXx VLAN. MpuMmeHeHMe AaHHOTO Npo-
TOKona no3sonseT B Kaxaom VLAN co3gaTb otaenbHbI akzemnaap STP. PVSTP+ coBmectum ¢ STP.

Rapid (6bicTpbiit) PVSTP+ (RPVSTP+) siBnsieTcs ycoBeplieHCTBOBaHMEM NpoToKona PVSTP+, xapakTtepusy-
€TCA MEHbLUMM BpeEMEHEM NPUBEAEHUA CETU K APEBOBUAHOMN TONONOTMN U UMEET 60Jiee BbICOKYIO YCTONYU-
BOCTb.

’ I Bcero nogaep»kaHo 64 PVST/RPVST-uHctaHca. Mpu 3TOM HY/1eBOI MCNONb3yeTca ANA Bcex
e VLAN, B KoTOopbix oTkatoueH PVST/RPVST. Kaxxgomy VLAN c BkntoueHHbim PVST/RPVST
cootBeTcTByeT oauH PVST/RPVST-uHcTaHC.

MopTbl, Ha KOTOPbIX aKTUBHbI 60nee 64 VLAN, npu nepexoae 8 pexkum PVST/RPVST Bpe-
MeHHO 6a0KupyloTca, Nno3Tomy nepeg skaoueHnem PVST/RPVST Heobxoaumo paccum-
TaTb Konu4yectso ucnonbsyemoix VLAN Ha KonbLeBbIX NOpTax KommyTtatopa. Ecnm pgaH-
Hoe 3HauyeHue npesbllwaeT 63, TO NePBOHaYaNbHO HYXHO OTKAouUTb PVST/RPVST B u3-
6biTouHbix VLAN/RPVST KomaHgoM "no spanning-tree vlian <VLAN ID>",

R

Mpwu BkAloYeHHOM pexkume PVST/RPVST kommyTtatopbl MES o6pabatbiBatot PVST bpdu
B0 Bcex VLAN. lMoaTtomy B cny4asx, Korga B KO/bLie UCNONb3YIOTCA KOMMYTaTOpPbl C KONU-
yectBom PVST/RPVST VLAN, npesbiwatowem 63, cnegyer paclwuimputb AMmuTbl o6pa-
60TKu PVST bpdu-tpadmka Ha CPU. [ina sToro ucnonb3yerca KomaHga "service cpu-rate-
limits other-bpdu 1024".

F-

Ecnm B npouecce aKkcnayatauum noHagoburca yépatb VLAN ns PVST/RPVST-UHCTaHCOB U
[,06aBUTb HOBbIe, HYYXHO NPOU3BECTU C/eayloL e AeNCTBUA:

1) OTknounTb STP B HeHyXHbIX VLAN (KomaHpa «no spanning-tree vlan vian_list» B rno-
6anbHOM peXKume KOHGUrypupoBaHUA).

2) Bkntountb STP B HOBbIX VLAN (KomaHpa «spanning-tree vlan vian_list» B rno6anbsHom
pexXume KoHPUrypuposaHua).

R

KomaHObI pexcuma 2a06asab6Hol KoOHpu2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM pexkmnma rnobanbHoM KOHPUrypaumm:

console (config) #
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Tabnmua 135 — KomaHabl pexkmma rnobanbHom KoHpurypaumm

KomaHoa

3Ha4yeHue/3HayeHue
o ymon4YaHuro

Aelicmeue

spanning-tree vlan vian_list

spanning-tree vlan vian_list

vlan_list: (1..4094)/ no
YMOYEHMIO BCE MHCTAHCbI
BKJIIOYEHbI

BkntounTb paboTy npoTokona PVSTP+, RPVSTP+ B yKa3aHHbIX
VLAN.

OTKAtoYNTL paboTy npotokona PVSTP+, RPVSTP+ B yKa3zaHHbIX
VLAN.

spanning-tree vlan vian_list
bpdu {filtering | flooding}

no spanning-tree vlan
vlan_list bpdu

vlan_list: (1..4094)/
dUNbTPaLMA OTKNKOYEHA

dunbTpyeT nam nponyckaert Bxoaauime Kaapbl PVST/RPVST-
BPDU.

V JaHHaA KomaHAa aeiicTBYeT B TOM cayyae,
ecnu STP oTkAtoueH 60 BKAOUYEH B O4HOM
u3 pexxumos: STP/RSTP/MST. Ecam BKkAloueH
pexum PVST/RPVST, To faHHaa KomaHaa
6yaeT AeiicTBOBaTb TO/IbKO B TOM C/yyae,
ecnu B yKasaHHoi VLAN oTkntoueH STP.

- filtering — BKAtOUMTL PUNbTPaLMIO;
- flooding — oTkAOUNTL dUAbLTPaUUIO.

YCTaHOBUTb 3HAYEHWe Mo YMOI4aHUIO.

spanning-tree vlan vian_list
forward-time seconds

no spanning-tree vlan
vlan_list forward-time

vlan_list: (1..4094);
seconds: (4..30)/15 cek

YCTaHOBUTb MHTEPBA/ BPEMEHMU, 3aTpaumMBaemMblil Ha

NPOC/YLWMBAHWNE N U3YYEHUE COCTOSIHUI Nepes, NepektoyeHnem

B COCTOAHME Nepefayun gna ykasaHHbix VLAN.
V Taiimepbl AONKHbI COOTBETCTBOBATL C/eAy-
toweit popmyne:
2 * (Forward-Time - 1) > Max-Age 22 *
(Hello-Time + 1).

YCTaHOBUTb 3HAYEHMe No YMO/I4aHUIO.

spanning-tree vlan vian_list
hello-time seconds

no spanning-tree vlan
vlan_list hello-time

vlan_list: (1..4094);
seconds: (1..10)/2 cek

YCTaHOBUTb MHTEPBaN BPpEMEHU MeEXAY nNepegadyammn
LUMpPOKOBeLLaTe/IbHbIX coobuweHnin «Hello» K
B3aMMOZeNCTBYIOLLMM KOMMYyTaTOpPam A YKaszaHHbIX VLAN.

YCTaHOBWTb 3HaYeHMe N0 YMOYaHUIO.

spanning-tree vlan vian_list
max-age seconds

no spanning-tree vlan
vlan_list max-age

vlan_list: (1..4094);
seconds: (6..40)/20 cek

YCcTaHOBUTb BpemsA KM3HW cBAsylowero aepesa STP gna
yKa3aHHbIX VLAN.

YCTaHOBUTb 3HaYeHMe N0 YMOYaHUIO.

spanning-tree vlan vian_list
priority priority_value

spanning-tree vlan vian_list
priority

vlan_list: (1..4094);
priority_value:
(0..61440)/32768

HactpouTb npuopuTet ceAsytowero aepesa STP.
V 3HaueHue BblGUpaeTca M3 AnanasoHa c Wa-
rom 4096.

YCTaHOBUTb 3HAYEHME MO YMONYAHUIO.

spanning-tree vlan
vlan_list tc-protection

no spanning-tree vlan
vlan_list tc-protection

vlan_list: (1..4094);

BKAtOUNTL OrpaHMyYeHme Ha KomyecTBo obpabaTbiBaembix
TCN/TC BPDU 3a ycTaHOBNEHHbI MHTEpBaN BpemeHn ansa STP,
RSTP, HyneBoro sksemnasapa MSTP.

BbIKNIOUMTL OrpaHMyeHne Ha KonnyecTso obpabaTbiBaembix
TCN/TC BPDU.

spanning-tree vlan
vlan_list tc-protection in-
terval seconds

no spanning-tree vlan
vlan_list tc-protection in-
terval

vlan_list: (1..4094);
seconds: (1..10)/2 cek.

YCTaHOBWUTb MHTEPBA/ OrpaHUYeHMsA KoAnYecTea
obpabaTbiBaembix TCN/TC BPDU.

YCTaHOBUTb 3HaYeHue no YMOHaHUIO.

spanning-tree vlan
vlan_list tc-protection
threshold count

vlan_list: (1..4094);
count: (1..255)/1

YCTaHOBWUTbL MaKCUMMasibHOE KoanyecTso obpabaTtbiBaemblx
TCN/TC BPDU 3a 3agaHHbIii MHTEPBan BPEMEHU.
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no spanning-tree vlan
vlan_list tc-protection
threshold

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgeltica (QuanasoHa uHmepgelicos) Ethernet

Bua 3anpoca KOMaHAHOM CTPOKU perknuma KoHUrypaumnm nHtepdeiica:

console (config-if)#

Tabanua 136 — KomaHgbl pexxuma KoHpurypaumm nHtepoeliica Ethernet

KomaHoa

3Ha4yeHue/3HayeHue
Mo ymon4aHuro

Aelicmeue

spanning-tree vlan vian_list
bpdu {filtering | flooding}

no spanning-tree vlan
vlan_list bpdu

vlan_list: (1..4094)/
dunbTpPaLMA OTKAOYEHa

dunbTpyeT an NnponyckaeT Bxoaduime Kagpbl PVST/RPVST-
BPDU Ha 3agaHHOM nHTepdeiice.
V JaHHaA KoMaHAA AeiicTBYeT B TOM ciyyae,

ecnm STP oTKAOUYEH M60 BKAKOYEH B O4HOM
13 pexxumos: STP/RSTP/MST. Ecau BKkAOYEH
pexum PVST/RPVST, To gaHHas KomaHga
6yAeT AeiicTBOBaTb TO/IbKO B TOM C/lyyae,
ecnm B yKasaHHoW VLAN oTtkaloueH STP.

- filtering — BKkntOUMTL dUNbTPaLMIO;
- flooding — oTkntounTL BUALTPaLMIO.

YCTaHOBUTb 3HaYeHMEe N0 YMOYAHMUIO.

spanning-tree vlan
vlan_list cost cost

no spanning-tree vlan
vlan_list cost

vlan_list: (1..4094);
cost: (1..200000000)

YCTaHOBWUTb LLEHHOCTb NYTW Yepes AaHHbIN MHTepdenc aan
yKasaHHbIx VLAN.
- €OSt — UEHHOCTb NyTH.

YCTaHOBUTb 3HaYeHue, onpegenaemoe Ha OCHOBAHUM CKOPOCTH
nopTa U metToaa onpegeneHna LEHHOCTU NYyTU ANA YKAa3aHHbIX
VLAN.

spanning-tree vlan
vlan_list disable

no spanning-tree vlan
vlan_list disable

vlan_list: (1..4094)

3anpetuTb paboTy npoTokona STP Ha KOHUTrypupyemom
nHTepoerice ana ykasaHHbix VLAN.

PaspewunTtb paboTy npoTokona STP Ha KOHOUTypupyemom
nHTepoerice ana ykasaHHbIx VLAN.

spanning-tree vlan
vlan_list port-priority pri-
ority_value

no spanning-tree vlan
vlan_list port-priority

vlan_list: (1..4094);
priority_value:
(0..240)/128

YCTaHOBUTbL NPUOPUTET MHTEPdEiCa B KOPHEBOM CBA3YIOLLEM
nepese STP.
V 3HaueHue BblbMpaeTca M3 AManasoHa C Wwa-
rom 16.

YCTaHOBUTb 3HaYeHMe No YMONYaHULO.
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spanning-tree vlan vian_list BKOUYUTDL 3aLWNUTY KKOPHA» Ha AaHHOM MHTepdeice ans

guard {root | loop | none} yKa3aHHbIx VLAN.

- root — 3anpeLuaeT uHTepdelicy 6biTb KOPHEBLIM NOPTOM
KOMMYyTaTOpa;

- loop — BK/toYaeT Ha MHTepdeice AONONHUTENBbHYIO 3aLLMTY OT
vlan_list: (1..4094); netenb. B cnyyae, ecnm nHtepdeiic HAXo0AMTCA B COCTOAHWM,
oT/iM4yHom oT Designated v npu aTom nepecrtaet nosayyaTs BPDU,
MHTepdeinc bnokupyercs;

- none — oTKAto4aeT Bce Guard-dyHKLMKM Ha MHTepdeiice.

no spanning-tree vlan OTKAtounTb BCe Guard-pyHKLMM Ha uHTepdelice.
vlan_list guard
spanning-tree vl/an vlan_list 3anpeTtutb npuem BPDU ¢ dnarom TCN gns yKasaHHbIx VLAN.

restricted-tcn

- —/BbIK/OYEHO
no spanning-tree vian Paspewntb npnem BPDU ¢ pnarom TCN ana ykasaHHbix VLAN.

vlan_list restricted-tcn

5.17.6 Hacmpolika npomokona G.8032v2 (ERPS)

MpoTokon ERPS (Ethernet Ring Protection Switching) npegHa3HayYeH ANA NOBbILEHUSA YCTOMUYMBOCTU U
HaJEeXHOCTU CeTM nepefayn AaHHbIX, UMEIOLEN KO/bLEBYIO TOMOJOIMIO, 33 CYET CHUMKEHUA BpemMeHu
BOCCTAHOBJ/IEHMA CETU B C/ly4ae aBapuun. Bpemsa BOCCTaHOB/IEHMA He NpeBbllaeT 1 ceKyHApl, YTO CYLLECTBEHHO
MeHbLLEe BpeMEHW NepecTPoKM CeTM NpU UCNo/Ib30BaHMM NPOTOKOI0B CEMENCTBA spanning tree.

KomaHObI pexcuma 2a0baab6Hol KOHuU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKU peXKnma rnobanbHoM KOHGUIypauum:
console (config) #

Tabnuua 137 — KomaHapl pexknuma rnobanbHom KoHdUrypauum

Komanda 3HavyeHue/3Ha4yeHue Neiicmeue
o ymMoa4aHuro
erps — /BbIKAIOYEHO Paspewntb paboTy npoTtokona ERPS.
no erps 3anpeTtutb paboTy npoTtoKosa ERPS.
erps vlan vian_id Co3pgatb ERPS-KonbLo ¢ naeHTudumkatopom R-APS VLAN, no
KOTOpOW byaeT nepefasaTbca cnyKebHas MHPopmauma n
vlan_id: (1..4094) nepexon, B peXXnum KoHOUrypauum Konbua.
- vlan_id — Homep R-APS VLAN.
no erps vlan vian_id Ypanutb ERPS-KonbLo ¢ naeHTuduratopom vian_id.

KomaHObI pexcuma KoHgu2ypauyuu Koasua

Bug, 3anpoca KOMaHAHOW CTPOKU B pPeXXUME KOHPUrypaLmm KoabLa:

console (config-erps) #

Tabnnua 138 — KomaHabl pexkuma KoHpurypauum ERPS-konbua

3HayeHue/3HavyeHue
no ymoa4YaHuro

protected vlan add vian_list [No6aBuTb ananasoH VLAN B cNMCOK 3almiLeHHbIX VLAN.

- vlan_list — cnucok VLAN. luana3soH VLAN MOHO 33a4aTb

rnepeymcieHnem yepes 3anaTyto Uamn yKasaTb Ha4yanbHOe U

KOHEYHOoe 3Ha4YeHus AuanasoHa Yyepes gepuc "-".

KomaHda Aelicmeue

vlan_list:(2..4094, all)
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protected vlan remove
vlan_list

vlan_list:(2..4094, all)

Ypanutb guanasoH VLAN 13 cnmcka 3awmieHHbIx VLAN.
-vlan_list — cnucok VLAN ana yaanexus.

port {west | east} {giga-

bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

Bbi6paTb west (east)-nopT KOMMyTaTopa, BKNOYEHHOTO B KO/bLLO.

port-channel group} group: (1..48)
no port {west | east} Yaanutb west (east)-nopT KommyTaTopa, BKNOYEHHOTO B KO/bLLO.
rpl {west | east} {owner | BblbpaTb RPL-nopT KOMMyTaTOpa U €ro poib.
neighbor} - west — RPL-nopTom ByaeT HasHaueH west-nopT;
- east — RPL-nopTom bygeT HasHauyeH east-nopT;
—/no rpl - owner — KommyTaTop byaeT ABNATbCA BAagensuem RPL-nopTa;
- neighbor — kommyTaTop ByaeT ABNATLCA coceloM BAafeNbLa
RPL-nopra.
no rpl Yaanutb RPL-nopT KommyTaTopa.
level level HacTpouTb ypoBeHb cooblueHuii R-APS. Heobxogumo ans
NPOXOXKAeHUA coobeHnin yepes CFM MEP.
level: (0.7)/1 - level — ypoBeHb coobLyeHunin R-APS.
no level YCTaHOBUTb 3HAYE€HME MO YMOYAHUIO.
ring enable BKNOUUTL PYHKLMOHMPOBaHUE KOAbLA.

no ring enable

—/BbIK/IOYEHO

BbIKNHOYNTb GYHKLMOHMPOBAHWE KOJbLLa.

version version

no version

version: (1..2)/2

BbI6paTb pexnm cCOBMECTUMOCTM C APYFMMWU BEPCUAMMU NPOTOKONA
G.8032.
- version — Bepcua npoTtokona G.8032.

YCTaHOBUTb 3HAYEHMe No YMO/THaHUIO.

revertive

no revertive

—/revertive

BbI6bpaTb pexum paboTbl KonbLa.

YCTaHOBUTb 3HAYEHMe No YMO/IHaHUIO.

sub-ring vlan vian_id

no sub-ring vlan vian_id

vlan_id:(1..4094)

YKasaTb NOAKONbLO 418 AAHHOTO KobLa.
-vlan_id — Homep VLAN.

Y4annTb NOAKO/bLO.

sub-ring vlan vian_id [tc-
propogation]

no sub-ring vlan vian_id

vlan_id:(1..4094)

BKAtounTb OTNPaBKY curHana ounctkn MAC-Tabamubl B OCHOBHOE
KOJ/IbLLO NPV NepecTpoeHnn NoAKobLA.

OTKNOYUTB OTNPABKY CUrHaNa ouncTkn MAC-Tabnunupl B OCHOBHOE
KO/bLLO NPUW NepecTpoeHMn NoAKobLaA.

timer guard value

no timer guard

value:(10..2000) mc,
KpaTHoe 10/500 mc

YcTaHOBUTL Talimep, 6NOKMPYIOLWKIA yCTapeBLIne coobLeHuns
R-APS.

YCTaHOBUTb 3HAYEHME MO YMONYAHWIO.

timer holdoff value

no timer holdoff

value:(0..10000) mc,
KpaTHoe 100 c
TOYHOCTbIO 5 Mc/0 mc

YCTaHOBWTb TaliMep 3aZlePKKM peakLMmM KOMMyTaTopa Ha
M3MEHEeHWe B COCTOAHWUMU. BMecTo peakumm Ha cobbiTue
BK/IIOYaeTCA Talimep, NO UCTeYeHUN KOTOPOro KOMMYTaTop
MHGOPMUPYET O CBOEM COCTOAHWM. NpegHasHaueH aAns
yMeHbLUeHWs Gayaa nakeToB npu GAannmuHre nopTos.

YCTaHOBUTb 3HAYEHME MO YMONYAHWIO.

timer wtr value

value:(1..12) muH/5

YcTaHOBUTL Talimep, KOTOpbI 3anyckaetca Ha RPL Owner
KoMMyTaTope B revertive-pexume. Mcnonbsyerca ana
npefoTBPaLLEHMA YaCTbIX 3aLLUTHbIX NePeKNYEHNI U3-3a

MmH CUrHANI0B O HEMCNPABHOCTAX.

no timer wtr YCTaHOBWTb 3HAaYEHNE NO YMONYAHUIO.

switch forced {west | east} dopcnpoBaTh 3aMycK 3aLUTHOTO NEPEKIIOYEHUA KObLa, NMpU
—/no 3TOM B6710KMpPYyeTCA yKa3aHHbIM NOpPT.

no switch forced OTMeHUTb GOpCUMPOBaHMA NEPEKNIOYEHUA KONbLA.

switch manual {west | BpyuyHyto 3a610KMpoBaTh YKa3aHHbIM west (east)-nopT u

east} —/no pa3baoknpoBaTh east (west).

no switch manual OTMEHUTb PY4HYH 6IOKMPOBKY.

abort OTKaTUTb U3MEHEHUA, BHECEHHbIE C MOMEHTA BXOA,a B PEXMUM

B KOHOUrypaLmm KonblLa.
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KomaHOb! pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:
console#

Tabnmua 139 — KomaHabl pexkmma EXEC

3HayeHue/3HayeHue

Aelicmeue
1o yMmon4aHuio

KomaHda

3anpocutb nHdopmaumio 06 obwem coctosaHmm ERPS nam
COCTOAHWUM YKa3aHHOrO KOJbLa.

show erps [vlan vian_id] vian_ id: (1..4094)

5.17.7 Hacmpolika npomokKona LLDP

OcHoBHOM ¢yHKuMen npotokona Link Layer Discovery Protocol (LLDP) aBnsetca obmeH mexay
CETEBbIMM YCTPOMCTBAMM O CBOEM COCTOAHWUW M XapaKkTepuctukax. MHbopmaumsa, cobpaHHaa nocpeacTsom
npoTtokona LLDP, HakananBaeTca B yCTPOMCTBAX M MOXKET ObITb 3aNpoLLeHa YNPaBAAOLLMM KOMMbIOTEPOM MO
npotokoay SNMP. Takum 06pa3om, Ha OCHOBAHUM COBPaHHOM MHPOPMALIMK, Ha YNPABAAIOLLEM KOMMbIOTEPE
MOMeET HbITb CMOAENMPOBAHA TONOAOIUA CETU.

KommyTaTopbl NoAAepKMBAIOT Nepesayy Kak CTaHAAPTHbIX NapameTpoB, Tak U ONUMOHANbHbBIX, TaKUX
KaK:

—  WMMSA YCTPOICTBA U €ro onucaHue;
—  WMA NOPTa M ero onucaHue;
—  nHdpopmauma o MAC/PHY u . a.

KomaHObI pexcuma 2a0b6aab6HoU KOHGuU2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexxmnma rnobanbHom KOHOUrypaumm:

console (config) #

Tabnnua 140 — KomaHabl pexuma rnobanbHoi KoHduUrypaumm

3HayeHue/3HavyeHue .
KomaHda / Aelicmeue
no ymona4yaHuro
lidp run Pa3pewntb KoOMMyTaToOpy MCNOb30BaHWe NpoToKoaa LLDP.
—/paspelueHo
no lidp run 3anpeTnTb KOMMYTATOPY MCMNO/Ib30BaHWe NpoToKoaa LLDP.

OnpeaennTb, Kak 4acTo ycTpoicTBo byaeT oTNpaBaATL
obHoBneHne nHdopmaumm LLDP.

YCTaHOBWTb 3HAaYEHNE MO YMONYAHUIO.

3apaTb BeIMYMHY BPEMEHU AN NPUHUMAIOLLErO YCTPOMCTBA, B
TeyeHne KOTOPOro HYXHO yAepXnsBaTb NPUHMMaEMble NaKeTbl
LLDP nepeg ux copocom.

[laHHaA BeNnYMHaA NepenaeTca Ha NPUHUMAIOLLYO CTOPOHY B LLDP
update-nakeTax (nakeTax 06HOBNEHUA), ABNAETCA KPATHOCTbIO A1A
Tavimepa LLDP (lldp timer). Takum obpa3om, Bpems Ku3sHu LLDP-
naKkeToB paccyuTbiBaeTca no popmyne TTL = min (65535, LLDP-
Timer * LLDP-HoldMultiplier)

lldp ti d
p timer seconas seconds: (5..32768)/30

CeK

no lidp timer
lidp hold-multiplier number

number: (2..10)/4

no lidp hold-multiplier

YcTaHaBAMBaeT 3HaYeHWe No YMOAYAHUIO.

lldp reinit seconds

no lidp reinit

seconds: (1..10)/2 cek

MuHuManbHoe Bpems, KoTopoe LLDP-nopT byaeT oxkuaaTb nepes,
NOBTOPHOW MHULManu3aumen LLDP.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES5324

163



HELTEX

lldp tx-delay seconds

seconds: (1..8192)/2

YCTaHOBUTb 3aZePXKKy MexXagy nociegylowymn nepegadyamu
naketoB LLDP, MHUUMMPOBAHHBIMU M3MEHEHUSMU 3HAYEHUI
WAW cTaTyca B OKabHbIX 6a3ax AaHHbIX MIB LLDP.

cex V PekomeHpgyeTtca, 4TO6bl AaHHasA 3afAepiKKa
I 6bina meHblie, yem 3HayeHue 0.25* LLDP-
Timer.
no lidp tx-delay YCTaHOBWTb 3HAYEHME N0 YMONYAHUIO.
lidp lidpdu {filtering | OnpeaennTb pexxum o6paboTkm naketos LLDP, Korga npoTokon
flooding} LLDP BbIkNtOYEH HA KOMMYTaTOpE:
- filtering — yka3biBaeT, uyTo LLDP-nakeTbl dpuNbTPyOTCA, €cnn
— [filtering npoToKon LLDP BbIkAtOYEH Ha KOMMYTaTOpeE;
- flooding — yka3biBaeT, uTo LLDP-nakeTbl nepeaatoTca, ecim
npoTokon LLDP BbikAtOYEH HAa KOMMYyTaTope.
no lidp lidpdu YCTaHOBWTb 3HAaYE€HNE NO YMOAYAHUIO.

lidp med fast-start
repeat-count number

no lldp med fast-start
repeat-count

YcTaHoBUTb Yncno nostopeHnin PDU LLDP ans 6bicTporo 3anycka,
onpeaensaemoro nocpeacrtsom LLDP-MED.

number: (1..10)/3

YCTaHOBUTb 3HaYeHMe N0 YMOIYAHWIO.

lldp med network-policy
number application [vlan
vlan_id] [vlan-type {tagged
| untagged}] [up priority]
[dscp value]

no lldp med network-policy
number

number: (1..32);
application: (voice,
voice-signaling,
guest-voice,
guest-voice-signaling,
softphone-voice,
video-conferencing,
streaming-video,
video-signaling);
vlan_id: (0..4095);
priority: (0..7);

OnpeaenvTb NpaBuao a4 napametpa network-policy (ceTeBas
NOUTUKA YCTPOICTBA). JaHHbI napameTp aBasercs
OMNUMOHANbHLIM ANA pacwnpeHna npoTokona LLDP MED.

- number — NopsAAKOBbIN HOMep Npasuaa network policy;

- application — rnaBHas PyHKUMA, onpefeneHHas ana AaHHOTo
npasuna network policy.

-vlan_id — npeHtndukatop VLAN gns gaHHoOro npasuna;

- tagged/untagged — onpegensert, TernpoBaHHOM namn
HeTernpoBaHHol b6ygeTt VLAN, ucnonb3ayemas gaHHbIM NPaBUIoOM.
- priority — npuUopWTET JaHHOTO Npasuaa (Mcnonb3yeTcs Ha
BTOpOM ypoBHe mogenu OSl);

- value — 3HayeHue DSCP, ncnonb3syemoe AaHHbIM NPaBUIOM.

value: (0..63)

YpanuTte co3gaHHoe Npasmao g napametpa network-policy.

lldp notifications interval
seconds

no lldp notifications
interval

seconds: (5..3600)/5
ceK

YCTaHOBUTb MaKCMMaNbHYH CKOPOCTb Nepeaayn yBegomMaeHuni
LLDP.

- seconds — nepuoj, BpemeHU, B TeHEHNE KOTOPOro YCTPOMCTBO
MOXeT 0TNPaBuUTb He 6osiee 04HOro YBEAOMNEHUA.

YCTaHOBUTb 3HAYEHME MO YMOYAHMIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepagelicos Ethernet

BuAa 3anpoca KOMaHAHOM CTPOKM B pexume KoHPurypaumnm nHtepdelicos Ethernet:

console (config-if) #

Tabnunua 141 — KomaHabl pexkuma KoHdurypaumm nHtepdeliica Ethernet

KomaHda

3HayeHue/3HayeHue o
YMOAYAHUIO

Aelicmeue

lidp transmit

no lidp transmit

lidp receive

no lidp receive

M0 YMONYAHMIO
pa3speLueHo
Mcnonb3oBaHMe B 060Mx
HanpasaeHUsX.

Paspewuntb nepegayy naketos no npoTokony LLDP Ha
nHTEpdelice.

3anpeTuTb Nepegavy NakeTos nNo npoTokony LLDP Ha
MHTepodeiice.

PaspewunTb npuem naketos nNo NnpoTokoay LLDP Ha
nHTEpdelice.

3anpeTnTb NpMem NakeTos No nNpotokonay LLDP Ha
nHTEpdelice.
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lidp optional-tlv tiv_list

no lldp optional-tlv

tvl_list: (port-desc, sys-
name, sys-desc, sys-cap,
802.3-mac-phy, 802.3-lag,
802.3-max-frame-size,
802.3-power-via-mdi)/Mo
YMONYaHUIO
onuMoHanbHble TLV He
BK/IIOYEHbI B NaKeT.

OnpeaennTb, Kakne onuuoHanbHble TLV-nona (Type, Length,
Value) 6yayT BK/tOYEHbI YCTPOWCTBOM B NepesaBaemblit
LLDP-naker.
B KOMaHAy MOKHO BKIHOYUTL OT OAHOMO A0 NATU
onuMoHanbHbIX TLV.

7l TLV 802.3-power-via-mdi p[ocTynHa TONbKO Ha
V YCTPOMCTBaX C noaaepKoi PoE.

YCTaHOBWUTb 3HAYeHUE NO YMOI4aHUIO.

lidp optional-tiv 802.1
{pvid [enable | disable] |
ppvid {add | remove}
ppv_id | vlan-name {add |
remove} vian_id}

lidp optional-tiv 802.1
protocol {add | remove}
{stp | rstp | mstp | pause |
802.1x | lacp | gvrp}

no lidp optional-tlv 802.1
pvid

ppvid: (1-4094);
vlan_id: (2-4094);
Mo ymonuyanutio
onuMoHanbHble TLV He
BKJIOYEHDI.

OnpeaennTb, Kakne onuuoHanbHble TLV-nona byayT
BKJIKOYEHbI YCTPOWCTBOM B Nepegasaembiii LLDP-nakeT:

- pvid — PVID uHTepodeiica;

- ppvid — ao6asutb/yaanuts PPVID;

- vlan-name — po6asutb/yaanuts Homep VLAN;

- protocol — n06aBuTb/yAanUTL ONpeaesieHHbI NPOTOKO.

YCTaHOBUTb 3HAYeHMe No YMO/IHaHUIO.

lidp management-address
{ip_address | none |
automatic [gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | vlan vian_id]}

no lldp management-
address

dopmart ip-address:
A.B.C.D;
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094).
Mo ymonyanumio
ynpasnsaowmii agpec
onpegensaerca
aBTOMaTUYECKM.

OnpeaenvnTtb ynpasnatowWwmi agpec, ob6bABAEHHbIN Ha

MHTepodeiice.

- ip_address — 3apaeTca cTaTmyeckuii IP-agpec;

- none — yKa3bIBaeT, 4To agpec He 06bABAEH;

- automatic — yKasbIBaeT, YTO CMCTEMA AaBTOMATUYECKHU

BblOMpaeT ynpaBnstoLWwmii agpec, U3 CKOHGUIYpPUPOBAHHBIX

agpecos 3ajaHHOro HTepdeiica.

Ecnun untepdelic ethernet unun nHtepdeliic rpynnol noptos

npuHaanexat VLAN, To gaHHbI agpec VLAN He byaet

BKJIKOYEH B CMIMCOK BO3MOMKHbIX YNPaBAAIOLMX apecosB.

V B cnyyae Hanunumua Heckonbkux IP-appecos cuc-
Tema BblbupaeT HauyanbHbI IP-agpec U3 guana-
30Ha gMHamuueckux IP-agpecos. Echu guHamu-
4yeckue agpeca OTCYTCTBYIOT, TO cMCTeMa Bblbu-
paeT HauyanbHbIW IP-agpec U3 guanasoHa BO3-
MOXKHbIX cTaTU4Yeckux IP-aapecos.

Ypanute ynpasnstowmii IP-agpec.

lidp notification {enable |
disable}

no lldp notifications

MO YMOIYaHUIO OTMPaBKa
yBegomieHuit LLDP
3anpetLLeHa.

Pa3pelunTtb/3anpeTuTb OTNpaBKy yBeaomaeHunit LLDP Ha
MHTepodeiice.

- enable — paspewaer;

- disable — 3anpeuaer.

YCTaHOBWTb 3HAYEHME MO YMOYAHMIO.

lidp med enable [t/v_list]

tvl_list: (network-policy,

Pa3spewnTb ncnosib3oBaHmMe pacwmpeHna npotokona LLDP

location, MED.
inventory)/3anpelueHo B KOMaHAy MOXHO BKNOUYUTL OT OAHOIO A0 Tpex
MUCNoNb30BaHne cneuunanbHbix TLV.
pacliMpeHns NpoToKona
LLDP MED.
lidp med network-policy HasHaunTb npasuno network-policy saHHOMy UHTepdelicy.
{add | remove} number - add — Ha3HauaeT nNpaBuno;
number: (1-32) - remove — yaanAaeT Npasuo;

no lidp med network-policy

- number — Homep nNpasuna.

Ypanutb npasuno network-policy ¢ aaHHoro nHtepdeiica.

lidp med location
{coordinate coordinate |
civic-address
civic_address_data | ecs-
elin ecs_elin_data}

coordinate: 16 6aiiT;
civic_address_data:
(6..160) 6aiiT;
ecs_elin_data: (10..25)
6ar.

3apaTb MecTonoNoXKeHMe YCTPOUCTBa AN NpoTokona LLDP
(3HaueHwue napameTpa location npotokona LLDP MED).

- coordinate — afpec B cUCTEME KOOPAMHAT;

- civic_address_data — afAMMHUCTPATUBHbIN agpec
YCTPOWCTBA;

- ecs-elin_data — appec B dopmaTte, onpegeneHHOM
ANSI/TIA 1057.
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no lidp med location
{coordinate | civic-address
| ecs-elin}

YAanuTb HaCTPOMKKM NapameTpa mecTonosoxKeHus location.

lidp med notification
topology-change {enable |
disable}

no lldp med notifications
topology-change

—/3anpelyeHo

Paspeluntb/3anpeTuTb OTNpaBKy yBegomneHunin LLDP MED 06
N3MEHEHWUW TOMONOTUN.

- enable — paspelaeT oTnpaBKy yBEAOMIEHWI;

- disable — 3anpeuiaeT oTnpaBKy yBEAOMIEHWIA.

YCTaHOBWUTb 3HAYeHUE NO YMO/IHaHUIO.

V MakeTbl LLDP, npuHATbIe Yepe3 rpynny nopTos, 3aNOMUHAIOTCA UHAUBUAYANBHO NOp-
' TaMu rpynnbl, NPUHABWKNMU coobweHua. LLDP otnpaBnsaeT pasnnyHble coobleHns Ha
KaKAabl NOPT rpynnbl.

/";f' Pabota npoTtokosna LLDP He 3aBUCUT OT COCTOAHUA NpoToKona STP Ha nopTy, nakeTbl LLDP
' OTNPABAAIOTCA U NPUHUMAIOTCA HA 3a610KMpPOBaHHbIX NPOTOKonoM STP-nopTax.
Ecau nopT KoHTpoaupyetca no 802.1X, To LLDP paboTtaeT c nopTom TO/IbKO B C/ly4ae, ecnm

OH aBTOpPU30BaH.

KomaHObI pexcuma privileged EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexnma privileged EXEC:

console#

Tabnvua 142 — KomaHapl pexkmma privileged EXEC

KomaHda

3Ha4yeHue/3HayeHue
no ymoa4yaHuro

Aelicmeue

clear lidp table [giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
oob]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4)

OuncTuTb Tabnnuy agpecos 06HaPYKEHHbIX COCEHUX YCTPONCTB
M HayaTb HOBbIM LMKN 0BbMeHa nakeTamu no npotokony LLDP
MED.

show lidp configuration [gi-
gabitethernet gi_port |

| oob | detailed]

tengigabitethernet te_port |
fortygigabitethernet fo_port

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4)

MNokasaTtb LLDP-kKoHUrypaLmm Bcex pusmnyeckux nHtepdencos
YCTPOMCTBa, MO0 33A4aHHbIX MHTepdENCoB.

show lldp med configura-
tion [gigabitethernet

te_port | fortygigabitether-
net fo_port | oob | de-
tailed]

gi_port | tengigabitethernet

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4)

MNMoKaszaTb KOHGUIrypauum pacmpeHunsa npotokona LLDP-MED ansa
Bcex puamnyeckmx nHtepodeiicos, MO0 3aaHHbIX UHTEPdECOB.

show lldp local
{gigabitethernet gi_port |

| oob}

tengigabitethernet te_port |
fortygigabitethernet fo_port

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4)

MNokasaTtb LLDP-nHpopmaumio, KOTOpyto aHOHCUPYET AaHHbIN
nopr.

show lldp local
tlvs-overloading
[gigabitethernet gi_port |

| oob]

tengigabitethernet te_port |
fortygigabitethernet fo_port

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4)

lMokasaTtb cTaTyc nepe3sarpysku TLVs LLDP.
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show lldp neighbors
[gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port
| oob | detailed]

MokasaTb MHPOPMALMIO O COCEAHMX YCTPOMCTBAX, Ha KOTOPbIX
gi_port: (1..8/0/1..48); | pabotaet npotoko LLDP.
te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4)

show lldp statistics
[gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port
| oob | detailed]

MokasaTtb cTaTUCTMKY LLDP.
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4)

[pumepbl 8bINOAHEHUS KOMAHO

=  YcTaHoBUTb Ans noprta tel/0/10 cneaytowme tlv-nona: port-description, sytem-name, system-de-
scription. na gaHHoro nHtepdenca gobasmTb ynpasasatowmin agpec 10.10.10.70.

console (config)# configure

console (config) # interface tengigabitethernet 1/0/10

console (config-if)# 1ldp optional-tlv port-desc sys-name sys-desc
console (config-if)# 1lldp management-address 10.10.10.70

= [locmoTpeTb KoHurypaumio LLDP:

console# show lldp configuration

LLDP state:
Timer:
Hold Multiplier:
Reinit delay:
Tx delay:

Enabled
30 Seconds

4 Seconds
2 Seconds

Notifications Interval:
LLDP packets handling:
Chassis ID: mac-address

5 Seconds
Filtering

Port State Optional TLVs Address Notifications
tel/0/7 Rx and Tx SN, SC None Disabled
tel/0/8 Rx and Tx SN, SC None Disabled
tel/0/9 Rx and Tx SN, SC None Disabled
tel/0/10 Rx and Tx PD, SD 10.10.10.70 Disabled
Tabnnuya 143 — OnucaHue pesynbTaTos
lMone OnucaHue
Timer OnpeaenunTb, KaK 4acTo ycTponcTBo oTnpasnseT LLDP-o6HoBAEeHMA
Onpepenutb BennUnHy BpemeHu (TTL, Time-To-Live) 419 NPUHUMALOLLErO YCTPOA-
Hold Multiplier CTBa, B TEYEHNE KOTOPOTrO HYXKHO YAEpPKNBaTb NpUHMUMaemMble nakeTbl LLDP nepeg,
ux cépocom: TTL = Timer * Hold Multiplier.
Reinit dela OnpeaennTb MMHMMA/IbHOE BPEMS, B TEYEHWE KOTOPOTO NOPT ByAeT 0XKunaatb nepes,
y nocbinkom cneaytouwero LLDP-coobueHus.
Tx dela OnpegenunTb 3a4epXKKy Mexay nocneayowmnmm nepegadyamm LLDP-kagpos, MHMUM-
y MPOBAHHbIX USMEHEHUAMM 3HAYeHU nnbo cTaTyca.
Port Homep nopra.
State Pexkum paboTbl nopTa gns npotokona LLDP.
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MNepepaBaemble TLV-onumu.
Bo3MOKHble 3HaYeHuA:

PD — OnucaHue nopTa;

SN — CuctemHoe nms;

SD — OnucaHue cUCTeMbI;

SC — BO3MOKHOCTM CUCTEMDbI.

Optional TLVs

Address Aapec ycTpoicTBa, KoTopblii nepegaetcs B LLDP-coobuweHusx.

Notifications YKasblBaeT, pa3pelleHbl Uau 3anpeleHbl ysegomiendna LLDP.

MokasaTb MHGOPMaLMIO O COCeAHUX YCTPOWMCTBAX:

console# show 1lldp neighbors

Port Device ID Port ID System Name Capabilities
te0/1 0060.704C.73FE 1 ts-7800-2 B
te0/2 0060.704C.73FD 1 ts-7800-2 B
te0/3 0060.704C.73FC 9 £s-7900-1 B, R
te0/4 0060.704C.73FB 1 ts-7900-2 W

console# show 1lldp neighbors tengigabitethernet 1,/0/20

Device ID: 02:10:11:12:13:00
Port ID: gi0/23
Capabilities: B

System Name: sandbox?2

System description:

24-port 10/100/1000 Ethernet Switch

Port description:

Ethernet Interface

802.3 MAC/P
Auto-negoti
Auto-negoti
Auto-negoti
duplex mode
duplex mode
Operational

Time To Live:

112

HY Configuration/Status

ation support: Supported
ation status: Enabled

ation Advertised Capabilities:
, 100BASE-TX half duplex mode,

100BASE-TX full
10BASE-T half

1000BASE-T full duplex,
10BASE-T full duplex mode,

MAU type: Unknown

Tabnnua 144 — OnucaHue pesynbTaTos

Mone OnucaHue
Port Homep nopTa.
Device ID Nms nnm MAC-appec cocegHero ycTpoicTaa.
Port ID MaeHTUdMKaTop nopTa coceHero ycTponcTaa.

System name

CucTeMHOE UMSA YCTPOCTBa.

Capabilities

[aHHoe none onucbiBaeT TMN yCcTpoCTBa:

B — Mocr (Bridge);

R — MapuwpyTtusatop (Router);

W — Touyka goctyna Wi-Fi (WLAN Access Point);
T — TenedoH (Telephone);

D — DOCSIS-ycTpoitctso (DOCSIS cable device);
H — CeteBoe ycTtpoictso (Host);

r — MosTopuTens (Repeater);

O — Tun HeussecTeH (Other).

System description

OnucaHWe coceiHero ycTpoicTaa.
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Port description OnwucaHue nopTa cocegHero ycTpomncraa.

Management address Appec ynpaBieHUa yCTPOMUCTBOM.

Auto-negotiation
support

OnpegendaeT, Nno4AepKMBAETCA /I aBTOMATUYECKOe onpeaesieHne pexmma nopra.

OnpegenseT, BKAOYEHA /M NOAAEPKKA aBTOMATUUECKOIO ONpeaeNeHNs pexxmuma
nopTa.

Auto-negotiation
status

Auto-negotiation Onpepenset pexumbl, nogaepxnsaemole GyHKLMEN aBTOMAaTUYECKOrO onpeaene-

Advertised HUSA noprTa.

Capabilities

Operational MAU Pabouunit MAU-TMN ycTpolicTaa.
type

5.17.8 Hacmpolika npomokona OAM

Ethernet OAM (Operation, Administration, and Maintenance), IEEE 802.3ah — pyHKLMN YyPOBHS KaHana
nepegayn AaHHbIX NPeacTaBAAoT coboli NPOTOKON MOHUTOPUHIA COCTOSIHMUA KaHana. B aTom npoTokosie gna
nepegayn MHPOpPMaLMM O COCTOAHUM KaHasla MeXKAy HEenocpeacTBEHHO MOAKAHOYEHHbIMU YCTPOMCTBAMM
Ethernet ncnonbsytoTca 610KM AaHHbIX NpoTokona OAM (OAMPDU). O6a ycTpoicTBa A0MKHbI NOAAEPKNBaTb
ctaHgapt IEEE 802.3ah.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelicog Ethernet

Bug, 3anpoca KOMaHAHOM CTPOKM B pexume KoHdurypaumm nHtepoelicos Ethernet:

console (config-if)#

Tabnuua 145 — KomaHabl pexkmma KoHpurypaumm uHtepoeliica Ethernet

KomaHda

3HayeHue/3HayeHue
no ymoa4aHuo

Aelicmeue

ethernet oam

no ethernet oam

—/OTKNOYEHO

Bkntountb nopaeprkky Ethernet OAM Ha nopty.

OTkntounTb Ethernet OAM Ha KoHUryprupyemom nopry.

ethernet oam link-monitor
frame threshold count

count: (1..65535)/1

no ethernet oam link-moni-
tor frame threshold

YCcTaHOBWTb NOPOT KONMYECTBa OLWMBOK 33 yKa3aHHbIN Nepuog,
(nepuopg, yctaHaBAnBaetca komaHaow ethernet oam link-monitor
frame window).

BoccTtaHOBUTL 3HaYeHWe no YMONYaHUIO.

ethernet oam link-monitor
frame window window

window: (10..600)/100

no ethernet oam link-moni-
tor frame window

mcC

YCTaHOBUTbL BPEMEHHOM MPOMEKYTOK A8 NoacyeTa KoanyecTsa
OWWKNBOK.

BoccTtaHOBUTL 3HaYeHWe no YMONYaHUIO.

ethernet oam link-monitor
frame-period threshold
count

count: (1..65535)/1

no ethernet oam link-moni-
tor frame-period threshold

YcTaHoBUTbL Nopor gns cobbitma «frame-period» (nepmog,
ycTaHasuBaeTca KomaHaon ethernet oam link-monitor frame-
period window).

BoccTtaHOBUTL 3Ha4YeHWe nNo YMONYaHUIO.

ethernet oam link-monitor
frame-period window win-
dow

window:

no ethernet oam link-moni-
tor frame-period window

(1..65535)/10000

YCTaHOBUTb BPEMEHHOM NPOMEXYTOK A5 cobbiTua «frame-
period» (B Kagpax).

BoccTtaHOBUTb 3HAYEHWE NO YMONYAHUIO.

ethernet oam link-monitor
frame-seconds threshold
count

count: (1..900)/1

YcTaHoBUTb Nopor ana cobbitua «frame-period» (nepunog
ycTaHaBuBaeTca KomaHaon ethernet oam link-monitor frame-
seconds window), B cekyHaax.
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no ethernet oam link-moni-
tor frame-seconds thresh-
old

BoccTtaHOBUTL 3HAYEHWE NO YMONYAHUIO.

ethernet oam link-monitor
frame-seconds window
window

no ethernet oam link-moni-
tor frame-seconds window

window:
(100..9000)/100 mc

YCTaHOBWUTb BPEMEHHOM NPOMEKYTOK ana cobbiTua «frame-
period».

BoccTtaHOBUTb 3HAYEHWE N0 YMONYAHUIO.

ethernet oam mode {active
| passive}

YCTaHOBUTb peXMm paboTbl NpoTokona OAM:
- active — kommyTaTop noctoaHHO oTnpasnsetr OAMPDU;

—/active - passive — KommyTaTop HaunHaet otnpaeaAaTe OAMPDU TonbKko
npu Haanumm OAMPDU co BCTPEYHOM CTOPOHBI.
no ethernet oam mode BoccTaHOBWTL 3HAYEHME MO YMO/YAHMIO.
ethernet-oam remote-fail- BKAOUNTL NOAAEpPKKY M 06paboTKy cobbiTnin «remote-failure».
ure
—/BKAIOYEHO
no ethernet oam re- BoccTaHOBUTL 3HAaYEHWE MO YMOYAHMIO.
mote-failure
ethernet oam remote-loop- BKAtounTb NnoaaepKky dyHKkunmn remote-loopback.
back supported — JoTkniodeno
no ethernet oam re- BoccTtaHOBUTL 3HaYEHME MO YMONYAHWIO.
mote-loopback supported
ethernet oam uni-direc- BKNOUNTL GYHKLMIO OBHAPYXKEHNA OAHOHANPaB/IEHHbIX CBA3EN Ha
tional detection 6ase npoTtokona Ethernet OAM.
— —/OTKAKOUYEHO
no ethernet oam uni-direc- BoccTaHOBUTL 3HAUYEHME MO YMOYAHMIO.
tional detection
ethernet oam uni-direc- OnpefenvTb peakuuio KOMMyTaTopa Ha OAHOHAMNpPaBAEHHYIO
tional detection action {log CBA3b:
| error-disable} - log — otnpaska SNMP trap 1 3anucb B XXypHan;
—/log - error-disable — nepesog nopTa B coctosHue «error-disable»,
3anucb B XXypHan u otnpaska SNMP trap.
no ethernet oam uni-direc- BoccTaHOBWTL 3HaYeHWE MO YMOHAHMIO.
tional detection action
ethernet oam uni-direc- BKtOUNUTL arpeccuBHbIV peXUM onpeseneHns
tional detection agressive OfHOHanNpaBneHHoW cBA3n. Ecam oT cocegHero ycTpoicTea
nepectatot npuxogutb Ethernet OAM-coobueHns — AMHK
—/oTK/04eHO

no ethernet oam uni-direc-
tional detection aggressive

nomeYyaeTcsa Kak O,D,HOHaI'IpaBneHHbIVI.

BoccTtaHOBUTL 3HaYeHWe no YMON4YaHUIO.

ethernet oam uni-direc-
tional detection discovery
time time

no ethernet oam uni-direc-
tional detection discovery-
time

time: (5..300)/5 cek

YCTaHOBWUTb BPEMEHHOW UHTepBan AN onpeaeieHnsa TUMna cBAsmn
Ha nopTy.

BoccTtaHOBUTL 3HaYeHWe nNo YMONYaHUIO.

KomaHObl pexcuma privileged EXEC

Bce KomaHAbl JOCTYNHbI ANS MPUBUAEIMPOBAHHOIO MoJib30BaTeNs. Bua 3anpoca KOMaHAHOMN CTPOKU
perknma privileged EXEC:

console#

Tabnnua 146 — KomaHabl pexxkuma privileged EXEC

3HayeHue/3HayeHue

Aelicmeue
110 yMOAYAHUIO

KomaHda

clear ethernet oam statis-
tics [interface {giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port}]

OuncTuTb cTatucTUKy Ethernet OAM ana ykasaHHOro nHTepdeiica.
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4).
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show ethernet oam discov-
ery [interface {gigabitether-
net gi_port | tengiga-
bitethernet te_port | for-
tygigabitethernet fo_port}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4).

OT06pa3uTb cocTosiHWe NpoToKkona Ethernet OAM anAa yKasaHHoOro
nHTepdelica.

show ethernet oam statis-
tics [interface {giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4).

OTO6pPa3nTb CTAaTUCTUKY 06MEHa NPOTOKOIbHBIMU COOBLLEHUAMM
019 YKa3aHHOro uHTepdelica.

show ethernet oam status
[interface {gigabitethernet
gi_port | tengigabitether-
net te_port | fortygiga-
bitethernet fo_port}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4)

OTo6pa3unTb HacTpoku Ethernet OAM gns yKaszaHHoOro
nHTepdelica.

show ethernet oam uni-di-
rectional detection [inter-
face {gigabitethernet
gi_port | tengigabitether-
net te_port | fortygiga-
bitethernet fo_port}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4)

OT06pa3nTb COCTOAHNE MeXaHM3Ma onpeaeneHns
04HOHANpPaB/EeHHbIX CBA3EN A8 YKa3aHHOTo HTepdeiica.

ethernet oam remote-loop-
back {start/stop}

interface { gigabitether-

net gi_port
/tengigabitethernet te_port
}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24)

3anycTuTb NPOLLECC TECTUPOBAHMA KaHaa C MOMOLLbIO
ethernet oam remote-loopback Ha ykazaHHoMm uHTepdelice.

[pumepbl 8bIN0AHEHUS KOMAHO

=  OT06pa3unTb cOCTOAHME NPOTOKONA ANA nopTa gigabitethernet 1/0/3:

console# show ethernet oam discovery interface GigabitEthernet 0/3

Local client

Mode:
Unidirection:
Link monitor:

MIB retrieval:
Mtu size:

Port status:

PDU revision:
Remote client

Vendor (oui) :

PDU revision:
Mode:

Unidirection:
Link monitor:

MIB retrieval:
Mtu size:
console#

gigabitethernet 1/0/3

Remote loopback:

Operational status:

Loopback status:

Remote loopback:

Administrative configurations:

active

not supported
supported
supported

not supported
1500

operational
no loopback
3

MAC address: a8:f£f9:4b:0c:00:03
a8 f9 4b
Administrative configurations:

3

active

not supported
supported
supported

not supported
1500

Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES5324

171



HELTEX

5.17.9 Hacmpoiika npomokona CFM (Connectivity Fault Management)

Ethernet CFM (Connectivity Fault Management), IEEE802.1ag — npeaocTaBaseT ¢yHKLMM Habatoae-
HWA, NOMCKa W YCTPAHEHUA HencnpaBHocTel B ceTax Ethernet, no3Bonsa KOHTPoOAMPOBATL COEfMHEHME, U30-
NIMpoBaTb NpobaeMHble Y4aCTKM CETU N MAEHTUDULMPOBATL KJAMEHTOB, K KOTOPbIM NPUMEHAIUCH OFpPaHnye-
HWA B CETW.

MpoToKoN onepupyeT ceayroWwmMmmn NOHATUAMM:

= Maintenance Domain (MD) — y4yacTOK ceTu, npuHagneKallinin n ynpasasemblit 0A4HMM ONepaTopoMm;

=  Maintenance Association (MA) — COBOKYMHOCTb KOHeuYHbIx Touek (MEP), Kaxaas u3 KoTopbix umeeT
oAnHakoBbIn naeHTMdmkatop MAID (Maintenance Association Identifier), onpegenatowmii Tun cep-
BUCA;

= Maintenance association End Point (MEP) — KoHeuYHas TO4Ka cepBuca, pacno/ioXKeHHas Ha ero rpa-
HULE;

= Maintenance domain Intermediate Point (MIP) — npomeKyTouyHan To4yKa AOMeHa.

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUSA

Bug, 3anpoca KOMaHAHOM CTPOKM pexknma rnobanbHoro KOHGUryprupoBaHus:

console (config) #

Tabnvua 147 — KomaHabl pexkmma rnobanbHom KoHpurypaumm

3Ha4yeHue/3HayeHue
no ymon4aHuro

KomaHoa Aelicmeue

ethernet cfm domain name Co3aatb (MM cmeHWTb ypoBeHb) CFM-gomeHa (MD) ¢ umeHem

[level level] name:(1..32) «nName» 1 NepeinTn B peKUM KOHPUIypuMpoBaHUA AOMEHA.
CMMBO/IOB - level — yposeHb CFM gomeHa.
no ethernet c¢fm domain level: (0..7)/0 Yaanute CFM-gomeH (MD) ¢ umeHem “name”.

name

KomaHObI pexcuma KoHgu2ypuposaHUa 0omMeHd

Bua 3anpoca KOMaHAHOW CTPOKM B PEXUME KOHOUTYPUPOBAHMA AOMEHa:
console (config-cfm-md) #

Tabnunua 148 — KomaHgbl pexkuma KoHdpurypuposaHma CFM-gomeHa (MD)

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

id { dns dns | name name
| mac mac_address num-
ber | null }

no id

name: (1..43) cumBosios
dns: (1..43) cumBonos
mac_address : H.H.H

mnm H:H:H:H:H:H vam H-

H-H-H-H-H
number: (0-65535)

Mo ymonyaHuto: id name

COOTBETCTBYET UMEHM
AoMmeHa

YKa3saTtb ugeHtnoukatop CFM-gomeHa (MD). UmeHem gomeHa
MOXET bbITb:

- dns — dns-ums;

- name — TEKCTOBAA CTPOKa;

- mac_address number — MAC-agpec 1 YucnoBoi
MaeHTUPUKaTOP AOMEHa;

- null — NULL naeHtmudukarop.

YCTaHOBUTb 3Ha4YeHME N0 YMOYAHUIO.

service port

{ vlan-id vian_id |
name name |
number number }

vlan_id: (1..4094)
name: (1..45) cumBosios
number: (0..65535)

Co3pgaTb CFM-cepsuc (MA) 6e3 npueasku k VLAN 1 nepexos B
pexmMm KoHOUTYpUpoBaHUA cepeuca.
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no service port

service vlan vian
{vlan-id vian_id |
name name |

number number

no service vlan vian_id

Yaanute CFM-cepsuc (MA).

Cosaatb CFM-cepsuc (MA), npussasaHHbiit K VLAN ¢ Homepom
«vlan» v nepeiTn B peXMm KOHOUTypUpoBaHUA cepsuca. UmeHem
CEepBUCa MOXKET ObITb:

- vlan_id — Homep VLAN;

- name — TEKCTOBAA CTPOKa;

- number — yncnosoi naeHTMdMKaTop.

Ypanute CFM-cepsuc (MA), npussasaHHoro K VLAN ¢ Homepom
«vlan_id».

mip auto-create [lower-
mep-only]

no mip auto-create

—/aBTOMaTunyeckoe
CO3AaHuNe OTKOYEHO

BK/OYNTb aBTOMATUYECKOE CO34aHME NPOMEXKYTOUHbIX TOYEK
cepsuca (MIP). MpomeKyTouHble ToUKM cepBuca (MIP) cospatoTcs
Ha BCeX NopTax, Ha KoTopbix NnponucaH VLAN cepsuca.
HeobnazaTenbHbiii napameTtp «lower-mep-only» nckaoyaet us
CNKUCKa NOPTbI, HA KOTOPbIX Y¥Ke co3AaHa KOHeYHas TOYKa cepsuca.

YCTaHOBWUTb 3HAYeHME NO YMONYaHULO.

KomaHObI pextuma KoHgu2ypuposaHus cepsuca

BuAa 3anpoca KOMaHAHON CTPOKM B peXxnume KOHPUIrypupoBaHMA JOMEHa:

console (config-cfm-ma) #

Tabanua 149 — KomaHabl pexuma KoHpurypuposaHua CFM cepsuca (MA)

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

continuity-check interval
interval

no continuity-check in-
terval

interval: (1, 10, 100, 600)
cekyHa/1 cekyHaa

YcTaHOBUTbL MHTepBas oTnpasku Continuity Check coobuieHmii.

YCTaHOBUTb 3Ha4YeHWe NO YMONYAHUIO

direction down

no direction down

YCTaHOBUTbL HanpaB/ieHMe KOHeYHOoM TouKon cepeuca (MEP) B
HUCXo4ALLee.

YCTaHOBWUTb HanpaBieHMe KOHeYHOoM Touku cepsuca (MEP) B
Bocxojsllee.

efd notify erps

no efd notify erps

—/BbIK/IIOYEHO

BKAOUMTL OTNpPaBKy yBeAOMAEHN 06 06HapyKEHUN U3MEHEHUS
cocToAHMA Konbla ERPS Ha cobbiTua events propagation link
failure/restore n HapyleHMe CBA3ZHOCTM, AETEKTUPOBAHHbIX C
nomoupto Continuity Check Protocol (CCM)

OTKAOYUTD OTNPABKY YBEAOMIEHUN.

mep id

no mep id

id: (1..8191)

[o6aBuTb KOHeYHyto TouKy cepsBuca (MEP) ¢ naeHtudmnkatopom
«id» K AaHHOMY cepBuCy.
JaHHOW KOMaHAO0M OCyLLecTBAAETCA TONbKO NPUBA3KA
I MEP K cepucy. MEP co3gaetca B pexxume KOHGUrypm-
poBaHusa uHtepdeiica.

YanuTb KOHeYHyto TouKy cepsuca (MEP).

mip auto-create { lower-
mep-only | none }

no mip auto-create

—/no ymonyaHuio
MCMONb3YeTCA PeXxnm,
CKOHOUIYPUPOBaHHbIN

[ANA JOMEHa, B KOTOPOM

HaxoAunTCA cepBuC

BKAOUNTL aBTOMATUYECKOE CO3aHME NPOMEXKYTOUHbIX TOYEK
cepsuca (MIP). NMpomexyTouHble Touku cepsuca (MIP)
€03[al0TCA Ha BCex NopTax, Ha KoTopbix nponucaH VLAN cepsuca.
HeobssaTenbHble napameTpbl:
—  lower-mep-only — McKntoYaeT U3 cnmcka NopTbl, Ha
KOTOPbIX Y¥Ke CO34aHa KOHeyHasn Touka cepsuca (MEP);
—  none — He CO3/aBaTb aBTOMATUYECKN MPOMEIKYTOUHbIE
TO4KM cepsuca (MIP).

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.
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KomaHObI pexcuma KoHgu2ypuposaHua uHmepgelica Ethernet

BuA 3anpoca KOMAHOHOM CTPOKM B pexume KoHPUrypmuposaHus mHtepderica Ethernet, nHrepodeiica

rpynnbl NOPTOB:

console (config-if) #

Tabanua 150 — KomaHgbl pexxuma KoHpurypuposaHua nHtepdeica Ethernet

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aeiicmeue

ethernet cfm mep mep_id
domain domain_name
service {vlan-id vian_id |
name name | number
number}

no ethernet cfm mep
mep_id domain do-
main_name service {vlan-
id vlan_id | name name |
number number}

mep_id: (1..8191);
domain-name: (0..32)
CUMBO/IOB;
vlan_id: (1..4094);
name: (0..45) cumB0ONOB;
number: (0..65535).

Co3gaTtb Ha UHTepdeice KOHeYHO ToYKK cepeuca (MEP) ¢
naeHTnGuUKaTOopom mep_id ANA yKazaHHOro cepBuca B YKa3aHHOM
[OMEHE U Nepexos, B peXXnum KoHourypmposaHus MEP.

YAanuTb KOHEYHYIO TOUKY cepsuca ¢ MHTepdeiica.

KomaHObI pexcuma KoHgU2ypuposaHUa KoHeYHol moYKu cepsuca

Bug, 3anpoca KOMaHAHOM CTPOKM B peXKMMe KOHPUIypupoBaHUa AOMeHa:

console (config-if-cfm-mep) #

Tabnumua 151 — KomaHapl pexkuma KoHpurypmuposaHma CFM KoHeuHol Touku (MEP)

3Ha4yeHue/3HayeHue .
KomaHoa Aelicmeue
Mo yMoA4YaHuto
active BK/IIOYNTb KOHEYHYIO TOYKY cepBuca (MEP).
- —/BbIKNtOYEHa
no active YCTaHOBWUTb 3HAYEHME MO YMOTYAHMIO.

continuity-check enable

no continuity-check ena-
ble

—/BbIK/IIOYEHA

BkntoueHune otnpasku Continuity Check coobuieHni.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

COs cos

Nno Cos

cos: (0..7)/7.

YcTaHOBUTb 3HauYeHue npuopuTeTta CoS, ¢ KoTopbim ByayT
oTtnpasnsaTbes Continuity Check coobueHus.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

alarm delay delay

no alarm delay

delay: (2500..10000)
mc/2500 mc

YKa3aTtb MHTEPBas 3a4EPXHKM, N0 UCTeYeHUM KoToporo Byaert
reHepuMpoBaTbCA aBapus.

YCTaHOBWUTb 3HaYeHue no YMONYaHUIO.

alarm reset interval

no alarm reset

interval: (2500..10000)
mc/10000 mc

YKaszaTb NPOMEXKYTOK BPEMEHM, MO UCTEYEHUU KOTOPOTO
npounsonget cbpoc aBapum.

YCTaHOBUTb 3HaYeHue Nno YMOYaHULO.

alarm notification { all |
error-xcon | remote-er-
ror-xcon | mac-remote-
error-xcon | xcon | none }

no alarm notification

—/mac-remote-error-
xcon

BKNOUMTD yBEAOMIEHUA ANA ONPeseNeHHbIX TUMOB CObbITUIA.
Tunbl cOBbLITUI:

- all — Bce cobbiTna DefRDI, DefMACStatus, DefRemote, DefError,
DefXcon;

- error-xcon — TonbKo cobbitua DefError u DefXcon;

- remote-error-xcon — T0/1bKo cobbiTuAa DefRemote, DefError n
DefXcon;

- mac-remote-error-xcon — T0/1bKo cobbiTna DefMACStatus,
DefRemote, DefError n DefXcon;

- Xcon — ToAbKo cobbiTne DefXcon;

- none — yBEAOM/IEHUA OTK/IIOYEHbI.

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.
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KomaHObl pexcuma privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKM pexunma privileged EXEC:

console#

Tabanua 152 — KomaHgbl pexkuma privileged EXEC

3Ha4yeHue/3HayeHue
o ymon4aHuro

KomaHoa

Aeiicmeue

show ethernet cfm do-

R name: (1..32) cumBosios
main [name]

OT106pa3unTb MHPopMaLmto 06 yKazaHHOM gomeHe namn 060 Bcex.

show ethernet cfm errors _

OT06pa3unTb uHPopmaumto 06 ownbkax Continuity Check
npoToKoAa.

show ethernet cfm
maintenance-points { lo- —
cal | remote }

OT06pa3zuTb MHGOPMALMIO O JIOKANbHbIX MW YAANEHHbIX
KOHEYHbIX To4Kax cepsuca (MEP).

name: (1..43) cumBonoB
mac-address: H.H.H nan
H:H:H:H:H:H nan H-H-H-
H-H-H;
number: (0-65535)

show ethernet cfm mpdb
[domain-id { dns name |
name | name name| mac
mac-address number |
null}]

OT06pazuTb MHGOPMALMIO O NPOMEKYTOUHbIX TOUKAX cepBuca
(MIP) ons yKasaHHOro 4OMEHa UK AN1S BCEX.

show ethernet cfm statis-
tics

OTo6pa3uTb CFM-cTaTUCTUKY A8 BCEX AOMEHOB.

show ethernet cfm statis-
tics domain domain-name
service { vlan-id vian_id |
name name | number
number }

domain-name: (0..32)
CMMBO/IOB;
vlan_id: (1..4094);
name: (0..45) cumBo0B;
number: (0..65535)

OT1o6pa3unTb CFM-CcTaTUCTUKY A1A YKa3aHHOIro AOMEHaA.

show ethernet cfm statis-

tics mpid id id: (1..8191)

OT106pa3nTb CFM-CTaTUCTUKY ANS YKa3aHHOW KOHEYHOM TOYKM
cepsuca (MEP).

5.17.10 Hacmpolika ¢pyHkyuu Flex-link

Flex-link — ¢yHKuna pesepBMpoBaHUA, NpegHasHadeHHaa AnA obecneyeHMA HaZEXKHOCTU KaHana
nepefaun aaHHbix. B ceaske flex-link moryt Haxoautbesa ethernet n port-channel untepdelicel. OanH U3 aTnx
NHTepdelicoB HaxoamMTCcA B 3a6I0KMPOBAHHOM COCTOAHUM U HaYMHAET NPOMYyCKaTb TPadMK TONbKO B C/yyae

aBapuKn Ha BTOPOM MHTepdeiice.

KomaHObI pexcuma KoHguypuposaHua uHmepgelica Ethernet, uHmepdgelica 2pynnel Nopmos

BuA 3anpoca KOMaHAHOW CTPOKM B pexume KoHobUrypupoBaHusa nHTepdenca Ethernet, nHtepoeiica

rpynnbl NOPTOB:

console (config-if) #

Tabnunua 153 — KomaHabl pexkuma KoHpurypmuposaHua nHtepdeliica Ethernet, rpynnel noptos

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

KomaHda

Aelicmeue

flex-link backup {
tengigabitethernet te_port
| gigabitethernet gi_port |

te_port: (1..8/0/1..4);
gi_port: (1..8/0/1..24);
port_channel (1..48)/—

port-channel port_channel}

Bkntoumnts flex-link Ha MHTepdeice n HasHauMTb BbIOBpaHHOMY
nHTepodelicy ponb backup-nntepodetica B flex-link nape.
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no flex-link backup {
tengigabitethernet te_port
| gigabitethernet gi_port |
port-channel port_channel}

BbikntounTs flex-link Ha uHTepdeiice n yaanutb BbibpaHHbIN
nHTepodeiic us flex-link napsoi.

flex-link preemption mode
[forced | bandwidth| off]

no flex-link preemption
mode

—/off

3apaTb AencTBMe Npu NOAHATUM MHTepdelca, y4acTBYHOLLErO BO
flex-link:

- forced — ecnun nogHaBWMiicA MHTEpEC HAaCTPOEH KaK master, To
OH CTaHEeT aKTUBHbIM UHTepdencom;

- bandwidth — npu nogHATUN MHTepdelica akTUBHbBIM CTaHeT
MHTepdeiic c bonblielt NPOoNyCcKHOW CNOCOBHOCTbIO;

- off — nogHABWMIiCA HTepdelic ocTaHeTcs B 3a6/10KMPOBAHHOM
COCTOAHUM.

BepHyTb 3Ha4YEHME N0 YMONYaHUIO.

flex-link preemption delay
delay

no flex-link preemption
delay

delay: (1..300)/35

3afaTb Bpems OT Nepexosa OTK/UYEHHOro NopTa B COCTOAHMNE
«up», N0 NPOLLECTBMUN KOTOPOTO BbINOJHAETCA AeicTBuUe,
ycTaHoB/ieHHoe KomaHzaol flex-link preemption mode.

- delay — nepwopg, BpemeH#, B CEKYHOAX.

BepHyTb 3HaYeHWe No yMOoNYaHuo.

KomaHObI pexcuma privileged EXEC

BunAa 3anpoca KoMaHAHOM CTPOKK pexunma privileged EXEC:

console#

Tabnunua 154 — KomaHapl pexxknma EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show interfaces flex-link
[detailed] { tengiga-
bitethernet te_port | gi-
gabitethernet gi_port |
port-channel port-chan-
nel}

te_port: (1..8/0/1..4);
gi_port: (1..8/0/1..24);
port_channel: (1..48)

Moka3saTb KoHdUrypauuio dyHKumm flex-link.

5.17.11 Hacmpolika ¢pyHkyuu Layer 2 Protocol Tunneling (L2PT)

®yHKuuA Layer 2 Protocol Tunneling (L2PT) nosBonseT nponyckaTb C/y»KebHble NakeTbl pa3anyHbIx L2-
npotokonos (PDU) yepes ceTb npoBaliaepa, 4To NO3BOSAET «MPO3PaAYHO» CBA3ATb KIMEHTCKUE CETMEHTbI CETH.
L2PT wuHKkancynmpyet PDU Ha rpaHM4YHOM KOMMYyTaTOpe, nepedaeT WX Ha ApYyroh rpaHUYHbIN
KOMMYTaTOpP, KOTOPbIM OXKMAAET CneunasibHble MHKancyIMpoBaHHbIe Kaapbl, @ 3aTeM AeKancyanpyeT ux, 4To
No3BO/AET NO/b30BaTeNAM NepeaaBaTb MHGOPMALMIO 2-TO YPOBHA Yepes ceTb Nposaiaepa.
KommyTtaTopbl cepmum MES3000 npeaocTaBastoT BO3MOXKHOCTb MHKANCyIMPOBaTb CayKebHble nakeTbl
npotokonos STP, LACP, LLDP, IS-IS.

[lpumep

Ecnum BrkAtountb L2PT gns npoTtokona STP, To kKommyTtatopbl A, B, C 1 D 6yayT o6beagmHeHbl B OAHO
cBA3ylOLEee AePEBO, HECMOTPSA Ha TO, YTO KOMMYTATOP A He coeAMHEH HaNPAMYLO C KommyTaTopamu B, Cu D
(PucyHok 52 — Mpumep paboTbl pyHKUMM L2PT). UHPopMaLma 06 MU3MEHEHUN TONONOTMM CETU MOXKET BbITb
nepegaHa CKBO3b CETb NpoOBaliaepa.
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Cetb
nposangepa

Switch 2

PucyHok 52 — Mpumep paboTbl dyHKUMM L2PT
Anroputm paboTbl pyHKUMOHANA CAeayOWmiA:
MHKancynauma:

1. Bce L2 PDU nepexsaTbiBatoTca Ha CPU;

2. Moacuctema L2PT onpeaenset L2-npoToKOA, KOTOPOMY COOTBETCTBYET NpuHATLIN PDU, n npose-
PSieT, BK/tOYEHA /1M Ha NOPTY, C KOTOPOro NpMHAT 3ToT PDU, HacTpolika I12protocol-tunnel ana aax-
Horo L2-npoTtoKona.

Ecnun HacTpoiKa BKOYEH], TO:
— Bo Bce nopTbl VLAN, Ha KOTOPbIX BKAKOYEHO TYHHeAnpoBaHue, oTnpasnaeTca PDU-Kaap;

— BO Bce nopTtbl VLAN, Ha KOTOpbIX BbIKAKOYEHO TYHHENIMpOBaHWe, OTnpasBnAeTca
WMHKancynnpoBaHHbI PDU-kaap (McxogHbiit Kagp ¢ Destination MAC-agpecom, U3MeHEHHbIM
Ha TYHHE/IbHbIN).

Ecnun HacTpoWKa BbIKAOYEHa, TO:

— PDU-Kagp nepeaaetcs B 06paboTyMK COOTBETCTBYIOLLENO NPOTOKONA.
Jdekancynauuma:

1. PeanusoBaH nepexsat Ha CPU Ethernet-kagpos c MAC-aapecom HasHaYeHUs, 3a4aHHbIM NPU Mo-
Mol KomaHabl 12protocol-tunnel address xx-xx-xx-xx-xx-xx. [lepexsat BK/AOYaETCA TONbKO TOrAa,
Korga xoTa 6bl Ha O4HOM MOPTY BK/OYEHA HACTPOMKA I2protocol-tunnel (He3aBncMmo OT NpoTo-
Kona).

2. Tlpu nepexsaTe naketa ¢ MAC-agpecom Ha3HAYeHMUA XX-XX-XX-XX-XX-XX, OH CHayana nonajaeT B
nogcucrtemy L2PT, KoTopas onpegensaet L2-npoTtokon ana gaHHoro PDU no ero 3aronoBKy, n Npo-
BEpPAET, BKAKOYEHA /N Ha MOPTY, C KOTOPOrO MPUHAT MHKANCynMpoBaHHbIM PDU, HacTpolika
I2protocol-tunnel ana gaHHoro L2-npoTokona.
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Ecnun HacTpoiKa BKOYEH], TO:
—  MOPT, C KOTOpOro 6bl1 NOAYyYeH MHKANCYAnMpoBaHHbINM PDU-Kagp, 610KnpyeTca ¢ npuumHom 12pt-
guard.
Ecnum HacTpoiiKa BbIKAOYEHA:

— BO BcCe noptbl VLAN, Ha KOTOpbIX BK/AIOYEHO TyHHe/AMpOBaHWE, OTnpasaseTca
AeKancynmposaHHbIi PDU-Kagp;

— BO Bce nopTtbl VLAN, Ha KOTOpbIX BbIKAKOYEHO TYHHE/AMpPOBaHWe, OTnpasaaeTca
WMHKancynnpoBaHHbI PDU-Kkaap.

KomaHOb! pexcuma 2106aabHOU KOHU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexknma rnobanbHoM KOHPUIypaLmm:

console (config) #

Tabnunua 155 — KomaHab! pexuma rnobanbHoM KoHduUrypaumm

3HaveHue/3Ha4yeHue "
KomaHoa / Aelicmeue
o yMmoA4YaHuo

12protocol-tunnel address
{mac_address}

3apatb MAC-aapec HasHaYeHna Ana TYHHeIMpYyeMblX KafpoB.
mac_address: A ap A Ty py ap

(01:00:ee:ee:00:00,
01:00:0c:cd:cd:d0,
01:00:0c:cd:cd:d1,
01:00:0c:cd:cd:d2,
01:0f:e2:00:00:03)/
01:00:ee:ee:00:00

no I2protocol-tunnel ad-
dress

YCTaHOBWTb 3HaYeHMe N0 YMOIYAHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

V‘ Ha rpaHuyHom uHTepdeiice aonKeH 6biTb OTKAIOYEeH NpoToKon STP (spanning-tree
disable).

Bua 3anpoca KOMaHAHOM CTPOKM B pexmnme KoHourypaumm nHtepdeliica Ethernet, nntepdeiica rpynnoi
nopToB:

console (config-if) #

Tabnunua 156 — KomaHabl pexkuma KoHdpurypaumm nHtepdeliica Ethernet

3HaveHue/3HaveHue
no ymoa4YaHuro
12protocol-tunnel {stp | BKNOUMTD pexxnum MHKancynauum naketos STP BPDU.
lacp | lidp | isis-I1 | isis-12
| pvs; | cdp | dtp | vtp |
pagp
no I2protocol-tunnel {stp | —/Beiknioneno BbIK/IOUNTL peXKMM MHKancynaumm naketos STP BPDU.
lacp | lldp]| isis-I1 | isis-12 |
pvst | cdp | dtp | vtp |
pagp}
12protocol-tunnel cos cos 3aaatb 3HaYeHue CoS ans 3anakoBaHHbIX PDU-Kagpos.
no I2protocol-tunnel cos cos: (0..7)/5 YcraHoBuTb COS B 3HaYeHME N0 YMOTYAHUIO.

KomaHoa Aelicmeue
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12protocol-tunnel drop-
threshold {stp | lacp | lidp
| isis-I1 | isis-12 | pvst | cdp
| dtp | vtp |

pagp} threshold

no I2protocol-tunnel drop-
threshold {stp | lacp | lidp
| isis-I1 | isis-12 | pvst | cdp
| dtp | vtp | pagp}

threshold:
(1..4096)/BbIKNtO4EHO

HacTpouTb noporosoe 3Ha4yeHue CKoOpocTn BxogAawmx PDU-
KaZpoB (B MaKeTax B CEKYHAY), NOYYEHHbIX U NOANEKALLNX

WHKancynsumu. NMpu npesbiweHun nopora PDU otbpacbiBatoTes.

OTKNIOUYNUTD PEKMM KOHTPOIA CKOPOCTH BXOAALLMX PDU-Kaapos.

12protocol-tunnel
shutdown-threshold {stp |
lacp | lldp | isis-I1 | isis-I2
| pust | cdp | dtp | vtp |
pagp} threshold

no I2protocol-tunnel
shutdown-threshold {stp |
lacp | lldp | isis-I1 | isis-I2
| pvst | cdp | dtp | vtp |
pagp}

threshold:
(1..4096)/BbIKNtO4EHO

HacTpouTb noporosoe 3Ha4YeHue CKoOpocTn BxogAawmx PDU-
KaZpoB (B MaKeTax B CEKyHAY), MONYYEHHbIX U NOANEMKALLUX
WHKancynsumun. Npu npesbilWeHMN Nopora nopt byaet
nepesegeH B coctonaHue Errdisable (oTkatoueH).

OTKNIOUYNUTD PEKMM KOHTPOA CKOPOCTU BXoAALLMX PDU-Kaapos.

KomaHObI pexcuma privileged EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma privileged EXEC:

console#

Tabanua 157 — KomaHgbl pexkuma privileged EXEC

3Ha4yeHue/3HayeHue
no ymon4aHuro

KomaHda

Aeiicmeue

show I2protocol-tunnel
[gigabitethernet gi_port |
tengigabitethernet te_port

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);

| fortygigabitethernet fo_port: (1..8/0/1..4);
fo_port| port-channel group: ( 1..48).
group]

OT06pa3snTb nHPopmaumto L2PT ana ykasaHHOro nHtepdelica
UAKN ana Bcex NHTepdelicos, Ha KOTOPbIX BKAtOYeH L2PT, ecau
HTepdelc He yKasaH.

clear I2protocol-tunnel

statistics [gigabitethernet gi_port: (1..8/0/1..48);

gi_port | ) i
tengigabitethernet te_port te_port: (1..8/0/1..24);

L fo_port:(1..8/0/1..4);
| fortygigabitethernet roup: ( 1..48)
fo_port | port-channel group:{ L..
group]

OuncTUTb CTaTUCTURY L2PT ana ykazaHHOro nHtepdeiica nam
AN Bcex UHTepdelicoB, Ha KOTOPbIX BKAOYeH L2PT, ecnm
MHTepdelc He yKasaH.

[pumepbl 8bINOAHEHUS KOMAHO

= YcTaHOBUTb TYHHeNbHbIM MAC-aapec B 3HadeHue 01:00:0c:cd:cd:d0, BkntounTb otnpasky SNMP traps

oT Tpurrepa I2protocol-tunnel (Tpurrepa Ha cpabatbiBaHue drop-threshold n shutdown-threshold).

console (config)# l2protocol-tunnel address 01:00:0c:cd:cd:d0
console (config)# snmp-server enable traps l2protocol-tunnel

= BKAOUUTb peXum TyHHenmpoBaHusa STP Ha uHTepdelice, yctaHOBUTL 3HayeHue CoS-naketos BPDU
PaBHbIM 4, BKAKOYUTb KOHTPOIb CKOPOCTU BXOAALWMX NakeTos BPDU.

console (config) # interface gigabitEthernet 1/0/1
console (config-if) # spanning-tree disable
console (config-if) # switchport mode customer
console (config-if) # switchport customer vlan 100
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console (config-if) # 12protocol-tunnel stp

console (config-if) # 12protocol-tunnel cos 4

console (config-if) # 12protocol-tunnel drop-threshold stp 40
console (config-if) # 12protocol-tunnel shutdown-threshold stp 100

console# show l2protocol-tunnel

MAC address for tunneled frames: 01:00:0c:cd:cd:d0

Port CoS Protocol Shutdown Drop Encaps Decaps Drop
Threshold Threshold Counter Counter Counter

gil/o/1 4 stp 100 40 650 0 450

Mpumepbl coobuieHMin o cpabaTbiBaHUM TpUrrepa:

12-Nov-2015 14:32:35 %-I-DROP: Tunnel drop threshold 40 exceeded for interface
gil/o0/1

12-Nov-2015 14:32:35 %-I-SHUTDOWN: Tunnel shutdown threshold 100 exceeded for
interface gil/0/1

5.18 Voice VLAN

Voice VLAN ucnonb3syetca ana sbiaeneHuns VolP-obopyaosanua B otaenbHyto VLAN. Ans VolP-kagpos

MOTyT 6bITb Ha3Ha4yeHbl QOS-aTpUBYTLI ANA NPUOPUTM3ALUM TpaduKa. Knaccndukauma Kagpos, OTHOCALLMXCA
K Kagpam VolP-obopyaoBaHua, 6asunpyetca Ha OUI (Organizationally Unique Identifier — nepsble 24 6uTa
MAC-aapeca) oTnpasutens. HasHaueHune Voice VLAN ana nopta nponcxoamT aBTOMaTUYECKM, KOrAaa Ha NopT
noctynaet Kagap ¢ OUI u3 tabamupl Voice VLAN. Korga nopt onpegenaetcs, Kak npuHagnexawmii Voice VLAN
— AaHHbIN nopT Aobasnaetca Bo VLAN Kak tagged.

Voice VLAN npymeHuMm ana cnegytowmx CXem:

— VolP-0bopypoBaHMe HacTpauBaeTcd, 4YToObl paccblnaTb TerMpoBaHHble nakeTtbl, ¢ ID Voice
VLAN, HacTpoeHHbIM Ha KOMMyTaTope.

— VolP-obopygoBaHue paccbinaet HeTermpoBaHHble DHCP-3anpochkl. B otBeTe ot DHCP-cepBepa
npucytcteyeT onuua 132 (VLAN ID), ¢ nomoLliblo KOTOPOWM YCTPOMCTBO aBTOMATUYECKM
Ha3HayvaeT cebe VLAN ana mapK1MpoBKku Tpadpuka (Voice VLAN).

Cnucok OUl npoussoauteneit VolP-060pya0BaHMA, LOMUHUPYIOLWMX HA PbIHKE:

oul dupma-nponssogutesnb

00:E0:BB 3COM

00:03:6B Cisco

00:E0:75 Veritel

00:DO0:1E Pingtel

00:01:E3 Siemens

00:60:B9 NEC/ Philips

00:0F:E2 Huawei-3COM

00:09:6E Avaya
V Voice VLAN moxkeT 6biTb aKTUBUPOBAH Ha NopTax, paboTatowmx B pexkume trunk n general.
V Mpun HasHauyeHun Voice VLAN Ha cTopoHe OKOHeuyHoro obopyaoBaHuA HeobxoaMmMoO uc-

‘ nonb3osartb lldp-med noantuku nnm DHCP.
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KomaHObI pexcuma 2a06asna6Hol KoOHpuU2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexnma rnobanbHOM KOHOUIypaumm:

console (config) #

Tabnnua 158 — KomaHab! pexuma rnobanbHom KoHduUrypaumm

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmesue

voice vlan aging-timeout
timeout

no voice vlan ag-
ing-timeout

timeout: (1..43200)/1440

YcTaHOBWTL TaiMayT A/1A NOpTa, NPUHAA/IeXKalLero K voice-vlan.

Ecnv ¢ nopTa B Te4eHMe 3a4,aHHOTO BpeMeHU He Bbl1o Kagpos ¢
OUI VolP-obopyaoBaHus, To voice vlan yaanaetca c gaHHoro
nopra.

BoccTaHOBUTL 3HAYeHMeE No YMONYaHUIO.

voice vlan cos cos [remark]

no voice vlan cos

cos: (0-7)/6

YCTaHOBUTb BbIXOAHYIO odyepeapb ans Tpaduka B Voice VLAN B
COOTBETCTBMM C HAcTpoeHHbIM ana Voice VLAN CoS 6e3 cmeHbl
CoS.

- remark — BkntoyaeT nepeHasHayeHme CoS Ha yKasaHHbIW Ana
Tpadmka B Voice VLAN.

BoccTtaHOBUTb 3HAYEHWE N0 YMONYAHUIO.

voice vlan id vian_id

no voice vlan id

vlan_id: (1..4094)

YctaHoBUTb ngeHTuomkatop VLAN gns Voice VLAN

Yaanutb naeHtndpunkatop VLAN ana Voice VLAN
Ona ypanenua naeHtudpuratopa VLAN Tpebyetca
npeaBapuUTeNbHO OTKAOUUTb (YHKUMIO voice vian
Ha BCeEX NopTax.

voice vlan oui-table {add
oui | remove oui} [word]

no voice vlan oui-table

word: (1..32) cumBonos

MNo3BoAnTb peaaktTnposatb Tabamuy OUI.
- oui — nepsble 3 6anTa MAC-agpeca;
- word — onucaHue oui.

YpanuTb Bce Nosib3oBaTesibCkue nameHeHus OUI-Tabamubl.

voice vlan state {oui-ena-
bled | disabled}

no voice vlan state

-/BbIKNIOYEHO

Bkntountb/oTkNtoumnTb Voice VLAN.

BepHyTb 3Ha4YeHne No yYMOI4aHUIo.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

Bunpa 3anpoca KOMaHAHOM CTPOKM B pexmme KoHdurypaummn nHtepdeica Ethernet, nHtepdeiica rpynnoi

nopToB:

console (config-if) #

Tabanua 159 — KomaHgb! pexkuma KoHdpurypaumm nntepoeliica Ethernet

KomaHda

3HayeHue/3HayeHue
Mo yMmoA4YaHuo

Aelicmeue

voice vlan enable

Bkatoumtb Voice VLAN ana nopra.

- —/oTKNOYEHO -
no voice vlan enable OtkntoumTb Voice VLAN pgns nopra.
voice vlan cos mode {src | BKNOUMTb MapKUPOBKY TpadmKa Aaa BCeX Kaapos, M0 TONbKO
all} —/src 018 UCTOYHMKA.

no voice vlan cos mode

BoccTaHOBUTL 3HaYeHme no YMONYAHULO.
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5.19 FpynnoBas agpecauyua

5.19.1 ®yHKyua nocpedHuKka npomokona IGMP (IGMP Snooping)

®dyHKuMa IGMP Snooping Mcnonb3ayetca B CETAX rPynnoBon paccblikn. OcHoBHOW 3agayen IGMP
Snooping ABnsAeTcA NpefocTaBieHMe MHOTOaApecHOro TpaduKa ToNbKO ANA TeX MOPTOB, KOTOPbIE 3anNpocuan
ero.

V IGMP Snooping moxXeT Mcnoab30BaTbCA TO/NbKO B cTaTudeckou rpynne VLAN. Moaaepxu-
BaloTCA Bepcun npotokona IGMP — IGMPv1, IGMPv2, IGMPv3.

’ ' Y1066l IGMP Snooping 6bin akTUBHbIM, PYHKLMA rpynnoBoit ¢unbTpauum “bridge mul-

e ticast filtering” ponyHa 6bITb BKAtOUeHa (cm. pasgen 5.19.2 Mpasuna rpynnoBoii agpeca-

uum (multicast addressing)).

PacnosHaBaHWe NOPTOB, K KOTOPbIM NOAKAHOYEHBI MHOFOAZPECHbIE MapLLIPYTM3aTOPbl, OCHOBAHO Ha
cneayrowmx cobbiTuax:

— IGMP-3anpocbl NPUHATBLI HA NOPTY;

— nakeTbl npoTokona Protocol Independent Multicast (PIM/PIMv2) npuHATbI Ha NopTy;

— NaKeTbl NPOTOKO/MA MHOroazpecHon mapuwpytusaumm Distance Vector Multicast Routing Protocol
(DVMRP) npuHATbI Ha nopTy;

— naketbl npoTokona MRDISC npnHATbI Ha NopTy;

— nakKeTbl NpoTokona Multicast Open Shortest Path First (MOSPF) npuHsTbI Ha NOpTy.

KomaHObI pexcuma 2a06anab6HolU KOHuU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKU pPeXKMMa rnobanbHOM KOHGUIypauum:

console (config) #

Tabnnua 160 — KomaHabl pexuma rnobanbHom KoHduUrypaumm

Komanda 3HavyeHue/3Ha4yeHue Neiicmeue
no yMoaA4YaHUIo
ip igmp snooping Pa3pewnTb ncnosnbsosaHme oyHKUUKM IGMP Snooping
Nno yMon4aHuto GyHKLMA KOMMYTaTOpOM.
no ip igmp snooping BbIKNtOYeHa 3anpetuTb ncnonb3osaHue dyHKLuMK IGMP Snooping
KOMMYTaTOPOM.
ip igmp snooping vlan vian_id Paspewntb ucnonbsosaHme ¢pyHKummn IGMP Snooping
vlan_id: (1..4094) KOMMYTaTOpOM ANA AaHHOro uHTepderica VLAN.
no ymonuauuio dyHkuma | - vian_id — naentndrkaumoHHbiin Homep VLAN.
no ip igmp snooping vlan BbIKNtOYeHa 3anpetuTb ncnonb3osaHue dyHKLuMK IGMP Snooping
vlan_id KOMMYTAaTOpOM A8 AaHHoro nHtepdeiica VLAN.
ip igmp snooping vlan vian_id BKkAtoumTb NnepeHanpasneHue Bcex naketos IGMP Group
group-specific-query suppress Specific Query B NopTbl, NPUBA3aHHbIE K FPynne, COrnacHo
_ : vian_ id: (1..4094) Tabsmue ip igmp snooping groups. _
no ip igmp snooping vlan OTKNtounTbL NepeHanpasieHne naketos IGMP GroupSpecific
vlan_id Query B NOpTbl, NPUBA3aHHbIE K rpynne, cornacHo Tabauue
ip igmp snooping groups.
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ip igmp snooping vlan vian_id
static ip_multicast_address
[interface {gigabitethernet
gi_port | tengigabitethernet
te_port | fortygigabitethernet
fo_port | port-channel group}]

no ip igmp snooping vian
vlan_id static ip_address
[interface {gigabitethernet
gi_port | tengigabitethernet
te_port | fortygigabitethernet
fo_port | port-channel group}]

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

group: (1..48)

3apeructpuposaTb rpynnosoii IP-agpec B Tabanue
rpynnoBoi agpecaunm n cTaTMdeckn gobasutb MHTEpdENnchl
M3 rpynnbl ans Tekywen VLAN.

- vlan_id — npeHTMdUKauMoHHbIM Homep VLAN;

- ip_multicast_address — rpynnosow IP-agpec.
MNepeuncneHne nHTepdelicoB OCYLLECTBAAETCA YEPE3 K-» U
«n.

Yaanute rpynnosoit IP-agpec 13 Tabaunupi.

ip igmp snooping vlan vian_id
mrouter learn pim-dvmrp

no ip igmp snooping vlian
vlan_id mrouter learn
pim-dvmrp

vlan_id: (1..4094)
Mo YMOYaHMIO
paspeLeHo

PaspewnTtb gns gaHHow rpynnsl VLAN aBTOMaTU4Yeckoe
pacno3HaBaHWE NOPTOB, K KOTOPbIM MNOAKAOYEHbI
MHOroaZpecHble MapLIpyTU3aTopbl.

- vlan_id — ngeHTMdUKauMoHHbIM Homep VLAN.

3anpetutb ana gaHHou rpynnbl VLAN aBTOMaTUyeckoe
pacno3HaBaHWe NOPTOB, K KOTOPbIM MOAKOYEHbI
MHOroaZpecHble MapLIpyTU3aTopbl.

ip igmp snooping vlan vian_id
mrouter interface {giga-
bitethernet gi_port | tengiga-
bitethernet te_port | fortygi-
gabitethernet fo_port | port-
channel group}

no ip igmp snooping vlan
vlan_id mrouter interface {gi-
gabitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group}

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

group: (1..48)

OnpeaenvTb NOPT, K KOTOPOMY NOAKIOYEH MapLIpyTU3aTop
MHOTroaZpecHOM PaccblIKM Ans 3agaHHon VLAN.
- vlan_id — ngeHTMdUKauMOoHHbIM Homep VLAN.

YKasaTb, YTO K NOPTY He NOAK/OYEH MapLIpyTM3aTop
MHOT0aZpPeCcHOM PACcCbIIKM.

ip igmp snooping vlan vian_id
forbidden mrouter interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group}

no ip igmp snooping vlan
vlan_id forbidden mrouter in-
terface {gigabitethernet
gi_port | tengigabitethernet
te_port | fortygigabitethernet
fo_port | port-channel group}

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

group: (1..48)

YcTaHOBWTb 3anpeT Ha onpeaeneHune nopTa (cTaTuyecku,
AVHAMMYECKM) KaK NopTa, K KOTOPOMY NOAK/OYEH
MapLLUpPYTU3aTOP MHOFOAAPECHOMN PACChINKMU.

- vlan_id — npeHTMdunKaumoHHbIn Homep VLAN.

CHATb 3anpeT Ha onpegeneHre NopTa Kak nopra, K
KOTOPOMY MOAK/IIOYEH MaPLLPYTM3aTOP MHOTOA4PECHOM
PacCbINKK.

ip igmp snooping vlan vian_id
querier

no ip igmp snooping vlan
vlan_id querier

vlan_id: (1..4094);
—/Bblgaya 3anpocos
OTK/oYeHa

BK/OUMTL NOAAEPIKKY BblAa4YM 3aNpoCcoB igmp-query
KOMMYyTaTopom B AaHHOM VLAN.

OTKNOYNTL NOAAEPKKY BblAauM 3anpocoB igmp-query
KOMMYTaToOpoMm B AaHHOM VLAN.

ip igmp snooping vlan vian_id
replace source-ip ip_address

no ip igmp snooping vlan
vlan_id replace source-ip

vlan_id: (1..4094)

BKntounTb 3ameHy IP-agpeca NCTOYHMKA Ha YKa3aHHbIN P-
aapec Bo Bcex naketax IGMP report B 3agaHHoi VLAN.
-vlan_id — naeHTMounKaumoHHbIn Homep VLAN;

- ip_address — IP-aapec, KoTopbiit 6yaeT NoAcTaB/eH B
naket IGMP report.

OTKNOUMTL 3ameHy IP-agpeca nctoyHunka B naketax IGMP
report B 3agaHHoM VLAN.

ip igmp snooping vlan vian_id
replace source-mac
mac_address

vlan_id: (1..4094);
mac_address: (H.H.H nan
H:H:H:H:H:H nnn H-H-H-

H-H-H
— /BbIK/OYEHO

BkntounTb 3ameHy MAC-agpeca MCTOUYHMKA Ha YKa3aHHbIN
MAC-agpec Bo Bcex nakeTax IGMP report B 3agaHHon VLAN.
- vlan_id — npeHTMdUKaumoHHbI Homep VLAN;

- mac_address — MAC-agpec, KOoTopblit byaeT noacTaBneH B
naket IGMP report.
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no ip igmp snooping vlan
vlan_id replace source-mac

OTkAtounTb 3ameHy MAC-agpeca UcTovHMKa B naketax IGMP
report B 3agaHHol VLAN.

ip igmp snooping vlan vian_id
replace interface interfaces
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group}

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

Paspewntb nogmeHy MAC-agpeca UCTOYHUKA nan IP-
agpeca UCTOYHMKaA BO Bcex nakeTtax IGMP report,
NocTynawLWwux B 3a4aHHbI NOPT B 3a4aHHOMN VLAN.

- vlan_id — ngeHTMdUKauMOoHHbIM Homep VLAN.

— - group: (1..48)
no ip igmp snooping vlan — /paspeweHo 3anpetntb nogmeHy MAC-agpeca UCTouHUKa nam IP-agpeca
vlan_id replace interface MCTOYHMKa BO Bcex nakeTax IGMP report, noctynatowmx 8
interfaces 3aaHHbIN NOPT B 3aaHHOMN VLAN.
ip igmp snooping vlan vian_id YcTtaHoBUTb Bepcuio IGMP-npoToKona, HAa OCHOBaHUM
querier version {2 | 3} /IGMPV3 KoTopoW byayT popmuposatbes IGMP-query 3anpocsl.

no ip igmp snooping vlan
vlan_id querier version

YCTaHOBWTb 3HaYeHWe N0 YMOYaHUIO

ip igmp snooping vlan vian_id
querier address ip_address

no ip igmp snooping vlan
vlan_id querier address

vlan_id: (1..4094)

OnpeaennTb UcxoaHbIn IP-agpec, KoTopbin bygeT
mcnonb3oBaTbea IGMP querier-om. Querier — ycTpomncTso,
KoTopoe oTtnpasnaet IGMP-3anpocsl.

YCTaHOBUTb 3HaYeHME Mo ymonYaHuio. [1o ymonyaHuio ecim
IP-agpec HacTpoeH ana VLAN, oH ucnonb3yeTtca B Kayectse
agpeca uctoyHmka IGMP Snooping Querier.

ip igmp snooping vlan vian_id
immediate-leave [host-based]
[interface {gigabitethernet
gi_port | tengigabitethernet
te_port | fortygigabitethernet
fo_port | port-channel group}]

no ip igmp snooping vlan
vlan_id immediate-leave [host-
based] [interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group}]

vlan_id: (1..4094);
—/BbIK/IOYEHO
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48)

BkntounTb npouecc IGMP Snooping Immediate-Leave Ha
Tekyuer VLAN. O3HavaerT, 4To NopT A0JIXKeH bbITb
HemeaNeHHOo yganeH us rpynnel IGMP nocne nonyyeHma
coobuweHua IGMP leave.

- host-based — mexaHusm fast-leave cpabatbiBaeT ToNIbKO B
TOM Cny4ae, Korga Bce Nosib30BaTeNu, NOAKAOYEHHbIE K
AAHHOMY MOPTY OTAMCANNCL OT rPYNMbl (CHETUMK
nosnb3oBaTenen BegeTcs Ha ocHoBaHUM Source MAC-
aapecos B 3aronoskax IGMP-report);

- interface — npu Ucnosb30BaHUKM AaHHOIO NapameTpa
mexaHu3m fast-leave cpabaTbiBaeT TO/IbKO Ha YKa3aHHbIX
nHTepoericax (npu ycnosuu, yto npouecc IGMP Snooping
Immediate-Leave He BK/AOYEH rN06anbHO Ha TeKyLL e
VLAN).

OTkAtounTb Npouecc IGMP Snooping Immediate-Leave Ha
Terywel VLAN nnm ykasaHHom dusnyeckom nHtepdeiice.

ip igmp snooping vlan vian_id
proxy-report [version version]

no ip igmp snooping vlan
vlan_id proxy-report

vlan_id: (1..4094);
version: (1..3)

BkntounTb PyHKLMIO proxy report B onpeaeneHHom VLAN.
Mpw BKNOYEHUM 3TOW GYHKLMM KOMMYTATOP Ha
npuweawme IGMP query byneT oTBeyaTb OT CBOErO UMEHU
ona ctatnyeckmx rpynn. Knnentckue IGMP report ans
CTAaTUYECKMX rPynn nNpu 3Tom oTbpacbiBatoTCA.

- version — yctaHasauBaeT Bepcuio IGMP gna otnpaBku
nakeTos. [10 ymonyaHuio Bepcua onpeaenserca no
npuweawemy Ha KommyTtaTop nakety IGMP query.

BbikntounTb Proxy report B onpegeneHHom VLAN.

ip igmp snooping map cpe
untagged [interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group}]
multicast-tv vlan vian_id

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

group: (1..48)

BKAOUMTb MannuHr HeTermposaHHbIX IGMP-3anpocos ana
QinQ-nHTepdelicos Ha yKasaHHbIM vlan_id.

interface — mannuHr BKNtOYAETCA TOIbKO Ha YKa3aHHbIX
MHTepdeicax.
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BbIKNOYMTb MannuHT HeTernpoBaHHbIX IGMP-3anpocos gna
yKasaHHbIX QinQ-nHTepdeicos.

interface — mannWHT BbIKNIOYAETCA TO/ILKO HA YKa3aHHbIX
MHTepdemcax.

no ip igmp snooping map cpe
untagged [interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group}]
multicast-tv vlan vian_id

BKAOUMUTL MannuHr TermposaHHbIx cvlan-id IGMP-3anpocos
ans QinQ-uHTepdeicos Ha yKasaHHbIN vian_id. interface —
ManmnWHF BKIOYAETCA TONbKO Ha YKa3aHHbIX MHTepdeicax.

ip igmp snooping map cpe vilan
cvlan_id [interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group}]
multicast-tv vlan vian_id

cvlan_id: (1..4094);
vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48)

BbIKAOUMTb ManNNUHT TerMpoBaHHbIX cvlan-id IGMP-
3anpocoB ANA yKa3aHHbIX QinQ-nHTepdeicos.

interface — mMannWHT BbIKNKOYAETCA TO/ILKO HA YKa3aHHbIX
MHTepdeiicax.

no ip igmp snooping map cpe
vlan cvilan_id [interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group}]
multicast-tv vlan vian_id

KomaHObI pexcuma KoHgu2ypayuu uHmepagetica VLAN

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma KoHdurypaumm VLAN:
console (config-if) #

Tabnnuya 161 — KomaHgbl pexkuma KoHdurypaumm nHtepoeiica VLAN

KomaHda

3HayeHue/3HayeHue
no ymon4aHuio

Aeiicmeue

ip igmp robustness count

no ip igmp robustness

count: (1..7)/2

YCTaHOBUTbL 3HayeHue yctonumsoctu gns IGMP.
Ecnu Ha KaHane HabntogaeTca NoTeps AaHHbIX, 3HaYeHne
YCTOMYMBOCTM AO0KHO ObITb yBENNYEHO.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

ip igmp version {2 / 3}

no ip igmp version

—/IGMPv3

YcraHoBuTb Bepcuio IGMP-npoTokona.

YCcTaHOBUTb 3HaYeHue no YMONYaHULO.

ip igmp query-interval sec-
onds

no ip igmp query-interval

seconds: (30..18000)/125
C

YCTaHOBUTb TailimayT, MO KOTOPOMY CUCTEMA OTNpPaBAAET
OCHOBHbIE 3aMNPOCbl BCEM YY4aCTHUKAM TPynrbl MHOrOaApecHom
nepeaaun gna NpoBEPKMN UX aKTUBHOCTM.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

ip igmp query-max-re-
sponse-time seconds

no ip igmp query-max-re-
sponse-time

seconds: (5..20)/10 ¢

YCTaHOBUTb MaKCUMaibHOE Bpema OTBETa Ha 3anpoc.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

ip igmp last-mem-
ber-query-count count

no ip igmp last-mem-
ber-query-count

count: (1..7)/3HaueHune
nepemeHHol robustness

YCTaHOBUTb KOJIMYECTBO 3aNPOCOB, NOCNE PACCHINKN KOTOPbIX,
KOMMYTATOp onpeaenaeT, YTo Ha AaHHOM NOPTY HET
Xenawuwnx y4actsosaTb B MHOFOB,D,pecHOﬁ PaccblKe.

YCTaHOBUTb 3HaYeHME N0 YMOHAHMUIO.

ip igmp last-mem-
ber-query-interval millisec-
onds

no ip igmp last-mem-
ber-query-interval

milliseconds:
(100..25500)/1000 mc

YcTaHOBUTb MHTepBaa 3anpoca AnAa nocnegHero yd4aCtHUKa.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.
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KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (OuanasoHa uHmepgelicos) Ethernet

BunAa 3anpoca KoMaHAHOM CTPOKM pexnma KoHdurypaumm nHtepdeica:

console (config-if)#

Tabnnua 162 — KomaHgbl pexxuma KoHurypaunm nHtepoeliica Ethernet

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aeiicmeue

switchport access mul-
ticast-tv vlan vian_id

no switchport access mul-
ticast-tv vlan

vlan_id: (1..4094)

BkatounTb nepeHanpasneHne IGMP-3anpocoB ¢ KANEHTCKUX
VLAN B Multicast VLAN ana nHtepdeiica B pexkxmme «access».
| AnA pabotbl gaHHOU PYyHKUMM TpebyeTca BKAOUEHUE
.’ ip igmp snooping He TonbKo rno6anbHo u B Multicast
VLAN, HO 1 B KAneHTcKux VLAN.

BbIkntounTb nepeHanpasneHme IGMP-3anpocoB C KANEHTCKUX
VLAN B Multicast VLAN ana nHtepdeiica B pexxume «access».

switchport trunk mul-
ticast-tv vlan vian_id

[tagged]

no switchport trunk mul-
ticast-tv vlan

vlan_id: (1..4094)

BkntounTb nepeHanpasneHne IGMP-3anpocos 13 VLAN,
YYaCTHUKOM KOTOpbIX ABAsAeTca nopT, B Multicast VLAN gns
MHTepodeiica B pexknme «trunk». Multicast-tpadpuk nepenaetca
Ha NOPT HETErMPOBAHHbIM UAN TETMPOBAHHbBIM B 3aBUCMMOCTM
oT napameTpa tagged. MapameTp tagged yKkasbiBaeT Ha TO, YTO
Multicast-Tpaduk gonxkeH oTNpPaBAATLCA B NOPT TEFTMPOBAHHbBIM
8 Multicast VLAN.

BbikntounTb NnepeHanpasneHne IGMP-3anpocos B Multicast
VLAN. MopT nckAto4aeTcsa 13 rpynn MHOroaapecHom paccblkv B
Multicast VLAN.

switchport general mul-
ticast-tv vlan vian_id
[tagged]

no switchport general mul-
ticast-tv vlan

vlan_id: (1..4094)

BkntounTb nepeHanpasneHne IGMP-3anpocos n3 VLAN,
YYaCTHUKOM KOTOpbIX fABaseTca nopT, B Multicast VLAN gns
MHTepodeiica B pexknme «general». Multicast-tpadpumk
nepegaeTca Ha NOPT HETErMPOBAHHLIM MW TETMPOBAHHbBIM B
33aBMCUMMOCTM OT NapameTpa tagged. MapameTp tagged
YKa3blBaeT Ha To, Yto Multicast-TpadumK gonkeH oTnNpaBaATLCA B
nopT TerMpoBaHHbiM B Multicast VLAN.

BbikntounTb NnepeHanpasneHne IGMP-3anpocos B Multicast
VLAN. MopT 1ckAtoYaeTcs 13 rpynn MHOroaapecHOM Paccbliku B
Multicast VLAN.

KomaHOowbl pexcuma EXEC

Bce KOmaHAb! AOCTYMNHbI TONBKO 417 NPUBUAETMPOBAHHOIO NO/Ib30BaTENA.

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnua 163 — KomaHgb! pexkmuma EXEC

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4yaHuro

Aeiicmeue

show ip igmp snooping
mrouter [interface vian_id]

vlan_id: (1..4094)

Moka3aTb HPopMaLMio 06 N3yHeHHbIX MHOFOaAPECHbIX
MapLUpyTU3aTopax B yKasaHHoi rpynne VLAN.

show ip igmp snooping
interface vian_id

vlan_id: (1..4094)

MNokaszatb uHopmauuto IGMP-snooping gns JaHHOroO
MHTepodeiica.
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show ip igmp snooping
groups [vlan vian_id]
[ip-multicast-address
ib_multicast_address]
[ip-address IP_address]

vlan_id: (1..4094)

MokasaTb nHbopMaLmMio 06 M3yUYeHHbIX MHOTOa4pPecHbIX
rpynnax, y4acTBytoLLMX B FPYNMOBOM paccbiiKe.

show ip igmp snooping cpe
vlans [vlan vian_id]

vlan_id: (1..4094)

MokasaTtb Tabanuy cooTBeTcTBUI Mexxay VLAN obopynoBaHus,
YCTaHOBJ/IEHHOTO y nonb3oBatens, n VLAN ana teneseLlaHus.

show ip igmp snooping
authorization-cache
[interface {gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4)

BbiBecTn nepeyeHb aBTOpM30BaHHbIX IGMP-rpynn Ha Bcex
MHTepdericax KommyTaTopa, MMHB0 TONIbKO Ha 3a4aHHOM
MHTepodeiice.

clear ip igmp snooping
authorization-cache
[interface {gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4)

OumncTuTb Tabnmuy aBTopnsoBaHHbIX IGMP-rpynn Ha Bcex
MHTepdericax KommyTaTopa, MMHB0 TONIbKO Ha 3a4aHHOM
MHTepodeiice.

[pumepbl 8bINOAHEHUS KOMAHO

Brknountb PpyHKumMo IGMP snooping Ha KommyTaTope. Ansa VLAN 6 pa3peluntb aBTOMaTUYECKOE pacno-
3HaBaHWe MNOPTOB, K KOTOPbIM MOAKAOYEHbl MHOroagpecHble MapLpyTU3aTopbl. YCTaHOBUTb WHTepBan
mexay IGMP-3anpocammn — 100 c. YBeNNYUTb 3HAYEHME YCTOMUMBOCTM A0 4. YCTAHOBUTb MaKCMMaibHOe
Bpems oTBeTa Ha 3anpoc — 15 c.

console# configure
(config)# ip igmp snooping
(config-if) # ip igmp snooping vlan 6 mrouter learn pim-dvmrp
console (config)# interface vlan 6
(
(
(

console
console

console
console
console

config-if)# ip igmp snooping query-interwval 100
config-if)# ip igmp robustness 4
config-if)# ip igmp query-max-response-time 15

5.19.2 Mpaeuna 2pynnoesoli adpecayuu (multicast addressing)

[aHHbIA Knacc KomaHA npeAHasHayeH ANA 33[aHuA NpaBwWa rPynnoBOWM ajpecauuu B CeTU Ha
KaHa/NIbHOM U ceTeBOM YpoBHAX moaenn OSI.

KomaHObI pexcuma KoHgu2ypayuu uHmepagpetica VLAN

Bupg 3anpoca KOMaHAHOM CTPOKK B perxnume KoHdurypaumm nutepdeica VLAN:

console (config-if) #
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Tabnnua 164 — KomaHabl pexkuma KoHpurypaumnm nHtepderica VLAN

KomaHda

3HayeHue/3HayeHue
no yMmoA4aHuo

OnucaHue

bridge multicast mode
{mac-group | ipv4-group |
ipva-src-group}

no bridge multicast mode

—/mac-group

3apaTb peXxunm rpynnoBoi nepeaayn faHHbIX.

- mac-group — MHoroagpecHas nepegava, ocHosaHHasa Ha VLAN
n MAC-agpecax;

- ipv4-group — MHoroagpecHasa nepegaya ¢ TMnom ¢puabTpaLum,
0OCHOBaHHbIM Ha VLAN u agpece npuemHuKa B popmarte IPv4;

- ip-src-group — MHoOroagpecHas nepegaya ¢ TMnom GpunbTpauum,
0OCHOBaHHbIM Ha VLAN 1 agpece otnpasutens B popmarte |Pv4.

YCTaHOBWUTb 3HAYeHME NO YMON4YaHUIO.

bridge multicast address
{mac_multicast_address |
ip_multicast_address} [{add
| remove} {gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}]

no bridge multicast address
{mac_multicast_address |
ip_multicast_address }

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

Oob6asutb rpynnoeoit MAC-agpec B Tabaunuy rpynnosou
apecaumu u ctaTuyecku AobaBuTb UK yaanuTb MHTEpPdeNcol 13
rpynnbl.

- mac_multicast_address — rpynnosoit MAC-aapec;

- ip_multicast_address — IP-aapec MHOroapecHoOm paccbiikuy;
-add — pobasnsaeT ctaTMyecKyto NoAnucky K rpynnosomy MAC-
aapecy amanasoHa Ethernet-nopTos uaum rpynn nopTos.

- remove — yaanfeT CTaTUYeCcKyto Nognucky K rpynnosomy MAC-
agpecy.

MepeuncneHne NHTepHEecoB OCyLLECTBAACTCA YEpes «-» U «,»

Ypanuts rpynnosoii MAC-agpec us Tabaunupl.

bridge multicast forbidden
address
{mac_multicast_address |
ip_multicast_address} [{add
| remove} {gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}]

no bridge multicast forbid-
den address {mac_mul-
ticast_address | ip_mul-
ticast_address }

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

3anpeTuTb NOAK/IOYEHME HacTpauBaemoro nopTa/nopTos K
rpynnosomy IPv6-aapecy (MAC-agpecy).

- mac_multicast_address — rpynnosoit MAC-aapec;

- ip_multicast_address — IP-agpec MHOroaapecHoM paccbiikuy;
- add — no6asneHve NopTa/NOPTOB B CMUCOK 3aMNpPeLLEHHbIX;

- remove — ygasieHue nopTa/NopToB M3 CMCKA 3anpeLLeHHbIX.
MepeuncneHne MHTEPdENCOB OCYLLLECTBAAETCA YEPES «-» U «,»

YpanuTb 3anpeltatoltee npasuno gasa rpynnosoro MAC-agpeca.

bridge multicast forward-all
{add | remove}
{gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}

no bridge multicast
forward-all

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

Mo ymonyanuio
nepesava Bcex
MHOroaApecHbIX
MaKeToB 3anpeLLeHa.

PaspewunTb Nepegayy BCEX MHOrOAZAPECHbIX MAaKeTOB Ha MOPTY.
- add — no6asnser nopTbl/06bEAMHEHHbIE NOPTbI B CMINCOK
NopTOB, A/1A KOTOPbIX paspelleHa nepeaaya Bcex rpynmnosbIxX
NnaKeTos;

- remove — y6upaeT rpynny nopTos/o6begnHEeHHbIX MOPTOB U3
paspeLluatolLero npasuna.

MepeuncneHve MHTEPGENCOB OCYLLLECTBAAETCA YEPEs «-» U «,».

BoccTaHOBUTL 3HaYeHWe NO YMOYAHMUIO.

bridge multicast forbidden
forward-all {add | remove}
{gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}

no bridge multicast
forbidden forward-all

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48).

Mo ymonyaHutio
NopTam He 3anpeLueHo
AVHaMUYecku
npucoeamnHATLCA K
MHOroazpecHom
rpynne.

3anpeTuTb NOPTYy AUHAMUYECKM A06aBAATLCA K MHOTOAPeCHOM
rpynne.

- add — po6asnsaer nopTbl/06begMHEHHbIE NOPTbI B CMNCOK
NopToB, A1 KOTOPbIX 3anpeLLeHa nepeAaya BCex rpynnosbIx
NaKeToB;

- remove — y6upaeT rpynny noptoB/o6befMHEHHbIX NOPTOB U3
3anpeLlatoLLero npasuna.

MepeuncneHme MHTephENCOB OCYLLECTBAAETCA Yepes «-» U «,».

BoccTaHOBUTL 3HaYeHMe no YMONYaHULO.
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bridge multicast ip-address
ip_multicast_address {add |
remove} {gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}

no bridge multicast ip-
address
ip_multicast_address

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

3apeructpupoBats IP-agpec B Tabauue rpynnosoit agpecauum n
cTaTuyeckun gobasnaet/yaanser uHTepdeiicol U3 rpynnbl.

- ip_multicast_address — rpynnoso# IP-agpec;

- add — pobasnser nopThl K rpynne;

- remove — yaanaeT NopTbl U3 Fpynnbl;

MepeuncneHve MHTepPencoB OCYLLLECTBNAETCA YEPEs «-» U «,».

Yaanute rpynnosoit IP-agpec U3 Tabanupl.

bridge multicast forbidden
ip-address
ib_multicast_address {add |
remove} {gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}

no bridge multicast
forbidden ip-address
ib_multicast_address

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

3anpeTuTb NOPTY AMHAMUYECKM A06ABNATLCA K MHOTOApPECHOM

rpynne.

- ip_multicast_address — rpynnoso# IP-agpec;

- add — no6asneHve NopTa/NOPTOB K CMNCKY 3aNpeLLEHHbIX;

- remove — yjaneHue nopTa/NopToB M3 CNCKA 3anpeLLeHHbIX.

MepeuncneHme nHTepdENcoB OCYLLECTBAAETCA YEPES «-» U «,»

Mpexpe 4em onpeaenutb 3anpeleHHble NOPTbI,
V’ rpynnbl MHOTOAAPECHO PACcCbINKU A0MKHbI 6bITb 3a-
 peruMcTpupoBaHbil.

BoccTaHOBUTL 3HaYeHWE NO YMOYAHMUIO.

bridge multicast source
ip_address group
ip_multicast_address {add |
remove} {gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}

no bridge multicast source
ip_address group
ib_multicast_address

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

YcTaHOBUTL cooTBeTCcTBME MeXKay IP-agpecom nonb3osatens n
rpynnoBsbiM afpecom B Tabauue rpynnoBor agpecauuu, 1
cTaTMyeckn fobasnaet/yganaer MHTepdencol U3 rpynnoi.

- ip_address — ncxogHbivi IP-agpec;

- ip_multicast_address — rpynnoso# IP-agpec;

- add — po6aBuTb NopThI B rpynny ucxogHoro IP-agpeca;

- remove — yAanuTb NopTbl U3 rpynnbl ucxogHoro IP-agpeca.

BoccTaHOBUTL 3HaYeHMe no YMONYaHULO.

bridge multicast forbidden
source ip_address group
ib_multicast_address {add |
remove} {gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

YcTaHOBUTb 3anpeT Ha fobasneHne/yaaneHne cooTBeTCTeuA
mexKay |IP-agpecom nonb3oBaTens v rpynnosbiM apecom B
Tab/Mue rpynnoBol agpecauun ana onpeaeneHHoro nopra.

- ip_address — ncxoaHbin IP-agpec;

- ip_multicast_address — rpynnoso# IP-agpec;

- add — 3anpet Ha gobaBneHne nopTa B rpynny ncxogHoro IP-
afpeca;

- remove — 3anpeT Ha yAa/seHue nopTa M3 rpynnbl McxogHoro IP-

group} group: (1..48) agpeca.
no bridge multicast BoccTaHOBWTL 3HaYeHME N0 YMONYAHUIO.
forbidden source
ip_address group
ib_multicast_address
bridge multicast ipvé mode 3a4aTb peXxum rpynnosow nepesayn AaHHbIx gaa IPve-nakeTos
{mac-group | ip-group | MHOr0aZpecHoOM PaccblIKuU.
ip-src-group} - mac-group — MHOroajgpecHasa nepegaya, ocHoBaHHaAa Ha VLAN
n MAC-agpecax;
— Jmac-group - ip-group — MHoroagpecHas nepegaya ¢ TMNoM GuabTpaLnm,

no bridge multicast ipv6
mode

ocHoBaHHbIM Ha VLAN u agpece npuemHuka B popmarte IPv6;
- ip-src-group — MHOroagpecHas nepegaya ¢ TMnom GbuabTpauum,
OCHOBaHHbIM Ha VLAN u agpece oTnpasuTens B popmare |Pv6.

YCTaHOBUTb 3Ha4YeHME N0 YMOIHAHMUIO.
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bridge multicast ipv6
ip-address
ipv6_multicast_address
{add | remove}
{gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}

no bridge multicast ipv6
ip-address
ipv6_multicast_address

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

3apeructpupoBatb rpynnosoit IPv6-agpec B Tabaunue rpynnosom
afpecauuu, U ctatudeckun gobasnset/yaanaet untepdeiicsl u3
rpynnel.

- ipv6_multicast_address — rpynnosoit IP-agpec;

- add — pobaBnser nopTbl K rpynne;

- remove — yaanaeT NopTbl U3 rpynnbl;

MepeuncneHve nHTepdelicoB OCYLLECTBAAETCA YEPES K-» U «,».

Ypanute rpynnosoii IP-agpec n3 Tabaumubl.

bridge multicast ipv6
forbidden ip-address
ipv6_multicast_address
{add | remove}
{gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}

no bridge multicast ipv6
forbidden ip-address
ipv6_multicast_address

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

3anpeTuTb NOAK/OYEHWE HACTPAMBAEMOro NopTa/nopTos K
rpynnosomy IPv6-agpecy.

- ipv6_multicast_address — rpynnosow IP-agpec;

- add — po6asneHve NopTa/NOPTOB B CMUCOK 3aNpPeELLEHHBIX;

- remove — ygasieHue NopTa/NopToB U3 CIUCKA 3anpeLLeHHbIX.
MepeuncneHne NHTepHENCcoB OCYLLECTBAACTCA YEpes «-» U «,»

BoccTaHOBUTL 3HaYeHMe No YMONYaHULO.

bridge multicast ipv6
source ipv6_address group
ibv6_multicast_address
{add | remove}
{gigabitethernet gi _port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}

no bridge multicast ipv6
source ipv6_address group
ibv6_multicast_address

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

YcTaHOBUTb COOTBETCTBME MexKay IPv6-aapecom nonb3osaTtena u
rpynnoBbimM agpecom B Tabauue rpynnoBow agpecaumu, 1
cTaTMyeckun fobasnaet/yganaet MHTepdencol U3 rpynnoi.

- ipv6_address — ncxoaHoivi IP-aapec;

- ipv6_multicast_address — rpynnosow IP-agpec;

- add — po6aBuTb NoOpThLI B rpynny ucxogHoro IP-agpeca;

- remove — yaanuTb NOPTbl U3 rpynnbl ucxogHoro IP-aapeca.

BoccTaHOBUTL 3HaYeHWe NO YMOYAHMUIO.

bridge multicast ipv6
forbidden source
ibv6_address group
ibv6_multicast_address
{add | remove}
{gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}

no bridge multicast ipv6
forbidden source
ibv6_address group
ipv6_multicast_address

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

YcTaHOBUTb 3anpeT Ha gobasneHne/yaaneHve cCOOTBETCTBUA
mexay IPvb-aspecom nonb3oBaTens U rpynnoBbIM afpecom B
Tabauue rpynnoBoi agpecaummn Ana onpeaeneHHoro nopra.

- ipv6_address — ncxogHoili IPv6-agpec;

- ipv6_multicast_address — rpynnosow IPv6-aapec;

- add — 3anpet Ha gobaBneHne nopTa B rpynny ucxogHoro IPve-
agpeca;

- remove — 3anperT Ha yZa/ieHne nopTa u3 rpynrbl UCXOAHOTO
IPv6-appeca.

BoccTaHOBUTb 3HaYEeHME N0 YMONYAHUIO.

KomaHObI pexcuma KoHgpuaypayuu uHmepdgelica (QuanaszoHa uHmepgelicos) Ethernet, VLAN, uH-

mepgelica epynnsl MOPMos

Bupa 3anpoca KOMaHAHOM CTPOKK B pexkxnume KoHpurypaummn nHtepdeiica Ethernet, VLAN, nntepdeiica
rpynnbl NOPTOB:

console# configure
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console (config) # interface {fortygigabitethernet fo port |

tengigabitethernet te port | gigabitethernet gi port | port-channel group |

vlan | range {..}}
console (config-if)#

Tabnnua 165 — KomaHabl pexkuma KoHpurypaumm nHtepdeliica Ethernet, VLAN, rpynnbl untepdeiicos

3HayeHue/3Ha4yeHue
no yMmoA4YaHuo

KomaHda

OnucaHue

bridge multicast
unregistered {forwarding |
filtering}

—/forwarding

no bridge multicast
unregistered

YCTaHOBWTb NPaBMIO Nepesayn NaKeTos C
He3aperucTpUpPoBaHHbIX FPYMNNOBbIX a4PECOB.

- forwarding — nepesaBaTb He3aperncTpMpoBaHHble
MHOroaZpecHble NakeTbl;

- filtering — dunbTpPOBaATL HE3apPErNCTPUPOBAHHbBIE
MHOroaZipecHble NaKeTbl.

YCTaHOBWUTb 3HAYeHUE NO YMO/IHaHUIO.

KomaHObI pexcuma 2a0b6aab6HoU KOHuU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKU peXKMmMa rnobanbHoOM KOHGUIypauum:

console (config) #

Tabnnua 166 — KomaHabl pexuma rnobanbHoi KoHduUrypaumum

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa

OnucaHue

bridge multicast filtering

BKAOUUTL GUABTPALMIO FPYNMOBbLIX a4PECOB.

(10..1000000)/300 cekyHa,

no mac address-table
aging-time {seconds} [vlan
vlan_id]

no bridge multicast —/OTKAOYEHO OTKNOYUTL GUABTPALLMIO TPYNMOBbIX aAPECOB.
filtering
mac address-table 3agaTtb Bpems xpaHeHua MAC-agpeca B Tabauue rnobanbHo
aging-time seconds {vlan unu gna onpepenerHoro VLAN.
vlan_id} -vlan_id — naeHTMdpuKkaumMoHHbIn Homep VLAN.
7 Ana KommyTtatopoB cepuit MES23xx, MES33xx
V' Bpems xpaHeHua MAC-agpeca MOXXHO 3agaBaTb B
aunanasoHe ot 10 go 410 cekyHa ¢ warom 1
CeKyHAa, a 3atemM TMPUHUMAIOTCA TO/bKO
seconds:

3HayeHuA, KpatHole 300. [AnAa Kommytatopa
MES5324 Bpema xpaHeHna MAC-apgpeca MOXHO
3aaasatb B AuanasoHe ot 10 ao 630 ceKyHp ¢
warom 1 ceKyHAa, a 3aTemM NPUHUMALIOTCA TO/IbKO
3HayeHuA, KpaTHble 300.

YCcTaHOBUTb 3HaYeHue no YMONYaHULO.

mac address-table learning
vlan vian_id

no mac address-table
learning vlan vian_id

vlan_id: (1..4094,
all)/No ymonyanuio
BK/IOYEHO

Bkatountb nsyyeHne MAC-agpecos B gaHHom VLAN.

OTkntoumTb M3ydeHne MAC-agpecos B gaHHomM VLAN.

Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES5324

191



HELTEX

mac address-table static
mac_address vlan vian_id
interface {gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group} [permanent |
delete-on-reset |
delete-on-timeout |
secure]

no mac address-table static
[mac_address] vlan vian_id

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

group: (1..48)

Oo6asutb ucxogHbii MAC-agpec B Tabanuy rpynnosoi
agpecauuu.

- mac_address — MAC-agpec;

- vlan_id — Homep VLAN;

- permanent — gaHHbIi MAC-agpec MOXKHO yAaUTb TONbKO C
nomoLbo KomaHgbl no bridge address;

- delete-on-reset — gaHHbIV agpec yaanutca nocne
nepesarpysKku ycTponcTBa;

- delete-on-timeout — gaHHbIV agpec yaanutca no Tanm-ayTy;
- secure — AaHHbIVW a4pec yAaAUTCA TONbKO C NOMOLLbIO
KomaHzbl no bridge address nav nocne Bo3BpalleHus nopra B
pexkum obyyeHus (no port security).

Yaanute MAC-agpec 13 Tabnuubl rpynnoBoi agpecaumu.

bridge multicast
reserved-address
mac_multicast_address
{ethernet-v2 ethtype | lic
sap | llc-snap pid ] {discard
| bridge}

no bridge multicast
reserved-address
mac_multicast_address
[ethernet-v2 ethtype | lic
sap | lic-snap pid]

ethtype: (0x0600..0xFFFF);
sap: (0..0xFFFF);
pid: (0..0XFFFFFFFFFF)

OnpefenvTb AencTeue o1a NakeToB MHOTOAAPECHOM PacChIKK
C 3ape3epBMPOBAHHOrO aapeca.

- mac_multicast_address — rpynnosoit MAC-aapec;

- ethtype — T1n naketa Ethernet v2;

- sap — Tvn naketa LLC;

- pid — Tvn naketa LLC-Snap;

- discard — c6bpoc nakeTos;

- bridge — naketbl nepegatotca B pexume bridge.

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.

mac address-table
lookup-length length

no mac address-table
lookup-length

length: (1..8)/3

3agaTtb pa3mep obnactu MAC-agpecos B anroputme
XeWwnpoBaHua. M3meHeHua BCTyNatoT B AeNCTBUE Nocne
pectapTa KOMMyTaTopa.

YCTaHOBUTb 3HAUEHME N0 YMONYaHMIO. M3MeHeHMA BCTynaloT B
[elcTBMe noc/e pectapta KOMMyTaTopa.

KomaHOwbl pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKM pexxnma Privileged EXEC:

console#

Tabnuua 167 — Komanapl pexkmuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
no ymon4aHuio

OnucaHue

clear mac address-table
{dynamic | secure}
[interface {gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | vlan vian_id}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094)

Yaanutb ctaTuyeckue/amMHaMmyeckmne 3anmncu us tTabamupl
rpynnoBoW agpecaumm.

- dynamic — yganeHve guHaMUUYeCcKuUX 3anucei;

- secure — yaaneHue CTaTUYECKUX 3anuncen.

KomaHOb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:

console>
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Tabnmua 168 — KomaHabl pexmma EXEC

KomaHda

3Ha4yeHue/3HayeHue
Mo ymon4aHuro

OnucaHue

show mac address-table
[dynamic | static | secure]
[vlan vian_id] [interface
{gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}] [address
mac_address]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094)

Moka3saTtb Tabanuy MAC-agpecoB 414 yKa3zaHHOro UHTepdelica
Mbo Bcex HTepdencos.

- dynamic — npocmoTp TONbKO AMHAMUYECKMX 3anunceit;

- static — npocMoTp TONIbKO CTaTUYECKMX 3anunceit;

- secure — NPOCMOTP TO/IbKO Be3onacHbIX 3anucei;

-vlan_id — npeHTuduKaumMoHHbIM Homep VLAN;

- mac-address — MAC-agpec.

show mac address-table
count [vlan vian_id]
[interface {gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094)

MoKa3aTb Ko/iMyecTBo 3anucei B Tabanue MAC-agpecos ans
yKasaHHoro nHtepderica iMbo ansa Bcex MHTepdencos.
-vlan_id — naeHTMdMKaLMOoHHbIN Homep VLAN.

show bridge multicast
address-table [vlan vian_id]
[address
{mac_multicast_address |
ipv4_multicast_address |
ipv6_multicast_address}]
[format {ip | mac}] [source
{ipv4_source_address |
ibv6_source_address}]

vlan_id: (1..4094)

MoKa3aTb TabanLy rpynnoBbiX agpecos ANs yKa3saHHOro
nHTepdelica Mmbo Bcex nHtepdericos VLAN (KomaHaa AocTynHa
TONbKO 1A NPUBUIETMPOBAHHOIO NO/b30BaATENSA).

- vlan_id — naeHTMduKaumoHHbIn Homep VLAN;

- mac_multicast_address — rpynnosoit MAC-aapec;

- ipv4_multicast_address — rpynnosou IPv4-aapec;

- ipv6_multicast_address — rpynnosou IPv6-aapec;

- ip — npocmoTp no IP-agpecam;

- mac — npocmoTp no MAC-agpecam;

- ipv4_source_address — |Pv4-aapec NUCTOYHUKA;

- ipv6_source_address — |IPv6-agpec UCTOYHMKA.

show bridge multicast
address-table static [vlan
vlan_id] [address
{mac_multicast_address |
ipv4_multicast_address |
ipv6_multicast_address]
[source
ipv4_source_address |
ipv6_source_address] [all |
mac | ip]

vlan_id: (1..4094)

MoKasbiBaeT TabauLy CTaTUYECKUX FPYNNOBbLIX a4PecoB ANs
YKasaHHoro nHTtepdeica nnbo scex nHtepdeicos VLAN.
-vlan_id — naeHTMouKaLmMoHHbIM Homep VLAN;

- mac_multicast_address — rpynnosoi MAC-agpec;

- ipv4_multicast_address — rpynnosow IPv4-aapec;

- ipv6_multicast_address — rpynnosow IPv6-aapec;

- ipv4_source_address — IPv4-appec UCTOYHUKA;

- ipv6_source_address — IPv6-agpec UCTOYHUKA;

- ip — npocmoTp no IP-agpecam;

- mac — npocmoTp no MAC-agpecam;

- all — npocmoTp nonHol Tabanubl.

show bridge multicast
filtering vian_id

vlan_id: (1..4094)

MoKasaTb KoHPUrypaLmio GUAbTPA rPYNNoBbLIX a4 PECcoB A/1A
yKasaHHoro VLAN.
- vlan_id — naeHTMounKaumMoHHbIn Homep VLAN.

show bridge multicast
unregistered
[gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

MokaszaTtb KoHOUrypaLmto GUNbTPa A8 HE3aPErnCTPUPOBAHHbIX
rPynnoBbIX aLpecos.

show bridge multicast
mode [vlan vian_id]

vlan_id: (1..4094)

MoKasaTb peXk1m rpynmnoBoi agpecaumn a1a yKasaHHoOro
nHTepderica Mmbo Bcex nHTepdericos VLAN.
-vlan_id — npeHTMdUKaLuMoHHbIN Homep VLAN.

show bridge multicast
reserved-addresses

OT06pa3uTb NPaBuAa, yCTaHOBAEHHbIE ANA TPYNNOBbIX
3ape3epBMPOBAHHbIX afPECcoB.
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[Tpumepbl 8bINOAHEHUA KOMAHO

= BkAounTb GUABTPALMIO FPYNNOBbIX a4PECOB KOMMYTaTOPOM. 3a4aTb Bpema xpaHeHnAa MAC-agpeca
450 ceKyHA, paspewnTb nepeaady He3apermcTpMpoBaHHbIX MHOroagpecHbIX naketos Ha 11 nopty
KOMMyTaTOpa.

console# configure

console (config)# mac address-table aging-time 450

console (config) # bridge multicast filtering

console (config) # interface tengigabitethernet 1/0/11

console (config-if) # bridge multicast unregistered forwarding
console# show bridge multicast address-table format ip

Vlan IP/MAC Address type Ports

1 224-239.13012.2.3 dynamic te0/1, tel0/2
19 224-239.130(2.2.8 static te0/1-8

19 224-239.130(2.2.8 dynamic te0/9-11

Forbidden ports for multicast addresses:

Vlan IP/MAC Address Ports
1 224-239.13012.2.3 te0/8
19 224-239.130(2.2.8 te0/8

5.19.3 MLD snooping — npomoKosn KOHMponsa MHo20a0pecHo20 mpaduKa e IPve

MLD snooping — mexaHW3M MHOroagpecHOM Paccbl/IKM COOOLLEHWNI, NO3BONAIOLLMIA MUHUMMU3UPOBATD
MHOroaapecHbii Tpaduk B IPv6-ceTax.

KomaHObI pexcuma 2a0baabHol KOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexmnma rnobanbHoM KOHPUrypaumm:

console (config) #

Tabanua 169 — KomaHabl rnob6anbHOro pexkuma KoHourypaumm

Komanda 3Ha4yeHue/3Ha4yeHue Neiicmeue
Mo ymoa4aHuio
ipvé mld snooping [vlan Bkntounte MLD snooping.
vlan_id] vlan_id: (1..4094)
no ipv6 mid snooping [vlan —/BbIKNIOYEHO OtkntounTtb MLD snooping.

vlan_id]

3apeructpupoBatb rpynnosoit IPv6-agpec B Tabauue rpynnosoi
afpecaumu u ctatudecku gobasnset/yaanset uHtepdeiics! U3
rpynnol ana Tekywein VLAN.

- ipv6_multicast_address — rpynnoso# |IPv6-agpec;
MepeuncneHne nHTepHENCoB OCYLLECTBAACTCA YEPE3 «-» U «,».

ipvé mid snooping vlan vian_id
static ipv6_multicast_address
[interface {gigabitethernet
gi_port | tengigabitethernet
te_port | fortygigabitethernet
fo_port | port-channel group}]

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

group: (1..48)
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no ipv6 mid snooping vlan
vlan_id static
ipv6_multicast_address
[interface {gigabitethernet
gi_port | tengigabitethernet
te_port | fortygigabitethernet
fo_port | port-channel group}]

Yaoanuts rpynnosoit IP-agpec 13 Tabaunupi.

ipvé mld snooping vlan vian_id
forbidden mrouter interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group}

no ipvé mld snooping vlan
vlan_id forbidden mrouter
interface {gigabitethernet
gi_port | tengigabitethernet
te_port | fortygigabitethernet
fo_port | port-channel group}

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

group: (1..48)

[o6aBuTb NpaBu/Io, 3anpeLLatolLee NOPTam U3 CUCKa
pernctpmposaTtbca Kak MLD-mrouter.

YAanuTb npasuno, 3anpeLaroLlee nopTam 13 CNmncka
pernctpmposaTtbca Kak MLD-mrouter.

ipvé mld snooping vlan vian_id
mrouter learn pim-dvmrp

no ipvé mid snooping vlan
vlan_id mrouter learn
pim-dvmrp

vlan_id: (1..4094);
—/BKNIOYEHO

M3yunTb NopThl, NOAKAOYEHHbIe K mrouter-y no MLD-query-
nakeTam.

He n3y4yatb nopTbl, NOAKAOYEHHbIE K mrouter-y no MLD-query-
nakeTam.

ipvé mld snooping vlan vian_id
mrouter interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group}

no ipvé mid snooping vlan
vlan_id mrouter interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group}

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

group: (1..48)

[lo6aBuUTb CNUCOK mrouter-nopTos.

YaanuTb mrouter-nopTbl.

ipvé mid snooping vlan
vlan_id immediate-leave
[interface {gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}]

no ipv6 mid snooping vlan
vlan_id immediate-leave
[interface {gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}]

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

group: (1..48);
—/BbIK/IIOYEHO

BkatounTb npouecc MLD Snooping Immediate-Leave Ha Tekywei
VLAN.

- interface — npu UcNosb30BaHMM JAHHOTO NapameTpa MexaHM3M
fast-leave cpabaTbiBaeT TO/IbKO Ha YKa3aHHbIX MHTepdericax (npu
ycnosuu, yto npouecc MLD Snooping Immediate-Leave He
BKJ/ItOUEH rnobanbHo Ha Tekyluen VLAN).

OTkAtounTb Npouecc MLD Snooping Immediate-Leave Ha Tekywiel
VLAN nnu yKasaHHOM UHTepoelice.

ipvé mld snooping querier

no ipv6 mid snooping
querier

—/BbIK/IIOYEHO

BK/IIOUMTbL NOAAEPIKKY BblAaun 3aNpocoB igmp-query.

OTKNOUUTL NOAAEPIKKY BblAauM 3aNpOCoB igmp-query.
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KomaHObI pexcuma KoHgu2ypauuu uHmepgelica (QuanasoHa uHmepgpelicos) Ethernet, uHmepdgelica

2pynnel nopmos, uHmepagpetica VLAN

Bua 3anpoca KOMaHAHOM CTPOKM B pexmnme KoHoUrypaumm nHtepdelica Ethernet, nntepdeiica rpynnoi
noptoB u nHTepdenca VLAN:

console (config-if)#

Tabnnua 170 — KomaHAabl pexnma KoHpurypauum nHtepdeinca (gruanasoHa uHtepdelicos) Ethernet, nHtep-
deica rpynnbl nopTos, nHTepdeinca VLAN

Komanda 3HayeHue/3HayeHue Leiicmeue
no ymon4aHuro
ipvé mid 3afaTb MaKCMManbHYHO 3aZlepKKy O0TBeTa NocsiegHero YneHa
last-member-query-interval interval: rpynnbl, KOTOPaA UCNONb3YeTCA ANA BblYMCAEHUA KoAa
interval (100..25500)/1000 MaKCMMmanbHoW 3agepKu oTeeTa (Max Response Code)
no ipvé mid MWNNUCERYHA, BoccTtaHOBUTb 3HAYEHWE N0 YMONYAHUIO.
last-member-query-interval
ipvé mid query-interval value value: (30..18000)/125 3apaTb MHTEPBaAA PACCbINKM OCHOBHbLIX MLD-3anpocos.
no ipvé mld query-interval CeKyH/, BoccTtaHOBUTL 3HAYEHWE MO YMOAYAHUIO.
ipvé mid 3apaTb MaKCMManbHYO 3a4eprKKy O0TBeTa, KoTopas
query-max-response-time MCMNONb3yeTCa ANA BbIYUCNEHMI KOAQ MaKCUMaNbHOM
value value: (5..20)/10 cekyHg, 3a/leprKKuM oTBeTa.
no ipvé mid BoccTaHOBUTL 3HAaYEHME MO YMONYAHMIO.
query-max-response-time
ipvé mid robustness value YCTaHOBUTb 3HaYeHne KoaddULMeHTa 0TKAa30yCTOMYMBOCTH.
Ecnu Ha KaHane HabogaeTca notepa AaHHbIX, KO3bOUUMEHT
value: (1..7)/2 0TKa30yCTOMYMBOCTU AO/KEH ObITb YBE/INYEH.
no ipv6 mid robustness BoccTaHOBUTL 3HAYEHME MO YMONYAHMIO.
ipv6 mid version version YCTaHOBWTbL BEPCUIO NPOTOKO/A, AEUCTBYHOLLYIO Ha AaHHOM
version: (1..2)/2 uHTepdelice.
no ipv6 mid version BoccTaHOBUTL 3HAYEHME MO YMOMYAHMUIO.

KomaHOb1 pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnnua 171 — KomaHab! pexkuma EXEC

3Ha4yeHue/3HayeHue

KomaHoa Aelicmeue
no ymMoa4YaHuto
show ipv6 mid snooping OT106pasnTb MHPOPMaLMIO O 3aPErMCTPUPOBAHHDBIX FPYNnax B
groups [vlan vian_id] [address COOTBETCTBUM C 3aaHHbIMM B KOMaHAE NapameTpamm
ipbv6_multicast_address] vlan_id: (1..4094) dunbTpaymu.
[source ipv6 _address] - ipv6_multicast_address — rpynnosoii agpec IPv6;

- ipv6_address — IPv6-afpec UCTOYHMKA.

show ipv6 mld snooping
interface vian_id

show ipv6 mld snooping
mrouter [interface vian_id]

OT06pa3zunTb MHOOPMaLMIO O KoHdUTypaLmmn MLD-snooping ana

vlan_id: (1..4094) [aHHO VLAN.

vian_ id: (1..4094) OT06pasunTb HGOPMaLMIO O mrouter-nopTax.
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5.19.4 ®yHkyuu oepaHuyeHua multicast-mpaguka

®PyHKUMM orpaHuyeHns multicast-tpadmka mMcnonb3yroTcA ANA yAOOHOM HACTPOMKM OrpaHuMYeHuA
NPOCMOTPA onpegeneHHbIX rPYynn MHOFOAZPECHOM PACCbIKMU.

KomaHOb! pexcuma 2106aabHOU KOHU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexRmnma rnobanbHoM KOHPUrypaLmu:

console (config) #

Tabanua 172 — KomaHgbl pexuma rnobanbHoi KoHdurypaumm

KomaHda

3HayeHue/3HayeHue
1o yMoA4YaHuro

Aeiicmeue

multicast snooping profile
profile_name

no multicast snooping
profile profile_name

profile_name: (1..32)
CUMBOJI0B

MepeliTn B pexxnm KoHoburypaumm multicast-npoduns.

YpanuTb ykasaHHbIM multicast-npopuns.
Multicast-npodunb moxkeT 6biTb yAaneH ToNbKO
! nocne Toro, Kak 6yger oTBsI3aH OT BCeX NOPTOB
KoMmyTaTopa.

KomaHObI pexcuma KoHgu2ypayuu multicast-npogunsa

BuAa 3anpoca KOMaHAHOM CTPOKM pexnma KoHdurypaumm multicast-npoduna:

console (config-mc-profile) #

Tabnunua 173 — KomaHabl pexkuma KoHpurypaumum multicast-npodunsa

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

match ip low_ip [high_ip]

no match ip low_ip

low_ip: BannaHbIn
multicast-agpec;
high_ip: BannaHbin

3apaTb cOOTBETCTBME NPOPUNA YKa3zaHHOMY AManasoHy IPv4
multicast-agpecos.

YaanuTb cootBeTcTBue Npoduaa ykasaHHOMY AnanasoHy IPv4

no match ipv6 low_ipv6
[high_ipv6]

high_ipv6: BanngHbIn
IPv6 multicast-agpec

[high_ip] multicast-agpec multicast-agpecos.
match ipv6 low_ipvé low_ipv6: Banngmbiii IPv6 | 3aAaTb coOTBETCTBME NPOdUAA YKa3aHHOMY AuanasoHy IPve
[high_ipvé] multicast-agpec; multicast-agpecos.

YaanuTb cootBeTcTBUE NPOoduUaA yKasaHHOMY AnanasoHy IPve
multicast-agpecos.

permit

no permit

—/no permit

B cnyyae HecooTBETCTBUA OAHOMY U3 3a4aHHbIX AMAMNA30HOB,
IGMP-report 6yayT nponyckaTbcs.

B c/iiyyae HECOOTBETCTBMA OAHOMY M3 33AaHHbIX A4MANa30HOB,
IGMP-report 6yayT oTbpacbiBaTbeA.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (OuanasoHa uHmepgelicos) Ethernet

Bupg 3anpoca KOMaHAHOM CTPOKU perknma KOHbUrypaumnm nHtepdeica:

console (config-if) #
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Tabnunua 174 — KomaHabl pexxuma KoHpurypaumm nHtepdeliica (agManasoHa nHtepdeincos) Ethernet

3HayeHue/3HayeHue
1o ymMon4YaHuro

KomaHoa Aelicmeue

multicast snooping OrpaHn4mTb KOANYECTBO OAHOBPEMEHHO NPOCMAaTPUBAEMbIX
max-groups number multicast-rpynn ana nHtepdeiica.

number (1..1000)/—

no multicast snooping CHATb OrpaHMYeHne Ha KONNYECTBO OAHOBPEMEHHO
max-groups npocmaTtpuBaemblix rpynn gna nHtepdeica.

multicast snooping add MpuBA3aTb YKasaHHbIN multicast-npoduab K uHTepdelicy.
profile_name profile name: (1..32)

multicast snooping remove CMMBOIOB Yaanutb cootBeTcTBue multicast-npodunn (Bcex multicast-
{profile_name | all} npodunei) nHtepoeicy.

KomaHOobi pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxnma EXEC:

console#

Tabnunua 175 — KomaHab! pexkuma EXEC

Komanda 3Ha4yeHue/3HayeHue Neiicmeue
o ymMoa4YaHuto
show multicast snooping OT106pa3nTb MHPOPMaLMIO ANA BCEX MOPTOB O TEKYLLEM
groups count — KO/IMYEeCTBE 3apErMcTPMPOBaHHbIX FPYMM, a TaKKe
MaKCMMa/ibHOE BO3MOXKHOE KOIMYecTBO.
show multicast snooping profile name: (1..32) 0OT06pa3nTb MHGOPMALMIO O CKOHPUTYPMPOBaAHHBIX multicast-
profile [profile_name] CMMBO/OB npodunax.

5.19.5 RADIUS-aemopu3ayus 3anpocoe IGMP

[aHHbI MexaHU3M MO3BONAET NPOU3BOAUTbL aBTOPM3ALMIO 3anNpocoB NpoTokona IGMP ¢ nomolbio
RADIUS-cepBepa. [na obecneyeHMAa HaAeXKHOCTM W pacnpeneneHua Harpyskm MOXKET WCMO/1b30BaThCA
Heckonbko RADIUS-cepBepoB. Bbibop cepBepa AN OTNPaBKM 04epesHOro 3anpoca aBTopusaLmMm NpomcxoauT
cnyyaliHbim obpasom. Ecnm cepBep He OTBETWJ, OH MNOMEYAETCA KaK BPEMEHHO Hepabouui, U nepecTaeT
Yy4acTBOBAaTb B MEXaHU3Me ONpoca Ha onpeAefieHHbI Nepmnos, a 3anpoc OTCbIIAETCA HA CAeAyoWwmin cepaep.

MonyyeHHble aBTOPM3ALMOHHbBIE AaHHbIE XPAHATCA B KIL-MAaMATU KOMMYTATOpPa B TEYEHUE 334aHHOTO
nepuoga BpeMeHW. ITO NO3BOAET YCKOPUTb MOBTOPHYHD 06paboTky IGMP-3anpocos. [MapameTpbl
aBTOpU3aLMM BKIOYALOT B cebA:

=  MAC-agpec KAIMeHTCKOro YCTPOICTBa;
"  NpeHTudUKaTop NnopTa KOMMYTATOPa;
= |P-agpec rpynnbl;

=  PelwweHune o goctyne — deny/permit.

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUA

Bug, 3anpoca KOMaHAHOM CTPOKM pexkmnma rnobasnbHOro KoHGUrypnpoBaHma:

console (config) #
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Tabnmua 176 — KomaHabl pexkmma rnobanbHoro KoHOUrypmpoBaHus

KomaHda 3HayeHue/3HayeHue o
YMOAYAHUIO

Aelicmeue

ip igmp snooping authoriza-
tion cache-timeout timeout
timeout: (0..10000) mnH/0

no ip igmp snooping authori-
zation cache-timeout

YCTaHOBUTb BpemsA KU3HW B Kawe. Ecnm 3HayeHne pasHoO
HY/II0 — OTCYET BPEMEHMU ¥KMU3HM OTK/IIOYEH (3anuch He
YyAANAEeTCsA Co BPEMEHEM).

YCTaHOBUTb 3HAYEHME NO YMONYaHUIO.

KomaHObI pexcuma KoHgu2ypuposaHua uHmepgelica (OuanasoHa uHmepgelicos) Ethernet

BuA 3anpoca KoMaHAHOM CTPOKM pexmnma KoHOUrypmnpoBaHUa nHTepdelica:

console (config-if) #

Tabnnua 177 — KomaHgbl pexuma KoHpurypuposaHua nHtepoeica Ethernet

KomaHoa 3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

multicast snooping authorization
radius [required]

BkntounTb aBTopusaunto yepes RADIUS-cepsep. Ecim ykasaH
napametp required, To B c/ly4yae HeAOCTYMHOCTU BCeX
RADIUS-cepsepos IGMP-3anpocbl UTHOPUPYHOTCA.

no multicast snooping
authorization forwarding-first

—/oTKnto4eHa B npotnuBHoM cnyyae IGMP-3anpoc 6yaet obpaboTaH gaxe
npw OTCYTCTBMM OTBETA CepBepa.
no multicast snooping OTKNOYUTDL aBTOPU3ALMIO.
authorization
multicast snooping authorization BKkntounTb npegBaputenbHyto 06paboTky IGMP-3anpocos Ha
forwarding-first nopty ao oteeta RADIUS-cepsepa. MNpu nonyyeHnn oteeta
OT cepBepa B C/ly4ae NON0XKUTEIbHOIO OTBETa NOANNCKa
oCTaeTcA, B C/ly4ae oTpMLATeIbHOrO — yAanaeTca, ecam
—/oTKNto4eHa

AOMNONHUTENBbHO HAacTpoeHa GpyHKLMA ip igmp snooping
immediate-leave.

BoccTtaHOBUTL 3HaYeHWe no YMONYaHUIO.

KomaHObi1 pexcuma EXEC

Bce komaHgbl OOCTYNMHbI TO/IbKO ANA NPUBUIETMPOBAHHOIO NO/1Ib30BaTEN1A.

Bupg 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:

console#

Tabnnua 178 — KomaHab! pexkuma EXEC

tengigabitethernet te_port ]

KomaHda 3HaveHue Aeilicmeue
show ip igmp snooping authori- OT06pasunTb coaepKMmoe Kala asTopmsaumm IGMP.
zation-cache gi_port: (1..8/0/1..24); | Ecnu B KOmaHAe yKasaH MHTepdeiic — To oTobparkatotca
[gigabitethernet gi_port | te_port: (1..8/0/1..4). TO/IbKO Te rpynmbl, KOTOPblE 3aPEerncTPMpPoBaHbl Ha

yKa3aHHOM nHTepdelice.

clear ip igmp snooping authori-
zation-cache gi_port: (1..8/0/1..24);
[gigabitethernet gi_port | te_port: (1..8/0/1..4).
tengigabitethernet te_port ]

OuYMCTUTL KL aBTOPU3aLLMMN.

Ecnv B KOMaHAe yKasaH uHTepdeinc — oumLLaoTca 3anmcu
KW A5 YKa3aHHOro MHTepdeica.

Ecnv vHTepdeic He yKasaH — K3l OYMULLAETCA NONHOCTbLIO.
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5.20 MapuwpyT1usaymMa MHoroagpecHoro tpadpuka

5.20.1 Npomokon PIM

PIM — npoToKo/a MHOroagpecHoi mapwpyTtmnsaumm ana IP-ceteld, co3gaHHbIN ans peleHua npobaem
rpynnoBon mapupyTtmsaumn. PIM 6asmpyetca Ha TPaguLMOHHbIX MapLIpyTHbIX NPOTOKOAAX (Hanpumep,
Border Gateway Protocol), Bmecto TOro, 4tobbl CO34aBaTb COOGCTBEHHYHO ceTeBylo TOomosoruio. PIM
ucnosnb3dyet unicast-Tabauuy Mmapwpytusaumm gna  nposepku RPF. 3Ta npoBepKa BbINOAHAETCA
MapLUpyTM3aTOpamu, 4Tobbl ybeamTbea, YTo nepeaada MHoroagpecHoro Tpaduka BbiNoIHAETCA Mo nNyTn 6es
netenb.

RP (rendezvous point) — TouyKa paHAeBy, Ha KOTOpOM OyayT PerncTpupoBaTbCs WMCTOYHWKM
MHOTroaApecHbIX MOTOKOB M CO3A4aBaTb MapLLPYT OT UCTOYHMKA S (cebs) ao rpynnbl G: (S,G).

BSR (bootstrap router) — mexaHu3am cbopa nHpopmaumm o RP KaHanaaTax, popmmnpoBaHMmM cnncka RP
ONA  Ka)XOOM MHOroaZpecHoM rpynnbl M OTNPaBKa CMNMCKa B npegenax pgomeHa. KoHdurypauus
MHOroagpecHoO MapLupyTM3aumm Ha b6ase IPv4.

KomaHObI pexcuma 2a0baab6Hol KOHGuU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKU peXKMmMa rnobanbHOM KOHGUIypauum:

console (config) #

Tabnmua 179 — KomaHabl rnobanbHOro pexxmuma KoHourypaumm

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aelicmeue

ip multicast-routing pim

no ip multicast-routing pim

—/no ymonyaHuio
bYHKLMA BbIKNOYEHA

BKNOYMTb MHOTOQAPECHYO0 MapLIpyTU3aLmio, npoTtokon PIM Ha
BCex MHTepdeicax.

OTKNOYNUTL MHOFO3APECHYH MapLIPYTM3aLMio U NpoTokon PIM.

ipv6 multicast-routing pim

no ipv6 multicast-routing
pim

—/no ymonyaHuio
bYHKLMA BbIKAOYEHA

Bkatountb ana IPv6 mHOroagpecHyo mapLlipyTusaumio, NpoTOKON
PIM Ha Bcex uHTepdericax.

OTKAOYMTbL AnAa IPv6 MHOroagpecHyo MapLupyTU3aLmio u
npotokon PIM.

ip pim accept-register list
acc_list

no ip pim accept-register
list

acc_list: (0..32)
cumBoNa

MprmeHNTb GUABTPALMIO PEFUCTPALMOHHBIX cO0bLLEeHUIA PIM.
- acc_list — cnnucok mHoroaapecHbix NnpeduKcos, 3agaBaembli ¢
nomoubto ctaHgaptHoro ACL.

OTKNOYNUTL GUABTPALMUIO.

ipv6 pim accept-register list
acc_list

no ipv6 pim accept-register
list

acc_list: (0..32)
cumBona

MNpYMeHNTb GUNBTPaALMIO PEFUCTPALMOHHBIX co0bLLeHni PIM ana
IPv6.

- acc_list — cnnucok mHoroaapecHbix NnpeduKcos, 3agaBaembli ¢
nomolupto ctaHaapTHoro ACL.

OTKNOUYUTD GUAbTPALMIO.

ip pim bsr-candidate ip_ad-
dress [mask] [priority prior-
ity_num]

no ip pim bsr-candidate

mask: (8..32)/30;
priority_num:
(0..192)/0

YKasaTb yCTPOWCTBO KaK KaHamaaTa B BSR (bootstrap router).
- ip_address — BanuaHbii IP-agpec KommyTaTopa;

- mask — macka noaceTw;

- priority_num — npuopwurer.

OTKNIOYUTL AaHHBIN NapameTp.

ipv6 pim bsr-candidate
ibv6_address [mask] [prior-
ity priority_num]

mask: (8..128)/126;
priority_num:
(0..192)/0

YKa3aTb YCTPOMCTBO Kak KaHanaaTta B BSR (bootstrap router).
- ipv6_address — BanuaHbii IPv6-agpec KommyTaTopa;

- mask — macka noaceTw;

- priority_num — npuopuTer.
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no ipv6 pim bsr-candidate

OTKAOUYUTL AAaHHbIN NapameTp.

ip pim dm {range mul-
ticast_subnet | default}

no ip pim dm {range mul-
ticast_subnet | default}

BK/IIOYMTL MapLLpyTU3aLMIO 3a4aHHOTO ANanasoHa
MY/IbTUKACTHbIX rpynn 8 pexxume PIM-DM.
- multicast_subnet — mHoroagpecHas noaceTb;
- default — ykasatb gnanasoH 8 224.0.1.0/24.
V: KomaHay MOXHO BBECTM HECKO/NbKO pas, 3ajaB He-
" CKONbKO AMana3oHOB.

OTKNOUUTL AAHHBIN NapameTp.

ip pim rp-address
unicast_address [mul-
ticast_subnet]

no ip pim rp-address
unicast_address [mul-
ticast_subnet]

Co3paTb cTaTnyeckyto Rendezvous Point (RP), aononHuTtensHo
MOKHO YKa3aTb MHOroaZpecHyto NoaceTb oA AaHHoM RP.

- unicast_addr — |P-appec;

- multicast_subnet — mHoroagpecHas noaceTb.

Ypanutb cTatuyeckyto RP uau yganute RP ans yKasaHHow
noacetu.

ipv6 pim rp-address
ipv6_unicast_address
[ipv6_multicast_subnet]

no ipv6 pim rp-address
ipv6_unicast_address
[ipv6_multicast_subnet]

Co3pgatb ctatuyeckyto Rendezvous Point (RP), gononHutensHo
MOHO YKa3aTb MHOrOaZpecHyto NoaceTb ana AaHHOM RP.

- ipv6_unicast_ addr — IPv6-agpec;

- ipv6_multicast_ subnet — mHoroagpecHasa noaceTb.

Ypanutb ctatuyeckyto RP uau yganute RP ans yKasaHHow
noaceTu.

ip pim rp-candidate
unicast_address [group-list
acc_list] [priority priority]
[interval secs]

no ip pim rp-candidate
unicast_address

acc_list: (0..32)
cumBona
priority: (0..192)/192;
secs: (1..16383)/60
CEeKYHA

Co3pgatb KaHauaata gnsa Rendezvous Point (RP)

- unicast_addr — IP-agpec;

- acc_list — cnucoK MHoroagpecHbix NpedurKcoB, 3a4aBaemblii €
nomoubto ctaHgaptHoro ACL;

- priority — NpUOPUTETHOCTb KaHANAATA;

- secs — nepuvog, OTNpPaBKN COOBLLEHWNA.

OTKNOUUTL AaHHbIN NapameTp.

ipv6 pim rp-candidate
ibv6_unicast_address
[group-list acc_list] [priority
priority] [interval secs]

acc_list: (0..32)
cumBona
priority: (0..192)/192;
secs: (1..16383)/60

Co3paTb KaHaMaaTa ana Rendezvous Point (RP)

- ipv6_unicast_addr — IPv6-agpec;

- acc_list — cnucoK MHoroaapecHbIx NnpedrKcoB, 3a4aBaeMblii C
nomoubto ctaHgaptHoro ACL;

- priority — NpMOPUTETHOCTb KaHANAATA;

- secs — nepuog, OTNpPaBKN COOBLLEHWNA.

. . N CEKYHA, =
no ipv6 pim rp-candidate OTKAOUUTL AaHHbIN NapameTp.
ibv6_unicast_address
ip pim ssm {range mul- YKa3zaTb MHOroagpecHyto noacetb
ticast_subnet | default} - range — yKa3aTb MHOroagpecHyo NoaceTb;
- multicast_subnet — mHoroagpecHas noaceTs;
- - default — ykasatb ananason 8 232.0.0.0/8.
no ip pim ssm [range mul- OTKNOYUTL AaHHbIN NapameTp.
ticast_subnet | default]
ipv6 pim ssm {range YKa3zaTb MHOroagpecHyto noacetb
ipv6_multicast_subnet | de- - range — yKasaTb MHOroa4pecHyo NoaceTb;
fault} - - ipv6_multicast_subnet — MHoOroagpecHas noaceTb;
- default — ykasaTb ananason B FF3E::/32.
no ipv6 pim ssm [range OTKAOUUTL AaHHbIN NapameTp.
ibv6_multicast_subnet | de- —
fault]
ipv6 pim rp-embedded BKAtOUYUTL paclumpeHHbI pyHKUmMoHan rendezvous point (RP).
—/BKNtOYEHO

no ipv6 pim rp-embedded

OTKNOYUTL paclUMpeHHbI GyHKLUMOHan rendezvous point (RP).
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KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

Bua 3anpoca KOMaHAHOM CTPOKU:
console (config-if)#

Tabnmua 180 — KomaHabl pexkmma KoHpurypaumm nHtepoeiicos Ethernet, VLAN, rpynnbl nopToBs

3HavyeHue/ 3HayeHue .
KomaHda / Aelicmeue
no ymoa4YaHuro
ip (ipv6) pim Bkntountb PIM Ha nHTepdeiice.
— - —/BKAOYEHO -
no ip (ipv6) pim BbikntounTb PIM Ha uHTepdelice.
ip (ipv6) pim bsr-border MpekpaTuTb Nepesady BSR-coobueHunii c MHTepdeiica.
— —/OTKAO4EHO —
no ip pim bsr-border OTKNOYUTD AaHHbIN NapameTp.
ip (ipv6) pim dr-priority pri- YKasaTb npuoputeT ais Bbibopa DR-poyTepa.
ority iority: - priority — npnoputeT DR-poyTepa onpeaensatowmii, KTo n3
priority: KOMMyTaTopoB cTaHeT DR-poyTepom. KommyTaTop ¢ Hanbonblumm
(0..4294967294)/1
3HayeHuem cTtaHeT DR-poyTepom.
no ip (ipv6) pim dr-priority BepHyTb 3Ha4eHne No ymonyaHuio.
ip ip (ipv6) pim hello-inter- YKasatb nepuog, otnpasku hello-naketos.
val secs - sec — nepuog otnpasku hello-nakeTtos.
—— - - secs: (1..18000)/30 cek
no ip (ipv6) pim hello-inter- BepHyTb 3HayeHne No ymoa4aHuio.
val
ip (ipv6) pim join-prune-in- YKa3aTb MHTepBan, B Te4eHMUEe KOTOPOro KOMMYTaTOp OTCblNaeT
terval interval . join nnu prune-coobueHuns.
interval: (1..18000)/60 . . .
- interval — nepunopa BpemeHu OTNPaBKM join, prune coobLLeHni.
CEeKyH
no ip (ipv6) pim YHA BepHyTb 3HAYEHWE MO YMOYaHUIO.
join-prune-interval
ip (ipv6) pim neighbor-filter dunbTpoBaTh BXoAALWMe PIM-cooblueHuns.
acc_list . - acc_list — cnucoK agpecos, Ha OCHOBE KOTOPbIX NPOU3BOLMUTCA
acc_list: (0..32)
dunbTpauus
S - - cMmBona —
no ip (ipv6) pim neigh- OTKNOYUTL JaHHbIN NapameTp.
bor-filter
ip pim passive BKNIOUUTBL NAacCUMBHbIV peXKMM Ha MHTepdeiice. ITOT MHTepdenc He
byaeT oTNpPaBAATb M NPUHUMATL coobuieHus PIM oT apyrux
—/disable MapLpyTnsatopos PIM. HacTpolika HUKaK He BAWAET Ha
coobueHus IGMP.
no ip pim passive BbIKNHOUYMTb NACCUBHbBIV PEXUM.
ip igmp static-group BKAtOUNTL CTaTMUecKui 3anpoc multicast-rpynnel Ha nHTepodelice.
group_address [source - group-address — IP-agpec rpynnbi;
source_addr] - source-addr — IP-aapec UCTOYHMKA rpynnbl.
¢ Ha nHtepdeiice aonxeH 6biTb BKAOUEH PIM.
no ip igmp static-group BbIKNtOUMTL cTaTUUECKui 3anpoc multicast-rpynnel.
group_addr [source
source_addr]

KomaHObi pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexuma EXEC:

console#
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Tabnnua 181 — KomaHabl pexkuma EXEC

3HayeHue/3HayeHue
1o ymMoA4YaHuro

KomaHda

Aelicmeue

show ip (ipv6) pim rp map-
ping [RP_addr] —

OT06pa3unTb akTMBHbIE RP, CBA3aHHbIE C MApLUPYTHOWM
UHbOpMaumen.
- RP_addr — IP-agpec.

show ip (ipv6) pim neigh-

bor [detail] [gigabitether- gi_port: (1..8/0/1..48);
net gi_port | tengiga- te_port: (1..8/0/1..24);
bitethernet te_port | for- fo_port: (1..8/0/1..4);
tygigabitethernet fo_port | group: (1..48);
port-channel group| vlan vlan_id: (1..4094).
vlan_id]

OT06pa3unTb uHPopmaumto o PIM-cocepsx.

show ip (ipv6) pim inter-
face [gigabitethernet
gi_port | tengigabitether-
net te_port | fortygiga-
bitethernet fo_port | port-
channel group | vlan
vlan_id |state-on |
state-off]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094)

OTo6pasuTb nHdopmaumio no PIM-uHTepdeicam:
- state-on — oTobparkaeT Bce UHTepdeichl, rae BKAoYeH PIM;

- state-off — oTo6parkaeT Bce MHTEpdENcChI, rae BbikaAoYeH PIM.

show ip (ipv6) pim group-
map [group_address]

OTo6pa3unTb Tabanuy NPUBA3KM MHOFOAAPECHbIX FPyNm.
- group-address — appec rpynnbl.

show ip (ipv6) pim counters —

OTo6pa3uTb cogepknmoe PIM-cyeTymKoB.

show ip (ipv6) pim bsr elec-
tion

OTo6pa3unTb nHdpopmaumio o BSR.

show ip (ipv6) pim bsr rp-
cache

OTo6pa3unTb MHPopmaLmio 06 U3y4eHHbIX KaHgmaaTax B RP.

show ip (ipv6) pim bsr can-
didate-rp

OTo6pa3unTb cocTosHME KaHaAMAaToB B RP.

clear ip (ipv6) pim counters —

O6HYNUTL PIM-cyeTumnkum.

[Mpumep UCnoa1b308aHUA KOMAHO

= bBasoBas HacTpoiKa PIM SM c ctatnueckum RP (1.1.1.1). MpeasaputenbHo A0MKEH BbITb HAaCTPOEH

NPOTOKON MapLUpPyTU3aLUN.

console# configure

console (config)# ip multicast-routing
console (config)# ip pim rp-address 1.1.1.1
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5.20.2 dyHkyusa PIM Snooping

®dyHKUMA PIM Snooping ncnosib3yeTca B CETAX, I4e KOMMYTAaTOP UCMOJTHAET poJib L2-ycTpoincTBa mexay
PIM-mapupyTmusatopamm.

OcHoBHoW 3agayen PIM Snooping saBnseTca npegocTaBieHMe MHOroaapecHoro TpaduKka ToNbKO Ann
Tex NOPTOB, C KOTOPbIX 6bln nosyyeH PIM Join, PIM Register.

KomaHOb! pexcuma 2n06aa6HoU KOHGU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B peXKuUme r106anbHOM KoHPUrypaumm:

console (config) #

Tabnnua 182 — KomaHab! pexuma rnobanbHoi KoHduUrypaumm

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymon4YaHuro
ip pim snooping PaspewwnTb ncnonb3osaHune dyHkunm PIM Snooping
— /BbIK/IOYEHO KOMMYTaTOPOM.

no ip pim snooping 3anpeTuTb Ucnosib3oBaHMe GyHKLUM
ip pim snooping vlan PaspewunTtb ncnosnb3osaHue ¢yHKUUKM PIM Snooping
vlan_id KOMMYTaTOPOM A/1A faHHOro uHTepderica VLAN.

__ : vian_ id: (1..4094) vlan_id — vnaeHTMdnKaumoHHbIn Homep VLAN. :
no ip pim snooping vlan 3anpeTuTb McnoabsoBaHue GpyHKUMM PIM Snooping
vlan_id KOMMYTaTOpPOM AN1A faHHOro uHtepderica VLAN.

KomaHOowb! pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexuma EXEC:
console#

Tabnunua 183 — Komanapl pexkuma EXEC

3HayeHue/3HayeHue

Aeiicmeue
o ymon4aHuo

KomaHda

show ip pim snooping - MokaszaTtb 06y MHGOPMALMIO O HACTPOMKaX.

show ip pim snooping vlan MoKa3aTb CTaTUCTMKY KOHTPO/IA MHOroaapecHoro Tpaduka B

vlan_id: (1..4094)

vlan_id OaHHoM vian.
show ip pim snooping groups — MoKa3aTb CNUCOK 3aperncTpMpoBaHHbIX Fpynmn.
sh ip pim snooping neighbors — MMoKa3aTb CNUCOK 3aperMcTpUpPoBaHHbIX y4acTHUKOB PIM.
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5.20.3 NMpomokon MSDP

MpoToKoN 0BHAPYKEeHUA UCTOYHNMKOB MHOroaapecHol paccbiikm (MSDP) ucnonb3yerca ans obmeHa
nHbopmaumein 06 mctouyHmkax Multicast-Tpadmka mexay pasHbimm PIM-pomeHamn. MSDP-coeanHeHue
06bl4HO ycTaHaBAMBaeTca mexay RP Kaxkgoro gomeHa.

KomaHOb! pexcuma 2106aa6HOU KOHU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B peXKMUMe r106anbHON KOHPUrypaumm:

console (config) #

Tabnnua 184 — KomaHabl pexuma rnobanbHom KoHduUrypaumm

KomaHda

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

router msdp

no router msdp

BKAtounTb NnpoTokon MSDP 1 nepeiTu B pexxmum ero
KoHbUIrypauuu.

OcTtaHoBUTb NpoToKon MSDP u yaanutb BCO ero
KoHbUrypaumio.

KomaHObI pexcuma KoHgu2ypauuu npomokosaad MSDP

Bupg 3anpoca KOMaHAHOM CTPOKU B pexnume KoHpurypaumm npotokona MSDP:

console (config-msdp) #

Tabnnua 185 — KomaHabl pexkuma KoHpurypauum npotokosna MSDP

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

connect-source ip_address

no connect-source

—/IP-agpec He Ha3HauyeH

HasHauuTtb IP-agpec, KoTopbiit ByaeT Ncnoib3oBaH B KayecTse
nexoaawero npu coeguHeHnn ¢ MSDP-nupom.

YCTaHOBUTb 3HAYEHME MO YMONYAHWUIO.

cache-sa-holdtime secs

secs: (150..3600)/150 cek

YCTaHOBUTb BPeMSA }KU3HU SA-3anncK B KaLle.

no cache-sa-holdtime

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

holdtime secs

no holdtime

secs: (3..150)/75 cek

YcTtaHoBuTb Tamep holdtime. Ecau B TeyeHme 3TOro BpemeHu
He byaeTt npuHaTo keepalive-coobueHune, To coeguHeHune ¢
cocenom cbpacbiBaetcs.

YCTaHOBUTb 3HAYEHME MO YMOYAHUIO.

keepalive secs

no keepalive

secs: (1..60)/30 cek

YCTaHOBUTb MHTEPBaN MeXay oTnpaskoi keepalive-cooblieHni.

YCTaHOBUTb 3HAYE€HME MO YMOHYAHUIO.

originator-ip ip_address

no originator-ip

—/IP-agpec He HasHaueH

HasHauuTtb IP-agpec, ucnonbayemblii B Kayectse agpeca RP B
ncxoaALWmx coobeHmax SA.

YCTaHOBUTb 3HaYeHue no YMOI4aHUIO.

peer ip_address

no peer ip_address

[06aBuTb B KOHOUIrypauuo MSDP-nvp 1 BONTU B pEXUM €ro
KOHbUrypauuu.

Yaanutb MSDP-nup.

KomaHObI pexcuma KoHgpuaypayuu MSDP-nupa

Bupa 3anpoca KOMaHAHOM CTPOKU B pexume KoHpurypaumm MSDP-nupa:

console (config-msdp) #
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Tabnmua 186 — KomaHabl pexmma KoHpurypaumm MSDP-numpa

KomaHda

3HayeHue/3HayeHue
1o ymMon4YaHuro

Aelicmeue

connect-source ip_address

no connect-source

—/IP-aapec He Ha3HayeH

HasHauuTb IP-agpec, KoTopbiit ByaeT UCcnoib30BaH B KaYecTse
ucxoaaulero npu coeguHeHnn ¢ MSDP-nupom.

YCTaHOBUTb 3Ha4YeHME N0 YMOIHAHMUIO.

description text

no description

text: (1..160) cumsona

3agatb onucaHne MSDP-nmpa.

Ypanutb onucaHue.

mesh-group name

no mesh-group

name: (1..31) cumBona

Lobasutb cocega k MESH-rpynne.

Yaanutb cocega.

sa-filter { in | out }
sec_num { permit | deny }
[ rp-address ip_addr_rp |
group-address ip_addr_gr
| source-address
ip_addr_src]

no sa-filter { in | out }
sec_num

sec_num:
(0..4294967294)

Co3patb NpaBuao puabTpaumm SA-coobLLEeHNI:

- permit — paspewatoLlee NpaBuao GuUAbTpaLmm;

- deny — 3anpeuwiatouiee npasmno GuabTpaLmu;

- sec_num — HoMep CeKLUn Npasuna;

- ip_addr_rp — ¢ounbTpaumusa no agpecy RP;

- ip_addr_gr — ¢unbTpauma no agpecy rpynnol;

- ip_addr_src — ¢unbTpauma no agpecy ctoyHmnka Multicast-
Tpaduka.

YaansaeT co3gaHHYH CEeKLMIO NpaBua.

shutdown

no shutdown

— /BbIK/IIOYEHO

AOMWHUCTPATUBHO BbIKAHOUNTL ceccuto ¢ MSDP-nmnpom, He
yAanaa ero KoHdurypauuu.

YCTaHOBUTb 3HaYeHMe No YMONYaHUIO.

KomaHObi pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnuua 187 — Komanapl pexkuma EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show ip msdp peers [ ip_addr]

MoKa3aTb MHGOPMALMIO O HACTPOEHHBIX NUPaXx, cTaTyce
coenMHEeHUs, HaCTPOIMKax NMMPOB, a TaKXKe CTaTUCTUKY 0bmeHa
coobuieHmamm npotokona MSDP

- ip_addr — IP-agpec nupa.

show ip msdp source-active

MoKa3aTtb coaepxummoe Kawwa SA.

show ip msdp summary

MoKa3aTb CyMMapHYt MHbopmaLmio npotokona MSDP.

clear ip msdp counters

OBHYINTb CHETUMKM.

clear ip msdp peers [ ip_addr]

MNepeycTtaHoBUTL coeanHeHna ¢ MSDP-nnpamu
- ip_addr — IP-agpec nupa.

5.20.4 ®yHkyus IGMP Proxy

®PyHKUMA MHOroagpecHoi mapwpyTtmsaumm IGMP  Proxy npeaHasHayeHa Ana peanvsaumnu
YNPOLLEHHOM MapLIpyTM3aLMM MHOFOAPEeCHbIX AAHHbIX MEXKAY CETAMW, YNnpaBAAemoil Ha OCHOBAHWUM
npotokona IGMP. C nomouwbto IGMP Proxy ycTpolicTBa, He HaxogswMecs B OAHOW CETU C CepBepom
MHOTr0aApecHOM PacCbiIK1, MMEIOT BOSMOXKHOCTb MOAKAOHYATLCA K MHOTOQApeCHbIM rpyrnnam.

MapLupyTM3aLma OCyLLECTBAAETCA MeXay MHTepdeicom BbilecTos el cetu (uplink) u nHtepdeincamm
HuxecToswmx ceteit (downlink). Mpun atom Ha uplink-uHTepdelice KommyTaTop BeaeT ceba Kak 0bblYHbIN
noJsiydaTesib MHoOroagapecHoro Tpaduka (multicast client) u popmupyet cobcTBeHHbIE COOBLLLEHMA NPOTOKONA
IGMP. Ha uHtepodeiicax downlink KommyTaTop BbICTynaeT B Ka4ecTBe cepBepa MHOTroaApeCcHOM PacCbikM U
obpabaTtbiBaeT coobueHna npoTokona IGMP oT ycTponcTs, MOAKAOYEHHDBIX K 3TUM UHTepdeicam.
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Konnuectso noagep’KuBaemblX rpynn MHOroagpecHoi paccbiIKM npoTtokosom IGMP
Proxy yKasaHo B Tabnuue 9.

IGMP Proxy nogpep:usaet ao 512 downlink-unrepdeiicos.

OrpaHuyeHus peanusauum ¢pyHKummn IGMP Proxy:

- IGMP Proxy He noaaep}XusaeTtca Ha rpynnax arperauum LAG;

- MOXKeT 6bITb onpeaeneH ToNbKO 04MH UHTepdelic BbiwecToALlel ceTu;

- Npy ncnonb3oBaHum Bepcun V3 npotoKkona IGMP Ha uHTepdencax K HuKecTosLel ceTn
o6pabaTtbiBatoTcAa ToNbKO 3anpocbl Tuna exclude (*,G) u include (*,G).

V Bo VLAN-e, B KOTOpbIii ocyliecTBaseTca npokcuposaHue, IGMP Snooping aonKeH 6biTb
OTK/OYEH.

V IGMP Proxy ana QinQ-tpaduka:

: ONA KOpPpPeKTHo pabotbl PyHKuMoHana Heobxogumo sKatouutb IGMP Proxy n IGMP

Snooping B SVLAN u CVLAN, a TaK»ke HacTpouTb IP-agpeca Ha AaHHbIX uHTepdeiicax.

KomaHObI pexcuma 2a06anab6HolU KOHuU2ypayuu

Bua, 3anpoca KOMaHAHOMN CTPOKM peRMMa rno6asbHON KOHPUrypaLmm:
console (config) #

Tabnnua 188 — KomaHab! pexuma rnobanbHoM KoHduUrypaumm

Komanda 3HayeHue/3Ha4yeHue Neiicmeue
no ymMoa4YaHuro
ip multicast-routing Pa3pewuntb paboTy MapLIpyTU3aLUN MHOTOAAPECHBIX AaHHbIX
igmp-proxy —/no ymonyaHuio Ha CKOHOUIYPUPOBAHHbIX UHTEpdelicax.
no ip multicast-routing bYHKUMA BbIK/IOYEHa 3anpeTuTb paboTy MapLIpyTU3aLLMM MHOTOAAPECHbIX AAHHbIX HA
igmp-proxy CKOHPUIypupoBaHHbIX MHTepdecax.

KomaHObI pexcuma KoHguaypauuu uHmepgpeticos Ethernet, VLAN, uHmepgelica epynnsl nopmos

BunA 3anpoca KOMaHAHOM CTPOKM B perume KoHpurypauum nntepoeiicos Ethernet, VLAN, nHtepdeiica
rpynnbl NOPTOB:

console (config-if) #

Tabnunua 189 — KomaHabl pexkuma KoHpurypauum nHtepdelricos Ethernet, VLAN, rpynnbl noptos

3HayeHue/3HayeHue
o ymon4aHuio
ip igmp-proxy {gigabitethernet gi_port: (1..8/0/1..48); | KoHdurypmpyemblit nHTepdeiic apaserca nHreppeincom K

KomaHoa Aelicmeue

gi_port | tengigabitethernet te_port: (1..8/0/1..24); | HukecToAWel ceTn. KOMaHAa Ha3HavaeT cBA3aHHbIN uplink-
te_port | fortygigabitethernet fo_port: (1..8/0/1..4); MHTepdEeIC, y4acTBYHOLMIN B MapLLPpyTU3aLMMN.

fo_port | port-channel group | group: (1..48);

vlan vian_id} vlan_id: (1..4094)
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ip igmp static-group group-
address [source source-addr]

BKAtOUNTL CTaTUUECKMI 3anpoc multicast-rpynnbl Ha MHTepdelice.
- group-address — IP-agpec rpynnbi;

- source-addr — IP-afpec UCTOYHMKA Fpynnbl.
— V Ha untepdeiice aonxkeH 6biTb BKAoueH IGMP Proxy.

no ip igmp static-group group- BbIK/MOUMTb CTaTUYECKMiM 3anpoc multicast-rpynnbl.

address [source source-addr]

KomaHObI pexcuma KoHguaypayuu uHmepagpetica VLAN

BuAa 3anpoca KOMaHAHOM CTPOKK pexunma KoHdpurypaumm VLAN:
console (config-if)#

Tabnnua 190 — KomaHgb! pexkuma KoHdurypaumm nHtepoeiicos VLAN

3HayeHue/3HayeHue

Aelicmeue
10 yMoA4YaHuIo

KomaHda

YcTaHoBUTb 3HaYeHne DSCP B IP-3aronoBke gna naketos
npotokona IGMP, KoTopoe 6yAeT NCNo/Ib30BaTbCA KOMMYTATOPOM
Ha uHTepoderice VLAN.

ip igmp-proxy dscp dscp
dscp: (0..63)/0

no ip igmp-proxy dscp YCTaHOBWTb 3HAYEHME MO YMONYAHMIO.

YcTaHoBUTb 3HaveHne 802.1p B IP gna naketos npotokona IGMP,
KOoTOpoe byaeT Mcnoib30BaTbCA KOMMYTAaTOPOM Ha UHTepdelice
VLAN.

ip igmp-proxy cos cos

cos: (0..7)/0

no ip igmp-proxy cos YCTaHOBWTb 3HAYEHME MO YMONYAHMIO.

KomaHOobl pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:
console#

Tabnumua 191 — Komanapl pexkuma EXEC

3HayeHue/3HayeHue
no ymon4aHuio

KomaHda Aelicmeue

show ip mroute
[ip_multicast_address
[ip_address]] [summary]

MpocMoTpeTb CNUCKM MHOTOaAPECHbIX rpynn. Bo3amoxkeH Bbibop
rpynn no agpecy rpynnbl Uan No agpecy NCTOYHUKA
MHOroaapecHbIX aHHbIX.

- ip_multicast_address — |P-agpec rpynnbl;

- ip_address — |P-appec UCTOYHUKA;

- summary — KpaTKoe CoAepiKaHne KaxaomM 3anmcu B
MHOroaZpecHon Tabamue mapLpyTmusaumu.

show ip igmp-proxy interface
[vlan vian_id | gigabitethernet
gi_port | tengigabitethernet
te_port | fortygigabitethernet
fo_port | port-channel group]

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

group: (1..48)

MokaszaTb MHopMauuto o ctatyce IGMP-proxy NPUMEHUTENBHO K
HTEpoericam.
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[Tpumep 8bIN0AHEHUS KOMAHO

console# show ip igmp-proxy interface

* — the switch is the Querier on the interface

IP Forwarding is enabled

IP Multicast Routing is enabled

IGMP Proxy is enabled

Global Downstream interfaces protection is enabled
SSM Access List Name: -

Interface Type Interface Protection CoS DSCP
vlanb upstream - -
vlan30 downstream default - -

5.21 ®yHKUMM ynpaBaeHuUs

5.21.1 MexaHu3m AAA

Ona obecneyeHna 6e30MacHOCTM CUCTEMbI MCMOAb3yeTCA MmexaHusm AAA  (ayTeHTUdMKaLMs,
aBTOpM3aLMA, y4eT).

— Authentication (ayTeHTUdMKaLmMa) — conocTaBaeHMe 3anpoca CyLLeCTBYoLein y4ETHOM 3anuncu
B cucTeme 6€30MacHOCTH.

— Authorization (aBTopu3auusa, NpoBepKa YpOBHA A0OCTyrNa) — COMNocTaBieHne yYETHOM 3anucK B
cucteme (Npowegwert ayTeHTUGUKaLMIO) U onpeaenéHHbIX MOJTHOMOYNIA.

— Accounting (y4éT) — cnexeHue 3a noTpebaeHMeM pecypcoB NoJ/Ib30BaTENEM.

AN WwndppoBaHUA AaHHbIX UCNONb3YETCA MEXaHU3M SSH.

KomaHObI pexcuma 2a06an6Hol KoOHpu2ypayuu

BunAa 3anpoca KoOMaHAHOWM CTPOKM pexxnma rnobanbHom KOHOUrypaumm:

console (confiqg) #
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Tabnnua 192 — KomaHabl pexkuma rnobanbHoi KoHduUrypaumm

KomaHoa

3Ha4yeHue/3HayeHue o
YMOAYAHUIO

Aelicmeue

aaa authentication login
{authorization | default |
list_name} method_list

no aaa authentication
login {default |
list_name}

list_name: (1..12)
CMMBO/10B;
method_list: (enable, line,
local, none, tacacs, radius);
—/no ymonuyaHuio
OCYLLECTBAAETCA NPOBEPKa
no /IoKanbHoM 6ase
OaHHbIX (aaa
authentication login
authorization default local)

YcTaHOBUTL cNOcob ayTeHTUMKALMM ONA BXOAA B CUCTEMY.
- authorization — pa3spelaeT npoxoxaeHne aBTopM3aLnm no
ONUCaAHHbBIM HUXKE MEeTOAAM;
- default — ncnonb3oBatb ANA ayTeHTUDMKALMM ONUCAHHbIE
HU¥Ke MeToabl;
- list_name — nma cnncka ayTeHTUPUKALMOHHBIX METOA0B,
AKTUBM3UPYIOLLLErocs, Koraa nosib3oBaTesib BXOAUT B CUCTEMY.
OnucaHue metogos (method_list):
- enable — ncnonb3oBaTb Naposb A4 ayTeHTUdUKaLMK;
- line — ncnonb3oBaTb NAPOAb TEPMUHANG A/1A AYTEHTUDUKALMMY;
- local — ncnonb3oBaTb NIOKaNbHYO 6a3y MeH Noab3oBaTenei
ONA ayTeHTUdUKaLmu;
- none — He UCMNONb30BaTb ayTeHTUPMKaLMIO;
- radius — ucnonb3oBaTb cnucok RADIUS-cepBepoB ann
ayTeHTUdUKaumK;
- tacacs — ncnonb3osatb cnucok TACACS cepsepos ana
ayTeHTUDUKaUMK.

V‘, Ecamn meToa ayTeHTUPUMKaL MM He onpeseneH, To

e AOCTYN K KOHCOIN BCerAa ycnewHbli.

) Co3paHue CNUCKA OCYLLecTBAAETCA KOMaHA0M:
J aaa authentication login list_name method_list.
Ucnonb3oBaHue cnucka:
aaa authentication login list-name

l‘ Bo u3bexkaHue notepu Aoctyna cnegyer BBO-
. AUTb HE06XO04MMbI MUHUMYM HAcTpoek AnAa
YKa3blBaemMoro MeToAa ayTeHTupuKauum.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.
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aaa authentication ena-
ble authorization {default
| list_name} method_list

list_name: (1..12)
CMMBO/10B;
method_list: (enable, line,
local, none, tacacs, radius);
—/no ymon4aHuio
OCYLLLEeCTBAAETCA NPOBEpPKa
no fIoKanbHo 6ase
OaHHbIX (aaa
authentication enable
authorization default
enable)

YCTaHOBWUTbL CNOCO6 ayTEHTUDMKALMM NPU NOBbILEHUN YPOBHSA
npuBWUAErUi ANA BXOAA B CUCTEMY.
- authorization — paspelaeT npoxoxaeHne aBTopm3aLmn no
OMMCAHHbBIM HUXE MeToAaM;
- default — ncnonb3oBaTh 419 ayTeHTUMKALMYM ONUCAHHbIE
HUXKe MeToabl;
- list_name — nmsa cnucka ayTeHTUGUKALMOHHBIX METOAOB,
aKTMBU3UPYIOLLLEroca, KOrAa Nonb3oBaTe b BXOAUT B CUCTEMY.
OnucaHune metoaos (method_list):
- enable — ncnonb3oBaTb Naposib A4 ayTeHTUDUKaLMK;
- line — ncnonb3oBaTb NAPOAb TEPMUHANG ANA AYTEHTUDUKALMM;
- local — ncnonb3oBaTb NIOKaNbHYO 633y MMeH Nonb3oBaTenem
Ons ayTeHTuduKaumm;
- none — He UCNONb30BaTb ayTEHTUDUKALMIO;
- radius — ucnonb3oBaTb cnucok RADIUS-cepBepoB s
ayTeHTUdUKaumK;
- tacacs — ncnonb3osBatb cnncok TACACS-cepsepos Ana
ayTeHTUdMKaLMK.

V Ecnn meTop ayTeHTUPUKaL UM He onpeaeneH, To

BAOCTYN K KOHCONM BCerga ycneLwHbli.

/ Co3faHue CnncKa ocyLLecTBASETCA KOMaHAOiA:
V aaa authentication login list-name method_list.
Ucnonb3osaHue cnucka:
aaa authentication login list-name
I ‘ Bo u3bexkaHue notepu poctyna ciepyeTt BBO-
H AUTb Heo6X0AMMbBI MUHUMYM HacTpoek AnA
YKa3blBaemoro meToaa ayTeHTudpuKauuu.
no aaa authentication YCTaHOBUTb 3HAYEHWE MO YMONYAHUIO.
enable authorization {de-
fault | list_name}
enable password pass- YCTaHOBUTb Napob A1 KOHTPONA U3MEHEHWUA NPUBUAErUIA
word [encrypted] [level [0CTyna Nonb3oBaTeNen.
level] - level — ypoBeHb npusuneruni;
level: (1..15)/1; - password — naponb;

no enable password
[level level]

password: (0..159)
cmmsonos/admin

- encrypted — 3a4aTb 3aWMdPOBAHHbLIN Naponb (Hanpumep,
napo/ib B 3alWnMdpPoBaHHOM BUAE, CKONUPOBAHHbIW C ApYroro
YCTPOICTBA).

YcTaHOBUTb napo/ib N0 YyMON4YaHUIO.

username name {nopass-
word | password pass-
word | password en-
crypted encrypted_pass-
word} [priveliged level]

no username name

name: (1..20) cumBoNOB;
password: (1..64)
CMMBO/IOB;
encrypted_password:
(1..64) cumBonos;
level: (1..15)

[lo6aBuTb Nonb3oBaTens B I0KaNbHYO 6a3y AaHHbIX.

- level — ypoBeHb npusuneruni;

- password — napons;

- name — VMA NoNb30BaTeNS;

- encrypted_password — 3awndpoBaHHbIV Napoab (Hanpumep,
naponb B 3aWMPPOBaHHOM BUAE, CKONMPOBAHHbIV C APYroro
yCTPOMCTBA).

YpanuTb nonb3osaTens u3 NIOKaNbHoM 6a3bl AaHHbIX

aaa accounting login
start-stop group {radius |
tacacs+}

no aaa accounting login
start-stop

—/no ymon4aHuio
BeJleHue y4yeTa 3anpeLLeHo

PaspelwnTb BefileHMe yyeTa (akKayHTa) AN ceccuid ynpasieHus.

7 PaspelleHo TONbKO ANA NONb3oBaTeNeid, BOLWEALNX B

V cuMcTemMy No MMEHU U Napoto. [ina BoweaWwnx no na-
posio TepMUHANA, BEAEeHMUE yueTa 3anpeLuyeHo.

) BepeHue yueta aKTMBMpPYeETCA M NpeKpallaeTca, Koraa

V nosnb3oBaTeNnb BXOAUT M OTK/IIOYAETCA OT CUCTEMDI,

4TO COOTBETCTBYET 3HauYeHUAM start u stop B coobuie-

HUAX npoTokona RADIUS (napameTtpbl, coaeprKalm-

eca B coobuweHuax npotokona RADIUS, npusegeHbl B
Tabnuue 193).

3anpeTuTb BegeHuMe yyeTa (akKayHTa) aAnsa BBegeHHbIx B CLI Ko-
MaHA,.
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aaa accounting dotl1x
start-stop group radius

no aaa accounting dot1x
start-stop group radius

—/no ymon4aHuio
BeJleHue y4yeTa 3anpeLeHo

PaspewunTb BegeHue yyeTa (akkayHTa) ans ceccuin 802.1x.
1 BepeHue yyeTta akTMBUPYETCA U NpEKpaLLaeTcs, Koraa
V nonb3oBaTeNlb BXOAUT U OTKAOYAEeTCA OT CUCTEMbI,
4YTO COOTBETCTBYET 3HAUeHUaM start u stop B coobuie-
HuAX npoTtokona RADIUS (napameTpbl, cogeprKawyu-
eca B coobueHuax npotokona RADIUS, npuseaeHbl B
Tabnunuye 193).

1 B pexxume Multiple sessions coobwenus start/stop
V NOCbINAIOTCA ANA KAXKA0ro NoNb30BaTeNs, B pexxume
Multiple hosts — TonbKo ans nonb3osartens, npowepn-

wero ayteHTMduKaumio (cm. pasgen no 802.1x).

YCTaHOBWUTb 3HAYeHME NO YMON4YaHUIO.

ip http authentication
aaa login-authentication
[login-authorization]
[http | https] method_list

no ip http authentication
aaa login-authentication

method_list: (local, none,
tacacs, radius)

Onpegenutb meTon, ayTeHTuduKaumm npu goctyne K HTTP-
cepsepy. lpu ycTaHOBKeE CNUCKa METOAO0B AOMOSHUTE/NbHbIN
meToz, byseT NPMMEHATLCA TOIbKO B TOM CAyyae, Koraa no oc-
HOBHOMY MeTOAY ayTeHTUUKaL MM BO3BpaLLLEHa OWKOKa.

- method_list — meToa ayTeHTUDUKaumm:

local — no meHu U3 NoKanbHOM 6asbl JAHHbBIX;

none — He Ucnonb3yeTcs;

tacacs — ncnonb3oBaHMe cnUckoB Bcex cepepoB TACACS+;
radius — ucnonb3oBaHue cnuckos Bcex RADIUS-cepBepos.

YCTaHOBUTb 3Ha4YeHMe NO YMOIYAHMUIO.

aaa authentication mode
{chain | break}

—/chain

YCTaHOBUTbL aNropUTM ONpoca MeTOA0B ayTEHTUDUKaALUM.

- chain — nocne HeyaaYHOM NONbITKM ayTeHTUOUKALMM NO Nep-
BOMY METOAY B CMMCKe cnefyeT NonbiTKa ayTeHTUOUKALMMU MO
caepylolemy metoay B LEeNoYKe;

- break — nocne HeyanayHow ayTeHTUPMKaLUKM NO NepBOMY Me-
TOA4Y NpoLecc ayTeHTUPMKaLUM OCTaHaBNMBAETCA.

aaa accounting com-
mands stop-only group
tacacs+

no aaa accounting com-
mands stop-only group

—/no ymonuyaHuio
BefeHMe y4eTa KOMaHz,
BbIK/IIOUYEHO

BkntounTb BegeHue yyeta BBegeHHbix B CLI KomaHa no npoTto-
Kony Tacacs+.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

aaa authorization com-
mands {default |
list_name} group
method_list

no aaa authorization
commands {default |
list_name}

list_name: (1..15)
cumsonos; method_list:
(tacacs, local);

-/N0 YMONUYaHUIO aKTUBEH
cnucok default n
aBTOpU3aLMA He
ocyuiecTenseTcs

YCcTaHOBWUTbL CNOCO6 aBTOPM3ALLMM BBOAUMBIX KOMAHA,.

- default — pegaktMposaTb cnucok c umeHem default, KoTopbili
Mo YMONIYAHUIO eCTb B CUCTEME;

- list_name — nmA cnucka mMeToA0B aBTOpM3aL MK, co3aBae-
MOTFO U PefaKkTUPyemMoro nosib3oBaTenem:

- tacacs — meTogA, No3BONAKLWMIA MCNOAb30BaTh cnncok TACACS
cepBepoB ANA aBTOpU3aLuu;

- local — meTog, Npu KOTOPOM aBTOPU3ALMA He OCYLLLEeCTBAA-
eTca.

BoCCTaHOBWTb 3HaYeHME NO YMONYAHUIO.
- default — cbpoc cnucka ¢ umeHem default K 3HaueHUto no
YMONYAHMIO;
- list_name — ypanvuTb NONb30BaTE/NIbCKUI CMIUCOK C MMEHEM
list_name.
Cnucok c umeHem default He moxkeT 6bITb yaaneH us
V cUCTEMBI.

aaa authorization com-
mands {default |
list_name}

no aaa authorization
commands

list_name: (1..15)
CMMBOJIOB;
-/default

AKTMBMPOBATb CMMCOK METOAOB aBTOpPM3aLMU BBOAUMbBIX KO-
MaHAa,

- default — caenatb akTMBHbIM CNUCOK ¢ UMeHem default;

- list_name — cpenaTb aKTUBHbIM COOTBETCTBYIOLLMIA NONb30Ba-
TENbCKUI CMNCOK.

BoccTaHOBUTL 3HaYeHMe nNo YMOANYaHUIO.
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Onga Toro utobbl KAMEHT NOAYUUA AOCTYN K YCTPOMCTBY, AaXKe eCAU BCe MEeTOAbl ayTeHTU-
’_ duKauum BepHynn owmnbKy, MCNONb3YiTe 3HAYEHUE NOC/eAHEr0 METoAa B KOMaHAe —
-

none.

Tabanua 193 — AtpubyTbl coobuieHunit BeaeHMA yyeTa npotokona RADIUS ana ceccuin ynpasneHuma

Hanu4ue Hanu4ue
ampubyma e ampubyma e
Ampubym pusy pusy OnucaHue
coobweHuu coobweHuu
Start Stop
User-Name (1) EcTb Ectb NpeHTndmKauma nonb3osartens.
IP-agpec KommyTaTopa, KOTOPbIM MUcnonb3yeTca anA
NAS-IP-Address (4) EcTb Ectb ﬂ‘p, v P P y A
ceccuin c RADIUS-cepsepom.
Mpon3BoabHOE 3HaYeHMe, BKIOYEHHOe BO Bce CO0b-
Class (25) EcTb Ectb P .
LLeHWA yyeTa ceccui.
. IP-agpec KommyTaTopa, UCNONAb3yeMbIN ANA CeCCUit
Called-Station-ID (30) EcTb Ectb AP yratop y A
yrnpaBaeHus.
Calling-Station-ID (31) EcTb Ectb |P-agpec nonb3osartens.
Acct-Session-ID (44) Ectb Ectb YHUKaNbHbIN UaeHTUOUKATOP yyeTa.
. YKa3blBaeT MeTo, N0 KOTOPOMY KAUEHT JO/KEH BbITb
Acct-Authentic (45) EcTb Ectb A poMy A
ayTEHTUOULMPOBAH.
. . MoKasbiBaeT, KaK 40/ro Nnoab3oBaTeNb 6bin NOAKA0-
Acct-Session-Time (46) Het Ectb A A
YeH K cucteme.
Acct-Terminate-Cause
Het Ectb MpuymHa 3aKkpbITUA ceccum.

(49)

Tabnnua 194 — ATpubyTbl coobuleHUI BeaeHuMa yyeTa npoTokona RADIUS ana ceccuin 802.1x

Hanu4ue Hanu4ue
ampubyma e ampubyma e
Ampubym puoy puoy OnucaHue
coobweHuu coobweHuu
Start Stop
User-Name (1) EcTb Ectb NpeHTndumKauma nonb3osartens.
IP-agpec KommyTaTopa, KOTOPbIM Mcnonb3yeTcs ana
NAS-IP-Address (4) Ectb EcTb ,u,pu v pa, P y A
ceccuii ¢ RADIUS-cepsepom.
MopT KOMMyYTaTOPa, Ha KOTOPOM NOAKNOUUACA NONb-
NAS-Port (5) Ectb EcTb P ¥ pa, P A
3oBaTeNb.
Mpoun3BoabHOE 3HaYEHWNE, BK/IOYEHHOE BO BCE CO06-
Class (25) Ectb EcTb P .
LeHMA yyeTa ceccui.
Called-Station-ID (30) EcTb Ectb IP-agpec KommyTaTopa.
Calling-Station-ID (31) EcTb Ectb IP-agpec nonb3osartens.
Acct-Session-ID (44) EcTb Ectb YHUKanbHbIM naeHTUUKATOp yyeTa.
. YKa3biBaeT MeTo4, N0 KOTOPOMY KJANEHT A0/KEH BbITb
Acct-Authentic (45) Ectb EcTb A pomy A
ayTeHTUOULMPOBaH.
MoKa3blBaeT, Kak 40Aro nonb3oBaTeNb bbbl NOAKO-
Acct-Session-Time (46) Het Ectb ’ A A
YeH K cucteme.
Acct-Terminate-Cause Het Ectb MpuynHa 3aKpbITUA ceccuu.
(49)
Nas-Port-Type (61) Ectb Ectb [MoKa3biBaeT TUM NopTa KAMEHTa.
Eltex-Data-Filter Het EcTb CnucoK npaBuAa, cofepawmin B cebe Kaouyesble
cnosa ACL (Tabnuua 185)
Eltex-Data-Filter-Name Het Ectb Uma ACL. Echm He 3aaHO, TO MMeEET 3HayeHue

«RADIUS_ACL»
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Tabnuua 195 — Kntouesble cnosa ACL

Knrovesoe cnoeo

OnucaHue

Tun unn id npoTokona.
JonycTMmble 3HaYeHuA:
- gns IPV4: icmp, igmp, ip, tcp, udp, ipinip, egp, igp, hmp, rdp, idpr, ipv6,

prot ipv6:rout, ipv6:frag, idrp, rsvp, gre, esp, ah, ipv6:icmp, eigrp, ospf, ipip,
pim, 12tp, isis;
- ana IPV6: icmpv6, tcpv6, udpvb.

mac_src MAC-agpec UCTOYHMKA.

mac_dst MAC-agpec Ha3HayeHus.

ip_src IP-agpec UCTOYHMKA.

ip_dst IP-aapec HasHavyeHus.

ipv6_src IPv6-agpec UCTOYHMKA.

ipv6_dst IPv6-aapec HasHayeHus.

dscp 3HauyeHue DCSP-nons (0..63).

ip_precedence Mpuoputet IP-Tpaduka (0..7).

tcp_flags TCP-dnar.

vlan Mopsakosbli Homep VLAN.

icmp_type Tun coobuweHnn npotokona ICMP, ucnonbsyemblii ana ¢unbTpaumnm
ICMP-nakeTos (0..255).

icmp_code Kog coobuweHuii npotokona ICMP, ucnonb3yemblit ana ounbTpaumnmn
ICMP-nakeTos (0..255).

igmp_type Tun npoTokona IGMP.

udp_port_src

UDP-nopT NCTOYHMKA.

udp_port_dst

UDP-nopT HasHayeHus.

tcp_port_src

TCP-nopT UCTOYHMKA.

tcp_port_dst

TCP-nopT Ha3HauyeHwuA.

udp_src_start

HavanbHoe 3HavyeHne UDP-nopTa u3 gnanasoHa UDP-NopTOB MCTOYHMKA.

udp_src_end

KoHeuHoe 3HaueHne UDP-nopTta n3 ananasoHa UDP-nopToB MCTOYHMKA.

udp_dst_start

HauvanbHoe 3HayeHue UDP-nopta n3 amanasoHa UDP-nopTtos HasHaue-
HUA.

udp_dst_end

KoHeuHoe 3HaueHne UDP-nopTa 13 ananasoHa UDP-nopToB Ha3HauYeHuA.

tcp_src_start

HauvanbHoe 3HavyeHne TCP-nopTa 13 AnanasoHa TCP-NopTOB UCTOYHMKA.

tcp_src_end

KoHeuHoe 3HaueHune TCP-nopTa 13 grManasoHa TCP-nopToB UCTOYHUKA.

tcp_dst_start

HauvanbHoe 3HaueHne TCP-nopTa 13 granasoHa TCP-nopToB Ha3HaYeHUA.

tcp_dst_end

KoHeyHoe 3HaueHune TCP-nopTa u3 grnanasoHa TCP-nopToB Ha3HavyeHuA.

Eltex-Data-Filter n Eltex-Data-Filter-Name — ocobble Vendor-Specific aTpnbyTtbl, npeaHasHayeHHble
Ans AMHammyeckoro aobasneHus cnmuckoB ACL Ha nopT yepes coobuieHns oT RADIUS-cepsepa. [ns
MCNONb30BaHUA AaHHoro ¢yHKUMoHana Ha RADIUS-cepBepe HeobxogMmo B C/i0Bapb aTpubyToB A06aBUTL
atpubytbl 82 (Eltex-Data-Filter) n 83 (Eltex-Data-Filter-Name) ana seHgopa 35265 (Eltex).
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Mpumep Hactpoiiku Vendor-Specific atpubytos Eltex-Data-Filter Eltex-Data-Filter-Name gns
Freeradius.

B daitn /path/to/freeradius/dictionary nobasuthb:

VENDOR Eltex 35265
BEGIN-VENDOR Eltex

ATTRIBUTE Eltex-Data-Filter 82 string
ATTRIBUTE Eltex-Data-Filter-Name 83 string
END-VENDOR Eltex

dopmar 3anucu IPv4 ACL, IPv6 ACL popmupyetca cnegylowmm obpasom: nepebie YeTbipe
CNoBa AO0/MKHbI 6bITb 3anucaHbl Yepe3 npoben B cTporom nopsagke: acl_type, action
(permit nan deny), ip_precedence, prot. Mocne 3anucu o6s3atenbHbIX NapameTpoBs
OCTa/NbHble MapameTpbl 3aNUCbIBAOTCA B NPOU3BO/IbHOM NopsAaKe.

o

dopmar 3anucu MAC ACL dopmupyeTca cnegyowmum obpasom: nepsble TpU CAOBa
AOMKHbI 6bITb 3anucaHbl Yepes npoben B ctporom nopsagkKe: acl_type, action (permit nam
deny), ip_precedence. Mocne 3anucu 06A3ateNibHbIX NApPaMeTPOB OCTajibHble MapameTpbl
3anucbiBalOTCA B MPOU3BOJIbHOM NopsAkKe.

ﬁ'-

Macka ana IP-agpeca 3anucbiaetca uepes «/» 6e3 npobenos.

ﬁ'-

’ | MpOTOKON MOXHO YKa3aTb KaK B YNC/I0BOM BUAE, TaK U CTPOKOM.
L

Mpumep:

user3 Cleartext-Password := "hello"
Eltex-Data-Filter = "ip permit 1 prot=tcp ip src=10.0.0.3/0.0.0.255
ip dst=10.0.0.0/255.0.0.0 tcp port src=80 tcp port dst=443",
Eltex-Data-Filter-Name = "Filter-MIX1"

KomaHObI pexcuma KoHguaypayuu mepMmuHana

Bug, 3anpoca KOMaHAHOW CTPOKU B pPeXXUME KOHPUrypaLmm TepMUHana:

console (config-line) #

Tabanua 196 — KomaHgbl pexkuma KOHPUrypauum TepMmUHAIbHbIX CECCUI

3Ha4yeHue/3HayeHue .
KomaHda Aeiicmeue
no yMosn4YaHuto
login authentication {de- 3afaTb MeTog, ayTeHTUdMKaLMK Npu BXoAe A5 KOHcou, telnet,
fault | /ist_name} ssh.
. - default — ncnonb30BaTb CNNCOK «NO YMONYAHUION,
list_name: (1..12) o o . .
CO3/aHHbIN KoMaHaoW aaa authentication login default.
CUMBOIOB . o .
- list_name — 1cnonb30BaTb CNUCOK, CO34aHHbIN KOMaHAOM aaa
authentication login /ist_name.
no login authentication YCTaHOBUTb 3HAUYEHME MO YMOMYAHMIO.
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enable authentication {de-
fault | list_name}

list_name: (1..12)
CUMBO/I0B

no enable authentication

3apaTb MeToZ ayTeHTUGMKaLMM Noib3oBaTeNs NP NOBbILLEHUN
YPOBHSA NpUBUAErMIA ANA KOoHcow, telnet, ssh.

- default — ncnonb30BaTb CNNCOK «NO YMONYAHUION,
CO3/aHHbIM KoMaHaoW aaa authentication login default.

- list_name — ncnonb3oBaTb CNMUCOK, CO34aHHbIA KOMaHAOoM aaa
authentication login /ist_name.

YCTaHOBWUTb 3HAYeHME NO YMONYaHUIO.

password password [en-

crypted
ypted] password: (0..159)

CMMBOJIOB

no password

3apaTb Naposib gNa TepMUHana.

- encrypted — 3a4aTb 3aWMPPOBaHHbLIN Napob (Hanpumep,
naposib B 3aWNMPPOBAHHOM BUAE, CKOMMPOBAHHbLIW C ApPYroro
YCTPOICTBA).

Yoanutb naponb Ana TepMUHana.

KomaHOwbi pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKK pexxunma Privileged EXEC:

console#

Tabnnua 197 — KomaHgb! pexxuma Privileged EXEC

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa

Aelicmeue

show authentication meth-
ods

MokasaTb nHdopmaLmio 06 ayTEHTUOUKALMOHHBIX METOLAX Ha
KomMmyTaTope.

show authorization
methods

MoKaszaTb MHOOPMALLMIO O CO3L4aHHbIX HA KOMMYTaTOPe MeToAax
aBTOPU3aLLMM KOMAHA, YKa3blBaeT Ha aKTUBHbIN MeToa.

show users accounts

MoKasaTb IoKaNbHYO 6a3y AaHHbIX NO/Ib30BATENEN U UX
npuBMAErni.

KomaHOowbi pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console>

Bce KomaHAb! AaHHOTO pasgena AOCTYMNHbI TOAbKO 417 NPUBMAETMPOBAHHbIX nonb3oBaTenein.

Tabnnua 198 — KomaHab! pexkuma EXEC

3HayeHue/3HayeHue
no ymon4aHuwo

KomaHoa

Aeiicmeue

show accounting

MoKasaTb MHGOPMALLMIO O HACTPOEHHbIX METOZAaX BEeAEHUA
yyeTa (aKkKayHTa).

5.21.2 Mpomokon RADIUS

Mpotokon RADIUS wucnonb3yetca ana ayteHTUdUKaumm, asTopmsaumm m ydeta. Cepsep RADIUS
ncnonb3yet 6a3y AaHHbIX N0Ab30BATENEN, KOTOPAA COAEPKUT AaHHbIE NPOBEPKU NOAJANHHOCTU AN KAXKAO0ro
nosnb3osaTtens. Takum obpasom, ucnonb3oBaHue npotokona RADIUS obecneumBaeT AONOAHUTENbHYIO 3aLUUTY
npu A0CTyNe K pecypcam CeTH, a TaK¥Ke Npu AoCTyne K CaMoMy KOMMYTaTopy.
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KomaHObI pexcuma 210b6aabHol KOHGuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM B peXxume rnobanbHo KoHGUrypaumu:

console (config) #

Tabnnua 199 — KomaHab! pexuma rnobanbHom KoHduUrypaumm

KomaHda

3HayeHue/3HayeHue
no yMmoA4aHuo

Aeiicmeue

radius-server host {ipv4-ad-
dress | ipv6-address | host-
name} [auth-port
auth_port] [acct-port
acct_port] [timeout

hostname: (1..158)

[06aBuUTb yKa3aHHbI cepBep B CNMCOK MCNonb3yembix RADIUS-
cepBepos.

- ip_address — IPv4 vnu IPv6-agpec RADIUS-cepBepa;

- hostname — ceteBoe uma RADIUS-cepsepa;

- auth_port — Homep nopTa ANA nepesayn ayTeHTUGUKaLMOHHbIX

timeout] [retransmit re- CUMBOJIOB; LaAHHbIX;

tries] [deadtime time] [key auth_port: - acct_port — Homep nopTa ANA Nepefayn AaHHbIX y4eTa;
secret_key] [priority prior- (0..65535)/1812; - timeout — WHTepBan OXMAAHWA OTBETA OT CepBepa;

ity] [usage type] acct_port: - retries — KO/IM4eCTBO NOMbITOK Noncka RADIUS-cepBepa;

encrypted radius-server
host {ipv4-address | ipv6-
address | hostname}
[auth-port auth_port]
[acct-port acct_port]
[timeout timeout] [retrans-
mit retries] [deadtime time]
[key secret_key] [priority
priority] [usage type]

no radius-server host
{ipv4-address | ipv6-address
| hostname}

(0..65535)/1813;
timeout: (1..30) cek;
retries: (1..15);
time (0..2000) muH;
secret_key: (0..128)
CMMBO/IOB;
priority: (0..65535)/0;
type: (login, dot1x,
igmp-auth, coa, dotlx-
eapol, dotlx-mac,
all)/all

- time — BpemAa B MUHYTax, B TeYeHME KOTOPOro HeJOCTyMNHble
cepsepa He byayT onpawmnsaTbca RADIUS-KaneHTOM
KOMMyTaTopa;

- secret_key — knto4 gna ayTeHTUOUKALMM U LUMPPOBAHNA BCEro
obmeHa aaHHbimK RADIUS;

- priority — npnopuTteT ncnonb3osaHus RADIUS-cepsepa (4em
HU}Ke 3HaYeHue, TeM NpUopuUTETHEE CEPBEP);

- type — TMn ucnonb3osaHua RADIUS-cepsepa;

- encrypted — 3asaTb KoY B 3aWwndpoBaHHOM BUAE.

B cnyyae oTcyTcTBMA B KOMaHAe napameTpoBs timeout, retries,
time, secret_key ana aaHHoro RADIUS-cepBepa ncnonb3ytoTca
3HaYeHMA HAaCTPOEHHbIE C MOMOLLbIO KOMaHZ YKa3aHHbIX HUXKe.

YAanuTb yKasaHHbIV cepBep U3 cnmcka ncnonb3yemblx RADIUS-
cepBepos.

radius-server attributes nas-
id include-in-access-req [for-
mat word]

no radius-server attributes
nas-id include-in-access-req
[format]

word: (3..32)/%h

[o6asutb aTpnbyT NAS-Id (onuma Ne32) B Access-Request nakeTbl.

Cumsonbl "%h", BcTpevatowmecs B popmaTHOM CTPOKe,
3aMeHAI0TCA Ha TeKyllee uma xocta (hostname).

YCcTaHOBUTb 3HaYeHue no YMO4aHUIO.

[encrypted] radius-server
key [key]

no radius-server key

key: (0..128)
cMMBON0B/MNO
YMOYAHUIO KoY —
nycrasa cTpoka

YCTaHOBUTb KtOY, UCNONb3YEMBIN NO YMONYAHUIO, ANA
ayTeHTUdUKauMK 1 WwndposaHua Bcero obmeHa gaHHbimu RADIUS
MeXay YCTPOWCTBOM U OKpyKeHnem RADIUS.

- encrypted — 3a4aTb KAtoy B 3alwmdpoBaHHOM BUAE.

YCcTaHOBUTb 3HaYeHue no YMONYaHULO.

radius-server timeout
timeout

no radius-server timeout

timeout: (1..30)/3 cek

YCTaHOBUTb UHTEPBAJ OXMAAHMA OTBETA OT CEpBepa,
MCNONb3YeMblii MO YMOMYAHUIO.

YCTaHOBUTb 3HaYeHME N0 YMOIHAHMUIO.

radius-server retransmit re-
tries

no radius-server retransmit

retries: (1..15)/3

Onpenenntb KOANYECTBO NONbITOK Noncka RADIUS-cepsepa 13
CNUCKa cepBepoB, NCNO/Ib3yemoe No ymonyaHuio. MNpwu oTkase
OCYLLECTB/IACTCA MOMCK CeAYIOLEro nNo npMopuTeTy cepsepa us
cnucka.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

radius-server deadtime
deadtime

no radius-server deadtime

deadtime: (0..2000)/0
MMH

OnTummsnposaTtb Bpema onpoca RADIUS-cepseposB, Korga
HEeKoTopble cepsBepa HeAOCTYMHbI. YCTaHaBAMBaET Bpems B
MWHYTaXx, UCMOJIb3yeMOoe NOo YMOYaHUL0, B TEYEHME KOTOPOTO
HeoCTyMNHble cepBepa He byayT onpawmeaTbea RADIUS-
KIMEHTOM KOMMYyTaTopa.

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.
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radius-server host
source-interface {giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group | loop-
back loopback_id | vlan
vlan id}

no radius-server host
source-interface

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
loopback_id: (1...64);

group: (1..48)

3apatb MHTepdeic ycTpolicTsa, IP-agpec KoToporo byaeT
MCNO/Ib30BaTbCA MO YMOJIYAHUIO B Ka4yecTBe agpeca UCTOYHUKA
nepegasaemoro B coobuieHnax npotokona RADIUS.

Ynanutb nHtepdeic yctpoiicrsaa.

radius-server host
source-interface-ipv6 {giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group | loop-
back loopback _id | vlan
vlan id}

no radius-server host
source-interface-ipv6

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
loopback_id: (1...64);

group: (1..48)

3apatb MHTepdeic ycTpoiicTsa, IPv6-aapec KoToporo byaet
MCNO/1Ib30BaTbCA MO YMOJIYAHUIO B Ka4yecTBe agpeca UCTOYHUKA
nepegasaemoro B coobueHnsax npotokona RADIUS.

Ypanutb nHtepdeic yctpoicTsaa.

radius server accounting-
port port

no radius server account-
ing-port

port: (1-65535)

YCTaHOBUTbL NOPT perncTpaumm y4€THbix 3anmceit Ha RADIUS-
cepsepe.

OTMeHuUTb ncnonbsosaHne UDP-nopTa a4na perncrpaumm y4eTHbIX
3anucer.

radius server authentica-
tion-port port

no radius server autentifi-
cation-port

port: (1-65535)

YctaHosuTb UDP-nopT gnA oTnpaBKM 3anpocoB Ha
AYTEHTUDUKALMIO YHETHBIX 3annCcen.

OTMeHunTb ncnosnbsosaHue UDP-nopTa A4na 3anpocos Ha
AYTEHTUDUKALMIO YHETHBIX 3annCeN.

radius server enable

no radius server enable

Bkntountb RADIUS-cepBep Ha KommyTaTtope.

BbikntounTtb RADIUS-cepBep Ha KommyTaTope.

radius server group word

word: (1-32)

3afaTb Ha3BaHWe ANA rPYNMbl CepPBEPa U NepenTh B pexnm ee
KOHOUIypupoBaHus.

radius server secret key key
{ipv4 | ipv6 | default}

no radius server secret
[ipva | ipv6 | default]

dopmar ipv4_address:
A.B.C.D;
dopmar ipv6_address:
XX Xo X X;
key: (1-128) cumBona

YCTaHOBUTb KAtOY A1 UCNOAb30BaHMA radius server.
default — Kntoy HasHavaeTca AN UCMNOIb30BAHUA KIMEHTAMMU, HE
MMeEIOLLMX ONpeaeNeHHOro Kaua.

YpanuTe KoY N8 Mcnonb3osaHuA radius server.

radius server secret {ipv4 |

ipv6}
no radius server secret
{ipv4 | ipv6}

dopmar ipv4_address:
A.B.C.D;
dopmar ipv6_address:
XX XXX

Mcnonb3osatb 3aLLIM¢pOBaHHbIﬁ KNKY 40CTyna K cepsepy AnAa
KOHKPETHOro X0CTa.

Yaanutb KN4 ANA UCNOb30BaHUA radius server.

radius server traps ac-
couting

no radius server traps ac-
couting

BKAOUNTL NOAAEPHKKY trap-co0bLEHNI Ha COBbITUA YHETHBIX
3anucei.

OTKNOYNUTb NOJAEPKKY trap-coobeHni.

radius server traps authen-
tication {failure | success}

no radius server traps au-
thentication

BKNOUMTL NOAAEPIKKY trap-coobLLeHNI, OTObpakatoLwmx
pe3ynbTaT ayTeHTudMnKaLmm Ha RADIUS-cepsepe.
failure — c6oii npu nonbiTKe ayTeHTUMKaLUN.
success — ycrnewHo nNpoiaeHHan ayTeHTUdMKaLmA.

OTKNOUNTL NOAAEPKKY trap-coobLLEeHUA.

radius server user
username username group
password pass

no radius server user
username username

Co3gaTtb Noab30BaTeNA U HAa3HAYUTb AN1A Hero rpynny Ha cepsepe
C 3aaHHbIM Naponem UCNONb30BaHUA.

Ypanutb nonb3oBaTena Ha cepsepe.
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KomaHObI pexcuma KoHguaypuposaHusa radius server 2pynmol

BuAa 3anpoca KOMaHAHOWM CTPOKM B pexxnume KoHPuUrypuposaHua radius server-rpynnbi:

console (config-radius-server—-group) #

Tabnmua 200 — KomaHabl pexkmma KoHPUrypuposaHusa radius server-rpynnbi:

3HayeHue/3HayeHue
no yMmoA4aHuo

KomaHda Aeiicmeue

acl acl_name acl_name: (1-32) HasHaunTb ncnonb3osaHue ykazaHHoro ACL B gaHHOM rpynne.

CumBO1a

no acl OTKAOYUTL UCNONb30BaHMeE YKazaHHoro ACL B gaHHoM rpynne.

allowed-time-range
range_name

HasHaunTb nepuog spemeHun time-range Ha MCNONb30BaHUE
range_name: (1..32) rpynneoi.

CcumBOa

no allowed-time-range OTKAIOYMTb UCNONb30BaHNe time-range Ha Ucnoib3oBaHue

rpynnoi.

privilege-level level HasHaunTb ypoBeHb NpUBUAETUIA, HA KOTOPOM ByAeT MCNOHUMA
KOHOUrypupyemas rpynna.

YCTaHOBUTb 3HaYeHMEe N0 YMOYAHMUIO.

level: (1-15)/1

no privilege-level

KomaHObi pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKK B pexxume Privileged EXEC:

console#

Tabnnua 201 — KomaHgb! pexxuma Privileged EXEC

3HayeHue/3Ha4yeHue
Mo yMmon4YaHuio

KomaHda Aeiicmeue

show radius-servers status —

Moka3satb cTatyc cepsepos RADIUS.

show radius-servers [key]

OT06pa3unTb NapameTpbl HacTpoliku RADIUS-cepsepoB (KomaHaa
[LOCTYMNHA TONbKO A/1A NPUBUIETMPOBAHHbIX NONb30BaTeNeN).

show radius server {statis-
tics | group | accounting |

OT06pa3unTb CTaTUCTMKY NpoTokona RADIUS, nHpopmaumio o
nosib3oBaTensx, KoHpurypaymo RADIUS-cepsepa.

configuration | rejected |
secret | user}

[pumepbl UC016308AHUA KOMAHO

= YCcTaHOBUTH r106anbHble 3HAYEHUA ANA NapamMeTPoB: MHTEPBaa OXWAAHWUA OTBETa OT cepsepa — 5
CEeKyHZA, KonmnyecTso nonbIToK noncka RADIUS-cepsepa — 5, Bpems, B Te4eHUe KOTOpOro HeaoCTyn-
Hble cepBepa He 6yayT onpawmnsatbca RADIUS-KnMeHTOM KommyTaTtopa — 10 MUHYT, CEKPETHbIN
Kntouy — secret. [lobaBuTb B cnucok RADIUS-cepBep, pacnonoKeHHblh Ha y3ne cetu ¢ IP-agpecom
192.168.16.3, nopT cepBepa AnA ayteHTMPMKaumm — 1645, KoNMYeCcTBO NOMNbITOK AOCTYNa K CEPBEpPY
— 2.

console# configure

console (config)# radius-server timeout 5

console (config)# radius-server retransmit 5

console (config)# radius-server deadtime 10

console (config)# radius-server key secret

console (config)# radius-server host 196.168.16.3 auth-port 1645 retransmit
2
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= [lokasaTb NapameTpbl HacTpoinkn RADIUS-cepBepos.

console# show radius-servers

IP address Port port Time- Ret- Dead- Prio. Usage
Auth Acct Out rans Time

192.168.16.3 1645 1813 Global 2 Global 0 all

Global values

TimeOut : 5
Retransmit : 5
Deadtime : 10

Source IPv4 interface
Source IPv6 interface

5.21.3 Npomokon TACACS+

MpoTokon TACACS+ obecneumBaeT LEHTPanM30BaHHYlO cucTemy 6e30nacHOCTM ANs MNPOBEPKM
noNb3oBaTesNei, NoAyYaloWmMX AOCTYN K YCTPOWCTBY, NPU 3TOM NoaAepXuBas coBmecTumocTb ¢ RADIUS u
APYrMMM NpoLLeccamm NpoBepKu noannHHocT. TACACS+ npefocTaBasneT cneaytowme cnyKobi:

— Authentication (nposepka nodauHHocmu). ObecneunBaeTcs BO Bpemsa BXxoda B CUCTEMY MO
MMeHaMm NoJib3oBaTeNeit n onpeaeneHHbIM Nob30BaTENAMM MAPOJIAM.

— Authorization (aemopu3sayus). ObecneynsaeTca BO Bpems Bxoga B cuctemy. [locne
3aBepllieHns ceaHca MNPOBEPKM MNOAAMHHOCTM  3aMycKaeTcA ceaHC aBTopu3auumM C

MCNnonb3oBaHMEM MPOBEPEHHOINO MMEHWU MNONb30BATE/NIA, TaKXXe CepBEPOM MNPOBEPAKOTCA
npusunernn nonb3osatena.

KomaHObI pexcuma 2a0baabHol KOHuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B peXKMUMe r106anbHON KOHPUrypaumm:

console (config) #

Tabnnua 202 — KomaHabl pexuma rnobanbHoi KoHduUrypaumm

Komanda 3HayeHue/3HayeHue Neiicmeue
o ymMoA4aHuro

tacacs-server host hostname: (1..158) [06aBuUTb yKa3aHHbIN cepBep B CNMUCOK Ucnonbayembix TACACS
{ip_address | hostname} CUMBO/I0B; cepeepos.
[single-connection] port: (0..65535)/49; - ip_address — |P-appec TACACS-cepsepa;
[port-number port] timeout: (1..30) cek; - hostname — ceteBoe nma TACACS-cepBepa;
[timeout timeout] [key secret_key: (0..128) - single-connection — B Ka)Abli MOMEHT BpeMeHU UMEeTb He
secret_key] [priority CMMBO/OB; 60nblue oAHOro coeanHeHMA ana obmeHa gaHHbimu ¢ TACACS-
priority] priority: (0..65535)/0; cepBepom;
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encrypted tacacs-server
host {ip_address |
hostname} [single-
connection] [port-number
port] [timeout timeout]
[key secret_key] [priority
priority]

no tacacs-server host
{ip_address | hostname}

- port — Homep nopTa ana obmeHa aaHHbiMmK ¢ TACACS-
cepBepom;

- timeout — MHTepBan OXKMAAHUA OTBETa OT cepBepa;

- secret_key — Kntoud ansa ayTeHTUGUKaUUK U LWndpoBaHUs
Bcero obmeHa gaHHbimu TACACS;

- priority — npnopuTteT ncnonb3oBaHus TACACS-cepsepa (4em
HU}Ke 3HaYeHne, Tem NpuopuUTeTHEE cepBep);

- encrypted — 3HaueHwue secret_key B 3alumppoBaHHOM BuAe.
B cnyyae oTcyTcTBMA B KOMaHAe napameTpos timeout,
secret_key pns paHHoro TACACS-cepBepa UCNO/b3yoTCA
3HaYeHWA, HAaCTPOEHHbIE C MOMOLLBLIO KOMaHA, YKa3aHHbIX
HUXKe.

YnanuTb yKasaHHbIN cepsep M3 cnucka ucnonb3yemoix TACACS-
cepBepos.

tacacs-server key key

encrypted tacacs-server
key key

no tacacs-server key

key: (0..128)
CMMBOJI0B/NO YMOIYaHUIO
K/IKO4 — MyCTan CTPOKa

YCTaHOBUTb K/tOY, UCNONb3YEMBIN MO YMONYAHUIO, AR
ayTeHTUdUKauMK U WndposaHUa Bcero obmeHa JaHHbIMK
TACACS mexnay ycTpoincTsom u okpyxeHnem TACACS;

- encrypted — 3HayeHue secret_key B 3alinMppoBaHHOM BUE.

YCTaHOBUTb 3Ha4YeHMe NO YMOIYAHMUIO.

YCTaHOBWUTb 3Ha4YeHMe N0 YMOIYAHMUIO.

tacacs-server timeout
timeout

no tacacs-server timeout

timeout: (1..30)/5 cek

YCTaHOBWUTb MHTEPBA/ OXKUAAHWA OTBETA OT CepBepa,
MCMNO/Ib3yeMbIV N0 YMONYAHUIO.
YCTaHOBWTb 3HAYEHWE MO YMONYAHUIO.

tacacs-server host
source-interface
{gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | loopback
loopback_id | vlan vian id}

no tacacs-server host
source-interface

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

loopback_id (1..64);
group: (1..48)

3afaTb MHTepdeWc ycTpoiicTsa, IP-agpec KoToporo byaeT
MCMNoJIb30BaTbCA MO YMONYAHUIO B KauecTBe agpeca UCTOYHMKA
ons obmeHa coobweHnamm ¢ TACACS-cepeepom.

Ypanutb nHtepdeic yctpoicTsaa.

tacacs-server attributes
port {console | telnet |
ssh} word

no tacacs-server attributes
port {console | telnet |
ssh}

word: (1..160) cumsonos

Hactpoutb dopmart nons port.
Mcnonb3ytoTca cneaytowme WwWabnoHbl:
- %n — HOMep TeKyLLel ceccuu;

- % % — cumBon %.

Ypanute popmart nons port.

KomaHObI pexcuma EXEC

BuAa 3anpoca KomaHAHOM CTPOKM B pexxkunme EXEC:

console#

Tabanua 203 — KomaHgb! pexkuma EXEC

KomaHda

3HayeHue/3HayeHue
no ymon4aHuio

Aelicmeue

show tacacs [ip_address |
hostname]

host_name: (1..158)
CUMBOJI0B

OT06pasnTb HACTPOMKY M CTAaTUCTURY ana cepeepa TACACS+.
- ip_address — IP-apgpec TACACS+ cepBepa;
- hostname — nma cepsepa.
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5.21.4 Mpomokon ynpasneHusa cemoio (SNMP)

SNMP — TexHonorus, npussaHHas obecneynTb ynpaBAeHWE M KOHTPOAb Haj, YCTPOMCTBAMMU W
NPUNOXKEHUAMM B CETU CBA3M NyTEM obMeHa ynpaBaawowen uHGOPMaUMENn mexay areHTamm,
PacnoNoXeHHbIMM Ha CETEBbIX YCTPOWCTBAX, U MEHeAXepamm, HAXOAALMMMUCA Ha CTaHUMAX ynpaBaeHus.
SNMP onpegensieT ceTb Kak COBOKYMHOCTb CETEBbIX YMPaBAAIOLWMX CTAaHLUMIA M 3/1€MEHTOB ceTu (rnaBHble
MalLMHbI, WA3bl U MapLIPYyTU3aTOPbl, TEPMUHA/IbHbIE CEpPBEpbl), KOTOPble COBMECTHO obecneuynBatoT
AAMUHUCTPATUBHbIE CBA3M MEXAY CETEBbIMM YMPABAAOWMMMN CTAHLMAMM U CETEBLIMU areHTamm.

KommyTaTtopbl NO3BOAAKT HAcTpoUTb paboTy npoTokosna SNMP agna yganeHHOro MOHWTOPUHIA M
ynpaBaeHMA yCTPOMCTBOM. YCTPOIMCTBO NoanepKnBaeT npoToKobl Bepcnit SNMPv1, SNMPv2, SNMPv3.

KomaHOb! pexcuma 2106aabHOU KOHU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexRmnma rnobanbHoM KOHPUrypaumm:

console (config) #

Tabnnua 204 — KomaHabl pexuma rnobanbHoi KoHduUrypaumm

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

snmp-server server

no snmp-server server

No YMOAYaHUIO
noaAep*KKa NpoToKona
SNMP oTkntoyeHa

BkaounTb nogaepkKy npotokona SNMP.

OTKOYNTb NoAAep KKy npoTokona SNMP.

snmp-server community
community [ro | rw | su]
[ipv4_address | ipv6_ad-
dress | ipv6z_address]
[mask mask | prefix pre-
fix_length]] [view
view_name] [vrf vrf_name]

snmp-server commu-
nity-group community
group_name [ipv4_address
| ipv6_address | ipv6z_ad-
dress [vrf vrf_name]] [mask
mask | prefix prefix_length]

encrypted snmp-server
community encrypted_com-
munity [ro | rw | su]
[ipv4_address | ipv6_ad-
dress | ipv6z_address]
[mask mask | prefix pre-
fix_length]] [view
view_name] [vrf vrf_name]

encrypted snmp-server
community-group en-
crypted_community
group_name [ipv4_address
| ipv6_address | ipv6z_ad-
dress [vrf vrf_name]] [mask
mask | prefix prefix_length]

no snmp-server community
community [ipv4_address |
ibv6_address | ipv6z_ad-
dress] [vrf vrf_name]

community: (1..20)
CMMBO/I0B;
encrypted_community
:(1..20) cumBonos;
dopmart ipv4_address:
A.B.C.D;
¢dopmart ipv6_address:
XXX XX
dopmar
ipv6z_address:
X:X:X:X::X%<ID>;
mask: —
/255.255.255.255;
prefix_length:
(1..32)/32;
view_name: (1..30)
CMMBOJI0B;
group_name: (1..30)
CMMBOOB
vrf-name: (1..32)
CMMBO/I0B

YCTaHOBWUTb 3HAYEeHMe CTPOKM coobLiecTBa ANA 0bMeHa AaHHbIMU
no npotokony SNMP.

- community — cTpoKa coobuiectsa (naposb) 4ns gocTtyna no
npoTtokony SNMP;

- encrypted — 33aaTb CTPOKyY coobLiecTsa B 3aWndpoBaHHOM
BUAE;

- ro — [OCTYN TONbKO A/19 YTEHUSR;

- rW — [0CTYN ANS YTEHUA U 3anucK;

- SuU — A0CTyn afMUHUCTPATOPa;

- view_name — onpegensaet ums ansa npasuna o6osperma SNMP,
KOTOpOE A0/MKHO BbITb NpeABapUTEIbHO ONPEeAENeHo C NOMOLLbIO
KOMaHApbl snmp-server view. OnpegenseT o6beKTbl, AOCTyMNHbIE
coobuiecTsy;

- ipv4_address, ipv6_address, ipv6z_address — IP-appec
YCTPOICTBA;

- mask — macka agpeca IPv4, koTopas onpeaensier, Kakne 6uTbI
aflpeca MCTOYHMKA NaKeTa CPaBHMBAIOTCA C 3af,aHHbIM IP-agpecom;
- prefix_length — uncno 6uT, KoTopble cocTaBnAT npeduKe IPv4-
afpeca;

- group_name — onpegenaet UMA rpynnbl, KOTOPOE AOMKHO ObITb
npesBapuTeNbHO onpeAeneHo ¢ NOMOLLbIO KOMaHAbI Snmp-server
group. Onpepenaet 06beKTbI, JOCTYNHbIE COOBLLECTBY;

- vrf_name — uma 061acTV BUPTyanbHOM MapLLPyTM3aL UK.

Ypanutb napameTpbl ANA CTPOKMU COOﬁUJ,eCTBa.
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no encrypted snmp-server
community community
[ipv4_address | ipv6_ad-
dress | ipv6z_address] [vrf
vrf_name]

snmp-server view
view_name OID {included |
excluded}

no snmp-server view
viewname [OID]

view_name: (1..30)
CMMBOJI0B

Co3patb UK pegakTMpPoBaTh Npasuio ob6o3peHuns gns SNMP —
paspelatoLee npasuao, IM6O orpaHMYMBaloLLEE CEPBEPY-
obo3pesaTento goctyn K OID.

- OID — npeHTndurKaTop ob6bekTa MIB, NpeacTaBieHHbIN B BUAE
pepesa ASN.1 (cTpoka Buaa 1.3.6.2.4, MOXKeT BK/toYaThb B cebs
3ape3epBUpPOBaHHbIE C10Ba, Hanpumep: system, dod). C nomowpto
cMmBoOa * MOXKHO 0603HauYUTL cemeicTBo noaaepesbes: 1.3.%.2);
- include — OID BkntoueHa B Npasuao ana 0603peBaHuUs;

- exclude — OID vcknoyeHa 13 npasBuna gns 0603peBaHUs.

Yaanutb npasmno o6o3peHmnsa gna SNMP.

snmp-server group
group_name {vl1 | v2 | v3
{noauth | auth | priv} [no-
tify notify_view]} [read
read_view] [write
write_view]

no snmp-server group
groupname {v1 | v2 | v3
[noauth | auth | priv]}

group_name: (1..30)
CMMBOJIOB;
notify_view: (1..32)
CMMBOJIOB;
read_view: (1..32)

CMMBOIOB; Write_view:

(1..32) cumBonos

Co3patb SNMP-rpynny nau Tabamuy cootsetctenit SNMP-
nonb3osaTtesiei u npasua o6o3peHnii SNMP.

-vl,v2,v3 — SNMP v1, v2, v3 moaenb 6esonacHocTH;

- noauth, auth, priv — tun ayteHTMdurKaLmm, ucnonb3yembiit
npotokonom SNMP v3 (noauth — 6e3 ayteHTUdUKauun, auth —
ayTeHTUdUKauma 6e3 wudposaHusa, priv — ayTeHTUdMKaLMA C
wndposaHuem);

- notify_view — umsa npasuaa 0603peHns, KOTOPOMY pas3peLleHo
onpepgenatb coobweHna SNMP-areHTa — inform u trap;

- read_view — nms npasuna o603peHns, KOTOPOMY paspeLleHo
TONIbKO UTeHue cogepkmmoro SNMP-areHTa KommyTaTopa;

- write_view — uma npasuna 0603peHuns, KOTOPOMy paspeLleHo
BBOAMTb laHHble U KOHOUIYpMpoBaTb cogepkmoe SNMP-areHTa
KoMMmyTaTopa.

Ypanute SNMP-rpynny.

snmp-server user
user_name group_name {v1
| v2c | v3 | remote
{ip_address | host} [vrf
vrf_name]}

no snmp-server user
user_name {v1 | v2c | v3 |
remote {ip_address | host}
[vrf vrf_name] }

user_name: (1..20)
CMMBOIOB;
group_name: (1..30)
CMMBOJ/I0B
vrf-name: (1..32)
CMMBO/IOB

Co3spatb SNMPv3-nonb3oBatens.

- user_name — WUMsA NoNb30BaTeNs;

- group_name — VMsA rpynnbl;

-vrf_name — nmsa 061acTV BUPTYasIbHOM MapLIPyTU3aLMK.

Yaannte SNMPv3-nonb3osartens.

snmp-server filter
filter_name OID {included |
excluded}

no snmp-server filter
filter_name [OID]

filter_name: (1..30)
CUMBOJI0B

Co3patb unn pegaktmposatb npasuao SNMP-ounbTpa, KoTopoe
nossonset ¢uabTpoBaTh inform u trap-coobuweHns, nepesasaemoie
SNMP-cepsepy.

- filter_name — uma SNMP-bunbTpa;

- OID — npeHTndurKaTop ob6bekTa MIB, NpeacTaBNeHHbIN B BUAE
Aepesa ASN.1 (cTpoka Buaa 1.3.6.2.4, MOXKET BK/ItOYaTb B cebn
3ape3epBUpPOBaHHbIE C10Ba, Hanpumep: system, dod. C nomoLubio
cMMBOAA * MOXKHO 0603HaUYUTL cemeicTBo noaaepesbes: 1.3.%.2);
- include — OID BkAtoYeHa B NpaBMao GUAbTPALUMK;

- exclude — OID nckntoyeHa 13 npasuna GpunbTpauun.

Ynanutb npasuno SNMP-punbtpa.
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snmp-server host
{ipv4_address |
ipv6_address | hostname}
[traps | informs] [version
{1 | 2c | 3 {noauth | auth |
priv}] {community |
username} [vrf vrf_name]
[udp-port port] [filter
filter_name] [timeout
seconds] [retries retries]

no snmp-server host
{ipv4_address |
ipv6_address | hostname}
[vrf vrf_name] [traps |
informs]

hostname: (1..158)
CMMBO/IOB;
community: (1..20)
CUMBOJI0B;
username: (1..20)
CMMBOJI0B
port: (1..65535)/162;
filter_name: (1..30)
CUMBOJI0B;
seconds: (1..300)/15;
retries: (0..255)/3;
vrf-name: (1..32)
CUMBOJI0B

OnpeaennTtb HACTPOIKKM ANA Nnepesayn coobweHnin ysegomneHms
inform n trap SNMP-cepBepy.

- community — cTpoka coobuwectsa SNMPv1/2c ana nepeaayn
coobuieHmnit yBegomneHus;

- username — uma nosb3osBatena SNMPv3 ana ayteHTudumKaumm;

- version — onpegenaT Tun coobuiexunii trap — trap SNMPv1, trap
SNMPv2, trap SNMPv3;

- auth — yKa3bliBaeT NoA/IMHHOCTb NaKeTa 6e3 wudposaHus;

- noauth — He yKa3biBaeT NOA/IMHHOCTb NAKETa;

- priv — yKa3sbIBaeT NOA/IMHHOCTb NaKeTa ¢ WndpoBaHUEM;

- port — UDP-nopt SNMP-cepBepa;

- seconds — Nepuoa, OXKMAAHUA NOATBEPKAEHUN Nepes NOBTOPHOM
nepegavent coobueHuii inform;

- retries — KO/IMY4ECTBO NOMbITOK Nepeaayn coobuweHunit inform, npu
OTCYTCTBUM UX NOATBEPKAEHUSA;

-vrf_name — nmsa 061acTv BUPTyaibHOM MapLIpyTU3aLMK.

YAanuTb HaCTPOMKKM AN nepesayn coobLieHnn yegomneHuns
inform v trap SNMPv1/v2/v3-cepsepy.

snmp-server engineid local
{engineid_string | default}

no snmp-server engineid
local

engineid_string: (5..32)
CMMBO/10B

Co3gaTtb naeHTudumKkaTop nokanbHoro SNMP-ycTpoiicTea —
enginelD.

- engineid_string — nma SNMP-ycTpolicTBa;

- default — npu ncnonb3oBaHWMM gaHHOM HAacTponkK engine ID
6yLeT aBTOMaTUYECKM CO34aH Ha ocHoBe MAC-aspeca ycTpoicTsa.

Yaanutb naeHtuoukaTop nokanbHoro SNMP-ycTpoiictBa — engine
ID

snmp-server
source-interface {traps |
informs} {gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | loopback
loopback_id | vlan vian_id}
[ vrf vrf_name ]

no snmp-server
source-interface [traps |
informs] [ vrf vrf_name ]

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

loopback_id: (1..64)
group: (1..48)
vrf_name: (1..32)
CMMBOJI0B

3agaTb MHTepdeic ycTpoiicTea, IP-agpec KoToporo byaeT
MCMO/Ib30BaTbCA MO YMOMYAHWIO B KA4YeCTBe afipeca UCTOYHMKA ANs
obmeHa coobueHnammn ¢ SNMP-cepsepom.

-vrf_name — onpegenaeT ums 061acTn BUPTyabHOM
MapLLpyTU3aLMHn.

Yaanutb nHtepdeic yctpolicrsa.

snmp-server
source-interface-ipvé6 {traps
| informs} {gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | loopback
loopback_id | vlan vian id}

no snmp-server
source-interface-ipvé6 [traps
| informs]

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

loopback_id: (1..64);
group: (1..48)

3apatb HTepdeic ycTpolicTa, IPv6-aapec KoToporo byaer
MCMO/1b30BaTbCA MO YMONYAHMIO B KaUecTBe agpeca UCTOYHMKA ANn
obmeHa coobueHnamn ¢ SNMP-cepsepom.

Yaanutb nHTepdeic yctpoiicrsa.

snmp-server engineid
remote {ipv4_address |
ipv6_address | hostname}
engineid_string [vrf
vrf_name]

no snmp-server enginelD
remote {ipv4_address |
ipv6_address | hostname}
[vrf vrf_name]

hostname: (1..158)
CUMBOJIOB;
engineid_string: (5..32)
CMMBO/IOB;
vrf-name: (1..32)
CUMBOJI0B

Co3pgaTb naeHTUdMKaTop yganeHHoro SNMP-ycTpoiictBa — engine
ID.

- engineid_string — npeHTudmKatop SNMP-ycTpoicTBa;

- vrf_name — uma 061acTV BUPTyanbHOM MapLLPyTM3aL UK.

Yaanutb naeHtuounkaTop yaaneHHoro SNMP-yctpolictBa — engine
ID.
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snmp-server enable traps

BkatounTb nogaepxky SNMP trap-coobLueHuit.

no snmp-server enable —/BKNOYEHO OTkAOUUTL NogaepkKy SNMP trap-coobLueHuii.
traps
snmp-server enable traps BkntoumTb oTnpaBky SNMP trap-coobLuieHunii npu HeygauHom
authentication nonbITKe ayTeHTUdUKaLumn.

—/BKAKOYEHO —
no snmp-server enable OTKAtoUNTb 0TNpaBKy SNMP trap-coobLueHui.
traps authentication
snmp-server enable traps Bktountb otnpaBky SNMP trap-coobueHunii:
[erps | link-status] - erps npotoKona ERPS;

- link-status — cocToAHUA NHTepdENCHBIX IMHKOB.

—/BKAIOYEHO —
no snmp-server enable OTKAouMTL 0TNPaBKy SNMP trap-coobuieHui:
traps [erps | link-status] - erps npotoKona ERPS;

- link-status — cocTosHMA UHTEPENCHBIX TMHKOB.
snmp-server enable traps Bktountb oTnpasky SNMP trap-coobLeHnii npu U3meHeHUn
flex-link —/ BKNIOYEHO coctoaHua napsl flex-link nHtepdelicos.
no snmp-server enable OTKAtoUNTb 0TNPaBKy SNMP trap coobLeHnii Nnpu M3MeHeHnu
traps flex-link coctoaHua napsl flex-link-uHtepdeiicos.
snmp-server enable traps BkatounTb oTnpaBky SNMP trap-coobueHunii npu U3sMeHeHUM B
mac-notification change Tabanue nsydeHHbix MAC-agpecos.
no snmp-server enable —/oTKAto4eHo OTKAoUMTL 0TNPaBKy SNMP trap-coobuieHunit Npu U3MeHeHUn B
traps mac-notification Tabavue nsyyeHHbix MAC-agpecos.
change
snmp-server enable traps BKkntounTb oTnpaBky SNMP trap-coobuieHunii npy o6HapyKeHnn
mac-notification flapping dnannmHra MAC-agpecos.
no snmp-server enable —/BKNtOYEHO OTktounTb oTNpaBky SNMP trap-coobLuieHunit npyu o6HapyKeHUn
traps mac-notification dnannuHra MAC-agpecos.
flapping
snmp-server enable traps Bkntountb oTnpasky SNMP trap-coobuweHunit npotokona OSPF.
ospf

—/BKNOYEHO .
no snmp-server enable OTkAtounTb 0TNPaBKy SNMP trap-coobuieHuin.
traps ospf
snmp-server enable traps BkntounTb oTnpaBky SNMP trap-coobuwieHunii npotokona OSPF
ipv6 ospf (IPv6).

—/BKAKOYEHO —
no snmp-server enable OTKAtoUUTL 0TNPaBKy SNMP trap-coobuieHuii.
traps ipv6 ospf
snmp-server enable traps BkntounTb oTnpaBky SNMP trap-coobuieHunit npu AOCTUNKEHUN
dhcp-snooping limit clients npeaenbHoOro KoamM4ecTsa NoAKNtoYeHHbIXx DHCP-KnneHToB.
no snmp-server enable —/oTKAIoueHo OTkAtouMTb 0TNPaBKy SNMP trap-coobuieHuin.
traps dhcp-snooping limit
clients
snmp-server trap PaspewunTb nepenaBatb coobLieHuUsA trap cepsepy, KOTOPbIY He
authentication npoLen ayteHTUdMKaumio.

—/paspelueHo —
no snmp-server trap 3anpeTnTb NepenasaTb cOObLEHNA trap cepBepy, KOTOPbIN He
authentication npowen ayteHTUdMKauuio.
snmp-server contact text text: (1..160) OnpefenvTb KOHTAKTHYI0 MHPOPMaLMIO YCTPOMNCTBA.
no snmp-server contact CMMBO/I0B YAanuTb KOHTAKTHYIO MHDOPMaLMIO YCTPOMCTBaA.
snmp-server location text text: (1..160) OnpefennTtb MHGOPMALMIO O MECTOMOOKEHMU YCTPOMCTBA.
no snmp-server location CMMBOI0B Yaanutb MHGOPMALMIO O MECTOMOIOXKEHMU YCTPOMCTBA.

snmp-server set
variable_name namel
valuel [name2 value2 [...]]

variable_name, name,
value gonXHbI
3a/aBaTbcA B
COOTBETCTBUM CO

YCTaHOBUTb 3HaYeHUs NepemeHHbIx B 6ase gaHHbix MIB
KOMMYyTaTOpa.

- variable_name — nmsa nepemeHHoW;

- name, value — napbl COOTBETCTBUIA UMA — 3HAYEHWe.

cneuuoukaumei
snmp-server enable traps BkatounTb oTnpaBky SNMP trap-coobuieHuii o cpabaTtbiBaHnm
cpu notification / nopora 3arpy3sku CPU.
—/oTKANoYEHO
no snmp-server enable OTKAtouMTb 0TNpaBky SNMP trap-coobuieHnit o cpabatbiBaHMM
traps cpu notification nopora 3arpy3ku CPU.
snmp-server enable traps — JoTkNtoueHo BkntoumTb oTnpaBky SNMP trap-coobuieHunii o0 BOCCTaHOBAEHUN

cpu recovery-notification

nopora 3arpy3sku CPU.
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no snmp-server enable
traps cpu recovery-
notification

OTKNtoUNTL oTnpaBky SNMP trap-coobuyeHunii 0 BOCCTaHOB/IEHWUM
nopora 3arpy3ku CPU.

snmp-server enable traps
memory notification

BkatounTb oTnpaBky SNMP trap-coobuieHmit o cpabaTtbiBaHUm
nopora gna o6bema cBob6oaHOro mecta B RAM.

—/OTKAIO4EHO —
no snmp-server enable OTKAt0UNTL 0TNPaBrky SNMP trap-coobueHuii o cpabaTbiBaHMK
traps memory notification nopora gns obbema csobogHoro mecta 8 RAM.
snmp-server enable traps BkntoumTb oTnpaBky SNMP trap-coobuieHunii o0 BOCCTaHOBAEHUN
memory recovery- nopora gna o6bema csobogHoro mecra 8 RAM.
notification

—/OTKAIO4EHO —
no snmp-server enable OTKAtounTL oTNpaBky SNMP trap-coobLyeHunli 0 BOCCTaHOBEHUM
traps memory recovery- nopora gna obbema csobogHoro mecra 8 RAM.
notification
snmp-server enable traps BkntoumTb oTnpaBky SNMP trap-coobuieHnit o cpabatbiBaHMM
sensor notification nopora gns 3HavyeHuA AaTYMUKOB.

—/OTKNIOYEHO —
no snmp-server enable OTKAtouNTL oTNpaBky SNMP trap-coobuyeHuii o cpabaTbiBaHUK
traps sensor notification nopora gaa 3Ha4yeHna AaTYNKOB.
snmp-server enable traps BkntoumTb oTnpaBky SNMP trap-coobuieHunii o BocCTaHOBAEHUN
sensor recovery- nopora gaa 3Ha4yeHna AaTYNKOB.
notification

— /OTKAIOYEHO —
no snmp-server enable OTKAUNTb oTnpaBky SNMP trap-coobuieHunii 0 BOCCTaHOBAEHUN
traps sensor recovery- nopora gaa 3Ha4yeHna AaTYNKOB.
notification
snmp-server enable traps BkntounTb oTnpaBky SNMP trap-coobuieHnit o cpabatbiBaHUM
storage notification nopora gasa o6bema cB0604HOro MecTa Ha BCTPOEHHOM delwu-

namaTu.

—/OTKAIOYEHO —
no snmp-server enable OTKAounTb oTnpasky SNMP trap-coobuieHuii o cpabaTbiBaHUM
traps storage notification nopora gasa o6bema cB0O604HOIro MecTa Ha BCTPOEHHOM delwu-

namsaTu.

snmp-server enable traps BkntoumTb oTnpaBky SNMP trap-coobuieHunii o BocCTaHOBAEHUU
storage recovery- nopora ana o6bema cB0O60AHOr0 MecTa Ha BCTPOEHHOM dneLu-
notification namaTu.

—/OTKAIOYEHO

no snmp-server enable
traps storage recovery-
notification

OTKAtounTL oTnpaBky SNMP trap-coobuyeHunli 0 BOCCTaHOBIEHWUM
nopora gna o6bema cBO60AHOr0 MecTa Ha BCTPOEHHOM dneLu-
namaTu.

snmp-server
description description

no snmp-server description

description: (1..160)
CMMBOJIOB;

MN3meHUTb 3HauyeHue nons sysDescr ana sHewHero SNMP-3anpoca.

BepHyTb 3HauYeHWe No ymonyaHuio nons sysDescr.

KomaHOb! pexcuma KoHgu2ypayuu uHmepgelica (QuanaszoHa uHmepgelicos) Ethernet

Bua 3anpoca KOMaHAHOM CTPOKM B pexknume KoHPurypaumnm nHtepdelica Ethernet:

console (config-if)#

Tabanua 205 — KomaHgb! pexkuma KoHdpurypaumm nntepoeliica Ethernet

KomaHoa

3HayeHue/3HayeHue
no ymon4aHuio

Aeiicmeue

snmp trap link-status

no snmp trap link-status

—/BKNIOYEHO

BkntoumTb oTnpaBky SNMP trap-coobLieHunii npy M3ameHeHnn
COCTOAHMA HacTpaMBaemMoro nopTa.

BbIKkntounTb oTnpasky SNMP trap-coobLueHuii npyu nsmeHeHum
COCTOAHMA HAaCTPaMBaemoro nopra.
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KomaHObl pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHON CTPOKKM pexnma Privileged EXEC:

console#

Tabnmua 206 — KomaHapl pexkmma Privileged EXEC

KomaHoa

3HayeHue/3HayeHue
no yMmoA4aHuo

Aeiicmeue

show snmp

MokasaTtb ctatyc SNMP-coeanHeEHUN.

show snmp enginelD

MokasaTtb ngeHTMdMKaTop NoKanbHoro SNMP-ycTpoicTBa —
enginelD.

show snmp views
[view_name]

view_name: (1..30)
CUMBOJI0B

Moka3saTb npasuia o6o3peHns SNMP.

show snmp groups

group_name: (1..30)

Mokasatb SNMP-rpynnbi.

[group_name] CMMBO/10B
show snmp filters filter_name: (1..30) MokazaTb SNMP-ounbTpbI.
[filter_name] CMMBO/IOB

show snmp users

user_name: (1..30)

Mokasatb SNMP-nonb3oBateneu.

[user_name] CMMBO/OB
show snmp vrf {name | all} VRF name: (1..32) MokasaTtb HacTpolikn SNMP ana ykasaHHoro VRF.
CMMBOJI0B

5.21.5 NMpomokKon yoanéHHo20 moHumopuHaa cemu (RMON)

MpoTokon moHuTopuHra cetn (RMON) naBnseTca pacwupeHvem npoTtokona SNMP, nossonas
npeaocTasuTb 6os1ee WMPOKMe BO3MOXKHOCTM KOHTPOIA ceTeBoro Tpadmka. Otamyune RMON ot SNMP coctount
B XapaKTepe cobupaemoit nHbopmaunm — aaHHble cobupaembie RMON B nepByto oyepeab XapaKTepusyioTt
Tpaduk mexay ysnamm cetu. MHPopmauma, cobpaHHas areHToM, nepesaeTca B NPUIOXKEHME ynpaBaeHus

ceTblo.

KomaHObI pexcuma 2a0b6aab6Hol KOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM peXxnma rnobanbHoM KOHPUrypaumm:

console (config) #

Tabnuua 207 — KomaHapl pexknuma rnobanbHom KoHbUrypauum

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuwo

HAelicmeue

rmon event index type
[community com_text] [de-
scription desc_text] [owner
name]

index: (1..65535);
type: (none, log, trap,
log-trap);
com_text: (0..127)
CMMBO/I0B;
desc_text: (0..127)
CUMBOJIOB;
name: cTpoka

HactpouTb cobbITHA, MCnoNb3yemble B cCUCTEME YAANEHHOTO
MOHUTOpPUHra.

- index — nHaeKc cobbITus;

- type — TMN yBEAOM/IEHUSA, FEHEePUPYEMOTO YCTPOWCTBOM NO
3TOMY CObbITHIO:

none — He reHepupoBaTb YBEAOM/IEHUS,

log — reHepupoBaTb 3anuch B Tabnuue,

trap — otcbinatb SNMP trap,

log-trap — reHepupoBaTh 3anuch B Tabaunue n otcbinatb SNMP
trap;

- com_text — cTpoKa coobuectsa SNMP gns nepecbiiku trap;
- desc_text — onucaHue cobbITUA;

- name — vma cosaatens cobbiTusa.
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no rmon event index

Ypanutb C06bITVIe, ncnonblyemoe B CUCTEMe yaa/leHHOro
MOHUTOPUHTra.

rmon alarm index mib_ob-
ject_id interval rthreshold
fthreshold revent fevent
[type type] [startup direc-
tion] [owner name]

no rmon alarm index

index: (1..65535);
mib_object_id:
KoppeKTHbIn OID;
interval:
(1..2147483647) cek;
rthreshold:
(0..2147483647);
fthreshold:
(0..2147483647);
revent: (1..65535);
fevent: (0..65535);
type: (absolute,
delta)/absolute;
startup: (rising, falling,
rising-falling)/rising-
falling;
name: cCTpoKa

HacTpouTb ycnoBua Bblgaum aBapuitHbIX CUTHANOB.

- index — HQEKC aBapuUIMHOTO CobbITUA;

- mib_object_id — naeHTUPUKaTOp NepeMeHHOM YacTn obbekTa
OID;

- interval — nHTepBan, B TeueHMe KOTOPOro AaHHble 0TbMpatoTca
M CPaBHUBAIOTCA C BOCXOAALLEN U HUCXOAALLEN IrPaHULLAMK;

- rthreshold — BocxoaslLas rpaHULa;

- fthreshold — HucxopAWanA rpaHMLa;

- revent — nHAEKC cobbITUA, KOTOPOE NUCNONb3yeTcA NpU
nepeceyeHnn BOCXoaalLen rpaHnubl;

- fevent — nHpeKc cobbiTuaA, KOTOPOE MUCMNob3yeTcA Npu
nepecevyeHnn HUCXoAALEeN rpaHuLbl;

- type — meTo 0T60Pa YKa3aHHbIX MepeMeHHbIX M NoacyeTa
3HaYyeHuA ANA CPaBHEHMA C rpaHULaAMK:

MeTtog absolute — abcontoTHOe 3HaueHWe BbIbpaHHOM
nepemeHHol 6yaeT cpaBHEHO C rpaHULLEN Ha KOHUe
nccnesyemoro MHTepBana;

Metog delta — 3HauyeHMe BbIBpaHHOM NepemeHHOoN Npu
nocsegHem otbope 6yAeT BbIUTEHO U3 TEKYLLLETO 3HAYEHUA U
pasHuua byaeT cpaBHEHa C rpaHuLamMm (pasHuua mexay
3HaYeHMAMM NepeMeHHOM B KOHLE W B HaYaie KOHTPOJIbHOTO
MHTepBana);

- startup — WHCTPYKLUMA ANA reHepaumm cobbITU Ha NepBom
KOHTPOJ/IbHOM MHTepBane. OnpeaenseT Npasuia reHepaLmm
aBapUMHbIX COBBLITUI ANA NEepPBOro KOHTPONLHOIO UHTEPBANA
nyTem cpaBHeHUA 0TobpaHHOW NepeMeHHOM C 04HOW, MMb0o
obenmu rpaHuLamu:

- rising — reHepupoBaTb eMHMYHOE aBapuiiHoe cobbiThe no
BOCXOAALLEN FPAHULLE, €C/IN 3HAYEHME OTODBPaHHOM NepemMmeHHoN
Ha NepBOM KOHTPO/IbHOM MHTepBane 6onblue 1M6o paBHO 3TOM
rpaHuLe;

- falling — reHepupoBaTtb egMHMYHOE aBapuiiHOe cobbiThe No
HUCXOOALLEN rPaHMLe, eC/IM 3HaYeHNe OTObPaHHOW NepeMeHHOoM
Ha NepBOM KOHTPO/IbHOM MHTepBasie MeHblle M0 paBHO 3TOW
rpaHuLe;

- rising-falling — reHepupoBaTb egMHUYHOE aBapuitHoe cobbiThe
MO BOCXOAALLEN U/MAKN HUCXOAALLEN rPaHULLe, €CIW 3HaYeHne
0TOBPaHHON NepemMeHHOM Ha NEPBOM KOHTPO/IbHOM MHTEpBase
60/blue MMB60 PaBHO BOCXOAALLEN FpaHULLE U/WaK meHblie Anbo
pPaBHO HUCXOAALLEW FPAHULLE;

- owner — UMA co3aaTensa aBapuHOro cobbiTua.

Y8anuTb ycnoBue Bblgaum aBapuiiHbIX COBbITUN.

rmon table-size {history
hist_entries | log log_en-
tries}

no rmon table-size {history
| log}

hist_entries:
(20..32767)/270;

log_entries:
(20..32767)/100

3apaTb MakcMmanbHblit pasmep RMON-Tabauy,
- history — makcMmanbHOe KONMYecTBo CTPOK B Tabsmue
ncropuu;
- log — MaKkcMManbHOe KONMYeCcTBO CTPOK B Tabauue 3anucen.
3HayeHMe BCTYNUT B CUJIY TONIbKO Moc/e nepesa-
H rpy3Ku yCcTpoicTBa.

YCTaHOBUTb 3HaYeHMe N0 YMOHYAHWIO.

KomaHOb1 pexcuma KoHgu2ypauuu uHmepgelica (duanasoHa uHmepgpelicos) Ethernet, uHmepdgelica

epyrinel nopmos

Bua 3anpoca KoMaHAHOW CTPOKK B pexkmme KoHpurypaummn nutepdeica Ethernet, nntepdeitca rpynnoi

nopToB:

console (config-if) #
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Tabnmua 208 — KomaHabl pexmma KoHpurypaumm uHtepoeiica Ethernet, rpynnbsl nHtepdeiicos

KomaHoa

3Ha4yeHue/3HayeHue
o ymon4YaHuro

Aelicmeue

rmon collection stats index
[owner name] [buckets
bucket_num] [interval inter-
val]

no rmon collection stats in-
dex

index: (1..65535);
name: (0..160)
CMMBO/IOB;
bucket-num:
(1..50)/50;
interval:
(1..3600)/1800 cek

Bk/1tounTh GopMMUpOBaHME UCTOPUM MO rPynnam CTaTUCTUKKN Ans
6a3bl gaHHbIX (MIB) yaaneHHOro MOHUTOpPUHra.

- index — nHpEKc Tpebyemoi rpynnbl CTaTUCTUKM;

- name — BnageneLw, rpynnbl CTaTUCTUKK;

- bucket_num — 3HauyeHue, accoummnpyemoe ¢ KoNMYeCTBOM
AYeeK A1 cbopa UCTOPUM MO rPynne CTaTUCTUKK;

- interval — nepwopg, onpoca gns $opmUpPOBaHUA UCTOPUN.

BbIKNOYUTL GOPMUPOBAHUE UCTOPUM NO FPYNMNAM CTaTUCTUKK ANA
6a3bl gaHHbIX (MIB) yaaneHHOro MOHUTOpPUHra.

KomaHOwbi pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console>

Tabanuya 209 — KomaHgb! pexkmuma EXEC

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

show rmon statistics {giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group}

show rmon collection stats
[gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel

group]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

MokasaTtb cTaTUCTUKY UHTepdelica Ethernet, anbo rpynnbl
NoOpTOB, NCNO/Ib3YEMYIO ANA YAANIEHHOTO MOHUTOPUHTA.

0T06pa3nTb MHPOPMALMIO MO 3anpaLlMBaeMbIM rpynnam
CTaTUCTUKM.

show rmon history index
{throughput | errors |
other} [period period]

index: (1..65535);
period: (1..2147483647)
ceK

MokasaTtb uctoputo Ethernet cratuctukn RMON.

- index — 3anpolueHHan rpynna cTaTUCTUKK;

- throughput — nokasbiBaeT cYeTYMKM NPOU3BOANTENBHOCTH
(nponyckHoM cnocobHoCTK);

- errors — MoKasblBaeT CYETYMKM OLLIMBOK;

- other — noKasbiBaeT cYETUNKM 0BPbIBOB M KONIU3UIA;

- period — NoKa3blBaeT MCTOPMIO 33 3aNPOLLEHHbIN Nepuog,
BPEMEHM.

show rmon alarm-table

MoKa3aTb CBOAHYIO TabanLLy aBapUHbIX COBbITUNA.

show rmon alarm index

index: (1..65535)

MoKa3aTb KOHOUTYPaLMIO HACTPOMKMN aBaPUMHbLIX COBbITUI.
- index — VHAEKC aBapUMHOro cobbITuA.

show rmon events

MoKa3aTb Tabanuy cobbITUit yaaneHHoro MoHMTopuHra RMON.

show rmon log [index]

index: (0..65535)

MoKa3aTb Tabanuy 3anucent yaaneHHoro MoHMTopuHra RMON.
- index — nHAeKc cobbITuA.

[Mpumepbl 8bINOAHEHUA KOMAHO

= [loKkasaTtb cTaTUCcTUKY 10 nHTepdelica Ethernet:

console# show rmon statistics tengigabitethernet 1/0/10

Port te0/10
Dropped: 8
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Octets: 878128 Packets: 978
Broadcast: 7 Multicast: 1
CRC Align Errors: 0 Collisions: 0
Undersize Pkts: 0 Oversize Pkts: 0
Fragments: 0 Jabbers: 0
64 Octets: 98 65 to 127 Octets: 0
128 to 255 Octets: 0 256 to 511 Octets: O
512 to 1023 Octets: 491 1024 to 1518 Octets: 389
Tabnnuya 210 — OnucaHue pesynbTaTos
Mapamemp OnucaHue
Dropped KonnyecTBo 3a4,eTEKTUPOBAHHBIX COBbITUI, KOrAa NaKeTbl 6biAN OTOPOLLEHDI.
Octets KonnuectBo 6aiT AaHHbIX (BKAOYas 6aiTbl NAOXMX NAKETOB), MPUHATLIX M3 CETU (MCKIto4yas
dpeimoBble 6UTbI, HO BKAOYAA BUTbI KOHTPOIbLHOM CYMMbl).
packets Ko/imuecTBo NpMHATLIX NAKeTOB (BK/OYan N10XMe, LUMPOKOBELLATEeIbHbIE U MHOTOA4PECHbIE Na-
KeTbl).
Broadcast KonmuectBo NPUHATBLIX LIMPOKOBELLATENbHbIX MAKETOB (TONbKO KOPPEKTHbIE MaKeTbl).
Multicast Ko/imyecTBo NpUMHATLIX MHOFOAAPECHbIX MAKETOB (TONbKO KOPPEKTHbIE MaKeTbl).

CRC Align Errors

KonnuyectBo NPUHATLIX NAKETOB ANUHOM OT 64 Ao 1518 6alT BKAKOUMTENBHO, UMEIOWMNX HEBEP-
HYIO KOHTPOJIbHYO CYMMY IMB0 C LieNbiM YMcaoM 6T (OLWMBKM NPOBEPKN KOHTPOJIbHOW CYMMblI
— FCS), nnbo ¢ Heuenbim uncaom 6aiiT (owmnbKKM BbipaBHMBaHUA — Alignment).

Collisions

OueHKa KonmyecTtsa KONINU3UI Ha AAHHOM Ethernet-cermeHTe.

Undersize Pkts

Konnyectso NpuHATLIX NaKeTOB ANMHON MeHblle 64 6aiT (Mckntoyan dpelimoBble 6UTbI, HO
BKJ/ItOYAA BUTbI KOHTPO/IBHOM CYMMbI), HO B OCTa/IbHOM NPaBU/IbHO CHOPMUPOBAHHBIX.

Oversize Pkts

KonnuyectBo NpUMHATBLIX NaKeToB AAnHOM 6onble 1518 6aiT (Mckaoyaa dppelimoBble 6UTbI, HO
BK/ItOYAA BUTbI KOHTPO/IBHOM CYMMbI), HO B OCTa/IbHOM NPaBU/IbHO CHOPMUPOBAHHBIX.

Konunyectso NpuHATLIX NaKeToB A/NMHON MeHblle 64 6aiT (Mckntoyan dpelrimoBble 6UTbI, HO
BKJ/ItO4AA BUTbI KOHTPOILHOW CYMMbI), UMEIOLLMX HEBEPHYHO KOHTPOJIbHYIO CYMMY ANBO C Liesbim

Fragments . . o
yncaom 6aiT (OWMBKM NPOBEPKM KOHTPOAbHOM cymmbl — FCS), nnbo ¢ Heuenbim Yynciom 6anT
(ownbKM BbipaBHMBaHMA — Alignment).
KonmuectBo NpUHATLIX MNAKeToB AanHOM 6onblie 1518 6aliT (McKatodan ¢pelimoBble 6UTbI, HO

Jabbers BK/10YAA BUTbI KOHTPOIbHOW CYMMDbI), UMEIOLLMX HEBEPHYIO KOHTPObHYIO CyMMYy 6O C LieNbiM
yncnom 6anT (OWMBKM NPOBEPKN KOHTPOAbHON cymmbl — FCS), 1Mb0 C HeuenbiMm Yyucaom 6ant
(ownbKM BbIpaBHMBaHMA — Alignment).

64 Octet KonmuecTBo NpUHATLIX MAKeTOB (BKAKOYAsA NAOXMe NakeTbl) ANnHON 64 6aliTa (Mckatovan dpeit-

MOBble 61Tbl, HO BKAKOYAsA BUTbI KOHTPOIBHOW CYMMblI).

65 to 127 Octets

Ko/nmuecTBo NPUHATbLIX NAaKeTOB (BKAtOYaA MAOXMe NakeTbl) AANHOM OT 65 A0 127 6aiT BKAOUK-
TeNbHO (MCKNtoYana dpeirimoBble BUTbLI, HO BKOYAA BUTbI KOHTPOIbHOM CYMMbl).

128 to 255 Octets

KonmuecTBo NpMHATLIX NAKETOB (BKAKOYAsA NNOXME NaKeTbl) ANMHOW OoT 128 no 255 6aiAT BKAKOUK-
TeNbHO (MCcKAoYaa dppelimoBble 6UTbI, HO BKAOYAA BUTbI KOHTPOJIbHOW CYMMbI).

256 to 511 Octets

KonmuecTBo NpMHATLIX NAKETOB (BKAKOYAA NAOXME NaKeTbl) ANMHOM OT 256 fo 511 6alAT BKAOUM-
TeNbHO (McKAoYaa dppelimoBble 6UTbI, HO BKAOYAA BUTbI KOHTPOJILHOW CYMMbI).

512 to 1023 Octets

KonmuecTBo NpUHATbLIX NAaKeTOB (BKAtOYAA Naoxue nakeTbl) ganHol ot 512 no 1023 6ainT BKAto-
yuTenbHo (MckNoUaa dpeimoBble BUTbI, HO BKAKOUYAA BUTbI KOHTPOILHOM CyMMbl).

1024 to 1518 Octets

Ko/nmuecTBo NpMHATLIX NAKeTOB (BKAKOYAA NA0OXME NaKeTbl) AnnHon ot 1024 ao 1518 6aiiT BKAtO-
YynuTenbHoO (McKAoYan GppenmoBblie 6UTbI, HO BKIOYAA BUTbI KOHTPONLHOM CyMMbl).

MoKa3aTb MHGOPMALMIO MO rPynnam CTaTUCTUKM 1A nopTa 8:

console# show rmon collection stats tengigabitethernet 1,/0/8

Index Interface Interval Requested Samples Granted Samples
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Tabnnua 211 — OnucaHue pesynbTaTos

MNapamemp OnucaHue
Index NHAeKc, YHUKanbHO NAEHTUOULMPYOLWNI 3annChb.
Interface Ethernet-uHTepdeiic, Ha KOTOpoOM 3anyLeH onpoc.
Interval MHTepBan B CeKyHAAxX Mexay onpocamm.
Requested Samples 3anpoLleHHoe KOIMYECTBO OTCYETOB, KOTOPOE MOKET BbITb COXPaHEHO.
Granted Samples PaspeleHHoe (ocTaBlLeeca) KOAMYECTBO OTCHETOB, KOTOPOE MOXKET ObITb COXPAaHEHO.
Owner Bnagenew gaHHOM 3anucu.

- lMoKasaTb CHETUMKMU ﬂpOﬂyCKHOﬁ cnocobHocTh Ana rpynnbl CTaTUCTUKU 1:

console# show rmon history 1 throughput

Sample set: 1 Owner: MES
Interface: giO/1 Interval: 1800
Requested samples: 50 Granted samples: 50

Maximum table size: 100
Time Octets Packets Broadcast Multicast
Nov 10 2009 18:38:00 204595549 278562 2893 675218.67%

oo

Tabnuua 212 — OnuncaHune pesybTaToB

Mapamemp OnucaHue

Time [arta v Bpemsa co3gaHuma 3anucu.

Octets KonnuectBo 6anT gaHHbIX (BKAOYAn 6aTbl NN0XMX NAKETOB) MPUHATbLIX U3 CeTU (MCKtoYan dpeit-
MOBble BUTbI, HO BK/tOYAA BUTbI KOHTPOIbHOM CYMMbl).

packets Ko/iMyecTBo NPUHATLIX NAKeTOB (BK/lOYan NAOXMe NakeTbl) B TeyeHue nepmnosa GopmmpoBaHus
3anucu.

Broadcast KonmyecTBo NpMHATLIX XOPOLUMX NAKETOB B TeyeHue nepnoga Gopm1MpoBaHUA 3anucy Hanpas-
JIEHHbIX Ha WMPOKOBeLaTebHble agpeca.

Multicast Ko/iMyecTBo NPMHATLIX XOPOLUMX NAaKeTOB B TedeHMe nepnoaa GopmMpoBaHUA 3anucy Hanpas-

NIeHHbIX Ha MHOroagpecHble agpeca.

OugeHKa cpefHel NPonyCcKHOM cnocobHOCTM GU3NYECKOro YpOBHA Ha AaHHOM UHTepdeiice B Te-
Utilization YeHue nepmoaa GopmmpoBaHuA 3anucu. NponyckHaa cnocobHOCTb OLEHNBAETCA BEIMYMHOMN A0
TbICAYHOM NPOLLEHTa.

KonnyectBo NpuHATLIX B TedeHWe nepuoga GopMUMpPOBaHMA 3anNncK NakeToB AAMHOM OT 64 Ao
1518 6aiT BKIOUMTE/ILHO, MMEIOLLMX HEBEPHYIO KOHTPOJIbHYIO CYMMY NME0 C LLe/IbIM YUCIOM

CRC Align N . N
& 6alT (OLWMBKM NPOBEPKM KOHTPOAbHOM cymmbl — FCS), b0 ¢ HeuenbiMm Ynuciom 6aiT (owmnbKm
BblpaBHMBaHUA — Alignment).
Collisions OueHKa KO/IMYecTBa KONIM3KIA Ha aHHoM Ethernet-cermeHTe B TeueHue nepunoga popmmuposa-

HUA 3anucu.

KonmuecTBo NpuHATLIX B TedeHue neproaa GopMMpoBaHMA 3aNMcK NakeToB ANNHOW MeHblue 64
Undersize Pkts 6alnT (McKkNtoYan dperimoBble BUTLI, HO BKAOYAA BUTbI KOHTPONLHON CYMMbI), HO B OCTa/IbHOM
npaBuIbHO CPOPMUPOBAHHBIX.

KonnuectBo NpuHATbIX B TeueHWe nepuoda GOpMUPOBaHMA 3anNncK NakeToB AJIMHON 6onblue
Oversize Pkts 1518 6aiT (Mckntovan dperimoBble BUTLI, HO BKAtOYAA BUTbI KOHTPOILHOM CYMMbI), HO B OCTa/lb-
HOM MpPaBuUAbHO CHOPMUPOBAHHBIX.
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Fragments

KonmuecTBo NpuHATBIX B TedeHne neproaa GopMUpPOBaHMA 3anncKu NakeToB A/MHON MeHblUe 64
6alT (McKNtoYas ppeirimoBble BUTLI, HO BKAKOYAA BUTbI KOHTPOJIbHOM CYMMbI), UMEIOLLMX HEBEp-
HYH0 KOHTPOJIbHYIO CyMMY 6O C Lie/ibiM YMCAOM 6alT (OWMOKMU NPOBEPKM KOHTPObHOW CYMMbI
— FCS), nnbo ¢ Heuenbim yncnom 6aiT (owmnbKKM BbipaBHMBaHUA — Alignment).

Jabbers

KonmuecTBo NpuHATLIX B TeueHWe nepuoda GopmMMpOBaHUA 3anNucK NaKkeToB AJIMHON 6onblue
1518 6aiT (Uckntoyaa dperimoBble BUTbI, HO BKAKOYAA BUTbI KOHTPOILHOW CYMMbI), MMEIOLLMX
HEBEPHYIO KOHTPOJIbHYIO CyMMy 6O C LesibiM Ynmciom 6aiT (OWwWMBKM NPOBEPKN KOHTPONLHOM
cymmbl — FCS), n1Mbo ¢ Heuenbim Ynciom 6anT (owmnbkm BbipaBHMBaHUA — Alignment).

Dropped

KonnyecTtso 3a4,eTeKTMPOBaHHbIX COBbITUI, KOrAa NaKeTbl Hblan oTOpOLLIEHbI B TeUeHMe Nnepuosa
dopmmnpoBaHNA 3anucu.

- nOKBBaTbCBOAHyK)Ta6ﬂMuyCMFHaﬂOBTpeBOFMZ

console# show rmon alarm-table

Index OID Owner

1 1.3.6.1.2.1.2.2.1.10.1 CLI

2 1.3.6.1.2.1.2.2.1.10.1 Manager

Tabnumua 213 — OnucaHune pesybTaToB
Mapamemp OnucaHue

Index MHAEKC, YHUKaNbHO NAEHTUOUUMPYIOLLNI 3anNKnCh.
(0]]D] OID KOHTPONUPYEMOI NepeMeHHON.
Owner Monb3oBaTtenb, CO343aBLUMIA 3aMUCh.

= [loka3aTb KOHPUIYpPaLMIO aBaPUNHbIX COBLITMI C MHAEKCOM 1:

console# show rmon alarm I

Alarm 1

OID: 1.3.6.1.2.1.2.2.1.10.1
Last sample Value: 878128
Interval: 30

Sample Type: delta
Startup Alarm: rising
Rising Threshold: 8700000
Falling Threshold: 78
Rising Event: 1

Falling Event: 1

Owner: CLI

Tabnnuya 214 — OnucaHue pesynbTaTos

Mapamemp

OnucaHue

(e]]») OID KOHTpO/IMpyeMoW nepeMeHHOoM.

Last Sample Value

3HaueHWe nepeMeHHON Ha NocieaHEM KOHTPOIbHOM MHTepBane. Ecan meTtog otbopa nepemeH-
Hbix absolute — To 370 abcontoTHOE 3HaYeHMe nepemeHHOM, ecnu delta — pasHuMua mexKay 3Ha-
YEeHUAMU NepeMeHHOM B KOHLLE M B Hayasie KOHTPO/IbHOro MHTepBana.

Interval

MHTepBaﬂ B CEKyHAaX, B Te4eHne KOTOpOoro AaHHble OT6MpaIOTCF| U CpaBHMBAKOTCA C BEpXHeﬁ n
HUXKHEW rpaHnuamu.
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Sample Type

MeTop oTbopa yKasaHHbIX NepeMeHHbIX U MoAcyeTa 3Ha4YeHUA ANA CPaBHEHNA ¢ rpaHnuammn. Me-
ToZ, absolute — abcontoTHOe 3HaueHMe BbIBPaHHOM NepeMeHHoW ByaeT cpaBHEHO C rpaHuULEeN
Ha KOHLe uccneayemoro nHTepsana. Metoz delta — 3HauyeHue BbIGpPaHHOWN NepemeHHOW npu
nocneaHem otbope ByaeT BbIYTEHO U3 TEKYLLErO 3HaYeHNa, 1 pasHuua byaeT cpaBHeHa € rpaHu-
LamMu (pasHuua mMexay 3HaYeHUAMU NepemMeHHOW B KOHLE M B Hayane KOHTPOJIbHOMO MHTep-
Bana).

Startup Alarm

WHCTPYKUMA ONA reHepauun cobbITUii Ha NepBOM KOHTPOIbHOM MHTepBane. Onpeaenser npa-
BWJIa reHepaLMm aBapuitHbIX COBbITUI ANA NePBOro KOHTPOJIbHOTO MHTEPBAIa NyTeM CPaBHEHNA
0TO6paHHOI NepemeHHoM ¢ ogHoN, MMbo obenmm rpaHULAMU.

rising — reHepupoBaTh eANHMYHOE aBapuitHOE CObbITUE NO BOCXOAALLEN rpaHULLe, eC/IM 3HAYe-
HWe oTobpaHHOW NepemeHHOl’ Ha NePBOM KOHTPOIbHOM MHTepBase 6onblue AMbo paBHO 3TOM
rpaHuue.

falling — reHepuvpoBaTb eANMHUYHOE aBaPUINHOE COBbITUE MO HUCXOAALLEN FPaHULLE, ECIN 3HAYe-
HWe 0TObpaHHOW NepeMeHHOW Ha NepPBOM KOHTPO/IbBHOM MHTepBasie MeHblUue 60 paBHO 3ToW
rpaHuue.

rising-falling — reHepvpoBaTb eanHUYHOE aBapuitHoe cCoBbITUE NO BOCXOAALLEN M/UAN HUCXO-
AALel rpaHunLe, ecnun 3HadyeHne oTobpaHHOM NepemeHHO Ha NePBOM KOHTPOIbHOM MHTepBane
60nbLe NMM60 PaBHO BOCXOAALLEN rpaHuLEe, U/MAK MeHbLLe TMBO PaBHO HUCXOAALLEN rpaHuLe.

Rising Threshold

3HaueHune BoCxogALWEeN rpaHuLbl. Koraa 3HayeHMe oTobpaHHOM NepemeHHON Ha npesblayLem
KOHTPOJIbHOM WHTepBasie 6blJ10 MeHblUe AAaHHOM rPaHMLbl, @ Ha TEKYLLEM KOHTPOJIbHOM UHTEp-
Basie 6osbwem MM60 paBHOM 3HaUYEHUIO FPaHKULbI, TOr4a eAMHUYHOE cobbiThe reHepupyeTca.

Falling Threshold

3HayeHue HUcxoasaller rpaHmubl. Korga 3HaveHWe oTo6paHHON NepemMeHHON Ha npegblaylem
KOHTPOJIbHOM UHTepBase 6bi10 6oblue AaHHOM rpaHULbI, @ Ha TEKYLWEM KOHTPO/IbHOM UHTEp-
Basle MeHblue IM60 paBHO 3HAYEHUIO rPaHULbl, TOr4a eANHUYHOE CobbITUE reHepupyeTca.

Rising Event MNHAeKc cobbITMA MCNOb3YIOLWErocs, KOraa BOCX0AALWAA rpaHMLLa NepeceyeHa.
Falling Event MNHAeKc cobbITMA MCNOb3YIoLWEroca, Koraa HACXo4ALWwan rpaHmLa nepeceyeHa.
Owner Monb3oBaTtenb, CO34aBLUMIA 3aMUCh.

= [lokasaTtb Tabsamuy cobbiTUi yaaneHHoro MoHuTopuHra RMON:

console# show rmon events

Index Description Type Community Owner Last time sent
1 Errors Log CLI Nov 10 2009 18:47:17
2 High Broadcast Log-Trap router Manager Nov 10 2009 18:48:48

Tabnnuya 215 — OnucaHue pesynbTaTos

Mapamemp OnucaHue
Index NHAEKC, YHUKAaNbHO AeHTUOUUMpYLoLWwmii cobbiTue.
Description KommeHTapuii, onucbiBatoLmii cobbitue.
Tun yBefOMIEHUS, FEHEPUPYEMOTO YCTPOMCTBOM MO 3TOMY COBbITUIO:
none — He reHepUPOBaTb YBEAOM/IEHUA,
Type log — reHepupoBaTb 3anucek B Tabaumue,
trap — otcbinatb SNMP trap,
log-trap — reHepupoBsaTb 3anuch B Tabanue n otcbiiate SNMP trap.
Community CTpoka coobuectsa SNMP ans nepecbiiku trap.
Owner Monb3osaTenb, CO34aBLUNI COBbITHE.

Last time sent

Bpems 1 gata reHepupoBaHua nocieaHero cobbitms. Ecam He 6b110 creHepMpoBaHO CObbLITUI, TO
3TO 3HayeHune byaeT PaBHO Hy/IO.

MoKasaTb Tabanuy 3anucen yganeHHoro mMoHmTopuHra RMON:

console# show rmon log
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Maximum table size: 100
Event Description Time

1 Errors Nov 10 2009 18:48:33

Tabnnuya 216 — OnucaHue pesynbTaTos

Mapamemp OnucaHue
Index NHAEeKC, YHUKaNbHO MAEHTUOULMPYIOLWMI 3annChb.
Description KommeHTapuii, onucbiBatoLwmii cobbitme.
Time Bpema co3gaHuna 3anucu.

5.21.6 Cnucku docmyna ACL dns ynpaeneHus ycmpolicmeom

MporpammHoe obecneyeHne KOMMYTAaTOPOB MO3BOAET pPa3pewnTb MO0 OrpaHUyYMTb AOCTyn K
YNpPaB/IEHUIO YCTPOMCTBOM Yepes onpeaeneHHbie nopTol v rpynnbl VLAN. a5 3TOM Uenun co34atoTca CMCKK
poctyna (Access Control List, ACL) ana ynpasneHus.

’ ' ACL per VLAN paboTtaeT T0/1bKO B pexxume «acl-sging»
Lt

KomaHObI pexcuma 2a06an6HolU KOHuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexknma rnobanbHoM KOHPUrypaumm:

console (config) #

Tabnuua 217 — KomaHapl pexknuma rnobanbHom KoHbUrypauum

KomaHoa 3HayeHue/3HayeHue Aelicmeue
o yMon4YaHuio
management access-list Co3AaTb CNUCOK AOCTyNa ANA ynpaBaeHuA. Bxoa B pexum
name KOHdUrypaLmm cnucka AocTyna ANns ynpasaeHus.
- name: (1..32) cumBona
no management access-list YpanuTb CNMCoK AocTyna gna ynpasaeHus.
hame
management access-class OrpaHu4mMTbL yNpasaeHue YCTPOWCTBOM MO onpeseneHHOMY
{console-only | name} cnucky goctyna (access list). AKTUBMpPYET YKa3aHHbIN CIUCOK
AocTtyna.
name: (1..32) cumsona - console-only — ynpaBneHue ycTpoicTBOM AOCTYMHO TONbKO C
KOHCONU.
no management ac- OTMEHWTb OrpaHUYEHNE Ha yNpaB/ieHMe YCTPOMCTBOM No
cess-class onpeaeneHHOMy CNUCKY AocTyna (access list).

KomaHObI pexcuma KoHgu2ypayuu cnucka docmyna 0718 ynpassaeHus

Bug, 3anpoca KOMaHAHOM CTPOKM B pPeXXMMe KOHPUIrypaLmm cnucka 4oCTyna ana ynpasaeHus:

console (config) # management access-list eltex manag
console (config-macl)#
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Tabnuua 218 — KomaHabl perkMma KoHOUrypaumm cnmcka 4octyna Ans ynpasaeHunn

KomaHda

3Ha4yeHue/3HayeHue
Mo ymon4aHuro

Aelicmesue

permit [gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | oob | vlan vian_id]
[service service ] [ace-
priority index]

permit ip-source
{ipv4_address |
ibv6_address/prefix_length}
[mask {mask |
prefix_length}]
[gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | oob | vlan vian_id]
[service service] [ace-
priority index]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094)
service: (telnet, snmp,
http, https, ssh);
index: (1..65535)

3apaTh paspeluatolLee ycnosue Aaa ynpasasatoLLero cnmcka
goctyna.

- service — TMn gocTyna.

- index — npuopuTeT Npasuna.

deny [gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | oob | vlan vian_id]
[service service] [ace-
priority index]

deny ip-source
{ipv4_address |
ipv6_address/prefix_length}
[mask {mask |
prefix_length}]
[gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | oob | vlan vian_id]
[service service] [ace-
priority index]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094);
service: (telnet, snmp,
http, https, ssh);
index: (1..65535)

3afaTb 3anpeLyatoLiee yci0BmMe 414 YNpaBAsoLWero crnmncka
goctyna.

- service — Tvn goctyna,

- index — npuopuTeT Npasuna.

remove ace-priority index

index: (1..65535)

YaanuTb ycnosme us CnmMcka AocTtyna.

KomaHOowb1 pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKKM pexxnma Privileged EXEC:

console#

Tabnnua 219 — KomaHgb! pexxkuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
no ymon4aHuio

Aelicmeue

show management access-
list [name]

name: (1..32) cumBona

MokasaTb cnucku gocTyna (access list) ana ynpasneHus.

show management ac-
cess-class

Moka3aTb MHPOPMaLMIO 06 aKTUBHbIX CINCKaX 40CTyNa
(access list) ans ynpasneHus.
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5.21.7 Hacmpoiika docmyna

5.21.7.1 Telnet, SSH, HTTP u FTP

JaHHble

KOMaHApbl

npeaHasHa4yeHbl Ana

HaCTPOMKM

cepBepoB [AocCTyna AjAa  ynpas/ieHus

KommyTaTtopom. Moagaeprkka cepsepos TELNET n SSH KommyTatopom no3sonseT yaaneHHO NO4KAYaATbCA K
HemMy A4/19 MOHUTOPUHIa U KOHGUIypauum.

KomaHOb! pexcuma 2106aabHOU KOHU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexRmnma rnobanbHoM KOHPUrypaLmm:

console (config) #

Tabnnua 220 — KomaHabl pexuma rnobanbHoi KoHduUrypaumm

KomaHda

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

ip telnet server

no ip telnet server

no ymonyaHuto Telnet-
cepBep BKOYEH

Pa3spewnTtb yaaneHHoe KoHGUrypMpoBaHMe yCTPOCTBa Yepes
Telnet.

3anpetuTb yaaneHHoe KoHUIrypnpoBaHue yCTPonCTBa Yepes
Telnet.

ip ssh server

no ip ssh server

no ymonyanumwo SSH-
cepBep OTKIOYEH

Pa3pewnTtb yaaneHHoe KoHUrypMpoBaHMe yCTPOMUCTBA Yepes
SSH.
7 Do Tex nop, noka KAo4 ANA WndposaHUA He creHe-
V puposaH, SSH-cepsep 6yaeT HaxoAUTLCA B pe3epse.
Mocne reHepauuu Katouya (Mcnonblyemblie KOMaHAbI
crypto key generate rsa u crypto key generate dsa)
cepBep nepeiaeT B pabouyee cocToaHue.

3anpeTuTb yaaneHHoe KOHGUIyprpoBaHue yCTPoNCTBa yepes
SSH.

ip scp server

no ip scp server

no ymonyanuto SCP-
cepBep OTK/OYEH

Paspewntb KonuposaHue ¢alinos u3 GpanaoBoro XxpaHuaunLLa
KOMMYTaToOpa 1 Ha Hero yepes SCP.
7l SSH-cepsep gonkeH 6biTb BKIOUEH.

BbikntounTb SCP-cepsep.

ip ssh port port_number

no ip ssh port

port_number:
(1..65535)/22

TCP-nopT, ncnosnbsyembiii SSH-cepsepom.

YCTaHOBUTb 3HAYE€HME MO YMOYAHUIO.

ip ssh-client source-inter-
face {gigabitethernet
gi_port | tengigabitether-
net te_port | fortygiga-
bitethernet fo_port | port-
channel group | loopback
loopback_id | vlan vian_id}

no ip ssh-client source-in-
terface

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
loopback_id: (1..64)
group: (1..48);
vlan_id: (1..4094)

3apaTb MHTepdeiic gna SSH-ceccuin.

Ypanutb uHTepoeiic.

ipv6 ssh-client source-inter-
face {gigabitethernet
gi_port | tengigabitether-
net te_port | fortygiga-
bitethernet fo_port | port-
channel group | loopback
loopback_id | vlan vian_id}

no ipvé6 ssh-client
source-interface

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
loopback_id: (1..64)
group: (1..48);
vlan_id: (1..4094)

3apaTb UHTepdeiic ana IPv6 SSH-ceccui.

Ypanutb uHTepoeiic.
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ip ssh pubkey-auth

no ip ssh pubkey-auth

no YMONYaHuIo
1cnonb3osaHue
ny6AMYHOro Kntoya
3anpeLueHo

Pa3pelnTb UCnosib3oBaHne Ny6ANUYHOTO Kto4a 415 BXOAALLMX
SSH-ceccuii.

3anpeTnTb NCNONb30BaHME NYHAMYHOTO KNtoYa 1A BXOAALLMX
SSH-ceccuit.

ip ssh cipher algorithms

no ip ssh cipher

algorithms: (3des, aes128,

aes192, aes256, arcfour,
none)/paspeLueHbl Bce

anropuTMbl, KPpOMe none

3a4aTb CNMCOK pa3peLleHHbIX aNropuTMOB WKdpPOoBaHMA Ann
cepsepa.

BoccTaHOBUTb CMUCOK paspelleHHbIX aAropuTMoB obmeHa
KAKYaMy NO YMO/THaHUIO.

ip ssh kex methods

no ip ssh kex

methods:
(dh-group-exchange-shal,
dh-group1-shal)/
paspeLueHbl Bce MeToApbl

3apaTb CNUCOK pa3peLleHHbIX MeTog0B 0bMeHa Katouamm ans
cepsepa.

BOCCTaHOBUTL CMUCOK Pa3peLleHHbIX aaropuTmos ob6meHa
K/II04AMM MO YMOJIYAHMUIO.

ip ssh password-auth

no ip ssh password-auth

No YMONYAaHUIO BK/IIOYEHO

BK/IIOUUTL pexXnm ayTeHTUdUKaLMM No Napoio.

OTKNOUUTD PEKMM ayTEHTUOMKALLMM MO NAPOIO.

crypto key pubkey-chain
ssh

MO YMONYAHUIO K/TOY He
co3paH

BoiTu B pexkum KoHdUrypaummn nyb6aMyHOro Knwua.

crypto key generate dsa

leHepupoBaTb Napy Katoden DSA — yacTHbI U Ny6AUYHBIN gns
SSH-cepswuca.
7l  Ecnm xoTa 6bl 0AWH M3 Napbl KAlOUei yXKe CO34aH, TO
V cucTeMa NpeanoXKUT NnepesanuncaTtb KAaiou.

crypto key generate rsa

leHepupoBaTb Napy Katoyen RSA — YyacTHbIN U Ny6ANYHDBINA Ans
SSH-cepswuca.
V Ecnu xoTa 6b1 04MH U3 Napbl KNO4Yei yKe co34aH, TO
cucTema NPeANoKUT nepe3anmcaTb KA.

crypto key import dsa

encrypted crypto key im-
port dsa

MmnopTupoBsaTb Napy kawoyer DSA.
- encrypted — B 3awmndpoBaHHOM BUAE.

crypto key import rsa

encrypted crypto key im-
port rsa

MmnopTupoBaTtb Napy Kawoden RSA.
- encrypted — B 3awmndpoBaHHOM BUAE.

crypto certificate {1 | 2}
generate

leHepupoBaTb SSL-cepTuduKar.

ip http server

no ip http server

no ymonyaHuto HTTP-
cepBep BKAOYEH

Pa3spelwuTb yaaneHHoe KoHGUrypupoBaHue yCTponcTea Yepes
web.

3anpeTuTb yaaneHHoe KOHGUIyprMpoBaHMe yCTPOCTBa Yepes
web.

ip http port port

no ip http port

1..65535/80

3apatb nopt HTTP-cepBepa.

BoccTtaHOBUTL 3HaYeHWe nNo YMONYaHUIO.

ip http secure-server

no ip http secure-server

no ymon4yanuio HTTPS-
cepBep BbIK/IOYEH

Bkntountb HTTPS-cepsep.

BbikntounTte HTTPS-cepsep.

ip http timeout-policy sec-
onds [http-only | https-
only]

no ip http timeout-policy

seconds: (0..86400)/600

3apaTb TamayT HTTP-ceccum.

BocctaHOBUTL 3HaYeHWe nNo YMON4YaHUIO.

ip https certificate {1 | 2}

no ip https certificate

—/1

OnpenenuTb akTMBHbIW HTTPS-cepTnduKar.

BoccTtaHOBUTL 3HaYeHWe nNo YMON4YaHUIO.

crypto certificate {1 | 2}
generate

crypto certificate {1 | 2} im-
port

no crypto certificate {1 | 2}

leHepupoBaTb SSL-cepTuduKar.

MmnopTupoBath SSL-cepTUdUKaT, Ha3HAYEHHbIN LLeHTPOM
cepTudUKaumm.

BocctaHoBUTb SSL-cepTudUMKaT NO yMOAYaHMIO ANA YKA3aHHOTO
ceptTuduKara.

Knioum, creHepupoBaHHble KOmaHaamu crypto key generate rsa u crypto key generate dsa,
COXPAHAIOTCA B 3aKPbITOM A8 Nob3oBatena ¢aine KoHpurypauum.
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KomaHObI pexcuma KoHgu2ypayuu nybau4Ho20 Ka4d

BuA 3anpoca KOMaHAHOM CTPOKM B peXxnume KOHPUrypaumnm nybaM4Horo Katoua:

console# configure
console (config) # crypto key pubkey-chain ssh
console (config-pubkey-chain) #

Tabnnua 221 — KomaHabl pexkuma KoHPUrypaumm nybaMyHoro Katoda

Komanda 3HavyeHue/3HavyeHue Leiicmeue

o ymoa4aHuio
user-key username {rsa | BOWTM B pexMM CO3AaHMA UHAMBUAYANBHOTO NY6ANYHOTO
dsa} K/loYa.

username: (1..48) - rsa — co3gatb RSA-kntoy;

CMMBOJ/I0B - dsa — co3pgatb DSA-kntou.
no user-key username Yaanutb ny6ANYHBIV KAOY ANA onpeseneHHoro
nonb3oBaTens.

BuAa 3anpoca KOMaHAHOM CTPOKM B peXXnume CO34aHUSA MHAMBUAYANbHOTO Ny6ANYHOrO KAtova:

console# configure

console (config) # crypto key pubkey-chain ssh
console (config-pubkey-chain) # user-key eltex rsa
console (config-pubkey-key) #

Tabnunua 222 — KomaHapl pexkuma co3gaHna MHANBUAYaAbHOro NybAnMYHOro Kaua

Komanda 3HayeHue/3HayeHue Leiicmeue
no ymon4yaHuro
key-string _ Co3paTb Ny6/IMYHbIN KNtOY ANA OnpeaeneHHoro
nosb3osaTens.
key-string row key_string Co3aaTb NyBAUYHBIN KAOY ANA onpeaeneHHoro

nonb3oBaTesA. BBOA KNtOUa OCYLLECTBAAETCA MOCTPOUHO.

- key_string — 4acTb KAtoua.
[ina Toro utobbl CMCTEMA NMOHANA, YTO K/tOY BBE-
AeH MONHOCTbIO, HE06X0AUMO BBECTU KOMaHAY
key-string row 6e3 cumBonoB.

KomaHOobi pexcuma EXEC

KomaHabl faHHOTO pa3aena AOCTYMNHbI TO/IbKO A8 NPUBUAETMPOBAHHbIX NOb30BaTENEN.
Bua 3anpoca KomaHAHOW CTPOKM perkmma EXEC:
console#

Tabnnua 223 — KomaHgb! pexkuma EXEC

3HayeHue/3HayeHue

Aelicmeue
o ymon4aHuo

KomaHda

show ip ssh . MokasaTtb KoHPUrypaumto SSH-cepBepa, a TakKe aKTUBHbIE
Bxoaauwme SSH-ceccum.
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show crypto key pub- username: (1..48) MoKka3aTb NybAnYHble SSH-KNtoUM, COXpaHeHHble Ha

key-chain ssh [username CMMBOIOB. KOMMyTaTope.

username] [fingerprint Mo ymonyaHuio - username — VUMA YAANEHHOTO K/MEHTa;

{bubble-babble | hex}] OTMNeYaToK Kawoua B - bubble-babble — otneyaTok Kntoua B Koge Bubble Babble;
LecTHaAUaTeEPUYHOM - hex — oTneyaToK K/o4a B LWeCTHaAUaTEPUIHOM Koae.

dopmare.

show crypto key mypubkey MokasaTb ny6nyHble KNtoun SSH-kommyTaTopa.

[rsa | dsa] o

show crypto certificate [1 | _ OTo6pasuTb SSL-ceptndumkaTol ana HTTPS-cepsepa.

2]

[pumepbl 8bINOAHEHUS KOMAHO

BKntounTb cepeep SSH Ha KommyTaTope. PaspelwnTb cnonb3oBaHue Nnyb6anyHbIx Katouen. Cosgatb RSA-

KJItoY AnA nosb3osartensa eltex:

console# configure

console (config) # ip ssh server

console (config)# ip ssh pubkey-auth

console (config)# crypto key pubkey-chain ssh
console (config-pubkey-chain) # user-key eltex rsa
console (config-pubkey-key) # key-string

AAAAB3NzaClyc2EAAAADAQABAAABAQCVTINRWPWIAl4kpgIw9GBRoNZQZx JHKCcKL6rM1Q+ZNXEZS
kvHG+QusIZ/76ILmFT34v7u7ChFAE+VU4GREpSwoQUvVV35LqdJk67I0U/zfwO11gkTwml 75QR9gH
ujS6KwGN2QWXgh3ub8gDjTSgqmuSn/WA051iDX2TExQWu081icglk02LYciz+Z4TrEU/ 9FIxwP1VQO
JCc+KBXuR0JuNg5nFYsY0ZCkON/W9a/tnkmlshRE7D1i71+w3fNiOA6wI044t6+AINEICBCCAAYCF6

zMzaTlwefWwX6f+Rmt5nhhgdAtN/40Jfcel66DgVX1gWmNzNR4DYDvSzg01DnwCAC8Qh
Fingerprint: a4:16:46:23:5a:8d:1d:b5:37:59:eb:44:13:09:33:e9

5.21.7.2 KomaHObI KOHpuUypayuu mepmuHana

KomaHabl KOHOUIypauumn TepMmnHana Cay»KaT A1a HacTPOMKM NapamMeTpoB JIOKaNbHOW M yaaneHHoM

KOHCO/U.

KomaHObI pexcuma 2a0baab6Hol KOHGuU2ypayuu

BunAa 3anpoca KoOMaHAHOWM CTPOKM pexxnma rnobanbHom KOHOUrypaumm:

console (config) #

Tabnnua 224 — KomaHgb! pexuma rnobanbHoi KoHdurypaumm

3HaveHue/3Ha4yeHuUe .
KomaHoa / HAelicmeue
no ymon4aHuwo

line {console | telnet | ssh} BOWTU B peXnMm COOTBETCTBYIOLLErO TePMMUHANA (NOKaNbHas
— KOHCO/b, YAaneHHasa KoHconb — Telnet nau yaaneHHas
3alMLLeHHan KoHconb — SSH).

KomaHObI pexcuma KoHgu2ypayuu mepmuHana

Bug, 3anpoca KOMaHAHOW CTPOKU B pPeXXMMe KOHPUrypaumm TepMmnHana:

console# configure
console (config)# line {console | telnet | ssh}
console (config-line) #
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Tabnuua 225 — KomaHabl pexmma KoHpurypaumm tTepmumHana

3HayeHue/3HayeHue .
KomaHoa Aelicmeue
no ymoa4YaHuro
speed bps b 2400, 9600 YCTaHOBWUTb CKOPOCTb A0CTYNA MO JIOKa/IbHOM KOHCON
s:
ps: ( ! ! (KomaHAa JOCTYNHA TONbKO B peXXume KoH$Urypawmm
19200, 38400, 57600, M
JIOKaNbHOM KOHCO/N).
115200)/115200 60p,
no speed YCTaHOBWUTb 3HaYEHUE NO YMOIYAHUIO.
autobaud BKNHOYMTL aBTOMATMYECKOE ONpeaeneHne CKOpoCcTH AocTyna
Mo NOKa/IbHOW KOHCONM (KOMaHAa A0CTYMNHa TO/IbKO B perKmume
—/BKNOYEHO KOHdUrypaLmm OKanbHOW KOHCOAN).
no autobaud BbIK/IIOYMTb aBTOMATUYECKOE ONpeae/ieHne CKOPoCTU JoCTyna
MO NOKa/IbHOW KOHCOMN
exec-timeout minutes . 3afaTb MHTEpBas, B Te4EHWE KOTOPOro cMcTeMa OXKuaaet
minutes: (0..65535)/10
[seconds] BBOAaA NoJsib3oBaTens. Ecam B TeueHne gaHHOro MHTEpBana
MWH;
Nno/ib30BaTe/lb HUYErO He BBOAMT, TO KOHCOJIb OTK/IOYAETCS.
- seconds: (0..59)/0 cek
no exec-timeout YCTaHOBUTb 3Ha4YeHUE N0 YMONYAHUIO.

KomaHObl pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnua 226 — KomaHgb! pexkmuma EXEC

3HayeHue/3HayeHue
no yMmon4aHuo

show line [console | telnet MoKasaTb NapameTpbl TEpMUHANA.
| ssh]

KomaHoa Aeiicmeue

5.21.7.3 Y0aneHHsili 3anyck komaHO nocpedcmsom SSH

PyHKUMA NO3BONAET YAA/IEHHO OCYLLECTBUTD BbINOJIHEHME KOMaH/Z Ha KOMMyTaTope Yepes ceccuto SSH.
[na paboTbl AaHHON GYHKUMKM HEObX0AMMO, YTOObI Ha KOMMyTaTope Bbln BKAtoveH SSH-cepsep (KomaHaa ip
ssh server B rnobasbHOM pexkume KOHOUIYPUPOBAHUSA).

Huke nokasaH npumep UCno/ib30BaHUA GYHKUMM yaaNeHHOro 3amnycka KomaHg Yyepes SSH.

BbinonHntb KOMaHay show clock ana KommyTtatopa c IP-agpecom 192.168.1.239:

username@username-system:~$ ssh -1 admin 192.168.1.239 "show clock"
admin@192.168.1.239's password:

*10:12:59 UTC Jun 10 2019

No time source

Time from Browser is disabled

KomaHgpbl, Tpebylowme noarsep>kgeHuns (Hanpumep: write, reload u gp.), *kayT BBoga noareep-
}OEHWi M ToNbKO NoTom coeguHeHune SSH paspbiBaeTca.

5.22 XypHan aBapui, npotokon SYSLOG

CuctemHsble KYpPHaZbl NO3BONAOT BECTU UCTOPUIO CO6bITI/Il‘/JI, npousowealunx Ha YCTpOﬁCTBe, a TaKXe
KOHTPO/IMPOBATb npounsoweguine cobbITMA B peanbHOM BpEMEHMN. B KYPHan 3aHOCATCA cobbITMA CEMW TUMNOB:
l-IFJGSBbI‘-IaI‘/'IHbIe, CUrHanbl TpEBOIrU, KPUTUYECKME U HE KpUTUYECKUE OLIJI/I6KM, npegynpexageHusa,
yBegomneHus, VIHd)OpMaLI,I/IOHHbIe M oTnagoyHble.
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KomaHObI pexcuma 2a06asab6Hol KoHguU2ypayuu

BuAa 3anpoca KoMaHAHOWM CTPOKM B pexume rnobanbHon KoHdUrypaumm:

console (config) #

Tabnunua 227 — KomaHab! pexuma rnobanbHomn KoHduUrypaumm

KomaHda

3HayeHue/3HayeHue no
YMOMYAHUIO

Aelicmeue

logging on

no logging on

—/pervcTpaums BrAOYEHA

BK/IIOUUTB perncTpaLmio oT1afouHbIX COOBLLEHUI K
coobuieHunit 06 owmnbKax.

BbIK/IOYNTb PErUCTPALMIO OTIaA0UHbIX COOBLLEHUI U
coobuieHunit 06 owmnbKax.
71 Mpw BbIKNIOYEHHOI perncTpaumm oTaagouHble co-
V o6weHuna u coobweHns o6 ownbKkax 6yayT nepe-
AaBaTbCA HAa KOHCOb.

logging host {ip_address |
host} [port port] [severity
level] [facility facility]
[description text]

no logging host
{ip_address | host}

host: (1..158) cumBoNOB;
port: (1..65535)/514;

level: (cm. Tabnnuy 229);

facility: (local0..7)/local7;
text: (1..64) cumBonos

BKAtOUNTL Nepeaayy aBapuiiHbIX U OTAAL04HbIX COOBLLEHNI
Ha yaaneHHbl SYSLOG cepsep.

- ip_address— IPv4 nnun IPv6-appec SYSLOG-cepBepa;

- host — ceteBoe ums SYSLOG-cepsepa;

- port — Homep NopTa A1a nepeaayn coobuieHuni no
npotokony SYSLOG;

- level — ypoBeHb BaXXHOCTU COOBLLEHMI, NepeaaBaemMbIX HA
SYSLOG-cepsep;

- facility — ycnyra, nepefaBaemas B COOOLLEHUSAX;

- text — onucaHne SYSLOG-cepsepa.

Ypanutb BblOpaHHbI cepBEp M3 CMMCKA UCNO/Ib3YEMbIX
SYSLOG-cepBepos.

logging console [level]

no logging console

level: (cm. Tabanuy
229)/informational

BKntouMTb Nepenayvy aBapuiiHbIX UM OTAAL0UHbIX
Cco06LLEHMI BbIBPAHHOTO YPOBHS BAaXKHOCTM HA KOHCO/b.

BbIKNOUNTL Nepesady aBapuidHbIX UAM OTNAL0UHbIX
COObLLEHMI Ha KOHCO/Tb.

logging buffered [sever-
ity_levell]

no logging buffered

severity_level: (cm.
Tabamuy
229)/informational

BKOUMTL Nepesady aBapuiiHbIX UAKU OTNAL0YUHBIX
co0b6LEeHNI BbIBPAHHOTO YPOBHSA BaXKHOCTM BO BHYTPEHHMIA

bydep.

BbIKNOUMTL Nepesayvy aBapuiiHbIX UK OTNAL0UHbIX
co0bLEeHNM BO BHYTpeHHUI Bydep.

logging buffered size size

no logging buffered size

size: (20..1000)/200

M3MEHUTb KONMYECTBO COOBLLEHWNI, 3aNOMUHAEMbIX BO
BHyTpeHHem bydepe. HoBoe 3HauYeHUe pasmepa bydepa
NPUMEHUTCA NOC/e NepesarpysKku yCTpoicTea.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

logging file [level]

level: (cm. Tabnunuy 229)

Bkatountb nepegavy aBapMmelX UNN OTNaA04HbIX

Cco06LLEeHMI BbIBPAaHHOTO YPOBHA BaXKHOCTU B dalin KypHana.

no logging file /errors BbIKNOUNTL NEepeaady aBapuiiHbIX MU OTNAL0UHBIX
coobuieHuni B dalin xypHana.
aaa logging login 3aHOCUTb B KYpPHabl COBbITUA ayTEHTUDUKALMM,
aBTOpU3aLMK U yyeTa (AAA).
- - —/BKNOYEHO
no aaa logging login He 3aHOCUTb B }KypHasbl cOObITUA ayTeHTUdMKaLMM,
aBTOpU3aLMK U yyeTa (AAA).
. . BKAOUUTB 3aNUCh B }KYpHaN cobbiTnit nHbopmaumm ob
logging events link-status Xp . bopmay,
NU3MEHEHUW COCTOAHUIN HTepdeiicos.
- - —/BK/IIOYEHO —
no logging events link- BbIKNHOUYNTbL 3aMUCb B KYPHAN OCHOBHbIX COObLITUI
status MHbOPMauumM 06 U3MEHEHUMN COCTOAHNIN MHTepPENCoB.
logging events BKOYUTL PErucTpaLmio MsMeHeHus ctaTyca uHTepdeiicos B
spanning-tree —/BKAOYEHO STP.

port-state-change
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no logging events
spanning-tree
port-state-change

OTK/OUYNUTb PErUCTPALLUI0 U3MEHEHUSA cTaTyca nHTepdelicos B
STP.

logging events
spanning-tree
topology-change

no logging events
spanning-tree
topology-change

— /BbIKOYEHO

BKAOUMTL perncTpaumio usmeHeHui Tononorum B STP.

OTKNIOYUTD PErUCTPALLUIO M3MEHEHUI Tonosormn B STP.

logging events
spanning-tree root-
bridge-change

no logging events
spanning-tree root-
bridge-change

— /BbIKOYEHO

BKkntoumTb perncrpaunio cmeHbl root bridge.

BbIKNOUNTL perncTpaumio cmeHsbl root bridge.

logging cli-commands

no logging cli-commands

—/OTKAIO4YEHO

BkatounTb normposaHue BeegeHHbIx B CLI komaHa.

OTKNOUMTb NorMposBaHme BeeaeHHbIX B CLI KomaHa,

file-system logging
{copy | delete-rename}

no file-system logging
{copy | delete-rename}

Mo ymon4yaHuo
perucTpauma BKYeHa

BKAOUMTL perncrpaumio cobbiTnin GpaiinosBolt cuctemsl.

- COpy — perucTpaumsa coobLieHui, CBA3aHHbIX C onepaLmamm
KonupoBaHua ¢paiinos;

- delete-rename — pervcTpayma coobLeHNn, CBA3AHHDIX C
yoaneHnem gpaiinos u nepeMmeHoBaHMEM Onepauuii.

BbIKNOUNTL perncTpaymio cobbiTnin GanioBon CUCTEMBI.

management logging
deny

no management logging
deny

Mo ymon4yaHuo
perucTpauma BKoYeHa

BKAOUUTL perncTpaumio cobbiThii 0 3anpeTe gocTyna K
yNpaBAeHUI0 KOMMYTaTOPOM.

BbIK/OUMTL perncTpaLmio cobbiTvil 0 3anpeTe 4OCTyna K
yNpaBAeHUI0 KOMMYTaTOPOM.

logging aggregation on

no logging aggregation on

—/OTKNOUYEHO

BKNHOUMTL KOHTPO/Ib arperaunm syslog-coobLieHmi.

OTKAOYMTb arperaumio syslog-coobLieHmni.

logging aggregation
aging-time sec

no logging aggregation
aging-time

sec: (15..3600)/300 cekyHz,

YCTaHOBWUTL BPeMA XPaHEeHWA CrpynnmMpoBaHHbIX syslog-
Cco0bLEHMIA.

YCTaHOBUTb 3HaYeHue No YMONYaHULO.

logging service cpu-rate-
limits traffic

no logging service
cpu-rate-limits traffic

traffic: (http, telnet, ssh,
snmp, ip, link-local, arp-
switch-mode, arp-
inspection, stp-bpdu,
other-bpdu, dhcp-
snooping, dhcpv6-
snooping, igmp-snooping,
mld-snooping, sflow, log-
deny-aces, vrrp)/—

BKOUNTbL KOHTPO/Ib OFPaHNYEHNA CKOPOCTM BXOAALLMX
KaZposB 4/17 onpeaesieHHoro Tuna Tpaduka.

OTKAOUUTL NOTMpPOBaHMe.

logging origin-id {string |
hostname | ip | ipv6}

no logging origin-id

—/Het

3afaTb NapameTp, KOTOPbIN ByAeT UCNoNb30BaTLCA B
KayecTBe uaeHTMdMKaTOpa XocTa B syslog-coobLieHuax.

Mcnonb3oBaTtb 3HAYeHKWe Nno YMONYaHULO.

logging source-interface
{gigabitethernet gi_port |
tengigabitethernet
te_port |
fortygigabitethernet
fo_port | port-channel
group | loopback
loopback_id | vlan
vian_id}

no logging source-
interface

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
loopback_id: (1..64)
group: (1..48);
vlan_id: (1..4094)

Mcnonbsosatb IP-agpec ykazaHHoro uHTepdeiica B kKavecTse
UCTOYHMKa B IP-nakeTax npoTtokosa SYSLOG.

Mcnonb3osaTb IP-agpec ucxoasuiero nHtepdeiica.
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logging source-interface-
ipv6 {gigabitethernet
gi_port |
tengigabitethernet
te_port |
fortygigabitethernet
fo_port | port-channel
group | loopback
loopback_id | vlan
vlan_id}

no logging source-
interface-ipvé

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
loopback_id: (1..64)
group: (1..48);
vlan_id: (1..4094)

Mcnonb3oBaTb IPVv6-agpec ykazaHHOro uHTepdelica B
KauecTBe UCTOYHMKA B IP-nakeTax npoTokona SYSLOG.

Mcnonb3oBaTh IPv6-agpec ncxoasauero nHTepoeica.

system dry-contacts
enable [initial-state state]
cause alarm

no system dry-contacts
enable

state: (nc-com/no-com)
/BbIKNIOYEHO

BKIOUNTb PaboTy NepekNtOYEHNA CYXMX KOHTAKTOB Npu
BO3HMKHOBEHWM aBapuIMHOro cobbITUA.
- state — NONOXKEHWE KOHTAKTOB, KOTOpble GUKCUPYIOT
aBapuio.
TonbKo gna ycrpoiicte MES3508, MES3508P m
MES3510P.

BkntounTb paboTy NnepeKkntoYeHUA CYXMX KOHTAKTOB Mpu
BO3HMKHOBEHWMW aBapuItHOro cobbITUA.

alarms event erps ring-
protection

no alarms events erps
ring-protection

— /BbIK/IIOYEHO

BKNIOUMTL NEpeKNtOUYEHUE CYXMX KOHTAKTOB MO COObITUIO
pa3pbiBa Konbua ERPS.
TonbKo gna ycrpoiicte MES3508, MES3508P m
MES3510P.

BbIK/MIOUNTD NEPEKNIOYEHNE CYXMX KOHTAKTOB MO COOLITUIO
paspbiBa Konbua ERPS.

alarms events poe usage-
threshold-exceeded

no alarms events poe
usage-threshold-
exceeded

— /BbIKOYEHO

BKNIOUMTL NEPEKNIOUYEHUE CYXMX KOHTAKTOB MO COObITUIO

HencnpaBHOCTN POE-KOHTpONEepa nnun ero neperpysku.
TonbKo gna ycrpoiicte MES3508, MES3508P m
MES3510P.

BbIK/NOUNTL NEPEKNIOYEHNE CYXMX KOHTAKTOB NO CODObITUIO
HeucnpasHoCTH POE.

alarms events power-

supply [power-supply]
not-present

no alarms events power-

supply [power-supply]
not-present

power-supply:
(1..2)/BbIKNIOYEHO

BKNtOUMTbL paboTy NepeKkntoYeHUs CyXMx KOHTAKTOB Npu OT-
KAtoueHun 61oKa nuTaHus.
TonbKo gna ycrpoiicte MES3508, MES3508P m
MES3510P.

BbikntounTb pa60Ty nepexknryYeHna Cyxmx KOHTaKToB npu
OTK/ItOYEHUM HBNI0KA NUTAHUA.

alarms events sensors
critical-temperature

no alarms events sensors
critical-temperature

— /BbIK/OYEHO

BKAOUMTL PaboTy MEpeKlouYeHMs CYXMX KOHTAaKTOB npu
BO3HMKHOBEHMM KPUTMYECKOW TemnepaTypbl Ha Temnepa-
TYPHbIX gaT4yMKaX.
TonbKo gns ycrpoiicte MES3508, MES3508P u
MES3510P.

BbIkntounTb paboTy NEepekNtoUEeHNA CyXMX KOHTAKTOB Npw
BO3HWKHOBEHWUWN KPUTUYECKOM TeEMNepaTypbl Ha
TemnepaTypHbIX AaTYMKaX.

KomaHObI pexcuma KoHgu2ypayuu uHmepaelica Ethernet

BuAa 3anpoca KOMaHAHOM CTPOKM B pexume KoHpurypaumnm nHtepdelica Ethernet:

console (config-if)#
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Tabnunua 228 — KomaHabl pexkuma KoHpurypaumm nHtepderica

Komanda 3HayeHue/3HayeHue no Leiicmeue
yMon4YaHuio
alarms events link-status BK/IIOUNTB PabOTy NepPEKNOYEHNA CYXMX KOHTAKTOB MNpK
[status] N3MeHeHWM OnepaTUBHOrO CTaTyca UHTepdelica.
status: (up/down) /. Tonbko pna ycrpoiicte MES3508, MES3508P u
/BbIKNOYEHO “2 MES3510P.
no alarms events link-status BbIK/IOUNTL PAabOTy MEPEKNIOYEHNUA CYXMX KOHTAKTOB Npu
[status] N3MeHeHWM onepaTUBHOrO cTaTyca UHTepdelica.

Kaxaoe coobuieHMe MMeeT CBOM YPOBEHb BaXKHOCTU; B Tabauue 229 npuseaeHbl TUMbl COOOLLEHUI B
nopsake ybbiBaHMA UX BaXKHOCTW.

Tabnmua 229 — Tunbl BaXKHOCTU COOOLLEHWU

Tun eaxxHocmu coobuwjeHuli OnucaHue
. . B cucTeme npousoLna KpUTUYeckas oWnbKa, cucTema MOXKeT paboTaTb Henpa-
YpesBblyaiiHble (emergencies)
BWJIbHO.
CurHanb! Tpesoru (alerts) HeobxoaMMO Hemea/ieHHOEe BMELLATE/IbCTBO B CUCTEMY.
KpuTuueckue (critical) B cucteme npousolna Kputuyeckas owmnbKa.
OwwnbouHble (errors) B cucteme npowusowna owmnbKa.
MpeaynpesxkaeHuns (warnings) MpepynpexaeHne, HeaBapuiiHoe coobweHme.
YBegomneHus (notifications) YBegomMieHne cucTembl, HeaBapuitHoe coobuyeHue.
NHbopmaumoHHble (informational) NHPpopmaumoHHble coobLieHmns cuctemol.
. OTnagouHble coobLeHns, NpPeaoCTaBAAT MNOAb30BaTENO MHPOPMaUUD ANs
OTtnagouHble (debugging) A . u'," » MPEA bopmay A
KOPPEKTHOM HAaCTPOMKM CUCTEMBI.

KomaHOb1 pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM cTPOKK B pexxume Privileged EXEC:

console#

Tabnunua 230 — KomaHaa pexuma Privileged EXEC ana npocmoTpa daiina KypHana U aBapUnHbIX COObITUI

Komanda 3Ha4yeHue/3HayeHue Neiicmeue
no ymMoa4YaHuto
clear logging — Yaanutb Bce coobLLeHna 13 BHyTpeHHero bydepa.
clear logging file - YpanuTb Bce coobuieHma u3 daina KypHana.
show logging file OT06pasmnTb COCTOAHMUE KYpPHANa, aBapuinHble N OTNAL0YHbIEe
- co0blLLeHus, 3anncaHHble B paline xKypHana.
show logging OT06pasunTb COCTOAHME KYPHaa, aBapuiiHble U OTNAJ0UHbIE
- coobuieHuns, 3anncaHHble BO BHyTpeHHem bydepe.
show syslog-servers — OTO6pPa3nTb HAaCTPOMKM N8 yOANEHHBIX syslog-cepBepos.
show alarms Otobparkaet Bcto MHPOpMaLMio 06 aBapuitHbIX COBbITUAX.
— /. Tonbko pana ycrpoicte MES3508, MES3508P u
MES3510P.
system dry-contacts [dry- MepeKknounTb pexknmbl PaboTbl CyXMX KOHTAKTOB:
status] - lock — nepekntoYeHMe CyxmMx KOHTAKTOB NMPOUCXOAUT NO
cobbITUIO aBapuu;
dry-status: - unlock — no cobbITNIO aBapUN Cyxme KOHTaKTbl He byayT
(lock/unlock/toggle) nepekntovarcs;
/unlock - toggle — NpUHyAUTENbHAA CMEHa NePeKNIOYEHUA CYXUX
KOHTaKTOB.
Tonbko Aana ycrpoicte MES3508, MES3508P u
MES3510P.
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show system dry-contacts OT06pasmnTb TeKyLME HACTPOMKM CYXMX KOHTAKTOB.
- /. TonbKo ana ycrpoiicte MES3508, MES3508P 1
MES3510P.

[pumepbl UC016b308AHUS KOMAHO

- Bkntountb perncrpauuio OLNBOYHBIX COO6LLI,€HVI171 Ha KOHCOU:
console# configure

console (config)# logging on
console (config)# logging console errors

= OunuctuTb Pain KypHana:
console# clear logging file

Clear Logging File [y/n] vy
5.23 3epKanupoBaHue (MOHUTOPUHT) NOPTOB

®YHKUMA 3epKaNNPOBaHNA MOPTOB NpeAHa3HauYeHa AN KOHTPOIA CeTEBOro TpaduKa NyTem Nepecbiiku
KONWiA BXOAALWMX U/UAN UCXOAALLMX MAKETOB C OAHOIO MM HECKObKMX KOHTPOAMPYEMBIX MOPTOB Ha OAMH
KOHTPOAMPYIOLWMIA NOPT.

K KOHTpoupytowemy nopTy NPUMEHAIOTCA Cnefyolme orpaHnyeHunsn:
— TopT He MoKeT BbITb KOHTPOIMPYHOLLUM U KOHTPOIMPYEMbBIM MOPTOM OAHOBPEMEHHO;
— IP-uHTepdelic ponKeH OTCyTCTBOBATL ANA 3TOrO NOPTa;
MpoTokon GVRP gonkeH 6biTb BbIKAKOYEH HA STOM NOPTY.

K KOHTpOAMpyeMbiM NOPTam NPUMEHAIOTCA CAeaytoWwme orpaHUYeHuUsA:
— TNopT He MoxKeT BbITb KOHTPOIMPYHOLLUM U KOHTPOIMPYEMbIM MOPTOM OAHOBPEMEHHO.

KomaHObI pexcuma 2106aa6Hol KOHGuU2ypayuu

BuAa 3anpoca KoOMaHAHOM CTPOKM B pexxume rnobasibHoM KoHbUrypaLmm:

console (config) #

Tabnuua 231 — KomaHapl pexknuma rnobanbHom KoHbUrypaumm

3HavyeHue/3HavyeHue .
KomaHoa / Aelicmeue

no yMoan4YaHuto
port monitor mode 3azaTb permMm paboTbl NopTa
{monitor-only | network} - monitor-only — Kagpbl, NocTynatowue Ha nopTt, oTbpacbiBa-

—/monitor-only toTCs;

- network — no3sosfeT BecTM 06MeH AaHHbIMU.

no port monitor mode BepHyTb 3HaYeHMe MO YMOAYaHUIO.
port monitor remote vlan HasHauutb VLAN ans yaaneHHoro moHutopuHra (RSPAN), B
vlan_id [cos priority] [tx | rx] . KOTOpyto ByayT MOMeLLaTbCA NaKeTbl C KOHTPOANPYEMbIX

vlan_id: (1..4094); N

R UHTepdelicos.
N priority: (0..7)/0

no port monitor remote vian Yaanute VLAN gnAa yaaneHHoro MOHUTOPUHra.

vlan_id
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KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KOHPurypaumnm nnHtepderica Ethernet:
console (config-if)#

' [aHHble KOMaHAbI He/b3A BbINOJIHATL B peXKume KoHUrypaumum auanasoHa uHtepdeii-
e cos Ethernet.

Tabnnua 232 — KomaHabl A0CTYMHbIE B peXMMe KoHPUrypauum nHtepdeiica Ethernet

Komanda 3HayeHue/3Ha4yeHue Leiicmeue
no ymoa4aHuro
port monitor {remote | gi- BKAOUNTDL QYHKLMIO MOHUTOPUHIA Ha HAaCcTpaMBaeMom
gabitethernet gi_port | nHTepoeice. aHHbIN MHTepdec ByaeT KOHTPOIMPYOLWMM NOPTOM
tengigabitethernet te_port 015 YKA3aHHOTO B KOMaHAe KOHTPOJIMPYEeMOro nopTa.
| fortygigabitethernet - gi_port, te_port, fo_port — KOHTpOMpPyeMbIit NOPT;
fo_port} [rx | tx] - X — KONWPOBAaTb NaKeTbl, NPUHATbIE KOHTPONNPYEMbIM NMOPTOM;
- tX — KONMPOBaTb MaKeTbl, NepesaHHble KOHTPONPYEMbIM
nopTom;
Mpu OTCYTCTBMM NapameTpa rx/tx ¢ KOHTPOAUPYEMOro nNopTa
gi_port: (1..8/0/1..48); Konwpszc;u BCE NaKeThbl. 6
te_port: (1.8/0/1.24), YHKLUA MOHUTOPUHIA MOXKeT 6bITb HACTPOEHa Ha ABYX
nopTax oA4HOBPEMEHHO.
fo_port: (1..8/0/1..4);
KoHdurypauusa PortChannel B kauectse
V KOHTpoAupylowero uHTepdeiica npomssBoguUTca nocne
" nepesoga nHTepdeiica B coctosiHne UP.
no port monitor {remote | BbIK/OUNTL DYHKLMIO MOHUTOPUHTA Ha HAaCTPaMBaeMoOM
gigabitethernet gi_port | MHTepodeice.
tengigabitethernet te_port
| fortygigabitethernet
fo_port '}
port monitor vlan vian_id BKAOUNTL GYHKLMIO MOHUTOPUHIA Ha HAacTpaMBaemMom
nHTepdeiice. JaHHbIl UHTEPdENC ByaeT KOHTPOANPYIOLLMM NOPTOM
Ons ykasaHHou VLAN.
MopT MOHUTOPUHIA He AO0/MKEH NPUHAANEKATD K
V HacTpauBaemoi VLAN.
i MoHuTopuHr VLAN mo3KeT 6biTb BK/IOUYEH NNLLb B TOM
vlan_id: (1..4094) V cayyae, ec/iM B CUCTeMe HacTpoeHo He 6onee ogHoro
KOHTpOAUpYloLWero nopra.
. Ecnmn KoHTpoAMpyIowWMii NOPT HaCTPOEH paHee, TO TONbKO
J‘ 3TOT NOPT MOXKeT 6bITb UCNONb30BaH A8 MOHUTOPUHTa
~ VILAN.
no port monitor vlan Ypanutb ykaszaHHyto VLAN U3 MOHUTOpPUHTa.
vlan_id
port monitor remote BKAtouUNTb GYHKLMIO yaaneHHoro moHutopuHra (RSPAN) Ha
HacTpanBaemom MHTepoeice.
no port monitor remote BbIKNOUNTL PYHKUMIO yaaneHHoro MoHuTopuHra (RSPAN) Ha
HacTpaMBaemom mHTepdeiice.

KomaHOb! pexcuma EXEC

3anpoc KoMaHAHOW CTPOKK B pexxkmnme EXEC nmeet cneayowmin Bua;

console>
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Tabnnua 233 — KomaHabl, AocTynHble B pexume EXEC

3Ha4yeHue/3HayeHue
o ymon4YaHuro

KomaHoa Aelicmeue

show ports monitor

BbIBECTU MHPOPMALMIO MO KOHTPOIMPYIOLWMM U KOHTPOIMPYEMBIM
noptam.

[pumepbl 861N0AHEHUA KOMAHO

YctaHosuTb 13 uHTepdelic Ethernet KoHTponumpytowmm ana 18 nHtepdeica Ethernet. Becob Tpaduk
¢ 18 nntepdeiica nepenaBaTb Ha 13.

console# configure
console (config)# interface tengigabitethernet 1/0/13
console (config-if)# port monitor tengigabitethernet 1,/0/18

BbIBECTU MHPOPMALMIO MO KOHTPOAUPYIOWMM M KOHTPROIMPYEMbIM NOPTaM.

console# show ports monitor

Port monitor mode: monitor-only
RSPAN configuration

RX: VLAN 5, user priority O

TX: VLAN 5, user priority O

Source Port Destination Port Type Status RSPAN

tel/0/18 tel/0/13 RX, TX notReady Disabled

5.24 ®dyHKuua sFlow

sFlow — TEXHO/I0IMA, No03BONAOWAA OCYLWeCTBNATb MOHUTOPUHT Tpad)m(a B NMAKETHbIX CeTAX nepenayn

[aHHbIX MNyTEM YaCTMHYHOM BbIBOPKM TpaduKa A1 NOCAeAyIOLWEN MHKAMNCYNALMM B CreumanbHble coobleHus,
nepefasaemblie Ha cepsep c6opa CTaTUCTUKK.

KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM B pPeXKMUME rN106anbHOM KOHPUrypaLmm:

console (config) #

Tabnunua 234 — KomaHabl pexuma rnobanbHoi KoHduUrypaumm

3HayeHue/3Ha4eHue ”
KomaHoa / Aeilicmeue
o ymon4aHuo
sflow receiver id {ipv4_ad- id: (1..8); 3apaTb agpec cepsepa cbopa ctatucTnkm sflow.

dress | ipv6_address |
ipv6z_address | url} [port
port] [max-datagram-size
byte]

port: (1.. 5535)/6343;
byte: nonoxutenHoe
uenoe uncno/1400;
¢dopmar ipv4_address:

- id — Homep sflow-cepBepa;

- ipv4_address, ipv6_address, ipv6z_address — IP-aapec;
- url — pomeHHoe UM XOCTa;

- port — HOMep NopTa;

A.B.C.D; - byte — maKcMmanbHOe KOIMYecTBo H6aliT, KOTOPOe MOMKET bbiTb
dopmar ipv6_address: | oTnpaBAeHO B OAMH NaKET AAHHBbIX.
no sflow receiver id XXeXeXeX; YpanuTb agpec cepsepa c6opa cTaTUcTuKM sflow.
dopmat

ipv6z_address:
X:X:X:X::X%<ID>;
url: (1..158) cumBosios
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sflow receiver {source-in-
terface | source-interface-
ipv6} {gigabitethernet
gi_port | tengigabitether-
net te_port | fortygiga-
bitethernet fo_port | port-
channel | group | loopback
loopback_id | vlan vlan_id |
oob}

vlan_id: (1..4094)
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

loopback_id: (1..64)

no sflow receiver source-in-
terface

group: (1..48)

3apaTb MHTEpdelic ycTpolicTBa, IP-aapec KoToporo byaeT ucnosnb-
30BaTbCA MO YMONYAHUIO B KayecTBe ajpeca UCTOYHMKA cbopa
CTaTUCTUKM.

Yaanutb fiBHOe 3agaHue uHTepodelica, ¢ agpeca Kotoporo byaet
OTNPaBAATLCA CTaTUCTUKA sflow.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

Bug, 3anpoca KOMaHAHOM CTPOKM B pexkMme KoHdurypauumn nHtepdelica Ethernet:

console# configure

console (config) # interface {gigabitethernet gi port | tengigabitethernet
te port | fortygigabitethernet fo port}
console (config-if)#
Tabnunua 235 — KomaHabl pexkmma KoHpurypaumm uHtepoeliica Ethernet
3 3
Komanoa HayeHue/3Ha4yeHue Jeiicmeue

no ymosn4aHuro

sflow flow-sampling rate id
[max-header-size bytes]

no sflow flow-sampling

rate:
(1024..107374823);
id: (0..8);
bytes: (20..256)/128
6anT

3a4aTb CpPefHIO CKOPOCTb BbIBOPKK NakeToB. MTorosas ckopocTb
BbIGOPKM cumTaeTcs Kak 1/rate*current_speed (current_speed —
TEKyLLasn CpeaHAs CKOPOCTb).

- rate — cpeaHAA CKOPOCTb BbIDOPKKM NAKETOB;

- id — Homep sflow-cepBepa;

- bytes — mMaKcMmanbHOe KoIMYecTBo 6anT, KoTopoe byaet
CKONMPOBaHO U3 0bpasLa nakeTa.

OTKNOYUTDL CHETYMKM BbIDOPKM Ha MOPTY.

sflow counters-sampling
sec id

no sflow counters-sampling

sec: (15..86400)
CEeKYHZ;
id: (0..8)

OnpefenvTb MakCMMasbHbI MHTEPBAN MeXAY YCrneLwHbIMN
BbIGOPKaMM NaKeToB.

- Sec — MaKCMMaJbHbIVi MHTEPBAN MeXKAY BbIDOPKaMM B CEKYHAAX.
- id — Homep sflow-cepBepa (3asmaetca komaHaol sflow receiver B
rnobanbHOM pexmme KoHdUrypauum).

OTKNOYUTDL CHETYMKM BbIDOPKM Ha MOPTY.

KomaHObI pexcuma EXEC

3anpoc KomaHAHOM CTPOKU B pexxume EXEC umeet cneayowmii Bua;

console>

Tabnunua 236 — KomaHabl, AoCTynHble B pexume EXEC

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aeiicmeue

show sflow configuration
[gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4)

BbiBecTu HacTpoikm sflow.
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clear sflow statistics [giga- OunctuTb cTatcTURy sFlow. Ecam nHTepdelic He yKasaH,
bitethernet gi_port | tengi- KOMaHAa OUYMLLAET BCE CYETUYMKM CTATUCTUKM SFlow.
gabitethernet te_port | for-
tygigabitethernet fo_port]

show sflow statistics [giga- OT06pa3unTb CTaTUCTUKY SFlow.
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port]

[pumepebl 8b1M0AHEHUA KOMAHO

= YcrtaHosuTb IP-agpec 10.0.80.1 cepsepa 1 ana cbopa cratuctukm sflow. na Ethernet-untepdeiicos
te1/0/1-te1/0/24 ycTtaHOBUTL CPEAHIO CKOPOCTb BbIBOPKK nakeTtos — 10240 K6UT/c M MaKkcUMaib-

HbIW MHTEPBAN MeXAY ycnewHbiMM BbibopKkamu naketos — 240 c.

console# configure

console (config)# sflow receiver 1 10.0.80.1

console (config) # interface range tengigabitethernet 1/0/1-24
console (config-if-range)# sflow flow-sampling 10240 1
console (config-if)# sflow counters-sampling 240 1

5.25 ®YHKUMU AMArHOCTUKU PU3NUYECKOro YPOBHA

CeTeBble KOMMYTATOpPbl CoAdepKaT annapaTtHblie U nNporpaMmmHblie cpeacrtsa AnAa AUNarHOCTUKU

dU3NYECKMX MHTEPPENCOB M IMHUI CBA3M. B NnepeyeHb TECTMPYEMBIX NapaMeTPOB BXOAAT CAeaytowme:

OnAa anekTpnyecknx nHtepdencos:
— [AJ/IMHa Kabens;
—  paccTosiHMe A0 MecTa HEMCNPaBHOCTU — 0bpbIBa UM 3aMbIKaHWMA.

Ona ontnyeckmx nutepdencos 1G n 10G:
— napameTpbl MUTAHUA — HaNpPAXKEHWE U TOK;

— BbIXOAHaA oNTU4YeCKaA MOLWHOCTb,
— 0OnNTU4YeCKaa MOLWHOCTb Ha npuneme.

5.25.1 AlJuazHocmuka medHoz20 Kabens

KomaHObI pexcuma EXEC

3anpoc KoMaHgHOW CTPOKK B pexxkmnme EXEC nmeeT cneayowmin Bua;

console>

Tabnuua 237 — KomaHabl ANArHOCTUKM MeaHOro Kabens

Komanda 3Ha4yeHue/3HayeHue Neiicmeue
no ymoa4YaHuro

test cable-diagnostics tdr BbINONHUTL BUPTYaibHOE TECTUPOBAHME Kabena ana ykasaHHOro
[all | interface gigabitether- gi_port: (1..8/0/1..48) | nHTepdeiica.
net gi_port] - all — gna Bcex uHTepodelicos.
show cable-diagnostics tdr OT06pa3unTb pesyibTaTbl NOC/eAHErO BUPTYaNbHOIO TECTUPOBAHMA
[interface gigabitethernet gi_port: (1..8/0/1..48) Kabens ona ykasaHHoro uHtepodeiica.
gi_port]
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test cable-diagnostics tdr-
fast [all | interface giga-
bitethernet gi_port ]

gi_port: (1..8/0/1..48)

BbINO/IHUTL BUPTYaNbHOE TECTUPOBaHME Kabensa C HU3KOoW
TOYHOCTbIO 4/19 YKa3aHHOro MHTepdeiica.
- all — pna Bcex uHTepdelicos.

show cable-diagnostics ca-
ble-length [interface giga-
bitethernet gi_port]

gi_port: (1..8/0/1..48)

OT06pasnTb NPEANOOKUTENbHYIO ANUHY Kabens, NOAKIYEHHOTO
K YKa3aHHOMY UHTepodeiicy (ecnv Homep nopTa He 3a4aH, To
KOMaHZa BbINONHAETCA ANsA BCEX NOPTOB).
. WnTepdeiic pomkeH 6biTb aKTUBHBIM M paboTaTth B
V pexume 1000 M6ut/c uamn 100 M6ut/c. AnarHoctuka
noaAepX1BaeTca TONbKO Ha HTepdeiicax
GigabitEthernet.

[pumepbl 8bINOAHEHUS KOMAHO

= [lpoTectnpoBsaTb nopT gi 1/0/1:

console# test cable-diagnostics tdr interface gigabitethernet 1/0/1

Cable on port gil/0/1 is good

5324#test cable-diagnostics tdr interface gi0/1

5.25.2 fluaezHocmuKka onmu4yecKko2o0 mpaHcueepa

OYHKUMA AMAarHOCTMKM MO3BO/MAET OLEHMTb TEKyllee COCTOSHME ONTUYECKOro TpaHcueBepa MU

ONTUYECKOU NHUU CBA3MW.

Bo3moXeH aBTOMaTUYECKNIM KOHTPOIb COCTOAHUA NUHUI CBA3W. 1A 5TOr0 KOMMYTaTOP NEPMOANYECKM
onpallnBaeT napameTpbl OMNTUYECKMX WHTEPGdENCOB M CPaBHMBAET WX C MOPOrOBbIMM 3HAYEHUAMM,
3a4aHHbIMM MPOU3BOAUTENAMU TPAHCUBEPOB.
KommyTaTop GopMuMpyeT Npeaynpexaatolime 1 asapuiiHbie coobLLEHMS.

KomaHOowbi pexcuma EXEC

Mpu BbiXOA4E MapameTpoB 3a [AONyCTUMble npeaesbl

3anpoc KoMaHAHOW CTPOKK B pexxkmnme EXEC nmeet cneayowmin Bua;

console>

Tabanua 238 — KomaHga AMarHoCTMKM ONTUYECKOro TPaHCMBepa

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show fiber-ports opti-
cal-transceiver [detailed]
[interface {gigabitethernet
gi_port | tengigabitether-
net te_port | fortygiga-
bitethernet fo_port}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4).

OT06pasnTb pe3yabTaThl AUMArHOCTUKM ONTUYECKOTO TpaHCMBepa.
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[Mpumep 8bIM0AHEHUS KOMAHObI

swl# show fiber-ports optical-transceiver interfaceFortygigabitEthernet

1/0/1
Port Temp Voltage Current Output Input LOS Transceiver
Power Power Type
fol/0/1 OK OK OK N/S OK No Fiber
OK OK No
OK OK No
OK OK No
Temp - Internally measured transceiver temperature
Voltage - Internally measured supply voltage
Current - Measured TX bias current
Output Power - Measured TX output power in milliWatts/dBm
Input Power - Measured RX received power in milliWatts/dBm
LOS - Loss of signal
N/A - Not Available, N/S - Not Supported, W - Warning, E - Error

Tabnnua 239 — MapameTpbl 4MArHOCTUKM ONTUYECKOTO TpaHCcMBepa

Mapamemp 3HavyeHue
Temp TemnepaTypa TpaHcuBepa.
Voltage HanpsaxeHue nuTaHMA TpaHcMBepa.
Current OTKNOHEHWe TOKa Ha nepejaye.
Output Power BbixogHaA MOLWHOCTb Ha nepegaye (MBT).
Input Power BxogHas MOLWHOCTb Ha npueme (MBT).
LOS MNoTepsa curHana.

3HayeHuA pPesynbTaToB ANArHOCTUKM:

— N/A — HepocTynHo,
— N/S — He noaaepskmBaeTcs.

5.25.3 fluazHocmuka uHOuKayuu uHmepdgelicos

KomaHOwbI pexcuma EXEC

3anpoc KoMaHgHOW CTPOKK B pexxkmnme EXEC numeeT cneayowmin Bua;

console>

Tabnnuya 240 — KomaHgbl ANarHOCTUKM MHAWKAUMM UHTepdelicoB

3HayeHue/3HavyeHue ”
KomaHda / Aelicmeue
no ymoa4aHuro
test led port mode { force- BK/IIOUUTL HEOBXOAMMbIN PEXMM PaboTbl MHAMKALMK MHTepdeica
on | force-off |force-blink - force-off — BbIK/IOYEH;
| default [gigabitethernet gi_port: (1..8/0/1..48); - force-on — ropuT NOCTOAHHO;
gi_port | tengigabitether- te_port: (1..8/0/1..24); | - force-blink — muranue;
net te_port | fortygiga- fo_port: (1..8/0/1..4); | - default — pexwnm paboTbl CBETOBOW MHAMKALIMKU MOPTOB,
bitethernet fo_port | all]} /default all OMUCaHHbIN B NMyHKTE 2.4.4;

V-‘ Tonbko gna ycrpoiicte MES5324.
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show led port mode [giga- OT106pasnTb MHPOPMaLMIO O pexkume pPaboTbl MHAMKALMM Ha
bitethernet gi_port | tengi- MHTepodeiice.

gabitethernet te_port | —

fortygigabitethernet

fo_port]

5.26 IP Service Level Agreements (IP SLA)

IP SLA (cornaweHus o6 ypoBHe obcnykmaHua B IP-ceTax) — TEXHOMOrMA aKTUBHOTO MOHWTOPWHTA,
MCNONb3YOLWAACA AN U3MEPEHUA NapameTpoB BbICTPOAENCTBUA KOMNBIOTEPHBIX CETEM U KayecTBa nepesayu
OaHHbIX. AKTUBHbIA MOHUTOPUHI NpeacTaBaseT cobon NPOAOIKUTENBHYIO LIMKANYECKYIO reHepaLmto TpadukKa,
c60p MHPOPMALMM O ero NPOXOKAEHUN NO CETU U B EHUE CTAaTUCTUKN.

Ha faHHbI MOMEHT 3MepeHMEe NapaMETPOB CETU MOXKET OCYLLECTBAATLCA C MCNO/b30BaHME NPOTOKOA
ICMP.

Mpu Kaxkgom BbinonHeHUn onepauum ICMP Echo yctpolictBo otnpasasaeT ICMP Echo request coobuieHue
Ha agpec HasHayeHuA, oXuaaeT nonydyeHunn coobueHma ICMP Echo reply B TedeHUM 3a@HHOTO MHTEpPBana Bpe-
MEHMW.

C oaHoit IP SLA onepaumelt MOXKHO CBsi3aTb HECKO/IbKO 06bekToB TRACK. CocToAaHue ob6bekTa TRACK uns-
MEHAETCA B MOMEHT M3MeHeHUA cocToAaHuA IP SLA onepaumm, nnbo c 3a8aHHON 3a4ePHKKON.

Mpy M3MEHEHMUN COCTOAHUA TPEKA BO3MOXKHO BbIMOJIHEHME MAKPOKOMAHA. MaKpOKOMaHAbl BbINOAHA-
HOTCS B peXkume r106asibHoro KoHpUrypuposaHusa. s BbiNo/IHEHUA KOMaHA, pexnma privileged EXEC KomaHapbl
HeobxoaMmo AonoaHUTb npepukcom do. KomaHabl co3gaHma Habopa makpoKomaHg, npuseaeHsbl B Tabauue 39.

[na ncnonbzosaHua GyHKUMK IP SLA HeobX04MMO BbINONHUTL Caedyloline AenUCTBUSA:

— CospgaTb onepaumio icmp-echo 1 ckoHpUrypupoBaTb eé.

—  3anycTuTb BbINOJIHEHWE ONEPALLUN.

— CosgaTtb TRACK-06beKT, CBA3aHHbIN C KOHKpeTHOM IP SLA onepauueit n CKoHGUrypmMpoBaTb ero.

— lpu HeobXoAMMOCTH, CO34aTb MAKPOChI, BbINOJHAEMbIE NMPU U3MEHEHUW COCTOAHUA O6BbEKTa
TRACK.

— lpocmoTpeTb CTaTUCTUKY, MPU HEOBXOAMMOCTH, OUNCTUTL €e.

— Tpu HeOBXOAUMOCTH, NPEKPATUTL BbINOJIHEHME ONepaLuu.

KomaHObI pexcuma 2106aab6Hol KOHuU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM B peXKUMe r106anbHOM KOHPUrypaumm:

console (config) #

Tabnnua 241 — KomaHgb! pexuma rnobanbHoi KoHduUrypaumm

Komanda 3Ha4yeHue/3HayeHue Neiicmeue
no yMmoa4YaHuro
ip sla operation MepeiTn B pexxnm KoHdurypmposaHua IP SLA onepaumu.
operation: (1..64) - operation — Homep onepauuu.
no ip sla operation Ypannto IP SLA onepauutio.
ip sla schedule operation life 3anycTuTb Ha BbinonHeHue IP SLA onepauuio.

- operation — Homep onepauuu.

- life — Bpems, B TeueHMe KOTOPOro onepauma byaeT BbINONHATLCA.
- start-time — Bpema 3anycka.

MpekpatnTb BbinoaHeHWe IP SLA onepauun.

- operation — Homep onepauuu.

life start-time start-time
f operation: (1..64);

life: (forever);
start-time: (now)

no ip sla schedule operation
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track object ip sla operation Co3gatb TRACK 06beKT, KOTOpPbIN ByAeT oTcexKnBaTb coctosiHme [P
state SLA onepauumu.
object: (1..64); - object — Homep TRACK ob6bekTa.
operation: (1..64) - operation — Homep IP SLA onepauum.
no track object ip sla Ypanutb TRACK-06bEKT.
- object — Homep TRACK-o6beKTa.
logging events ip sla opera- BKNtounTb BbIBOA, COOBLLEHNI 06 M3MeHeHUn cTaTyca IP SLA onepa-
tion-state-change L.
- - —/BK/IO4EHO _
no logging events ip sla oper- BbIKNOUNTb BbIBOA COODLLEHNI 06 U3MeHeHMM cTaTyca IP SLA one-
ation-state-change paumm.
logging events ip sla track- BK/tounTb BbIBOA COOBLLEHN 06 M3MEHEHMM CTaTyCca TPEKa.
state-change
- - —/BK/IIOYEHO -
no logging events ip sla track- BbIKNHOUMTb BbIBOA COOBLLEHNI 06 M3MEHEHUM CTATyca TPeKa.
state-change

Tabnnua 242 — KomaHgbl pexxuma cosgaHus onepaumit IP SLA

Komanda 3Ha4yeHue/3HayeHue Neiicmeue
o ymMon4YaHuto
icmp-echo {A.B.C.D [ host } Mepeiitn B pexum KoHdurypmposaHua ICMP ECHO onepa-
[source-ip A.B.C.D] host: (1..158) umm.
CMMBOJI0B -A.B.C.D — IPv4-appec y3na cetu;
- host — pOMeHHOoe MMs y3na CeTu.

KomaHObI pexcuma KoHguaypuposaHusa IP SLA ICMP ECHO-onepauuu

Bunpg 3anpoca KOMaHAHOM CTPOKK B perknume KoHourypmposaHma IP SLA ICMP ECHO:
console (config-ip-sla-icmp-echo) #

Tabnunua 243 — KomaHabl pexuma KoHpurypuposaHua onepauymm ICMP Echo

3HavyeHue/3Ha4yeHue no "
KomaHoa / Aelicmeue
YMOAYAHUIO

YcTaHoBUTL 4YacToTy nosTopeHma ICMP ECHO-onepauumu.

frequency secs
- §ecs — 4acToTa, B CeKyHAax.

secs: (10..500)/10 cek

no frequency YCTaHOBUTb 3HAYeHMe YacToTbl I'IOBTOpeHMﬁ N0 YMONYaHUIO.

YCTaHOBUTL O/IMHY TaimayTa, MO UCTEYEeHUU KOTOPOro, ecam
He npuwen ICMP-oTeeT, onepauus 6yaer cuyuTaTbCA
msecs: (50..5000)/2000 mc | HeyAauHOW.

- msecs — TamMayT, B MUININCEKYHAAX.

no timeout YCTaHOBWTb 3HAYEHWEe TaliMayTa Mo YMOSYaHUIO.

YcTaHOBUTbL KonnyecTBo 6aiT, nepeaasaembix B ICMP-nakete
B KauecTBe AaHHbIX (payload).

- bytes — KonuyecTso 6alT.

timeout msecs

t-data-size byt
request-cata-size bytes bytes: (28..1472)/28 6Gaiit

no request-data-size YCTaHOBUTb 3HaYeHWe KoanyecTsa 6anT No ymoi4yaHuto.
' Ona HopmanbHoro BbinoaHeHuAa onepauuu ICMP Echo pekomeHayetca ycTaHaBAMBaTh
o 3HauyeHue YacToTbl BbINOJIHEHUA onepauuu 60ablIMM, YeM 3HAYEeHUe TalimayTa onepa-
uuu.
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KomaHObI pexxuma KOHguU2ypupo8aHus mpeKka

Bug, 3anpoca KOMaHAHOM CTPOKM pexnma KoOHGUTIyprupoBaHUa Tpeka:

console (config-track) #

Tabnuua 244 — KomaHabl pexkmma rnobanbHom KoHpurypaumm

KomaHoa 3HayeHue Aelicmeue
delay {up secs down secs | YCTaHOBWTb 3a4E€PKKY AN CMeHbI cocTosiHMA TRACK-06beKTa,
up secs | down secs} npu n3ameHeHunmn coctoaHua IP SLA-onepauuu.
- secs — 3afeprKKa, B CEKyHAAX.
- Up — 33JepKKa W3MEHEHWSA COCTOAHUA MpPU U3MEHEHUM

secs: (1.180)/0 onepauuu B coctoaHune OK;

- down — 3a4epXKa UameHeHnA COCTOAHUA NPpU U3MEHEHUN
onepaunn B COCToAHUE Error.

no delay [up] [down] YOanuTb 3a4€pKKY.

KomaHObI pexcuma privileged EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma privileged EXEC:

console#

Tabanua 245 — KomaHgbl pexkuma privileged EXEC

KomaHoa 3HayeHue Aelicmeue
show ip sla operation OTtobpasntb wuHbOpPMaUMO O HacTpoeHHbix IP SLA-
[operation] operation: (1..64) onepaumsax.
- operation — HOMep onepaLumu.
show track [object] OTo6pasnTb MHPOPMALMIO O HACTpoeHHbIx TRACK-
object: (1..64) obbekTax.
- object — Homep 0b6beKTa.
clear ip.sla counters operation: (1..64) O6HyI1VITb cyeTunkm IP SLA-onepaumu.
[operation] - operation — HOMep onepauumn.

Mpumep HaCTPOWKK, NpegHa3HAYeHHOM ANA KOHTpoAA y3na cetu ¢ agpecom 10.9.2.65, ¢ oTnpaBKoi

icmp-3anpoca Kaxable 20 ceKkyHAa, BpemeHem OTBeTa Ha icmp-3anpoc, He npesbiwatowmm 500 mc, u
pa3smepom AaHHbIX 92 6aiTa; 3a4epKKa cmeHbl cocTosaHna TRACK-06beKTa — 3 ceKyHAbl; NpU U3SMEHEHUU
cocTtonaHMA TRACK-o6beKTa BbinosHAKTCA makpocbl TEST DOWN m TEST_UP:

console# configure

console (config)# interface vlan I

console (config-if)# ip address 10.9.2.80 255.255.255.192
console (config-if)# exit

console (config) # macro name TEST DOWN track 1 state down
Enter macro commands one per line. End with the character '@'.
int gil/0/11

no shutdown

@

console (config) #

console (config) # macro name TEST UP track 1 state up

Enter macro commands one per line. End with the character '@'.
int gil/0/11

shutdown

@
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console (config) #

console (config)# ip sla I

console (config-ip-sla)# icmp-echo 10.9.2.65

console (config-ip-sla-icmp-echo)# timeout 500

console (config-ip-sla-icmp-echo)# frequency 20

console (config-ip-sla-icmp-echo)# request-data-size 92
console (config-ip-sla-icmp-echo) # exit

console (config-ip-sla)# exit

console (config)# ip sla schedule 1 life forever start-time now
console (config)# track 1 ip sla 1 state

console (config-track)# delay up 3 down 3

console (config-track)# exit

console (config) # exit

console#

Mpumep BbIBOAA CTaTUCTMKK ana onepaumm ICMP Echo:

A ELTEX

IP SLA Operational Number: 1
Type of operation: icmp-echo
Target address: 10.9.2.65
Source Address: 10.9.2.80
Request size (ICMP data portion): 92
Operation frequency: 20
Operation timeout: 500
Operation state: scheduled
Operation return code: OK
Operation Success counter: 254
Operation Failure counter: 38
ICMP Echo Request counter: 292
ICMP Echo Reply counter: 254
ICMP Error counter: O

roe:

— Operation state — TekyLee COCTOAHME onepaymm:
= scheduled — onepauua BbINOHAETCS;
=  pending — BbINOJIHEHME ONEpaLMM OCTaHOBNEHO.
— Operation return code — Kop, 3aBepLUeHMA NocaegHen BbINOAHEHHON onepauuu:
=  OK — ycnelwHoe 3aBepLueHne npeablayLlei onepaumm;
= Error — Heyga4yHoe 3aBepLueHne nocneaHer nonbiTkM U3MepeHus.
— Operation Success counter — KOAWMYECTBO YCMNELIHO 3aKOHYEHHbIX Onepauui.
— Operation Failure counter — KONNMYeCTBO HEYAAYHO 3aKOHYEHHbIX ONepauui.
— ICMP Echo Request counter — KONM4ecTBO NPOBEAEHHbIX 3aMyCKOB onepaumu.
— ICMP Echo Request counter — KONM4ecTBO NOAYyYEHHbIX 0TBETOB Ha ICMP-3anpoc.

ICMP Error counter — CY4E€TUYMK, OTOBPAXKAIOLLMINA KONNMYECTBO U3MEPUTENbHBIX OMNepaLMii, 3aKOHYMBLLIMXCA C CO-

OTBETCTBYOWMM KOAOM OLINBKMN.

5.27 dneKktponutaHue no AMHuam Ethernet (PoE)

Mogenn kommyTaTopos ¢ cyddpurcom ‘P’ B 0603HaYEHUM NOAAEPHKMBAIOT 3/IEKTPONUTAHNE YCTPOMCTB
no nnHum Ethernet B cooTsetcTBUK ¢ pekomeHgaumnamm IEEE 802.3af (PoE) u IEEE 802.3at (PoE+) no Tuny pac-

NMUHOBKM A.
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KomaHObI pexcuma 2a06asna6Hol KoOHpuU2ypayuu

BuAa 3anpoca KoOMaHAHOM CTPOKM B pexume rnobanbHoi KoHGUrypaumu:

Tabnnuya 246 — KomaHapl pexxuma rnobanbHoOM KoHpurypaumm

3HayeHue/ 3HayeHue no

KomaHoa Aelicmeue
YMOAYAHUIO

power inline limit-mode {port | BbIbpaTh peKMM OrpaHUYeHUA MOLLHOCTH

class} 3N1IEKTPONUTAHUA:
- port —orpaHuyeHne ycTaHaBAMBAETCA Ha OCHOBAHUM

—/class AAMUHUCTPATUBHbBIX MAPaMeTPOB NopTa;

- class — orpaHuyeHue ycTaHaBIMBAETCA HAa OCHOBaHUM
Knacca NoAKA0YEeHHOro yCcTpoicTea

no power inline limit-mode BepHyTb 3HAaYeHNE N0 YMONYAHUIO

power inline restart auto BKntounTb aBTOMaTMYecKuii pectapT PoE B cayyae
oTKAtoYeHnsa PoE-KoHTposnepa.

no power inline restart auto —/BKAOYEHO YCTaHOBUTb 3HAYeHMe NO yMoI4aHMo. OTKAUNTD

aBTOMaTU4Yeckuin pectapt PoE B ciiyyae oTkAoYeHuA PoE-
KOHTpoAnnepa.

power inline usage-threshold
percent

no power inline usage-threshold

percent: (1..99)/95

YcTaHOBWTbL NOpPOr NoTpeb19eMoin MOLLLHOCTH, NpU
KoTopom bopmupyeTca MHPopmaLmnoHHoe coobLyeHme
(snmp trap) o npeBblWeHUN Nopora.

BOCCTaHOBMUTL 3HaUYeHWe Nopora No YyMOIYaHuMIo.

power inline traps enable

no power inline traps enable

—/BbIK/IIOYEHO

Paspelwnts bopmmnpoBaHmne MHPOPMaLMOHHbIX
coobueHunit gnsa noacuctemsl PoE.

BepHyTb HacTPOWMKM K NapameTpam Mo YMOYAHUIO.

power inline inrush test disable

no power inline inrush test
disable

—/BKNOYEHO

BK/1lOUMTbL NPOBEpPKY inrush-Toka.

OTKAUNUTL NPOBEPKY inrush-ToKa.

power inline disable

no power inline disable

—/BbIK/IOYEHO

OTKAOYNTb Ucnonb3oBaHue PoE.
/", HacTpoiika BCTynuT B cuay TONbKO nocne
f nepesarpysKu yCcTpoiicTsa.

BKAtounTb ncnonblosaHue PoE.

console (config) #

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica

BuAa 3anpoca KOMaHAHOM CTPOKM B pexkume KoHPuUrypaumnm nHtepdelica Ethernet:

console# configure

console (config)# interface gigabitethernet gi port

console (config-if) #
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Tabnuua 247 — KomaHabl pexkmma KoHpurypaumm nHtepoeliica Ethernet

3Ha4yeHue/3HayeHue
o ymon4YaHuro

KomaHda

Aelicmeue

power inline {auto | never}
[time-range range_name]

range_name : (1..32)
CUMBOA;
—/auto

YnpasnaTb paboToi NpoToKoia obHapyKeHun PoE-ycTpoicTe
Ha UHTepdodelice.

-auto — paspelaeT paboTy NpoToKona obHapyxeHus PoE-
YCTPOWCTB Ha MHTepdeiice 1 BKAOYAET NoAaYy 3/1eKTPonuTa-
HUA HA UHTepdeEliC;

-never — 3anpeluaeT paboTy NnpoTokona obHapyKeHusa PoE-
YCTPOWCTB Ha UHTepdelice U OTKOYAET Nogavy 31eKTponuTa-
HUA;

-time-range — BpemeHHOW UHTepPBan, B Te4eHMe KOTOPOro
nuTaHue byaeT NnoaaBaTbCA Ha MHTepdENC.

power inline powered-device
pd_type

no power inline
powered-device

pd_type:(1..24)
CMMBO/10B/He 3a7aHO

[o6aBuTb Npon3Bo/ibHOE onucaHne PoE-ycTpoiicTea ga
NOMOLLM B aAMUHUCTPUPOBAHUKN 060pYA0BaHUA.

YaanuTb paHee 3afaHHoe onucaHue PoE-ycTpoiicTaa.

power inline priority {critical |
high | low}

—/low

no power inline priority

3apatb npuoputeT uHTepdeiica POE npu ynpaBneHun snek-
TponUTaHWeM.

- critical — ycTtaHaBnMBaeT HamMBbLICLUIMIA NPUOPUTET SNEKTPO-
NUTaHWA. INEKTPONUTAHNE NOPTOB C TaKUM NPUOPUTETOM BY-
[eT NpeKkpawaTbca B NOCAEAHIO o4yepeab NpWU neperpyske
cuctembl PoE;

- high — ycTaHaBAnBaeT BbICOKMI NPUOPUTET 3N1EKTpONUTa-
HUA;

- low — ycTaHaB/AMBAET HU3KMI1 NPUOPUTET INEKTPONUTAHUA.

BoccTaHOBWUTL MPUOPUTET MO YMONYAHMIO.

ower inline limit power
P P power: (0..30000)/30000

mBT

no power inline limit

HasHaunTb Npeaen MoWwHOCTU INEKTPONUTAHNA ANA
BblbpaHHOro nopTa.

BoccTtaHOBUTL Npeaen MOLHOCTM NO YMOHAHUIO.

KomaHObI pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKK B pexume Privileged EXEC:

console#

Tabnnua 248 — KomaHgbl pexkuma Privileged EXEC

3HayeHue/3HayeHue
no yMmon4aHuio

KomaHoa

HAelicmeue

show power inline [giga-
bitethernet gi_port | unit
unit_id]

gi_port: (1..8/0/1..8);
unit_id : (1..8)

OTO6pPa3nTb COCTOSHME 3/IEKTPONUTAHUA HTEPdECOoB,
noAafepXK1BatroLWwmx nuTaHne no nHumn PoE.
- unit_id — Homep 1OHWUTA B CTeKe.

show power inline con-
sumption [gigabitethernet
gi_port | unit unit_id]

gi_port: (1..8/0/1..8);
unit_id : (1..8)

OT06pa3nTb XapaKTePUCTUKM NoTpebneHns mouHocTn PoE-
WHTepdencoB yCTPOMCTBA.
- unit_id — Homep OHWUTA B CTeKe.

show power inline version

OT06pa3nTb BEPCUIO NPOrPamMMHOro obecneyeHus
KOHTpoAnnepa noacucrembl POE.
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[Tpumepbl 8bINOAHEHUA KOMAHO

= [loKasaTb COCTOAHME IIEKTPONUTAHMA BCEX MHTEPdENCOB YCTPOICTBA:

console# show power inline

Power-limit mode: Class based
Usage threshold: 95%
Trap: Disable
Legacy Mode: Disable
Inrush Test: Disable
SW Version: 22.172.3
Unit Module Nominal Consumed Temp (C)
Power (W) Power (W)

1 MES2308P 240 219 (91%) 85

12-port 1G

Managed

Switch with

8 POE+ ports
2 MES2308P 240 0 (0%) 42

12-port 1G

Managed

Switch with

8 POE+ ports
Interface Admin Oper Power (W) Class Device Priority
gil/0/1 Auto On 31.800 4 low
gil/o0/2 Auto On 31.800 4 low
gil/0/3 Auto On 31.0 4 low
gil/0/4 Auto On 31.400 4 low
gil/0/5 Auto Oon 31.500 4 low
gil/0/6 Auto On 31.0 4 low
gil/0/7 Auto On 31.600 4 low
gil/0/8 Auto Fault 0.0 0 low

= [loKasaTb COCTOAHME 3/1EKTPONUTaHMA BbibBpaHHOro MHTepdeca:

console# show power inline gil/0/1
Interface Admin Oper Power (W) Class Device Priority
gil/0/1 Auto Searching 0.0 0 low

Port Status:

Port standard:
Admin power limit
Time range:
Operational power limit:
Spare pair:

Negotiated power:
Current (mA):
Voltage (V) :

Overload Counter:

Short Counter:

Denied Counter:

Absent Counter:

(for port power-limit mode): 30.0

Invalid Signature Counter:

Port is off. Detection is in process
802.3AT
watts

30.0 watts
Disabled
0 watts
0

(None)

OO OO oo
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OnucaHune oTobparkaemMbIX NapaMeTpPoB 3NEKTPONMUTaHUA NpueeaeHo B Tabanue 249.

Tabnunua 249 — MapameTpbl cTaTyca 3/1EKTPONUTAHUA

Nominal Power

HomnHanbHaa MOLWHOCTb UCTOYHUKA NUTaHKUA nogcuctembl PoE.

Consumed Power

M3mepeHHoe 3HaYeHne noTpebnsemoit MOLLHOCTM.

Usage Threshold MoporoBoe 3HaYyeHne NoTpebaaemol MOLLHOCTK, NPK KOTopom dopmMmupyeTcs nHbop-
MaLMOHHOe coobLLeHne (snmp trap) o npeBbiWeHUN nopora.

Traps OTobparkaeT paspeleHne popmuposBaHme MHGOPMALMOHHBIX COOBLLEHUNA.

Port O603HaveHne nHTepdeiica KommyTtaTopa.

Admin ALMUHUCTPATUBHOE COCTOAHWE 3/IEKTPONUTAHMUA MOPTA. BO3MONKHbIE 3HaUYeHUa —
auto u never.

Priority MpuopuTeT ynpaBaeHUs 3N1eKTPONUTaHMEM NopTa. Bo3amokHble 3HaYeHua — critical,
high, low.

Oper OnepaTMBHOE COCTOSAHME 3NEKTPOMUTAHNA NOPTa. BO3MOKHbIE 3HaYeHuA:

Off — nuTaHWe NopTa BbIKAHOYEHO aMUHUCTPATUBHO;

Searching — nuTaHWe nopTa BK/AOYEHO, OXMAaHWe NoakatoveHnsa PoE-ycTpolicTsa;
On — nuTaHWe NopTa BKAKOYEHO U ecTb npucoeanHeHHoe PoE-ycTpolicTBo;

Fault — aBapua nutaHua nopta. PoE-ycTpolicTBO 3anpocmao mMoWwHOCTb 6onbLuyto,
4yem AOCTYNHO uau notpebnaemas POE-ycTpoMCTBOM MOLLHOCTb NpPeBbiCUAA 3a4aH-
Hbll Npegen.

Port standard

Knaccudurkauma noaKkntoyeHHoro yctpoictea B cootsetcTemu ¢ IEEE 802.3af, IEEE
802.3at.

Overload Counter

CYeTunK KONNYECTBa C/Iy4aeB NepPerpysKm Nno 31eKTPONUTaHuUIo.

Short Counter

CyeTumk C/ly4aeB KOPOTKOro 3aMblKaHUA.

Denied Counter

CyeTyumk C/ly4aeB OTKa3a B nogaye 3/IeKTPONMUTaHnA.

Absent Counter

CyeTunK c/iyyaeB MNpPEKpPaLLEHMA 3NEKTPOMUTAHMA K3-33 OTKOYEHUA MUTAEMOTO
yCTpoMcTBa.

Invalid Signature
Counter

CueTumK oWwMBOK KnaccuduKaLumm nograueHHbIX POE-ycTpolicTs.

5.28 ®dyHKuuu obecneueHns 6esonacHocTH

5.28.1 ®yHKyuu obecneyeHus 3awumeoi NOPMoOE

C Lenbto NoBbiweHna 6e30nacHOCTU B KOMMYTaTOPE CYLLLECTBYET BO3MOMXHOCTb HAaCTPOUTL KaKon-nnmbo

NopT TaK, 4Tobbl AOCTYN K KOMMYTATOPY Yepe3 3TOT NOPT NPeAOCTaBAANCA TO/IbKO 3a4aHHbIM YCTPOMUCTBaM.
®OyHKLUMA 3aWMTbl MOPTOB OCHOBaHa Ha onpeaeneHnn MAC-agpecoB, KOTOpbIM paspellaetca goctyn. MAC-
afpeca Moryt 6biTb HACTPOEHbl BPYYHYH MAW U3y4veHbl KOMMyTaTopom. lMocne m3yyeHuAa Heobxoaumbix
agpecoB MopT cnepyet 3abNOKMPOBATb, 3aLLMUTMB €ro OT NOCTYNJIEHUA NAKeTOB C HeusyyeHHbimu MAC-
agpecamu. Taknm obpasom, Korga 3ab10KMPOBAHHbIM NOPT Nosay4vaeT nakeT, ¥ MAC-aapec MCTOYHMKA NaKeTa
He CBA3aH C 3TUM MOPTOM, aKTUBU3IUPYETCA MEXAHW3M 3aLMTbl, B 3aBUCMMOCTU OT KOTOPOrO MOFYT ObITb
NPUHATbI CAeaytowme Mepbl: HECAHKLMOHUPOBAHHbIE MaKeTbl, NOCTyMNalLwWme Ha 3ab/10KMPOBAHHbIIA MOPT,
nepecblnatorca, oTbpacbiBatoTca, MO0 XKe NopT, NPUHABLUMIA NAKeT, OTKAoYaeTca. OyHKUMA 6e30NacHOCTM
Locked Port nossonsetr coxpaHUTb CMKUCOK M3y4veHHbix MAC-agpecoB B daitne KoHOUrypaumm, Takum
06pasom, 3TOT CMUCOK MOXKHO BOCCTAHOBUTb NOC/e Nepe3arpysku yCTpomncTaa.

/ CyuwiecrByet orpaHuyeHue Ha koamdectso MAC-agpecoB, KOTOpOe MOKET U3YUUTb NOPT,
‘ MCNONb3YIOWNIA GYHKLMIO 3aLLMUTDI.
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KomaHObI pexcuma KoHgu2ypauuu uHmepgelica (QuanasoHa uHmepgpelicos) Ethernet, uHmepdgelica

epyrnnel nopmos

Bug, 3anpoca KOMaHAHOM CTPOKM B pexknume KoHdurypaumm nitepdeiica Ethernet, uHtepdeiica rpynnei
NnopTOoB:

console (config-if)#

Tabnnua 250 — KomaHab! pexkuma KoHpurypauum nntepdelica Ethernet, rpynnbl nHtepdelicos

3HayeHue/3HayeHue

Aelicmeue
o ymon4aHuio

KomaHda

port security BkntounTb GyHKLMIO 3aWnTbI Ha MHTepdeiice. baokupyeT
dYHKUMIO N3y4eHna HOBbIX aapecos Ana nHtepdeica. MakeTobl
— /BbIK/IIOYEHO € HensyyeHHbIMU MAC-aapecamm UCTOYHMKA OTBpacbiBatoTCA.
KomaHgaa aHanornyHa komaHge port security discard.

no port security OTKAOUMTD GYHKLMIO 3aLLMTbI HA UHTepdelice.

port security max num [voice] 3aaTb MaKCMMaNbHOE KO/IMYECTBO afpecoB, KOTOPOe MOXKET
n3yunTb NopT. Mpn 3TOM U3 obLero AMMUTa afpecos
BblYMTAETCA IMMUT aApecoB B voice vian.

- voice — ycTaHaBAMBAET MAKCMMa/IbHOE KOJIMYECTBO aApecos,
KOTOpOe MOXKeT bbITb U3y4eHo B voice-vlan.

JIumuT agpecos B voice-vlan He moKeT nNpeBblLaTh 06Kt
NIMMHAT.

num: (0..65536)/1

no port security max YCTaHOBUTb 3Ha4YeHMe NO YMOYAHMUIO.

port security routed se- ® PaspelwmnTb TONbKO MapLUPYTM3aLLMIO NAKETOB C YKa3aHHbIM
cure-address mac_address opmat MAC-agpeca: MAC-aZpecom UCTOUHMKA.

H.H.H, H:H:H:H:H:H,
no port security routed se- H-H-H-H-H-H YCTaHOBUTb 3HaYEeHME N0 YMOHYAHMUIO.

cure-address mac_address

port security {forward | BkAtounTb GYHKLMIO 3aLWnTLI Ha MHTepdeiice. BaokupyeT
discard | discard-shut- DYHKLMIO U3y4eHMA HOBbIX afpecoB Ans UHTepdelica.
down | discard-shutdown- - forward — nakeTbl ¢ HeusyyeHHbIMM MAC-agpecamu
vlan} [trap freq] WCTOYHMKA NepecbINatoTCca.

- discard — nakeTbl ¢ HensyyeHHbIMM MAC-agpecamu
MCTOYHMKA OTbpacbiBatoTCA.

- discard-shutdown — nakeTbl ¢ HensyyeHHbIMKM MAC-
aZlpecaMu MCTOYHMKA OTOpacbIBalOTCA, MOPT OTK/IOYaAETCS.

- discard-shutdown-vlan — nakeTbl ¢ HensyyeHHbIMM MAC-
afipecamu UCTOYHMKa oTbpacbiBatoTcA. MopT yaanseTca us
cooTsetcTaytowei(nx) VLAN. BosspaT nopta 8o VLAN
ocyuecTsaseTca KomaHgoh set interface active.

- freq — YacToTa reHepupyemMbix coobLeHUI npoTokona SNMP
trap npu NOCTynN/JIeHNU HECAHKLMOHNPOBAHHbIX NAKETOB.

freqg: (1..1000000) cek

3a4aTb YAcTOTY reHepupyembix coobueHunit npotokona SNMP
trap npu NOCTyN/IeHNN HECAHKLLMOHNPOBAHHbIX MAKETOB.

port security trap freq freq: (1..1000000) cex
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port security mode {secure
{permanent | delete-on-
reset} | max-addresses |
lock}

3a4aTb pexxum orpaHuyeHuna nsyveHma MAC-agpecos gna
HacTpanBaemoro nHTepodeiica.

- max-addresses — yaanser Tekylime AMHAMUYECKN
U3yYeHHble apeca, CBA3aHHble C UHTepdelicom. PaspelueHo

M3yyeHne MaKkCMMasibHOro KOIM4YecTBa afpecoB Ha NopTy.
MoBTOpPHOE N3yyYeHMe N CTapeHre paspeLleHbl.

- lock — coxpaHsaeT B KOHdUrypaLmio TeKyLLMe ANHAMUYECKU
M3y4YeHHble agpeca, CBA3aHHbIe ¢ UHTepdEicomM 1 3anpeLlaeT
oby4yeHue HOBbIM agpecam U CTapeHue yKe U3yYeHHbIX
agpecos.

- secure — HacTpauBaeT CTaTUYECKOE OrpaHNYEHNE U3YYEHUA
MAC-agpecos Ha nopTy.

- permanent — gaHHbii MAC-agpec coxpaHuTca B Tabauue
Aaxe nocne nepesarpyskn ycTponcTsa.

- delete-on-reset — gaHHbIV agpec yaanutca nocne
nepesarpysku ycTponcTea.

—/lock

no port security mode YCTaHOBUTb 3Ha4YeHMe N0 YMOIHYAHMUIO.

KomaHObi pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console>

Tabanua 251 — KomaHgb! pexkmuma EXEC

3Ha4yeHue/3HayeHue

Aeiicmeue
o yMon4YaHuo

KomaHoa

MoKa3aTb HACTPOMKM yHKLUMM 6e30MacHOCTU Ha BbIBpaHHOM
nHTepdelice.

show ports security {giga-
bitethernet gi_port | tengi-
gabitethernet te_port |
fortygigabitethernet
fo_port | port-channel
group | detailed}

show ports security ad-
dresses {gigabitethernet
gi_port | tengigabitether-
net te_port | fortygiga-
bitethernet fo_port | port-
channel group | detailed}

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

MoKasaTb TeKyLLee KONMYECTBO U3YYEHHbIX afPECOB U
gi_port: (1..8/0/1..48); BO3MOMHbIV IMMUT ANA 3a6/10KMPOBaHHbIX MOPTOB.
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

group: (1..48)

AKTMBMPOBATb MHTEPdENC, OTKAOUEHHDbIN GYHKLMEN 3aWmTbl
nopta (KomMmaHAa JOCTYMNHa TONbKO ANA NPUBUIETMPOBAHHOIO
nonb3osaTens).

set interface active {giga-
bitethernet gi_port | tengi-
gabitethernet te_port |

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);

fortygigabitethernet fo_port: (1..8/0/1..4);
fo_port | port-channel group: (1..48)
group}

show ports security status - MoKa3aTb TeKyLLMI CTaTyC BCex MHTepdencos.

[pumepsi 8biM10AHEHUS KOMAHO

= BkatounTb GyHKUMIO 3aWwmThl Ha 15 uHTepdeiice Ethernet. YcTaHOBUTL OrpaHMYeHUe Ha U3yyeHue
agpecos — 1 agpec. Mocne usyyenma MAC-agpeca 3a6/10KMpoBaTb GYHKLUMIO U3YYEHUA HOBLIX aj-
pecoB A5 uHTepdeiica ¢ Lenblo oTOPOoCUTb NakeTbl ¢ HensydyeHHbIMM MAC-agpecammn UCTOYHMKA.
CoxpaHuTb B palin n3yvyeHHbIN agpec.

console# configure
console (config)# interface tengigabitethernet 1/0/15
console (config-if) # port security mode secure permanent
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console (config-if) # port security max I
console (config-if) # port security

5.28.2 lposepka NnodaUHHOCMU KaAueHma Ha ocHoee nopma (cmaHoapm 802.1x)

5.28.2.1 baszosas nposepka nodauHHocMu

AyTeHTUdUKaumMAa Ha ocHoBe cTaHaapTa 802.1x obecneymBaeT NPOBEPKY NOAJIMHHOCTM NOJ/ib30BaTeNeN
KOMMYTaTOpa 4Yepe3 BHELWHWA CepBep Ha OCHOBE MOpPTa, K KOTOPOMY MOAKAOYEH KAMEHT. TONbKO
ayTEHTUPULMPOBAHHbBIE M AaBTOPWU30OBAHHbIE MOJ/Ib30BATE/IM CMOrYT NepefasaTb M MPUHUMATb AaHHbIE.
MpoBepKa NoA/IMHHOCTU NOAb30BaTeel NopToB BbiNnoaHsAeTca cepepom RADIUS nocpeactsom npoTokona
EAP (Extensible Authentication Protocol).

KomaHObI pexcuma 2a0baab6Hol KOHGuU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKU peXKnmMa rnobanbHoOM KOHGUIypauum:

console (config) #

Tabnunua 252 — KomaHab! pexuma rnobanbHoi KoHduUrypaumm

Komanoa 3HayeHue/3HavyeHue Leiicmeue
no yMoOAYaHUIo
dotlx system-auth-control BKAtoUNTL perkmum ayTeHTuduKaumm 802.1X Ha KommyTaTope.
no dotlx system-auth-con- —/BbIKNOYEHO BbIKNt0UnTL pexxknm ayteHTudmKaumm 802.1X Ha KommyTaTope.
trol
aaa authentication dotlx 3apaTb 04MH UK ABa MeTOoAa NPOBEPKM NOA/INMHHOCTY,
default {none | radius} aBTOpU3aumMm 1 yyeta (AAA), AN UCNONBb30BaHUA Ha
[none | radius] nHTepoeiicax IEEE 802.1X.
- none — He BbINO/HATbL ayTeHTUUKaLMUIO;
- radius — ncnonb3osaTb cnucok RADIUS-cepsepos ans
—/radius ayTeHTMdMKaLMM Nob30BaTeNs.
7 Bropoii meton ayTeHTUdMKauuKM uUcnonbayercs
V TOJ/IbKO B C/ly4ae, ecv No nepBomy ayTeHTMduKaumsa
6biN1a HeycneLwHoM.
no aaa authentication YCTaHOBUTb 3HaYEHME N0 YMOYAHMIO.
dotlx default

KomaHObI pexcuma KoHgu2ypayuu uHmepaelica Ethernet

Bua 3anpoca KoOMaHAHOM CTPOKM B pexume KoHPurypaumnm nHtepdelica Ethernet:

console (config-if) #

V Mpotokon EAP (Extensible Authentication Protocol) BbinonHseT 3agaum ana ayTeH-
TMPUKALUMN YAANEHHOTO K/IMEHTa, NPU 3TOM onpeAensia MexaHu3m ayTeHTuduKa-
TR

262 Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES5324



HELTEX

Tabnuua 253 — KomaHabl pexkmma KoHpurypaumm nHtepoeliica Ethernet

KomaHoa

3Ha4yeHue/3HayeHue
o ymon4aHuro

Aelicmeue

dotlx port-control {auto |
force-authorized |
force-unauthorized}
[time-range time]

—/force-authorized;

Hactpoutb ayteHTUdMKaumio 802.1X Ha nHTepdeiice.
Pa3peluaeT py4HOM KOHTPOJIb 32 COCTOAHMEM aBTOPM3aL MK
nopra.

- auto — ncnosb3oBatb 802.1X 4n1Aa U3SMEHeHMA COCTOAHUA
KMEHTA MeX Yy aBTOPM30BaHHbIM U HEABTOPU30BaHHbIM;

- force-authorized — BbikntouaeT ayTeHTUdMKaumio 802.1X Ha
nHTepoerice. MopT NepexoaunT B aBTOPU30BAHHOE COCTOSHUE
6e3 ayTeHTUdMKauum;

time: (1..32) .
- force-unauthorized — nepesoauT NOpPT B HEAaBTOPMU30BAHHOE
coctosiHune. IrHopupytoTca BCe NOMNbITKU ayTEHTUOUKaLUK
KAMEHTA, KOMMYTATOP He NPeaoCTaBAAET CEPBUC
ayTeHTMdUKaLMM Ans 3TOro NopTa;
- time — WHTepBan BpemMeHU. ECnn AaHHbIN napameTp He
onpeaeneH, To NOPT He aBTOPU30BaH.
no dotlx port-control YCTaHOBWTb 3HaYEHME N0 YMOYAHMIO.
dotlx reauthentication —/nepuoanyeckune BKNOUUTL Nepuoamyeckme NoBTOPHbIE NPOBEPKM
NMOBTOPHbIE NPOBEPKM NoA/IMHHOCTY (NepeayTeHTUUKALMIO) KNKEHTa.
no dotlx reauthentication NoAJIMHHOCTH BbIKNOUMTb NeproanYecKkme NoBTOPHbIE MPOBEPKM
BbIK/IIOYEHbI NoA/MHHOCTY (NepeayTeHTUdUKALMIO) KANEHTa.
dotlx timeout reauth-pe- . YCTaHOBUTb NEPUOA, MeXAY NOBTOPHbIMU NPOBEpKaMu
riod period period: NoA/IMHHOCTMU.
- (300..4294967295)/
no dotlx timeout 3600 cek YCTaHOBUTb 3HAYE€HME N0 YMOYAHMIO.

reauth-period

dotlx timeout quiet-period
period

no dotlx timeout quiet-pe-
riod

period: (10..65535)/60
ceK

YCTaHOBUTbL NEPUOA, B TEYEHME KOTOPOrO KOMMYTATOP
OCTaeTCcA B COCTOSHUM MOJIYaHUSA NOC/Ie HeYAaYHON NPOBEPKM
NOAJ/IMHHOCTW.

B TeyeHue neprMoaa MoNYaHMA KOMMYTATOP He NPUHUMAET U
HE MHULMMNPYET HUKAKUX ayTEHTUUKALMOHHBIX COODLLEHWNI.

YCTaHOBWTb 3HaYeHMe N0 YMOAYAHUIO.

dotlx timeout tx-period pe-
riod

no dotlx timeout tx-period

period: (30..65535)/30
ceK

YCTaHOBWTb NEPUOA, B TEYEHME KOTOPOro KOMMYTATOP
0’KMAaeT OTBET Ha 3anpoc M60 naeHTUdUKaUMo No
npotokony EAP oT KnneHTa, nepes, NOBTOPHOW OTMNpPaBKoW
3anpoca.

YCTaHOBUTb 3HaYeHMe N0 YMOIYAHWUIO.

dotlx max-req count

no dotlx max-req

count: (1..10)/2

YCTaHOBUTb MaKCMMa/IbHOE YMCI0 NOMbITOK Nepeaaymn
3anpocoB npoTokona EAP-knneHTy nepes HOBbIM 3aMyCKOM
npouecca NpPoBepKMN NOANNHHOCTU.

YCTaHOBUTb 3HAYEHME MO YMONYAHMUIO.

dotlx timeout
supp-timeout period

no dotlx timeout
supp-timeout

period: (1..65535)/30
CeKyHA,

YcTaHOBUTb NEpUOA MeXay NOBTOPHbIMM Nepesadamm
3anpocos npoTokona EAP-knueHTy.

YCTaHOBUTb 3HaYeHMe N0 YMOAYAHUIO.

dotlx timeout
server-timeout period

no dotlx timeout
server-timeout

period: (1..65535)/30
CeKyHA,

YCcTaHOBUTb Nepnos, B TeHeHNne KOTOPOro KOMMYTaTop
OXMOaeT OTBeTa OT cepBepa ayTeHTMd)VIKaLI,VIVI.

YCTaHOBWTb 3HaYeHMe N0 YMOHYAHWIO.

dotlx timeout silence-pe-
riod period

no dotlx timeout si-
lence-period

period: (60..65535)
ceK/He 3aaHo

YcTaHOBUTb nepunog spemeHn HeakKTMBHOCTU K/IMEHTa, No
ncreyeHmne KoToporo KJIMeHT CTaHOBUTCA HEABTOPU3OBAHHbIM.

YCTaHOBUTb 3HaYeHue no YMO/I4aHUIO.
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KomaHObl pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKKM pexnma Privileged EXEC:

console#

Tabnnua 254 — KomaHgb! pexuma Privileged EXEC

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmeue

dotlx re-authenticate [gi-
gabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | oob]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

Bpy4Hyto OCyLLEeCTBUTb NOBTOPHYO NPOBEPKY NOAMHHOCTU
YKa3aHHOro nopTta B KOMaHge, 1Mbo Bcex NopTos.,
noaaepxusatowmx 802.1X.

show dotlx interface {giga-
bitethernet gi_port | tengi-
gabitethernet te_port |
fortygigabitethernet
fo_port | oob}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

MokasaTtb coctosaHuMe 802.1X ana KommyTtaTopa nmbo gns
yKa3aHHOro uHtepdelrica.

show dot1x users
[username username]

username: (1..160)
C“MBO/I0B

MoKa3aTb aKTUBHbIX ayTEHTUDULIMPOBAHHbIX NO/b30BATENEN
802.1X KommyTaTtopa.

show dot1x statistics inter-
face {gigabitethernet
gi_port | tengigabitether-
net te_port | fortygiga-
bitethernet fo_port | oob}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

MokasaTtb cTatnucTuKy no 802.1X ans BbibpaHHOro nHTepdelica.

[pumepbl 8bINOAHEHUS KOMAHO

= BKAKOUUTb pexum ayteHTudmKaumm 802.1x Ha KommyTtaTtope. Mcnonb3osatb RADIUS-cepsep anA
NPOBEPKMN MOAJIMHHOCTU KNMEHTOB Ha nHTepdeicax IEEE 802.1X. Ansa 8 nHtepdeiica Ethernet uc-

Nosib30BaTb pPeXMm ayTeHTUdMKaumm 802.1x.

console# configure

console (config)# dotlx system-auth-control

console (config)# aaa authentication dotlx default radius
console (config) # interface tengigabitethernet 1/0/8
console (config-if)# dotlx port-control auto

MokasaTb coctosiHMe 802.1x gns KOMmMyTaTopa, Ana 8 uHTepdelica Ethernet.

console# show dotlx interface tengigabitethernet 1,/0/8

tel/0/8

Server timeout:

Authentication is enabled
Authenticating Servers: Radius
Unauthenticated VLANs:
Authentication failure traps are disabled
Authentication success traps are disabled
Authentication quiet traps are disabled

Host mode: multi-host

Port Administrated Status: auto
Guest VLAN: disabled
Open access: disabled
30 sec
Port Operational Status:
* Port is down or not present
Reauthentication is disabled

unauthorized*
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Interfaces
Tx period:

Reauthentication period:
Silence period:
Quiet period:

Supplicant timeout:
Max req: 2
Authentication success: 0
Authentication fails: 0

3600 sec
0 sec

60 sec

802.1X-Based Parameters
30 sec

30 sec

Tabnnuya 255 — OnuncaHMe pe3ybTaToB BbINOJIHEHMA KOMaHA,

Mapamemp

OnucaHue

Port

Homep nopra.

Admin mode

Pexum ayteHTMdMKaymm 802.1X: Force-auth, Force-unauth, Auto.

Oper mode

OnepauymoHHbIA PEeXMM MOPTa: aBTOPU30BAHHDINA, HEABTOPWM30BAHHbIN, SIMBO BbIKNHOYEHHDIN
(Authorized, Unauthorized, Down).

Reauth Control

KoHTponb nepeayTeHTUOUKALNM.

Reauth Period

Mepuoa mexay NOBTOPHbIMM NPOBEPKaMM NMOANNHHOCTHU.

Mma nonb3oBaTtensa npu ncnonbsosaHunmn 802.1X. Ecam nopT aBTOpM30BaH, TO OTobBparkaeTca UmsA

sername TeKyllero nosb3oBaTensa. Ecnv nopT He aBTOpM30BaH, TO oTobparkaeTca MMA nociefHero
U E 6
yCnewHo aBTOPU30BaHHOIO NO/b30BaTeIA Ha NOPTY.
Quiet period Mepuog, B Te4EHME KOTOPOro KOMMYTAaTOP OCTAETCA B COCTOAHMU MONYAHUA MOC/Ae HeyaauHol
P NpPOBepKU NOAJNHHOCTY.
Tx period Mepuoa, B Te4EHME KOTOPOro KOMMYTATOP OXUAAET OTBET Ha 3anpoc Mbo aeHTUPUKaLMIO No
npotoKkony EAP oT KnneHTa, nepes NOBTOPHOM OTNPaBKOM 3anpoca.
Max req MakcumanbHoe Yncno NoNbITOK NepeaAaym 3anpocos npoTokona EAP kaneHTy nepes HOBbIM 3a-

NMyCKOM npouecca NpoBepPKN NOAMHHOCTH.

Supplicant timeout

Meprog mexay NOBTOPHbIMM Nepesayamm 3anpocoB NpoTokona EAP KaneHTy.

Server timeout

Meproa, B TeUEHME KOTOPOro KOMMYTaTOP OXKMAAET OTBETA OT CepBepa ayTeHTUdUKALUN.

Session Time

Bpems NoAKNOUEHUA NONb30BaTENA K YCTPOMCTBY.

Mac address

MAC-agpec nonb3osartens.

Authentication Method

MeTog ayTeHTUOMKALMM YCTaHOBNEHHOW ceccuu.

Termination Cause

MprynHa 3aKpbITUA ceccuu.

State

TeKyuwiee 3HaYeHMe aBTOMaTa COCTOSHUI onpeaennTens NoAANHHOCTM U BbIXOAHOTO aBTOMaTa
COCTOSAHUN.

Authentication success

Konnuyectso nonyyeHHbIX coobuieHnin 06 ycnewHom ayTeHTUPUKaLMmM oT cepeepa.

Authentication fails

Konnuectso nonyyeHHbIX cOOBLLEHMI O HeycnelwHo ayTeHTudMKaLLMKM OT cepBepa.

VLAN

lpynna VLAN Ha3HayeHHas nonb3oBaTento.

Filter ID

aeHTudukaTop rpynnbl GuabTpaLmu.

= [lokasaTtb cTaTUCTUKY no 802.1x ans uHTepdelica Ethernet 8.

console# show dotlx statistics interface tengigabitethernet 1/0/8

EapolFramesRx:
EapolFramesTx: 8
EapolStartFramesRx: 1
EapolLogoffFramesRx: 1
EapolRespIdFramesRx: 4

12

EapolRespFramesRx: 6
EapolRegIdFramesTx: 3
EapolRegFramesTx: 5
InvalidEapolFramesRx: O
EapLengthErrorFramesRx: 0
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LastEapolFrameVersion: 1
LastEapolFrameSource: 00:00:02:56:54:38

Tabnmua 256 — OnuncaHue pesynbTaToB BbINOJHEHUA KOMaHA,

Mapamemp OnucaHue

KonnuecTBo KOppeKTHbIX NakeToB Atoboro Tuna npotokona EAPOL (Extensible Authentication
EapolFramesRx

Protocol over LAN), NpuHATbIX 4aHHbIM ONpeaennTenem NoaIMHHOCTH.

KonnuyectBo KOppeKTHbIX naketos toboro tmna npotokona EAPOL, nepeaaHHbIX AaHHbIM
EapolFramesTx PP P » NEPEA .

onpegenvTenem noaJMHHOCTH.

Konunyectso naketos Start npotokona EAPOL, npuHATbIX aHHbIM onpegenvtenem noaavH-
EapolStartFramesRx P » 1P . peA A

HOCTU.

KonnuectBo nakeTos Logoff npoTokosna EAPOL, NpuHATbLIX AaHHbIM onpeaennTesnem noganH-
EapolLogoffFramesRx

HOCTK.

Konunyectso naketos Resp/ld npotokona EAPOL, npuHATbIX AaHHbIM onpeaenntenem noa-
EapolRespldFramesRx p/id np » P a pea A

JNIMHHOCTW.

Konnuecteo naketos oTeeToB (Kpome Resp/Id) npoTtokona EAPOL, NpuHATbIX fAaHHbIM onpe-
EapolRespFramesRx (kp p/id) np » 1P A P

nenutenem noajMHHOCTU.

KonnuectBo naketoB Resp/ld npoTtokona EAPOL, nepefaHHbIX AaHHbIM onpegenvtenem
EapolReqldFramesTx o/ P » NEPEA A pea

NOA/IMHHOCTW.

KonunuectBo naketos 3anpocoB (Kpome Resp/ld) npoTtokona EAPOL, nepegaHHbIX AaHHbIM
EapolReqFramesTx P (kp p/id) np » NEPEA A

onpegenvTenem noaJMHHOCTHU.

. Konnyectso naketos npotokona EAPOL ¢ Hepacno3HaHHbIM TUMOM, NPUHATbIX AAHHbIM

InvalidEapolFramesRx P P » 1P A

onpeaenutenem noasIMHHOCTY.

KonnuectBo naketos npoTtoKosa EAPOL c HEKOPPEKTHOM ANMHOM, MPUHATLIX AaHHbIM Onpe-
EaplLengthErrorFramesRx P PP A » P A P

nenutenem noajMHHOCTU.
LastEapolFrameVersion Bepcua npoTtokona EAPOL, npuHATaA B CamoMm NocsiegHem Ha AaHHbI MOMEHT NaKkeTe.
LastEapolFrameSource MAC-agpec UCTOYHMKA, MPUHATLIA B CAMOM NOCAEAHEM Ha AaHHbI MOMEHT NaKeTe.

5.28.2.2 PacwupeHHas nposepKa noodauHHoOCmuU

PaclwupeHHble HacTpolikm dotlx Mo3BOAAIOT NPOBOAMTL MPOBEPKY MOAJMHHOCTU O/ HECKONbKUX
K/MEHTOB, NOAK/OYEHHbIX K NOpTy. CyulecTByeT ABa BapuaHTa ayTeHTUdMKaLMMK: NepBblil, KOrAa NpoBepKa
NOA/IMHHOCTU Ha OCHOBe NopTa TpebyeT ayTeHTUdUKaL MM TONbKO OAHOIO KANEHTa, YTobbl AOCTYN K cucTeme
(peskmm  Multiple hosts); BTOpoil, Korga npoBepKa MNOAAMHHOCTM Tpebyer
ayTeHTUOUKALMKM BCeX NOAK/IOYEHHbIX K MOPTY KAMeHTOB (pexxnm Multiple sessions). Ecniv nopT B pexkume
Multiple hosts He npoxoauT ayTeHTUdMKaLMIO, TO BCEM NOAKAOYEHHBIM XOCTam ByaeT 0TKa3aHO B AOCTyne K

nmvwenn BCe K/NEHTbI

pecypcam cetu.
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KomaHObI pexcuma 210b6aabHol KOHuU2ypayuu

BuAa 3anpoca KOMaHAHOM CTPOKM B pexkume rnobanbHoi KoHGUrypaumu:

console (config) #

Tabanua 257 — KomaHgb! pexknuma rnobanbHoi KoHduUrypaumm

3HayeHue/3HayeHue
no yMmoA4aHuo

KomaHoa

Aeiicmeue

dotlx traps authentication
success [802.1x | mac |
web]

no dotlx traps authentica-
tion success

— /BbIKAOYEHO

PaspelnTb OTNPaBKY trap-coObLEHNIA, KOrAa KANEHT yCnewHo
NpPoXoamT ayTeHTUdUKaLmIo.

YCTaHOBWUTb 3HAYeHME NO YMON4YaHUIO.

dotlx traps authentication
failure [802.1x | mac |

web] —/BbIKOYEHO

no dotlx traps authentica-
tion failure

PaspewunTb OTNPaBKY trap-coobLeHui, Koraa KAMEHT He npoLen
ayTeHTUdUKaLMIO.

YCTaHOBUTb 3Ha4YeHMe NO YMOIHAHMUIO.

dotlx traps authentication
quiet
— /BbIKOYEHO

no dotlx traps authentica-
tion quiet

BKOUUTL OTNPABKY trap-coobLueHnid Npu NpeBblweHnn
nosib3oBaTeNeM MaKCUMasIbHO LOMYCTUMOrO KOIMYecTBa
6e3ycneLuHbIX NOMbITOK ayTeHTUdUKALMK.

YCTaHOBUTb 3HaYeHMe NO YMOHAHMUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

Bupg, 3anpoca KOMaHAHOM CTPOKM B pexkMme KoHdurypauumn nHtepdelica Ethernet:

console (config-if) #

Tabnunua 258 — KomaHabl pexkuma KoHdurypaumm nHtepdelrica Ethernet

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHda

Aelicmeue

dotlx host-mode
{multi-host | single-host |

multi-sessions} —/multi-host

Pa3pelwnTb HasMume 04HOrO/HECKONbKUX KAMEHTOB Ha
aBTopm3oBaHHOM nopty 802.1X.

- multi-host — HeckoNbKO KNNEHTOB;

- single-host — oguH KAneHT;

- multi-sessions — Hecko/bKo ceccui.

dotlx violation-mode {re-
strict | protect | shut-
down} [trap freq]

—/protect;
freq: (1..1000000)/1 cek

no dotlx single-host-viola-
tion

3afaTb AeNCTBUNE, KOTOPOE HEODXOAMMO BbINOJIHUTL, KOTrAa
ycTpoicteo, MAC-agpec KoToporo oTanyaetca or MAC-agpeca
K/IMEHTA, OCYLLECTBAAET NOMNbITKY J0CTyNa K MHTepdeicy.
- restrict — naketbl ¢ MAC-agpecom, oTamnyHbim oT MAC-aapeca
KAMEeHTa, NepecblNatoTca, NPy 3TOM agpec UCTOYHUKA He
nsyyaercs;
- protect — naketbl c MAC-agpecom, oTandHbiMm oT MAC-agpeca
KNMeHTa, oTbpacbiBatoTCs;
- shutdown — nopTt BbikAtovaeTca, naketsl ¢ MAC-agpecom,
oTAnyHbIM oT MAC-agpeca KaveHTa, oTbpacbiBatoTcs;

- freq — YacToTa reHepupyembix coobLeHui npoTokona SNMP
trap npu NOCTyN/ieHNN HeCAaHKLMOHNPOBAHHbIX NMaKeToB.

V KomaHga urHopupyertca B pexxume Multiple hosts.

YCTaHOBUTb 3Ha4YeHME N0 YMOHAHMUIO.
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dotlx authentication
[mac | 802.1x | web]

no dotlx authentication

— /BbIKAOYEHO

BkntounTb ayTeHTUdMKaLMIO.

- mac — BK/Il0YaeT ayTeHTUPMKALMIO, OCHOBAHHYH Ha MAC-

agpecax;

- 802.1x — BK/IlOYaET ayTeHTUPMKaLMIO, OCHOBaHHYIO Ha 802.1x;

- web -BkatoyaeT mexaHn3am web-based ayteHTUdPpMKaLmm

5 - HepomkHo 6bITb cTaTUYECKUX npnBA3ok MAC-agpe-
! cOB.

- DyHKUMA NOBTOPHOM ayTEeHTUOMUKALMKN AONKHA
6bITb BK/IOYEHA.

BbIK/MOUNTb ayTEHTUDUKALMIO, OCHOBaHHYH Ha MAC-agpecax
nonb3osaTesnei.

dotlx max-hosts hosts

no dotlx max-hosts

hosts:
(1..4294967295)

3aaTb MaKCMMaNbHOE KO/IMYECTBO XOCTOB, NPOLUEALINX
ayTeHTUdMKaLMio.

BepHyTb 3HaUYEHME MO YMOYaHUIO.

dotlx max-login-attempts
num

no dotlx max-login-at-
tempts

num: (0, 3..10)/0

3apaTb KOIMYECTBO HeyAauHbIX NOMbITOK BBOAA JIOTMHA, Nocae
KOTOPbIX KMEHT BIOKUpyeTCS.
0 — 6eCKOHEYHOE YMC/I0 MOMBITOK.

BepHyTb 3HaYeHMe MO YMOAYAHUIO.

dotlx guest-vlan enable

no dotlx guest-vlan enable

— /BbIK/IOYEHO

BKkntounTb pyHKUMIO rocteBont VLAN Ha Tekylem uHTepdeiice.

Bbikntountb dyHKUMIO rocTeBoit VLAN Ha Tekylem nHtepdeiice.

dotlx radius-attributes fil-
ter-id

no dotlx radius-attributes
filter-id

— /BbIKOYEHO

BK/OYNTBL NPOBEPKY NOANMHHOCTM, OCHOBaHHY0 Ha ACL/
Ha3HauuTb QoS-Policy.

YCTaHOBUTb 3Ha4YeHMe NO YMOYAHMUIO.

dotlx radius-attributes
vlan {reject | static}

no dotlx radius-attributes
vlan

— /BbIK/IOYEHO

Bktountb 06paboTky onumm Tunnel-Private-Group-ID (81) B
coobuieHmax RADIUS-cepsepa.

BbIKnounTb 06paboTky onumm Tunnel-Private-Group-ID (81) B
coobuweHmnax RADIUS-cepsepa.

dotlx radius-attributes
vendor-specific data-filter

no dotlx radius-attributes
vendor-specific data-filter

— /BbIKOYEHO

BKAOUMTb PYHKLMIO AMHamMMYecKoro aobasneHuns ACL Ha nopT
yepes coobueHuns ot RADIUS-cepsepa.

BbIKMOUNTb GYHKUMIO ANHaMMYecKoro gobasneHuma ACL Ha nopT
yepes coobuieHuns ot RADIUS-cepBepa.

KomaHObI pexcuma KoHguaypuposaHusa VLAN

Bupg 3anpoca KOMaHAHOM CTPOKU B pexnume KoHpurypmposaHus nHtepoeiica VLAN:

console (config-if)#

Tabnunua 259 — KomaHabl pexkuma KoHpurypumposaHua nHtepoeica VLAN

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

dotlx guest-vian

no dotlx guest-vian

no ymonyanumio VLAN He
onpepenieHa Kak rocresas

Onpegenntb roctesyto VLAN.

OTKpbIBaeT HeaBTOPM30BaHHbLIM NOb30BaTENAM UHTEpdelica
poctyn K roctesol VLAN. Ecam rocteBast VLAN onpegeneHa un
paspeLueHa, nopT byaeT aBTOMATUYECKU NPUCOEANHATBLCA K Hel,
Korga He aBTOPM30BaH, M NOKWUAATb, KOrAa nponaeT
aBToOpM3aumto. YTobbl MCcNoNb30BaTb AaHHbIM GYHKUMOHAN, NOPT
He [0/KeH BbITb CTaTUYECKUM YneHom rocteson VLAN.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

KomaHObl pexcuma Privileged EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perkmma Privileged EXEC:

console#
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Tabnmua 260 — KomaHabl pexkmma Privileged EXEC

KomaHoa

3HayeHue/3HayeHue
1o yMoA4YaHuro

Aelicmeue

show dotlx interface
{gigabitethernet gi_port |
tengigabitethernet
te_port |
fortygigabitethernet
fo_port | oob}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4)

HactpouTb npotokon 802.1x Ha nHTepdeice (KomaHaa AOCTynNHa
TONIbKO A/1A NPUBUIETMPOBAHHOIO NO/b30BaTENA).

show dotlx detailed

MoKa3aTb paclIMpeHHble HAaCTPOMKKM NpoTokoia 802.1x.

show dotlx users
[username]

username: CTPOKa

MNokasaTtb ABTOPMU30BaAHHbIX KNTMEHTOB.

show dotlx locked clients

MoKa3aTb HeaBTOPM30BAHHbIX KIMEHTOB, 3a6/10KMPOBAHHBbIX MO
TavmayTy.

show dot1x statistics
interface {gigabitethernet
gi_port |
tengigabitethernet

te port |
fortygigabitethernet
fo_port | oob}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4)

MokasaTtb cTaTucTuKy 802.1x Ha UHTepdelicax.

5.28.2.3 Hacmpolika akmusHo20 ceaHca KnueHma (CoA)

RADIUS CoA (Change of Authorization) — aTo ¢yHKUMSA, KOTOpan no3sonseT cepepy RADIUS HacTpouTb
aKTUBHbIN CEaHC KNNEHTA, paHee ayTeEHTUOULMPOBAHHOIO HA OCHOBe cTaHgapTa 802.1x. O6paboTka coobleHui
CoA-Request npoucxoaut B cootBeTcTBMM ¢ RFC 5176. O6pabaTbiBatoTca coobuieHus, npuweawmne Ha UDP-nopT
3799 oT cepBepoB, 3a4aHHbIX KOMAHAOW radius-server hosts 1 ¢ Knto4Yom, 3a4aHHbIM KOMaHAoM radius-server
key. Ana naeHTMdMKaumMm ceaHca KameHTa ucnonbsytotca RADIUS-atpubyTtbl User-Name wnun Acct-Session-Id.
[ns HacTpPoOMKM ceaHca KAneHTa noaaep:kusatotca RADIUS-atpubyThl Tunnel-Private-Group-Id, Filter-Id, Eltex-
Data-Filter, Eltex-Data-Filter-Name.

KomaHObI pexcuma 2n06anbHol KOHpu2ypauuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexmnma rnobanbHoM KOHPUrypaumm:

console (config) #

Tabnuua 261 — KomaHapl pexknuma rnobanbHom KoHbUrypaumm

KomaHda

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

HAeilicmeue

aaa authorization dynamic
radius

no aaa authorization
dynamic

—/BbIK/IOYEHO

BKAOUNTDL QYHKLMIO HACTPOMKM aKTUBHOTO ceaHca KnneHTa (CoA).

BbIK/MOUNTL DYHKLLMIO HACTPOMKM aKTUBHOTO ceaHca KaneHTa (CoA).

5.28.3 Hacmpoiika ¢pyHkyuu MAC Address Notification

®yHKuma MAC Address Notification nossonseT otcnexxusaTb NoOABAEHNE U UCHE3HOBEHME aKTUBHOMO
060pyA0BaHNA HA CETU NYTEM COXPaHEHUA UCTopuK n3ydeHnsa MAC-agpecos. MNpu 06HapyXEHMUU U3MEHEHNI
B cocTaBe n3yyeHHbIx MAC-aapecoB KOMMYTaTOP CoXpaHAaeT nHpopmaumio B Tabaunue n n3sewaet ob sTom ¢
NOMOLLbIO coobLeHMI NnpoTokona SNMP. ®yHKLMA MMeeT HacTpamMBaemble NapameTpbl — raybrHa uctopumm
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0 CObbITUAX U MUHMMANbHbBIN MHTEePBan oTnpaBku coobuieHnit. Cepemuc MAC Address Notification oTkatoueH
MO YMOJIYaHMIO U MOXKET BbITb HaCTPOEH BbIGOPOYHO A/1A OTAENbHbIX MOPTOB KOMMYTATOPA.

KomaHObI pexxcuma 2a0b6ana6Hol KOHguU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B peXKMUmMe r106anbHON KOHPUrypaumm:

console (config) #

Tabanua 262 — KomaHgbl pexkuma rnobanbHoi KoHdUrypaumm

KomaHda

3HayeHue/ 3HayeHue
no yMmoA4aHuo

Aelicmeue

mac address-table notifica-
tion change

no mac address-table noti-
fication change

—/BbIK/IlOYEHA

KomaHaa npeaHasHayeHa ans rnobanbHOro ynpasaeHus
dyHKumen MAC notification. KomaHaa paspeluaer perncrpaumio
cobbiTnit aobasneHunsa n yganeHna MAC-agpecos B/u3 Tabnauy,
KOMMYyTaTOpa M OTNPABKY yBEAOM/IEHUA O COObITUAX.

[na paboTbl PyHKUUM HEOBXOANMO [ONONHUTENBHO pa3peLaTh
reHepaLMio yBeAOMIEHUI Ha MHTepdENcax (CMm. HUXKE).

BbikntounTb dyHKumno MAC notification rno6anbHO 1 0OTMEHUTb
COOTBETCTBYHOLLME HACTPOMKM Ha BCeX MHTepdelcax.

mac address-table notifica-
tion flapping

BKAOUUTL PYHKLMIO 06HapyxKeHna daannuHra MAC-agpecos.

no mac address-table notifi- /Bratovena BbIkntounTh PyHKLUMIO 0BHapyxeHna dnannuHra MAC-agpecos.
cation flapping
mac address-table notifica- MaKcrMManbHbI MPOMENKYTOK BPEMEHWN MeX Ay OTNpaBKamm
tion change interval value SNMP-yBegomneHunin. Ecnu 3HauyeHue nHTepBasia BpeMeHW PaBHO
0, TO reHepauua yBeAOMNEHWUI U COXPaHEHME COObITUI B UCTOPUIO
6yAeT ocyLwecTBAATLCA HEMEeAIeHHO N0 Mepe BO3SHUKHOBEHMUSA
value: cob6bITUI 06 U3MeHeHUN cocToaHMA Tabanubl MAC-agpecos. Ecam

no mac address-table noti-
fication change interval

(0..4294967295)/1

3Ha4YeHMe NHTepBana BpemeHu bosbwe 0, TO yCTpoicTBO byaeT
HakanaueaTb cobbITMA 06 3MeHeHUM cocToAHNA Tabanubl MAC-
aflpecoB B TeYEHME 3TOro BpeMeHM, a 3aTeM OTNPaBAATb
yBegomneHusa npotokona SNMP 1 coxpaHaTb cobbITUA B UCTOPUN.

BoccTtaHOBUTL 3HaYeHWe nNo YMONYaHUIO.

mac address-table notifica-
tion change history value

no mac address-table noti-
fication change history

value: (0..500)/1

3a4aTb MaKCMMabHOE KOIMYECTBO CObbITUN 06 M3IMEHEHUMU
cocToAHMA Tabaunubl MAC-agpecos, KOTOPOe COXpaHAEeTCA B
ncropuu. Ecam yctaHoBNeH pasmep UCTOPUKM paBHbIi 0, TO
cobbITHA He coxpaHatoTca. MNpu nepenonHeHnmn bydepa ncropum
HOBOE CObbITME NOMELLLAETCA HAa MECTO CAMOT0 CTaporo.

BoccTtaHOBUTL 3HaYeHWe nNo YMONYaHULO.

snmp-server enable traps
mac-notification change

no snmp-server enable
traps mac-notification
change

—/BbIK/IOYEHO

BkntounTb oTnpaBky SNMP-yBegomneHuii 06 nameHeHum
cocTosiHuAa Tabaunubl MAC-agpecos. [1na OTKAUYEHUA
ncnonb3yerca oTpuuatenbHas popma KoOMaHAbI.

Ecnv oTnpaBska yBeAOMNEHWIA BK/IOYEHA, TO YCTPOMCTBO byaeT
MHPOPMMPOBATL O COBLITUAX COOBLLEHUAMMU NpoTOKoNAa SNMP 1
COXPaHATb COOTBETCTBYIOLLME COObITUA B UcTOpMU. Eciv oTnpaska
SNMP-yBe4OMNEHUI BbIKNIOYEHA, TO YCTPOMCTBO BYAET TONbKO
COXPaHATb COBLITUA B UCTOPUN.

OTKNtouYUTL 0TNpaBKky SNMP-yBegomneHuii 06 nsmeHeHum
cocToAHmA Tabaumubl MAC-agpecos.

snmp-server enable traps
mac-notification flapping

no snmp-server enable
traps mac-notification flap-

ping

—/BKAtOYEeHa

BkntounTb oTnpaBKy Tpanos o ¢nannuHre MAC-agpecos.

OTKNOYUTL OTNPaBKy Tpanos o dnannuHre MAC-agpecos.
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KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

BuAa 3anpoca KOMaHAHOWN CTPOKM:

console (config-if) #

Tabnunua 263 — KomaHgb! pexkuma KoHdurypaumm nHtepdeliica Ethernet

KomaHda

3HayeHue/3Ha4yeHue
no yMmoA4aHuo

Aeiicmeue

snmp trap mac-notification
change [added | removed]

—/BbIK/IIOYEHA

no snmp trap mac-notifica-
tion change

BKNOUMTL reHepauuto yBegoMAEHUIM Ha KaXaom nHtepdeice o
cobbITnAxX n3meHeHua coctoaHna MAC-aapecos. OTaensbHo
MOXHO paspeLnTb reHepaLmio yBeAOMAEHUI TONbKO 06
nsyyeHnn MAC-aapecos, 160 TONbKO 06 UX yaaneHuu.

OTKNIOYMTb FeHepaumio yBe4OMIEHUI Ha UHTepdelice.

KomaHObI pexcuma privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKK B pexume privileged EXEC:

console#

Tabanua 264 — KomaHgbl pexkuma privileged EXEC

KomaHda

3HayeHue/3HayeHue
no yMmoa4aHuo

Aeiicmeue

show mac address-table

[gigabitethernet gi_port |
tengigabitethernet

net fo_port | port-channel
group | vlan vian_id]

notification change history

te_port | fortygigabitether-

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094).

OTob6pa3unTb Bce yBefoMIeHUs 06 n3meHeHun coctoaHus MAC-
a4,peECOB, COXPAHEHHbIX B UCTOPUU.

show mac address-table
notification change statis-
tics

OT06pa3unTb CTAaTUCTMKY cepBuca: obuiee KoMYecTBo cobbITuil 06
nsyyeHnn MAC-aapecos, obuiee KOMYECTBO COObITUI 06
vaaneHun MAC-aapecos, obuiee KOAMYECTBO OTMNPABAEHHbIX

SNMP-coobuieHui.

[Mpumepbl UCM016308AHUS KOMAHO

= B npumepe NOKasaHO, Kak HacTpouTb Nepeaady coobueHunit SNMP MAC Notification Ha cepBep ¢
agpecom 172.16.1.5. Npun HacTpoiKe 3aaaeTca oblee paspelleHne paboTbl cepBuca, HacTpa-
MBAeTCA MUHMMA/IbHbIN MHTEPBAN OTNPABKM COOBLLEHUI, 3a4aeTcA pasMep UCTOPUMN COBLITUIN K
HaCTpamMBaeTCsA CEPBUC HA BbIBPaHHOM MOpPTY.

console (config)# snmp-server host 172.16.1.5 traps private

console (config) # snmp-server enable traps mac-notification change
console (config)# mac address-table notification change

console (config)# mac address-table notification change interval 60
console (config) # mac address-table notification change history 100
console (config) # interface gigabitethernet 0/7

console (config-if)# snmp trap mac-notification change

console (config-if) # exit

console (config) #
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5.28.4 KoHmposab npomokona DHCP u onyus 82

DHCP (Dynamic Host Configuration Protocol) — ceTeBoli NpOTOKO/1, NO3BONAIOLLMIA KAMEHTY NO 3anpocy
nonyyatb IP-agpec n apyrve tpebyemble napameTpbl, Heobxoanmble ana pabotbl 8 cetn TCP/IP.

Mpotokon DHCP MoeT MCnoab30BaTbCA 3/10YMbIWAEHHUKAaMK 1A COBEPLUEHMA aTaK Ha YCTPOMCTBO,
KaK CO CTOPOHbI KNMeHTa, 3actasnaa DHCP-cepBep BblgaTh BCe AOCTYMNHbIE aapeca, Tak U CO CTOPOHbI CepBepa,
nyTem ero nogmeHbl. [porpammHoe obecneyeHme KOMMYTaTopa NO3BOAET 06ecneynTb 3aLWmnTy YCTPOMUCTBA
OT aTaK € Ucnonb3oBaHMem nNpoTokosia DHCP, gna yero npumeHseTca GyHKLMA KOHTPOAA NpoTokona DHCP —
DHCP Snooping.

YcTpoiicTBo cnocobHo oTcnexkmnsaTth noasneHne DHCP-cepBepoB B ceTu, paspeluas Ux UCNob3oBaHMe
TONIbKO Ha «A0BepeHHbIX» MHTepdencax, a TakKe KOHTPOMPOBaTb A0CTyn KaneHtoB K DHCP-cepBepam no
Tabauue cooTBETCTBUMN.

Onuus 82 npotokona DHCP (option 82) ucnonw3yerca ansa Toro, 4ytobbl nponHbopmmposatb DHCP-
cepsep 0 Tom, oT Kakoro DHCP-peTpaHcnaTopa (Relay Agent) n yepes Kakoi ero nopt 6bin NosayyYeH 3anpoc.
MpumeHaeTca oNA yCTaHOBNEHMA COOTBETCTBMI IP-agpecoB 1 NOPTOB KOMMYTATOPA, @ TaKKe 414 3alWuTbl OT
aTaK ¢ ucnosibzoBaHMem npoTokosa DHCP. Onuus 82 npeacTtaBnseT coboi AOMNONHUTENbHYIO MHbOPMaLUIO
(Mmsa ycTpoicTBa, Homep nopTa), AobaBnseMyto KOMMYTaTOPOM, KOTOPbIN paboTaeT B perkume DHCP Relay
areHTa (6e3 pobasneHua IP-agpeca Ha KAMEHTCKUI MHTepdelic) nnm ¢yHkumm DHCP Snooping (npu ycnosuum
BK/IlOYEHMs KomaHab! ip dhep information option). Ha ocHoBaHun aaHHo onumn DHCP-cepBep BbigensaeT IP-
aapec (ananasoH IP-agpecos) u apyrve napameTpbl NOPTy KOMMyTaTopa. Noay4ns HeobxoamMmble AaHHble OT
cepsepa, DHCP Relay areHT Bblgenset IP-agpec KAMEHTY, a TaKXKe nepepaer emy gpyrme Heobxogumble
napameTpsbl.

Onuma dopmupyeTca € y4eTom npuoputeta (B nopagKe yMeHbLIEHWA): HACTPOMKU WHTepdelica
Ethernet - HacTpoliku nHTepdeiica VLAN = HacTpOMKKU pexnma rnobanbHOro KOHGUrypmpoBaHus.

Tabnunua 265 — dopmart nonet onuum 82

Mone lMepedaesaemas uHgpopmayusa

Mms xocTa ycTpolicTea.

Ctpoka Buaa eth <stacked/slotid/interfaceid>:<vlan>

MocneaHuii 6akT — HOMep NOPTa, K KOTOPOMY NOAKAOUYEHO YCTPOMCTBO, OTNPaBAA-
towee dhcp-3anpoc.

Enterprise number — 0089c1

MAC-agpec ycTponcrsa.

Circuit ID

Remote agent ID

DAna ucnonb3oBaHua onuun 82 Ha yCTpoiicTBe A0/KHA BbITb BKAOYEeHA ¢yHKuua DHCP
relay areHTa (6e3 po6asnenus IP-agpeca Ha KNIMEHTCKUA uHTepdeiic) unmn epyHKuma DHCP
Snooping (npu ycnosum BKAoueHUA KoMmaHabl ip dhcp information option).

DAna KoppeKTHOU pabotbl pyHKumMn DHCP Snooping Bce ucnonbayemoie DHCP-cepBepbl
BONKHbI 6bITb NOAKAIOUYEHDI K «A,0BEepPeHHbIM» NOPTamM KommyTtatopa. Ana gobasneHusn
nopTa B CNUCOK «A4,0BEPEeHHbIX» ucnonb3lyerca KomaHaa IP dhcp snooping trust B pexxume
KOHUrypauuu uHtepdeiica. Ana obecneyeHns 6e3onacHOCTU Bce OCTasibHble NOPTbI
KOMMYTaTOpa A0/KHbI 6bITb «Heg0BepPeHHbIMU Y.

R R
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KomaHObI pexcuma 2a06asna6Hol KoOHpuU2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexnma rnobanbHOM KOHOUIypaumm:

console (config) #

Tabnunua 266 — KomaHab! pexuma rnobanbHoM KoHduUrypaumm

KomaHda

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aeiicmeue

ip dhcp snooping

no ip dhcp snooping

—/BbIK/OYEHO

BKAOUYNTBL KOHTPOb NpoToKona DHCP nytem BeaeHuUs Tabanubl
DHCP Snooping 1 oTNpaBKK KNMEHTCKUX LMPOKOBELLATENBbHbIX
DHCP-3anpocoB Ha «40oBepeHHble» NOpThl.

BbIKNt0UNTb KOHTPOAL NpoToKoaa DHCP.

ip dhcp snooping vlan
vian_id

no ip dhcp snooping vlan
vlan_id

vlan_id:
(1..4094)/BbiKNtO4EHO

PaspewunTtb KOHTpONb NpoTokoaa DHCP B npesenax ykasaHHOM
VLAN.

3anpeTuTb KOHTPOJIb NpoToKoa DHCP B npeaenax yKkasaHHoOM
VLAN.

ip dhcp snooping
information option
allowed-untrusted

no ip dhcp snooping
information option
allowed-untrusted

No YMONYAHUIO Npuem
DHCP-nakeToB ¢ onuueit
82 OT «HEeHaAeXHbIX»
nopToB 3anpeLueH

PaspewunTtb npuHnumatb DHCP-nakeTsl ¢ onuueit 82 ot
«HEHaAEeXHbIX» NOPTOB.

3anpetutb npuHMmaTe DHCP-nakeTsbl ¢ onumeit 82 ot
«HEHaAEeXHbIX» NOPTOB.

ip dhcp snooping verify

no ip dhcp snooping verify

N0 YMONYAHUIO
BepUPMKaLMA BKAOYEHA

BkntounTb Bepudpmkaumo MAC-agpeca kameHTa n MAC-agpeca
MCTOYHMKa, npuHAToro B DHCP-nakeTe Ha «Heg0BEpPEHHbIX»
noprax.

BbIkntounTb Bepuomrkaumo MAC-agpeca knmeHta 1 MAC-agpeca
MCTOYHMKa, npuHAToro B DHCP-nakeTe Ha «He40BEpPEHHbIX»
noprax.

ip dhcp snooping database

no ip dhcp snooping
database

pe3sepBHbIN dpann He
ncnonbsyerca

PaspewunTb ucnonb3oBaHue pesepBHoro ¢aiina (6asbl) KOHTpoONs
npotokona DHCP.

3anpeTuTb UCNONb30BaHKe pe3epBHOro daina (6asbl) KOHTPONA
npotokona DHCP.

ip dhcp snooping port-
down action clear

no ip dhcp snooping port-
down action

—/BbIK/IIOYEHO

PaspewwnTb ouncTky Tabanusl DHCP Snooping npu nageHuu
nHTepodelica.

3anpeTuTb ouncTKy Tabamnubl DHCP Snooping npu nageHun
nHTepodelica.

ip dhcp information option

no ip dhcp information
option

—/BbIK/IIOYEHO

Paspewwntsb ycTpoiicTBy gobasneHune onumm 82 npu pabote
npotokona DHCP.

3anpeTuTb ycTponcTBY AobasneHne onummn 82 npu paboTte
npotokona DHCP.

ip dhcp information option
format-type access-node-
id node_id

no ip dhcp information
option format-type
access-node-id

node_id: (1..32)
CUMBOJIOB

YcTaHoBUTb naeHTuduKaTop Access Node ID onumm 82.

YCTaHOBUTb 3HaYeHMe No YMON4YaHULO.

ip dhcp information option
format-type remote-id
remote_id

no ip dhcp information
option format-type
remote-id

remote_id: (1..128)
CMMBONOB/—

YcTaHOoBUTbL naeHTUdMKaTop Remote agentlD onuuum 82.

YCTaHOBUTb 3Ha4YeHME N0 YMOIYAHMUIO.
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ip dhcp information option
format-type option format
[delimiter delimiter]

format: (sp, sv, pv, spv,
bin,);
delimiter: (.,;#)/npo6en

no ip dhcp information
option format-type option

HacTtpoutb popmat DHCP onumm 82.

dopmar:

- Sp — HOMep c/I0Ta U NOPTa;

- sv — Homep cnoTa u VLAN;

- pv — Homep nopTta u VLAN;

- Spv — Homep cnoTa, nopTa un VLAN;

- bin — 6uHapHbI dpopmart: VLAN, cioT, nopT;

- user-defined — ¢opmat onpegensetca nonb3osatenem. Mpu
onpegeneHnn UCNoNb3yTCA creaytowme WabnoHbl:
%h: hostname;

%p: KOPOTKOE UMA NopTa, Hanpumep gil/0/1;

%P: ANMHHOE MMA NopTa, Hanpumep, gigabitethernet 1/0/1;
%t: TN nopta (3HaveHue nons ifTable::ifType B
WeCcTHaALATEPUYHOM BUAE);

%m: maKk-agpec nopta B popmate H-H-H-H-H-H-H;
%M: mak-agpec cuctemol B popmate H-H-H-H-H-H-H;
%U: HOMep KHUTA;

%S: HOMep CNoTa;

%n: HOMep nopTa (Kak Ha IMLEBON NaHenu);

%i: ifindex nopTa;

%V: naeHtTnduratop VLAN;

%C: maK-agpec knumeHTa B popmate H-H-H-H-H-H;
%a: IP appec cuctemol B dopmate A.B.C.D;

%%: OAAMHOYHBIV cMMBOA %.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

ip dhcp information option
suboption type {tr101 |
custom}

—/tr101

no ip dhcp information
option suboption type

YcTaHOBUTL popmart onumm 82.

- tr101 — yctaHaBauBaeT popmat onuum 82 cornacHo
CUMHTaAKCUCy, MPUHATOMY B pekomeHgaunax TR-101 8
cooTBeTcTBUM ¢ GOPMATOM, KOTOPLIM NpUBeaeH B Tabavue 267 —
dopmat nonert onuun 82 cornacHo pekomeHgaumam TR-101;

- custom — ycTaHaBaunBaeT GopmaT onumm 82 B COOTBETCTBUM C
dopmaTtom, KoTopbIV NpuBeaeH B Tabaunue 268.

YCcTaHOBUTb 3HaYeHue no YMONYaHULO.

ip dhcp route {connected |
static}

no ip dhcp route

PaspelunTb ycTpOICTBY CcO3AaBaTb 3anuch B Tabauue
MapLUpyTU3aLmMm C Mackol /32 gns Kaxgoro IP-agpeca
noay4yeHHoro kaneHtom ot DHCP-cepsepa.
3anucu B Tabavue MappyTn3aumm aBTOMaTUYECKM YAanAaoTCa
npw UCTeYeHUU CPpOoKa apeHAabl IP-agpecos.
— connected — mapLUpyT co3aaeTcA KakK NOAKNOYEHHDIN;
— static — mMapLUpyT co3AaeTcA KaK CTaTUYeCKUit.
®yHKLUMA paboTtaeT TonbKOo Npu BKAOYEeHHbIXx DHCP
¥ Snooping u DHCP Relay.

3anpeTuTb YCTPOMCTBY CO34aBaTb 3anucb B Tabumue
MapLpyTu3aummn gna Kaxaoro IP-agpeca nonyyeHHoro ot DHCP-
cepsepa.

Tabnnua 267 — Popmat noneit onuum 82 cornacHo pekomeHgaumam TR-101

lone

lMepedasaemasn uHgpopmayusa

Circuit ID

Mmsa xocTa yCTponcTea.

CTpoKa Buaa eth <stacked/slotid/interfaceid>: <vlan>
MocneaHuit 6aitT — HoMep NopTa, K KOTOPOMY MOAK/IIOYEHO YCTPONCTBO, OTNPaBAAIo-

wee 3anpoc DHCP.

Remote agent ID

Enterprise number — 0089c1

MAC-agpec ycTponcTaa.
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Tabnnua 268 — ®opmat noneit onumm 82 perknma custom

VLAN (2 6atiTa)
Homep moayns (1 6awiT)
Homep nopta (1 6aiiT)

Mone lNepedasaemas uHgpopmayusa
Onvna (1 6anT)
Tun Circuit ID
Circuit ID Annia (1 6aiir)

Onvna (1 6aiT)

Tun Remote ID (1 6aiiT)
Onvna (1 6aiT)
MAC-agpec KommyTaTopa

Remote agent ID

KomaHObl pexcuma KoHgpuaypauuu uHmepgelica (QuanazoHa uHmepgeticos) Ethernet, uHmepdgpelica

epyrnnsl nopmos

BunA 3anpoca KOMaHAHOM CTPOKM B pexkmme KoHdurypaunmn nHtepdeica Ethernet, nHtepdeiica rpynnoi

NnopToB:

console (config-if) #

Tabnnua 269 — KomaHabl pexmma KoHpurypaumm uHtepdeiica Ethernet, rpynnbl nHtepdeiicos

3HayeHue/3HayeHue
no yMmoa4aHuo

KomaHoa

Aelicmeue

ip dhcp snooping

no ip dhcp snooping

BkntounTb KOHTpOAb NnpoTokona DHCP B npeaenax
MHTepodeiica.

BbIKNtOUMTL KOHTPOAL NpoToKkona DHCP B npeaenax
nHTepoelica.

ip dhcp snooping trust

NMo YyMOAYaHUIO
UHTepdelic He ABnAeTcA
[OBEepPeHHbIM

no ip dhcp snooping trust

[06aBUTb MHTEPENC B CNNCOK «40BEPEHHBIX» NPU
NCMNONb30BaHUN KOHTPOIA NpoTokona DHCP. DHCP-Tpaduk
«[,0BEpPEHHOro» UHTepdelica cumtaeTcs 6e30nacHbIM U He
KOHTpO/IMpyeTcA.

YaanuTb nHTepdenc ns cnmcka «40BepeHHbIX» Npu
MCNob30BaHMM KOHTponA npotokoaa DHCP.

ip dhcp snooping limit rate
rate rate: (1..2048)

pPS/BbIK/OYEHO

no ip dhcp snooping limit rate

YCTaHOBWTb OrpaHUYeHne ANA JaHHOTO NopTa Ha KOJIMYECTBO
npuHumaembix DHCP-nakeToB B cekyHAy.

CHATb OrpaHMyeHme Ha KoanyectTso npuHUmaemoix DHCP-
NaKeToB B CEKYHAY.

ip dhcp snooping limit clients
value

- —— value: (1..2048)/He 3apaH
no ip dhcp snooping limit cli-

YCcTaHOBUTb NpeaenbHOoe KOMYeCTBO MOAKMOUYEHHbIX
KNNEHTOB.

YCTaHOBUTb 3HAYEHMeE Mo YMO/I4aHUIO.

no ip dhcp information option
format-type access-node-id

ents

ip dhcp information option PaspewnTb ycTpolicTy fobasneHne onumm 82 Ha

[global] nHTepdeiice npu pabote npotokona DHCP.
- global — po6asneHune onumn 82 onpepensaerca

—/global HacTpoiikamu Ha nHTepdeice VLAN.

no ip dhcp information option 3anpeTuTtb yCTpoiicTBY AobaBneHne onuun 82 Ana AaHHOTO
nHTepoerica npu paboTte npotokona DHCP.

ip dhcp information option YcTaHOBUTbL MaeHTUdMKaTop access-node_id onumm 82 Ha

forma?-type access-node-id node_id: (1.32) MHTepodeiice.

node_id

= CMMBONOB/—

YCTaHOBUTb 3HaYeHME N0 YMONHYAHWUIO.
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ip dhcp information option
format-type circuit-id cir-
cuit_id

no ip dhcp information option
format-type circuit-id

circuit_id:
(1..63) cumsonos/—

YctaHoBuTb cneundunuHbii Circuit-id Ha nHTepdeiice.

YCTaHOBWUTb 3HAYeHUE NO YMOIHaHUIO.

ip dhcp information option
format-type remote-id re-
mote_id

no ip dhcp information option
format-type remote-id

remote_id:
(1..63) cumsonos/—

YcTtaHoBuTb cneumndunyHbii Remote-id Ha nHTepdeiice.

YCTaHOBWUTb 3HAYeHUE NO YMO/IHaHUIO.

ip dhcp information option
format-type option format
[delimiter delimiter]

no ip dhcp information option
format-type option

format: (sp, sv, pv, spv,
bin, user-defined);
delimiter: (.,;#)/npo6en

Hactpoutb popmat DHCP-onumm 82 Ha nHTepodeiice.
dopmar:

- Sp — HOMep C/I0Ta M NopTa;

- sv — Homep cnoTta n VLAN;

- pv — Homep nopta n VLAN;

- Spv — Homep cnoTa, nopTa n VLAN;

- bin — 6uHapHbIl dopmaT: VLAN, cnoT, nopr;

- user-defined — dopmat onpegennertca nosb3oBaTesIeM.
Mpw onpeaeneHnm NCNoNb3yOTCA cneaytolme WabnoHbl:
%h: hostname;

%p: KOPOTKOE UMA NopTa, Hanpumep gil/0/1;

%P: oiMHHOE UMms nopTa, Hanpumep, gigabitethernet 1/0/1;
%t: TN nopTa (3HayeHue nons ifTable::ifType B
LWeCcTHaALATEPUYHOM BUAE);

%m: MAC-agpec nopta B popmate H-H-H-H-H-H-H;

%M: MAC-agpec cuctembl B dopmate H-H-H-H-H-H-H;
%U: HOMep IHUTA;

%S: HOMep CNoTa;

%n: HoOMep nopTa (Kak Ha InLEeBoi NaHenu);

%i: ifindex nopTa;

%v: naeHtnoukatop VLAN;

%c: MAC-agpec knneHTa B popmate H-H-H-H-H-H;

%a: IP-agpec cuctembl B popmate A.B.C.D.

YCTaHOBUTb 3HAYEHME MO YMONYAHUIO.

ip dhcp information option
suboption-type {global | tr101
| custom}

no ip dhcp information option
suboption-type

—/global

Hactpoutb dopmat onumm 82 Ha nHTepdeiice.

- global — popmat onummn onpeaenaeTca HacTpolrikamu
onuun Ha uHTepodelice VLAN;

- tr101 — ycraHasamnBaeT GopmaT onumm 82 cornacHo
CMHTaKCUCY, NPUHATOMY B peKomeHaaumax TR-101 s
COOTBETCTBMM C GOPMATOM, KOTOPbIN NpuBEAEH B Tabaunue
267;

- custom — ycTaHaBamBaeT dopmart onummn 82 B
COOTBETCTBUM C GOPMATOM, KOTOPbI NpUBeAEH B Tabaunue
268.

YCTaHOBWTb 3HaYeHue no YMO4aHUIO.

KomaHObI pexcuma KoHgu2ypuposaHua uHmepgetica VLAN

Bupa 3anpoca KOMaHAHOM CTPOKU B pexnume KoHurypmposaHus nHtepoerica VLAN:

console (config-if) #
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Tabnmua 270 — KomaHabl pexkmuma KoHpurypuposaHusa nutepdeinca VLAN

KomaHoa 3HayeHue/3HavyeHue no Aeilicmeue
YMOAYAHUIO
ip dhcp information op- PaspelunTsb ycTpolictey gobasneHune onuum 82 Ha uHTepdeiice
tion [global] npu pabote npoTtokosna DHCP.
- global — po6asneHune onumm 82 onpepenserca
—/global rno6anbHbIMM HAaCTPOMKaMM.

no ip dhcp information
option

3anpeTuTb ycTpoicTBY gobasneHune onumm 82 Ans AaHHOrO
VLAN npwu pabote npotokona DHCP.

ip dhcp information op-
tion format-type access-
node-id node_id

no ip dhcp information
option format-type ac-
cess-node-id

node_id: (1..32)
cMmBoONOB/—

YcTaHOBUTbL naeHTUdMKaTop access-node_id onumu 82 ans
paHHoro VLAN.

YCTaHOBWUTb 3HAYEeHUE NO YMO/IHaHUIO.

ip dhcp information op-
tion format-type remote-
id

no ip dhcp information
option format-type re-
mote-id

remote_id: (1..32)
cMmBonoB/—

YcTaHOBUTL naeHTUdMKaTop remote_id onunn 82 ana
paHHoro VLAN.

YCTaHOBUTb 3HAYEHMe No YMO/THaHUIO.

ip dhcp information op-
tion format-type option
format [delimiter delim-
iter]

no ip dhcp information
option format-type op-
tion

format: (sp, sv, pv, spv,
bin, user-defined);
delimiter: (.,;#)/npo6en

HactpouTtb popmat DHCP-onumm 82 ana gaHHoro VLAN.
dopmar:

- Sp — HOMep c/10Ta M NopTa;

- sv — Homep cnoTta n VLAN;

- pv — Homep nopta u VLAN;

- Spv — HOmep cnoTa, nopta u VLAN;

- bin — 6uHapHbI popmar: VLAN, cnoT, noprt;

- user-defined — dopmat onpegensetca nonb3osartesnem. MNpu
onpeaeneHnm NCNob3yoTca cneaytowme WwWabnoHol:
%h: hostname;

%p: KOPOTKOE MMA MopTa, Hanpumep gil/0/1;

%P: oMHHOE UMA nopTa, Hanpumep, gigabitethernet 1/0/1;
%t: TMn nopta (3HaueHue nons ifTable::ifType B
LecTHaAuaTeEPUYHOM BUAE);

%m: mak-agpec nopta B popmate H-H-H-H-H-H-H;

%M: mak-agpec cuctembl 8 popmate H-H-H-H-H-H-H;
%U: HOMep OHUTA;

%S: HOMep CNoTa;

%n: Homep nopTa (KaK Ha ANMLEBOM NaHenw);

%i: ifindex nopTa;

%V: naeHtnoukatop VLAN;

%C: Mak-agpec KaneHTa B popmate H-H-H-H-H-H;

%a: IP agpec cuctembl B popmate A.B.C.D.

YCTaHOBUTb 3HaYeHMEe N0 YMOAYAHMUIO.

ip dhcp information op-
tion suboption-type
{global | tr101 | custom}

no ip dhcp information
option suboption-type

—/global

Hactpoutb popmat onumm 82 ana gaHHoro VLAN.

- global — dopmat onuun onpegenaeTca rnobanbHbIMU
HacTporKamu;

- tr101 — yctaHaBauBaeT ¢opmat onuum 82 cornacHo
CUHTAKCUCY, NPUHATOMY B pekomeHgaumax TR-101 8
CoOTBeTCTBUM C GOPMATOM, KOTOPbI NpUBEAEH B Tabauue
267;

- custom — ycTaHaBiMBaeT dpopmart onummn 82 B COOTBETCTBUMU
¢ dopmaTom, KOTopbIi NpuBeaeH B Tabaumue 268.

YCTaHOBUTb 3HaYeHMe N0 YMOHYAHWIO.

Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES5324

277



HELTEX

KomaHObl pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKKM pexnma Privileged EXEC:

console#

Tabnnua 271 — KomaHgb! pexuma Privileged EXEC

3HayeHue/3Ha4yeHue
no ymon4aHuro

KomaHoa

Aelicmeue

ip dhcp snooping binding
mac_address vian_id
ip_address {gigabitethernet

gi_port |

tengigabitethernet gi_port: (1..8/0/1..48);
te_port | te_port: (1..8/0/1..24);
fortygigabitethernet fo_port: (1..8/0/1..4);

fo_port | port-channel
group} expiry {seconds |
infinite}

group: (1..48);
seconds:
(10..4294967295) c

[ob6asuTtb B dpainn (6a3y) KoHTpona npotokona DHCP
cooTBeTcTBMe MAC-agpeca kaveHTa rpynne VLAN u IP-agpecy
019 YKa3aHHOro uHTepdelica.

[aHHas 3anucb byaer geicTBuTeIbHA B TEYEHME YKA3aHHOTO B
KOMaHZe BPEMEHMW KU3HU 3aNnUCU, ECIN KIUEHT HE OTNPaBUT
3anpoc Ha DHCP-cepBep Ha obHoBieHUe. Talimep ob6HyNseTcA
B C/ly4ae NoJsly4YeHus OT KAMeHTa 3anpoca Ha obHoBNeHMe
(KomMaHaa AOCTYNHA TONBbKO A8 NPUBUIETMPOBAHHOTO
nonb3osaTens).

- seconds — BpeMsA KM3HU 3anucu;

- infinity — Bpems }XW3HKM 3anMcK He orpaHUYeHo.

no ip dhcp snooping
binding mac_address
vian_id

Yaanutb n3 daiina (6asbl) KOHTpons npotokona DHCP
cooTsetctBue MAC-aapeca kaneHta u rpynnol VLAN.

clear ip dhcp snooping
database {mac-address
mac_address} {vlan vlan}
{gigabitethernet gi _port |

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);

tengigabitethernet fo_port: (1..8/0/1..4);
te_port | group: (1..48);
fortygigabitethernet vlan: (1..4094)
fo_port | port-channel

group}

OuncTuTb daiin (6asy) KoHTpoaa NnpoTokona DHCP nan
oTaAenbHyto 3anuck B paine(b6ase) koHTpoas DHCP.

KomaHObI pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnunua 272 — KomaHab! pexkuma EXEC

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa

Aelicmeue

show ip dhcp information
option

Moka3saTb MHPopmauuto 06 cnonb3oBaHUM onunum 82
npotokona DHCP.

show ip dhcp snooping
[gigabitethernet gi_port |

tengigabitethernet gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

MoKa3aTb KOHPUIYpaLMio GYHKLMM KOHTPOAA NPOTOKONA
DHCP.

te_port | ' '
fortygigabitethernet fo_port: (?(-;3/ % 1)~~4),
fo_port | port-channel group: (1..
group]
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show ip dhcp snooping
binding [mac-address
mac_address] [ip-address
ip_address ] [vlan vian_id]
[gigabitethernet gi_port |
tengigabitethernet
te_port |
fortygigabitethernet
fo_port | port-channel
group]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094)

MokasaTb cOOTBETCTBMA U3 paiina (6asbl) KOHTPONA NPOTOKONA

DHCP.

[pumepbl 8b1M0AHEHUA KOMAHO

=  Paspewntb ncnonbsosaHne DHCP onumn 82 B8 10 VLAN:

console# configure

console (config) #
console (config) #
console (config) #
console (config) #
console (config) #

ip dhcp snooping

ip dhcp snooping vlan 10
ip dhcp information option

interface gigabitethernet 1/0/24

ip dhcp snooping trust

= [lokasaTb BCE COOTBETCTBUS M3 Tabinubl KOHTPOAA NpoTokona DHCP:

console# show ip dhcp snooping binding

5.28.5 3awuma IP-adpeca knueuma (IP source Guard)

®yHKUMA 3awmTbl IP-agpeca (IP Source Guard) npeaHasHaveHa ana uabTpaumm TpaduKa, NPUHATOrO
¢ uHTepdelica, Ha ocHoBaHUM Tabanubl cooTseTcTBMN DHCP Snooping 1 ctaTnyeckmx cooTBeTcTBuin IP Source
Guard. Takum obpasom, IP Source Guard no3sonneT 6opoTbca c noameHol IP-agpecos B NakeTax.

V' NocKkonbKy PyHKUMA KOHTponA 3awutbl IP-agpeca ncnonbsyer Tabamuybl cooTBeTCTBUIA
DHCP Snooping, MmeeT CMbIC1 MUCNONb30BaTb AAHHYI (YHKLUUIO, NpeaBapuUTe/ibHO
HacTtpous u Bkatouns DHCP Snooping.

V' dyHKumio 3awmTbl IP-agpeca (IP Source Guard) Heo6xoaMMO BKNOUUTD rN06anbHO U ANA
umHTepdeica.
’ | dyHKumMoHan IP Source Guard He oTtcnexkusaetr cmeHy MAC-agpeca KameHTom. OTcaexu-
. BaHUe npoucxoamTt Tonbko ana ceasku IP-VLAN-Port.

KomaHObI pexcuma 210b6aab6Hol KOHuU2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexxnma rnobanbHOM KoOHOUrypaumm:

console (config) #

Tabnunua 273 — KomaHabl pexuma rnobasnbHol KoHdurypaumm

KomaHoa

3HayeHue/3HayeHue
Mo yMoA4YaHuo

Aeilicmeue

ip source-guard

— /BbIK/OYEHO

BkAounTb GYHKLMIO 3aWmThl IP-aapeca KnnmeHTa Ans Bcero

KoMmyTaTopa.

Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES5324

279



HELTEX

no ip source-guard

BbIkntounTb GyHKUMIO 3aWwmThl IP-agpeca KaveHTa Ana Bcero
KoMmyTaTopa.

ip source-guard binding
mac_address vlan_id ip_ad-
dress {gigabitethernet
gi_port | tengigabitether-
net te_port | fortygiga-
bitethernet fo_port | port-
channel group}

no ip source-guard binding
mac_address vian_id

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094).

Co3aaTb CTaTUYECKYHO 3aNuch B TabMLEe COOTBETCTBUA MEXIY
IP-appecom knueHTa, ero MAC-agpecom u rpynnoi VLAN ans
YKa3aHHOro B KomMaHze uHtepdelrica.

YAanuTb CTaTUYECKYHo 3anucb B Tabaunue cCOoTBETCTBUA.

ip source-guard tcam re-
tries-freq {seconds | never}

seconds: (10..600)/60 cek

no ip source-guard tcam
retries-freq

3a4aTb YacToTy 06paLLEeHUA YCTPOMCTBA K BHYTPEHHUM
pecypcam C Le/bio 3aN1cu B NaMATb HEAKTUBHbIX 3aLUMLLEHHbIX
IP-agpecos.

- never — 3anpeLlaeT 3an1cb B NaMATb HEAKTUBHbIX
3awmuLeHHbIX IP-agpecos.

YCTaHOBWUTb 3HAYeHME NO YMON4YaHUIO.

KomaHObI pexcuma KoHgu2ypauuu uHmepgelica (duanasoHa uHmepgpelicos) Ethernet, uHmepdgelica

epyrnnel nopmos

Bunpa 3anpoca KOMaHAHOM CTPOKM B pexmme KoHdurypaumnmn nHtepdeica Ethernet, nHrepdeiica rpynnbi

nopTOoB:

console (config-if)#

Tabanua 274 — KomaHgb! pexkuma KoHpurypauum nntepdeiica Ethernet, rpynnel uHtepdelicos

3HayeHue/3HayeHue
no yMmon4aHuio

KomaHoa

Aelicmeue

ip source-guard [vlan
{vlan-id}]
—/BbIKOYEHO

no ip source-guard [vlan
{vlan-id}]

BrntoumTb PyHKLMIO 3almThl IP-aapeca kKnneHTa gns
HacTpanBaemoro nHTepodeiica.
- vlan — onuuoHanbHO ANA oTAENbHbIX vian.

BbIKNt0UNTb GYHKLUMIO 3aWmThl IP-agpeca KnveHTa ans
HacTpanBaemoro nHTepodeiica.

KomaHOobi pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKKM pexxnma Privileged EXEC:

console#

Tabnnua 275 — KomaHgb! pexkuma Privileged EXEC

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

KomaHoa

Aelicmeue

ip source-guard tcam locate

Bpy4Hyto 3anycTuTb Npouecc obpalleHns ycTpoicTea K
BHYTPEHHMM PeCcypcam C Le/Iblo 3anuncK B NamATb HEAKTUBHbIX
3aWmLeHHbIX IP-aapecos. KomaHaa AoCTynHa TOAbKO AN
NPVBUNErMPOBAHHOIO NONb30BaTENA.

KomaHOowbi pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#
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Tabnuua 276 — KomaHabl pexkmma EXEC

Komanda 3HavyeHue/3Ha4yeHue Leiicmeue
o ymon4aHuro

show ip source-guard con- OTO6pa3snTb HacTPOIKy GyHKLMM 3awwuThl IP-agpeca Ha
figuration [gigabitethernet gi_port: (1..8/0/1..48); 3agaHHOM, b0 Ha Bcex nHTepdeicax ycTpoicTea.
gi_port | tengigabitether- te_port: (1..8/0/1..24);
net te_port | fortygiga- fo_port: (1..8/0/1..4);
bitethernet fo_port | port- group: (1..48)
channel group]
show ip source-guard sta- OT06pasuTb cTaTyc GyHKLUMM 3awumTel IP-agpeca ans

tus [mac-address mac_ad-
dress] [ip-address ip_ad-
dress ] [vlan vian_id] [giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group]

yKa3aHHoro uHtepdeliica, IP-agpeca, MAC-agpeca nam

gi_port: (1..8/0/1..48); rpynibl VLAN.

te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094);

show ip source-guard inac- OTob6pa3unTb HeakTUBHbIe IP-agpeca oTnpasuTens.
tive

[pumepbl 8bINOAHEHUS KOMAHO

= [lokasaTb HACTPOMKY GYHKUMM 3awmTbl IP-agpeca gna Bcex MHTepdencos:

console# show ip source-guard configuration

IP source guard is globally enabled.
Interface State

te0/4 Enabled

te0/21 Enabled

te0/22 Enabled

= Bratountb PpyHKUMIO 3awmThbl IP-agpeca ana punoTpaumm TpaduKka Ha OCHOBaHMM Tabanupbl COOTBET-
cteun DHCP Snooping 1 ctatnyecknx cootsetctemin IP Source Guard. Co3gaTb CTaTUYECKYHO 3aMuchb B
Tabnnue cootBeTcTBMA Ana uHTepdelica Ethernet 12: IP-agpec KnveHTa — 192.168.16.14, ero MAC-
agpec — 00:60:70:4A:AB:AF. UHTepdelic B 3-1 rpynne VLAN:

console# configure

console (config) # ip dhcp snooping

console (config) # ip source-guard

console (config) # ip source-guard binding 0060.704A.ABAF 3 192.168.16.14
tengigabitethernet 1/0/12

5.28.6 Konmponawb npomokona ARP (ARP Inspection)

®yHKUMA KOHTpona npoTokosa ARP (ARP Inspection) npeaHasHayeHa AN 3aWmTbl OT aTak C
ncnonb3oBaHMem npoTokona ARP (Hanpumep, ARP-spoofing — nepexsat ARP-Tpaduka). KoHTposb
npoTtoKosna ARP ocyliecTBaseTca Ha OCHoBe CTaTU4ecKux cootseTcTBui IP- 1 MAC-agpecoB, 3aAaHHbIX a8
rpynnsl VLAN.
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—

| MopT, cKoHOUrypupoBaHHbIA «HepoBepeHHbIM» ana ¢pyHkuun ARP Inspection, gonxkeH
TaK)e bbITb «HegoBepeHHbIM» ana GpyHKuMmn DHCP Snooping nau coorsercteue MAC-ag-

peca u IP-agpeca gna 3Toro nopta A0NXKHO 6biTb CKOHOUrypUPOBAHO cTaTUUECKU. UHaue
OaHHbIN NOPT He byaeT oTBeuyaTb Ha 3anpocbl ARP.

KomaHObI pexcuma 2a0b6an6Hol KOHgpu2ypayuu

[Ona HeHapEXHbIX NOPTOB BbINO/IHAIOTCA NPOBEPKU cooTBeTcTBUiM IP- 1 MAC-aapecos.

Bupg, 3anpoca KOMaHAHOM CTPOKM pexRmnma rnobasnbHoM KOHPUrypaLmm:

console (confiqg) #

Tabnunua 277 — KomaHab! pexuma rnobanbHoi KoHduUrypaumm

3HayeHue/3HayeHue
Mo yMmon4YaHuo

KomaHda

Aelicmeue

ip arp inspection
no ymonyaHuio GyHKUmMA
BbIK/IlOYEHa

no ip arp inspection

BKNOUMTbL KOHTPOAb NpoTokona ARP (dpyHKumMio ARP
Inspection).

BbIK/IOUNTL KOHTPOb NpoTokona ARP (dyHKumio ARP
Inspection).

ip arp inspection vlian

vian_id vlan_id: (1..4094);

no ymonuyaHuio GyHKUmMA
BbIK/tOYEHa

no ip arp inspection vlan
vlan_id

PaspewunTtb NnposepKy npoTtokosa ARP, ocHoBaHHyto Ha 6ase
cooTBetcTBuit DHCP Snooping, B BbibpaHHoM rpynne VLAN.

3anpeTuTb NpoBepKy NpoTokona ARP, ocHoBaHHyo Ha base
cooTBeTcTBuit DHCP Snooping, B BbibpaHHo rpynne VLAN.

ip arp inspection validate

no ip arp inspection vali-

MpepoctaBuTb cneuuduyHble NPOBEPKU AR KOHTPOAA
npoTtokona ARP.

MAC-agpec ncroyHuka: ina ARP-3anpocoB n oTBeTOB
nposepseTca cooTBeTcTBMEe MAC-aapeca B 3aronoske Ethernet
MAC-agpecy UCTOYHMKA B COAEPKMMOM NpoToKona ARP.
MAC-agpec Ha3HavyeHua: Ana ARP-oTBeTOB npoBepsaeTca
cooTsetcTBMe MAC-aapeca B 3aronoske Ethernet MAC-agpecy
Ha3HayeHMA B cOAEePXKMMOM NpoToKoaa ARP.

IP-appec: MposepseTtca copgepkmumoe ARP-nakeTa Ha Hannune
HeKoppeKTHbIX IP-aapecos.

3anpetuTb cneunduyHbie NPOBEPKM AN KOHTPOA NPOTOKONA

- - — name: (1..32) cumsona
no ip arp inspection list

create name

date ARP.
ip arp inspection list create 1. Co3patb cNMCOK cTaTuyeckmx ARP-cooTBeTCTBUIA.
name 2. Bointu B pexkum koHdurypauumn ARP-cnmckos.

YpanuTb cnmcok ctatudecknx ARP-cooTBeTCTBUNA.

ip arp inspection list assign
vlan_id

- - T vlan_id: (1..4094)
no ip arp inspection list as-

sign vlan_id

HasHaunTb cnncok ctatuyecknx ARP-cooTBeTcTBUI ANs
yKasaHHou VLAN.

OTMEeHWTb Ha3HaYeHWe CNUcKa ctatuydeckux ARP-cooTBeTcTBUI
0N yKasaHHoi VLAN.

ip arp inspection logging
interval {seconds | infinite}

seconds: (0..86400)/5 cek

no ip arp inspection log-
ging interval

3a4aTb MMHMMA/IbHBIN MHTEPBaN MeXAy COObLLeHNAMM,
cofepKalmmm nHoopmaumto npotokona ARP,
nepeaaBaembiMu B KypHan.

- 3HayeHue 0 yKasblBaeT Ha TO, YTo cooblueHua byayT
reHepMpoBaTbCA He3aMeaINTENbHO;

- infinite — He reHepMpoBaTb COOBLEHNI B KYpPHa.

YCTaHOBUTb 3HaYeHue no YMOANYaHULO.
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KomaHObI pexcuma KoHgu2ypauyuu uHmepgelica (QuanasoHa uHmepgelicos) Ethernet, uHmepdgelica

epyrnnel nopmos

Bug, 3anpoca KOMaHAHOM CTPOKM B pexknume KoHdurypaumm nHtepdeiica Ethernet, uHtepdeiica rpynnei

NnopTOoB:

console (config-if)#

Tabnnua 278 — KomaHab! pexkuma KoHpurypaumum nntepdelica Ethernet, rpynnbl uHtepdelicos

KomaHda

3HayeHue/3HayeHue
no ymon4aHuo

Aelicmeue

ip arp inspection trust

no ip arp inspection trust

Mo YMONYaHMIo
nHTepdelic He ABnaeTca
[OBepPeHHbIM

[06aBuTb MHTEPDENC B CNUCOK «A0BEPEHHBIX» NPU
MCMNO/Ib30BaHUM KOHTPONs nNpoTokoaa ARP. ARP-TpaduK
«40BEPEHHOTO» UHTEpdelica cunTaeTca 6e30NacHbIM U He
KOHTpO/IMpyeTCA.

Ypanutb nHtTepdenc n3 cnmcka «40BePEHHbIX» Npu
MCMNOJIb30BaHUM KOHTPOAA NpoTokona ARP.

ip arp inspection limit rate
rate

no ip arp inspection trust
limit rate

rate:(0..2048)/0 pps

HacTpouTb orpaHuyYeHre CKOPOCTU Pa3peLLEHHbIX arp-nakeTos
B pps.

Y4anuTb orpaHMYeHMe CKOPOCTU 414 PaspeLLeHHbIX arp-
nakeTos.

KomaHObI pexcuma KoHgu2ypayuu ARP-criuckos

Bug, 3anpoca KOMaHAHOW CTPOKU B pexume KoHdurypaumm ARP-cnUCKOB:

console# configure
console (config)# ip arp inspection list create spisok
console (config-arp-list)#

Tabnunua 279 — KomaHabl pexmuma KoHpurypauum ARP-cnuckos
3HayeHue/3HayeHue
o ymoa4aHuo

KomaHoa Aelicmeue

ip ip_address mac-address
mac_address

[o6asunTb cTaTnyeckoe cootsetcTane IP- 1 MAC-agpecos.

no ip ip_address mac-ad-
dress mac_address

Ypanutb ctatuyeckoe cootsetcrene IP- u MAC-agpecos.

KomaHOobi pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnunua 280 — KomaHabl pexkuma EXEC

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa Aelicmeue

show ip arp inspection [gi-
gabitethernet gi_port |
tengigabitethernet

te_port | fortygigabitether-
net fo_port | port-channel

group]

MNokaszatb KoHbUrypaumio GYHKUUKN KOHTPOAA npoTokona ARP
gi_port: (1..8/0/1..48); Inspection Ha BbIbBpaHHOM MHTepdeiice/Bcex nHTepdeiicax.
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

group: (1..48)
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show ip arp inspection list MoKas3aTb CNUCKM cTaTU4eckux cooTseTcTBuit IP- 1 MAC-
— afpecoB (KomMaHAa AOCTYyNHA TONbKO A1 NPUBUAETMPOBAHHOMO
nosb3oBaTens).
show ip arp inspection sta- MoKa3aTb CTaTUCTUKY ANA CNefyoWnX TUNOB NaKeToB, KOTopble
tistics [vlan vian_id] 6111 06paboTaHbl Npu NomoLwm GyHKLMK ARP:
vlan_id: (1..4094) - nepegaHHble naketsl (forwarded);

- noTepsiHHble nakeTbl (dropped);
- owmnbku B IP/MAC (IP/MAC Failures).

O4YnCTUTL CTAaTUCTUKY KOHTPOAA NpoTokona ARP Inspection.

clear ip arp inspection sta-

tistics [vlan vian_id] vian_id: (1..4094)

[pumepbl 861N0AHEHUA KOMAHO

= BK/KOUYUTb KOHTPO/Ib NpoToKona ARP 1 go6asntb B cnncok spisok ctatuyeckoe cootsetctene: MAC-
agpec: 00:60:70:AB:CC:CD, IP-agpec: 192.168.16.98. Ha3zHaunTb cnncok spisok ctatnyeckmx ARP-
cootBetcTBui ans VLAN 11:

console# configure

console (config)# ip arp inspection list create spisok

console (config-ARP-1list)# ip 192.168.16.98 mac-address 0060. 70AB.CCCD
console (config-ARP-1list)# exit

console (config)# ip arp inspection list assign 11 spisok

= [lokasaTb CMUCKU cTaTUYecKMx cooTBeTcTBui IP- u MAC-agpecos:

console# show ip arp inspection list

List name: servers
Assigned to VLANs: 11
IP ARP

192.168.16.98 0060.70AB.CCCD

5.28.7 ®yHkyuoHan First Hop Security

MakeT ¢yHKUMI First Hop Security BkatoyaeT B ceba aHanusatop DHCPv6-naketos, IPv6 Source Guard, ND
Inspection n RA Guard. [JaHHbI Habop GyHKUMI NpegHa3HavyeH ana obecneyeHns KOHTPoAA U puabTpaymm IPve
TpaduKa B ceTu.

AHanusatop DHCPv6 nakeToB nossonset fo6asnatb coceaert B Tabamuy npmeasok IPv6 binding table npwu
nosay4yeHuu agpeca no DHCP, a TakKe no3sosseT 6opoTbea ¢ HegosepeHHbIMU DHCPV6 cepsepamu.

IPv6 Source Guard no3BonsieT yCTPONCTBY OTKAOHATb TPAPUK, €CIM OH UCXOAUT OT agpeca, KOTOpbI He co-
XpaHeH B IPv6 binding table. Tabnanua npmusAsok coceaent IPv6 binding table, noakntoyeHHbIX K yCTPOKNCTBY, CO-
3[,2eTcA M3 TaKUX UCTOYHMKOB MHPOPMALLMKM, KaK OTCAEXKMBaAHME NO NPOTOKOJY 0bHapyKeHua coceaeli (NDP).

C nomoupbto pyHKumMmM ND Inspection kommyTtaTop npoBepsaeT coobuieHusa NS (Neighbor Solicitation) n NA
(Neighbor Advertisement) u coxpaHsaeT ux B IPv6 binding table. Ha ocHoBaHMM Tabanubl KOMMmyTaToOp OTOpPachI-
BaeT /itobble nogaenbHble coobeHunsa NS / NA.

®yHKuMoHan RA Guard nossosseT 6J10KMPOBaTb AW OTKJOHATb HEXeNaTe bHble UM NOCTOPOHHUE CO06-
weHuns Router Advertisement (RA), nocTynatowpme Ha KOMMyTaTOp OT MapLpyTU3aTopa.

KomaHObI pexcuma 210baabHol KOHGuU2ypayuu

BunAa 3anpoca KOMaHAHOWM CTPOKM pexxnma rnobanbHOM KoOHOUIypaumm:

console (config) #
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Tabnmua 281 — KomaHabl pexmma rnobanbHom KoHpuUrypaumm

KomaHda

3HayeHue/3HayeHue
1o ymMoA4YaHuro

Aelicmesue

ipv6 neighbor binding pol-
icy policy_name

no ipv6 neighbor binding
policy policy_name

policy_name: (1..32)
cMmBosia

Co3aaTb NONUTUKY NPUBA3KKM coceaeit (neighbor binding) u
nepenTy B pexxum eé KoOHOUrypupoBaHUA.

YAanuTb NOAUTUKY NPUBA3KK coceaeit.

ipv6 first hop security log-
ging packet drop

no ipvé6 first hop security
logging packet drop

— /BbIKOYEHO

AKTMBMPOBATb NOTMPOBAHME APONa NAaKeTOB Npu
HEeCOOTBETCTBUM NOANTMKaAM be3onacHocTM cny*K6 RA Guard,
ND Inspection, DHCPv6 Guard u IPv6 Source Guard.

YCTaHOBWTb 3HaYeHMEe N0 YMOIYAHWIO.

ipv6 source guard policy
policy_name

no ipv6 source guard policy
policy_name

policy_name: (1..32)
cumBona

Co3paTtb nonntuky Source Guard v nepeinTn B pexmum eé
KOHUTYpMpoBaHMA.

Ypansaet nonntuky Source Guard.

KomaHObI pexcuma KoHgu2ypayuu noaumuKu npusdasku cocedell

BuAa 3anpoca KOMaHAHOM CTPOKU:

console (config-nbr-binding) #

Tabnuua 282 — KomaHabl pexxrma NoJaUTUKN NPUBA3KN coceaen

KomaHda

3HayeHue/3HayeHue
no yMmoa4aHuo

Aelicmeue

logging binding enable

logging binding disable

— /BbIK/OYEHO

Bk/itounTtb normposaHmne gobasnenunsn/yaanenms IPvé s Tabauuy
NpWBA3KK coceaelt.

BbIkNtouMTL NorposaHune gobasnexus/yganeqvs IPv6 8
Tabmuy NpuBA3KKM coceaen.

max-entries {interface-
limit | vlan-limit | mac-
limit} {/imit | disable}

no max-entries

limit:
(0..65535)/0TKNtO4EHO

OnpeaenntTb MakCMManbHOE KOIMYeCTBO 3anuceit B Tabauue
NPVBA3KK coceselt.

interface-limit — onpegenute AumuT gns nHtepdelica,
vlan-limit — onpeaennto aumut VLAN,

mac-limit — onpegenutb AumuT MAC-agpecos,

disable — paspewnTb MakCUManbHOE KOIMYECTBO 3anucei.
MaKcumanbHoe 3HaveHme = 4294967294.

YCTaHOBWTb 3HaYeHue no YMO4YaHUIO.

address-config {dhcp | any
| stateless}

no address-config

—/address-config

BKntounTb fobaBneHme 3anvcen B Tabanuy nNpuBsA3KM cocesen
Ha OCHOBAHWUM:

dhcp — naketa DHCPv6 Reply. Mpu atom Bce Link-local IPv6-
afpeca BHOCATCA B TabAnLy NPUBA3KM cocesei Mo yMOAYaHuIo
B pe3ynbTaTe aHanm3a ICMPv6-nakeTos,

any — no6asnaTb BCe agpeca,

stateless — Ha ocHoBe IPv6 RA coobuieHunin.

YCTaHOBUTb 3HaYeHMe N0 YMONYAHWUIO.

KomaHObI pexcuma KoHgu2ypayuu noaumuku Source Guard

Bug, 3anpoca KOMaHAHOW CTPOKU:

console (config-nbr-srcgrd) #
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Tabnmua 283 — KomaHabl pexkmma ipvé Source Guard noanTuKkm

3HayeHue/3HayeHue .,
KomaHoa / Aelicmeue
1o ymMoA4YaHuro

Onpenenntb fOBEPEHHDBIN NopT. [laHHAA NoANTUKa
HaBeLINBAETCA Ha NOPT, HAa KOTOPOM He JO/IKHA NPUMEHATLCA
nonuTuKa Source Guard.

trusted-port
— /BbIKAOYEHO

no trusted-port YCTaHOBWTb 3HaYEHNE MO YMOAYaHUIO.

KomaHObI pexcuma KoHguaypayuu uHmepagetica VLAN

BunAa 3anpoca KOMaHAHOM CTPOKM pexxnma KoHourypaumm nHtepdeica VLAN:

console (config-if)#

Tabnunua 284 — KomaHabl pexkuma KoHdpurypaumm nntepoeiica VLAN

3HaveHue/3HavyeHue ”
KomaHoa / Aelicmeue
o ymon4aHuio
ipv6 first hop security Bkatountb ICMPV6 1 DHCPV6 snooping Bo vlan.
- " " —/BbIKAOYEHO :
no ipv6 first hop security BbikntounTb ICMPV6 1 DHCPV6 snooping 8o vlan.
ipv6 neighbor binding BKkntounTb NpmBsA3Ky coceneint n gobasneHve 3anuceit B Tabaunyy.

—/BbIK/IOYEHO

no ipv6 neighbor binding BbIKNOUMTb NPUBA3KY coceaei U aobaBneHne 3anmceit B Tabauuy.

ipv6 source guard BKkatounTsb IPV6 Source Guard.

no ipv6 source guard —/Bbiknio4eHo BbikntounTb IPV6 Source Guard.

KomaHObI pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:

console#

Tabnunua 285 — Komanapl pexkuma EXEC

3HaveHue/3HayeHue .
KomaHda / Aelicmeue
no ymon4aHuio

OT06pa3nTb HacTponkKM PpyHKLMI IPV6 First Hop Security.

show ipv6 first hop security

show ipv6 source guard _ OT06pasunTb cocTosiHMe dyHKUMM IPV6 source guard.
show ipv6 neighbor binding _ OT1o6pa3unTb Tabaunuy NpuBA3OK coceaeint.
table

5.29 ®dyHkummu DHCP Relay-nocpegHuka

5.29.1 ®yHkyuu DHCP Relay dnsa IPv4

KommyTatopbl noaaepxmeatot ¢yHKumm DHCP Relay areHTta. 3apayeit DHCP Relay areHTa sBnsetcs
nepenaya DHCP-nakeToB OT KAMeHTa K cepBepy 1 obpaTHO B cnydae, ecnm DHCP-cepBep HaxoauTca B 04HOM
CETH, a KANEHT B Apyron. Jpyroin dyHKumel anseTcs fobasneHne 4onoHUTENbHbIX onumin B DHCP-3anpochl
KnneHTa (Hanpumep, onuum 82).
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MpuHumn pabotel DHCP Relay areHTa Ha KOMMyTaTope: KOMMYTATOpP NpPUHUMAET oT KameHTa DHCP-
3anpochbl, NepeaaeT 3TW 3anNpocbl CEPBEPY OT MMEHMU KAMEHTA (OCTaB/AA B 3anpoce onuuu ¢ Tpebyembimu
KJMEHTOM MapameTpamu M, B 3aBUCMMOCTU OT KOHUrypaumm, gobasnss ceom onumu). MNoayuns oTBeT oT
cepBepa, KOMMYTaToOp nepesaeT ero KJANeHTy.

KomaHObI pexcuma 2a0b6an6Hol KOHgpu2ypayuu

BunA 3anpoca KOMaHAHOWN CTPOKM pexnma rnobanbHoOM KOHOUrypaumm:
console (config) #

Tabnnua 286 — KomaHgbl pexnuma rnobanbHoi KoHdUrypaumm
3HayeHue/3HayeHue no

KomaHoa Aelicmesue
yMoA4YaHuro
ip dhcp relay enable N0 YMONYAHMIO areHT Bkntountb pyHKumm DHCP Relay-areHTa Ha KommyTaTope.
no ip dhcp relay enable BbIK/tOYEH BbikntounTb dyHKUnn DHCP Relay-areHTa Ha KommyTaTope.
ip dhcp relay address vlan_id: (1..4094) 3apatb IP-agpec goctynHoro DHCP-cepsepa ana DHCP Relay-

ib_address [vlan vian_id]

vrf_name: {1..32}

areHTa.

[vrf vrf_name] cMmBONa
no ip dhcp relay address Yaanutb IP-agpec us cnucka DHCP-cepsepos gns DHCP Relay-
lip_address] [vrf vrif_name] V Mosxer 6biITb areHTa.
‘ 3agaHo o 8

cepsepos

(ananasoHom

uwnmn

nepeuncnaeHunem).
ip dhcp relay information HacTtpoutb popmat DHCP-onumm 82.
option format-type option dopmar:
format [delimiter delim- - sV — Homep csioTa u VLAN;
iter] format: (sp, sv, pv, spv, - pv — Homep nopTa 1 VLAN;

bin); - Spv — HOomep c/0Ta, nopta u VLAN;

delimiter: (.,;#)/npo6en - bin — 6uHapHbI popmar: VLAN, cnoT, nopr.

no ip dhcp relay infor- YCTaHOBWTb 3HAaYEHNE NO YMONYAHUIO.
mation option format-type
option

ip dhcp relay information
option format-type re-

mote-id word

3agaTtb naeHTMdukaTop remote-id .

word: (1..63) cumso-
no ip dhcp relay infor- nos

mation option format-type
remote-id

Ypanutb naeHtudurkatop remote-id.

ip dhcp relay information YCTaHOBUTb CTPOKY MAEHTUPMKALMM YCTPOICTBA A0CTYNa.

option format-type ac- word: (1..48) cumso-

cess-node-id word nos/
- - naeHTudukaTop —
no ip dhcp relay infor- o BoccTaHOBUTL HAaCTPOMKM MO YMONYAHUIO.
) X YCTPOWCTBA He Ha3Ha-
mation option format-type yeH
access-node-id
ip dhcp relay information Hactpoutb popmat onumm 82.
option suboption-type - tr101 — ycraHaBauBaeT dopmat onuum 82 cornacHo
{tr101 | custom} CUHTAKCUCY, NPUHATOMY B pekoMeHaaumsax TR-101 (cm. Tabanuy
267);
—/tr101 - custom — ycTaHaBimMBaeT dopmat onummn 82 B COOTBETCTBUM C

dopmaTom, NpMBeLEeHHOM B Tabanue 268.
BepHyTb 3HaYeHWe No YMOAYaHUIO.

no ip dhcp relay infor-
mation option suboption-

type
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ip dhcp relay source-port Mcnonb3oBaTh B KauecTBe MCTOYHUKA 3aAaHHbIn UDP-nopr.
port port: (0..65535)/67

no ip dhcp relay source- BoccTaHOBUTb HACTPOMKMU MO YMONYAHUIO.

port

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica VLAN

BunAa 3anpoca KOMaHAHOWM CTPOKM B pexknume KoHpurypaumm nHtepderica VLAN:

console# configure
console (config) # interface vlan vlan id
console (config-if)#

Tabnuua 287 — KomaHabl pexmma KoHpurypaummn nHtepodeiica VLAN, nHtepoelica Ethernet

3HavyeHue/3Ha4yeHue .
KomaHoa / Aelicmeue
no ymoa4YaHuro
ip dhcp relay enable Bkntountb pyHKumm DHCP Relay-areHTa Ha HacTpanBaemom
MO YMONHAHUIO areHT nHTepoelice.
no ip dhcp relay enable BbIK/IIOYEH BbikntounTb dyHKUMn DHCP Relay-areHTa Ha HacTpanMBaemom
nHTepoelice.
KomaHOs! pexcuma EXEC
Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:
console#
Tabanua 288 — KomaHgb! pexkmuma EXEC
3HavyeHue/3HavyeHue .
KomaHoa / Aelicmeue

no ymon4aHuro

OT06pa3nTb KOHPUrypaLuto HacTpoeHHon dyHKuun DHCP
Relay-areHTa 4nsa KommyTaTopa v OTAe/NbHO A1A MHTepdeiicos,
a TaK¥Ke CMMCOK A0CTYMHbIX CEPBEPOB.

show ip dhcp relay [vrf

vrf_name] vrf_name: {1..32}

cMmBOa

[pumepbl 8bINOAHEHUS KOMAHO

= [lokasaTtb cocToaHue pyHKumMn DHCP Relay areHTa:

console# show ip dhcp relay

DHCP relay is Enabled
DHCP relay is not configured on any vlan.
Servers: 192.168.16.38
Relay agent Information option is Enabled

5.29.2 ®yHkyuu DHCP Relay dasa IPv6 u Lightweight DHCPv6 Relay Agent (LDRA)

HapasHe ¢ DHCP relay gns npotokona IPv4 KOMMyTaToOp MOKET BbINOAHATL GPYHKLUMKN NOCPeaHUKa s
DHCPv6. laHHbIl dyHKLMOHaN peanm3oBaH B Buae nosHosecHoro DHCPv6 Relay Agent u Lightweight DHCPv6
Relay Agent cornacHo RFC6221.

®yHKuMA LDRA no3sondAeT BCTaBUTb B KAneHTckme DHCPv6-nakeTbl onumn 18 n 37, He nameHsaa popmart
naketa. MNMonHosecHbli DHCPv6 Relay nossonsdet ocywectsnatb nepegadyy DHCPv6-nakeToB OT KAMEHTa K
cepsepy M obpaTtHo B cnydyae, ecnn DHCPv6-cepBep HaxoauTcs B OOHOM CeTH, a KAWEHT B gpyroi. [pyroi
dyHKUMel aBnseTca gobasneHune onumin 18 u 37 8 DHCPv6-3anpockl KaMeHTa. MpuHumMn paboTbl NONHOBECHOTO
DHCPv6 Relay areHTa Ha KomMMyTaTope: KOMMYTaToOp NpUHUMAET oT KameHTa DHCP-3anpockl, nepegaet atm
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3anpocbl cepBepy OT UMEHM KAMeHTa (0CTaBaAA B 3anpoce onumm ¢ TpebyembiMN KIMEHTOM NapamMeTpamn 1, B
3aBMCMMOCTM OT KOHUrypaumm, Ao6asnsa ceom onumm). Moay4ns oTBET OT cepBepa, KOMMYyTaTOp NepeaaeT ero

K/IMEHTY.

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUSA

Bug, 3anpoca KOMaHAHOM CTPOKM pexRmnma rnobasibHOro KOHGUIypupoBaHus:

console (confiqg) #

Tabanua 289 — KomaHgbl pexxnuma rnobasbHOro KOHGUrypmpoBaHus

KomaHoa

3HayeHue/ 3HayeHue
no ymon4aHuro

Aeiicmeue

ipv6 dhcp relay destination
{ipv6_multicast_address |
gigabitethernet gi_port |
tengigabitethernet te_port

| port-channel group | tunnel
tunnel_id [ vlan vian_id }

no ipv6 dhcp relay destination
{ipv6_multicast_address |
gigabitethernet gi_port |
tengigabitethernet te_port

| port-channel group | tunnel
tunnel_id [ vlan vian_id }

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..4);
group: (1..48)
tunnel_id: (1..16)
vlan_id: (1..4094)

YKa3atb agpec DHCP-cepBepa UaM HaCTPOUTb UCXOAALLMI
MHTepoeinc.

Ypanutb agpec DHCP-cepBepa unun ncxoaawmii nHtepdeliic.

ipv6 dhcp information option
format-type interface-id word

no ipv6 dhcp information op-
tion format-type interface-id

word: (1..63) cumBonos

3agaTtb naeHTMduKaTop nopta (onuma 18).

Ypanutb naeHTudukaTop nopra.

ipv6 dhcp information option
format-type remote-id word

no ipv6 dhcp information op-
tion format-type remote-id

word: (1..63) cumBonos

3afatb uaeHTUdMKaTop remote-id (onuwusa 37).

Yoanutb naeHtuounkaTop remote-id.

Ivp6 dhcp guard policy word

no ipv6 dhcp guard policy
word

word: (1..32) cumBonos

Co3aatb NnonnTuky DHCPV6 Relay 1 BOITU B pexkmum eé
KOHbUIypMpoBaHUA.

Yaanutb nonntuky DHCPv6 Relay.

ipv6 dhcp guard preference
minimum preference maxi-
mum preference

no ipv6 dhcp guard preference
minimum maximum prefer-
ence

preference: (0..255)

HacTpouTb MMHUMANbHYIO U MaKCUMabHYIO rpaHuLy A4S
preference, otnpasnaemoro B Advertise dhcpv6 coobieHnn
oT cepBepa KaneHTy. Advertise dhcpvb cooblueHun ¢
BbIXOAALMMM 3a rpaHuLy preference 6yayT oTépoLeHbi.

YAanuTb MUHUMAbHYIO U MAaKCUMasIbHYIO FPaHULy Ana
preference.

KomaHObI pexcuma KoHgu2ypuposaHusa noaumuxku DHCPv6 Relay

Bug, 3anpoca KOMaHAHOW CTPOKM:

console (config-dhcp-guard) #
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Tabnunua 290 — KomaHabl pexkuma KoHpurypumposaHua nonntukn DHCPv6 Relay

KomaHda

3HayeHue/ 3HayeHue
no yMmoA4aHuo

Aeiicmeue

device-role {client | server}

no device-role

word: (1..63)
CUMBOJI0B

3apaTb poab NopTa, K KOTOPOMY NpPKUBA3aHa NOUTUKA. MopT
MOXKET 6bITb 0603HAUYEH KaK LOBEPEHHbIN — B CTOPOHY
cepBepa U Kak He0BePEeHHbI — B CTOPOHY K/IMEHTa.

Yanutb ponb NopTa, K KOTOPOMY NpUBA3aHa NOAUTUKA.

match reply disable

no match reply

—/BbIK/OYEHO

OTKNOYUTL NPOBEPKY BblAAHHbBIX CEPBEPOM aApPECOB B
nosyyYeHHbIX coobeHnsax DHCPv6.

BKNtOUNTL NPOBEPKY BblAAHHBIX CEPBEPOM afpecos B
nosly4yeHHbIX coobueHmnax DHCPv6.

match reply prefix-list word

no match reply

word: (1..32)
CUMBO/I0B

HacTpouTtb punbTpaLumio BblgaHHbIX CEPBEPOM AAPECOB B
nosyyeHHbIx coobueHmnax DHCPv6 cornacHo prefix-list.

OTKNOUNUTD GUNBTPALMIO BbIAAHHBIX CEPBEPOM aAPECOB B
nosayyeHHbIx coobueHnax DHCPv6 cornacHo prefix-list.

match server address disable

no match server address

—/BbIK/IIOYEHO

OTKNOUNUTL NPOBEPKY aZpeca cepBepa B NOYYEeHHbIX
coobueHunax DHCPv6.

BkntounTb NpoBepKy agpeca cepsepa cepBepoM afpecos B
nosayyeHHbIX coobuieHnax DHCPv6.

match server address prefix-list
word

no match server address

word: (1..32)
CMMBO/IOB

HacTpouTb puabTpaumio agpeca cepepa B NoayYeHHbIX
coobweHunax DHCPv6 cornacHo prefix-list.

OTKAOYNUTL GUABTPALMIO agpeca cepBepa B NOyYEHHbIX
coobweHuax DHCPv6 cornacHo prefix-list.

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepgelica Ethernet

BuAa 3anpoca KOMaHAHOWN CTPOKM:

console (config-if) #

Tabnnua 291 — KomaHgbl pexxuma KoHpurypuposaHua nHtepdeica Ethernet

KomaHda

3HayeHue/ 3HayeHue
110 yMOAYAHUIO

Aelicmeue

ipv6 dhcp relay destination
{ipv6_multicast_address |
gigabitethernet gi_port |
tengigabitethernet te_port

| port-channel group | tunnel
tunnel_id [ vlan vian_id }

no ipv6 dhcp relay destination
{ipv6_multicast_address |
gigabitethernet gi_port |
tengigabitethernet te_port

| port-channel group | tunnel
tunnel_id | vlan vlan_id }

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..4);
group: (1..48)
tunnel_id: (1..16)
vlan_id: (1..4094)

YKazatb agpec DHCP-cepBepa UaM HaCTPOUTb UCXOAALLMIA
nHTepoeic.

Ypanutb agpec DHCP-cepBepa namn ncxoaawmin HTepdeic.

ipv6 dhcp relay information
option format-type interface-
id word

no ipv6 dhcp relay information
option format-type inter-
face-id

word: (1..63) cumeonos

3afatb uaeHTMOMKaTop nopTa (onuus 18)

BoccTtaHOBUTb 3HAYEHWE N0 YMONYAHUIO.

ipv6 dhcp relay information
option format-type remote-id
word

no ipv6 dhcp relay information
option format-type remote-id

word: (1..63) cumsonos

3apaTb naeHTUdUKaTop remote-id (onuma 37)

BoccTtaHOBUTb 3HAYEHWE N0 YMONYAHUIO.
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ipvé dhcp guard attach-policy
word [vlan vian_id]

no ipv6 dhcp guard attach-pol-
icy word

word: (1..32) cumsonos
vlan_id: (1..4094)

MpuBA3aTb NOANTUKY K MHTEpPdeliCy.

OTBA3aTb NOIMTUKY OT MHTepdeica.

ipv6é dhcp guard preference
minimum preference maxi-
mum preference

no ipv6 dhcp guard preference
minimum maximum prefer-
ence

preference: (0..255)

HacTpouTb MMHUMAbHYIO M MaKCUMaNbHYIO FpaHuLly Ana
preference, otnpasnsemoro B Advertise dhcpvé coobuieHnn
oT cepBepa KaneHTy. Advertise dhcpvb cooblueHun ¢
BbIXOAAWMMM 3a rpaHuuy preference 6yayT oTopoLLEHbI.

YAanuTb MUHUMA/IbHYIO U MaKCUMAJIbHYIO FPaHuLLy ans
preference.

KomaHObI pexcuma KoHgu2ypuposaHua uHmepgelica VLAN

Bug, 3anpoca KOMaHAHOM CTPOKM:

console (config-if)#

Tabnunua 292 — KomaHgbl pexkuma KoHpurypuposaHua nHtepoeica VLAN

KomaHda

3Ha4yeHue/ 3Ha4yeHue
no yMmoa4aHuo

Aeiicmeue

ipv6 dhcp relay destination
{ipv6_multicast_address |
gigabitethernet gi_port |
tengigabitethernet te_port

| port-channel group | tunnel
tunnel_id [ vlan vlan_id }

no ipv6 dhcp relay destination
{ipv6_multicast_address |
gigabitethernet gi_port |
tengigabitethernet te_port

| port-channel group | tunnel
tunnel_id [ vlan vlan_id }

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..4);
group: (1..48)
tunnel_id: (1..16)
vlan_id: (1..4094)

YKasatb agpec DHCP-cepBepa UAM HAaCTPOUTb UCXOAALLMI
MHTepoeinc.

Yaanutb agpec DHCP-cepBepa unu ncxoaawmii untepdeliic.

ipv6 dhcp relay information
option format-type interface-
id word

no ipv6 dhcp relay information
option format-type inter-
face-id

word: (1..63) cumsonos

3afatb uaeHTUOMKaTop nopTa (onums 18).

BoccTaHOBUTb 3HAYEHME MO YMONYAHUIO.

ipv6 dhcp relay information
option format-type remote-id
word

no ipv6 dhcp relay information
option format-type remote-id

word: (1..63) cumBonos

3afatb uaeHTUdMKaTop remote-id (onuwmsa 37).

BoccTaHOBUTb 3HAYEHME MO YMONYAHUIO.

ipv6 dhcp guard [attach-policy
word]

no ipv6 dhcp guard [attach-
policy word]

word: (1..32) cumsonos
vlan_id: (1..4094)

MpuBA3aTb NONUTUKY K MHTEpbENCY.

OTBA3aTb NOJMTUKY OT MHTepdeiica.

ipvé dhcp Idra

no ipv6 dhcp Idra

—/BbIK/IOYEHO

Bkatounts Lightweight DHCPv6 Relay Agent (LDRA).

Bkntounts Lightweight DHCPv6 Relay Agent (LDRA).

ipv6 first hop security [attach-
policy word]

no ipvé first hop security [at-
tach-policy word]

—/BbIK/IOYEHO

PazpewnTtb paboty pyHKumin DHCPV6 guard, Relay, LDRA,
ICMPv6, DHCPv6.

3anpeTtutb paboTy pyHKumin DHCPV6 guard, Relay, LDRA,
ICMPv6, DHCPv6.
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Mpumep HacTporkn DHCPv6 LDRA:

console#

console# configure

console (config)# ipv6é dhcp guard policy DHCP RELAY TRUST

console (config-dhcp-guard) # device-role server

console (config-dhcp-guard) # exit

console (config)# !

console (config) # interface gigabitethernet 1/0/12

console (config-if)# ipvé dhcp relay information option format-type
interface-id Gil2

console (config-if) # ipv6é dhcp relay information option format-type remote-id
MES2324
console
console
console
console
console
console
console
console
console
console

config-if)# exit

config) # !

config)# interface gigabitethernet 1/0/24

config-if)# ipv6é dhcp guard attach-policy DHCP RELAY TRUST
config-if)# exit

config) # !

config) # interface vlan I

config-if)# ipvé dhcp ldra

config-if)# ipvé dhcp guard

config-if)# ipvé first hop security

~ o o —~ —— o~

5.30 KoHodwurypauusa PPPoOE Intermediate Agent

®yHKuusa PPPoE IA peannsoBaHa B COOTBETCTBUM C TpeboBaHMAMKM gokymeHTa DSL Forum TR-101 u
npefHasHavyeHa 419 UCNoAb30BaHMA Ha KOMMYTATOpax, paboTaloLWmx Ha ypoBHe AoCTyna.

®YHKUMA No3BONAET AONOMHATL NakeTbl PPPOE Discovery Hpopmaumeit, xapakTepmsyloLein nHtep-
deiic goctyna. 3To HEO6X0AMMO ANA MAEHTUPUKALMM NONb30BaTENLCKOTO MHTepdeiica Ha cepBepe gocTyna
(BRAS, Broadband Remote Access Server). YnpasneHune nepexsaTtom n o6paboTkoit naketos PPPoE Active Dis-
covery ocyluecTBaseTca rnobanbHO ANA BCEro YCTPOWCTBA M BbIBOPOYHO ANA KaxK4oro nHTepdeliica.

Peanunsaums ¢yHKLMM PPPOE |A npepocTaBnseT 4ONOAHUTEIbHbIE BOSMOMXKHOCTU KOHTPOS COOBLLEHN
NPOTOKO/1a NyTeM Ha3Ha4YeHWA fOBEPEHHbIX MHTEPdENCoB.

KomaHObI pexcuma 2a06anb6Hol KoOHpuU2ypayuu

BunAa 3anpoca KoOMaHAHOWM CTPOKM pexunma rnobanbHon KOHOUrypaLmm:
console (config) #

Tabnnua 293 — KomaHgb! pexuma rnobanbHoi KoHduUrypaumm

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4aHuro

pppoe intermediate-agent Paspewntb paboTy PPPOE Intermediate Agent.
no pppoe intermedi- —/OTK/II04EH 3anpeTtutb paboty PPPOE Intermediate Agent.
ate-agent
pppoe intermediate-agent YCTaHOBUTb IMMUT BPEMEHU HEaKTUBHOCTU Mo/Ib30BaTeNs.
timeout seconds _ seconds :(0..600)/300 _
no pppoe intermedi- BoCCTaHOBMTL HAaCTPOMKM MO YMONYAHMIO.
ate-agent timeout
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pppoe intermediate-agent
format-type access-node-id
word

no pppoe intermedi-
ate-agent format-type ac-
cess-node-id

word: (1..48)
cumsona/
naeHTudumkaTop
YCTPOMCTBA He
HasHauveH

YCTaHOBWTb CTPOKY MAEHTUOMKALLMM YCTPOICTBA LOCTYNa.

BoCCTaHOBUTb HACTPOMKM MO YMONYAHMIO.

pppoe intermediate-agent
format-type generic-er-
ror-message word

no pppoe intermedi-
ate-agent format-type ge-
neric-error-message

word: (1..128)
cumsona/PPPoE
Discover packet is too
large to process

YCTaHOBUTb TEKCT coobleHna o6 ownbke npesbieHUa pas-
mepa naketa (MTU), otnpasnsemoro PPPoE IA 8 PADO- uau
PADS-nakeTax.

V Ecnu coobuieHne coaeput cumsonbl npobena, ero

HEOGXOAMMO 3aK/II0O4YNUTDb B KaBbl4YKU.
BoccTaHoBUTL HaCTpOl7IKVI N0 YMO/ZTHaHUIO.

pppoe intermediate-agent
format-type option {sp | sv
| pv | spv | user-defined}
delimeter [.,:#/ ]

no pppoe intermedi-
ate-agent format-type op-
tion

—/ycTaHoBneH
dopmat B

cooTBeTcTBMM ¢ TR-101:

slot / port : vlan

HacTpouTtb Habop NapamMeTpoB U PasAeUTENN MEKAY HUMM,

KOTOpble UCNOb3YtoTcA AN GopMUpoBaHUA Nnogonumm circuit -id.

B KOmMaHAe MCnonb3yoTca cneaytowme yenoBHble 0603HaUYeHUn:
- sp — slot + port

- sv — slot + vlan

- pv — port +vlan

- spv — slot + port + vlan

- user-defined — dopmat onpegensetca nonb3osartesnem. Mpu
onpegeneHnm NCNob3yoTca cneaytowme WwWabnoHol:

%h: hostname;

%p: KOPOTKOE UMA nopTa, Hanpumep gil/0/1;

%P: AnMHHOE UMA nopTa, Hanpumep, gigabitethernet 1/0/1;
%t: TN nopTa (3HayeHue nons ifTable::ifType B
LecTHaAuaTeEPMYHOM BUAE);

%m: MAC-agpec nopta B popmate H-H-H-H-H-H-H;

%M: MAC-agpec cuctembl B popmate H-H-H-H-H-H-H;

%U: HOMep HHUTA;

%S: HOMep CNoTa;

%n: HoMep nopTa (KaK Ha IML,EBOI NaHenw);

%i: ifindex nopTa;

%V: naeHtnounkatop VLAN.

%cC: MAC-aapec abOHEHTCKOro yCTPOMCTBa;

%alvlan_id]: IP-agpec nntepderica VLAN. Ecam vlan_id He yKasaH,
To noacrasnsaetca IP-agpec uHtepderica default vlian. Ecam IP-
afpec He HailgeH, noactasnsaertca agpec 0.0.0.0.

BoccTaHOBUTL HaCTpOﬁKM NoO YMONYaHUIO.

pppoe intermediate-agent
format-type remote-id re-
mote_id

no pppoe intermedi-
ate-agent format-type re-
mote-id

remote_id: (1..128)
CUMBOIOB

HasHauutb naeHTMdumkaTop remote-id, fobasnaemoro Kommy-
TaTOpPOM rnobanbLHoO.

BoccTaHOBUTL HaCTpOﬁKy No YMON4YaHUo.

KomaHObI pexcuma KoHgu2ypayuu uHmepagelica

Bupa 3anpoca KOMaHAHOM CTPOKU B pexunume KoHdUrypaumm nHtepdeica:

console (config-if) #
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Tabnnua 294 — KomaHabl pexkuma KoHpurypauum nntepdeliica Ethernet, rpynnbl noptos

KomaHoa

3HayeHue/3HayeHue
no yMmoA4aHuo

Aelicmeue

pppoe intermediate-agent

no pppoe intermedi-
ate-agent

—/3anpet

PaspewunTb paboTy PPPOE Intermediate Agent Ha nHTepdeiice.

3anpetutb paboTy PPPOE Intermediate Agent Ha nHTepdeiice.

pppoe intermediate-agent
format-type circuit-id cir-
cuit_id

no pppoe intermedi-
ate-agent format-type cir-
cuit-id

circuit_id: (1..63)
CMMBOJI0B

HasHauntb ngeHtnduKatop circuit-id, sobasnsemoro
KommyTaTopom. MaeHTndUKaTOpP, 3afaHHbIN B KOMaHae,
NOJIHOCTbIO NepeonpeaenaeT uaeHTUdUKaTop, BbluMcaAEMbI
Ha ocHoBe rnobanbHbIx NapameTpoBs access-node-id u
option/delimeter.

BoccTaHOBMTL HaCTPOMKY Ha OCHOBE r106a/bHbIX NapameTpos
access-node-id u option/delimeter.

pppoe intermediate-agent
format-type remote-id re-
mote_id

no pppoe intermedi-
ate-agent format-type re-
mote-id

remote_id: (1..63)
cumBonos/MAC-aapec
KOMMyTaTopa.

HasHauntb ngeHTnduKatop remote-id, sobasnaemoro
KommyTaTopom. MaeHTUdUKaTOp AOMKEH BbITh
CKOHOUrypMpoBaH Ha Bcex MHTepdelicax KoMmyTaTopa, rae
paboTaeT PPPOE IA.

BOCCTaHOBMTL HAaCTPOMKY MO YMONYAHUIO.

pppoe intermediate-agent
trust

no pppoe intermedi-
ate-agent trust

—/He aBnaetca
[0BEPEHHbIM.

YnpasnaTb pexxumom gosepusa K nHtepdeiicy. Komanga
[o6asnaeT nHTepdemnc K CNMCKy A0BEPEHHbIX.
NHTepdelicbl, K KOTopbiM NogKAtoueHbl PPPoE-cepBepbl,
HacTpamnBaloTCA KaK goBepeHHble. UHTepdelnchl, K KOTopbIM
NOZAK/IIOYEHbl N0NIb30BATENN, HACTPAUBAOTCA KakK
HefOBEpPEHHbIe.

BoccTaHOBUTL 3HaYeHWe NO YMOYAHMUIO.

pppoe intermediate-agent
vendor-tag strip

no pppoe intermedi-
ate-agent vendor-tag strip

— /BbIKAtOYEH

PaspewwnTb yaanenune vendor-specific onumm 13 naketos PADO,
PADS, PADT nepeg oTnpaBKoOl UX B CTOPOHY NoJ/ib30BaTeNs.
PYHKUMA yaaneHnAa MoXeT BbITb MCNOb30BaHA TO/IbKO Ha
WHTepdelice, Ha KOTOpom paspelleHa paboTa PPPOE IA n
KOTOPbIN ABAAETCA AoBEPEHHbIM MHTepdeincom. OBbIMHO
dYHKLMA yaaneHns HacTpansaeTca Ha UHTepodelice,
obpaleHHom B cTopoHy PPPoE-cepsepa.

BbikntounTb PeXum yaaneHua.

KomaHObI pexcuma EXEC

Bunpg 3anpoca KOMaHAHOM CTPOKK perxnma EXEC:

console#

Tabnuua 295 — Komanapl pexkuma EXEC

KomaHda

3HayeHue/3HayeHue
no ymon4aHuo

Aeilicmeue

show pppoe intermedi-
ate-agent info [giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

OTo6pasnTb HacTpoikn PPPOE Intermediate Agent. Ecan B
KOMaHZe ABHO He 3aAaH UHTepdelic, ToO KOMaHAa BbINOAHAETCA
Ons BCcex MHTepdelicos, rae paspeweHa pabota PPPoE IA 1 Bcex
[,0BEepeHHbIX NOPTOB.
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show pppoe intermedi-
ate-agent statistics [giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

group: (1..48)

OT06pa3unTb CTaTUCTMKY paboTbl PPPOE Intermediate Agent. Ecnu B
KOMaHZe He 3aZiaH ABHO MHTepdeic, To KoMaHAa BbINOIHAETCA
Ons Bcex UHTepdelicos ¢ paspelueHHbiM PPPOE IA 1 Bcex
[,0BEpPEHHbIX NOPTOB.

clear pppoe intermedi-
ate-agent statistics [giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

group: (1..48)

OumnCTUTb CTaTUCTUKY paboTbl PPPOE Intermediate Agent. Ecnv B
KOMaHze He 334aH ABHO MHTepdeNCc, TO KOMaHAA BbINOHAETCA
Ons Bcex UHTepdelicos ¢ paspelueHHbiM PPPOE IA 1 Bcex
[L,0BEpeHHbIX NOPTOB.

show pppoe intermedi-
ate-agent sessions [giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

group: (1..48)

OT06pa3unTb BCEX 3aPErMCTPUPOBAHHBIX KIMEHTCKUX ceccuid. Ecnm
B KOMaHZe He 3a4aH ABHO MHTepdeic, To oTobparkatoTca Bce
Ceccum C COpTUPOBKOM Mo nHTepdelicam.

clear pppoe intermedi-
ate-agent sessions [mac-ad-
dress]

van H:H:H:H:H:H nan

mac address: (H.H.H

H-H-H-H-H-H)

3aKpbITb KAMEHTCKYIO ceccuto. Ecam He ykazaH mac address, To Bce
ceccum.

5.31 KoHpurypauma DHCP-cepsepa

DHCP-cepBep ocywiectBasfeT LEeHTPaIM30BaHHOE yNpaBAeHUe CeTEBbIMM agpecamm U COOTBETCTBYIO-
LLMMM KOHPUTYPALMOHHBIMKW NapameTpamMm, aBTOMaTUYECKU NPeaoCcTaBAAa UX KIMeHTaM. ITO NO3BONAET U3-
6erKaTb PyYHOM HACTPOMKM YCTPOMCTB CETU M YMEHbLUAET KOJIMYECTBO OLLMOOK.

Ethernet-kommyTtaTopbl MOryT paboTatb Kak DHCP-knuneHT (nonyyeHune cobcreeHHoro IP-aapeca oT cep-
Bepa DHCP), Tak 1 Kak DHCP-cepBep. BoamokHa ogHoBpemeHHas pabota DHCP-cepeepa n DHCP-relay.

KomaHObI pexcuma 2a06anb6Hol KoOHpuU2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexxmnma rnobanbHom KOHOUrypaumm:

console (config) #

Tabnunua 296 — KomaHabl pexuma rnobanbHom KoHduUrypaumm

KomaHda

3Ha4yeHue/3HayeHue
no ymoa4yaHuro

Aelicmeue

ip dhcp server

no ip dhcp server

—/BbIK/IIOYEHO

Bkntountb pyHKumMio DHCP-cepBepa Ha KommyTaTope.
Mepep, BKAOYUEHUEM cepBepa AONXKHbI 6bITb
! oTKkntoueHbl DHCP-knueHTbl Bo Bcex VLAN. B T.4.
BK/IIOYEHHDI No ymonyaHuto Bo VLAN 1.

BbIkntounTb GyHKUMI0o DHCP-cepBepa Ha KommyTaTope.

ip dhcp pool host name

BoliTn B perKnm KOHPUrypaumm ctatnyecknx agpecos DHCP-

no ip dhcp pool network
name

name: (1..32) cumBonoB

- name: (1..32) cumBonOB cepaepa.
no ip dhcp pool host name Yaanutb KoHdurypaumuto DHCP-KAneHTa ¢ 3aiaHHbIM
MMEHEM.
ip dhcp pool network Boitu B pexkum KoHdurypaumm DHCP-nyna agpecos DHCP-
name cepsepa.

- name — umsa DHCP-nyna agpecos.
MaKcumanbHo gonyctumoe Konudecrso DHCP pool
e yKasaHo B Tabauue 9.

Ypannte DHCP-nyn ¢ 3afaHHbIM UMEHEM.

Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES5324

295



HELTEX

ip dhcp excluded-address
low_address [high_ad-
dress]

no ip dhcp excluded-ad-
dress low_address
[high_address]

YKasartb IP-agpec, kotopble DHCP-cepBep He byaeT HasHa4yaTb
ana DHCP-knueHTOB.

- low-address — HayanbHbIV IP-agpec aManasoHa;

- high-address — KoHeuHbI IP-agpec ananasoHa.

Ypanutb IP-agpec U3 cnucka UCKAYEHWUIA AN1A Ha3HaYeHun
ero DHCP-knuneHTam.

ip dhcp ping enable

no ip dhcp ping enable

—/BbIK/IIOYEHa

BkatounTb nepegaydy ICMP-3anpocoB Ha HasHavyaembli |P-
afpec, YTobbl NPOBEPUTL 3aHATOCTb agpeca, Npexae Yem oH
6yaet HazHayeH DHCP-knneHTy.

YCTaHOBWTb 3HaYeHMe MO YMOJHaHUIO.

ip dhcp ping count number

no ip dhcp ping count

number: (1..10)/2

Onpepenutb KoanyecTso otnpasaaembix ICMP-3anpocos.

YCTaHOBWUTb 3HAYeHME NO YMOI4aHUIO.

ip dhcp ping timeout time

no ip dhcp ping timeout

time: (300..1000)/500 mc

OnpepennTtb TaMmayT, B TedeHue Kotoporo DHCP-cepsep
OXXMAaeT OTBET C afpeca, Ha KoTopblit nosyyeH ICMP-3anpoc.

YCTaHOBWTb 3HaYeHMe N0 YMOIYAHUIO.

KomaHObI pexcuma KoHgu2ypayuu cmamuyeckKux adpecos DHCP-cepsepa

Bug, 3anpoca KOMaHAHOM CTPOKM B peXKMme KoHdUrypaummn ctatuyeckmx agpecos DHCP-cepeepa:

console# configure

console (config)# ip dhcp pool host name
console (config-dhcp) #

Tabanua 297 — KomaHgbl pexxuma KoHpurypaumm

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aeiicmeue

address ip_address {mask |
prefix_length} {client-iden-
tifier id | hardware-ad-
dress mac_address}

no address

3apesepsupoBatb IP-agpeca ansa DHCP-knmMeHTa BpyUHYyto.

- ip_address — IP-appec, KoTopblli 6yaeT conocTaBaeH ¢
bU3NYECKMM afpeCOM KUNEHTa;

- mask/prefix_length — macka noacetn/gnunHa npedukca;

- id — dusnyeckuin agpec (MaeHTUPUKATOP) CeTEBOI KapTbl;
- mac_address — MAC-agpec.

Ypanutb 3apesepBupoBaHHble IP-agpeca.

client-name name

no client-name

name: (1..32) cumBonos

Onpegenntb uma DHCP-KnneHTa.

Ypannte uma DHCP-KknneHTa.

KomaHObI pexcuma KoHgu2ypayuu nyana DHCP-cepsepa

Bua 3anpoca KoMaHAHOM CTPOKM B pexume KoHpurypaumm nyna DHCP-cepsepa:

console# configure

console (config)# ip dhcp pool network name
console (config-dhcp) #
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Tabnmua 298 — KomaHabl pexrma KoHpurypaumm

3HayeHue/3HayeHue
1o yMoA4YaHuro

KomaHoa

Aelicmeue

address {network_num-

ber | low low_address high
high_address} {mask | pre-
fix_length} —

no address

YCTaHOBWUTb HOMEP NOACETM M MACKy NOACETU ANA Nyna
appecos DHCP-cepsepa.

- network_number — IP-appec Homepa noaceTy;

- low_address — HavyanbHbIN IP-agpec grMana3oHa a4pecos;
- high_address — kKoHeuHbIl IP-agpec Anana3oHa aapecos.
- mask/prefix_length — macka noacetn/annHa npedukca.

Ypanute KoHdurypayuto DHCP - nyna agpecos

lease {days [hours
[minutes]] | infinite}

—/1 peHb

no lease

Bpems apeHabl IP-agpeca, KOTopblit HasHavyeH ot DHCP.
- infinite — Bpema apeHAbl He orpaHUYeHo;

- days — KoNn4yecTBo gHeW;

- hours — konnuecTBo Yacos;

- minutes — KONIMYECTBO MUHYT.

YCTaHOBUTb 3HaYeHME N0 YMOYAHMUIO.

ping enable

—/BbIK/OYEHA

no ping enable

BkntoumTb nepeaayvy ICMP-3anpocos Ha Ha3Havaembli IP-
agpec, 4Tobbl NPOBEPUTL 3aHATOCTb agpeca, Npexae Yem OH
6yaeT HazHayeH DHCP-KknueHTy.

YCTaHOBUTb 3HaAYeHMe No YMONYaHUIO.

KomaHObI pexcuma KoHgu2ypayuu nyana DHCP-cepsepa u cmamuyeckux adpecos DHCP-cepsepa

BuAa 3anpoca KOMaHAHOWN CTPOKM:

console (config-dhcp) #

Tabanua 299 — KomaHgbl pexxuma KoHpurypaumm

3HayeHue/3HayeHue
no ymon4aHuio

KomaHoa

Aeiicmeue

default-router ip_ad-

dress_list

Mo ymon4aHumio cnmucok

MapLUPyTU3aTOPOB He
onpegeneH.

no default-router

OnpeaennTb CNUCOK MapLLIPYyTU3aTOPOB MO YMOIYaHUIO ANS

DHCP-knueHTa:

- ip_address_list — cnucok IP-agpecos mapLupyTM3aTopos.,

MOKET COAEePKaTb A0 8 3anuceii, pasaeneHHbix npobenom.
' 3 IP-agpec mapwpyTusaTtopa A0KeH 6bITb B TOM e
b~ NOACETH, YTO U KANEHT.

YCTaHOBUTb 3HaYeHMe no YMONYaHULO.

dns-server ip_address_list
Mo ymonyaHuto cnncok
DNS-cepBepoB He
onpegeneH.

no dns-server

Onpegenntb cnucok DNS-cepBepoB, AOCTYNHbIX ANA
knmneHToB DHCP.

- ip_address_list — cnucok IP-agpecos DNS-cepBepoB, moeT
cofepyKaTb 0 8 3anucei, pasgeneHHbIx npobenom.

YCcTaHOBUTb 3HaYeHue no YMONYaHULO.

domain-name domain

no domain-name

Onpepenntb someHHoe uma gnsa DHCP-knveHTOB.

domain: (1..32) cumsonos

YCcTaHOBUTb 3HaYeHue no YMONYaHULO.

netbios-name-server
ip_address_list Mo yMON4YaHWUIO CNUCOK
WINS-cepsepoB He

onpegeneH.

no netbios-name-server

Onpegenntb cnucok WINS-cepBepoB, A0CTYNHbIX ANA
KnneHtos DHCP.

- ip_address_list — cnucok IP-agpecos WINS-cepsepos,
MOXeT cofep:KaTb A0 8 3anucen, pasaeneHHbix npobesom.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

netbios-node-type {b-node
| p-node | m-node | h-

node}
Mo ymon4aHuio Tmn y3na

NetBIOS He onpegeneH.

no netbios-node-type

Onpegenntb TN y3na NetBIOS Microsoft gns KnaneHToB
DHCP:

- b-node — WWpoKoBeELLATENbHbIN;

- p-node — TOYKa-TOUKa;

- m-node — KOMBOWHUPOBAHHbIN;

- h-node — rMbpugHbLIN.

YCTaHOBUTb 3Ha4YeHME N0 YMOHAHMUIO.
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next-server ip_address

no next-server

Mcnonb3yetca ana ykasaHua DHCP-kaneHTy agpeca cepsepa
(kak npaBwuno, TFTP-cepBepa), C KOTOPOro AO/XKEH 6bITb
NoJly4YeH 3arpy3odHbii dpann.

YCTaHOBWUTb 3HAYeHME NO YMONYaHUIO.

next-server-name name

no next-server-name

name: (1..64) cumBonos

Mcnonb3yetca ana ykasaHma DHCP-knneHTy nma cepsepa, €
KOTOPOro A0/KeH BbITb NONYYEH 3arpy304Hblii daiin.

YCTaHOBUTb 3Ha4YeHMe N0 YMOIYAHMUIO.

bootfile filename

no bootfile

filename: (1..128)
CMMBOJI0B

YKa3zaTtb uma daina, UCnosb3yemoro ANA HayaabHOM
3arpy3ku DHCP-knueHTa.

YCTaHOBWUTb 3HAYeHME NO YMONYaHUIO.

time-server ip_address_list

no time-server

Mo yMOAYaHMIO CNUCOK
CepBepoB He onpeaeneH.

OnpepennTb CNUCOK CepBEPOB BPEMEHW, AOCTYMHbIX ANA
KnneHtos DHCP.

- ip_address_list — cnucok IP-agpecoB cepBepoB BpeMeHHU,
MOeT cofepKaTb A0 8 3anucel, pasfenieHHblx Npobesom.

YCTaHOBUTb 3Ha4YeHMe NO YMOIHAHMUIO.

option code {boolean
bool_val | integer int_val |
ascii ascii_string | ip[-list]
ip_address_list | hex
{hex_string | none}} [de-
scription desc]

no option code

code: (0..255);
bool_val: (true, false);
int_val: (0..4294967295);
ascii_string: (1..160)
CUMBOJIOB;
desc: (1..160) cumsonos

Hactpoutb onumm DHCP-cepsepa.

- code — Kopg, onuum DHCP-cepBepa;

- bool_val — noruyeckoe 3HayeHMue;

- integer — uenoe NONOXKUTENbHOE YUCIIO;
- ascii_string — cTpoka B popmate ASCII;

- ip_address_list — cnucok IP-agpecos;

- hex_string — cTpoka B 16-om ¢popmarte.

Yaanutb onuuun ana DHCP-cepsepa.

KomaHOb1 pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM cTPOKKM pexxnma Privileged EXEC:

console#

Tabnunua 300 — KomaHgb! pexxuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
Mo yMmoA4YaHuio

Aelicmeue

clear ip dhcp binding
{ip_address | *}

YaanuTb 3anucy U3 Tabaunupbl COOTBETCTBUA GU3UYECKUX
aApecos 1 agpecos, BblAaHHbIX ¢ nyna DHCP-cepsepom:
- ip_address — |P-appec, HazHayeHHbI DHCP-cepsepom;
- ¥ — y#anuTb BCe 3anucu.

show ip dhcp

MpocmoTpeTb KoHbUrypauumn DHCP-cepsepa.

show ip dhcp excluded-ad-
dresses

MpocmoTpeTb IP-agpeca, koTopble DHCP-cepsep He byaeT
Ha3sHa4vaTb Ana DHCP-knneHTOB.

show ip dhcp pool host

MpocmoTpeTb KOHPUTypauuio ana cTaTudeckux agpecos DHCP-

[ip_address | name] name: (1..32) cepsepa:
CMMBONOB - ip_address — IP-appec KANeHTa;
- name — uma DHCP-nyna agpecos.
show ip dhcp pool network MpocmoTpeTb KoHdUrypauuto DHCP-nyna agpecos DHCP-
[name] name: (1..32) cepsepa:
CMMBOOB

- name — uma DHCP-nyna agpecos.

show ip dhcp binding
[ip_address]

MpocmoTpeTsb IP-aapeca, KOTopble CONOCTAaBNAEHbI C
dU3MYECKMMM afpecamMm KNINEHTOB, a TaK Ke BpemMs apeHabl,
cnocob HasHa4YeHna u coctosHue IP-agpecos.

show ip dhcp server statis-
tics

MpocmoTpeTb ctatuctnuky DHCP-cepBepa.

show ip dhcp allocated

MpocmoTpeTb akTMBHbIe IP-aapeca, BbiaaHHble DHCP-
cepBepom.
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[Mpumepbl 8bINOAHEHUA KOMAHO

=  Hactpoutb DHCP-nyn ¢ umeHem test n ykasatb ana DHCP-KanMeHTOB: umAa gomeHa — test.ru, Wwnto3
no ymon4yaHuio — 192.168.45.1 n DNS-cepsep — 192.168.45.112.

console#

console# configure

console (config)# ip dhcp pool network test

console (config-dhcp)# address 192.168.45.0 255.255.255.0
console (config-dhcp) # domain-name test.ru

console (config-dhcp)# dns-server 192.168.45.112

console (config-dhcp) # default-router 192.168.45.1

5.32 KoHdwurypauua ACL (cnucku KOHTpOAA AocTyna)

ACL (Access Control List — cnucoK KoHTpons gocTtyna) — Tabauua, KoTopasa onpeaenseT npasuaa
dunbTpaumm BXxoZALLEro U UcxogAawero TpadpmMka Ha OCHOBAHMM MepefaBaemblX B MaKeTax NPOTOKOJIOB,
TCP/UDP noprtos, IP-agpecos nam MAC-aapecos.

V ACL-cnucku Ha 6ase IPv6, IPv4 1 MAC-agpecoB He A0/1)KHbl UMETb OAUHAKOBbIEe Ha3Ba-

i HUA.

V IPv6- un IPv4-cnnucku moryT pabotatb BMmecTe Ha ogHoM pusnueckom nHrepdeiice. CNUCoK
‘ ACL Ha 6a3e MAC-agpecauumn He MOXKeT COBMELLATbCA CO cnUckom IPv6. [lBa cnucka oau-

HaKoBOro TMNa He MoryT paboTaTb BMecTe Ha UHTepdeiice.

KomaHapl Ans co3gaHua W pegakTupoBaHua cnmckoB ACL focTynHbl B pexume rnobanbHoM
KOHOUrypaumu.

KomaHObI pexcuma 2a06anab6Hol KoOHpuU2ypayuu

KomaHgHan cTpoKa B pexume rnobanbHo KOHPUrypaumm numeet Bua;
console (config) #

Tabanua 301 — KomaHgbl 4na co3gaHma n KoHourypaumm cnuckos ACL

Komanda 3Ha4yeHue/3HayeHue Neiicmeue
no ymoa4aHuro

ip access-list access_list Co3aaTb CTaHAAPTHbLIV cnivcok ACL.

{deny | permit} {any | - deny — 3anpeTnTb NPOXOXAEHME NAKETOB C yKa3aHHbIMMU

ip_address [ip_ad- napameTtpamu;

dress_mask]} - permit — paspeLwwmnTb NPOXOXKAEHME NaKEeTOB C
YKa3aHHbIMM NapameTpamu.

no ip access-list access_list access_list: (0..32) Ypanutb cTaHaapTHbIN cnmcok ACL.

ip access-list extended ac- cMmBOIA Co3aaTb HOBbIM paclMpeHHbI cnvcok ACL ana agpecaumm

cess_list IPV4 1 BOITU B peXkuM ero KoHGUrypawmm (ecam cnmcok ¢
JaHHBIM UMEHEM ellle He CO34aH), B0 BOWTU B PeXUM
KOHUrypaLumn paHee co34aHHOrO CNMCKa.

no ip access-list extended YpanuTb pacwmpeHHbin cnucok ACL ana agpecaumm IPv4.

access_list
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ipv6 access-list access_list
{deny | permit} {any |
ipv6_address [ipv6_ad-
dress_prefix]}

no ipv6 access-list ac-
cess_list

ipv6 access-list extended
access_list

no ipv6 access-list ex-
tended access_list

mac access-list extended
access_list

no mac access-list ex-
tended access_list

Co34aTb HOBbIN pacwKnpeHHbIN cnucok ACL ana agpecauun
IPv6.

- deny — 3anpeTuTb NPOXOXKAEHME NAKETOB C YKa3aHHbIMMU
napameTtpamu;

- permit — pa3peLwnTb NPOXOXKAEHME NAKETOB C
YyKa3aHHbIMW NapamMmeTpamu.

YaanuTb cTaHgapTHbIN cnncok ACL ans appecaumm IPv6.

Co34aTb HOBbIN pacwmnpeHHbIN cnucok ACL ana agpecauunn
IPV6 1 BOITM B pexkMm ero KoHdUrypauum (ecim cnucok c
AaHHbIM UMEHEM eLLLe He CO34aH), MMB0 BONTU B peXxum
KOHPUrypaLmm paHee CO34aHHONO CRMCKa.

YaanuTb pacwmpeHHbin cnucok ACL ana agpecaumm IPv6.

Co34aTb HOBbIN CNUCOK Ha 6aze MAC-agpecaunn n BONTU B
peXMM ero KoHdurypauum (ecam cnncok ¢ 4aHHbIM MMEeHeM
eLle He co3faH), IMbo BOWTU B PeXKUM KOHOUIypaumm paHee
CO34,aHHOrO CMMCKa.

Yaanutb cnucok ACL Ha 6a3ze MAC-agpecaumm.

access-list configuration
mode {default | commit}

—/default

YCTaHOBUTb pexXum KoHourypmposaHusa ACL.

- default — ACL MOXKHO pefakTMpOBaTb TOJIbKO TOrAa, Koraa
OH He NPMBA3aH HX K OAHOMY U3 MHTepdeicos. HacTpoikm
npasun ACL npMmeHAoTcA HemeaIeHHO.

- commit — ACL M0OXXHO pefaKTMpoBaTb, KOrga OH NPMBA3aH
K pusnueckomy nnm VLAN nnHtepdelicy. UameHeHun
BCTYNaloT B CUY NOCAE BbINOJIHEHWUA KOMaHAb! access-list
commit.

access-list commit

MpumeHnTb nsmeHeHma Bo scex ACL-cnumckax.

access-list commit {ac-
cess_list}

access_list: (0..32)
cMMBO/IA

MpumeHnTb nsmeHeHma B onpegeneHHom ACL-cnucke.

access-lists statistics { port
| vlan}

no access-lists statistics {
port | vlan }

— /BbIK/OYEHO

BKAOUMTb CTAaTUCTMKY cnnckos ACL

- port — Tonbko ana cnuckos ACL, NnpuBA3aHHbIX K

du3nyeckum nHTepdelicam;

- vlan — TonbKo Ans cnmckos ACL, NpuBA3aHHbIX K

nHtepoericam VLAN.

/ Ona kommyTatopos cepumn MES23xx BO3MOXKHO
% BKAOYEHME CTaTUCTUKM cnucKos ACL,

NPUBA3AHHbIX TO/IbKO K GU3MYECKUM nopTam
WK ToNbKO K uHTepdeiicam VLAN.

BbIKNOUMTb CTaTUCTUKY cnuckos ACL.

time-range time_name

no time-range time_name

time_name: (0..32)
cumBoNa

Boitu B pexkum KoHduUrypaumum time-range u onpegenvtb
BpPeMeHHble MHTepBasbl 419 CUCKA AoCcTyna.
- time_name — uma npoduna HacTpoek time-range.

YaanuTb 3aaaHHyo KOHOUrypaumio time-range.

Ona Toro u4tobbl aKTMBM3MpOBaTb cnucok ACL, Heobxogumo cBsizaTb €ro C WHTepdeircom.
NHTepdelicom, NCNOb3YHOLLMM CMUCOK, MOXKeT bbiTb 60 nHTepdeic Ethernet, anbo rpynna nopros.

KomaHObI pexcuma KoHgu2ypayuu uHmepapelica Ethernet, VLAN, epynnsi nopmos

KomaHgHan cTpoKa B pexkmme KoHourypaumm nHtepdeiica Ethernet, VLAN, rpynnbl NOpToB UMeET BUA;:

console (config-if) #
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Tabnmua 302 — KomaHaa HasHauyeHua cnuncka ACL-uHTepdeicy

KomaHoa

3HayeHue/3HayeHue
1o ymMoA4YaHuro

Aelicmeue

service-acl {input | out-
put} access_list

no service-acl {input |
output}

access_list: (0..32)
cMMBO/IA

B HacTpoiikax onpeaenéHHoro pusnyeckoro uHTepderica
NpvBA3aTb YKa3aHHbIM CNUCOK K AaHHOMY UHTepdelicy.

ANA HanpasneHus input.

/“(-{‘ NpusAasKa K uHtepdeiicy VLAN BO3MOXKHA TONbKO

YpanuTb CNMCOK C MHTepdeiica.

KomaHObl pexcuma Privileged EXEC

KomaHgHan cTpoka B pexkume Privileged EXEC nmeert Bua;

console#

Tabnuua 303 — KomaHabl A4na npocmoTpa cnmckos ACL

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aeiicmeue

show access-lists [ac-
cess_list]

show access-lists
time-range-active [ac-
cess_list]

access_list: (0..32)
cumBona

Moka3saTtb cnuckm ACL, co3gaHHble Ha KOMmMmyTaTope.

Mokasatb cnuckm ACL, co3gaHHble Ha KOMMyTaTope, KOTopble B

HacToALllee Bpema ABNIAKTCA aKTUBHbIMU.

show interfaces access-lists
[gigabitethernet gi_port |
tengigabitethernet

te_port | fortygigabitether-
net fo_port | port-channel
group | vlan vian_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094);

MokasaTtb cnucku ACL, HasHayeHHble nHTepdencam.

clear access-lists counters
[gigabitethernet gi_port |
tengigabitethernet

te_port | fortygigabitether-
net fo_port | port-channel
group | vlan vian_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094)

O6HYNUTL BCe cHeTYMKM cnuckos ACL, iMBO cYETUMKM A8 CMIMCKOB

ACL 3apaHHOro uHTepdelica.

show interfaces access-lists
trapped packets [giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group | vlan
vlan_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094)

lMoKa3aTb CYETYMKM CNUCKOB A0CTYMa.

clear access-lists statistics

OuncTnTb CTaTUCTMRY cnuckos ACL.

show access-lists candi-
date-config

Mokasatb cocToAaHMe Bcex ACL-cnncKkos nocse BbINOAHEHNA
KOMaHAbl access-list commit.

show access-lists candi-
date-config {access_list}

access_list: (0..32)
cMmBoOIa

Moka3satb coctoaHue onpeaeneHHoro ACL-cnucka nocne
BbINOJIHEHUA KOMaHAbI access-list commit.

show candidate-config ac-
cess-list

MoKa3saTb, Kak byayT Bbirnagetb ACL-cnivcku B show running-
config nocne BbINONHEHUA KOMaHAbI access-list commit.

KomaHOb! pexcuma EXEC

KomaHaHasa cTpoka B pexkmme EXEC nmeert sua;

console#
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Tabnmua 304 — KomaHabl aAna npocmoTpa cnmckos ACL

3Ha4yeHue/3HayeHue "

KomaHoa / Aelicmeue
no ymoa4YaHuro

show time-range Moka3aTb KoH$uUrypaumio time-range.

[time_name]

5.32.1 KoHndepueypayusa ACL Ha 6a3e IPv4

B pgaHHOM paspene npuBeaeHbl 3HAYEHUA U OMUCAHMA OCHOBHbIX MApPaMeTPOB, UCMONb3YEMbIX B
cocTaBe KOMaHA HacTpoiKkm cnnckos ACL, ocHoBaHHbIX Ha aapecaunn IPv4.

CosgaHue n BXOo4, B pexum pegaktnposaHma cnuckoB ACL, OCHOBaAHHbIX Ha aapecaumn [Pv4,
OCyLLeCcTBAAETCA NO KOMaHAe: ip access-list extended access-1ist. Hanpumep, ana cosgaHua
cnncka ACL nopa Ha3BaHuem EltexAL Heo6xoaMMO BbINONHUTL Cheaytolme KOMaHabl:

console#

console# configure

console (config)# ip access-list extended EltexAL
console (config-ip-al)#

Mpu ogHOBpEeMeHHOM MCNOAb30BaHUM NpPaBuA ¢ napameTtpom offset-list u npasun c na-
pametrpom UDP/TCP-nopt (permit/deny tcp/udp any src_tcp/udp_port any dst_tcp/
udp_port) cywecteyer annapatHoe orpaHuyeHue. [ina nx coemecTHoii pabotbl Heobxo-
AVMo npu co3ganum offset-nucra, NOMMMoO HyXHbIX 6aiiToB, yKasaTtb 6aittbl TCP/UDP-
noptos 13 L4-3aronoBKa.

.-

Tabnumua 305 — OcHOBHbIE NapaMeTPbl, UCMO/Ib3YEMbIE B KOMaHAAX

Mapamemp 3HauyeHue Aelicmeue
permit - Co3aaTb paspelatolee npasmno ¢punbTpauum B cnvcke ACL.
deny - Co3patb 3anpewatouiee npasuao ¢punbtpaumm B cnmcke ACL.
protocol Mone npepgHasHayeHo A1A YKa3aHMA NpoToKona (Mam Bcex

NPOTOKONOB), Ha OCHOBE KOTOPOro ByAeT ocyLiecTBAseTCA
dunbTpayma. Npu BbiIbope NPOTOKO/Ia BO3MOXKHbI C/ieayroLine
BapuaHTbl: icmp, igmp, ip, tcp, egp, igp, udp, hmp, rdp, idpr, ipv6,
ipv6:rout, ipv6:frag, idrp, rsvp, gre, esp, ah, ipv6:icmp, eigrp, ospf,
ipinip, pim, 12tp, isis, ipip, 1M60 YMcnoBOE 3HAaYEHNE NPOTOKONA, B
AunanasoHe (0-255).

[Ons cootBeTcTBUA NOOOMY NPOTOKONY UCNOb3yeTca 3HayYeHue IP.

NpoOTOKON

source aApec UCTOYHMKA Onpegenutb IP-agpec UCTOYHMKA NaKeTa.

source_wildcard BuToBasa macka, npumeHsemas K IP-agpecy NCTOYHUKA NaKeTa.
Macka onpegenset 6utbl IP-agpeca, KoTopble HeobxoaAMMO
WUTHOPWPOBATb. B 3HaYEHMA UTHOPUPYEMBIX BUTOB A0/IKHbI ObITb
wildcard-macka agpeca 3anucaHbl eanHULBI. Hanpumep, Mcnonb3ys Macky, MOXKHO

MCTOYHMKA onpegennTb gna npasuna unbTpaumm IP-cetb. Ytobbl £06aBUTL B
npasuio punbrpaunm IP-cetb 195.165.0.0, HeobxogMmo 3aaaTb
3HayeHuMe macku 0.0.255.255, To ecTb COr1acHO AaHHOM Macke
nocnegHue 16 6ut IP-agpeca 6yayT UTHOPUPOBATLCA.

destination afpec HasHayeHus OnpegennTb IP-agpec HazHaveHWs nakeTa.

destination_wildcard BuToBas macka, npumeHsiemas K IP-agpecy HasHaueHua nakeTa.
Macka onpegenset 6utsbl IP-agpeca, KoTopble HeobXxoAMMO
WUrHOPMPOBaTb. B 3HaYEHUA UTHOPUPYEMbIX BUTOB A0/KHbI 6bITb
3anucaHbl eanHULbI. MacKa MCMo/b3yeTca aHaA0rMYHO Macke
source_wildcard.

wildcard-macka agpeca
Ha3Ha4YeHua
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vlan vlan: (1..4094) Onpegenntb VLAN, ana KoToporo 6yaet npumeHsaTbCA NPaBuo.
dscp dscp: (0..63) Onpegaenntb 3HauyeHne DSCP-nona diffserv.
precedence precedence: (0..7) Onpeaenntb NnpuoputeT IP-Tpaduka.
time_name time_name: (0..32) OnpeaennTb KOHOUrypaLUUIo BPEMEHHbIX MHTEPBAJIOB.
CMMBO/I0B
icmp_type Ucnonbsyetca ana ¢unbtpaumm ICMP-nakeToB. Bo3mMOXKHbIe TUMbI
coobuweHunit nonsa icmp_type: echo-reply, destination-unreachable,
source-quench, redirect, alternate-host-address, echo-request,
router-advertisement, router-solicitation, time-exceeded,
parameter-problem, timestamp, timestamp-reply, information-
TIN coobLeHnn request, information-reply, address-mask-request, address-mask-
npotokona ICMP reply, traceroute, datagram-conversion-error, mobile-host-
redirect, mobile-registration-request, mobile-registration-reply,
domain_name-request, domain_name-reply, skip, photuris, nnéo
yncnosoe 3HayYeHue Tuna coobuieHus, B AManasoHe (0-255).
icmp_code Kog coobuieHunin npotokona ICMP, ncnonbayembit ana
. dunbTpaummn ICMP-nakeTos.
icmp_code: (0..255)
igmp_type Tun coobeHnit npotokona IGMP, ncnonbsyemsiit ana

TMN cOObLLEeHMA
npotokona IGMP

dunbTpaymm naketos IGMP. Bo3amoxkHble TUNbl cOObLWeHNn nons
igmp_type: host-query, host-report, dvmrp, pim, cisco-trace, host-
report-v2, host-leave-v2, host-report-v3, nn6o uncnoBoe 3Ha4eHne
TMna coobuieHus, B AManasoHe (0-255).

destination_port

UDP/TCP-nopt
Ha3HaueHuna

source_port

UDP/TCP-NopT MCTOYHUKA

Bo3morKHble 3HayeHus nonaa TCP-noprta: bgp (179), chargen (19),
daytime (13), discard (9), domain (53), drip (3949), echo (7), finger
(79), ftp (21), ftp-data (20), gopher (70), hostname (42), irc (194),
klogin (543), kshell (544), Ipd (515), nntp (119), pop2 (109), pop3
(110), smtp (25), sunrpc (1110, syslog (514), tacacs-ds (49), talk
(517), telnet (23), time (37), uucp (117), whois (43), www (80);
Ona UDP-noprta: biff (512), bootpc (68), bootps (67), discard (9),
dnsix (90), domain (53), echo (7), mobile-ip (434), nameserver (42),
netbios-dgm (138), netbios-ns (137), on500-isakmp (4500), ntp
(123), rip (520), snmp (161), snmptrap (162), sunrpc (111), syslog
(514), tacacs-ds (49), talk (517), tftp (69), time (37), who (513),
xdmcp (177).

JIn6o uncnosoe 3HayeHune (0— 65535).

list_of_flags

¢naru npotokona TCP

Ecnu ans ycnosua dunbtpaummn dnar 4oaKeH 6biTb yCTaHOBAEH, TO
nepes HUM CTaBUTCA 3HAK «+», €CN He LO/KeH 6bITb YyCTaHOB/EH,
TO «-». BO3MOXKHble BapuaHTbl dnaros: +urg, +ack, +psh, +rst,
+syn, +fin, -urg, -ack, -psh, -rst, -syn u -fin. Mpu ncnonbszosaHmm
HEeCKONbKUX GparoB B ycnosuun dpunbtpauun, dnarv obbegnHaoTea
B OZHY CTPOKy 6e3 npobenos, Hanpumep: +fin-ack.

disable_port

BbIKNHOYMTb NOPT, C KOTOPOTO BbIN MPUHAT NaKeT,
YA0BNETBOPAIOLLMI yCNOBUAM N06OIM M3 KOMaHA, 3anpeTa deny, B
cocTaBe KOTOpoit 6bl10 onmncaHo nosne.

log_input

BK/tOYMTbL OTNPaBKY MHPOPMALLMOHHBIX COOOLLEHMI B
CUCTEMHBIN KYpPHaN Npy Noay4YeHUM NakeTa, KOTOPbIN
COOTBETCTBYET 3anucu.

offset_list_name

offset_list_name: (0..32)

3apaTb UCNOIb30BaHWeE CNNCKa WwabnoHOB NoNb30BaTENSA AnAa
pacrno3HaBaHWA NakeToBs. [NA KaXa0ro cnmucka ACL moeT bbITb

CUMBOJI0B o
onpegeneH CBOM CNMCOK WwabaoHos..
ace-priority MHAeKC 3a1aeT NoNoKeHMe NPaBuaa B CMIUCKE U ero
ace-priority: npuopuTeT. Yem meHblle UHAEKC — TeM NpUoputeTHee

(1..2147483647)

npaBmao. 3HaYeHne MHAEKCA JOMKHO ObITb YHUKAZbHBIM B
pamKax cnucka npasua B ogHom ACL.
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Ona Bbibopa Bcero gnanasoHa napameTpos, Kpome dscp u IP-precedence, ucnonbsyercs
napameTtp «any».

Ecnn naket nonagaet nopg, Kputepuit npasuna B ACL, To Hag HUM BbINONHAEGTCA JeiicTBUe
atoro npasuna (permit/deny). JanbHeiiwana npoBepKa He NPOU3BOAUTCA.

Ecnn Ha uHtepdeiic HasHaueHbl IP 1 MAC ACL, To nepBoHauyasnbHO NakeT 6ygeT nposepeH
Ha cootBeTcTBUe npasunaam IP ACL, notom — MAC ACL (B cnyyae, ecam He nonageTt noa
AeiicTBue HM ogHoro u3 npasun IP ACL).

Ecnn nocne nposepku Ha cootBeTcTBue npasunam IP unn MAC ACL (Korga 1 ACL HasHauyeH
Ha uHtepdeiic) uam IP 1 MAC ACL (Koraa 2 ACL HasHauyeHbl Ha UHTepdeiic) NakeT He nonan
noa AeiicTtBuMe HU O4HOTO M3 NPaBwuA, TO K AAHHOMY NaKeTy 6yaeT npumeHeHO AeiicTBue
“deny any any”.

K EEKK

Tabnmua 306 — KomaHapbl, ucnosibayemble aas Hactponkm ACL-cnuckoB Ha ocHoBe IP-agpecauum

KomaHoa Aelicmeue
permit protocol {any | source source_wildcard} {any | [o6aBunTb paspeluaoLyto 3anncb GuabTpauun Ans NnpoToKona.
destination destination_wildcard} [dscp dscp | prece- MaKeTbl, OTBEYatOLWME yCA0BUAM 3anucu, byayT obpabaTtbiBaTbea
dence precedence] [time-range time_name] [ace-priority KOMMYTaTOpPOM.
index]
no permit protocol {any | source source_wildcard} {any | YAanuTb CO34aHHYI0 paHee 3anuchb.

destination destination_wildcard} [dscp dscp | prece-
dence precedence] [time-range time_name]

permit ip {any | source_mac source_mac_wildcard} [Jo6aBuTb paspeluatoLLyto 3anmcb GpuabTpauum aas npotokona IP.
{any | destination_mac destination_mac_wildcard} MaKeTbl, OTBEYalOLWMeE YCA0BUAM 3anncu, byayT obpabaTtbiBaTbea
{any | source_ip source_ip_wildcard} {any | destina- KOMMYTaTOPOM.

tion_ip destination_ip_wildcard} [dscp dscp | precedence
precedence] [time-range range_name] [ace priority in-
dex]

no permit ip {any | source_mac source_mac_wildcard} YAanuTb CO34aHHYI0 paHee 3anuchb.
{any | destination_mac destination_mac_wildcard}

{any | source_ip source_ip_wildcard} {any | destina-
tion_ip destination_ip_wildcard} [dscp dscp | precedence
precedence] [time-range range_name]

permit icmp {any | source source_wildcard}{any | desti- [06aBunTb paspeLuaoLLyto 3anucbk GuUabTPaLUmn Ana NPoToKoNa
nation destination_wildcard} {any | icmp_type} {any | ICMP. MNakeTbl, OTBeYatoLwMe yCAOBUAM 3anucK, byayT
icmp_code} [dscp dscp | ip-precedence precedence] o6pabaTbiBaTbCA KOMMYTATOPOM.

[time-range time_name] [ace-priority index] [offset-list
offset_list_name] [vlan vian_id]

no permit icmp {any | source source_wildcard} {any | YAanuTb CO34aHHYIO paHee 3anuchb.
destination destination_wildcard} {any | icmp_type}
{any | icmp_code} [dscp dscp | ip-precedence prece-
dence] [time-range time_name] [offset-list off-
set_list_name] [vlan vian_id]

permit igmp {any | source source_wildcard} {any | desti- [06aBunTb paspeLuaroLLyto 3anuck GUabTPaLUmM Ana NPoToKoNa
nation destination_wildcard} [igmp_type] [dscp dscp | IGMP. MakeTbl, oTBEYatOLWME YcA0BUAM 3anucy, byayT
precedence precedence] [time-range time_name] obpabaTbiBaThcA KOMMYTaTOPOM.

[ace-priority index]

no permit igmp {any | source source_wildcard} {any | YAanuTb CO34aHHYIO paHee 3anmchb.
destination destination_wildcard} [igmp_type] [dscp
dscp | precedence precedence] [time-range time_name]

permit tcp {any | source source_wildcard} {any | [06aBunTb paspeLuaroLLyto 3anucs GuabTPaLumn Ana NPoToKoNa
source_port} {any | destination destination_wildcard} TCP. MakeTbl, OTBEYAIOLLME YCNOBUAM 3anucK, byayT
{any | destination_port} [dscp dscp | precedence o06pabaTbiBaTbCA KOMMYTATOPOM.

precedence] [match-all list_of flags] [time-range
time_name] [ace-priority index]
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no permit tcp {any | source source_wildcard } {any |
source_port} {any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [match-all list_of flags] [time-range
time_name]

Yaanutb CO34aHHYIO paHee 3anucb.

permit udp {any | source source_wildcard} {any |
source_port} {any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [time-range time_name] [ace-priority index]

[o6aBuTb paspeluatoLLyto 3anucb GuabTPaLMmM ANA NPOTOKONA
UDP. MakeTbl, oTBEYatoLme yCA0BMAM 3anucu, byayTt
o06pabaTbiBaTbCA KOMMYTATOPOM.

no permit udp {any | source source_wildcard} {any |
source_port} {any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [time-range time_name]

Y[anuTb cO34aHHYI0 paHee 3anuch.

deny protocol {any | source source_wildcard} {any |
destination destination_wildcard} [dscp dscp |
precedence precedence] [time-range time_name]
[disable-port | log-input] [ace-priority index]

[o6aBuTb 3anpeLatoLyto 3anmcb GUAbTPaLUKM Ana NPOoTOKoNa.
lMaKeTbl, OTBEYalOLLME YCNOBUAM 3anmcu, ByayT 610KMpPOBaTLCA
KommyTaTopom. Mpu Mcnonb3oBaHMM Kntoyesoro ciosa disable-
port pusnyecknin HTepdenc, NPUHABLINI TaKoM NakeT, byaeT
BbIKtOYEH. Mpun ncnonb3oBaHUK KatodeBoro cnosa log-input
6yaeT oTnpaBaeHO coobLeHMe B CUCTEMHDIN KypHa.

no deny protocol {any | source source_wildcard} {any |
destination destination_wildcard} [dscp dscp |
precedence precedence] [time-range time_name]
[disable-port | log-input]

Y4anuTb CO34aHHYI0 paHee 3anuchb.

deny ip {any | source_ip source_ip_wildcard} {any | des-
tination_ip destination_ip_wildcard} [dscp dscp | prece-
dence precedence] [time-range range_name] [disa-
ble-port | log-input] [ace-priority index]

[Jo6aBuTb 3anpewatoLyto 3anncb GuabTpaymm gas npotokona IP.

MakeTbl, OTBEYatOLLME YCAOBUAM 3anucK, byayT 6iokmpoBaTbea
KommyTaTopom. Mpu Mcnonb3oBaHMK Kntoyesoro cioBa disable-
port pusnyecknin MHTepdenc, NPUHABLUNI TaKoW NaKeT, byaeT
BbIK/tOYEH. [pun ncnonb3oBaHUK Katoyesoro cnosa log-input
6yaeT oTnpaBaeHO coobLeHMe B CUCTEMHBIN KypHa.

no deny ip {any | source_ip source_ip_wildcard} {any |
destination_ip destination_ip_wildcard} [dscp dscp |
precedence precedence] [time-range range_name] [disa-
ble-port | log-input]

Y4anuTb CO34aHHYI0 paHee 3anuchb.

deny icmp {any | source source_wildcard}{any |
destination destination_wildcard} {any | icmp_type}
{any | icmp_code} [dscp dscp | precedence precedence]
[time-range time_name] [disable-port | log-input]
[ace-priority index]

[Jo6aBuTb 3anpeLatoLyto 3anncb GuUAbTpaLmMm A8 NpoToKona
ICMP. MakKeTbl, OTBEYAIOLLME YCIOBUAM 3anucu, byayt
6710KMPOBATLCA KOMMYTATOPOM. MPU MCNOL30BAHUM K/HOYEBOTO
cnosa disable-port dpusnyeckmnin HTepdenc, NpMHABLWIKIA TaKoM
nakeT, byaeT BblK/AtoYeH. Mpu MCNoNb30BaHWUM KNOYEBOTO C/10Ba
log-input 6yzeT oTnpaBieHo coOobLLEHME B CUCTEMHbIN KYpPHaN.

no deny icmp {any | source source_wildcard} {any |
destination destination_wildcard} {any | icmp_type}
{any | icmp_code} [dscp dscp | precedence precedence]
[time-range time_name] [disable-port | log-input]

Ypanutb CO34aHHYIO paHee 3anucb.

deny igmp {any | source source_wildcard} {any |
destination destination_wildcard} [igmp_type] [dscp
dscp | precedence precedence] [time-range time_name]
[ace-priority index] [disable-port | log-input]

[06aBunTb 3anpeLyatoLLyto 3anmcb GUAbTPaLMK 414 NPOTOKONA
IGMP. MakeTbl, OTBEYAIOLLME YCOBUAM 3anucK, byayt
6/10KMPOBATHCA KOMMYTATOPOM. 1pU UCNONB30BaHUM K/IHOYEBOTO
cnosa disable-port dpusnyeckmnin HTepdenc, NpMHABLWIKIA TaKoM
nakeT, byaeT BblK/AtoYeH. Mpu MCNoNb30BaHWUM KAOYEBOTO C/10Ba
log-input 6ygeT oTnpaBieHo coobLLEeHME B CUCTEMHDIN KYpHa.

no deny igmp {any | source source_wildcard} {any |
destination destination_wildcard} [igmp_type] [dscp
dscp | precedence precedence] [time-range time_name]
[disable-port | log-input]

Yaanutb CO34aHHYIO paHee 3anucb.

deny tcp {any | source source_wildcard} {any |
source_port} {any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence prece-
dence] [match-all list_of flags] [time-range time_name]
[ace-priority index] [disable-port | log-input]

[o6aBunTb 3anpeLatoLLyto 3anmcb GUAbTPaL MK 414 NPOTOKoNA
TCP. MakKeTbl, OTBEYAOLME YCIOBUAM 3anucu, byayT
6710KMPOBATLCA KOMMYTATOPOM. MPK UCNOB30BAHUKN KHOYEBOTO
cnosa disable-port ¢pusnueckmnin HTepdenc, NpMHABLWIKIA TaKoM
nakeT, byaeT BblK/AtoYeH. Mpy MCNoNb30BaHWUM KAOYEBOTO C10BA
log-input 6ygeT oTnpaBieHo coobLLEHME B CUCTEMHDIN KYpPHa.
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no deny tcp {any | source source_wildcard} {any |
source_port} {any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence prece-
dence] [match-all list_of flags] [time-range time_name]
[disable-port | log-input]

Yaanutb CO34aHHYIO paHee 3anucb.

deny udp {any | source source_wildcard} {any |
source_port} {any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [time-range time_name] [ace-priority index]
[disable-port | log-input]

[o6aBunTb 3anpeLatoLLyto 3anmcb GUAbTpaLmMmM 414 NPOTOKoNA
UDP. MakeTbl, oTBEYatoLme yCA0BMAM 3anucu, byayT
6710KMPOBATLCA KOMMYTATOPOM. MPU UCNOIb30BAHMU KAKOYEBOTO
cnosa disable-port dpusnuecknin nnTepdeinc, NpMHABLIMIA TaKoM
nakeT, byaeT BblKAtoYeH. Mpy MCNoNb30BaHWUM KAKOYEBOTO C10BA
log-input 6ygeT oTnpaBieHO coobLLEHME B CUCTEMHDIN KYpPHa.

no deny udp {any | source source_wildcard} {any |
source_port}{any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [time-range time_name] [disable-port | log-
input]

YLanuTb CO34aHHYI0 paHee 3anuchb.

offset-list offset_list_name {offset_base offset mask
value} ...

Co3aaTb CNUCOK WabaoHOB Nosib3oBaTena ¢ UMeHem name. Umsa
MOXET BKAto4YaTb oT 1 40 32 cMMBONOB. B 0AHOM KOMaHAEe MOXKET
cofepiKaTbca A0 TPMHALLATU WaboHOB B 3aBMCMMOCTU OT
BbIOPAHHOIO pPeXmnma HaCTPOMKK CIMCKOB AoCTyna (KomaHaa set
system mode), BKAtoUatoLWmMX cneaytolme napameTpbl:

- offset_base — 6a3oBoe cmelleHMe. BO3MOXKHble 3HAYeHUA:

13 — Hayano cmeleHuns ¢ Hayana IP-3arosnoBKa;

14 — Hayano cmelleHmMA ¢ KoHua IP-3aronoBka.

- offset — cmeleHne 6aliTa gaHHbIX B Npegenax nakeTa.
ba3oBoe cmelLeHMe NPUHMMAETCA 3@ HaYalo OTCYETa;

- mask — macka. B aHanuse naketa NpUHMMALOT y4acTue TObKO
Te pa3paabl 6aliTa, 417 KOTOPbIX B COOTBETCTBYIOLWMX pa3pagax
Macku 3agaH ‘0’;

- value — nckomoe 3HayeHue.

no offset-list offset_list name

YAanuTb CO34aHHbIN paHee CrUCOK.

access-list commit

MpumeHnTb nsmeHeHuna 8 ACL-cnmcke.

5.32.2 KoHdpueypayusa ACL Ha 6a3e IPv6

B pgaHHOM pasgene npuBegeHbl 3HAYEHMA M OMUCAHWA OCHOBHbIX MAPAMETPOB, MCMOJb3yeMbIX B
cOCTaBe KOMaHZA, HacTpoMKKu cnnckos ACL, 0CHOBaHHbIX Ha aapecauum IPv6.

CosgaHue n BXOo4, B pexum pegaktnposaHma cnuckos ACL, OCHOBaHHbIX Ha agpecaumun [Pv6,
OCYLLLeCTBNAETCA MO KOMaHAe: ipvé access-list access-1ist. Hanpumep, ana cosgaHua cnucka ACL
nog HazeaHnem MESipv6 HeobxoaMMO BbINOSHUTDL CAeayowme KOMaHabl:

console#

console# configure

console (config)# ipvé access-list extended MESipvé
console (config-ipv6-al) #

Tabanua 307 — OCHOBHblE NapamMeTpbl, UCNOJb3yemble B KOMaHAaxX

Mapamemp 3HayeHue Aelicmeue
permit - Co3pgaTb paspeluatoLee npasuao Guabtpaumm B cnucke ACL.
deny - Co3paTb 3anpeuiatouiee npasuao ¢punbtpaumm B cnmcke ACL.
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protocol

npoToKoN

Mone npegHasHayeHo A/1A yKa3aHUA NpoToKona (Mam Bcex
NPOTOKO/I0B), HA OCHOBE KOTOPOro ByAeT ocyllecTsaseTcs
dunbTpaums. Mpu BbiIGOpe NPOTOKO/A BO3MOXKHbI CeaytoLme
BapuaHTbl: icmp, tcp, udp, 1Mbo YncnoBoe 3HaYEHUE NPOTOKONA
— icmp (58), tcp (6), udp (17).

[na cootBeTcTBUA N106OMY NPOTOKOY UCNOb3YyeTCA 3HaYEeHNe
IPv6.

source_prefix/length

ajpec oTNpaBuTeNA U ero
ANvHa

Onpegenuts IPv6-agpec n gavHy npedukca cetn (0-128)
(KonnuecTBo CTaplwnx 6GUT agpeca) UCTOYHMKA NaKeTa.

destination_prefix/length

agpec HasHa4YyeHUA U ero

Onpegenuts IPv6-agpec n gavHy npedukca cetn (0-128)

OJIMHA (KonunuecTBo cTaplmnx 6UT agpeca) HasHaveHMA NakeTa.
dscp dhcp: (0..63) Onpegenntb 3HayeHne DSCP-nons diffserv.
precedence precedence: (0..7) Onpegenntb npuopuTeT IP-TpaduKa.
time_name time_name: (1..32) OnpeaennTb KOHOUIYPaALMIO BPEMEHHbIX MHTEPBA/IOB.
CMMBO/I0B
icmp_type Mcnonbayetca ana ¢unbvtpaumnmn ICMP-nakeToB. Bo3moxkHbie
TUMbI U YUCNOBbIE 3HAYEHUA COOBLLEHNI NoAA icmp_type:
destination-unreachable (1), packet-too-big (2), time-exceeded
TMN cOobLLEeHMA
npoTokona ICMP (3), parameter-problem (4), echo-request (128), echo-reply
(129), mld-query (130), mld-report (131), mldv2-report (143),
mld-done (132), router-solicitation (133), router-advertisement
(134), nd-ns (135), nd-na (136).
icmp_code icmp_code: (0..255) Ucnonbsyetca ana ¢unbvTpauumn ICMP-nakeTos.

destination_port

UDP/TCP-nopt
Ha3HayeHuA

source_port

UDP/TCP-nopT UCTOYHMKA

Bo3moKHble 3HaueHus nonsa TCP-nopTa: bgp (179), chargen (19),
daytime (13), discard (9), domain (53), drip (3949), echo (7),
finger (79), ftp (21), ftp-data (20), gopher (70), hostname (42), irc
(194), klogin (543), kshell (544), Ipd (515), nntp (119), pop2
(109), pop3 (110), smtp (25), sunrpc (1110, syslog (514), tacacs-
ds (49), talk (517), telnet (23), time (37), uucp (117), whois (43),
www (80);

Ona UDP-nopra: biff (512), bootpc (68), bootps (67), discard (9),
dnsix (90), domain (53), echo (7), mobile-ip (434), nameserver
(42), netbios-dgm (138), netbios-ns (137), on500-isakmp (4500),
ntp (123), rip (520), snmp (161), snmptrap (162), sunrpc (111),
syslog (514), tacacs-ds (49), talk (517), tftp (69), time (37), who
(513), xdmcp (177).

JIn6o uncnosoe 3HayeHue (0 - 65535).

list_of_flags

¢dnarn npotokona TCP

Ecnun ana ycnoeua ouabTpaumm dnar 4oxKeH 6biTb YyCTaHOBAEH,
TO Nepes, HUM CTaBUTCA 3HaK «+», eCAN He J0/KeH BbITb
YCTaHOB/IEH, TO «-». BO3MOXHble BapnaHTbl ¢piaros: +urg, +ack,
+psh, +rst, +syn, +fin, -urg, -ack, -psh, -rst, -syn n -fin.

disable-port

BbIK/AOYMTbL NOPT, C KOTOPOTO BbIA MPUHAT NaKeT,
YO,0B/IETBOPAIOLWLMIA YCNOBUAM 060N M3 KOmaHg, 3anpeTa deny,
B COCTaBe KOTOPOW BblsI0 onucaHo nose.

log-input

BKOUYNTL OTNPaBKY MHPOPMALMOHHBIX COOBLLEHWI B
CUCTEMHBII XypPHaA NPY NOAYY4EHMM NaKeTa, KOTOPbIN
COOTBETCTBYET 3aNuUcH.

ace-priority

ace-priority:
(1..2147483647)

MHAeKc npaBuaa B Tabaunue. Yem meHblue MHAEKC — TeM
npuopuTeTHee NPaBuUIo. 3HaYEHNE MHAEKCA [OMKHO BbITh
YHUKaNbHbIM B pamKax C1cKa npasua 8 ogHom ACL.

Y

[Ona sbibopa Bcero AnanasoHa napameTtpos, Kpome dscp u IP-precedence ucnonbsyerca
napameTp «any».
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V Mocne Toro, Kak xota 6bl 0gHA 3anucb gobasneHa B cnucoK ACL, nocnegHUMM B CMUCOK
pob6asnaloTca 3anucu

permit-icmp any any nd-ns any
permit-icmp any any nd-na any
deny ipv6 any any
[Be nepBble U3 HUX pa3peLualoT NOUCK cocegHuX IPv6-ycTpoMCTB C NOMOLLbIO NPOTOKONA
ICMPvV6, a nocneaHAa O3Ha4YaeT UTHOPUPOBAHUE BCEX NAKETOB, HE YA0BAETBOPAIOLLMUX
ycnosuam ACL.

Tabnmua 308 — KomaHabl, ucnosibayemole ans Hactpokm ACL cnuckos Ha ocHoBe IPv6-agpecauum

KomaHoa Aelicmeue
permit protocol {any | source_prefix/length} {any | [Oo6aBunTb paspeluatolyto 3anmcb GUabTpaLmmn ana
destination_prefix/length} [dscp dscp | precedence npoTokona. MakeTbl, 0OTBEYatloLMe YCNOBUAM 3anuncu, byayT
precedence] [time-range time_name] [ace-priority index] 06pabaTbiBaTbCA KOMMYTATOPOM.
no permit protocol {any | source_prefix/length}{any | YaanuTb co3gaHHyo paHee 3anuch.

destination_prefix/length} [dscp dscp | precedence
precedence] [time-range time_name]

permit icmp {any | source_prefix/length} {any | [Oo6aBunTb paspeLuatolLyto 3anmcb GUAbTPaLMM 414 NPOTOKONA
destination_prefix/length} {any | icmp_type}{any | ICMP. MakKeTbl, 0OTBEYAIOLME YCAOBUAM 3anucK, byayT
icmp_code} [dscp dscp | precedence precedence] 06pabaTbiBaTbCA KOMMYTAaTOPOM.

[time-range time_name] [ace-priority index]

no permit icmp {any | source_prefix/length} {any | YAanuTtb co3gaHHyo paHee 3anuchb.
destination_prefix/length} {any | icmp_type}{any |
icmp_code} [dscp dscp | precedence precedence]
[time-range time_name]

permit tcp {any | source_prefix/length} {any | [o6aBunTb paspeluatoLLyto 3anmcb GUAbTPaLMM 414 NPOTOKoNa
source_port}{any | destination_prefix/length} {any | TCP. MakKeTbl, OTBEYalOLLME YCAOBUAM 3anmncK, byayTt
destination_port} [dscp dscp | precedence precedence] 06pabaTbiBaTbCA KOMMYTAaTOPOM.

[time-range time_name] [match-all list_of flags]
[ace-priority index]

no permit tcp {any | source_prefix/length} {any | Y4anuTb CO34aHHYI0 paHee 3anuchb.
source_port} {any | destination_prefix/length} {any |
destination_port} [dscp dscp | precedence precedence]
[time-range time_name] [match-all list_of flags]

permit udp {any | source_prefix/length} {any | [06aBuTb paspeluatoLyto 3anucb GUALTPALMK 4S8 NPOTOKONA
source_port} {any | destination_prefix/length} {any | UDP. MakeTbl, 0TBeYaloLLME YCAOBUAM 3anucK, byayT
destination_port} [dscp dscp | precedence precedence] 06pabaTbiBaTbCA KOMMYTAaTOPOM.

[time-range time_name] [ace-priority index]

no permit udp {any | source_prefix/length} {any | YanuTb co34aHHY0 paHee 3anuchb.
source_port} {any | destination_prefix/length} {any |
destination_port} [dscp dscp | precedence precedence]
[time-range time_name]

deny protocol {any | source_prefix/length} {any | [o6aBuTb 3anpeLyatoLyto 3anucb GUabTPaLUM ansa
destination_prefix/length} [dscp dscp | precedence npoToKona. MakeTbl, oTBEYaloLWMe yCNoBMAM 3anucu, byayT
precedence] [time-range time_name] [disable-port | 610KMPOBATLCA KOMMYTaTOPOM. MpPK UCNOb30BaHMUM
log-input] [ace-priority index] Kntoyesoro cnosa disable-port dpusnyeckunin nHTepoeiic,

NPWHABLUWIM TaKoW NaKeT, byaeT BbikAYeH. Mpu
MCNo/b30BaHMK Katouesoro ciosa log-input 6yaer
OTNPaBAEHO COOBLIEHNE B CUCTEMHbIN KypHa.

no deny protocol {any | source_prefix/length}{any | YOanuTb Co34aHHYIO paHee 3anuch.
destination_prefix/length} [dscp dscp | precedence
precedence] [time-range time_name] [disable-port |
log-input]
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deny icmp {any | source_prefix/length} {any |
destination_prefix/length} {any | icmp_type} {any |
icmp_code} [dscp dscp | precedence precedence]
[time-range time_name] [disable-port | log-input]
[ace-priority index]

[o6aBuTb 3anpeLyatoLLyto 3anucb GuUAbTPaLMK AN NPOTOKOAA
ICMP. MaKeTbl, OTBEYatlOLLME YCAOBUAM 3anucK, byayT
610KMpOBaTHCA KOMMYTaTOPOM. MNPK NCNOABL30BAHUK
kntoyesoro cnosa disable-port dpusnyecknin nHtepdeiic,
NPUHABLUKNIA TaKoW NakeT, byaeT BbikatoueH. Mpu
MCNo/1b30BaHMK KatoueBoro ciosa log-input 6yaer
OTNPaBNEHO COObLLEHNE B CUCTEMHDIN KYPHA.

no deny icmp {any | source_prefix/length} {any |
destination_prefix/length} {any | icmp_type} {any |
icmp_code} [dscp dscp | precedence precedence]
[time-range time_name] [disable-port | log-input]

YaanuTb co3aaHHyI0 paHee 3anuch.

deny tcp {any | source_prefix/length} {any | source port}
{any | destination_prefix/length} {any | destination_port}
[dscp dscp | precedence precedence] [match-all

list_of flags] [time-range time_name] [disable-port |
log-input] [ace-priority index]

[o6aBuTb 3anpeLyatoLLyto 3anuck GuUabTpaLMM ANA NPOTOKONA
TCP. MakeTbl, OTBEYAIOLME YCNOBMAM 3anucu, byayt
610KMpoBaTHCA KOMMYTaTOPOM. MpPK NCNOABL30BAHUK
kntoyesoro cnosa disable-port dpusnyecknin nHtepoeiic,
NPUHABLUKNIA TaKoW NakeT, byaeT BbikatoueH. Mpu
Mcnonb30BaHMK KatoyeBoro ciosa log-input 6yaet
OTNPaBNEHO COOBLLEHNE B CUCTEMHDIN KYPHa.

no deny tcp {any | source_prefix/length} {any |
source_port}{any | destination_prefix/length} {any |
destination_port} [dscp dscp | precedence precedence]
[match-all list_of flags] [time-range time_name]
[disable-port | log-input]

YAanuTb CO34aHHYIO paHee 3anuce.

deny udp {any | source_prefix/length} {any | source_port}
{any | destination_prefix/length} {any | destination_port}
[dscp dscp | precedence precedence] [match-all

list_of flags] [time-range time_name] [disable-port |
log-input] [ace-priority index]

[o6asunTb 3anpeLyatolLyto 3anmce GUALTPALLMM 41A NPOTOKONA
UDP. MakeTbl, 0TBEYatOLLMeE YCAOBUAM 3anucu, byayTt
610KMPOBATHCA KOMMYTaTOPOM. MpK UCNONBb30BaHUK
Kntoyesoro cnoBa disable-port pusnuecknin MHTEpdEic,
NPWHABLUKWI TaKoW NaKkeT, byaeT BbikAoYeH. MNpu
MCNONb30BaHMM KAto4eBoro cnosa log-input 6yaet
OTNPaBNEHO COOBLLEHNE B CUCTEMHbIN KYypHa.

no deny udp {any | source_prefix/length} {any |
source_port}{any | destination_prefix/length} {any |
destination_port} [dscp dscp | precedence precedence]
[match-all list_of flags] [time-range time_name]
[disable-port | log-input]

Y4anuTb Co34aHHYI0 paHee 3anuchb.

offset-list offset_list_name {offset_base offset mask value}

Co34aTb CNUCOK WabI0HOB NO/b30BaTENA C UMEHEM name.
Mma moxeT BKAoYaTb oT 1 10 32 cumBonoB. B oaHOM
KOMaHZAE MOKET coAepKaTbCsa A0 TPMHAALATU LWabnoHOB B
3aBMCMMOCTM OT BbIBPAHHOTO PEXMMA HACTPOMKM CMUCKOB
AocTyna (komaHaa set system mode), BKAto4atoLwmx
cnepytolme napameTpbi:

- offset_base — 6a3oBoe cmelLeHMe. BO3MOXKHbIe 3HaYeHuA:
I3 — Hayano cmeleHuUs ¢ Havana IPv6-3aronoBKa;

14 — Hauyano cmelleHUs ¢ KoHua IPv6-3arosioBKa.

- offset — cmelyeHue H6aliTa faHHbIX B Npeaenax nakera.
ba3oBoe cmelleHne NPUHUMAETCA 33 HAaYaslo OTCYEeTa;

- mask — macka. B aHanuse naketa NpMHMMAIOT yYacTue
TO/IbKO Te pa3pagbl 6aiTa, 417 KOTOPbIX B COOTBETCTBYIOLLMX
pa3psagax Mmacku 3agaH ‘0’;

- value — nckomoe 3HayeHue.

no offset-list offset_list_name

Ypanutb C03,C||aHHbIl71 paHee CNUCOK.

access-list commit

MpumeHnTb n3meHeHns B ACL-cnmcke.
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5.32.3 Kondpuzcypayusa ACL Ha 6a3ze MAC

B pgaHHOM pasgene npuBedeHbl 3HAYEHMA U OMNMCAHMA OCHOBHbIX MAPAMETPOB, UCMNOJb3yEMbIX B
cocTaBe KoMaHA HacTpoiKkm cnnckos ACL, ocHoBaHHbIX Ha MAC-agpecaumu.

CosgaHne u BXOA4 B pexumm pegaktmpoBaHua cnmckos ACL, ocHoBaHHbIX Ha MAC-agpecaumu,
ocyluilecTBasAeTcA No KomaHge: mac access-list extended access-1ist. Hanpumep, gna
co3gaHuA cnucka ACL nog HaszBaHMem MESmac HeobxoAMMO BbINOHUTL CAEAYHOLIME KOMAHAbI:

console#

console# configure
console (config) # mac access-list extended MESmac
console (config-mac-al) #

.‘

Mpu ogHOBpeMeHHOM MCNOo/b30BaHUM NpaBua ¢ napameTpom offset-list u npasun c na-
pametpom EtherType (permit/deny any any EtherType) cywecrsyer annapaTHoe orpaHm-
yeHue. na nx coemectHo paboTtbl Heobxogumo npu cosgaHum offset-nucra, nommmo

HYXXHbIX 6aiTOB, yKa3aTtb 6aiiTbl EtherType.

Tabnmua 309 — OcHOBHblE NAapPaMETPbI, UCMO/Ib3YEMbIE B KOMaHAAX

Mapamemp 3HavyeHue Aelicmeue
permit - Co3paTb paspelatolee npasuno dbunbTpaumm B cnucke ACL.
deny - Co3gatb 3anpewjatowee npasuno ¢uabTpaumm B cnmncke ACL.
source - Onpegennte MAC-agpec UCTOYHMKA NaKeTa.

source_wildcard

wildcard-macka agpeca

UCTOYHUKa

Macka onpegenset 6utbl MAC-agpeca, KoTopble Heob6xo4MMOo
WUrHOPUPOBATb. B 3HaYeHMA UTHOPUPYEMBIX BUTOB A0KHbI ObITb
3anucaHbl eAnHULbI. Hanpumep, Mcnonb3ys Macky, MOXKHO
onpegenuTb gna npasuna punbtpaumm gruanasoH MAC-agpecos.
YT106bI f,06aBUTL B NpaBuio punbtpaumm sce MAC-agpeca,
HaumHatowmecs Ha 00:00:02:AA.xx.xx, HeobxoAUMO 3aaTb
3HayeHne macku 0.0.0.0.FF.FF, To ecTb, cornacHo AaHHOM macke,
nocnegHue 32 6uta MAC-agpeca byayT He BaXKHbl 419 aHANU3a.

destination

MAC-appec Ha3HayeHuA

nakeTa

Onpegennte MAC-aapec Ha3HayeHus nakerta.

destination_wildcard

wildcard-macka agpeca

Ha3Ha4yeHuA

Macka onpegenset 6uTbl MAC-aapeca, KOTopble He06XoANMO
WUrHOPUPOBATb. B 3HaYeHMA UTHOPUPYEMbIX BUTOB A0KHbI ObITb
3anucaHbl eAnHNLbI. MacKka ncnonb3yeTca aHaIorMYHO Macke
source_wildcard.

vlan_id

vlan_id: (1..4094)

Moacetb VLAN ¢dunbTpyembix NakeTos.

Ccos

cos: (0..7)

Knacc obcnyxkusanus (CoS) dunbTpyembix NakeTos.

cos_wildcard

wildcard-macka knacca
obcnyxknsanus (CoS)

duUNbTPyeMbIx NakeToB

Macka onpegenset 6utbl CoS, KoTopble HeobxoanuMo
WUrHOPUPOBATb. B 3HaYeHMA UTHOPUpPYEMbIX BUTOB A0KHbI ObITb
3anucaHbl eguMHULbl. Hanpumep, 4Tobbl MCNoNb30BaTb B Npasuie
dunbTpaumm CoS 6 n 7, Heobxoamnmo B none CoS yKasaTtb
3HayeHue 6, 1Mbo 7, a B No/le Macku 3HayeHue 1 (7 B 4BOUYHOM
npeactasaeHnn — 111, 1 - 001, nonyyaetcs, YTo nocaesHUn 6uT,
6yAeT UrHopupoBaThea, To ecTb CoS moskeT 6biTb 1M60 110 (6),
nnbo 111 (7)).

eth_type eth_type: (0..0XFFFF) Ethernet-Tn ¢punbTPyeMbIX NAaKETOB B LECTHAALATEPUYHOM
3anucu.
disable-port BbIK/IIOYNTL NOPT, C KOTOPOTOo Obl NPUHAT NAKET,
i YA0BNETBOPAIOLLMI YCNOBUAM KOMaHAbI 3anpeTa deny.
log-input BKOUYUTL OTNPaBKY MHPOPMALMOHHBIX COOBLLEHNI B
- CUCTEMHBIN XKYPHaA NPU NOAYYEHUM NAKeTa, KOTOPbIN
COOTBETCTBYET 3aNNUCK.
time_name time_name: (1..32) Onpefenntb KOHOUIYpPaLUIO BPEMEHHbIX MHTEPBA/IOB.
CMMBO/I0B
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offset_list_name

CMMBO/I0B

offset_list__name: (1..32)

3apaTb MCNONb30BaHWE CNKcKa WabnoHOB Nosib3oBaTena ans
pacno3HaBaHuWA NakeToB. Jas Kaxagoro cnvcka ACL moxkeT 6bITb
onpepeneH CBoW CNncoK WwabaoHoB.

ace-priority ace-priority:

(1..2147483647)

MHAaeKce npasuna B Tabanue. Yem meHbLIe MHAEKC — TEM
npuopuTeTHEe NPaBuUIO0. 3HaYeHMEe MHAEKCA JOMKHO BbITh
YHUKaNbHbIM B paMKax cnncka npasmn 8 ogHom ACL.

napamerp «any».

< KKK

DOna Bbibopa Bcero guManasoHa napameTtpos, Kpome dscp u IP-precedence ucnonb3syetca

Ecnu nakeTt nonagaet noa Kputepui npasuaa B ACL, To Hag, HAM BbINONHAETCA AeACTBUE
aToro npasuna (permit/deny). lanbHeliwan nposepKa He NPOU3BOAMUTCA.

Ecnu Ha uHTepdeic HasHaueHbl IP u MAC ACL, To nepBoHa4YanbHO NakeT 6ygeT nposepeH
Ha cooTBeTcTBMe npasuaam IP ACL, notrom — MAC ACL (B cny4yae, ecnu He nonager nog,
AeicTBue HU ogHoro 13 npasun IP ACL).

Ecnuv nocne npoBepKu Ha cooTtBeTcTBMe npasuaam IP unm MAC ACL (Korga 1 ACL Ha3HaueH
Ha uHtepdeiic) unm IP u MAC ACL (Korga 2 ACL HazHaueHbl Ha MHTepdeic) nakeT He nonan

noa AeicTBue HU 04HOro U3 NPaBuUJ, TO K AaHHOMY NaKeTy byaet npumeHeHo gencteme

“deny any any”.

Tabnmua 310 — KomaHabl, ucnosibayemole aas Hactponkm ACL-cnuckoB Ha ocHoBe MAC-agpecauunm

KomaHda

Aelicmesue

permit {any | source source-wildcard} {any | destina-
tion destination_wildcard} [vlan vian_id] [cos cos
cos_wildcard] [eth_type] [time-range time_name]
[ace-priority index] [offset-list offset_list name]

[o6aBuTb paspeluatoLLyto 3anucb GuabTpaumm. MNaketol,
oTBeYatowue ycaosumam 3anucu, byayTt obpabaTtbiBatbes
KOMMYTaTOPOM.

no permit {any | source source-wildcard} {any | desti-
nation destination_wildcard} [vlan vian_id] [cos cos
cos_wildcard] [eth_type] [time-range time_name] [off-
set-list offset_list_name]

YAanuTb CO34aHHYIO paHee 3anuch.

deny {any | source source-wildcard} {any | destination
destination_wildcard} [vlan vian_id] [cos cos cos_wild-
card] [eth_type] [time-range time_name] [disable-port
| log-input] [ace-priorityindex] [offset-list off-
set_list_name]

[Jo6aBuTb 3anpeLatoLyto 3anncb Guabtpaumu. MNaketsl,
oTBevaloLLMe ycnosuam sanmcu, 6yayt 610KkMpoBaTtbea
KommyTaTopom. Mpu MCNONb30BaHMM KNOUYEBOrO C/10Ba
disable-port, dpusnyecknin HTepdenc, NPUHABLLIMI TaKoM
naKert, 6yAET BbIK/OYEH.

Mpw ncnonb3oBaHUM KatodeBoro cosa log-input 6ypet
OTNPaBAEHO COOBLEHNE B CUCTEMHDIN KYpHaA.

no deny {any | source source-wildcard} {any | destina-
tion destination_wildcard} [vlan vian_id] [cos cos
cos_wildcard] [eth_type] [time-range time_name] [dis-
able-port | log-input] [offset-list offset_list_name]

YaanuTb CO3a4aHHYI0 paHee 3anuchb.

offset-list offset_list_name {offset_base offset mask
value} ...

Co3aaTb cNUCOK WabaoHOB Nonb3oBaTeNa C UMeHeM name.
Mmsa moxkeT BKAo4aTb oT 1 40 32 cMmMBONOB. B 0aHOM KomaHae
MOXET COAEPMKATLCA A0 TPUHALLATM Wab/OHOB B 3aBUCMMOCTHU
OT BbIBPAHHOTO PeXMMa HaCTPOMKM CMMUCKOB A0CTyNa (KomaHaa
set system mode), BKAtOYaOLWLMX Cresytowme napameTpbl:

- offset_base — 6a3oBoe cmelleHMe. BO3MOXKHbIe 3HaueHusn:
12 — Hayano cmeleHnn ot EtherType;
outer-tag — Hayano cmeleHua ot STAG;
inner-tag — Havano cmeweHuna ot CTAG;
src-mac — Havano cmeueHuns ¢ MAC-agpeca UCTOYHUMKa;
dst-mac — Havano cmeweHuns c MAC-agpeca HasHayYeHus.
- offset — cmelLeHne 6aiTa AaHHbIX B Npeaenax naketa.
ba3oBoe cmelleHMe NPUHMMAETCA 3@ HaYaslo OTCYETa;
- mask — macka. B aHanu3e naketa NpUHMMALOT yyacTue
TO/IbKO Te pa3paabl 6aiTa, ANA KOTOPbIX B COOTBETCTBYIOLLMX
paspagax Mmacku 3agaH ‘0’;
- value — nckomoe 3HayeHue.
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no offset-list offset_list_name

Y4anuTb CO34aHHbIN paHee CrUCOK.

access-list commit

MpumeHunTb nsmeHeHuna 8 ACL-cnmcke.

5.33 KoHdurypauuma 3awmutbl oT DoS-atak

[aHHbIN KNnacc KomaHg no3soaseT 610KMPOBaTb HEKOTOPbIE PacnpoCTpaHeHHble Knaccbl DoS-aTak.

KomaHOb! pexcuma 2106aabHOU KOHU2ypayuu

KomaHZHas cTpoka B perkume rnobanbHol KoHUIypauumn nmeet Bug;

console (config) #

Tabnnua 311 — KomaHabl Ana HAaCTPOMKM 3aWwmTbl oT DoS-aTak

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

security-suite deny
martian-addresses
[reserved] {add | remove}
ip_address

ip_address: ip-agpec

3anpeTuTb NPOXOXKAEHME KagpoB C HeAoNyCTUMbIMU
(«mapcuaHcknmm») IP-agpecamu nctouHuka (loopback,
broadcast, multicast).

security-suite deny syn-fin

no security-suite deny syn-
fin

—/BKAKOYEHO

OT16pocuTb TCP-NnakeTbl C OAHOBPEMEHHO YCTaHOBAEHHbIMM SYN-
n FIN- dpnaramm.

BbIKMOUNTb GYHKUMIO 0TOpackiBaHUA TCP-nakeToB
oAHOBpemMeHHOo ycTaHoBaeHHbIMK SYN- 1 FIN- dnaramm.

security-suite dos protect
{add | remove}
{stacheldraht |
invasor-trojan |
back-orifice-trojan}

3anpeTuTb/paspelnTb NPOXOKAEHWNE ONpPeaeNeHHbIX TUNOB
TpaduKa, XapaKTePHbIX ANA BPELOHOCHbIX MPOrpamm:

- stacheldraht — oT6pacbiBaeT TCP-nakeTbl C NOPTOM UCTOYHMKA
paBHbiMm 16660;

- invasor-trojan — otbpacbiBaeT TCP-naKkeTbl ¢ NOpTOM
Ha3HayeHuA paBHbiM 2140 1 nopTom UCTOYHMKA 1024;

- back-orifice-trojan — ot6pacbiBaeT UDP-nakeTbl ¢ nopTom
Ha3HayeHuA 31337 1 nopTom UCTOYHMKA paBHbiMm 1024,

security-suite enable
[global-rules-only]

no security-suite enable

— /BbIKAOYEHO

BKAIOUNTL KNacc KOMaHA, security-suite.
- global-rules-only — oTkntouaet knacc KomaHg, security-suite Ha
nHTepoercax.
J He BnusaeT Ha paboTy KomaHAbI security-suite deny syn-
I fin.

OTKNOUMTD K/1acC KOMaHA security-suite.

security-suite syn
protection mode {block |
report | disabled}

no security-suite syn
protection mode

—/block

Hactpoutb pexxkum 3awmtbl oT SYN-aTak:

- block — oTbpacbiBaeT npegHasHaveHHble ycTpoicTay TCP-
naKeTbl ¢ ycTaHOB/IeHHbIM diarom SYN 1 popmupyet
npeaynpexaatouiee coobuieHue;

- report — dopmupyeT npeaynpexkaatowee coobLieHne npu
npuxoae npeaHasHayeHHoro ycTpoiicTey TCP-nakeTa ¢
yCTaHOBAEHHbIM dnarom SYN;

- disable — oTKntoyaeT 3awmTy.

HacTpouTb pexnm no ymondyaHuio.

security-suite syn
protection recovery sec

no security-suite syn
protection recovery

sec: (10..600) / 60

OnpeaennTb MHTEpPBa, No UCTeYeHUn KoToporo byaert
pa3bnokuposaH paHee 3a6N10KMPOBaAHHbIN UCTOYHUK SYN-aTaku.

YCTaHOBUTb 3Ha4YeHME N0 YMOHAHMUIO.

security-suite syn
protection threshold rate

rate: (20..200) / 80

OnpeaennTb CKOPOCTb (KONNYECTBO NAKEeTOB B CEKYHAY) OT
KOHKPETHOr0 UCTOYHMKA, NPY KOTOPOM 3TOT UCTOYHMK ByaeT
NAEHTUGULMPOBAH KaK aTaKyOLMIA.
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no security-suite syn YCTaHOBUTb 3HAYEHME MO YMOIYAHMIO.
protection threshold

security-suite syn BkntounTb BeageHMe ctaTUCTUKM SYN-aTaK.
protection statistics

- - —/BbIKNOYEHO
no security-suite syn BbikntounTb BegeHue ctatuctmkm SYN-aTak.

protection statistics

KomaHObI pexcuma KoHguaypayuu uHmepdgelica Ethernet, epynnel nopmos

KomaHaHana cTpoKa B pexxume KoHpuUrypauum nHtepdeiica Ethernet, rpynnel noptos nmeet sua;

console (config-if) #

Tabnmua 312 — KomaHaa KoHUrypauum 3awmTtbl ot DoS-aTtak ans uHtepoeiicos

Komanoa 3Ha4yeHue/3HayeHue Neiicmeue
no ymoa4YaHuro
security-suite deny {frag- Co3paTtb NpaBW/Io, 3anpeLLatoLee NPOXoxKaeHMe TpaduKa,
mented | icmp | syn} {add COOTBETCTBYIOLLErO KPUTEPUAM.
| remove} {any | ip_ad- ip_address: IP-agpec; - fragmented — ¢pparmeHTMpPOBaHHbIE NAKETbI
dress [mask]} mask: macka B popmate - icmp — ICMP-Tpaduk
IP-agpeca nnm npedukca - syn — SYN-nakeTbl
no security-suite deny YpanuTb 3anpetLatoliee npasuo.

{fragmented | icmp | syn}

security-suite dos syn-at- 3agatb nopor SYN-3anpocoB Ha onpeaeneHHbIn IP-
. rate: (199..2000) nakeTtoB
tack rate {any | ip_address afpec/ceTb, NPY NPeBbILEHUN KOTOPOTO IMLLHWE Kagpbl

[mask]} . B CERYHAY; 6yayT oTbpacbiBaThHCA.
ip_address: — IP-agpec;

mask: macka B popmarte
IP-appeca unu npedukca

no security-suite dos
syn-attack {any | ip_ad-
dress [mask]}

BoccTtaHOBUTb 3HAYEHWE MO YMONYAHUIO.

KomaHObI pexcuma privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKM pexxnma privileged EXEC:

console#

Tabanua 313 — KomaHga pexuma privileged EXEC

Komanoa 3HayeHue/3HayeHue Neiicmeue
no ymon4aHuio
show security-suite OT106pa3nTb HaCTPOIKM 3awmTbl oT DoS-aTak.
configuration
show security-suite syn OT106pa3nTb HAaCTPOMKKM 3awwmnTbl oT SYN-atak n onepaTveHoe

protection
{gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}

gi_port: (1..8/0/1..48); COCTOAHUE MHTEepPdEeCcoB.

te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48)
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show security-suite syn
protection statistics
[detailed] [source-ip
ip_address | interface
{gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
groupj]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

OT06pasnTb HACTPOMKM CTaTUCTMKM 3aWnTbl OT SYN-aTak u

MHbOpPMaLMIO 06 UCTOYHMKAX aTaKM.

- detailed — oTobparkaeT LONONHUTENBHYIO MHPOPMaLUIO 06

WUCTOYHMKE aTaKu;

- source-ip — oTobparkaeT MHPOpmaLuio 41 yKazaHHoro IP-

afipeca UCTOYHUKA;

- interface — oTo6parkaeT MHGOPMaLMIO o115 YKAa3aHHOIO

MHTepodeica.

V B cTatucTuKe coxpaHaeTca uHpopmauma o 512
nocaegHUX UCTOYHUKAX aTaK.

clear security-suite syn
protection statistics

O4YUCTUTL CTAaTUCTUKY 06 MCTOYHMKax SYN-aTak.

5.34 KauectBO 06CnyXusaHma — QoS

Mo ymon4aHu1Io Ha BCcex MopTax KOMMYTaTopa UCNOo/b3yeTcA opraHM3auma oyepeam NnakeTos No metoay
FIFO: nepsbiii npuwen — nepsblnt yweén (First In — First Out). Bo Bpema MHTeHCUMBHOW Nepeaayn Tpaduka npm
MCNO/Ib30BaHUMN AAHHOIO METOAA MOTYT BO3HUKHYTb NPO6/1eMbl, MOCKO/IbKY YCTPOMCTBOM MIHOPUPYIOTCA BCE
nakeTbl, He Bowweglwmne B 6ydep odepeau FIFO, n cooTBEeTCTBEHHO TepAtoTca 6e3803BpaTHO. PellaeT AaHHyO
npobnemy mMeToz, OpraHU3yloWuiA odepeamn no npuoputeTy Tpadmka. MexaHmam QoS (Quality of Service —
KauyecTBO 0OCNYKMBAHWUSA), Peann30BaHHbIM B KOMMYTAaTOpax, NO3BOAET OPraHM30BaTb BOCEMb ovepeaei

NMPUOPUTETA NAKETOB B 3aBUCUMOCTU OT TUIMa NepeaaBaeMbIX AaHHbIX.

5.34.1 Hacmpolika QoS

KomaHObI pexcuma 2a0b6aab6Hol KOHuU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKU peXnma rnobanbHoOM KOHGUIypauum:

console (config) #

Tabnnua 314 — KomaHgb! pexuma rnobanbHoi KoHduUrypaumm

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

ip tx-dscp value

no ip tx-dscp

value: (0..64)/56

YcTaHoBUTb 3HaveHue nona DSCP gna IP-nakeTos, dopmupyembix
LLeHTPaNbHbIM MPOLLECCOPOM.

YCTaHOBUTb 3HAYEHME Mo YMO4aHUIO.

ipv6 tx-user-priority value

YcTaHOBUTb 3HaveHue nona DSCP ana naketos, Gopmupyembix

no ip tx-user-priority

value: (0..7)/7 LeHTPabHbIM NPOLLECCOPOM.

no ipv6 tx-user-priority YCTaHOBUTb 3HAYEHME MO YMOJIYaHUIO.

ip tx-user-priority value YcTaHOBUTL 3HaueHue nona CoS Ans TerMpoBaHHbIX NAKETOB,
value: (0..7)/7 bopmupyembIx LeHTPaNbHbIM NPOLLECCOPOM.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.
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gos [basic | advanced
[ports-trusted |
ports-not-trusted]]

—/basic

Paspewntb KommyTaTopy ncnonb3osatb QOS.

- basic — 6a308BbIli pexxum QoS;

- advanced — pacwmpeHHbIN pexxnum KoHourypaumm QoS,
BK/IHOYAIOLLMI NONHBIA NepevyeHb KOMaHA HacTpolikn QOS;

- ports-trusted — B faHHOM nogpexxvme NakeTbl HANPaBAAOTCA B
BbIXOAHYIO o4yepesb Ha OCHOBaHUM NOJEeN B 3TUX NaKeTax;

- ports-not-trusted — B JaHHOM NoApeXKMMme BCce NaKeTbl
HanpaBAATCA B o4epesb, KOTOPOW cooTBeTcTByeT cos=0
(cooTBeTCTBME MOXKHO MOCMOTPETL KOMaHAoWM «show qos interface
queuing»), 4n1A OTNPaBKK B Apyrue ovepean Tpebyerca HasHayaTb
Ha BXOAHOW MHTepdenc cTpaTermto Knaccupukaumm Tpaduka
(policy-map). 3HaueHun dscp He yuyuTbIBatOTCA Npu Bbibope
BbIXOAHOW oyepeam B 3TOM NOAPEKMME.

qos advanced-mode trust
{cos | dscp | cos-dscp}

no gos advanced-mode
trust

—/OoTKAtOYEeH

YCTaHOBUTbL METOZ 40BEPUA Ha NOpPTax Npu paboTe B pexmme
pacwmpeHHoro KoHourypaumm QoS n nogpexkume ports-trusted.

- c0s — nopT AosepsaeT 3HaveHuto 802.1p User priority;

- dscp — nopT gosepsAet 3HadeHuto DSCP 8 IPv4/IPv6-nakeTax;

- cos-dscp — nopT gosepaeT 060Mm ypoBHAM, ogHako DSCP umeet
npuoputeT Hag, 802.1p.

YCTaHOBUTb METOA, MO YMOAYAHUIO.

class-map
class_map_name [match-
all | match-any]

no class-map
class_map_name

class_map_name:
(1..32) cumBonoB;
Mo ymonuyanutio
MCNO/b3yeTcs onuua
match-all

1. Co3patb CNUCOK KpuUTepues KnaccudmrKaumm Tpaduka.

2. BONTK B peXXMM pefakTUPOBaHWA CNINCKA Kputepues

KnaccuouKkaumm TpadukKa.

- match-all — Bce KpuTepun AaHHOro CNMCKa A0NXKHbI 6bITb

BbIMO/IHEHbI;

- match-any — oauH, 110601 KpUTEPUIA LL@HHOTO CNUCKA AO/KEH

6bITb BbINOJIHEH.

V B cnucKe KpuTepueB MOXKeT 6biTb O4HO MM ABa npa-

" Buna. Ecnu npasuna 48a, n 06a OHM YKa3blBalOT Ha pas-

Hble Tunbl ACL (IP, MAC), To Knaccudukauma 6yaet ocy-
LLLeCTBAIATLCA NO NEPBOMY B CMUCKE BEPHOMY NpaBuny.

V’ DeiicTByeT TONbKO ANA pexxnuma qos advanced.

Y[anuTb CNUCOK KpUTepmnes Knaccubukaumm Tpaduka.

policy-map pol-
icy_map_name

no policy-map pol-
icy_map_name

policy_map_name:
(1..32) cumBonos

1. Co3patb cTpaTernio KnaccuduKkaumm Tpaduka.
2. BOMTK B peXXMM pefakTMpoBaHUA cTpaTernmn knaccudburkaumm
TpadukKa.
/i B oaHOM HanpaBneHUU NOAAEPIKUBAETCA TONbKO OAHA
V cTpaTterua Knaccudukauum tpadmka.
Mo ymonuaHuio policy-map ycraHasnausaetr DSCP = 0
ana IP-naketoB u CoS = 0 AnA TerMpoBaHHbIX MAKeTOB.

V [elicTByeT TONbKO ANA pexxuma qos advanced.

Ypanutb npasuno knaccubukaumm tpadumka.
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qos aggregate-policer ag-
gregate_policer_name
committed_rate_kbps
committed_burst_byte
[exceed-action {drop |
policed-dscp-transmit}]
[peak peak_rate_kbps
peak_burst_byte [violate-
action {drop | policed-
dscp-transmit}]]}]

no qos aggregate-policer
aggregate_policer_name

aggregate_policer_nam
e: (1..32) cumeona;
committed_rate_kbps:
(3..57982058) k6UT/C;
committed_burst_byte:
(3000..19173960) 6aitT;
peak_rate_kbps:
(3..57982058) K6UT/c;
peak_burst_byte:
(3000..19173960) 6aiit

OnpeaenuTb WabnoH HACTPOEK, KOTOPbIN NO3BONAET OrPAHNYUTD

nosocy NPonycKaHWa KaHana.

Mpwu paboTe c N0NOCOM NPONYCKAHWUA UCMONb3YETCA afTOPUTM

MapKUPOBaHHOM «KOP3UHbI». 3a4a4elt anroputma ABAAETCA

NPUHATUE PelleHuns: nepeaaTb NAKeT UM OTOPOCUTD.

MapameTpamu anropuTma ABAAKOTCA CKOPOCTb nocTynaeHus (CIR)

MapKepoB B «KOP3MHY» N 06BbEM (CBS) «KOp3MHbI».

- committed-rate-kbps — cpepgHee 3HauyeHUe CKOPOCTH TpaduKa;

- committed-burst-byte — pa3mep caepxusatoLLero nopora 8

banTax;

- drop — nakeT 6yaeT oT6pOLIEH, KOTAA «KOP3UHA» NePenosIHUTCS;

- policed-dscp-transmit — npu nepenoiHeHUU KKOP3UHbI»

3HauyeHue DSCP bygeT nepeonpeneneHo;

- peak — ycTaHOBWTbL NOPOroBOE 3HaYEHME CKOPOCTU TpadumKa ¢

nepeonpegeneHHbiMn 3HaYeHnamn DSCP;

- violate-action — ycTaHOBUTb AeicTBUE Hag NAKETOM nocse

npesbleHNA NOPOroBOro 3HaYEHUA.

V Henb3s yaanutb WwWabnoH HacTpoeK, ecim oH UCNoJb3y-
! erca B cTpateruun policy map, nepes yaaneHuem cne-

AyeT yAanuTb HasHauyeHue wabnoHa cTpaterumn: no
police aggregate aggregate-policer-name.

JeiicTByeT TONbKO ana pexxuma gos advanced.

Napametp policed-dscp-transmit nossonser npu npe-
BbllIEHWUU 3HAUYeHUA commited_rate wau peak_rate ne-
peaaTtb NakeT ganblue, UI3SMEHUB B HeM MeTKy dscp, Ko-
TopaA HacTpauBaeTca KomaHaol qos map policed-dscp
C AONONHUTENbHbIM aprymeHTom violation B cnyuae c
peak_rate. Mpu aTom npu npesbileHun commited_rate
M peak_rate MOXHO HAacTpauMBaTb pasHble 3HauyeHus
dscp.

Y.

YanuTb WabioH HAaCTPOEK PeryanpoBaHna CKOPOCTM KaHana.
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qos aggregate-policer ag-
gregate_policer_name pps
committed_rate_pps com-
mitted_burst_packet [ex-
ceed-action {drop | po-
liced-dscp-transmit [peak
peak_rate_pps
peak_burst_packet [vio-
late-action {drop | po-
liced-dscp-transmit}]]}]

no qos aggregate-policer
aggregate_policer_name

committed_rate_pps:
(125..19531250) pps;
committed_burst_packe
t: (1..19531250)
NnakeToB;
aggregate_policer_nam
e: (1..32) cumBonos;
peak_rate_pps:
(125..19531250) pps;
peak_burst_packet:
(1..19531250) naketoB

OnpeaennTb WabnoH HAaCTPOEK, KOTOPbIN No3BoONAET

OrPaHUYUTb MONOCY NPOMNYCKAHWA KaHaNa U B TO }Ke Bpems

rapaHTMpoBaTb ONpeseNeHHY CKOPOCTb NepeAayn AaHHbIX.

Mpw paboTe c N0NI0COM NPONYCKaHWUA UCMONb3YETCA aAroPUTM

MapKUPOBaHHOM «KOP3MHbI». 3a4a4elt anropuTma aBaseTca

NPUHATUE PeLleHuns: NnepeaaTh NAKeT UM OTOPOCUTD.

MapameTpamu anropuTma ABAAKTCA CKOPOCTb NOCTYNEHUA

(CIR) mapKepoB B «KOP3MHY» 1 06BEM (CBS) «KOp3MHbBI».

- committed_rate_pps — cpefHee 3HaYeHME CKOPOCTH TpaduKa

B pps;

- excess_burst_packet — pasmep caep*KMBatoLEero nopora B

nakerax;

- drop — nakeTt 6yaeT oT6pOLIEH, KOraa «Kop3uHa»

nepenosiHUTCS;

- policed-dscp-transmit — npu nepenosiHeHUU «KOP3UHbI»

3HayeHue DSCP byaeTt nepeonpegeneHo.

V‘, Henb3a yaanutb WabnoH HacTpoek, ecii OH UCNONb3Y-
| erca B cTpaterum policy map, nepea, yaaneHmem cne-

AyeT yAanuTb HasHavyeHue wWabnoHa cTpaTerMu: no
police aggregate aggregate-policer-name.

/", [eilicTBYeT TONbKO ANA pexkuma gqos advanced.

V Napametp policed-dscp-transmit nossonser npu npe-

BbllUEHUU 3HAYEHUA commited_rate wam peak_rate ne-
pepaTtb NaKeT ganblue, U3MEeHUB B Hem MeTKy dscp, KoTopas
HacTpamBaeTca KOomaHAol qos map policed-dscp ¢ gononHm-
TeNbHbIM aprymeHTom violation B cnyyae c peak_rate. Mpu atom
npu npeebllWeHnn commited_rate n peak_rate MOXKHO HacTpau-
BaTb pa3Hble 3HaueHuUA dscp.

YpanuTb WwabnoH HaCTPOEeK PeryiMpoBaHMsa CKOPOCTH KaHana.

wrr-queue cos-map
queue_id cos1...cos8

no wrr-queue cos-map
[queue_id]

queue_id: (1..8);
cosl...cos8: (0..7);
3HayeHusa CoS no
YMONYaHUIO ANA
oyepepnen:
CoS =1 — ouepeab 2
CoS =2 — ovepegp 3
CoS=0— ovepegp 1
CoS =3 — o4yepeapb 6
CoS =4 — ovepeap 5
CoS =5 — ouepeap 8
CoS=6 — ouvepeap 8
CoS=7 — ovepenb 7

OnpepennTtb 3HaueHus CoS ana odyepeaen ucxogauwiero Tpaduka.

YCTaHOBUTb 3HaYeHMEe N0 YMOAYAHMUIO.

wrr-queue bandwidth
weightl..weight8

no wrr-queue bandwidth

weight: (0..255);
3HayeHue no
YMOIYaHUIO

onpeaensaerca
KOJIMYEeCTBOM
HACTPOEHHbIX ouepesen
WRR. Hanpumep, ecaun
HacTpoeHo 5 oyepesei
WRR, To HacTpolika no
ymon4yaHuio byaet
UMETb BUA: WrT-queue
bandwidth 1248 16

MpUCBOWTbL BEC NCXOAALLIUM OYEPESAM, UCMONb3YEMbIN
mexaHnamom WRR (Weighted Round Robin — BecoBoi mexaHu3am
pacnpegeneHun Harpysku).

YCTaHOBUTb 3HAYEHME MO YMONYAHUIO.
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priority-queue out
num-of-queues
number_of queues

no priority-queue out
num-of-queues

number_of_queues:
(0..8)

Mo ymonuaHuto Bce
ouepegm
obpabatbiBatoTca no
anropuTtmy «strict
priority».

3a4aTb KONNYECTBO NPUOPUTETHBIX OYepesen.
» [Ona npuoputetHoit ouepeagn sec WRR 6yaert urHopm-
V poBaTtbcA.

Ecnmn 3apaertca otanyHoe ot «0» 3HayeHue N, To cTap-
wue N ouepepeit 6yayT npuoputeTHbimu (He 6yayT
yuyacrsoBaTtb B WRR).
Mpumep:
0: BCe oYepeAun paBHOMNPABHbI;
1: cemb mnagnx ouepepeit yuacteytotr B WRR, 8-as He
y4yacrsyer;
2: wecTb Mmnaawmx oyepeaeit yuacreyior B WRR, 7, 8 He
y4yacrsylorT.

YCTaHOBWUTb 3HAYeHUE NO YMOIHaHUIO.

qos wrr-queue wrtd

no qos wrr-queue wrtd

no ymonyanuto WRTD
BbIK/IOYEHO

Bkntounte WRTD (Weighted Random Tail Drop) Becosoit

MexaHW3M yaaneHus NakeTos U3 ouepesei.

V M3meHeHUs BCTYNAT B CUAY MNoOC/Ae nepes3arpysku
f yCTpOWcTBa.

Bbikntounte WRTD.

qos map enable {cos-dscp
| dscp-cos}

no qos map enable
{cos-dscp | dscp-cos}

— /BbIKOYEHO

Mcnonb3oBaTth 3agaHHy0 Tabvuy nepeMapKMpoBKM AN AoBe-
PEHHbIX NOPTOB KOMMYTaTOpPa.

He ncnosnb3oBaTtb Tabaunuy nepemapKMpoBKu.

qos map dscp-dp dscp_list
todp

no qos map dscp-dp
[dscp_list]

dscp_list: (0..63);
dp: (0..2)
Mo ymonuaHuio Bce
naKkeTbl UmetoT
npuoputet cbpoca dp=0

MocTaBuTb B cooTBeTcTBME 3HadveHnto DSCP npuoputeT cbpoca
(4em BblWe YMCNOBOE 3HAYEHNE NPUOPUTETA, TEM HUXKE BEPOAT-
HOCTb TOrO, YTO MaKeT byaeT oTOPOLLEH; B NepByto ovepesb OT-
6pacbiBatoTCcA NakeTbl ¢ NpuoputTeTom cbpoca 0, 3atem 1, 3atem
2).

- dscp_list — onpepensaetr Ao 8 3HadeHunit DSCP, 3HauyeHus
pasaenatoTcs 3Hakom npobena.

V [DeicTByeT TONIbKO ANA pexuma gos advanced.

YCTaHOBUTb 3HAYEHUA MO YMOI4aHUIO.

qos map dscp-cos
dscp_list to cos

no qos map dscp-cos
[dscp_list]

dscp_list: (0..63);
cos: (0..7)

3anonHuTbL Tabanuy nepemapkuposku DSCP. 3ameHseT 3Haue-
Hue DSCP Ha CoS.

BepHyTbCH K 3Ha4YeHUAM Mo YMO/THaHUIO.

gos map cos-dscp cos to
dscp_list

no qos map cos-dscp [cos]

dscp_list: (0..63);
cos: (0..7)

3anonHUTbL Tabamuy nepemapkuposkn CoS. 3ameHsAeT 3HayeHue
CoS Ha DSCP.

BepHyTbCﬂ K 3Ha4YeHUAM N0 YMO/THaHUIO.

qos map policed-dscp
[violation] dscp_list to
dscp_mark_down

no gos map policed-dscp
[dscp_list]

dscp_list: (0..63)
dscp_mark_down:
(0..63)

Mo ymonyaHuio Tabamua
NOBTOPHOW MAapPKUPOBKM
ABNAETCA NYCTOM, TO ecTb
3HayeHus DSCP ansa scex
BXOAALLMX NaKeToB
0OCTaloTCA HEM3MEHHbIMM

3anonHuTb Tabnunuy nepemapkuposkm DSCP. [na BxoaAwmx na-
KeTOB C yKa3aHHbIMM 3HaYeHnAMmM DSCP 3apaeT HOBOe 3HaveHue
DSCP.
- dscp_list — onpegenset oo 8 3HayeHuit DSCP, 3HayeHuA pasae-
NnATCA 3HaKom npobena.
- dscp_mark_down — onpepenset HoBoe 3HayeHue dscp.
- violation — 3apatb HoBOe 3HaueHne DSCP B nakeTe npu npesbl-
LeHMM 3Ha4YeHun peak_rate.

V" [eicTByeT TONIbKO ANA pexuma gos advanced.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

qos map dscp-queue
dscp_list to queue_id

dscp_list: (0..63)
queue_id: (1..8)
3HayeHuA no
YMONYAHUIO:

YCTaHOBWTb COOTBETCTBME MeXAY 3HaueHuamu DSCP BxoasLwmx
NaKeToB M oYepeasmu.

- dscp_list — onpegenset oo 8 3HayeHuit DSCP, 3HaYeHus pasge-
NATCA 3HaKom npobena.
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no qos map dscp-queue
[dscp_list]

DSCP: (0-7), ouepeapb 1
DSCP: (8-15), ouepesab 2
DSCP: (16-23), ouepeab

YCTaHOBUTb 3HAYeHne no YMO/IHaHUIO.

3
DSCP: (24-31), ouepegp
4
DSCP: (32-39), ouepeab
5
DSCP: (40-47), ouepegp
6
DSCP: (48-55), ouepeab
7
DSCP: (56-63), ouepegp
8
qos trust {cos | dscp | YCTaHOBUTb peXUM [0BepuUa KOMMyTaTopa B 6a3oBom pexnume
cos-dscp} QoS (CoS nnun DSCP).
- COS — YCTaHaBAMBAET KAacCUPUKALMIO BXOAALLMX MAKETOB NO
3HayeHuAm CoS. [OnA HeTerMpoBaHHbIX MAKETOB WMCNOJb3yeTcA
3Ha4veHue CoS No ymonyaHuio;
- dscp — ycTaHaBAMBAET KNacCUPUKALMIO BXOAALLMX MAKETOB NO
—/dscp 3HaueHuam DSCP.
- cos-dscp — ycTaHaB/AMBAET KNacCUPMKaLMIo BXOAALLMX NAaKeTOB
no 3HadyeHnam DSCP gna IP-naketoB 1 no 3HavyeHuam CoS ana He
IP-nakeToB.
V JeiicTBYeT TONbKO ANA pexuma qos basic.
no gos trust YCTaHOBWTb 3HaYeHME N0 YMOYAHMIO.
gos dscp-mutation Mo3BonseT NnpumeHnTb Tabanuy n3meHeHU dscp K COBOKYMHOCTU
dscp-aoBepeHHbIX NOPTOB. Mcnosb3oBaHMe TabauLbl UISMEHEHU I
no3BoAsAeT NepesanucaTb 3HayeHus dscp B IP-nakeTax Ha HOBble
— 3HayeHus.
V MNpumeHnTb Tabnuuy usmeHeHuii DSCP BO3MOXHO
/ TONbKO ANA BXoAsALero Tpadpuka AoBepeHHbIX NOPTOB.
no gos dscp-mutation OTMEHWTb MCNOb30BaHME KapTbl U3MeHeHn dscp.
qos map dscp-mutation . 3anonHuTb Tabnunuy nepemapkuposkm DSCP. [na BxogAawmx na-
in_dscp: (0..63);

in_dscp to out_dscp

no qos map dscp-muta-
tion [in_dscp]

out_dscp: (0..63)

Mo ymon4aHuio KapTa
M3MEHEeHWI ABNseTca
NnycToW, To ecTb
3HayveHunA DSCP pgns Bcex
BXOOALLMX MNAKETOB
0CTaloTCA HEM3MEHHbIMM

KeTOB C YKa3aHHbIMM 3HaYeHnAMmM DSCP 3agaeT HOBble 3HaYeHuA
DSCP.

- in-dscp — onpepenseT fo 8 3HayeHuit DSCP, 3HauyeHua pasge-
NATCA 3HAaKOM npobena.

- out-dscp — onpegenseT fo 8 HOBbIX 3HaYeHu DSCP, 3HayYeHuA
pasaenatoTcs 3Hakom npobena.

YCTaHOBUTb 3HAYEHME MO YMONYAHMIO.

rate-limit vlan vlan_id rate
burst

no rate-limit vlan vian_id

vlan_id: (1..4094);
rate: (3..57982058)
K6KnT/C;
burst: (3000..19173960)
6anT/128 KbanT

YCTaHOBWTb OrpaHUYeHMe CKOPOCTU ANA BXoAALLero Tpaduka ana
3agaHHoMi VLAN.

- vlan_id — Homep VLAN:

- rate — cpefHAA ckopocTb Tpaduka (CIR);

- burst — pa3mep caepKuBatoLero nopora (orpaHuyeHue
cKopocTu) B HaitTax.

CHATb orpaHun4yeHne CKOPOCTU BxoaAallero Tpad)m(a.

rate-limit vlan vian_id pps
rate_pps burst_packet

no rate-limit vlan vian_id

vlan_id: (1..4094);
rate_pps: (125..
19531250) pps

burst_pps: (1..19531250
) nakeToB

YCTaHOBWTb OrpaHUYeHME CKOPOCTU ANA BXoAALero TpaduKa ana
3agaHHoM VLAN.

-vlan_id — Homep VLAN:

- rate_pps — KONMYECTBO NAKETOB B CEKYHAY.

- burst_packet — pasmep caepxuBatoLLero nopora (orpaHuyexve
CKOPOCTW) B NaKeTax.

CHATb orpaHun4yeHne CKOPOCTU BxoaAallero Tpad)m(a.
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gos tail-drop mirror-limit HactpouTb pacnpegeneHue pecypcos bydepa Ana CKONMPOBAHHbIX
{rx | tx} limit MaKeToB B KOHTPO/IMPYIOLLMIA NOPT.
- X — CKOMMPOBaHHbIE NaKeTbl, NPUHATbIE KOHTPOIMPYEMbIM
o nopTom;
limit: (0..7000)/3500
- tX — CKOMMPOBaHHbIE NaKeTbl, NepegaHHble KOHTPOIMPYEMbIM
nopTom.
no gos tail-drop mirror- YCTaHOBUTb 3HaYEHMNE MO YMOAYAHUIO.
limit {rx | tx}
traffic-limiter mode {kbps YCTaHOBUTb pexXum paboTbl orpaHuyeHuns Tpadmka.
| pps} - kbps — orpaHuyeHune BXOAALWMX KUNOBUT B CEKYHAY;

- ppS — OrpaHuYeHue BXOAALLMX MAKETOB B CEKYHAY;
/i [aHHasa KOMaHAa U3MeHseT pexxum paboTbl ana
V cnepyowero pyHKUMOHana: storm-control, rate-limit,
/kbps rate-limit vlan, police, qos aggregate-policer.
/ Bbl6paHHbIit pexxum A0NKEeH COOTBETCTBOBATb
V HacTpoiiKkam orpaHuyYeHUa TpadpuKa MHaye orpaHnYeHns
TpaduKa He npousoiiaeT. Hanpumep: KomaHaa storm-
control unicast kbps He 6ygeT orpaHuunBaTtb TpaduK,
ecnu BBeaeHa KomaHga traffic-limiter mode pps.

KomaHObI pexcuma pedarkmupo8aHUA CUCKA Kpumepues Kaaccugukayuu mpaguka

Bua 3anpoca KOMaHAHOW CTPOKM pexnma pefaKkTMPOBAHWMA CMNUCKA KpUTEpUeB KaaccuduKauuu
Tpaduka:

console# configure

console (config)# class-map class-map-name [match-all | match-any]
console (config-cmap) #

Tabauua 315 — KomaHabl pexkMma peaakTMpoBaHMA CNMCKa KpUtepues Knaccudurkaumm TpadurKa

3HayeHue/3HavyeHue o
KomaHoa / Aelicmeue
no ymon4aHuio
match access-group [o6aButb KpUTEpKUit Knaccudukaumm Tpaduka. Onpegenset
acl_name npasuna ¢punbTpauum Tpaduka no cnmucky ACL gna

Knaccuoukaumm.

acl_name: (1..32) V DeiicTByeT TONbKO ANA pexxnuma qos advanced.

CUMBOJ1I0B

no match access-group Ypanute KpUtepuin KnaccuduKkaumm tpadumka.
acl_name

KomaHObI pexcuma pedaKkmuposaHUa cmpame2uu Kaaccugukayuu mpaguKka

BuAa 3anpoca KOMaHAHOWM CTPOKM peXxnma peaakTMpoBaHma cTpaTernm knaccudumkaumm tpaduka:

console# configure
console (config)# policy-map policy-map-name
console (config-pmap) #

320 Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES5324



HELTEX

Tabauua 316 — KomaHabl perkMma peaakTMpoBaHuaA cTpaTernm Knaccuobukaumm tpaduka

KomaHoa

3HayeHue/3HayeHue
Mo ymon4YaHuro

Aelicmeue

class class_map_name [ac-
cess-group acl_name]

no class class_map_name

class_map_name: (1..32)
CYMBOJIOB;
acl_name: (1..32)
C“MBO/I0B

Onpenenntb NPaBuIo KnaccuduKkauum TpadmKka u BOUTU B
peXmMm KoHpUrypaumm npasuaa Knaccudukauum — policy-map
class.
- acl_name — onpegensaet npasuaa dpunbTpaunmn TpadumKa no
cnucky ACL ana knaccuoumKkaumu. Mpu co3aaHmMm HOBOTo NpaBuna
KnaccuduKaumm onumMoHaNbHbIA NapameTp access-group
obs3aTeneH.

7 AnA Toro 4ytobbl MCNONBL30BaTb HACTPOIKK CTpaTermm
V policy-map gna vHTepdeiica, ucnonb3lyinte KomaHAy

[DeicTByeT TONIbKO ANA pexxuma gos advanced.

service-policy B pexxume KoHurypaummu uitepdeiica.
YaanuTb npasuao Knaccudukaumm tpaduka class-map u3

cTpateruu policy-map.

KomaHObI pexcuma KoHgu2ypayuu npasusad Kadccuguxkayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexnma KoOHUrypaLmm npaBmnaa Knaccupurkaumm:

console# configure
console (config)# policy-map policy-map-name

console (config-pmap) # class class-map-name [access-group acl-name]
console (config-pmap-c) #

Tabnnua 317 — KomaHabl pexmuma KoHPUrypaumm npasuaa Knaccudurkaumm

KomaHda

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

mirror {monitor_session}

no mirror {monitor_session}

monitor_session: 1

YKasaTb HoMep monitor ceccumn 4aa 3epKannposaHuna Tpaduka.

OTMeHUTb 3epKannposaHue.

trust

no trust

Mo YMONYAHUIO PEXNM
AosepunAa He yCTaHOB/1EH

OnpeaenvTb pexMm A0Bepua K onpeaeneHHomy Tmny Tpaduka
COrNacHo rnobanbHOMY pexxMMy AOBEpPUA.

YCTaHOBUTb 3HaYeHMe N0 YMOIYaHUIO.

set {dscp new_dscp | queue
queue_id | cos new_cos |
vlan vian_id}

no set

new_dscp: (0..63);
queue_id: (1..8);
new_cos: (0..7);
vlan_id: (1..4094)

YCcTaHOBUTb HOBblE 3HaYeHuna ans IP-nakeTa.
» KomaHpga set asnsetcAa B3aumomcKalouawowein c
« KOMaHAoi trust gna oaHol M Toi e cTpaTerum
policy-map.

Crparerum policy-map, ucnonb3sytouime KomaHabl
set, trust uam umerowmin Knaccupukaumio ACL,
HA3HaAYaloTCA TONbKO AN UCXOAALMX UHTepdeit-
COB.

VA

[eicTByeT TONIbKO ANA pexuma gos advanced.

Ypanutb HOBble 3HaYeHMa ana IP-nakeTa.

redirect {gigabitethernet
gi_port | tengigabitether-
net te_port | fortygiga-
bitethernet fo_port | port-
channel group}

no redirect

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

HanpaBuTb NakeTbl, y40BAETBOPAIOWME NPABUIY
KnaccuouKaumm TpaduKa, B yKasaHHbIM NOpT.

YCTaHOBUTb 3HaYeHMe N0 YMOHYAHWIO.
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police commit-

transmit [peak
peak_rate_kbps

dscp-transmit}]]}]

ted_rate_kbps commit-
ted_burst_byte [exceed-ac-
tion {drop | policed-dscp-

peak_burst_byte [violate-
action {drop | policed-

committed_rate_kbps:
(3..12582912) k6buT/c;

(3000..19173960) 6aitr;
peak_rate_kbps:
(3..57982058) kbUT/C;
peak_burst_byte:
(3000..19173960) 6aiiT

police aggregate

aggregate_policer_name

committed_burst_byte:

OrpaHMyYmMTb NOIOCY NPOMYCKaHUA KaHana.

Mpu paboTe c NoNOCOM NPOMNYCKAHUA UCMOb3YETCA aNTOPUTM
MapKMPOBAHHOM «KOP3WHbI». 3aga4ei aNroputma aBnseTca
NPUHATUE pelleHuns: nepesaTb NakeT UaM oTOPOCUTD.
MapameTpamu anropuTma ABAAKTCA CKOPOCTb NOCTYNAEHUA
(CIR) mapKepoB B «KOP3MHY» 1 06bEM (CBS) «KOP3MHbI».

- committed_rate_kbps — cpepHee 3Ha4Y€HNE CKOPOCTU
TpaduKa;

- committed_burst_byte — pa3mep caepKu1BatoLLEro nopora 8
banTax;

- drop — naket bygeT oTOpOLLEH, KOr4a KKOP3UHaA»
nepenosiHnTCS;

- policed-dscp-transmit — npu nepenonHeHNM «KOP3UHbI»
3HaueHne DSCP byaeT nepeonpeaeneHo;

- peak — yCTaHOBUTb NOPOroBOe 3HaYeHNe CKOPOCTU TpadurKa
C nepeonpeaeneHHbIMU 3HavYeHnAamu DSCP;

- violate-action — ycTaHOBUTb AeViCTBUE Haj, NAKETOM nocne
NPeBbILEHMSA MOPOroBOro 3Ha4YeHus.

V"" DeiicTByeT TONbKO ANA pexxuma qos advanced.

;,, Mapametp policed-dscp-transmit nossonser npu
V npesblleHMM 3Ha4YeHua committed_rate wnn
peak_rate nepepaTtb NakeT Aanblue, USMEHUB B
HemMm MeTKy dscp, KoTopas HacTpauBaeTtca
KOMaHAoM qos map policed-dscp c
AONONHUTENbHbIM  aprymeHTom  violation B
cnyyae c peak_rate. NMpu 3TOM NpU NpeBbiIEHUN
committed_rate n peak_rate MOXHO HacTpansaTb
pasHble 3HaYeHuA dscp.

HasHauutb npasuny knaccudurkauum Tpaduka wabaoH
HaCTpOoEeK, KOTOPbI NO3BOAAET OrPaHUYUTL NOAOCY
NponycKaHuA KaHana.

/.  Deiicteyet TonbKo ANA pexknma qos advanced.

no police Ypanutb WwWabnoH HacTPOEK peryiMpoBaHUA CKOPOCTU KaHana
13 npasuia KnaccuduKaumm Tpadpuka.
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police pps
committed_rate_pps
committed_burst_packet}
[exceed-action {drop |
policed-dscp-transmit
[peak peak_rate_pps
peak_burst_packet [violate-
action {drop | policed-
dscp-transmit}]]}]

no police

committed_rate_pps: (125..

19531250) pps;

committed_burst_packet:

(1.. 19531250) naKketos;
peak_rate_pps:
(125..19531250) pps;
peak_burst_packet:
(1..19531250) nakeToB

OrpaHMyMTb NONOCY NPOMYCKaHMA KaHana.

Mpw paboTe c NoNOCOM NPONYCKaHUA UCMO/b3YyeTcA
ANrOPUTM MAPKMPOBAHHOW «KOP3UHBbI». 3afauel

aNropUTMA ABNAETCA NPUHATUE PeLleHUA: NnepeaaTb NakeTt
UM oTbpocuTb. MapameTpamu anropuTMma ABAAOTCA
ckopocTb noctynneHuns (CIR) mapKepoB B «KKOP3UHY» U
06BbEM (CBS) «KOp3UHbBI».

- committed_rate_pps — cpefHee 3Ha4YeHWe CKOPOCTH
TpaduKa B pps;

- committed_burst_packet — pasmep caeprKuBatoLLEro
rnopora B NakeTax;

- drop — naket 6ygeT oTOpOLIEH, KOTAa KKOP3UHa»
nepenosiHUTCS;

- policed-dscp-transmit — npu nepenoaHeHUN «KKOP3UHbI»
3HayeHue DSCP byaeTt nepeonpeneneHo;

- peak — ycTaHOBUTb NOPOroBoe 3Ha4YeHWe CKopocTu TpaduKa
C nepeonpegeneHHbIMn 3Ha4YeHnammn DSCP;

- violate-action — ycTaHOBUTb AelCTBME HAA NAKETOM nocsie
npeBsbILEeHNA NOPOroBOro 3HaYeHUA.

V’ DeiicTByeT TONbKO ANA pexxuma qos advanced.

. MNapametp policed-dscp-transmit nossonser npu
V npesblleHMM 3Ha4YeHua committed_rate wnn
peak_rate nepepaTtb NakeT Aanblue, USMEHUB B
Hem MeTKy dscp, KoTopas HacTpausaetcA
KOMaHZAoi gos map policed-dscp c
AONOJIHUTENbHbIM  aprymeHTom violation B
cnyyae c peak_rate. NMpu 3TOM NpY NpesbilIEHUN
committed_rate n peak_rate MOXHO HacTpansaTb
pasHble 3HaYeHusA dscp.

YpanuTb WwabnoH HaCTPOEeK PeryiMpoBaHus CKOPOCTU
KaHasna 13 npaBuaa Knaccudurkaumm tpadmka.

KomaHObI pexcuma KoHgu2ypayuu npoguns qos tail-drop

Bua 3anpoca KOMaHAHOW CTPOKM pexkuma KoHourypaumm npoduna gos tail-drop:
console# configure
console (config) # gos tail-drop profile profile id
console (config-tdprofile) #

Tabnunua 318 — KomaHabl pexkuma KoHdpurypaumm npodpuns qos tail-drop

3HayeHUA NIMMUTOB, 6IM3KUX K MaKCUMaJIbHbIM, MOXXHO UCNOJ1Ib30BaTb, TO/IbKO €C/IU pacluMpeHune
AmmuTtos npoduna ao 400-1500 He nomoraeT n36aBUTbLCA OT 4PONOB B BbIXOAHbIX o4Yepeanx.

3HayeHue/3HavyeHue "
KomaHoa / Aelicmeue
no ymoa4aHuro
port-limit /imit MES23/33/35xx: 3agatb pasamep NakeTHOro pasgensaemoro nyna ana nopra.

limit] [without-sharing |
with-sharing]

no queue queue_id

limit: (0..5902)/18

MES5324:
limit: (0..7640)/10

queue_id: (1..8)

no port-limit limit: (0..5902)/88 YCTaHOBMUTb 3HAYEHME MO YMOMHaHWIO.
MES5324:
limit: (0..7640)/108
queue queue_id [limit MES23/33/35xx: M3meHUTb NapameTpbl ouepesu:

- queue_id — Homep ouepeay;

- limit — KonnyecTBO NaKeToOB B OUEPEAY;

- without-sharing — 3anpetuTb goctyn K oblemy nyny;
- with-sharing — paspewuTb goctyn K obwemy nyny.

YCTaHOBUTb 3HaYeHME NO YMOHAHWUIO.
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Mpumep Hacmpoliku tail-drop profile u Ha3HayeHue e20 Ha Nopm

Co3paHue tail-drop profile:

console (config)# gos tail-drop profile 2

console (config-tdprofile)# queue 1 limit 400
console (config-tdprofile)# queue 2 limit 400
console (config-tdprofile)# queue 3 limit 400
console (config-tdprofile)# queue 4 limit 400
console (config-tdprofile)# queue 5 limit 400
console (config-tdprofile)# queue 6 limit 400
console (config-tdprofile)# queue 7 limit 400
console (config-tdprofile)# queue 8 limit 400
console (config-tdprofile)# port-limit 400

Ha3sHaueHwue tail-drop profile Ha nopT:

console (config) # interface Gigabit Ethernet 1/0/1
console (config-tdprofile)# gos tail-drop profile 2

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet, 2pynnbi nopmos

Bupg, 3anpoca KOMaHAHOM CTPOKM pexnma KoHpurypaumm nHtepoerica Ethernet, rpynnel nopTos:

console (config-if)#

Tabnnua 319 — KomaHabl pexkuma KoHourypaumm uHtepdeica Ethernet, rpynnel noptos

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa Aelicmeue

service-policy {input |
output} policy_map_name
[default-action {deny-any |
permit-any}]

HasHauntb MHTepdeicy cTpaTermto KnaccuouKkaumm TpadmKa.

- deny-any — oT6pocuTb TpaduK, He Nonagatowmii nog aencramne
NONUTHKMK;

- permit-any — pa3peLwmnTb NpoxoxaeHue Tpaduka, He
nonagatowero noa AeiCcTBMe NOMUTUKU.

policy_map_name:
(1..32) cumBonos

no service-policy {input |
output}

Yaanutb cTpaTerunto knaccudukaumm tpaduka c nHTepdeiica.

traffic-shape
committed_rate
[committed_burst]

YCTaHOBWUTb OrPaHUYEHUNE CKOPOCTU ANS UCXoasALLero Tpaduka
yepes uHTepodenc.

- committed_rate — cpefHAA CKOPOCTb TpaduKa, KBUT/C;

- committed_burst — pa3mep cAep:KMBatoLLero nopora
(orpaHuuyeHue ckopocTu) B HanTax.

committed_rate:
(64..10000000) k6uT/c;
committed_burst:

no traffic-shape

(4096..16762902) 6aitt

CHATb OrpaHUYEHNE CKOPOCTU UcxoasLLero TpaduKa Yepes
UHTepodelic.

traffic-shape queue
queue_id committed_rate
[committed_burst]

no traffic-shape queue
queue_id

queue_id: (0..8);
committed_rate:
(64..10000000) kbuT/C;
committed_burst:
(4096..16762902) 6aiT

YCTaHOBUTb OrpaHUYeHne CKOPOCTU TpadurKa Yepes nHTepdeic
L8 Ucxoaallen ovepegm.

- committed_rate — cpefHAA CKOPOCTb TpaduKa, K6UT/C;

- committed_burst — pa3mep caeprKMBatoLwero nopora
(orpaHuueHue ckopocTu) B HaiTax.

CHATb OrpaHUYeHne CKopocTH TpaduKa Yepes nHTepdeiic ans
ncxopAaLLei ouepeam.

qos trust [cos | dscp |
cos-dscp]

no qos trust

—/BKNtOYEHO

BKAtounTb 6330BbI MeXaHW3M (oS AN UHTepdelica.

- €0s — nopT gosepsaeT 3HaveHuto 802.1p User priority;

- dscp — nopt gosepseT 3HauyeHunto DSCP B IPv4/IPv6-nakeTax;
- cos-dscp — nopT AosepAeT obonum ypoBHAM, ogHako DSCP
nmeet npuopuTteT Hazg 802.1p.

BbIKNOUNTL 6A30BbIN MexaHU3M oS 1A HTepdeica.

rate-limit rate [burst burst]

YcTaHOBUTb OorpaHun4yeHne CKOpPOCTHn anAa exoaAallero Tpad)MKa.
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no rate-limit rate: (64..10000000) CHATb OrpaHUYeHne CKOPOCTU BxoasaLLero TpaduKa.
KbuT/C;
burst: (3000..19173960)
6ainT/128 KbanT

rate-limit pps rate_pps rate_pps: (125.. YCTaHOBWUTb OrPaHUYEHNE CKOPOCTM ANA BXOAALLEero TpaduKa B
[burst burst_packet] 19531250) pps pps.
no rate-limit burst_pps: (1.. 19531250) | CHAaTb orpaHWUeHMe CKOPOCTM BXOAALLETO TpaduKa.
naketos
qos cos default_cos YcTaHOBUTL 3HayeHne CoS no ymonyaHuto gns nopta (CoS,

NPUMEeHsAEeMbI A1 BCEro HETErMpoBaHHOIo TpaduKa,

default_cos: (0..7)/0 o
NPOXOAALLErO Yepes MHTepdeiic).

Nno qos cos YCTaHOBUTb 3Ha4YeHMe NO YMOIYAHMUIO.

KomaHObI pexcuma KoHguaypayuu uHmepgelica Vian

BuAa 3anpoca KOMaHAHOWM CTPOKM pexxnma KoHourypaumm nHtepoeica VLAN:

console (config-if) #

Tabnnua 320 — Hactpoiika QoS

KomaHda 3HayeHue/3Ha4yeHue Aelicmeue
no ymona4yaHuro
0OS €OS egress cos YCTaHOBUTb 3HAYeHMe NapameTpa nona npmoputeta 802.1p ana
NCXOAALLEro TerMPOBaHHOIO TpadurKa, bopmnpyemoro
cos: (0..7)/0

LLeHTPa/IbHbIM MPOLLECCOPOM.
No oS cos egress YCTaHOBWTb 3HaYEHME MO YMONYAHUIO.

KomaHObi pexcuma EXEC

Bunpg 3anpoca KOMaHAHOM CTPOKK perknma EXEC:

console#

Tabnnua 321 — KomaHab! pexkuma EXEC

3Ha4yeHue/3Ha4yeHue "
KomaHoa / Aelicmeue
no ymon4arHuro

show qos MokasaTb pexunm QOS, HaCTPOEeHHbIN Ha ycTpolicTee. B 6azoBom
peXxunme NokasblBaeT «40BEPEHHbIN» pexunm (trust mode).

show class-map
[class_map_name]

MoKasaTb CNUCKN KpUTEPMEB KNaccupuKkaumm Tpaduka.

class_map_name: (1..32 .
-map_ ( ) V [elicTByeT TONbKO ANA pexxuma qos advanced.

CMmBO1a

show policy-map [pol-
icy_map_name]

Moka3aTb Npasuna KnaccuduKaumm Tpaduka.

olicy_map_name: : “
policy_map._| /| DeiictByeT TONbKO ANA peXUMa qos advanced.

(1..32) cumBona

show qos aggregate-policer Moka3aTb HaCTPOWMKM CpeaHei CKOPOCTM U OrpaHUYeHNs
[aggregate_policer_name] aggregate_policer_name: | nonocbl nponyckaHus ans npasun Kaaccuourkaumm tpaduka.
(1..32) cumBona / [eiicTByeT TONbKO ana pexxuma gos advanced.
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show qos interface [buffers |
queuing | policers | shapers]
[gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet
fo_port | port-channel
group | vlan vian_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094)

MNokasatb QoS-napameTpbl Ansa UHTepdelica.

- vlan_id — Homep VLAN;

- gi_port — Homep nHTepdelicos Ethernet gl;

- te_port — Homep nHTepoeincos Ethernet XG1-XG24;

- fo_port — Homep uHTepdericos Ethernet XLG1-XLG4;

- group — HOMep rpynmnbl NOPTOB;

- buffers — HacTpolikun bydepa gns ouepesneint nHTepdeiica;

- queueing — anroputm obpaboTkm ouepegeit (WRR nam EF),
Bec gna WRR-ouepegeit, Knaccobl 06Cny»KMBaHMA ana odyepesnen
n npuopwutet gna EF;

- policers — ckoHOUryprpoBaHHble cTpaTernn Knaccubukalmm
TpadumkKa gns uHTepdelica;

- shapers — orpaHuuyeHue ckopocTn Ana ucxogaliero Tpaduka.

show gos map [dscp-queue |
dscp-dp | policed-dscp |
dscp-mutation]

MokasaTb MHPOpPMaLMIO O 3aMeHe MoJieit B NaKeTax,
mcnonb3yembix QOS.

- dscp-queue — Tabanua cootsetcTeua DSCP 1 oyepeseit;

- dscp-dp — Tabauua coorsetcTBMA meTok DSCP v npuopuTteTa
cbpoca (DP);

- policed-dscp — Tabanua nepemapkuposku DSCP;

- dscp-mutation — Tabaunua nsmeHeHuns DSCP-to-DSCP.

show qos tail-drop —

MpocmoTpeTb napametpsbl tail-drop.

show qos tail-drop
[gigabitethernet gi_port |
tengigabitethernet te_port |

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);

MNpocmoTpeTsb tail-drop MHGopmaL Mo NO KOHKPETHOMY NOPTY
(Bcem noptam).

fortygigabitethernet fo_port: (1..8/0/1..4);

fo_port]

show qos tail-drop unit o MpocmoTpeTs tail-drop MHGopmaL Mo N0 KOHKPETHOMY
unit_id unit_id: (1..8) YCTPOMCTBY B CTEKeE.

show ip tx-priority

MpocmoTpeTb MHGOPMALMIO O MapKUPOBKE TpaduKa,
bopMUpPYyEMOro LLeHTPaIbHbIM NPOLLECCOPOM.

[pumep 8bIM0AHEHUS KOMAHO

= BkawounTb pexknum QoS advanced. Pacnpegenntb Tpadumk no odepesam, naketbl ¢ DSCP 12 B nepsyto
ouyepesb, naketbl ¢ DSCP 16 Bo BTOpYl0. Bocbmana ovepegb — npuoputeTHad. Co3aaTtb cTpaTernto
Knaccuoukaymm Tpadmka no cnucky ACL, paspelsarowemy nepegadvy TCP-naketos ¢ DSCP 12 1 16 m
OrpaHMUMBAIOLLYIO CKOPOCTb — cpeaHasa ckopocTb 1000 K6ut/c, nopor orpaHuyeHuns 200000 6aiiT.
Mcnonb3oBaTh AaHHYO cTpaTernio Ha nHTepdeicax Ethernet 14 u 16.

console#

console# configure

console (config)# ip access-list tcp ena

console (config-ip-al) # permit tcp any any dscp 12
console (config-ip-al) # permit tcp any any dscp 16
console (config-ip-al)# exit

console (config)# gos advanced

console (config) # gqos map dscp-queue 12 to I
console (config)# qgos map dscp-queue 16 to 2
console (config)# priority-queue out num-of-queues I
console (config)# policy-map traffic

console (config-pmap) # class classl access-group tcp ena
console (config-pmap-c) # police 1000 200000 exceed-action drop
console (config-pmap-c) # exit

console (config-pmap) # exit

console (config) # interface tengigabitethernet 1,/0/14
console (config-if) # service-policy input

console (config-if) # exit

console (config) # interface tengigabitethernet 1/0/16
console (config-if)# service-policy input

console (config-if)# exit

console (confiqg) #
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5.34.2 Cmamucmuka QoS

KomaHObI pexcuma 2a0b6an6Hol KOHgpu2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexRmnma rnobasnbHoM KOHPUrypaLmm:

console (config) #

Tabnnua 322 — KomaHgb! pexuma rnobanbHoi KoHduUrypaumm.

KomaHoa

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

qos statistics aggregate-po-
licer aggregate_po-
licer_name

no qos statistics aggre-
gate-policer aggregate_po-
licer_name

aggregate_policer_name:
(1..32) cumsonos;
no ymonyaxuio QoS-
CTaTUCTUKA OTK/IIOYEHa

BKkAtounTb QOS-CTAaTUCTUKY MO OrPaHUYEHUI0 NONOC
NPONYyCKaHusA.

OTKNOUMTb QOS-CTAaTUCTUKY NO OrPAHUYEHMIO NONOC
NponycKaHus.

qos statistics queues set
{queue | all}{dp | all} {gi-
gabitethernet gi_port |
tengigabitethernet

te_port | fortygigabitether-
net fo_port | all}

no qos statistics queues set

set: (1..2);
queue: (1..8);
dp: (high, low);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
3HayeHne No YMOJIYaHUIO:
set 1: Bce NnpuopuTeThbI, BCE
ouepenm, BbICOKUM
npuopuTeT cbpoca.
set 2: Bce npuopwuTeTol, BCe
oyepeam, HU3KUM
npuopuTeT cbpoca.

BKkAtounTb QOS -CTaTUCTUKY A/1A BbIXOAHbIX o4yepesent.
- set — onpeaenseT Habop CYETYMKOB;

- queue — onpegenseT NCXOAALLYIO ovepesb;

- dp — onpepaenseT npuoputeT cbpoca.

OTKNUYNTL QOS-CTAaTUCTUKY ANA BbIXOAHbIX oYepeaei.

KomaHObI pexcuma KoHgu2ypayuu uHmepagelica Ethernet, 2pynnsl nopmos

Bug, 3anpoca KOMaHAHOM CTPOKM pexnma KoHdurypaumm nHtepoeiica Ethernet, rpynnbl nopTos:

console (config-if) #

Tabnnua 323 — KomaHabl pexkuma KoHourypaumm uHtepdeica Ethernet.

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa Aelicmeue

BkatounTb cbop QOS-CTaTUCTUKKM HA UHTepdelice.

- policy-map_name — ctpaTerua knaccubukaumm tpaduka;
- class_map_name — cnWCcOK KpuTepueB Knaccuduraumm
TpaduKa.

OTKAtouMTb cObop QOS-CTaTUCTUKM Ha UHTepdelice.

qos statistics policer
policy_map_name
class_map_name

policy_map_name:
(1..32) cumBonos;
class_map_name: (1..32)
CMMBOJIOB;
Mo ymonuaHuto cbop
QoS-cTaTUCTUKM
OTK/tOYEH

no qos statistics policer
policy_map_name
class_map_name

KomaHOwbi pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexuma EXEC:

console#
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Tabnunua 324 — KomaHabl pexkuma EXEC

3HayeHue/ 3HayeHue
o ymon4YaHuro

KomaHoa Aelicmeue

clear qos statistics — OumncTnTb cTaTUCTUKY QOS.

show qos statistics - MoKa3aTtb cTaTucTnKy QOS.

5.35 KoH}urypauma npoToKoN0B8 MapLupyTM3aLmum

5.35.1 KoHdpueypayua cmamuyeckoli mapwpymu3sayuu

CTaTnyecKkan MapLpyTmM3auus — BUA MapLpyTU3aLmMm, Npu KOTOPOM MapLIPYTbl YKa3bliBalOTCA B ABHOM
BMAE NPU KOHPUIypaLmm mappyTM3aTopa. Bca maplupyTusaums npyv sTOM NPOUCXoauT 6e3 yuyacTus Kakux-
NM60 NPOTOKO/I0B MapLLPYTM3aLMM.

KomaHObI pexcuma 2a06anab6HolU KOHuU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKN peXKnma rnobanbHoM KOHGUIypauum:

console (config) #

Tabanua 325 — KomaHgb! pexuma rnobanbHoi KoHduUrypaumm

KomaHoa

3HayeHue/ 3HayeHue
no ymon4aHuro

Aelicmeue

ip route prefix prefix_length

{reject-route | gateway
[metric metric] |name
name] [distance distance]}

no ip route prefix
prefix_length {reject-route
| gateway}

prefix: (A.B.C.D);
prefix_length: (A.B.C.D

nwan /n);

gateway: (A.B.C.D)

metric (1..255)/1;

name: (1..32)

CUMBONa;

distance (1..255)/1

Co3gaTtb cTaTM4ecKoe NpasmIo MapLIpyTU3aLmm.

- prefix — IP-agpec ceTu Ha3HayeHus;

- prefix_length — macka npeduKca HasHaYeHUs Uau ee 4/INHA;

- reject-route — 3anpeLLaeT MapLpPyTU3aLMIO K CETU Ha3HaYeHun
Yyepes BCe L/O3bI;

- gateway — IP-agpec wnto3a gna AOCTyna K CeTU HasHayeHus;

- metric — MeTpuKa ANA JaHHOIo MapLLpyTa;

- name — UMA MapLUpyTa;

- distance — agMMUHUCTPATMBHAA AUCTAHLMA MApLLpPYTa.

Y4anuTb NpaBuao 13 TabamLbl CTaTUYECKOW MapLIPYTM3aLLMK.

distance {ospf {inter-as |
intra-as} | static} distance

distance {ospf {inter-as |
intra-as} | static}

distance
(1..255)/static:1, OSPF
intra-as:30, OSPF inter-
as:110

YCTaHOBWTb 3HAYEHME afMUHUCTPATUBHOM AnucTaHuuu (AD) ana
BCEX MAPLUPYTOB yKa3aHHOro TMna.

- ospf inter-as — ycTaHoBWTb 3HaueHe AD g1 MeXK30Ha IbHbIX
MapLIpyTOB, MPUHATbIX NO NpoTokony OSPF;

- ospf intra-as — ycTtaHOBWTb 3Ha4YeHne AD AA BHYTPU3OHANbHbIX
MapLIpyTOB, NPUHATBIX MO npoTokony OSPF;

- static — ycTtaHOBUTb 3HaYeHne AD anA cTaTUYEeCKMX MapLLpPyTOB.

YCTaHOBUTb 3HaYeHuMe no YMONYaHUIO.

KomaHOb! pexcuma KoHgpuaypayuu VRF

Bug, 3anpoca KOMaHAHOW CTPOKM pexknma rnobanbHom KOHGUrypaumm:

console (config-vrf) #
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Tabnunua 326 — KomaHabl pexkuma KoHdurypaumm vrf

KomaHoa

3HayeHue/ 3HayeHue
o ymon4YaHuro

Aelicmeue

ip route prefix {mask | pre-
fix_length} {gateway [met-
ric distance] | name name]}

prefix_length: (0..32);
distance (1..255)/1

no ip route prefix {mask |
prefix_length} {gateway}

Co3aaTb cTaTMYecKoe NpaBuI0 MapLLPyTM3aLMu.

- prefix — ceTb HazHa4yeHun (Hanpumep, 172.7.0.0);

- mask — macka cetu (B popmaTe feCATUYHON CUCTEMDbI
NCYUCNEHMA);

- prefix_length — npeduKc macku cetn (KOAMYeCTBO eanHuUL, B
macke);

- gateway — W03 418 JOCTYNA K CETU Ha3HAYeHus;

- distance — Bec mapLpyTa;

-name — UMA MapLipyTa.

YAanutb Npasunao U3 TabaunLbl CTaTUYECKOW MapLIPYTU3aLLMK.

ip default-gateway
{gateway}

—/wno3 no

no ip default-gateway
{gateway}

YMOIYAHUIO HE 3a4aH

3afaTb ANA KOMMYTaTOpPa aApec Wako3a No ymonyaHuio yepes vrf.

Ypanutb Ha3HaYeHHbIN ajpec Wwnk3sa no ymoa4aHuto.

KomaHOob! pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabanua 327 — KomaHgb! pexkmuma EXEC

KomaHoa

3HayeHue/ 3HayeHue
110 yMOAYAHUIO

Aelicmeue

show ip route [connected |
vrf [vrf-name] | static | ad-
dress ip_address [mask |
prefix_length] [longer-pre-
fixes]]

MoKasaTb TabnLy MapLIpyTM3aLLMK, YA0BAETBOPAIOLLYIO 334aHHbIM
KpUTEpUAM.

- connected — MoAKOYEHHbI MapLIPYT, TO €CTb MapLIPYT, B3ATbIN
C HENOCPeACTBEHHO MOAK/UYEHHOTO M QYHKLMOHUPYHOLLEro
NHTEpodelica;

- static — cTaTuyeckuit mapLpyT, NPONUCaHHbIN B Tabanue
MapLupyTU3aumm;

- vrf — 061acTb BUPTYanbHOM MapLLIpyTM3aLMK, B KOTOPOW
HaXxo4MTCA MapLUpPYT.

show distance

MoKas3aTb 3HaYeHWe aAMUHUCTPATUBHON ANCTAHLMU AN
Pa3NIMYHbIX UICTOYHMKOB MApLLPYTa.

[lpumep 8b6INOAHEHUA

KOMQHObI

= [loKas3aTb TabanLy MapwpyTU3aLmm:

console# show

ip route

Codes:

S 10.9.1.0/24
S 10.9.1.0/24
S 172.1.1.1/32

Maximum Parallel Paths: 2
C - connected,
C 10.0.1.0/24 is directly connected, Vlan 1

S - static

[5/2] via 10.0.1.2,
[5/3] via 10.0.2.2,
[5/3] via 10.0.3.1,

(4 after reset)

17:19:18, Vlan 12
Backup Not Active
19:51:18, Vlan 12
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Tabnmua 328 — OnucaHue pesyabTaTa BbIMOAHEHUA KOMaHAbI

Mone OnucaHue
MoKa3biBaeT NPOUCXOKAEHME MApPLLPYTA:
c C — Connected (MapwpyT B3AT U3 HENOCPEACTBEHHO NOAKAOYEHHOTO U GYHKLMOHK-
pytoLLero nHtTepdeica),
S — Static (cTaTueckuit mapLIpyT, NPONUCaHHbIN B TabaKLEe MapLipyTU3aumm).
10.9.1.0/24 Appec ceTu.
MepBoe 3HayeHMe B CKOBKax — agMWMHWUCTPATMBHAA AMcTaHuuMA (cTeneHb AoBepus
[5/2] MapLIpyTU3aToOPYy, YEM YUC/IO Bblille, TEM MEHbLUe A0BEPUE K UCTOYHMUKY), BTOpOe
Yncno — MeTpUKa MapLipyTa.
via 10.0.1.2 Onpegenset IP-agpec cregylolero maplupyTMsaTopa, Yyepes KOoTopblii NpoxoguT
o MapLIpyT 40 CeTu.
00:39:08 OnpeaenseTt Bpema nocnegHero 06HOBEHMA MapLlpyTa (4acbl, MMHYTbI, CEKYHAbI)
Vian 1 Onpegaenset nHTepoeiic, Yepes KOTOPbIM NPOXOAUT MapPLIPYT 4O CETH.

5.35.2 Hacmpoliika npomokona RIP

MpoTokon RIP (aHrn. Routing Information Protocol) — BHYTpeHHM NPOTOKO/, KOTOPbIN NO3BOAAET
MapLpyTM3aTopam AUHAMMUYECKM OOHOBAATb MaplpyTHYO MHPOpPMaLMIO, MoaydYas ee OT COCeAHMUX
MapLpyTM3aTOpPOB. 3TO OYEeHb NPOCTON NPOTOKO/, OCHOBAHHbIN Ha NPUMEHEHUM AUCTAaHLMOHHOIO BEKTOPA
MapLpyTmsaummn. Kak AUCTaHUMOHHO-BEKTOPHbIM npoTokos, RIP nepuvoauyeckn nocblnaet obHoBAeHMSA
MeXay coceaamu, CTpos, TakMm o06pa3om, TOMONOIMIO CeTU. B KaKaom OO6HOBNEHWWM nepepaeTcs
nHbopmaumua O AUCTaHUMKM [0 BCeX CeTel Ha CcocefHWM MaplipyTusatop. KommyTtatop nopaeprkvsaeT
npotokon RIP Bepcum 2.

KomaHObI pexcuma 2a0baab6Hol KOHGuU2ypayuu

Bua, 3anpoca KOMaHAHOMN CTPOKM B pexkume rnobasbHOM KoHUrypaumm:
console (config) #

Tabnnua 329 — KomaHabl pexkuma rnobanbHoi KoHduUrypaumm

3HayeHue/3HavyeHue »
KomaHoa / Aelicmeue
o ymoa4aHuro
router rip Boitu B pexknm kKoHdurypauum npotokona RIP.
no router rip Yaanute rnobanbHyto KoHdurypauuto npotokona RIP.

KomaHObI pexcuma KoHgu2ypauuu npomokosa RIP

Bug, 3anpoca KOMaHAHOM CTPOKM:

console (config-rip) #
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Tabnunua 330 — KomaHabl pexkuma KoHpurypauum npotokona RIP

KomaHda

3Ha4yeHue/3HayeHue
o ymon4YaHuro

Aelicmesue

default-metric [metric]

no default-metric

metric: (1..15)/1

YCTaHOBWTb 3Ha4YEHME METPUKM, C KOTOPOW ByayT
aHOHCMPOBATLCA MapLIPYTbl, NONyYEHHbIE APYIrMMU
NpPOTOKONaMM MapLpyTU3aumn. bes napameTpa ycTaHaB/iMBaeT
3HaYeHue No YMONYaHUIo.

YCTaHOBWUTb 3HAYeHMUE NO YMO/IHaHUIO.

network A.B.C.D

A.B.C.D: IP-agpec

YcTaHoBUTb IP-agpec nHTepdeiica, KoTopsbiit byaeT y4acTBOBaTb
B NpoLecce MapLupyTU3aLmun.

no network A.B.C.D MHTepdeiica Ypanutb IP-agpec uHTepderica, KoTopblit byaeT y4acTBoBaTb B
npovuecce MapLpyTM3aLmu.
redistribute {static | con- Paspewntb aHoHCcMpoBaHWe mapLupyTos Yepes RIP.
nected } [metric transpar- - 6e3 NapameTpoB — 03Ha4aeT, YTo HByAeT UCNO/b30BaATHCA
ent] default-metric npy aHOHCMPOBaHMM MapLLPYTOB;
- metric transparent — o3HauvaeT, 4To 6yAeT NCNONb30BaATLCSA
- MEeTpPMKa U3 TabnLbl MapLIpyTU3aL MK,
no redistribute {static | 3anpeTnTb aHOHCMPOBAHUE CTaTUYECKUX MapLupyToB Yepes RIP.
connected} [metric trans- - metric transparent — 3anpeLLaeT UCNOb30BaTb METPUKY U3
parent] TabAnupbl mapLupyTU3aLum.
redistribute ospf [id] [met- Paspewntb aHoHcuMpoBaHue OSPF mapwpyTos Yepes RIP.
ric metric | match type | - id — npeHTuduKaTop npouecca OSPF;
route-map id: (1-65536) - type — npon3BoAUTb aHOHCMPOBAHME TONbKO A1 YKa3aHHbIX
route_map_name] metric: (1..15, Tnos OSPF mapwpyTos;

no redistribute ospf [id]

transparent)/1;
match: (internal,
external-1, external-2);
route_map_name: (1..32)

- route-map_name — NpPou3BOANTb aHOHCUPOBAHWNE
MapLUpPYTOB Noc/e Ux GUAbTPaLLMM Yepes YKa3aHHyo route-
map;

3anpeTntb aHoHcMpoBaHUe mapwpytos OSPF yepes RIP. B

[metric metric | match type cumBona C/nlyyae yKa3aHWA NapameTpa BO3BpaLLAeT ero 3Ha4yeHue no
| route-map YMONYaHMIo.
route_map_name]
redistribute bgp metric Pa3pewuntb aHoHcMpoBaHUe BGP mappyTtos Yyepes RIP.
[metric | transparent] - metric — 3HaYeHVe MeTPUKU AN UMMOPTUPYEMBIX
MapLIpyTOB;
metric: (1..15, - metric transparent — o3HauaeT, 4To 6yAET NCNONBL30BaATLCA

no redistribute bgp metric
[metric | transparent]

transparent)/1

MEeTpMKa U3 TabnLbl MapLLpyTU3aL UK.

3anpeTntb aHOHCMpOBaHUe mapLupyTtos BGP uepes RIP. B
Cnyyae yKa3aHWA NapameTpa BO3BpaLLAeT ero 3Ha4yeHue no
YMON4YaHMI0.

redistribute isis [/evel]
[match match] [metric
metric] [transparent]

no redistribute isis [/evel]
[match match] [metric
metric] [transparent]

level: (level-1, level-2,
level-1-2)/level-2;
match: (internal,
external);
metric: (1..15,
transparent)/1

Pa3pewntb aHoHcMpoBaHue IS-IS mappyTos yepes RIP.
- level — ycTaHOBWTb, U3 KaKoro ypoBHs IS-IS byayT
QHOHCMPOBATHLCA MApPLUPYThI;

- match — npon3BOANTbL AHOHCUPOBAHME TONbKO ANA
YKa3aHHbIX TMNoB IS-IS mapwpyTos.

3anpeTnTb aHOHCMpPOBaHWe mapLpyTos IS-IS yepes RIP. B
CNyyae yKasaHua napameTpa BO3BpaLLLAET ero 3HayeHue no
YMONYAHMIO.

shutdown

no shutdown

—/BKNtOYEHO

BbIKAOUMTL Npouecc mapLpyTusauum no npotokony RIP.

BKAtounTb Npouecc mapLipyTtusaumm no npotokony RIP.

passive-interface

no passive-interface

—/BKtOYEHO

OTKNOUUTL 0BHOBNEHMA MapLIPYTU3aALUK.

BKAIOUUTL O6HOBNEHWA MapLLPYTU3aLUK.

default-information origi-
nate

no default-information
originate

—/MapupyT He
reHepupyercs

leHeprpoBaTb MapLLPYT MO YMOYAHUIO

BoccTtaHOBUTL 3HaYeHMe no YMON4YaHUIO.

Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES5324

331



HELTEX

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica IP

BuAa 3anpoca KOMaHAHOWN CTPOKM:

console (config-if) #

Tabnnua 331 — KomaHab! pexkuma KoHdpurypaumm nntepdelica IP

KomaHda

3HayeHue/ 3HayeHue
no yMmoA4aHuo

Aelicmeue

ip rip shutdown

no ip rip shutdown

—/BKAOYEHO

BbIkOUMTb Npouecc mapLpytusauunm no npotokony RIP Ha
AaHHOM MHTepdeiice.

BkatounTb NnpoLecc mapipytmsaumm no npotokony RIP Ha gaHHOM
UHTepodeiice.

ip rip passive-interface

no ip rip passive-interface

no yMO/YaHuIo
oTnpaBKa 06HOBNEHMIA
BK/IIOYEHA

BbIKNHOUYMTL OTNPABKY 06HOBAEHWUI HA UHTEpdElice.

YCTaHOBWTb 3HaYeHMe N0 YMOIYAHUIO.

ip rip offset offset

no ip rip offset

offset: (1..15)/1

[06aBUTb CMELLLEHME K METPUKE.

YCTaHOBWTb 3HaYeHMe N0 YMOYAHUIO.

ip rip default-information
originate metric

no ip rip default-infor-
mation originate

metric: (1..15)/1;
Mo ymonuyanutio
dYHKLMA OTKAOYEHA

YCTaHOBUTb METPUKY AN1A MapLUpyTa NO YMOJYAHUIO
TpaHcaupyemoro yepes RIP.

YCTaHOBWTb 3HaYeHMe N0 YMOIYAHUIO.

ip rip authentication mode
{text | md5}

no ip rip authentication
mode

Mo YMONYAHUIO
ayTeHTUdMKaumA
OTK/II0YEeHa.

BKkatounTb ayTeHTUdMKaumto B RIP n onpeaennts ee Tmn:
- text — ayTeHTUMKALMA OTKPLITbIM TEKCTOM;
- md5 — ayteHTUdPmKauumn MD5.

YCTaHOBWTb 3HaYeHMe N0 YMOYAHWUIO.

ip rip authentication
key-chain key_chain

no ip rip authentication
key-chain

key_chain: (1..32)
C“MBO/I0B

Onpenenntb Habop KNtOYEN, KOTOPbIN MOXKET UCNONb30BaTbCA
4NA ayTeHTUdUKaLmuu.

YCTaHOBUTb 3HAYEHMe Nno YMOI4aHUIO.

ip rip authentication-key
clear_text

no ip rip authentication-key

clear_text: (1..16)
CUMBOJI0B

OnpenennTb KNOY A5 ayTEHTUGUKALUM OTKPbITbIM TEKCTOM.

YCTaHOBUTb 3HaYeHMe N0 YMOIYaHUIO.

ip rip distribute-list access
acl_name

no ip rip distribute-list

acl_name: (1..32)
CMMBOOB

YcTaHoBWTb cTaHAapTHbIN IP ACL Ana dunbTpaLmnm aHoHCMpyeMbIxX
MapLLpPYTOB.

YCTaHOBUTb 3HAYEHME MO YMONYAHMIO.

KomaHObl pexcuma privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKK B pexume privileged EXEC:

console#

Tabnnua 332 — KomaHgb! pexxkuma privileged EXEC

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuio

Aeiicmeue

show ip rip [database |
statistics | peers]

MpocmoTpeTb MHbopmaymio o RIP-mapwpyTusaumm:
- database — nHpopmaumna o HacTpolikax RIP;

- statistics — cTtaTucTUyeckune gaHHble;

- peers — MHbOPMALMA yHaCTHUKA CETU.
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[Tpumepbl UCNoAb308GHUS KOMAHO

BkatoumTb npoTokon RIP gna noacetn 172.16.23.0 (IP-agpec Ha KommyTaTope 172.16.23.1) 1 ayTeHTU-

dukaumio MD5 yepes Habop Kntoden mykeys:

console#
console# configure
console (config) # router rip

console (config-rip)# network 172.16.23.1

console (config-rip)# interface ip 172.16.23.1

console (config-if)# ip rip authentication mode md5

console (config-if)# ip rip authentication key-chain mykeys

5.35.3 Hacmpoiika npomokona OSPF, OSPFv3

OSPF (Open Shortest Path First) — npoTOKON AMHAMWYECKOM MapLIpyTM3aLUumM, OCHOBaHHbIN Ha TEXHO-
JIOrMK OTC/IeXKMBaHMA COCTOAHUA KaHana (link-state technology) 1 ucnonbayowmii Ana HaxoXKAeHUs KpaTyan-
wero Nyt anroputm Lerkctpbl. MpoTtokon OSPF npepactasnset cobo NPOTOKOA BHYTpeHHero wntosa (IGP).
MpoTtokon OSPF pacnpoctpaHaeT MHGOPMaUMIO O AOCTYMHbIX MapLIPyTaxX MeXAy MapLlpyTM3aTOpaMmn OL4HOM

aBTOHOMHOWM CUCTEMDbI.

YCTpoicTBO NoAAepKMBaET OAHOBPEMEHHYIO PabOTy HECKONIbKMX HE3aBUCUMbIX 3K3EMMNSAPOB NpoLec-
coB OSPF. HacTtpoiika napameTpoB ak3emnnsapa OSPF npousBoaMTCA NyTeM yKasaHMA uaeHTUdUKaTopa K-

3emnnsapa (process_id).

KomaHObI pexcuma 2a06ana6HolU KOHpuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B peXKMUMe r106anbHON KOHPUrypaunm:

console (config) #

Tabnnua 333 — KomaHabl pexruma rnobanbHoi KoHduUrypaumm

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

KomaHda

Aelicmeue

router ospf [process_id]
[vrf vrf_name]

no router ospf [process_id]
[vrf vrf_name]

process_id: (1..65535)/1
vrf_name: (1..32)
cumBona

BkaounTtb MmappyTtmusaumio no npotokony OSPF.
3apaTtb naeHTMdUKaTOp Npouecca.

BbIKNOUMTE MapLUpyTM3aumio no npotokony OSPF.

ipv6 router ospf [pro-

BkntoumTb mapwpyTtursaumio no npotokony OSPFv3.

cess_id] . 3afaTb MaeHTUdMKaTOp Npouecca.

" process_id: (1..65535)/1
no ipv6 router ospf [pro- BbIKNtOUNTb MapLupyTM3aumio no npotokony OSPFv3.
cess_id]

ipv6 distance ospf {in-
ter-as | intra-as} distance

distance: (1..255)

no ipvé6 distance ospf {in-
ter-as | intra-as}

3a4aTb aAMUHUCTPATUBHYIO AUCTaHUMIO Ana maplpytos OSPF,
OSPFv3.

- inter-as — agna BHEWHNX aBTOHOMHbIX CUCTEM

- intra-as — BHYTpW aBTOHOMHOW CUCTEMBI.

BepHyTb 3HaYeHWA N0 YMONYAHUIO.

KomaHObl pexcuma npoyecca OSPF

BunAa 3anpoca KOMaHAHOWM CTPOKM B pexxnume KoHdurypaumm npouecca OSPF:

console(router_ospf_process)#

console (ipvé router ospf process)#
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Tabnunua 334 — KomaHabl pexkuma KoHpurypauum npouecca OSPF

KomaHda

3Ha4yeHue/3HayeHue
o ymon4YaHuro

Aelicmeue

redistribute connected
[metric metric] [metric-type
{type-1 | type-2}] [route-
map name_policy] [filter-
list name_acl] [tag value]
[subnets]

no redistribute connected
[metric metric] [metric-type
{type-1 | type-2}] [route-
map name_policy] [filter-
list name_acl] [tag value]
[subnets]

metric: (1..65535);
name_policy: (1..255)
CUMBO/IOB;
name_acl: (1..32)
CUMBO/IOB;
value: (0-4294967295)

PaspewunTb aHoOHCcUMpoBaHWe connected-mapLpyTos:

- metric-type type-1 — umnoptupyeT c nomeTkon Kak OSPF
external 1;

- metric-type type-2 — umnopTupyeT c nomeTKoM Kak OSPF
external 2;

- subnets — no3BonfeT UMNOPTUPOBATL NOACETH.

- metric — 3HaYeHUe METPUKMU A1A UMNOPTUPYEMbIX MapLL-
pyTOB;

- name-policy — vMA NOAUTUKM MMNOPTa, MO3BOAAOLLEN
dUNbTPOBAaTL M BHOCUTb M3MEHEHWA B MMNOPTUPYEMblE
MapLLpyTbl;

- name-acl — wuma craHgaptHoro IP ACL, nossosstoLLero
dUNbTPOBATL UMMOPTMPYEMbIE MAPLLPYTbI;

- value — 3HauyeHue aTpubyTa tag oA MMNOPTUPYEMbIX
MapLUpyTOB.

3anpeTuTb aHOHCcHMpoBaHWe connected-mapLupyToBs. B cayyae
YKa3aHWA napameTpa BepHyTb ero 3HauyeHMe No YMOAYaHUIO.

redistribute static [metric
metric] [metric-type {type-1
| type-2} ] [route-map
name_policy] [filter-list
name_acl] [tag value] [sub-
nets]

no redistribute static [met-
ric metric] [metric-type
{type-1 | type-2}] [route-
map name_policy] [filter-
list name_acl] [tag value]
[subnets]

metric: (1..65535);
name_policy: (1..255)
CUMBOJIOB;
name_acl: (1..32)
CUMBO/IOB;
value: (0-4294967295)

Pa3spelwmnTb aHOHCMpPOBaHME CTaTUYECKMX MapLUPYTOB:

- metric-type type-1 — umnopTupyeT c nomeTKol Kak OSPF
external 1;

- metric-type type-2 — umnopTtupyeT ¢ nomeTKoM Kak OSPF
external 2;

- subnets — nNo3BonseT MMNOPTUMPOBATb NOACETYH;

- metric — 3HaYeHWe METPUKM ANA UMNOPTUPYEMbIX MapLL-
pyToB;

- name-policy — vMA NOAUTUKM MMMOPTA, MO3BOJIAOLWEN
dUNbTPOBATL M BHOCUTb M3MEHEHWA B WMMMNOPTUPYEMble
MapLLpyTbl;

- name-acl — wuma ctaHgapTtHoro IP ACL, nossosAatoLLero
dMAbTPOBATL UMMOPTUPYEMbBIE MAPLLPYTbI;

- value — 3HauyeHue aTpubyTa tag ANA MMNOPTUPYEMbIX
MapLUpyTOB.

3anpeTuTb aHOHCUPOBAHME CTaTUYECKUX MapLUPYTOB. B cayyae
YKa3aHuWA napameTpa BepHYTb ero 3Ha4eHme No yMoa4YaHMIo.
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redistribute ospf id
[nssa-only] [metric metric]
[metric-type {type-1 | type-
2}] [route-map name]
[match {internal | external-
1 | external-2}] [tag value]
[subnets]

no redistribute ospf [id]
[nssa-only] [metric metric]
[metric-type {type-1 | type-
2}] [route-map name]
[match {internal | external-
1 | external-2}] [tag value]
[subnets]

id: (1..65535);
metric: (1..65535);
name: (0..32) cumBona;
value: (0-4294967295)

MmnopTtuposaTb maplpyTbl n3 npouecca OSPF B npouecc
OSPF:

- nssa-only — ycTaHaBAnBaeT 3HayeHMe nssa-only ana Bcex
MMNOPTUPYEMbBIX MAPLLPYTOB;

- metric-type type-1 — umnoptupyet c nomeTkon Kak OSPF
external 1;

- metric-type type-2 umnopTtupyeT c nomeTKol Kak OSPF
external 2;

- match internal — umnopTupyet mapLpyTbl B npeaenax area;
- match external-1 — umnopTtupyet mapupyTtbl Tuna OSPF
external 1;

- match external-2 — nmnoptupyet mapwpytbl TMNa OSPF
external 2;

- subnets — no3BonAeT MMNOPTUPOBATL NOACETYH;

- name — NpUMeHAEeT YKa3aHHYI0 NOUTUKY MMMOPTA,
no3BonAtoLwyo GUALTPOBATL U BHOCUTb U3MEHEHUA B
MMNOPTUPYEMbIE MApPLLPYTbI;

- metric — ycTaHaBAMBaET 3HaYEHME METPUKM A8 UMNOPTH-
pyeMbIX MapLIpyTOB;

- value — 3Ha4eHue aTpnbyTa tag A4na MMNOPTUPYEMbIX
MapLIpyTOB.

3anpeTnTb MMNOPT MapLpyToB 13 npouecca OSPF B npouecc
OSPF. B cnyyae ykaszaHWA NnapameTpa BEPHYTb €ro 3Ha4yeHune no
YMOAYaHUIo.

redistribute rip [metric
metric] [metric-type {type-1
| type-2} ] [route-map
name_policy] [filter-list
name_acl] [tag value] [sub-
nets]

no redistribute rip [metric
metric] [metric-type {type-1
| type-2} ] [route-map
name_policy] [filter-list
name_acl] [tag value] [sub-
nets]

metric: (1..65535);
name_policy: (1..255)
CUMBO/IOB;
name_acl: (1..32)
CUMBO/IOB;
value: (0-4294967295)

Pa3pelwmnTb aHOHCMpPOBaHNE MAPLLPYTOB, NOAYYEHHbIX NO
npotokony RIP:

- metric-type type-1 — umnopTupyeT c nomeTKol Kak OSPF
external 1;

- metric-type type-2 — umnopTtupyeT ¢ nomeTKoM Kak OSPF
external 2;

- subnets — nNo3BonseT MMNOPTUMPOBATb NOACETYH;

- metric — 3HaYeHWe METPUKU ANA UMMNOPTUPYEMbIX MapLL-
pyToB;

- name-policy — vMsA NOAUTUKM WMMMOPTA, MO3BOJIAOLEN
dUNbTPOBATL M BHOCUTb W3MEHEHWA B MMNOPTUPYemble
MapLLpyTbl;

- name-acl — wuma ctaHgaptHoro IP ACL, nossosAatoLLlero
dMAbTPOBATL UMMOPTUPYEMbBIE MAPLLPYTbI;

- value — 3HayeHue aTpubyTa tag ons UMNOPTUPYEMBIX
MapLUpyTOB.

3anpeTnTb aHOHCMPOBAHNE MapLLPYTOB, MONYYEHHbIX MO
npotokony RIP. B cnyyae ykasaHua napameTpa BepHYTb ero
3HaYeHme No YMOHaHUIO.
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redistribute isis [/level]
[match match] [metric met-
ric] [metric-type {type-1 |
type-2} ] [route-map
name_policy] [filter-list
name_acl] [tag value] [sub-
nets]

no redistribute isis [/evel]
[match match] [metric-type
{type-1 | type-2}] [route-
map name_policy] [filter-
list name_acl] [tag value]
[subnets]

level: (level-1, level-2,
level-1-2)/level-2;
match: (internal,
external);
metric: (1..65535);
value: (0-4294967295)

PaspelwunTb aHOHCMpPOBAHWE MapLUPYTOB, NOAYYEHHbIX NO
npotokony IS-IS:

- metric-type type-1 — umnopTt c nomeTkol OSPF external 1;
- metric-type type-2 — nmnopt c nometkoi OSPF external 2;
- subnets — no3BonfeT UMNOPTUPOBATL NOACETH;

- level — ypoBeHb IS-IS, n3 KoToporo byayT aHOHCMPOBATLCA
MapLUpyTbl;

- match — npou3BOAUTL aHOHCMPOBAHME TO/IbKO ANA YKa-
3aHHbIX TMNOB IP-IS mapwpyTos;

- metric — 3HaYeHWe METPUKMU ANA UMNOPTUPYEMbIX MapLL-

pyTOB,

- name-policy — VMA NOAUTUKM MMMOpPTa, NO3BOAAKOLWEN
$unbTPOBaTL U BHOCUTb W3MEHEHWA B MMMOPTUPYEMble
MapLUpyTbl;

- value — 3HaueHue aTpubyTa tag ANA MMNOPTUPYEMBIX
MapLLpyTOB.

be3 napameTpoB 3anpeTuTb aHOHCMPOBAHWE MAPLLPYTOB,
NONYYEHHbIX NO NPOTOKOAY IS-IS. B cnyyae ykasaHuA
napameTpa BEPHYTb €ro 3Ha4eHne No YMONYAHMUIO.

redistribute bgp [metric
metric] [metric-type {type-1
| type-2} ] [route-map
name_policy] [filter-list
name_acl] [tag value] [sub-
nets]

no redistribute bgp [metric
metric] [metric-type {type-1
| type-2} ] [route-map
name_policy] [filter-list
name_acl] [tag value] [sub-
nets]

metric: (1..65535);
name_policy: (1..255)
CUMBO/IOB;
name_acl: (1..32)
CUMBO/IOB;
value: (0-4294967295)

Pa3pelwmnTb aHOHCMpPOBaHNE MAPLLPYTOB, NOAYYEHHbIX NO
npotokony BGP:

- metric-type type-1 — umnopTupyeT c nomeTKol Kak OSPF
external 1;

- metric-type type-2 — umnopTtupyeT ¢ nomeTKoM Kak OSPF
external 2;

- subnets — nNo3BonseT MMNOPTUMPOBATb NOACETYH;

- metric — 3HaYeHWE METPUKMU A1 UMNOPTUPYEMbIX MapLL-
pyTOB;

- name-policy — vMA NOAUTUKM MMNOPTA, MO3BOJIAOLEN
dUNbTPOBATL M BHOCUTb W3MEHEHWA B WMMNOPTUPYemble
MapLLpyTbl;

- name-acl — wuma ctaHgaptHoro IP ACL, nossosstoLLero
dMAbTPOBATL UMMOPTUPYEMbBIE MAPLLPYTbI;

- value — 3HauyeHue aTpmbyTa tag anNa UMNOPTUPYEMBIX
MapLUpyTOB.

3anpeTnTb aHOHCMPOBAHNE MapPLLPYTOB, MONYYEHHbIX MO
npoTtokony BGP. B cnyyae ykasaHua napameTpa BepHYTb ero
3HaYeHue Mo YMOYAHMIO.

compatible rfc1583

no compatible rfc1583

—/enabled

Bktountb coBmectumocTtb ¢ RFC 1583 (Tosibko ans IPv4).

BbIkAtOUnTL coBmecTMmocTb ¢ RFC 1583.

router-id A.B.C.D

no router-id A.B.C.D

A.B.C.D: ngeHtuopukaTtop
MaplupyTusaTopa B
dopmarte IPvd-agpeca

YCTaHOBUTbL UAEHTUOUKATOP MapLIpPYTU3aTOPa, KOTOPbIN
YHWUKaNbHO naeHTUMLMPYET MapLipyTM3aTop B Npeaenax
0ZHOW aBTOHOMHOM CUCTEMBI.

YCTaHOBUTb 3HaYeHME N0 YMOIHAHMUIO.

network ip_addr area
A.B.C.D [shutdown]

no network ip addr

ip_addr: A.B.C.D

BktounTb (0TKAOUKTL) 3K3emnaap OSPF Ha IP-uHTepdelice
(ana IPv4).

Ypanute IP-agpec nHTepoeiica.

default-metric metric

no default-metric

metric: (1..65535)

YctaHoBUTb MeTpuKy OSPF-mapuipyTa.

OTKAOUNTD GYHKLMIO.

area A.B.C.D stub [no-sum-
mary]

A.B.C.D: uaeHtTndukatop
MapLipyTU3aTopa B
dopmarte IPv4-agpeca

YCTaHOBWUTb A9 YKa3aHHOW 30HbI TMN stub. 30Ha —
COBOKYMHOCTb CeTeW U MapLUpyTU3aTOPOB, UMEIOLLUX OAUH U
TOT e naeHTMduKaTop.

- no-summary — He o0TnNpaeAATb MHGOPMaLMIO O
CYMMMPOBAHHbIX BHELLHUX MapLUpyTax.
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no area A.B.C.D stub

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.

area A.B.C.D nssa [no-sum-
mary] [translator-stabil-
ity-interval interval] [trans-
lator-role {always | candi-
date}]

no area A.B.C.D nssa

A.B.C.D: uaeHtndukatop
MapLlupyTusaTopa B
dopmarte IPvd-agpeca;
interval: uenoe
NoNOXKUTENBHOE YNC/IO;

YCTaHOBUTb N5 YKa3aHHOM 30HbI TMM NSSA.

- no-summary — He NPMHUMaTb MHGOPMaLKIO O
CYMMMPOBAHHbIX BHELIHUX MapLpyTax BHYTPb NSSA-30HbI;

- interval — onpepenaeT NPOMeXKYTOK BPeMeHM (B cekyHAax), B
TeyeHne KOTOporo TpaHcNATOp ByaeT BbINOSHATL CBOM
bYHKLMM nocne Toro, Kak 06HAPYKUT, YTO TPAHCAATOPOM CTas
LpYroi rpaHUYHbIN MapLupyTUsaTop.

- translator-role — onpegensert, kKakum obpasom Ha
MapLupyTu3aTope byaeT GYyHKLUMOHNPOBATL PEKUM
TpaHcnsTopa (TpaHcnsaumm Type-7 LSA B Type-5 LSA):

- always — B npuHyaANTENBLHOM NOCTOAHHOM PEXKUME;

- candidate — B pexvme yyacTusa B Bbibopax TpaHcAATOPa.

YCTaHOBUTb 3Ha4YeHMe N0 YMOIYAHMUIO.

area A.B.C.D virtual-link
A.B.C.D [hello-interval secs]
[retransmit-interval secs]
[transmit-delay secs]
[dead-interval secs] [null |
message-digest] [key-chain
word]

no area A.B.C.D virtual-link
A.B.C.D [hello-interval secs]
[retransmit-interval secs]
[transmit-delay secs]
[dead-interval secs] [null |
message-digest] [key-chain
word]

A.B.C.D: naeHTndukatop
MaplupyTU3aTopa B
dopmare IPv4-appeca;
secs: (1..65535) cekyHa;
word: (1..256) cumonos

Co3aaTb BUPTyasibHOE COeANHEHNE MeXAY OCHOBHOM U
OPYrMMU yaaneHHbIMK 061acTAMM, KOTOPbIe UMEIOT MeX Ay
HUMM 0bnacTu.

- hello-interval — ykasaTtb hello-nHtepsan;

- retransmit-interval — yka3aTb MHTepBan meay NOBTOPHLIMM
nepegadamu;

- transmit-delay — yKka3aTb Bpems 3a4epKKu;

- dead-interval — ykasaTb dead-uHtepsan;

- null — 6e3 ayTeHTUdMKauuy;

- message-digest — ayTeHTUdMKaLMA C WUNDpPOBaAHUEM;

- word — naposb gns ayTeHTUGUKaumm.

Y[anuTb BUPTyanbHOE CoefMHeHMe.

area A.B.C.D default-cost
cost

no area A.B.C.D default-
cost

A.B.C.D: naeHtndukatop
MaplupyTusaTopa B
dopmare IPv4-agpeca;
cost: uenoe
NONOXUTENbHOE YNC/IO

YCTaHOBWUTb 3HAaYEeHWE CTOMMOCTM CYMMAPHOTO MapLLpyTa,
ncnonbsyemoro ansa stub- n NSSA-3oH (ans IPv4).

YCcTaHOBUTb 3HaYeHue no YMONYaHULO.

area A.B.C.D authentication
[message-digest]

no area A.B.C.D authentica-
tion [message-digest]

A.B.C.D: ngeHtuopukaTtop
MapLipyTU3aTopa B
dopmare IPv4-agpeca;
—/BbIKNIOYEHO

BKAOUNTL ayTEHTUDUKALMIO ANA BCEX MHTEPdENCoB AaHHOM
30HbI (ana IPv4):
- message-digest — c wuodposaHnem MDS5.

OTKNOUNUTD ayTEHTUOUKALMIO.

area A.B.C.D range net-
work_address mask [adver-
tise | not-advertise]

no area A.B.C.D range net-
work_address mask

A.B.C.D: ngeHtuopukaTtop
MaplupyTu3aTopa B
dopmare IPv4-appeca;
network_address:
A.B.C.D;
mask: E.F.G.H

Co34aTb CYMMApPHbI MapLUPYT Ha rpaHuue 30HbI (ans IPv4).
- advertise — aHOHCMPOBaTb CO34aHHbIN MAPLLPYT;
- not-advertise — He aHOHCMPOBATb CO34aHHbIM MApPLLPYT.

Y[anuTb CyMMapHbIi MapLupyT.

area A.B.C.D filter-list prefix
prefix_list in

no area A.B.C.D filter-list
prefix prefix_list in

A.B.C.D: uaeHtTndukatop
MapLipyTU3aTopa B
dopmarte IPv4-agpeca;
prefix_list: (1..32)
cumBoONna

YCTaHOBUTb GUABLTP Ha MaPLLPYTbI, aHOHCUPYEMble B
YKa3aHHYt0 30HY U3 gpyrux 30H (ans IPv4).

YaannTb GUALTP HAa MapLUPYTbl, aHOHCMPYEMbIE B YKa3aHHYIO
30HY M3 ApYrux 30H (ans IPv4).

area A.B.C.D filter-list prefix
prefix_list out

no area A.B.C.D filter-list
prefix prefix_list out

A.B.C.D: uaeHtndukatop
MaplupyTusaTopa B
dopmarte IPvd-agpeca;
prefix_list: (1..32)
cMmBona

YcTaHOBUTb GUALTP Ha MapLUPYTbl, aHOHCUPYEMble U3
YyKa3aHHOW 30HbI B Apyrue 30Hbl (a1a IPv4).

Yaanutb GUAbTP Ha MapLIPYTbl, aHOHCMPYEeMble U3 yKa3aHHOM
30HbI B Apyrue 30Hbl (ans IPv4).

area A.B.C.D shutdown

OTkntoumTb Npouecc OSPF ana 30HbI.
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no area A.B.C.D shutdown

A.B.C.D: uaeHtndukatop
MapLlupyTusaTopa B
dopmarte IPvd-agpeca;
—/BKAIOYEHO

Bkatountb npouecc OSPF ana 30HbI.

auto-cost reference-band-
width reference

reference: (0..400000)/

YCTaHOBWUTbL aBTOMATUYECKMIA pacyeT MeTPUKK UHTepdelica B
3aBMCMMOCTM OT €ro CKOpoCTH Nno ¢popmyne: reference/ifSpeed.
- reference — 6a30Bas CKOPOCTb.

V 3HaueHue reference, paBHoe 0, oTKAlO4aeT
0 Mbur/c ABTOMATUYECKUIi pacyeT MeTPUKU.
no auto-cost reference- YCTaHOBUTb 3Ha4YeHNe NO YMOAYAHUIO.
bandwidth
shutdown OTkAtoumTb Npouecc OSPF.
—/BKNOYEHO

no shutdown

Bkatountb npouecc OSPF.

summary-address
ipv4_addr mask [not-adver-
tise]

no summary-address
ip_addr mask [not-adver-
tise]

—/BbIK/OYEHO

BKAHOUMTL cCymMmnpoBaHMe mapwpyToB IPv4, KoTopble 6bian
nony4veHbl OSPF 13 apyrmux npoToKonos.
not-advertise — npocymmunpoBaTb, HO He aHOHCMPOBaTb.

OTKNOUYNUTD CYMMapM3aLmMio MapLIpPyTOB.

summary-prefix ipv6 [not-
advertise]

summary-prefix ipv6 [not-
advertise]

—/BbIK/IOYEHO

BKAHOUMTL CymMMpoOBaHME MmapwpyToB IPv6, KoTopble 6bian
nony4yeHbl OSPF 13 apyrmux npoToKonos.
not-advertise — npocymmunpoBaTtb, HO He aHOHCMPOBaTb.

OTKOUYUTD CYMMapM3aLmMi0 MapLIpPyTOB.

timers spf delay delay

delay: (0..600000)/5000

YCTaHOBWUTL BEIMUYNHY 3a4,€PXKKM, NPOU3BOAMMON Nepes,
oyepeaHbIM nocnegosaTesibHbIM pacyeTom SPF.

no timers spf delay me YCTaHOBWUTb 3Ha4YeHWe No YMONYAHUIO.
timers Isa throttle min_in- 3a4aTb BpeMeHHble napameTpbl LSA-TpoTTAnHra. TPOTTAUHE
terval hold_interval max_in- LEeNCTBYeT TONbKO Ha LSA, MICTOYHMKOM KOTOPbIX ABNAETCA
terval JIOKaNbHOE YCTPOMCTBO.
- min_interval — MUHUManNbHbIN BPeMEHHOM MHTEPBaN MeXAay
min_interval: OBYMA Noc/iefoBaTesIbHO OTNPABAAWUMNCA OANHAKOBbIMK
(0..60000)/5000 mc; LSA.
hold_interval: - hold_interval — wHTepBan, onpeaenatoLlnin TEKyLLee Bpema

no timers Isa throttle

(0..60000)/0 mc;
max_interval:
(0..60000)/0 mc

3aaepKKu. C Kaxgoi HoBoM nocnesosaTenbHoM LSA aToT
WHTEePBaN YMHOMaeTcA Ha Ba, NOKa He AOCTUTHET 3HaYeHuA
max_interval.

- max_interval — MaKCMManbHbI BpEMEHHOWN MHTepBan
MeXKAy ABYMA Nocnef0BaTe/IbHO OTNPABAAOWMMUNCA
oAuHaKoBbiMmu LSA.

YCcTaHOBUTb 3HaYeHue no YMONYaHULO.

timers Isa arrival min_arri-
val

no timers Isa arrival
min_arrival

min_arrival:
(0..60000)/1000 mc

YCTaHOBUTb MUHUMAJIbHBIV BPEMEHHOM MHTEPBA, C KOTOPbIM
MapLwpyTnsatop obpabatbiBaeT npuHMMaemble LSA.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

passive-interface

no passive-interface

/BbIKNIOYEHO

3anpetutb Bcem IP-nHTEpdeicam, yyacTsyowmm B npouecce
OSPF, 06MmeHMBaTbCA NMPOTOKO/IbHBIMW COODOLLLEHUAMM C
cocepamM (BKAOUUTD NACCUBHBIN PeXUM).

V Npn npumeHeHUU JAHHON KOMaHAbI HAcTPOIiKa ip
ospf passive-interface yganserca co Bcex ip-
MHTepdeiicoB U CTAaHOBUTCA ANA HUX 3HAYEHUeM No
YMONYaHMuIo.

YCTaHOBUTb 3HaYeHue no YMOANYaHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica IP

Bug, 3anpoca KOMaHAHOM CTPOKM:

console (config-ip) #
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Tabnunua 335 — KomaHabl pexkuma KoHpurypaunm nHtepdelica IP

KomaHda

3HayeHue/3HayeHue
1o yMoA4YaHuro

Aelicmeue

ip ospf shutdown

BbIKNtoUMTL MapLupyTM3aymio no npotokony OSPF Ha
uHTepdelice.

- —/BKAIOYEHO
no ip ospf shutdown BKAOUMTL MapLpyTmnsaumio no npotokoay OSPF Ha
uHTepdelice.
ip ospf network {broadcast Bbibpatb TMN ceTu:
| point-to-point} - broadcast — wrpoKoBeLaTeNbHan CeTb C MHOMKECTBEHHbIM
—/broadcast [0CTYyNnoMm;

no ip ospf network

- point-to-point — ceTb «TOYKa-TOUKa».

YCTaHOBUTb 3Ha4YeHMe N0 YMOIYAHMUIO.

ip ospf authentication
[key-chain key_chain |
null | message-digest]

no ip ospf authentication
[keychain]

key_chain: (1..32)
CMMBOJI0B;
no YyMOAYaHUIO
ayTeHTMdUKaumaA
OTK/lOYEHa

BkntounTb ayTeHTUdMKaumio B OSPF n onpegenuts ee Tun. bes
YKa3aHuA napameTpos OyZeT MCno/ib30BaThCA ayTeHTUOUKALMA
C MOMOLLBIO0 NAPO/IA, 334aHHOTO OTKPbITbIM TEKCTOM.

- keychain — BKntouaeT ncnonb3osBaHWe Habopa KaoYeln.
PaboTaeT B cBA3Ke C pexnmom message-digest.

- key_chain — nma Habopa KAYel, CO34aHHOITO KOMaHAOM
keychain;

- null — He ncnonb3oBaTb ayTeHTUPUKALMUIO;

- message-digest — ayteHTUdUKaumna MD5 c ucnonb3osaHue
Habopa Katouei.

YCTaHOBUTb 3Ha4YeHMe NO YMOIYAHMUIO.

ip ospf authentication-key
key

no ip ospf authentica-
tion-key

key: (1..8) cumBonos

HasHauuTb Naponb Ana ayTeHTUdUKaLumMm cocegent, LOCTYNHbIX
yepes Tekywmin nHtepdeiic. Maposb, yKazaHHbI TaKUM
obpasom, byaeT BHeApPEH B 3aro/IOBOK KayKA0ro yXoAALEero B
3Ty ceTb NakeTa OSPF B KauecTBe K/AOYa ayTeHTUOUKALMN.

Yaanutb napons.

ip ospf cost cost

no ip ospf cost

cost: (1..65535)/10

YCTaHOBUTb METPUKY COCTOAHUA KaHasa, KOTopas ABNAeTCA
YCNOBHbIM NOKa3aTtesieM ""cTOMMOCTU" NepecblIKK AaHHbIX NO
KaHany.

YCcTaHOBUTb 3HaYeHue no YMONYaHULO.

ip ospf dead-interval {in-
terval | minimal}

no ip ospf dead-interval

interval: (1..65535)
CEKyHS;
minimal — 1cek

YCTaHOBWUTb MHTEPBA/ BPEMEHU B CEKYHAAX, MO UCTEYEHUU
KOTOporo coces, 6yAeT cUMTaTbCA HEAKTUBHbIM. ITOT MHTEpPBaN
O0/KeH 6bITb KpaTHbIM 3HauveHuto hello-interval. Kak npasuno,
dead-interval paBeH 4 uHTepBanam otnpasku hello-nakeTos.

YCcTaHOBUTb 3HaYeHue no YMONYaHULO.

ip ospf hello-interval inter-
val

interval: (1..65535)/10

YCTaHOBWUTb MHTEPBaN BPEMEHM B CEKYHAAX, MO UCTEYEHUN
KOTOPOro MapLipyT1M3aTop oTnpasnaseT cneayowmii hello-naker

CeKyHA, ¢ nHTepdeiica.
no ip ospf hello-interval YCTaHOBUTb 3HAYeHMEe N0 YMOJTHAHUIO.
ip ospf mtu-ignore OTKNOUMTL NpoBepkn MTU.
—/BKAtOYEHO

no ip ospf mtu-ignore

YCTaHOBUTb 3HaYeHue No YMONYaHULO.

ip ospf passive-interface

no ip ospf passive-inter-
face

— /BbIK/OYEHO

3anpetuTtb IP-uHTepdeicy 06MeHMBATLCA NPOTOKOIbHbIMMU
coobLLeHMAMM € coceaamm (BKAOUUTb NACCUBHbBIN PeXUM).

YCTaHOBWTb 3HaYEHME MO YMOIYAHUIO.
V Ecnu npumeHeHa HacTpoiika passive-interface B
f pexume KoHdurypauum npouecca OSPF, To paHHas
KOMaHAaA BbIBOAUT AaHHbIN IP-uHTepdeiic us
NacCUBHOTO peXxnuma.

passive-interface

no passive-interface

— /BbIKOYEHO

BbIK/IIOYMTb OTNPABKY MPOTOKO/IbHbIX COOBLLEHMI Ana BCeX
OSPF-uHTEepdeicos.

BKOUYUTL OTNPaBKY NPOTOKO/bHbIX CO0bLLeHNI ans Bcex OSPF-
WHTepdelicos.

ip ospf priority priority

no ip ospf priority

priority: (0..255)/1

YCTaHOBWUTb NPUOPUTET MApPLLPYTU3aTOPA, KOTOPLIN
ncnonb3syetca ans sbibopa DR v BDR.

YCTaHOBUTb 3Ha4YeHME N0 YMOIHAHMUIO.
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ip ospf retransmit-interval
interval

no ip ospf retransmit-inter-
val

interval: (1..65535)/5
CeKyHA,

YCTaHOBWUTb MHTEPBA BPEMEHW B CEKYHAAX, MO UCTEYEHUM
KOTOPOro MapLUpyTU3aTop NOBTOPHO OTNPABUT NakeT, Ha
KOTOPbI He NOYYMUA NOATBEPKAEHUA O NONYHEHUN
(Hanpumep, Database Description nau Link State Request
nakertbl).

YCTaHOBUTb 3Ha4YeHMe NO YMOIHAHMUIO.

ip ospf transmit-delay de-
lay

no ip ospf transmit-delay

delay: (1..65535)/1
CeKyHA,

YCTaHOBWUTb NPUMEPHOE Bpems B CEKyHAAX, Heobxoanmoe ann
nepesayn NakeTa COCTOAHMA KaHana.

YCTaHOBWUTb 3HAYeHME NO YMON4YaHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet, VLAN

BuAa 3anpoca KOMaHAHOWN CTPOKMU:

console (config-if) #

Tabnunua 336 — KomaHabl pexkuma KoHpurypauum nntepdeliica Ethernet, VLAN

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ipv6 ospf shutdown

no ipv6 ospf shutdown

—/BKAKOYEHO

BbIKAHOUMTL MapLipyTU3aumio no npotokony OSPFv3 Ha
nHTepdelice.

BkatoumTb mapwpyTtusaumio no npotokony OSPFv3 Ha
nHTepdelice.

ipv6 ospf process area area
[shutdown]

process: (1..65536);
area: naeHTMouKaTop
MapLupyTu3aTopa B
dopmarte IPv4-agpeca

BkatounTb (oTKAOUMTL) OSPF npouecc ans onpeaeneHHom
30Hbl.

ipv6 ospf cost cost

no ipv6 ospf cost

cost: (1..65535)/10

YCTaHOBUTb METPUKY COCTOAHUA KaHaa, KoTopas ABAseTCA
YCNOBHbIM NOKa3aTtesieM ""cTOMMOCTU" NepecbiIKK AaHHbIX NO
KaHany.

YCTaHOBUTb 3HaYeHMe No YMONYaHULO.

ipv6 ospf dead-interval in-
terval

no ipv6 ospf dead-interval

interval: (1..65535)
CEKYHA,

YCTaHOBWUTb MHTEPBA/ BPEMEHU B CEKYHAAX, MO UCTEYEHUMU
KOTOporo cocef, byleT cCUMTaTbCA HEAKTUBHBIM. ITOT UHTEPBa
[0/MKeH 6bITb KpaTHbIM 3HaveHuto hello-interval. Kak npasuno,
dead-interval paBeH 4 uHTepBanam otnpasku hello-nakeTos.

YCTaHOBUTb 3HaYeHue No YMONYaHULO.

ipv6 ospf hello-interval in-
terval

no ipv6 ospf hello-interval

interval: (1..65535)/10
CeKyHA,

YCTaHOBWUTb MHTEPBA/ BPEMEHM B CEKYHAAX, MO UCTEYEHUM
KOTOPOro mMapLupyTU3aTop oTrnpasasneT cneaytowmin hello-naket
c uHTepdelica.

YCcTaHOBUTb 3HaYeHue no YMONYaHULO.

ipv6 ospf mtu-ignore

no ipv6 ospf mtu-ignore

— /BbIK/OYEHO

OTkntoumTb NpoBepky MTU.

YCcTaHOBUTb 3HaYeHue no YMONYaHULO.

ipv6 ospf neighbor 3apatb IPv6-agpec cocena.

{ipv6_address}

ipv6 ospf neighbor N Ypanutb IPv6-agpec cocepa.

{ipv6_address}

ipv6 ospf priority priority YCTaHOBWUTb NPUOPUTET MApPLLPYTU3aTOPA, KOTOPLIN

no ipv6 ospf priority

priority: (0..255)/1

ncnosb3yetcs gns sbibopa DR 1 BDR.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

ipv6 ospf retransmit-inter-
val interval

no ipv6 ospf retransmit-in-
terval

interval: (1..65535)/5
CeKyHA,

YCTaHOBUTb MHTEPBAN BPEMEHW B CEKYHAAX, MO UCTEYEHUU
KOTOPOro MapLupyTU3aTop NOBTOPHO OTNPABUT NaKeT, Ha
KOTOPbI/ HE NONYYMA NOATBEPKAEHMA O NONYYEHUM
(Hanpumep, Database Description naket uau Link State Request
nakeTbl).

YCTaHOBUTb 3HaYeHue no YMONYaHULO.
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ipv6 ospf transmit-delay YCTaHOBWUTb NPUMEPHOE BpeMA B CEKYHAAX, Heobxoanmoe s
delay: (1..65535)/1

delay nepefayu naketa COCTOAHUA KaHana.

CEKYH

no ip ospf transmit-delay YHA YCTaHOBUTb 3Ha4YeHNe NO YMOAYAHUIO.

KomaHOb1 pexcuma privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKK B pexume privileged EXEC:

console#

Tabanua 337 — KomaHgbl pexkuma privileged EXEC

Komanda 3HayeHue/3Ha4yeHue Neiicmeue
no ymoa4YaHuro

show {ip | ipv6} ospf [pro- process_id: (1..65536) OT06pa3unTb KoHduUrypaumio OSPF.
cess_id | vrf vrf_name] vrf_name: (1..32)

cumBona
show {ip | ipv6} ospf [pro- process_id: (1..65536) OT06pa3uTb MHPopmaLmio 06 OSPF-coceasx.
cess_id] neighbor [vrf vrf_name: (1..32)
vrf_name] cumBona
show ip ospf [process_id] process_id: (1..65536); OT06pasunTb MHPopmaumto 06 OSPF-cocee € yKazaHHbIM
neighbor A.B.C.D [vrf A.B.C.D: IP-agpec cocega | agpecom.
vrf_name] vrf_name: (1..32)

cumBona
show {ip | ipv6} ospf [pro- process_id: (1..65536) OTo6pa3uTb KoHdUrypaumto Bcex OSPF-uHTepdelicos.
cess_id] interface [vrf vrf_name: (1..32)
vrf_name] cumBoONna
show {ip | ipv6} ospf [pro- process_id: (1..65535); OT06pa3unTb KoHdUrypaumto KoHKpeTHoro OSPF-nHTepdeiica.
cess_id] interface {giga- gi_port: (1..8/0/1..48);
bitethernet gi_port | tengi- te_port: (1..8/0/1..24);
gabitethernet te_port | for- fo_port: (1..8/0/1..4);
tygigabitethernet fo_port | group: (1..48);
port-channel group | vlan vlan_id: (1..4094);
vlan_id | tunnel tunnel_id | tunnel_id: (1..16);
A.B.C.D [vrf vrf_name] A.B.C.D: IP-agpec;
[brief]} vrf_name: (1..32)

cumBona
show {ip | ipv6} ospf [pro- OT06pa3nTb cocTosHMe H6a3bl AaHHbIX NpoToKkona OSPF.
cess_id] database [vrf process_id: (1..65535);
vrf_name] [router [vrf
vrf_name] | summary [vrf vrf_name: (1..32)
vrf_name] | as-summary cumeona
[vrf vrf_namel]
show {ip | ipv6} ospf vir- process_id: (1..65535); OT06pa3nTb NapameTpbl U TeKYLLEE COCTOAHME BUPTYANIbHbIX
tuallinks [process_id] | [vrf vrf_name: (1..32) JINHKOB.
vrf_name] cumBoONna
clear ip ospf [process id | process_id: (1..65535); PasopBaTb coceacTsa M yAaAUTb COOTBETCTBYOWME MAPLLPYThI.
vrf vrf_name process} vrf_name: (1..32)

cumBona
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[Mpumepbl 8bINOAHEHUA KOMAHO

e [okasaTb OSPF-cocenen ana onpeaeneHHoro VRF (vrfl):
console# show ip ospf neighbor vrf vrfl
e [epesanyctutb OSPF-npouecc gns onpegeneHHoro VRF (vrfl):

console# clear ip ospf vrf vrfl process

5.35.4 Hacmpolika npomokona BGP (Border Gateway Protocol)

BGP (Border Gateway Protocol — npoTokon rpaHMYHOrO LWAt03a) ABAAETCA NPOTOKONOM MapLUpyTU3a-
LMK Mexay aBTOHOMHbIMKW cuctemamm (AS). OcHoBHOM pyHKUMen BGP-cuctembl anaetca obmeH MHbopma-
LUMen o 4OCTYMHOCTM CeTel ¢ Apyrumm cuctemamm BGP. MHbopmauma o A0CTYNHOCTU CETeN BK/OYAET CIUCOK
aBTOHOMHbIX cucTeM (AS), yepes KoTopble NPoxoauT 3Ta MHGOpMaLMA.

BGP siBnsieTcs NPOTOKO/I0M NPUKIAAHOTO YPOBHSA M GYHKLMOHUPYET NOBEPX NPOTOKO/1a TPAHCMOPTHOTO
yposHA TCP (nopT 179). Nocne ycTaHOBKKN coeanHeHUA nepeaaérca nHdopmauusa obo Bcex mapLupyTax, npea-
Ha3Ha4YeHHbIX ANA 3KcnopTa. B ganbHelwem nepenaérca Tonbko nHGopmaumnsa o6 smeHeHuax B Tabamuax
MapLipyTU3aLMK.

! NoppepxKa npoToKkona BGP npeaoctaBnferca nNo AMLEH3UU.

KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

Bua, 3anpoca KOMaHAHOMN CTPOKM B pexkMme rnobasbHOMN KoHUrypaumm:
console (config) #

Tabnnua 338 — KomaHabl pexkuma rnobanbHoi KoHduUrypaumm

3Ha4yeHue/3HayeHue
no ymoa4yaHuro

KomaHoa Aelicmeue

router bgp [as_plain_id_|
as_dot _id]

BKAOYMTb MapLUpyTU3aLLMIO No NpoToKoay BGP.
3apaTb AeHTUGUKATOP AS U BOWTU B PEXKUM €ro
KOHUIyprpoBaHus.

as_plain_id: - as_plain_id — naeHTMpunKaTop aBTOHOMHOM CUCTEMBI,
(1..4294967295)/1 MCMNONb3yeMbI MapLIPYTU33aTOPOM MNPU YCTaHOBNEHUN
as_dot_id: coceficTBa M 0bMeHe MapLUpPYTHON MHPOopMaLmein.

- as_dot_id — ngeHtTndumKaTop aBTOHOMHOM cuCTEMbI B 32-
6uTHOM dopmare.

(1.0..65535.65535)

no router bgp
[as_plain_id_| as_dot _id]

OcTtaHoBUTb BGP-mapLipytusaTop, yaanuTb BCto KOHUrypauuio
npoTokona BGP.

ip community-list standard
name seq section_id {per-
mit | deny}

ip community-list ex-
panded name seq sec-
tion_id {permit | deny}
reg_exp

name: (1..32) cumBona;
section_id:
(1..4294967295);
reg_exp: (1-127) cum-
BO/a

Co34aTb CTaHAAPTHbIM CNMCOK community ¥ BOWTU B PEXUM €ro
KOHUrypMpoBaHus.

Co34aTb paclUMpeHHbIM CNIMCOK community.

reg_exp — perynapHoe BbipaxeHue.

[aHHbIA cnMcok community Mcnonb3yeTca Kak wabnoH ans
NouCKa COBMNageHMi community B cekummn match B route-map.

342

Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES5324




HELTEX

no ip community-list
{standard | expanded}
name seq [section_id]

Ypanutb yKaSaHHbIVI CNUCOK Community LEeNNKOM NN TONbKO
KOHKPETHYIO ero cekumio.

ip extcommunity-list
standard name seq sec-
tion_id {permit | deny}

ip extcommunity-list ex-
panded name seq sec-
tion_id {permit | deny}
reg_exp

no ip extcommunity-list
{standard | expanded}
name seq [section_id]

name: (1..32) cumBona;
section_id:
(1..4294967295);
reg_exp: (1-127) cum-
BO/Ia

Co34aTb CTAaHAAPTHBIN CAMCOK C PacLIMpPEHHBIMKM community u
BOWMTU B PEXXUM €ro KOHPUIrypupoBaHUA.

Co34aTb pacCLUMpPEHHbIM CNUCOK C pacLUMPEHHbIMM community.
reg_exp — perynapHoe BbipaXkeHue.

[aHHbIl cnncok extcommunity ncnonb3yeTca Kak WwabaoH ana
NoMCcKa coBNaZeHU pacluMpeHHbIX community B cekummn match
B route-map.

Y4anuTb yKasaHHbIM CNMCOK extcommunity Leankom uam
TO/IbKO KOHKPETHYIO €ro CEeKLMIO.

KomaHObI pexcuma KoHgu2ypayuu AS

BuAa 3anpoca KOMaHAHOM CTPOKM B pexnume KOHPurypaumm AS:

console (router-bgp) #

Tabnuua 339 — KomaHabl pexuma KoHpurypaumm AS

KomaHda

3HayeHue/3HayeHue
no yMmoa4aHuo

Aelicmeue

bgp router-id ip_add

no bgp router-id

3apaTtb naeHTMduKaTop BGP-maplpyTtunsatopa.

Ypanutb naeHtudukatop BGP-mapwpyTtusaTopa.

bgp asnotation dot

3apeicTBoBaTh cMcTeMy 0603HauYeHUs HomepoBs AS B popmaTe

—/asplain asdot.
no bgp asnotation YCTaHOBWTb 3HaYEHUE MO YMONYAHUIO
bgp client-to-client reflec- BKNIOYMTL Nepecbiiky MapLpyToB, Nosy4eHHbIx oT reflector-
gp — JeknioueHo p Y MapLupyToB, nony

tion

KnueHTa, apyrum BGP-cocepam.

no bgp client-to-client re-
flection

BbIKNOUMTb NEPECHIIKY MapLUpPYTOB, Noay4YeHHbIx oT reflector-
KnueHTa, apyrum BGP-cocepgam.

bgp cluster-id ip_add

3apaTb aeHTUdUKaTop Knactepa BGP-mapLlupyTusaTopa.
7. B cnyuae, ecnu npeHtudpukarTop Knacrepa He
V HacTpoeH, B KauecTBe uaeHTudukatopa byaer
MUCNoNb30BaTbCA rNobanbHbI naeHTUdPUKaTop BGP-
mapLupyTMsaropa.

no bgp cluster-id

Yoanutb naeHtudmkaTop Knactepa BGP-mapwpytmsaTtopa

bgp transport path-mtu-
discovery

Bkntountb npoueaypy Path MTU Discovery ans
aBTOmaTuyeckoro onpegenexHma Maximum Segment Size npwu
ycTtaHoBieHnn TCP-coeauHeHMA mexay coceaamu.
/| Bknouenue Path MTU Discovery Ha npouecce
V BK/IIOYaeT ero Ha Bcex cocenx.

no bgp transport path-
mtu-discovery

YCTaHOBUTb 3HAYEHME MO YMONYAHMIO.

shutdown

no shutdown

—/no shutdown

ALMWHUCTPATUBHO BbIK/IOYMTL NPOTOKOA BGP, He yaanasa ero
KOHbUrypaumio.
71 OTo peiicTteue BNEYET 3a cob60i pa3pbiB BCex ceccuid ¢
V BGP-cocegamm M O4MCTKY TabanLbl MapLupyTM3aumm
npotokona BGP.

BkntounTtb paboTy AS.

neighbor ip_add

3agatb IPv4- unu IPv6-agpec ana BGP-coceaa unv nepeiitv B
PEXMM KOHPUTYPUPOBAHMA CYLLECTBYIOLLErO coceaa.
-ip_add — IPv4- unu IPv6-agpec.
/i BO3MOXXHO yCTaHOBJIEHME COCEACTBA B TOM YMC/IE U
V yepes IPv6 Link-local appeca.
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no neighbor ip_add

Yaanutb KoHdurypauuto ana BGP-cocega ¢ ykazaHHbim IPv4-
nnn IPve-agpecom.

peer-group name

no peer-group name

name: (0..32) cumBona

Cospatb Peer-rpynny
- name — MMA rpynnel

Ypanutb co3gaHHyto Peer-rpynny.

address-family ipv4

YKkasatb T1n IPv4 Address Family u nepesectv KommyTaTtop B

{unicast | multicast} pexunm KoHdurypauum cootsetctaytowert Address Family.

— —/unicast
no address-family ipv4

{unicast | multicast}

BbikntounTb cooTBeTcTBYIOLWYIO Address-Family.

address-family ipv6 YKkazatb T1n IPv6 Address Family unicast u nepesectn
unicast KOMMYTATOP B peXXUM KOH$UrypaLmm cOOTBETCTBYIOLLEN
— Address-Family.

no address-family ipv6
unicast

BbIkNtounTb cooTBeTCTBYIOLWYIO Address-Family.

n Ecnm cocepcrBo yctaHoBneHO Ha IPv4-aapecax, To npu oTnpaske maplupyTtos IPv6 Takomy coceay
V B KauecTBe next-hop 6yaeTt yctaHoBAEH UCKYCCTBEHHbIN IPv6-agpec, ocCHOBaHHbIN Ha IPv4-agpece.
Y10o6bl 3TO MU3MEHUTb, HE06X0AMMO UCMOJIb30BaTb route-map, B KOTOPOi YKa3aTb HeobxoaMMblIiA

IPv6 next-hop. Mpumep AaHHOI HACTPOMKKN NpUBELEH HUXKe.

[Mpumep co30aHuUg route-map U npussa3Ku ee K BGP-cocedy 0718 UsmMeHeHUa UCX00auWux Mapwpymos
IPv6

console (config) #ipv6 route-map test 10 permit
console (config-route-map) #set ipvé next-hop 2030::1
console (config-route-map) #fexit

console (config) #router bgp 65500

console (router-bgp) #neighbor 10.0.0.2

console (router-bgp-nbr) #address-family ipv6 unicast
console (router-bgp-nbr-af) #route-map test out

B pe3synbTaTe BbINO/NIHEHMA KOMAHAbI Npu oTnpaBKe IPv6-mapwpyTtos coceay 10.0.0.2 3HayeHuMe nona
next-hop 6yaet 2030::1.

KomaHObI pexcuma KoHgu2ypayuu Address-Family

BuAa 3anpoca KOMaHAHOM CTPOKM B pexume KoHpurypaumnm Address-Family:

console (router-bgp-af) #

Tabnunua 340 — KomaHab! pexkuma KoHdurypaumm Address-Family

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa Aelicmeue

network ipv4_add [mask 3apaTb NoaceTb, KOTopaa aHOHcMpyeTca BGP-coceaam.

mask] - ipv4-add — IPv4-agpec nogceTw.

- mask — macka noaceTu.

— 71 Ecnm macka He yKasaHa, N0 yMO/IuaHMIO OHa 3apaeTca
V KNaccoBbIM METOA,0M agpecaLuu.

no network ipv4_add
[mask mask]

YAanuTb aHOHC AiaHHOM NoACeTH.

network ipv6_add 3agatb noaceTb, KOTOpPasA aHOHcupyeTca BGP-coceaam.

ipv6_add: X:X:X:X::X/(0- - ipv6-add — IPv6-agpec nogceTw.

128)

no network ipv6_add YOanuTb aHOHC AlaHHOM noaceTu.
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redistribute connected
[metric metric | filter-list
name]

no redistribute connected

metric: (1-4294967295);
name: (0..32) cumBona

PaspelwnTtb aHOHCMpPOBaHMeE connected-mapLipyTos.

- metric — 3HayeHue aTpnbyTa MED, KOoTOpOe 6yaeT npucBoeHo
MMMNOPTUPOBAHHBIM MapLLPyTaM.

- name — Ha3BaHue access-list, KoTopbIi BygeT NnpUMeHeH K
MapLLpyTam.

3anpeTuTb aHOHCHMpPOBaHKe connected-mapLUpyTOB.

redistribute rip [metric
metric | filter-list name]

no redistribute rip

metric: (1-4294967295);
name: (0..32) cumBona

MmnopTtuposatb mapwpyTtsl RIP 8 BGP.
- metric — 3Ha4yeHue aTpnbyTa MED, KOoTOpOE HByaeT NpUCBOEHO
MMNOPTUPOBAHHBIM MApLLPYTaM.
- name — Ha3BaHWe CNUcKa access-list, KoTopblii byaeT
NPUMEHEH K MapLupyTam.

’ 3 HepoctynHo gna address-family ipv6 unicast.

3anpeTnTb MMMNOPT MapLLPYTOB M3 NpoTokona RIP.

redistribute static [metric
metric | filter-list name]

no redistribute static

metric: (1-4294967295);
name: (0..32) cumBona

PaspelunTb aHOHCMPOBaHME CTAaTUYECKMX MAPLLPYTOB.

- metric — 3HauyeHue aTpnbyTa MED, KOoTOpOe byaeT npucsoeHo
MMMNOPTUPOBAHHbIM MapLLpyTam.

- name — Ha3BaHue access-list, KoTopbIv byaeT NpUMeHeH K
MapLLpyTam.

3anpeTnTb aHOHCUPOBAHUE CTAaTUYECKUX MAPLIPYTOB.

redistribute ospf id [metric
metric | match type | met-
ric-type mtype | nssa-only
| filter-list name]

no redistribute ospf

id: (1..65535);
metric: (1-4294967295);
type: (internal, external-

1, external-2); name:
(1..32) cumBonos;
mtype: (type-1, type-2);
name: (0..32) cumBona

MmnopTtuposaTtb mappytbl OSPF B BGP.
- id — npeHTndukaTop npouecca OSPF.
- metric — 3Ha4yeHue aTpnbyta MED, KoTOpOoe byaeT NpUCBOEHO
MMMNOPTUPOBAHHBIM MapLLPyTaM.
- type — tvn OSPF-mappyTos, aHOHcHpyembix 8 BGP.
- name — Ha3BaHWe cNucKa access-list, KoTopbin byaeT
NPUMEHEH K MapLupyTam.
- mtype — TMn meTpukn Ex1 nam Ex2.
7 B cnyuyae c address-family ipv6 unicast
V nogpasymesaetca OSPF3.

3anpeTuTb MMNOPT MapLIPyTOB 13 npotokosaa OSPF.

redistribute isis [level]
[match match] [metric
metric] [filter-list
acl_name]

no redistribute isis

level: (level-1, level-2,
level-1-2)/level-2;
match: (internal,
external);
metric: (1-65535);
acl_name: (1..32)
cMmBoONa

MmnopTtuposaTb maplpyTbl u3 IS-1S 8 BGP.

- level — ycTaHOBUTD, M3 KaKoro ypoBHA IS-IS byayT

QHOHCMPOBATbCA MApPLLPYThI;

- match — npoun3BoANTb aHOHCUPOBAHME TONbKO ANA

yKa3aHHbIX TMNOoB IS-IS mapwpyToB;

- metric — 3Ha4YeHWe MEeTPUKN AN UMMNOPTUPYEMbIX

MapLIpyTOB;

- acl_name — vms ctaHgapTtHoro IP ACL, KoTopsbili byget

MCMNoab30BaH Ana GUAbTPALMN UMNOPTUPYEMbIX MapLIPYTOB.
’ 3 HepoctynHo gna address-family ipv6 unicast.

3anpeTuTb MMNOPT MapLUPYTOB U3 NpoTOoKoAa IS-IS.

KomaHObI pexcuma KoHgu2ypayuu BGP-coceda

Bug, 3anpoca KOMaHAHOM CTPOKM B pexume KoHdurypaumm BGP-coceaa:

console (router-bgp-nbr) #
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Tabnunua 341 — KomaHabl pexkuma KoHpurypauum BGP-coceaa

KomaHda

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

maximum-prefix value
[threshold percent | hold-
timer second | action type ]

no maximum-prefix

value: (0-4294967295);
percent: (0-100);
second: (30-86400);
type: (restart, warning-
only)

BKOYNTL OrpaHUYeHme KOANYecTBa NPUHMMAEMbIX
mapuwpyTos oT BGP-coceaa.

- value — MaKcMManbHOE KONNMYECTBO NPUHMMAEMBbIX
MapLIpyTOB.

- percent — NPOLEHT OT MAaKCMMaJIbHOTO KOIMYECTBa
MapLpyTOB, NO AOCTUKEHMUM KOTOPOro OTNPaBAseTcA
npeaynpexaeHue.

- second — BpeMeHHOW NPOMEXKYTOK (B cekyHAax), no
MCTEYEHMIO KOTOPOTO NMPOUCXOAMUT NepenosKatoueHue, ecam
ceccus bblia pa3opBaHa M3-3a NPEBbILWEHNA KOANYEeCTBa
MapLIpyTOB.

- type — Ha3Ha4aeT AeicTBue BbINOHAEMOE NPU AOCTUNKEHUN
MaKCMManbHOTO 3HAYEHUA — Pa3pblB ceCCUM <restart> nnu
OoTMpaBKa NpeaynpexaeHusa <warning-only>.

BbIKNOUNTB OrpaHUYeHne KOAnYeCcTBa NPUMHUMaEMbIX
mapuwpyTtos ot BGP-coceaa.

advertisement-interval
adv_sec withdraw with_sec

no advertisement-interval

adv-sec: (0-65535)/30
CeKkyHa;
with-sec: (0-65535)/30
CeKyHA,

3a4aTtb BpeMeHHble MHTepBabl.

- adv-sec — MUHUMaNbHbIA MHTEPBAN MEXAY OTNPaBKOM
UPDATE coobuieHni1 04HOro U TOro e MapLupyTa.

- With-sec — MWUHWManNbHbIN UHTEPBAN MEXAY
QHOHCUPOBaAHMEM MapLIpyTa U ero nocneayowmm ae-
AHOHCUPOBaHNEM.

MpumeyaHue:

- advertisement-interval gonskeH 6biTb 60nbLIE NN paBeH
withdraw-interval.

- MapuwpyTbl, KOTOpble J0KHbI 6bITb aHOHCMPOBaHbI
coceaHum BGP-mapuipytusatopam, pacnpeaenatorca no
HecKkonbknm UPDATE-coobuweHnam. Mexay oTnpaBKoMn 3TUX
UPDATE-coobueHMit BblAepKMBAETCA CyYaliHbI BpeMeHHOM
WHTepBaJl TaKUM 06pa3om, 4Tobbl 0bLee Bpemsa Mexay
0bHOB/IEHMEM MapLLPYTOB B IOKaNbHOM Tabavue BGP n
oTtnpasKow nocnegHero UPDATE-coobLieHUs He NpeBblllano
advertisement-interval unu as-origination-interval B cnyyae
OTNPaBKM SIOKaNbHbIX (MapLpyTbl U3 NOKanbHOW AS)
MapuwpyToB B eBGP-coeamHeHnn. Takum 06pasom, Kaxaplil U3
MapLpPyTOB MOXKET UMETb CIY4aNHY0 BENNYMHY 3a4ePKKU
QHOHCUPOBAHMA.

- TouHOCTb paboTbl TaliMepoBs advertisement-interval,
withdraw-interval u as-origination-interval 3asucut ot
MaKCMManbHOTrO 3HaYeHUA t06Oro 13 3TUX TPEX TaliMepoB,
HacTpoeHHbIX Ha BGP-mapLupyTnsatope (y4nTbiBatoTcs
Talimepsbl, HacTpoeHHble ansa Bcex BGP-cocepeit). Bce 3HaueHus
TaliMepoB aHOHCUPOBAHMA U Ae-aHOHCMPOBAHUA MapLLPYTOB,
CKOHOUIYPMPOBaHHbIX HA YCTPOWCTBE, AUCKPETU3UPYIOTCA
WHTepBanom B 1/255 oT HanboAbLLEro HACTPOEHHOrO
3HayeHun. YBeMyeHne MakCMManbHOro 3HaveHus byaet
NPUBOAUTDL K YBEIMYEHMIO YAaCTOTbl AUCKPETM3aL MM TalMepoB
W, COOTBETCTBEHHO, K MOHWUKEHWIO TOYHOCTU UX PaboTbl.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

as-origination-interval
seconds

no as-origination-interval

seconds: (0-65535)/15
CeKyHA,

3azaTb BpeMeHHOM UHTepBan mexay otnpaskon UPDATE
COO0BLEHMI OAHOTO M TOTO }Ke MapLIPYTa, UCMONb3YeTca ANs
AHOHCA IOKaNbHbIX (MapLWpPYTbl M3 NOKanbHOM AS) MapLpyToB
eBGP cocegam.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

connect-retry-interval
seconds

no connect-retry-interval

seconds: (1-65535)/120
CeKyHA,

3apmatb BpeMeHHOVI WHTEepBan, No UCTEYEHUIO KOTOPOro
BO306HOBAAETCA NOMNbITKA co3patb BGP-ceccuto ¢ cocepom.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.
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next-hop-self

no next-hop-self

— /BbIKIOYEHO

BKAOUYNTL NOgMeHy 3HayeHuA aTpmbyTta NEXT_HOP Ha
JIOKasIbHbIN aApec mapLipyTusaTtopa.

OTKAOYUTL NogMeHy aTpmubyTta NEXT_HOP.

remote-as [as_plain_id_|
as_dot_id]

no remote-as

as_plain_id:
(1..4294967295)/1
as_dot_id:
(1.0..65535.65535)

3aaTb HOMepP aBTOHOMHOM CUCTEMbI, B KOTOPOI HaxoguTca
BGP-cocea. YcTaHOBNEHMeE cOCeACTBA HEBO3MOXKHO, NOKA
coceay He HasHayeH Homep AS.
/i OTo AelCTBME BNEYET pa3pblB CECCUMM C COCEAOM U
V OYMCTKY BCEX NPUHATBIX OT HEro MapLUPYTOB.

Ypanutb naeHTMPUKaTOp coceHe aBTOHOMHOM CUCTEMBI.

timers holdtime keepalive

no timers

holdtime: (0 | 3-
65535)/90 cekyHa;
keepalive: (0-21845)/30
CeKyHA,

3aaTb BpEMeHHbIe MHTEPBaAbI.

- holdtime — ecnu B TeyeHue 3TOro BpemeHu He byaeT

npuHaTo keepalive-cooblyeHune, To coeamMHEHUE C COCELOM

cbpacbiBaeTcs.

- keepalive — nHTepBan mexay otnpaskoi keepalive-

Cco0bLLEHMIA.

7 3HaueHusA holdtime u keepalive gonkHbl 6bITb NIM60
V 06a paBHbI HyAt0, N1M60 06a 6onblue HynA.

holdtime gonxeH 6bITb 60nblIE MK paBeH
keepalive.
- Ecnm 6bin BbI6paH Talimep hold, KoTopbii HacTpoeH
Ha /IOKa/IbHOM MapLUPyTM3aTope, TO UCNONb3yeTCA
NIoKanbHoe 3HayeHue Talimepa keepalive;
- Ecnum 6b1n BbIGpaH Taiimep hold, koTopbiii HacTpoeH
Ha coceAHeM MapLUpyTM3aTope, U 3HaYEeHUe
NIOKaNbHO HacTpoeHHOro Taimepa keepalive
meHbLe yem 1/3 BbibpaHHoOro Taiimepa hold, To
MCnonb3yeTcs /IoKa/ibHOe 3HauYeHue Talimepa
keepalive;
- Ecnm 6bin BbI6paH Talimep hold, KoTopbii HacTpoeH
Ha coceAHeM MapLUpyTM3aTope, U 3HaYEeHUe
NIOKaNbHO HacTpoeHHoro Talimepa keepalive 6onblwe
yem 1/3 sbibpaHHOro Taiimepa hold, To
MCNONb3YeTCA Liesioe YUCNI0, KOTOPOE MEHbLUIE YeM
1/3 ebibpaHHoro Taiimepa hold.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

timers idle-hold seconds

no timers idle-hold

seconds: (1..32747)/15

3a/aTb BPEMEHHOM MHTEPBAA YAEPHKAHUA coceaa B COCTOSHUN
Idle nocne Toro, Kak oH 6bis1 COPOLLEH B 3TO COCTOAHME. 3@ 3TOT
WHTEpPBa BCe MOMbITKM NepeycTaHOBUTb COeAUHEHME C
cocegom ByayT OTKAOHEHbI.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

timers open-delay seconds

no timers open-delay

seconds: (0-240)/0 cekyHg,

3a4aTb BpEMEHHOM MHTepBan mexay ycTaHoBKol TCP-
coefMHeHuAa u otTnpaskoi nepsoro OPEN-coobueHus.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

shutdown

no shutdown

—/no shutdown

AZMUHUCTPATUBHO BbIKAOYUTL ceccuto ¢ BGP-cocegom m
OUYMCTUTb MPUHATbIE OT HEFO0 MAPLLPYTbI, HE yAaNAA ero
KOHUrypaumm.

AZMUHUCTPATUBHO BKAOYNTL ceccuto ¢ BGP-cocegom.

update-source [ Giga-
bitEthernet gi_port Tengi-
gabitEthernet te_port
FortygigabitEthernet
fo_port Port-Channel group
Loopback /oopback Vlan
vlan_id ]

no update-source

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port(1..8/0/1..4);
group: (1..48);
loopback: (1-64);
vlan-id: (1-4094)

HasHauntb HTepdeic, KOTopbin byaeT MCNONb30BaH B
KauecTBe UCXOAALLEro Npyu COeAMHEHUN C COCEA0M.

OTMEHUTb PYYHYHO HACTPOIKY Ucxoaalero uHTepdeiica,
BK/ILOYNTb aBTOMATUUYECKUI BbIOOp MHTepdeiica.
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route-reflector-client [
meshed ]

no route-reflector-client

—/disabled

HasHauntb BGP-cocena Route-Reflector knneHtom.
- meshed — napameTp BbICTaBAETCA €CN UCNOAb3YeTCs mesh-
Tononorua. Mpu nony4yeHnun oT Takoro KameHTta BGP-
MapLpPyTOB OHW He ByAyT NepecbiNaTbCsa APYrMM KNANEHTaM.
7 BGP-mapuwpytusatop asnserca route-reflector-om,
« ecnu xota 6bl 04MH ero cocef, CKOHGUrypMpoBaH Kak
route-reflector knueHr.

YCTaHOBWUTb 3HAYeHME NO YMON4YaHUIO.

soft-reconfiguration in-
bound

no soft-reconfiguration in-
bound

—/disabled

CoxpaHWTb NoayYeHHble OT cocesia MapLIPYTbl B OTAENbHOM
061acTi namaT. Metog No3BoaseT NPUMEHUTb BXOAALLYHO
noAnTuKy "route-map in" ans cocega 6e3 cbpoca cocenctsa u
V 3anpoca MapLIpyTOB.
! nNo yMmonuyaHuio pabotaetr mexaHusm Route Refresh.

OTKNOUYNTb MEXAHU3M COXPAHEHUA MapLUPYTOB.

prefix-list name {in | out }

no prefix-list name { in |
out}

name: (0..32) cumBona

- name — Ha3BaHwue IP prefix-list, KoTopbili ByaeT npumeHeH
K aHOHCMPYEMbIM MU NPUHUMAEMbIM MapLIPyTam.

OtBasathb IP prefix-list.

peer-group name

no peer-group

name: (0..32) cumBona

- name — vma Peer-rpynnbl, KoTopas ByaeT npumeHeHa K

cocepy.
V Hactpoiiku Ha Peer-rpynne umetot 6onee Bbico-
KUIA NPUOPUTET, YeM HACTPOIKKU Ha CamoM coceae.

YpanuTb cocepa us rpynnbi

address-family ipv4 {
unicast | multicast }

Ykasatb Tmn IPv4 Address Family u nepesectn KommyTaTop B
pexum KoHdurypauum cooteetcTByloweit address family

—/unicast ans storo BGP-cocega.
no address-family ipv4 { BbIkNOUNTL cooTBeTcTBYlOLWYO |IPv4 Address-Family.
unicast | multicast }
transport path-mtu-discov- Bkntoumtb npouenypy Path MTU Discovery ana BGP-coceaa.
ery ’ | He noppepxusaetca Ha IPv6-coceacTse.
—/disabled H

no transport path-mtu-dis-
covery

Bbikntountb npoueaypy Path MTU Discovery ana BGP-
cocepa.

fall-over bfd

no fall-over bfd

— /BbIKAOYEHO

Bkntountb npotokon BFD Ha cocepe.
’ | He noppepxxunsaertca Ha IPv6-cocepacTse.

BbikntounTb npoTtokon BFD Ha cocepe.

password word

no password

word: (1..128) cumBon0B;
MO YMONYAHUIO ayTEHTH-
duKauma oTKIoYeHa

BKkntoumTb ayTeHTUdMKaumto Bcex TCP-cermeHTOB, MPUHATDLIX
oT BGP-cocega. 3a4aTb KAty ayTeHTUdUKALMM B TEKCTOBOM
Buae.

[aHHan HacTpoWKa UrHopUpyeTca, ecnn gaa ayteHTUudUKa-
umMm ykasaHa key-chain.

- word — KN4 B TEKCTOBOM BUAE.

YCcTaHOBUTb 3HaYeHue no YMOANYaHULO.

password encrypted en-
cryptedword

no password encrypted

encryptedword: (1..128);
Mo YMONYAHUIO ayTeHTH-
duKauma oTkNOYEHA

BkAtounTb ayTeHTUPMKaLmio Bcex TCP-cermeHTOB, MPUHATBIX
oT BGP-coceaa. 3agaeT ka4 ayTeHTUdMKauum B 3awmdpo-
BaHHOM BUAe (Hanpumep, Naposib B 3alWMPPOBAHHOM BUAE,
CKOMMUPOBAHHbIV C PYroro ycTpouncTsa).

[laHHaA HacTpoMKa UrHopupyeTca, ecnn Ana ayTeHTUduKa-
UMK yKasaHa key-chain.

- encryptedword — Knto4 B TEeKCTOBOM BUeE.

YCTaHOBUTb 3Ha4YeHME N0 YMOIHAHMUIO.

348

Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES5324




A ELTEX

password key-chain word

no password key-chain

word: (1..32) cumBonos;
MO YMONYAHUIO ayTEHTU-
duKauma oTKAOYEHA

3a4aTb UMA CBA3KM Ktouel, KoTopan byaeT MCnonb30BaTbCA
ons ayTeHTUdUKaumm Bcex TCP-cermeHTOB, NMPUHATLIX OT
BGP-coceaa.

- word — nMA CBA3KU K/loYel.

YCTaHOBUTb 3Ha4YeHMe N0 YMOIHAHMUIO.

KomaHObI pexcuma KoHgu2ypayuu Address Family BGP-coceda

BuAa 3anpoca KOMaHAHOWM CTPOKMK B pexxume KoHpurypaumnm Address Family BGP-coceaa:

console (router-bgp-nbr-af) #

Tabnunua 342 — KomaHab! pexuma KoHdpurypaumm Address Family BGP-cocega

KomaHda

3Ha4yeHue/3HayeHue
o ymon4yaHuro

Aelicmesue

maximum-prefix value
[threshold percent | hold-
timer second | action type]

no maximum-prefix

value: (0-4294967295);
percent: (0-100);
second: (30-86400); type:
(restart, warning-only)

BKAOUMTbL OrpaHUYeHmne KoamyectTsa NPUHMMaEMbIX MapLLPYTOB
ot BGP-cocepa.

- value — maKcMmanbHOe KOJIMYeCTBO NPUHMMAEMbIX
MapLUPYTOB.

- percent — NPOLEHT OT MAaKCMMANbHOrO KOAIMYeCcTBa
MapLIpPYyTOB, NO AOCTUNXKEHUN KOTOPOro OTNpaBasAeTcA
npegynpexaeHue.

- second — BpeMeHHOW NPOMEXKYTOK (B ceKyHAax), No
MNCTEYEHMIO KOTOPOro NPOUCXOANT NepenoaKoHeHNE, ecn
ceccua 6blna pasopBaHa M3-3a NPEBbILEHMA KOAUYECTBA
MapLUpPYTOB.

- type — Ha3HayvaeT AencTBME BbINOJHAEMOE NPU SOCTUNKEHUN
MaKCMManbHOrMo 3Ha4YeHnA — paspbiB ceccuu <restart> nnum
OTNpaBKa NpeaynpexaeHuns <warning-only>.

BbIKNHOUYUTD OorpaHunyeHne Konmnm4vectsa NPUHUMaemMbIX
mapLupyTos oT BGP-cocepa.
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advertisement-interval
adv_sec withdraw with_sec

no advertisement-interval

adv-sec: (0-65535)/30
CeKyHA;
with-sec: (0-65535)/30
CEeKYHA,

3apaTb BpemMeHHble MHTepBasbl.

- adv-sec — MMHUMa/bHbIW MHTEPBAJT MEXKAY OTNPaBKOW

UPDATE coobLeHnit o4HOro 1 TOro e MapLupyTa.

- With-sec — MUHUMA/bHbIN MHTEPBAN MEXKAY aHOHCMPOBaHUEM

MapLipyTa 1 ero nocieayowmm ae-aHoOHCMPOBaHUEM.

/i - advertisement-interval gonxeH 6biTb 60nblUe MK
V paBeH withdraw-interval.

- MapuupyTbl, KOTOpble A0NXHbI 6bITb AHOHCUPOBAHDI
coceaHum BGP-mapuipyTtusatopam, pacnpeaenatorca
no Heckonbkum UPDATE-coobweHnam. Mexay
otnpaBKoi 3Tux UPDATE-coobLueHnii Bbigep)KuBaeTca
CNy4yalHbIi BpeMeHHO UHTepBan Takum obpasom,
4yTO06bI 06 EEe Bpema mexay 06HoBNeHuem
MapLIPYTOB B JIOKanbHOM Tabauue BGP u oTnpasKoi
nocneaHero UPDATE-coobuieHus He npeBbiwano
advertisement-interval unu as-origination-interval 8
c/lydae OTNPaBKMU NOKaNbHbIX (MapLpyTbl U3
NoKanbHoii AS) mapwpyTtos B eBGP-coeguHeHUU.
Takum 06pasom, KaXabli U3 MapLUPYTOB MOXKET
MMEeTb CNyYaiiHyI0 BeINUMHY 3a4ePXKKU
QHOHCUMPOBAHMA.
- TouHoCTb paboTbl Talimepos advertisement-interval,
withdraw-interval u as-origination-interval 3asucur ot
MAKCMMaNbHOro 3Ha4eHua ntoboro uU3 aTUX TpPEx
TalimepoB, HacTpoeHHbIX Ha BGP-mapwpyTtusatope
(yuuTbiBatoTCA Talimepbl, HAaCTPOEHHble anA Bcex BGP-
cocegeit). Bce 3HaueHus TalimepoB aHOHCUPOBAHUA U
Ae-aHOHCUPOBAHUA MApLUPYTOB,
CKOHGUrypupoBaHHbIX Ha YCTPOUCTBE,
AVCKPETU3UPYIOTCA UHTEPBanom B 1/255 ot
Haub6o/bLIero HaCTPOEHHOro 3HaYeHuA. YBenmueHue
MaKCMManbHOro 3HaueHus 6yaer NpuBoAUTb K
YBE/IMYEHUIO YacCTOTbl AUCKPETU3ALMM TaliMepPOoB U,
COOTBETCTBEHHO, K MOHUXXEHUIO TOYHOCTU UX PaboTbl.

YCTaHOBUTb 3HAYEHME MO YMONYAHUIO.

as-origination-interval
seconds

no as-origination-interval

seconds: (0-65535)/15
CEeKYHA,

3apaTb BpEMEHHOM MHTepBan mexay otnpaskoit UPDATE
Co0bLEeHN O4HOMO U TOTO e MapLLpyTa, UCNONb3yeTca AnA
QHOHCA /IOKa/bHbIX (MapLIPyTbl U3 NOKaNbHOM AS) MapLLpyTOB
eBGP cocepam.

YCTaHOBUTb 3HAYE€HME MO YMOYAHUIO.

route-map name {in |
out}

no route-map name {in |
out}

name: (0..32) cumBona

- name — “mAa NOAUTUKM route-map, KoTopas 6yaeT npume-
HeHa K cocegy B faHHoi Address Family. Mo3sonset punbTpo-
BaTb U BHOCUTb M3MEHEHUS B aHOHCUPYEMble U NPUHUMAaE-
Mble MapLpyTbl.

Y8anuTb NoNUTUKK ¢ gaHHon Address Family.

next-hop-self

BKAtOUNTL NOAMEHY 3HaYeHuA aTpubyTta NEXT_HOP Ha

—/BKAOYEHO NIOKaNbHbIM agpec mapLipyTusatopa.
no next-hop-self OTKNOYUTL NogMeHy aTpubyTta NEXT_HOP.
route-reflector-client [ HasHauutb BGP-cocena Route-Reflector knneHtom.
meshed ] - meshed — napameTp BbicTaBseTcsa ecnun nucnonblyercs mesh-
Tononorus. Mpu NoNy4eHUn oT TaKoro KAnMeHTa BGP-mapLupyTos
—/disabled OHM He ByayT nepecbliaTbCs APYTUM KANEHTaM.

no route-reflector-client

7 BGP-mapwpytusartop asnserca route-reflector'om,
V ecnum xoTA 6bl OAUH ero cocef, CKOHGUTYPMpPOBaH Kak
route-reflector kameHr.

YcTaHaBAMBaeT 3Ha4YeHue no YMONYaHUIO.
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KomaHObI pexcuma KoHguaypayuu Peer-epynn

BuAa 3anpoca KOMaHAHOWM CTPOKM B pexxnume KOHPurypaumum Peer-rpynn:

console (router-bgp-nbrgrp) #

Tabnnua 343 — KomaHgbl pexxuma KoHdurypaunm Peer-rpynn

KomaHda

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmsue

maximum-prefix value
[threshold percent | hold-
timer second | action type ]

no maximum-prefix

value: (0-4294967295);
percent: (0-100);

second: (30-86400); type:

(restart, warning-only)

BKOUYNTL OrpaHMyYeHme KOAMYeCcTBa NPUHMMAEMbIX MapLLPYTOB
ot BGP-cocepa.

- value — MaKkcMmanbHOe KONNYeCTBO NPUHUMAEMBbIX
MapLIpyTOB.

- percent — NPOLEHT OT MAaKCMMA/IbHOTO KOIMYeCTBa
MapLUPYyTOB, NO AOCTUKEHUM KOTOPOro OTNpaBAseTca
npegynpexaeHue.

- second — BpeMeHHOI NPOMEKYTOK (B CEKyHAax), No
NCTEYEHMNIO KOTOPOTro NMPOUCXOAMUT NepenoaKatoueHne, ecnm
ceccus bbina pasopsaHa M3-3a NPeBbILEHNA KOMYECTBA
MapLUpPyTOB.

- type — HasHavaeT AelcTBUE BbINOHAEMOE NPU SOCTUKEHUN
MaKCUMMANbHOrO 3HAYEHUA — Pa3pbiB ceccun <restart> nau
oTnpaBKa npeaynpexaeHuns <warning-only>.

BbIKNOUMTb OrpaHMyeHne KoanyecTsa NPUHUMAEMbIX
mapuwpyTtos oT BGP-coceaa.

advertisement-interval
adv_sec withdraw with_sec

adv-sec: (0-65535)/30
CeKyHA;
with-sec: (0-65535)/30
CeKyHA,

3afaTb BpeMeHHble MHTepBasbl.
- adv-sec — MMHUMa bHbIA MHTEPBAT MEXAY OTNPaBKOW
UPDATE coobLieHnit oAHOro 1 TOro »Ke MapLipyTa.
- with-sec — MMHUMaNbHbIN MHTEPBaN MeXaY
QHOHCMPOBaHWEM MapLLPyTa U ero NnocaeayoLWwmm ae-
aHOHCUPOBaHWEM.
71 - advertisement-interval gponeH 6biTb 60nblIEe AN

V paseH withdraw-interval.

- MapupyTbl, KOTOpble AO0/XHbI 6bITb AHOHCUPOBAHbBI
cocegHum BGP-mapuipyTtusatopam, pacnpeaenatorcsa
no HeckonbKum UPDATE-coobweHuam. Mexay
oTtnpaBKoi 3Tux UPDATE-coo6uieHnii Bbigep:KuBaeTca
ClyyaiiHbI BpeMeHHOM MHTepBan Takum obpasom,
4yTo6bI 06 EE Bpema mexay o6HoBNeHnem
MapLUPYTOB B JIOKa/ibHOM Tabanue BGP n oTnpaBKo#
nocneaHero UPDATE-coobuieHuns He npesbiwano
advertisement-interval unu as-origination-interval 8
c/ly4ae OTNPaBKMU NIOKaNbHbIX (MapLIpyTbl U3
NoKanbHoii AS) mapwpyTtos B eBGP-coeguHeHUU.
Takum 06pasom, Kaxablii U3 MapLUPYTOB MOKET
MMEeTb CyYaiiHyI0 BeINUMHY 3a4ePXKKU
QHOHCMPOBAHMA.

- TouHoCTb paboTbl Talimepos advertisement-interval,
withdraw-interval u as-origination-interval 3aBucur ot

MaKCMMaNbHOro 3Ha4eHua ntoboro uU3 aTUX TpEx
TallMepoB, HACTPOEHHbIX HAa BGP-mapLuipyTtusarope
(yuuTbiBalOTCA TaliMepbl, HACTPOEHHble anA Bcex BGP-
cocepeit). Bce 3HaueHUa TalimepoB aHOHCUPOBAHUA U
Ae-aHOHCUPOBAHUA MApLUPYTOB,
CKOHGUrypupoBaHHbIX Ha YCTPOUCTBE,
OVCKPETU3NPYIOTCA MHTEPBanom B 1/255 ot
HaunbonbLIero HaCTPOEHHOro 3Ha4YeHuA. YBenmyeHue
MaKCMMaNbHOro 3HavyeHuA 6yaeT npuBogUTb K
YBEJIMYEHUIO YacCTOTbl AUCKPETU3ALMM TaliMepOoB U,
COOTBETCTBEHHO, K MOHUXXEHUIO TOYHOCTU UX paboTbl.
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no advertisement-interval

YCTaHOBUTb 3HAYeHue no YMO4aHUIO.

as-origination-interval
seconds

no as-origination-interval

seconds: (0-65535)/15
CeKyHA,

3a4aTb BpeMeHHOM MHTepBan mexxay otnpaskoii UPDATE
COOBLWEHNI O4HOMO M TOTO e MapLLpPYTa, UCMOb3YeTCa AN
QHOHCA /IOKa/bHbIX (MApLpPYTbl U3 I0KaNbHOM AS) MapLupyToB
eBGP cocepam.

YCTaHOBWUTb 3HAYeHUE NO YMO/IHaHUIO.

connect-retry-interval
seconds

no connect-retry-interval

seconds: (1-65535)/120
CeKyHA,

33,El,aTb BpeMeHHOVI WUHTEpBasa, NO UCTEYEHUIO KOTOPOro
BO306OHOBAAETCA NOMbITKA co3patb BGP-ceccuto ¢ cocegom.

YCTaHOBWUTb 3HAYeHUE No YMOI4aHUIO.

next-hop-self

no next-hop-self

—/BbIK/OYEHO

BKAtOUNTL NOAMEHY 3HaueHus aTpmbyTta NEXT_HOP Ha
NIOKaNbHbIM agpec mapLupyTusatopa.

OTKAtounTL NogMmeHy aTpmbyta NEXT_HOP.

remote-as [as_plain_id_|
as_dot_id]

no remote-as

as_plain_id:
(1..4294967295)/1
as_dot_id:
(1.0..65535.65535)

3a4aTb HOMep aBTOHOMHOM CUCTEMBI, B KOTOPOW HaxoamuTca
BGP-cocea. YcTaHOBAEHMe cOCeacTBa HEBO3MOXHO, NOKa
coceny He HasHayeH Homep AS.

/i OTo AeNCTBME BNEUET pa3pbiB CECCUMU C COCEA0M U
« OUYUCTKY BCEX NPUHATbBIX OT HEro MapLUPYTOB.

Yaanutb MaeHTUPUKATOp coceHen aBTOHOMHOM CUCTEMBI.

timers holdtime keepalive

no timers

holdtime: (0 | 3-
65535)/90 cekyHa;
keepalive: (0-21845)/30
CEeKYHA,

3a4aTb BpeMeHHbIe UHTepBasbl.

- holdtime — ecnu B Te4eHWe 3TOTO BPEMEHU He ByAeT NPUHATO

keepalive-coobuieHne, To coeguMHEHNE C coceaom

cbpacbiBaeTcs.

- keepalive — nHTepBan mexay otnpaskoi keepalive-

COO06LLEHUH.

7 3HaueHus holdtime u keepalive 4onKHbI 6bITb NIM60
« 06a paBHbI HyA10, 1M60 06a 60/blue HyAA.

holdtime pgonxeH 6biTb 60nblie unun paseH keepalive.
- Ecam 6bin Bbi6paH Taiimep hold, KoTopbiit HacTpoeH
Ha IOKaIbHOM MapLUPYTU3aTope, TO UCMONb3yeTca
NIOKanbHoe 3HayeHue Talimepa keepalive;
- Ecnam 6bin BbIGpaH Taiimep hold, koTopbliii HacTpoeH
Ha cocefiHEM MapLUPYTM3aTOpe U 3HAYEHUE JIOKA/IbHO
HacTpoeHHoro Talimepa keepalive meHblue yuem 1/3
Bbl6paHHOro Taiimepa hold, To ucnonbsyerca
NOKaNbHOe 3HavyeHue Taiimepa keepalive;
- Ecnam 6bin BbI6paH Taiimep hold, koTopbliii HacTpoeH
Ha cocefiHEM MapLUPYTM3aToOpe U 3HAYEHME SI0Ka/bHO
HacTpoeHHoro Talimepa keepalive 6onbwe uem 1/3
Bbl6paHHOro Taiimepa hold, To ucnonb3yercs yenoe
4Yncno, KOTopoe MeHblue Yem 1/3 sbibpaHHOro
Taiimepa hold.

YCTaHOBUTb 3HAYEHME MO YMOYAHUIO.

timers idle-hold seconds

no timers idle-hold

seconds: (1..32747)/15

3afaTb BpEMEHHOM MHTEpBas yAepKaHua coceaa B COCTOAHNU
Idle nocne Toro, Kak oH 6bl1 cOpoLIEH B 3TO COCTOAHME. 3a 3TOT
WMHTEPBa/ BCE MOMbITKMA NEPEYCTaHOBUTbL COeaMHEHME C
coce,om 6yayT OTKNOHEHbI.

YCTaHOBUTb 3HaYeHMe N0 YMOYaHUIO.

timers open-delay seconds

no timers open-delay

seconds: (0-240)/0
CeKyH[,

3a4aTb BpeMeHHOM MHTepBan mexay ycTaHoBKon TCP-
coeauHeHuA 1 oTnpasKoi nepsoro OPEN-coobuweHus.

YCTaHOBUTb 3HaYeHMe N0 YMOHYAHWIO.

shutdown

no shutdown

—/no shutdown

AAMWHUCTPATUBHO BbIKAOYNUTL ceccumn co scemu BGP-
cocegamu, BXOAALLMMMU B COCTaB Peer-rpynnsbl, U ounwaeT
NPUHATbIE OT HUX MAPLIPYTbI, HE YAaNAs UX KoOHOUTypauuu.

B KOHOUrypaLmio Kaxkaoro cocena, BXOAALWEro B peer-rpynny, 8
KOHTEKCT (router-bgp-nbr) nobasnserca komaHga shutdown.

AQMUHUCTPATUBHO BKIOUYUTL ceccum co Bcemu BGP-cocegsamm,
BXOAALLMMM B cOCTaB Peer-rpynnbl. Yaanaer KomaHay
shutdown 13 KoHOUrypaL MK Kaxk4oro cocega, BXoAALLero 8

peer-rpynny.
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update-source [ Giga-
bitEthernet gi_port Tengi-
gabitEthernet te_port

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);

HasHauuTb uHTEpdeiic, KoTopbil ByaeT NCnoab30BaH B
KayecTBe UCXOAALLErO NPU COeANHEHNUN C COCELOM.

FortygigabitEthernet fo_ port(L.8/0/1.4);

fo_port Port-Channel group

Loopback /oopback Vlan group: (1..48);

vian_id ] Ioopk?ack: (1-64);

= vlan-id: (1-4094) — -

no update-source OTMEHUTb PYYHYIO HAacTPOIKY UcxoaaLLero nHtepoerica,
BK/IHOYMTb aBTOMaTUYECKUIA BbiIBop MHTepdeiica.

route-reflector-client [ HasHauuTb BGP-cocena Route-Reflector knnenTtom.

meshed ] - meshed — napameTp BbICTaBNAETCA, €CAN UCMONb3YETCA
mesh-Tononorusa. Mpu Noay4YeHUn oT TaKoro KAMeHTa BGP-

—/disabled MapLUPYTOB OHU He ByAyT NepecbiNaTbCs APYIUM KNIMEHTAM.
» BGP-mapuwpytusaTtop asaserca route-reflector-om,
«' ecnu xoTa 6bl 04MH ero cocef, CKOHGUrypMpoBaH Kak
KnueHT route-reflector.

no route-reflector-client YCTaHOBUTb 3HaYEHME N0 YMOYAHMIO.

soft-reconfiguration in- CoxpaHWTb NOYYEHHbIE OT cOCesa MapLpyTbl B OTAE/bHOM

bound obnactn namATn. MeToz, No3BoAET NPUMEHUTL BXOAALLYHO
noanTUKyY "route-map in" ana cocega 6es cbpoca cocencTsa u
3anpoca MapLIpyTOoB.

—/disabled

no soft-reconfiguration in-
bound

V Mo ymonuyaHuio pabotaetr mexaHusm Route Refresh.

OTKAIOYUTb MEXaHM3M COXPAaHEHUA MapLIPyTOB

prefix-list name {in | out }

no prefix-list name { in |
out}

name: (0..32) cumBona

- name — HasBaHwue IP prefix-list, KoTopbili byaeT NpUMeHeH K
AHOHCMPYEMbIM MAN NPUHUMAEMbIM MapLIPyTaM.

OtBasaThb IP prefix-list

fall-over bfd

no fall-over bfd

—/BbIK/IIOYEHO

Bkntountb npotokon BFD Ha Peer-rpynne.
, | He noppepxxusaetca Ha IPv6-coceacTse.

BbikntounTb npoTtokon BFD Ha Peer-rpynne.

password word

no password

word: (1..128) cumB0on0B;
M0 YMOJ/IYAHMIO ayTEHTH-
buKauma oTKIoYeHa

BkAtounTb ayTeHTMdUKaLmMio Bcex TCP-cermeHTOB, NPUHATBIX
oT BGP-cocepna. 3aaaTh K4 ayTEHTUDMKALUMU B TEKCTOBOM
Buae.

[aHHaa HacTpoWiKa urHopupyeTca, ecan Ans ayTeHTUdmKa-
LMK yKasaHa key-chain.

[aHHasa HacTpoiiKa UrHopupyeTca ANA BXOAALWMX B HACTPaK-
BaeMylo rpynny nupoB, ONA KOTOPbIX MPUCYTCTBYIOT CO6-
CTBEHHblE HAaCTPOMKM ayTeHTUbUKaL M.

- word — KNto4 B TEKCTOBOM BUAE.

YCTaHOBUTb 3HAYEHME MO YMONYAHWIO.

password encrypted en-
cryptedword

no password encrypted

encryptedword: (1..128);
MO YMOM4aHMIO ayTeHTU-
duKaumMa oTKNtOYEH]

BkAtounTb ayTeHTMdUKaumMio Bcex TCP-cermeHTOB, MPUHATbIX
oT BGP-cocesa. 3apaeT KAty ayTeHTUOUKALMM B 3alndpo-
BaHHOM BUAe (Hanpvmep, Naposb B 3aWMdpPOBAHHOM BUAE,
CKOMMPOBAHHbIW C APYroro ycTpoicTaa).

[aHHaa HacTpoWKa uUrHopupyeTcsa, ecan Ans ayTeHTUdmKa-
LMK yKasaHa key-chain.

[aHHana HacTpoiika UrHopupyeTca ANA BXOAALMX B HACTPaK-
BaeMylo rpynny nupoB, ANA KOTOPbIX MPUCYTCTBYIOT CO6-
CTBEHHblE HAaCTPOMKM ayTeHTUDUKaL M.

- encryptedword — Knto4 B TEKCTOBOM BUAE.

YCTaHOBWTb 3HaYeHMe N0 YMOHYAHWIO.
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password key-chain word

no password key-chain

word: (1..32) cumBoNOB;
Mo YMONYAHUIO ayTEHTU-
duKaLmA OTKAOYEHA

3apaTb MMA CBA3KK Ktoyel, KoTopas byaeT Mcnosib3oBaTbCA
ana ayteHTuoukaumm Bcex TCP-cermeHTOB, MPUHATbIX OT
BGP-cocepa.

[aHHasa HacTpoIKa UrHOpPUpPYeTCA ONA BXOAALWMX B HACTPaK-
BaeMylo rpynny nNupoB, 4N KOTOPbIX MNPUCYTCTBYIOT CO6-
CTBEHHbIE HACTPOMKN ayTeHTUDUKaL M.

- word — UM CBA3KK KNIOYEN.

YCTaHOBWUTb 3HAYeHMUE NO YMO/IHaHUIO.

KomaHObI pexcuma KoHgu2ypayuu cmaHoapmHo20 community list

Bua 3anpoca KOMaHAHOM CTPOKU pPeXKMMa KOHPUrypaumnm ctaHgapTHoro community list:

console (ip-comm-list) #

Tabnnua 344 — KomaHgbl pexxuma KoHPUrypaumm ctaHgaptTHoro community list

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

community {graceful-shut-
down | internet | local-as |
no-advertise | no-export |
ASN2:NN}

no community {graceful-
shutdown | internet | local-
as | no-advertise | no-ex-
port | ASN2:NN}

[Oo6aBnTb community B CMCOK.

Ypanute community M3 cnucka.

KomaHObI pexcuma KoHgu2ypayuu cmaHoapmHo20 extcommunity list

Bug, 3anpoca KOMaHAHOM CTPOKM peXxnma KoHPUrypaumm cTaHgapTHoro extcommunity_list:

console (ip-extcomm-1list) #

Tabauua 345 — KomaHabl perkMma KoHbUrypaumm ctaHgapTHoro extcommunity list

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ext-community {4byteas-
generic {transitive | non-
transitive} | cost [igp | pre-
bestpath | rt | soo} number

number: (ASN2:NN,
ASN4:NN, IPV4:NN)

[o6aBuTb paclmpeHHoe community B CIUCOK.

ext-community cost [igp |
pre-bestpath] value

value: (0..255)

[o6asuT pacumpeHHoe community B CMUCOK.

no ext-community
{4byteas-generic {transitive
| non-transitive} | cost [igp
| pre-bestpath | rt | soo}

Ypanutb pacwunpeHHoe Community 13 CNUCKa.

KomaHObl pexcuma privileged EXEC

Bce KomaHAb! AOCTYNHbI 418 NPUBUIETMPOBAHHOIO NOJb30BaTeNA.

BuAa 3anpoca KomaHAHOM CTPOKK pexnma privileged EXEC:

console#
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Tabnuua 346 — KomaHabl pexkmma privileged EXEC

3HayeHue/3Ha4yeHue
no ymon4aHuro

KomaHoa

Aelicmeue

clear ip bgp [ip_add]

MepeycTtaHoBUTb coeanHeHna ¢ BGP-cocegamm, oumiLana npu-
HATbIE OT HUX MapLUPYTbI.

- ip-address — agpec cocegHero BGP-cnukepa, ¢ KoTopbim By-
OeT nepeycTaHOB/EHa ceccus.

show ip bgp [ip_add]

OTo6pa3unTb Tabauyy BGP-mapwpyTos (Loc-RIB).
- ip-add — npeduKc noaceT HasHayeHus, No KoTopomy byaeT
oTobpaykeHa noapobHan nHGoOpMaLMA O MapLpyTax 4o Heé.

show ip bgp neighbor [ip-
add [detail | advertised-
routes | received-routes]]

OT06pasnTb MHPOPMaLMIO O HACTPOEHHbIX BGP-coceasx.
- ip-add — agpec cocegHero BGP-cnvkepa, no Kotopomy 6y-
OeT oTUNbTpoBaHa MHPOPMaLUS.

- detail — oT06pas3nTb NOgPO6HYIO MHPOPMaLMIO.

- advertised-routes — o0T06pasnTb TabauLy MapLIPyTOB,
aHOHCMPOBAHHbIX coceay.
- received-routes — 0T06pasuUTb TabavLy NPUHUMAEMbIX

MapLIPYTOB 10 MPUMEHEHUA K HUM BXOAALLEN NONUTUKN.
OT1obpa3unTb co3gaHHble Peer-rpynmnbl U UX HACTPOMKMU.

- name — 0T06pa3nTb HACTPOMKM FPyNMbl C UMEHEM hame.
OTob6pa3unTb cocTosawmx B Peer-rpynne coceaen.

show ip bgp peer-group
name

show ip bgp peer-group
name neighbors

5.35.5 Hacmpolika npomokKona IS-1S

IS-IS (intermediate system to intermediate system) — npoToKoOA ANHAMMUYECKON MapLIpyTU3aLMK, OC-
HOBaHHbIN Ha TEXHOJIOTMWN OTC/IEKMUBAHUA COCTOAHUA KaHana (link-state technology) n ncnonbsytowmin ans
HaxoXAeHWA KpaTyaiwero nyty anroputm Lelnkctpbl. MpoToKon IS-IS npeactasnaeT coboi NpoTOKON BHYT-
peHHero wnto3a (IGP). Mpotokon IS-IS pacnpocTpaHAeT MHPOPMaLUMIO O AOCTYMNHbIX MapLUPYTax MeXAay MapLu-
pyTM3aTOpamMu O4HOM aBTOHOMHOM CUCTEMBI.

KomaHObI pexcuma 2n06anbHol KOHpu2ypauuu

Bua, 3anpoca KOMaHAHOM CTPOKM B peXkMme rnobabHON KoOHUrypaLmm:
console (config) #

Tabnunua 347 — KomaHabl pexkuma rnobanbHoi KoHduUrypaumm

3HayeHue/3HayeHue o

elicmeue
YMOAYAHUIO A

KomaHda

3anycTtuTb IS-IS mapwpyTusatop. BoiTn B pexmnm KoHourypa-
unun npotokona IS-IS.

OctaHoBUTb IS-IS mapwpyTtmnsatop. Yaanutb KoHdpurypauuio
npoTokona IS-1S.

router isis
—/ISIS-mapwpyTnsatop
OTK/ItOYeH

no router isis

KomaHObI pexcuma KoHgu2ypauuu npomokona IS-1S

BunA 3anpoca KOMaHAHOWM CTPOKM B pexxnme KOHUrypaumm npotokona IS-IS:

console (router-isis) #
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Tabnnua 348 — KomaHabl pexkuma KoHpurypauum npotokona IS-1S

KomaHda

3HayeHue/3HayeHue o
YMOAYAHUIO

Aeiicmeue

address-family ipv4
unicast

MepeiTn B pexkum KoHpurypaumm Address-Family.

authentication key word
[level]

no authentication key

word: (1..20) cumBonos;
level: (level-1, level-2)/level-1-2

3apaTtb KoY ayTeHTUdMKaLMKM B BuAe TekcTa. Mcnonbsy-
etca gns ayteHTudmkaumm LSP, CSNP, PSNP PDU. [aHHas
HaCTPOMKa UrHOPUPYETCA ecn 1A ayTeHTUDMKaALUK YKa-
3aHa key-chain.

- word — K/to4Y B TEKCTOBOM BUAE;

- level — ypoBeHb IS-IS, gna KOTOpPOro NPUMEHUTCA
HaCTpoMKa.

Y4anuTb KoY ayTeHTUOUKaLUK.

authentication key en-
crypted encryptedword
[level]

no authentication key

encryptedword: (1..128)
CUMBO/IOB;
level: (level-1, level-2)/level-1-2

3afaeT KoY ayTeHTUOUKauuKM B 3awmdpoBaHHOM BUAE
(Hanpumep, naponb B 3aWMPPOBAHHOM  BUAE,
CKOMWPOBAHHbIN C Apyroro ycTponcTea). Ucnonbayetcsa ans
ayTteHTUdMKaumm LSP, CSNP, PSNP PDU. [laHHasA HacTpoliKa
UTHOPUPYETCA ecn ANA ayTeHTMdUKauMM yKasaHa key-
chain.

- encryptedword — Kntou B 3aliMPpPOBAHHOM BUAE;

- level — ypoBeHb IS-IS, AnAa KoToporo npUMMeHUTCA
HacTpoWKa.

YAanuTb KNtoY ayTeHTUdUKaumm.

authentication key-chain
word [level]

no authentication key-
chain

word: (1..32) cumBona;
level: (level-1, level-2)/level-1-2

3a4aTb MMA CBA3KM KAtoyen, KoTopasa OyaeT Mcnosb3o-
BaTbCA ANA ayTeHTUPUKaumm LSP, CSNP, PSNP PDU.

- word — UMs CBA3KM KAKOYen;

- level — ypoBeHb IS-IS, gna KoToporo npumeHUTCA
HacTpoWKa.

OTKNIOUNUTD PEXMM WCMO/Ib30BAHUA CBA3KM Kalouen ans
ayTeHTUdUKaLmMu.

authentication mode
{text | md5} [level]

no authentication mode

level: (level-1, level-2)/level-1-
2;
Mo ymonyanuio
ayTeHTUdMKaUMa OTK/IOYEHa.

BkntounTb ayteHTUdMKaumio B IS-IS u onpegennTs ee Tin:
- text — ayTeHTUMKALMA OTKPLITbIM TEKCTOM;

- md5 — ayteHTUdMKauma MD5;

- level — ypoBeHb IS-IS, pgnsa KOTOpOro nNpUMEHWUTCS
HacTpoWKa.

YCcTaHOBUTb 3HaYeHue no YMONYaHULO.

hostname dynamic

BKAOUNTL NOAAEPKKY AMHAamMmMYecKmx hostname.

no is-type

—/BKAKOYEHO
. BbIK/IOUNTL NOAAEPHKKY AMHamMYeckunx hostname.
no hostname dynamic
. 3agatb TMN mapLpyTusaTtopa B IS-IS gomeHe:
is-type {level-1 | level-2- I:" ol-1 ep 3py o e“p A a 5
- level-1 — Bce B3aumopgeiicTansa ¢ TMMW MapLLpyTU3a-
only |level-1-2} A Apy pupy
TOpaMu NPOUCXOAAT Ha 1 ypoBHe;
- level-2-only — Bce B3aMmoaeincTaus ¢ Apyrumm mapLupy-
—/level-1-2 TM3aTOPaMU NPOUCXOAAT Ha 2 YPOBHeE;

- level-1-2 — ycTpoiicTBO NoAfepKMBaeT B3aMMOLENCTBUSA
oboux ypoBHeM.

YCTaHOBUTb 3Ha4YeHME N0 YMOIHYAHMUIO.

Isp-buff-size size

no Isp-buff-size

size (512-9000)/1500 6aitt

YCTaHOBUTb MaKCMMasIbHO BO3MOXHbI pasmep OTnpasaa-
embix LSP 1 SNP. 3HaueHue Isp buffer size He gonkHo npe-
BbIWATb 3HauYeHue pdu buffer size.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.
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Isp-gen-interval second [
level ]

no Isp-gen-interval

second: (1-65535000)/30000
MWUNIUCEKYHA,;
level: (level-1, level-2)/level-1-2

3a4aTb MMHUMANbHBIN MHTEPBaA B MC, MeXay reHepa-
Lumein oaHoM 1 Tol ke LSP.

- second — 3Ha4YeHWe UHTepBasa B MUNINCEKYHAAX, NO
ncTeyeHnn Kotoporo LSP morkeT 6bITb 3aHOBO CreHepupo-
BaHO.

- level — ypoBeHb 419 KOTOPOTrO NPUMEHUM AaHHbIN UH-
TepBan. Eciv He yKasbiBaTb, MHTEPBAN NMPUMEHUTCA K
0601M YPOBHAM.

YCTaHOBUTb 3HAYEHME MO YMO/THaHUIO.

Isp-refresh-interval sec-
ond

no Isp-refresh-interval

second: (1-65235)/900 cekyHa,;

3a4aTb MaKCMMabHbIM MHTEPBas B CEKYHOAX, MeXay re-
Hepauuen LSP.

- second — 3Ha4YeHWe UHTepPBana B CEKYHAAX, MO UcTeye-
HUM KoToporo LSP 6yaeT 3aHOBO creHepMpoBaHo.

YCTaHOBWTb 3HaYeHMe N0 YMOIYAHWIO.

max-Isp-lifetime second

second: (350-65535)/1200
CeKyHa;

3aaatb Bpems ¥u3sHu LSP.

3HauyeHue J0/1KHO bbITb X0TA 6b1 Ha 300 cekyHA 6onblue,
yem Isp-refresh-interval.

- second — 3Ha4YeHWe B CEKYHAAX.

metric-style style [level]

no metric-style

style: (narrow, wide,
both)/both
level: (level-1, level-2)/level-1-2

3a4aTb MCMO/Ib3yeMbIlA CTUIb METPUKM.

- Narrow — NoAAep»u1BaTh TONIbKO CTaHAAPTHYO (Y3Kyto)
METPUKY.

-wide — noffepXunBaTbh TONbKO PACLUMPEHHYIO METPUKY.
- both — nopaepxunBatb 06a CTUNA METPUKM.

- level — ypoBeHb, A1A KOTOPOro NPUMEHUM YKa3aHHbIM
CTU/Ib METPUKK. ECIN He yKa3biBaTb, METPUKA
NPUMEHMUTCA K 060MM YPOBHAM.

YCTaHOBWTb 3HaYeHMe N0 YMOYAHUIO.

net XX XXXX.XXXX. XX

no net

YcTaHoBWTb Tak HasbiBaemblit NET (Network Entity Title)
af\pec — YHWKabHbIN MAEHTUPUKATOP MapLLpyTM3aTopa B
npeaenax IS-IS gpomeHa. Mpu 3anncmu NET mcnonbsyetca
LecTHaALaTepMYHan CMCTEMA CUNCIEHMA.

Y4anutb MaeHTMOMKaTOp MapLupyT1saTopa.

shutdown

no shutdown

—/BKNOYEHO

OTKkAtouMTbL Npouecc ISIS.

Bkatountb npouecc ISIS.

spf interval maximum-
wait second

no spf interval maxi-
mum-wait

second: (0-4294967295)/5000

YCTaHOBUTb MHTEPBAN MEXAY IBYMA NOCNeA0BaTe/IbHbIMU
nepecyetamu anroputma SPF B munancekyHaax.

YCTaHOBUTb 3HAYEHME MO YMOYAHMIO.

spf threshold restart-
limit number

no spf threshold restart-
limit

number: (1-4294967295)/10

YCTaHOBWTb, CKOIbKO pa3 anroputm SPF moskeT 6biTb npe-
pBaH obHoBNeHMem LSDB.

YCTaHOBUTb 3HAYE€HME MO YMOYAHMIO.

spf threshold updates-re-
start number

no spf threshold up-
dates-restart

number: (1-
4294967295)/4294967295

3apaeT Konnyectso o6HoBAEHUI LSDB, npu KOTopbIX anro-
puT™ SPF ocTaHaBAMBaeTCA U NepesanyckaeTcs

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

spf threshold updates-
start number

number: (1-
4294967295)/4294967295

YCTaHOBUTbL KONMYECTBO 06HOBeHN LSDB, Heobxoammoe
ANA Hemep/ieHHOro 3anycka anroputma SPF (spf interval
maximum-wait Npu SToM UrHopupyetcs).
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no spf threshold up-
dates-start

no max-Isp-lifetime

YCTaHOBUTb 3Ha4YeHME N0 YMOIYAHMUIO.

YCTaHOBWUTb 3HAYeHME NO YMON4YaHUIO.

KomaHObI pexcuma KoHgpuaypayuu Address-Family

BuAa 3anpoca KOMaHAHOM CTPOKK B pexume KoHpurypaumnm Address-Family:

console (router—-isis-af)#

Tabnnua 349 — KomaHab! pexkuma KoHdurypaumm Address-Family

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmeue

redistribute connected
[level level] [metric-type
type] [metric metric] [fil-
ter-list name]

no redistribute connected
[level level] [metric-type
type] [metric metric] [fil-
ter-list name]

level: (level-1, level-2);
type: (internal, external);

metric: (1-16777215);

name: (1-32) cumBona.

Paspewuntb umnopT connected-mapwpyTos:

- level — ypoBeHb IS-IS, B KOTOpbI 6yAeT BbINOAHATLCA
nepepacnpegeneHve MapLpyTos;

- type — yCTaHOBUTb UMMNOPTUPYEMbBIM MAPLLPYTAM TUN
METPUKM;

- metric — 3Ha4YeHNEe METPUKUN A1 UMMNOPTUPYEMbIX
MapLpyToB;

- name — nmaA ctaHgapTHoro IP ACL, KoTopsbiii byaet
MCMNo/ib30BaH Ana GUAbTPALUM UMNOPTUPYEMbBIX MapLLPYTOB.
Ecnv rnobanbHO BKAOYEH CTaHAAPTHbIN (narrow) cTuab
METPUKU, BCe 3HAYEHMA MEeTPUKKM bosblie 63 byayT yKasaHbl B
TLV Kak 63.

3anpetutb MMMNopT connected-mapwpyTos B IS-IS. B ciyyae
YKa3aHuA napameTpa BEPHYTb €ro 3HaYeHUe No YMOHaHMIO.

redistribute static [level
level] [metric-type type]
[metric metric] [filter-list
name]

no redistribute static [level
level] [metric-type type]
[metric metric] [filter-list
name]

level: (level-1, level-2);
type: (internal, external);

metric: (1-16777215);

name: (1-32) cumBona.

PaspelwmnTb MNOPT CTaTUYECKUX MapLLpyToB B IS-IS.

- level — ypoBeHb IS-IS, B KOTOpbI ByAeT BbINOAHATLCA
nepepacnpeseneHue mapLipyTos;

- type — YCTaHOBUTb MMNOPTUPYEMbIM MAPLIPYTaM TUM
MEeTPUKY;

- metric — 3HaYeHWe METPUKM ANA UMNOPTUPYEMBIX
MapLLpPYyTOB;

- name — umaA cTaHgapTHoro IP ACL, koTopbliii byaet
MCNoNb30BaH ANs GUABTPALLUM UMNOPTUPYEMbIX MAPLLPYTOB.
Ecnv rnobanbHO BKAOYEH CTaHA4APTHbIN (narrow) cTuab
METPUKM, BCE 3HAYEHMA MeTPUKK Bosblie 63 ByayT yKasaHbl B
TLV Kak 63.

3anpeTnTb MMMNOPT CTaTUYECKNX MapLLpyToB B IS-IS. B cayyae
YKa3aHuA napameTpa BEPHYTb ero 3Ha4eHne No yMOSYaHMIO.
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redistribute rip [level Jevel]
[metric-type type] [metric
metric] [filter-list name]

no redistribute rip [level
level] [metric-type type]

[metric metric] [filter-list
name]

level: (level-1, level-2);
type: (internal, external);

metric: (1-16777215);

name: (1-32) cumsona.

Paspewunts umnopt mapwpytos 13 RIP B IS-IS.

- level — ypoBeHb IS-IS, B KOTOpbIl ByAeT BbINOAHATLCA
nepepacnpegeneHve MapLpyTos;

- type — yCTaHOBWUTb MMMNOPTUPYEMbIM MapLIPYTam TUN
METPUKU;

- metric — 3Ha4YeHWe METPUKN AN UMMNOPTUPYEMbIX
MapLipyToB;

- name — umaA cTaHgapTHoro IP ACL, KoTopsbiii byaet
MCMNoab30BaH Ana GUALTPALMU UMNOPTUPYEMbIX MapLIPYTOB.
Ecnv rnobanbHO BKAOYEH CTaHA4APTHbIM (narrow) CTuab
METPUKU, BCe 3HAYEHMA MeTPUKKM bosblie 63 byayT yKasaHbl B
TLV Kak 63.

3anpetutb MnopT mapupytos u3 RIP B IS-IS. B cayyae
YKa3aHuA napameTpa BEPHYTb ero 3HaYeHne No yMOHYaHMIo.

redistribute bgp [level
level] [metric-type type]
[metric metric] [filter-list
name]

no redistribute bgp [level
level] [metric-type type]
[metric metric] [filter-list
name]

level: (level-1, level-2);
type: (internal, external);

metric: (1-16777215);

name: (1-32) cumBona.

Paspewuntb umnopt mapwpytos 13 BGP B IS-IS.

- level — ypoBeHb IS-IS, B KOTOpbIl 6yAeT BbINOAHATHCA
nepepacnpeseneHe MapLipyTos;

- type — yCTaHOBWUTb MMMNOPTUPYEMbBIM MapLIPYTam TUN
METPUKHU;

- metric — 3Ha4YeHWe METPUKN AN UMMNOPTUPYEMbIX
MapLipyToB;

- name — umaA cTaHgapTHoro IP ACL, koTopebiii byaet
MCNoab30BaH Ana GUAbTPALMU MMNOPTUPYEMbIX MapLIPYTOB.
Ecnu rnobanbHO BKAKOYEH CTaHAAPTHbLIN (narrow) cTunb
METPUKU, BCe 3HAYEHMA MeTPUKKM bosblie 63 byayT yKasaHbl B
TLV Kak 63.

3anpeTnTb UMNopT mapwpyTtos n3 BGP B IS-IS. B chyyae
yKa3aHuA napameTpa BEpHYTb ero 3HaYyeHue No YMOIYaHUIO.

redistribute ospf [id] [level
level] [metric-type type]
[match match] [metric
metric] [filter-list name]

no redistribute ospf [id]
[level level] [metric-type
type] [match match] [met-
ric metric] [filter-list name]

Id: (1-65536)
level: (level-1, level-2);
type: (internal, external);
match:(internal, external-
1, external-2);
metric: (1-16777215);
name: (1-32) cumBona.

Paspewuntb umnopt mapwpyTtos n3 OSPF B IS-IS.

- id — naeHTndukaTop npouecca OSPF;

- level — yposeHb IS-IS, B KOTOpbIN ByAeT BbINOAHATHCA
nepepacnpegeneHve MapLpyTos;

- type — ycTaHOBUTb UMMNOPTUPYEMbBIM MAPLLPYTaM TUN
METPUKMU;

- match — tvn mapwpyta OSPF, nognexawun umnopry.

- metric — 3Ha4YeHNe MEeTPUKUN AN UMMNOPTUPYEMBbIX
MapLUpyTOB;

- name — nms cTaHgapTtHoro IP ACL, KoTopbiv bygeT
MCNoab30BaH Ana GUAbTPaALMU MMNOPTUPYEMbIX MapLUPYTOB.
Ecnv rnobanbHO BKAOYEH CTaHAAPTHbIM (narrow) cTuab
METPUKU, BCe 3HAYEHMA MEeTPUKKM bonblie 63 byayT yKasaHbl B
TLV Kak 63.

3anpeTnTtb MNOPT MapLpyTos n3 OSPF B IS-IS. B cnyyae
YKa3aHuA napameTpa BEPHYTb €ro 3HaYeHUe No YMOSYaHMIo.

KomaHObI pexcuma KoHguaypayuu uHmepdaetica Ethernet, VLAN:

Bug, 3anpoca KOMaHAHOW CTPOKM:

console (config-if) #
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Tabnunua 350 — KomaHabl pexkuma KoHdpurypauum nntepdeliica Ethernet, VLAN

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4YaHuro

Aelicmeue

ip router isis

no ip router isis

— /BbIKOYEHO

BKAKOUYMTb NPOTOKON MaplpyTmusaunm IS-IS Ha Tekywem nHTep-
delice.

BbIKAHOUYUTL MPOTOKON MapLLpyTU3aumm IS-1S Ha TeKywem nHtep-
delice.

isis authentication key
word [level]

no isis authentication key

word: (1..20) cumB0N0OB;
level: (level-1, level-
2)/level-1-2

3apatb Knod ayTeHTUdMKauMM B BUAE TeKcTa. Mcnonb3ytoTea
ons ayteHTdumkaumm HELLO PDU. [aHHaA HacTpoiKa UrHopwm-
pyeTca ecam Ana ayTeHTMdMKauum ykasaH key-chain.

- word — K/to4Y B TEKCTOBOM BUAE;

- level — yposeHsb IS-1S

Y4anuTb KoY ayTeHTUOUKaLUK.

isis authentication key en-
crypted encryptedword
[level]

no isis authentication key

encryptedword: (1..128)
CMMBO/10B;
level: (level-1, level-
2)/level-1-2

3a4aTb KoY ayTeHTUDUKALUM B 3alLMPPOBaHHOM BUAE
(Hanpumep, Naponb B 3aWMdpPOBAHHOM BUAE, CKONUPOBAHHbIN C
OpYroro ycTpoicTea). Mcnonbsytotcs gns ayTeHTudumkaumm HELLO
PDU. laHHas HacTpoWKa UTHOPUPYETCA eCv A5 ayTEHTUPUKALUN
yKasaH key-chain.

- encryptedword — kntou B 3alIMPPOBAHHOM BUAE.

Y4anuTb KoY ayTeHTUOUKaLUK.

isis authentication key-
chain word [level]

no isis authentication key-
chain

word: (1..32) cumBona;
level: (level-1, level-
2)/level-1-2

3apaTb MMA CBA3KKM KNtovel, KoTopas byaeT Mcnosib3oBaTbeA
ana ayteHTuounkaumm HELLO PDU.
- word — VMA CBA3KWU KNIOYEN.

OTKNIOUYNTD PEXUM UCNOMb30BAHUA CBA3KM KloUYel NS ayTeH-
TMdMKaymu.

isis authentication mode

level: (level-1, level-

BkntounTb ayteHTUdumKaumo B HELLO PDU Ha TeKywem UHTep-
deiice M onpeaennTs ee TMN:

{text | md5} [level] 2)/level-1-2;
- text — ayTeHTUdMKALMA OTKPbITHIM TEKCTOM;
Mo ymon4yaHuio
- md5 — ayteHTUdUMKauma MD5.
ayTeHTMdUKaumA
- — YCTaHOBWUTb 3HAYEHME MO YMONYAHUIO.
no isis authentication mode OTK/II0YEHa.
s YKasaTb, cOCeacTBa KaKoro ypoBHA MOXHO GpOpmMMpOBaTb Ha
isis circuit-type {level-1 | %‘) . yp bopmup
aHHOM MHTepdeiice.
level-2-only |level-1-2 A
v } —/level-1-2

no isis circuit-type

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

isis metric metric [level]

no isis metric

metric: (1-16777215)/10;
level: (level-1, level-
2)/level-1-2

YCTaHOBUTb METPUKY A1A AaHHOIo MHTepdeiica.

- metric — 3Ha4yeHWe MeTpUKK. Ecnn rnobanbHO BKAKOYEH CTaH-
JapTHbIA (Narrow) CTUAb METPUKKM, BCE 3HAYEHUS METPUKM
6onbwe 63 6yayT ykasaHbl B TLV KaK 63.

- level — ypoBeHb IS-IS, ans KoToporo byaeT NpUMeEHATbCA MeT-
puKa.

YCTaHOBUTb 3Ha4YeHME N0 YMOIHAHMUIO.

isis passive-interface

—/NaccuBHbIN pexum

Mepesectn nHTepdelic B MACCUBHbLIN pexuMM. B aTom pexume
WHTepdelc He oTNpaBaseT U He npuHumaet HELLO PDU.

.. L OTK/tOYEH YCTaHOBWUTb 3HAYEHME MO YMONYAHUIO.
no isis passive-interface
.. . . YcTaHOBUTL TMN MHTepdelica point-to-point.
isis network point-to-point pd P P
—/broadcast YCTaHOBWUTb 3HAYEHME MO YMONYAHUIO.

no isis network point-to-
point
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isis hello-padding value

value: (disable, enable,
adaptive)/enable

no isis hello-padding

YcTaHOBUTL pexkum paboTbl nagauHra hello-coobuweHnin.

- disable — oTKNOUNTL NagAWHT BO Bcex coobuieHmsax hello;

- enable — BKAOUUTL NagAnHT BO Bcex coobuieHusx hello;

- adaptive — BKOYUTbL NAAAMHT 4,0 YCTAaHOB/NEHMA COCEACTBa.

YCTaHOBWUTb 3HAYeHME NO YMON4YaHUIO.

. . _buff-size si
isis pdu-buff-size size size (512-9000)/1500

6ant

no isis pdu-buff-size

YctaHoBuTb pasmep hello PDU. 3HaueHue pdu-buff-size gonkHo
6bITb 60/1blLe 3HAUeHus Isp-buff-size.

YCTaHOBWUTb 3HAYeHME NO YMON4YaHUIO.

KomaHObI pexcuma KoHguaypayuu uHmepaetica Loopback:

Bug, 3anpoca KOMaHAHOM CTPOKM:

console (config-if)#

Tabanua 351 — KomaHgbl pexxuma koHdurypaummn nutepdeiica Loopback

3Ha4yeHue/3HayeHue
no ymon4aHuro

KomaHda

Aelicmeue

ip router isis

— /BbIKOYEHO
no ip router isis

BK/IlOUMTL MPOTOKOAN MappyTm3aumm IS-IS Ha Tekywem nHTep-
delice.

BbIKAKOUYUTL NPOTOKON MapLLpyTU3aLUmMm IS-1S Ha TeKyLem nHTep-
delice.

isis circuit-type {level-1 |

level-2-only |level-1-2} —/level-1-2

no isis circuit-type

YKasaTb, coceficTBa KaKOro YpOBHA MOXHO $opmMMpoBaThb Ha
naHHOM nHTepdelice.

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.

isis metric metric [level]

metric: (1-16777215)/10;
level: (level-1, level-
2)/level-1-2

no isis metric

YCTaHOBWUTb METPUKY A1A AaHHOIo MHTepdeiica.

- metric — 3Ha4yeHWe MeTpUKKU. Ecnn rnobanbHO BKAKOYEH CTaH-
OapTHbIA (Narrow) CTUAb METPUKWU, BCE 3HAYEHUA METPUKK
6onblue 63 byayT ykasaHbl B TLV Kak 63.

- level — ypoBeHb IS-IS, ans KoToporo byaeT NpUMeHATbCA MeT-
puKa.

YCcTaHOBUTbL 3HaYeHue no YMOANYaHULO.

isis passive-interface .
—/NaccuBHbIN pexum

OTKNKOYEH

no isis passive-interface

MepeBecTn MHTepdeNCc B MAcCUMBHbIN pexnum. B aTom pexume
UHTepdelic He oTNpaBAseT U He NpuHUmaeT HELLO PDU.

YCcTaHOBUTb 3HaYeHue no YMONYaHULO.

KomaHObl pexcuma privileged EXEC

Bua 3anpoca KOMaHAHOW CTPOKM UMEET BUA,:

console#
Tabanua 352 — KomaHgb! pexxkuma privileged EXEC
Komanda 3Ha4yeHue/3HayeHue Neiicmeue

no ymon4aHuro

show isis database [/evel]
level: (level-1, level-2)

OT06pa3unTb 6a3y AaHHbIX TONOAOrMM NpoToKona IS-IS.

- level — yka3biBaeT ypoBeHb NpoToKkona IS-IS, 6a3y AaHHbIX KO-
TOoporo HeobxoaMMo 0TobpPa3nTb.

show isis hostname

OTO06pa3unTbL U3BECTHbIE cOOTBETCTBUA SystemID n Hostname.
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show isis interfaces [giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group | loop-
back loopback| vlan
vlan_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port(1..8/0/1..4;
group: (1..48); loopback:
(1-64); vlan-id: (1-4094)

OTo6pas3uTb MHPopmaLmio 06 MHTepdeicax, y4acTBYOLWMX B
IS-IS.

show isis neighbors [detail]
[gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | loopback loopback|
vlan vian_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port(1..8/0/1..4;
group: (1..48); loopback:
(1-64); vlan-id: (1-4094)

OT06pas3unTb MHGOPMALMIO O coceasnX.

- detail — ncnonb3oBaHue gaHHOro NnapameTpa no3sonsAeT
0TO6Pa3nTb AeTasibHYH MHPOPMALMIO O coCeanX.

clear isis

C6pocuTb BCE COCEACTBA M OYUCTUTL TabAMLy MapLIpyTU3aLmUm
IS-IS.

5.35.6 Hacmpolika Route-Map

MpumeHeHWe route-map NO3BOAAET USMEHSATb aTPUOYTbl Y aHOHCUPYEMBbIX U MPUHUMAEMbIX MAPLLPYTOB

BGP.

KomaHObI pexcuma 2n06anbHol KOHpu2ypauuu

Bug, 3anpoca KOMaHAHOW CTPOKM B pPeXKMUME r106anbHOM KOHPUIypaLmm:

console (config) #

Tabnuua 353 — KomaHapl pexkruma rnobanbHom KoHbUrypaumm

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

[ permit | deny ]

route-map name [ section_id ]

no route-map name [

section_id ] [ permit | deny ]

name: (0..32) cumBona;
section_id: (1..
4294967295).

Co3gatb 3anucb route-map.
MNepeBoANT KOMaHAHYIO CTPOKY B PEXMUM KOHOUTYPUPOBAHUA
route-map.
- hame — Ha3BaHue route-map.
- section_id — Homep 3anucu B 31O route-map.
- permit — npumeHuUTb set KomaHabl K MapLipyTam,
- deny — oT6pOCUTb MapLLpPyTbI.

V MakcmmanbHoe KoanmyecTso route-map = 32

| (BKNIOYaAA ceKuMM oaHOrO route-map).

Ypanutb route-map
- section_id — ypanaeT 3anucb ¢ Homepom section_id.

KomaHOb! pexcuma KoH@pU2ypayuu cekyuu route-map

Bupg, 3anpoca KOMaHAHOW CTPOKM B peXume KoHduUrypaLumm cekumm route-map:

console (config-route-map) #

362 Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES5324




HELTEX

Tabnmua 354 — KomaHabl pexrma KoHpUurypaumm cekumm route-map

KomaHda

3Ha4yeHue/3HayeHue
o ymon4aHuro

Aelicmeue

continue section_id [and ]

no continue

section_id: (1..
4294967295).

3agaTb HOMep C/ieayloleit cekumm route-map, Kotopas 6yaet
NPUMEHEHa K MapLUpyTam, Noc/ie NPUMEHEHMWA TEKYLLEN.
- and — yKasblBaeT, 4To match ycTaHOBKM B 3TOWM route-map
LOMKHbI 6bITb Nornyeckn obvegmHeHsl (AND) ¢ match
yCTaHOBKamM B route-map, 0603HaYeHHbIX MapaMeTpom
section_id.

7 CospaHue uenovek route-map (6e3 napamertpa and)

V BO3MOXXHO, €C/IM TUN route-map BbICTaBNEH B permit.

/! Ecnv npu co3paHvm LLenoyKn NpUMeHneTcs napamerp
and, To Bce set yCTaHOBKM A0/MKHbI HAXOAUTLCA B
nocneaHen CeKUUMN 3TON L,eNOoYKK.

C6pOCUTb YyCTAaHOBKY.

match ip [ address | next-
hop | route-source ] pre-
fix-list name

no match ip [ address |
next-hop | route-source ]
prefix-list name

name: (0..32) cumBona

3apatb cootBeTcTBUe prefix-list n agpeca mapwpyTa.
- address — cootsetcTBUe prefix-list n ip agpeca mappyTa.
- next-hop — cooTsetcTeue prefix-list u next-hop ip agpeca
MapuwpyTa.
- route-source — cooTBeTcTBue prefix-list u ip agpeca
MCTOYHMKA MapLipyTa.
7i  Y106bI He oT6pacbiBaNUCL OCTaZbHblE MApLIPYTbl, He
V yKasaHHble B prefix-list, Heo6xoamMmo co3gatb nycroi
route-map M npuBA3aTb €ro K TeKylemy uepes
continue.

Cbpocutb COOTBETCTBUE.

match local-preference
value

no match local-preference

value: (1.. 4294967295).

3afaTb COOTBETCTBME MaplupyTa ¢ aTpmubytom local-preference.

C6pocuTb cooTBETCTBUE.

match metric value

no match metric

value: (1.. 4294967295).

3a4aTb COOTBETCTBUE MapLLpyTa C aTpMbyTOoM metric.

CbpocuTb COOTBETCTBUE.

match origin [ igp |egp |
incomplete ]

no match origin

3a4aTb COOTBETCTBME MAPLLPYTA C aTPpMBYTOM origin.

- igp — MapLpyT 6bIN NONYYEH U3 NPOTOKO/IA BHYTPEHHEN
MapuwpyTu3aumm (Hanpumep, KomaHgon network)

- egp — MapLwpyT 6bIa BblydeH No npoTokony EGP.

- incomplete — mapLpyT 6bln Bbly4eH KAKMM-TO MHBIM 06pa3om
(Hanpumep kKomaHpgoit redistribute).

C6pocuTb cooTBETCTBUE.

match {community | ex-
tcommunity} name [exact-
match]

no match {community |
extcommunity}

3a4aTtb COOTBETCTBME, MPU KOTOPOM community U3 Cimcka ¢
UMeHeM name AO0NXHbI COAEPKaTbCA B community maplupyTa.
exact-match — TpebyeT TouHOro coBnageHMA BCex community
M3 CMMCKa C community mapwpyTa.

CHpocuTb COOTBETCTBUE.

set community {add | re-

place | remove} {graceful-
shutdown | internet | lo-

cal-as | no-advertise | no-
export | number}

no set community

number: ASN2:NN

add — fo6aBuTb K MapLwpyTy community;

replace — ynanutb Bce community u3 mapwpyta 1 406aBuTb
YKa3aHHoe;

remove — yAannTb U3 MapLIpyTa YKazaHHOe community.

CbpocuTb gerictene set community.

set community-list {add |
remove} name

name: (1..32) cumsona

add — no6aBuTb K MapLPYTy BCE cOmmunity U3 CNMCKa ¢
UMeHem name;

remove — yAanuTb U3 MapLipyTa Bce community,
cofeprKalLmecs B CUCKE C UMeHeM name.
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no set community-list {add
| remove}

CbpocuTtb gevictene set community-list.

set community-list remove
all

no set community-list re-
move all

YaanuTb n3 mapLupyTta Bce community.

CbpocuTb aeiicTene, yaandaiolee M3 MapLupyTa Bce community.

set extcommunity {add |
replace | remove} sub-
type {rt | soo} number

number: (ASN2:NN,
ASN4:NN, IPV4:NN)

add — no6aBuTb K MapLWpPYTy pacliMpeHHoe community;
replace — yfanuTb Bce pacluMpeHHble community U3 mappyTa
1 106aBUTb YKa3aHHOE;

remove — yAanuTb U3 MapLIpyTa yKazaHHOe community.

set extcommunity {add |
replace | remove} sub-
type color value

value: (0..4294967295)

add — fo06aBuTb K MapLWpPYTY pacliMpeHHoe community;
replace — yaanuTb Bce pacliMpeHHble community M3 MmapLipyTa
1 106aBUTb YKa3aHHOE;

remove — yAanuTb U3 MapLIpyTa YKazaHHOe community.

set extcommunity {add |
replace | remove} word

word: (1..127)

add — 806aBUTb K MapLLpPYTy paclUMpPeHHOe community;
replace — yaanuTb Bce pacliMpeHHble community M3 MmapLipyTa
1 106aBUTb YKa3aHHOE;

remove — yAanuTb U3 MapLIpyTa yKasaHHoe (1au Bce
nonagatowme Nog perynsapHoe BbiparkeHue) community. Ana
[aHHOW onepaLymn MOXKHO UCNOAb30BaTb B KaYecTBe NapameTpa
word perynsapHoe BblpaskeHue.

word: — uma community B popmate HEX.

no set extcommunity

CbpocuTb aeicreme set extcommunity.

set extcommunity-list {add
| remove} name

no set extcommunity-list
{add | remove}

name: (1..32) cumBona

add — go6aBuTb K MapLIPYTy BCE pacluMpeHHble community 13
CMWCKa C MMeHem name;

remove — yAanuTb 13 MapLIPyTa BCE PaclMpeHHble
community, coaepalimecs B CNUCKE C UMEHeM name.

CbpocuTb peincrsme.

match tag value

no match tag

value: (0-4294967295)

3afaTb COOTBETCTBME MapLLpyTa C aTpubyToM tag.

CbpocuTb COOTBETCTBUE.

set tag value

no set tag

value: (0-4294967295)

YCcTaHOBWTb 3HaYeHue aTpubyTa tag.

C6pocuTb ycTaHOBKY aTpunbyTa tag.

set as-path path-limit
value

no set as-path path-limit

value: (0-255)

[Oo6asutb K MapwpyTty aTpmnbyt AS_PATHLIMIT.

Hynesoe 3HaueHne orpaHMYMBaeT aHOHCMPOBAHNE JIOKANbHO
CreHepMpoBaHHbIX MapLUPYTOB, TONbKO Mexay iBGP coceaamum
(He 6yayT BUAHbI ana eBGP).

3HayeHue 6onbwe 0 03HayaerT, yto ecnm AS_PATH aTpubyT
nmeert 6osbwe AS-HomepoBs, Yem 3HavyeHne AS_PATHLIMIT, To
HY»KHO ero oTbpocuTb Npu Bbixoge B eBGP.

C6pocuTb path-limit.

set as-path prepend
as_number

as_number: (1-

[o6asuTtb K atpnbyTy AS-Path BBeaeHHble AS-Homepa.

4294967295)
no set as-path prepend Cbpocutb fobasneHue K AS-Path.
set as-path prepend local- [ob6asuTb K atpnbyTy AS-Path value Homepos Local AS (Ha
as value BbIx0oA, eBGP cocepny).

value: (0-10) A AY)

no set as-path prepend lo-
cal-as

C6bpocutb gobasneHue Kk AS-Path.

set as-path remove
as_number

no set as-path remove

as_number: (0..127)
cumBona

Ypanute n3 atpnbyta AS-Path ykasaHHyto AS.

CbpocuTb yaaneHue.

set ip next-hop ip_address

no set ip next-hop

YcTaHoBUTb next-hop aTpnbyT mapupyTa.
- ip_address — IP-agpec next-hop.

CbpocuTb ycTaHOBKY aTpnbyTa next-hop.

set local-preference value

no set local-preference

value: (1-4294967295)

YcTaHOBUTL 3HayeHue aTpubyTa local-preference.

CbpocuTtb ycTaHOBKY aTpmbyTa local-preference.

set metric value

value: (1-4294967295)

YcTaHOBUTL 3HaYeHue aTpubyTa metric.
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no set metric C6pocuTb ycTaHOBKY aTpmbyTa metric.

set next-hop-peer YcTaHOBWUTb 3HauYeHWe aTpubyTa next-hop, Kak agpec cocepa.
—/atpubyT He

no set next-hop-peer yCTaHoBNEH CHbpocuTb ycTaHOBKY aTpubyTa.

set origin [ igp |egp | in- YcTaHOBWTL 3HaYeHue aTpubyTa origin.

complete ] - igp — MapLupyT 6611 NONYYEH U3 MPOTOKOA BHYTPEHHEW

MapLupyT13auum (Hanpumep, KomaHaoun network)

— - egp — MapLupyT 6bIN BblydeH No npoTokoay EGP.

- incomplete — mapLpyT 6b1n1 Bbly4eH KaKUM-TO MHbIM 06pasom
(Hanpumep KomaHgoi redistribute).

no set origin CbpocuTb ycTaHOBKY aTpmbyTa origin.

set weight value YcTaHOBUTL 3HaYeHue aTpubyTa weight.
- value: (1-4294967295) -

no set weight CHbpocuTb ycTaHOBKY aTpubyTa weight.

KomaHOb1 pexcuma privileged EXEC

Bce kKomaHAb! AOCTYNHbI 419 NPUBUIETMPOBAHHOIO NOJIb30BaTENA.

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma privileged EXEC:
console#

Tabnnua 355 — KomaHgb! pexuma privileged EXEC

3HayeHue/3HayeHue

Aelicmeue
110 YMOAYAHUIO

KomaHoa

MpocmoTpeTb MHGOPMALMIO O CO34aHHbIX route-map.
- name — “MA route-map.

show route-map [name] name: (0..32) cumsona

KomaHObI pexcuma KoHgu2ypauuu uHmepgpeticos Ethernet, VLAN, uHmepgelica epynmnsl nopmos

BunA 3anpoca KOMaHAHOM CTPOKM B perKume KoHpurypauum nHtepoeicos Ethernet, VLAN, nHtepdeiica
rpynnbl NOPTOB:

console (config-if) #

Tabnnua 356 — KomaHgb! pexxuma koHdurypaummn nntepoeiica Ethernet, VLAN, nHtepdeiica rpynnbl NopToB

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymon4aHuro
ip policy route-map name MpUMeHMUTb route-map ¢ UMeHemM name 4R 3a4aHHOro
name: (0..32) cumBona nHTEpdelica.
no ip policy route-map Ypanutb route-map ¢ nHtepdeiica.
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5.35.7 Hacmpoiika Prefix-List

Prefix-nnuctbl no3sonaAtoT GuaAbTPOBaTb NPUHUMAEMbIE N AHOHCUPYEMbIE MapPLLPYTbl MPOTOKOI0B AM-
HAaMMYECKON MapLLpyTU3aLUK.

KomaHObI pexcuma 2nobanbHol KOHpu2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B pPeXKUME rN106anbHOM KOHPUrypaLmm:
console (confiqg) #

Tabnunua 357 — KomaHab! pexuma rnobanbHoi KoHduUrypaumm

Komanda 3HavyeHue/3HayeHue Leiicmeue
no ymoa4yaHuro
ip prefix-list list-name [seq Coszparb Prefix-list.
seq_value] [description - permit — paspelatouiee aelcTBMe 414 MapLlpyTa
text] {deny | permit} - deny — 3anpeuiatouee aencreme gna maplipyTta
ip_address [mask] [ge list-name: (1..32); - list-name — vma cosgasaemoro prefix-nucra
ge_value] [le le_value] seq_value: (1.. - seq_value — HOMep 3anuUCK B CNUCKe NpedrKcoB
4294967294); - text — onucaHue cnvcka npeduKcos
text: (0..80) cumsona; - ge_value — coOTBETCTBUE A/VHE NPedUKCa, PaBHOI UK
ge_value: (1..32); 60oAbLUel, YeM HaCTPOEHHasA AAMHA NpedUKca
le_value: (1..32) - le_value — cooTeeTcTBMe A/IMHe NpedUKca, KOTopas paBHa
WM MeHbLUE HAaCTPOEHHOM A/MHbI NpeduKca.
! EC/M He HaWIOCb HM O4HOrO COOTBETCTBUA, TO ByaeT
V npMMeHeHa HesABHaA NOAUTUKA No ymonuaHuio deny
any.
no ip prefix-list list-name [ Ypanutb co3paHHbiii Prefix-List.
seq seq_value]

KomaHOb1 pexcuma privileged EXEC

Bce KoMaHAbl JOCTYNHbI 418 NPUBUNETMPOBAHHOIO NOJ/b30BaTENS.
Bua 3anpoca KomaHAHOM CTPOKM pexunma privileged EXEC:
console#

Tabanua 358 — KomaHgb! pexkuma privileged EXEC

3Ha4yeHue/3HayeHue

Aelicmeue
o yMmon4aHuo

KomaHoa

MNpocmoTpeTb nHGopmaumio o co3gaHHbix prefix-list.
- name — ums prefix-list.

show ip prefix-list [name]

name: (0..32) cumBona

5.35.8 Hacmpolika ceasKu Kkawoyeli

CBa3Kka K/loyell nosonseT co3gaTb Habop naponeit (Kntouvei) ¢ nocneayowein BO3MOMHOCTbIO
HACTPOMKM BpeMEHU AeNCTBUA KaxKa0ro naponsa. Co3gaHHble Napoan MOryT UCNONb30BaTbCA NpoTokoaamu RIP,
OSPF, IS-IS ana ayteHTUdMKaUMN.
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KomaHObI pexcuma 2a06anbHol KOHpuU2ypauuu

BuAa 3anpoca KoMaHAHOWM CTPOKM B pexume rnobanbHon KoHdUrypaumm:
console (config) #

Tabnnua 359 — KomaHab! pexuma rnobanbHoi KoHduUrypaumm

3HayeHue/3HayeHue
no ymon4aHuio

KomaHoa Aelicmeue

key chain word Co3paTb CBA3KY KAtoveh ¢ umeHem word v BOWTU B PEXUM KOH-
durypauum cBaskm Kaouen.

Y[anuTb CBA3KY KAouel ¢ umeHem word.

word: (1..32)
cumsona/—

no key chain word

KomaHObI pexcuma KoHgu2ypayuu ces3KU Karyel

Bupg 3anpoca KOMaHAHOM CTPOKU B peXnUme KOHPUrypaumm cBA3KM KAtoven:
console (config-keychain) #

Tabanuya 360 — KomaHabl pexkmma KOHPUrypauum cBAsKkn Katoven

Komanda 3HayeHue/3HayeHue Lleiicmeue
o ymMmoa4aHuro
key key_id Co3aaTb KAtoY ¢ naeHTUPMKaTopom key_id n BONTU B pexkum KOHPU-
key_id: (1..255)/— rypaumm Kitouva.
no key key_id Ypanutb Katod ¢ ngeHtuoukatopom key _id.

KomaHObI pexcuma KoHgu2ypayuu Kar4a

Bua 3anpoca KOMaHAHOW CTPOKM B peXMme KOHGUrypaLumm Karoda:
console (config-keychain-key) #

[aHHbIV peXXnum AOCTYNeH U3 PeXMMa KOHPUIypaLmmn CBA3KM KAtoden M npegHasHavyeH na 3agaHus
CaMOTro K/t04a 1 ero napameTpos.

Tabnunua 361 — KomaHAabl pexuma KoHPUrypauum Knwoua

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4YaHuro
key-string word word: (1..16) 3a4aTb 3HaYEHMe KNtoYa.
no key-string cumBonos/— YpanuTb 3HaYeHue Kaya.
encrypted key-string 3a4aTb 3HAYEHMe K/toYa B 3alIMPPOBAHHOM BUAE.
encryptedword - encryptedword — 3awmndpoBaHHbIM Naponb (Hanpumep, Naposb
encryptedword/— B 3aWndPOBAHHOM BUAE, CKONUPOBAHHbBIN C APYroro
YCTPOICTBA).
no encrypted key-string YpanuTe 3HaYeHue Katoua.
accept-lifetime time_to_start 3azaTb BPEMsA KM3HM K/t0Ya, B TEYEHME KOTOPOTO KAty byaeT
{time_to_stop | duration | OEUCTBUTENEH ANA CBEPKU C KOYOM B MPUHUMAEMbIX
infinite} coobuleHusX.
—/scerna - time_to_start — Bpems 1 faTta Hayana AeMCTBUSA Kawova.
felicTenTeneH 3agaeTcn B dopmate hh:mm:ss month day year 5
- time_to_stop — Bpema 1 gaTa npekpaLLeHua 4encTBus Katova.
3apaetca B popmate hh:mm:ss month day year
- duration — 3afaeT NPOAO/IKUTENbHOCTL AEUCTBMA KoY B
CeKyHAax
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- infinite — ycTaHaBnMBaeT 6eCKOHEYHOe Bpema AeWCTBUA KtoYa

no accept-lifetime

YaanuTb Bpemsa XXU3HU KAtoya

send-lifetime time_to_start
{time_to_stop | duration |
infinite}

3a4,aTb BPEMSA XKM3HU KNKOYa, B TeYUEHME KOTOPOTO K/t byaeT
OEUCTBUTENEH ANA OTNPABKM COOBLLEHWNA.
- time_to_start — Bpemsa 1 gaTta Hayana AelCTBUA KaKoYa.

3agaetca B dopmate hh:mm:ss month day year.

- time_to_stop — Bpema 1 faTa NpekpaLLeHua 4encTBuA Katova.
3apaetca B dopmate hh:mm:ss month day year.

- duration — 3apaeT NPoOAOKUTENBHOCTD AEUCTBUA KNKOYA B
CeKyHaax.

- infinite — ycTaHaBnAuBaeT 6eCKOHEYHOe BpeMa AeNCTBUA Katova.

—/Bceraa
nencreuTeneH

no send-lifetime Y[anuTb BPEMS KU3HU Ktoua.

Ecnn B KaKOW-TO MOMEHT BpeMeHU Cpa3y HEeCKOJIbKO Kitoueil ByayT ABnATbCA peicTBUTENb-
HbIMM, TO GAKTUUYECKU UCNO/Ib30BaTbCA ByAET KNoY C HAMMEHbLUUM MAEHTUPUKATOPOM.

KomaHObI pexcuma privileged EXEC

Bug, 3anpoca KOMaHAHOW CTPOKU UMEET BUA,:
console#

Tabnnua 362 — KomaHapl pexkmma privileged EXEC

3HavyeHue/3Ha4yeHue .
KomaHda / Aeiicmeue
o ymMoa4aHuro
show key chain word word: (1..32) OT06pa3nTb MHPOPMaLMIO O CBA3KE KtoYel C umeHem word.
cumsona/—

[pumepbl 8b1N0AHEHUS KOMAHO

Co3patb CBA3KY KNtouen ¢ umeHem namel n nomecTuTb B Heé ABa Kntodva. Ha Knrove key 2 HaCTpoOUTb
BPEMEHHOI‘;I MHTEpBaa, B TEHYEHNE KOTOPOIro 3TOT K/NHOY MOXKET 6bITb MCMO/Ib30BaAH AnAa CBepKn C KAK4om B
NPUHATbIX NaKeTax.

console (config) # key chain namel

console (config-keychain) # key I

console (config-keychain-key) # key-string testkeyl

console (config-keychain-key) # exit

console (config-keychain) # key 2

console (config-keychain-key) # key-string testkey?2

console (config-keychain-key) # accept-lifetime 12:00:00 feb 20 2020 12:00:00
mar 20 2020

Moka3aTb MHGOPMaALMIO O CO34aHHOM CBA3KE KLOYEN:

console# show key chain namel

Key-chain namel:

key 1 -- text (Encrypted) "y9nRggddPOa7W304gfrNBeGhigRuwwp6bmWCy69nLuQk="
accept lifetime (always valid) (always valid) [valid now]
send lifetime (always valid) (always valid) [valid now]
2 -- text (Encrypted) "G7sTS+v50GIwHBL6UxZyWVPzbgZ/6fI0F3h3NB6wYMM=""
accept lifetime (12:00:00 Feb 20 2020) (12:00:00 Mar 20 2020)

send lifetime (always valid) (always valid) [valid now]

key
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5.35.9 banaHcuposka Hazpy3Kku Equal-Cost Multi-Path (ECMP)

banaHcmpoBKa Harpy3km ECMP nossonseTt nepegasaTb NakeTbl OAHOMY MOAYYATENO MO HECKOJIbKMM
CAYYLWMM MapLupyTam». [aHHbIM GYHKUMOHANA NpeaHa3HayvYeH 414 pacnpeaesieHna Harpyskm 1 onTMMmnsaumm
nponyckHon cnocobHocTn cetn. ECMP morKeT paboTaTb KaK CO CTaTUYECKMMM MapLLpyTamm, TaK U C MPOTOKO-
NlaMu AnHaMmu4yeckor mapuwpyTtusaumm RIP, OSPF, BGP.

KomaHObI pexcuma 2nobanbHol KOHpu2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B pPeXKMUMe r106anbHOM KOHPUIypaLmm:

console (config) #

Tabnnua 363 — KomaHab! pexuma rnobanbHoi KoHduUrypaumm

3HayeHue/3HayeHue .
KomaHoa Aelicmesue
10 yMon4aHuio
ip maximum-paths maxi- 3a4aTb MaKCMMaibHOE KOIMYECTBO NyTel, KoTopble MOryT 6bITb
mum_paths yCTaHoB/eHbl B FIB anA Kaxkaoro mapupyTa.

maximum_paths:

(1..64)/1 Hacrpoiika BCTynuT B CMJy TO/IbKO NOCNE COXpaHeHUs

KoHdUrypauumn n nepesarpysku ycTpoiicrsa.
no ip maximum-paths YCTaHOBUTb 3HAYE€HME N0 YMOJIYaHUIO.

5.35.10 Hacmpoiika Virtual Router Redundancy Protocol (VRRP)

MpoTtokon VRRP npegHasHayeH ana pesepBMpOBaHMA MAapLLPYTM3ATOPOB, BbIMO/HAIOLLMX PO/b LWAO3A
Nno ymosi4aHuto. 3To AocTuraetca nytém obbvegmHeHus IP-uHTepdelicoB rpynnbl MapLIPYTU3aTOPOB B OAMNH
BMPTYa/bHbIN, KOTOPbIN OyAeT MCNONb30BaTbCA KaK LW/O3 MO YMOJIYaHUIO A1 KOMMNbOTEPOB B ceTU. Ha
KaHa/bHOM ypOBHe pe3epBupyemble UHTepdeiicbl nmeroT MAC-agpec 00:00:5E:00:01:XX, rae XX — Homep
rpynnbl VRRP (VRID).

Tonbko oAMH U3 GM3UYECKUX MapLUPYTM3ATOPOB MOMKET BbINONHATL MApLUPYyTU3aLMI0 TpaduKa Ha
BUpTyanbHOM IP-uHTepdeice (VRRP master), octasnbHble mMaplupyTU3aTopbl B rpynne npeaHasHavyeHbl ans
pesepsuposaHusa (VRRP backup). Bbibop VRRP master npoucxoaut B cootsetcTeumn ¢ RFC 5798. Ecam Terywmin
master CcTaHOBMTCA HeZOCTYNHbIM — BblIOOp master-a nosTopseTca. HauBbiCWKMI NpUOpPUTET MMeeT
MapLLpyTU3aTop ¢ cobcTBEHHBIM IP-aapecom, cOBMagaloWmMM ¢ BUPTYasbHbIM. B cayvae gocTynHOCTU OH
Bcerga ctaHoBuTca VRRP master. MakcmmanbHoe konnvectso VRRP-npoueccos — 50.

KomaHObI pexcuma KoHguaypauuu uHmepgpeticos Ethernet, VLAN, uHmepgelica epynnsl nopmos

BunA 3anpoca KOMaHAHOM CTPOKM B perkmme KoHpurypauum nntepoeicos Ethernet, VLAN, nHtepdeiica
rpynnbl NOPTOB:

console (config-if)#

Tabnnua 364 — KomaHgb! pexkuma KoHdurypaumm nutepoeiica Ethernet, VLAN, nHtepdeiica rpynnbli NnopToB

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

KomaHoa Aelicmeue

vrrp vrid description text 06aBuWTb ONMcaHne uenm uam ucnonbsosaHma ana VRRP
P P vrid: (1..255); A 4 at

: __ text: (1..160 cMMBONOB). MapLUpyTMU3aTOpa C nAEHTUPGUKATOPOM vrid.
no vrrp vrid description Ypanutb onncanmne VRRP-mapipyTtumsartopa.

vrrp vrid ip ip_address vrid: (1..255) Onpegenuts IP-agpec VRRP-mapLpyTm3saTopa.
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no vrrp vrid ip [ip_address]

Ypanute IP-agpec VRRP ¢ mapwpyTtusatopa. Ecam B Kayectse
napameTpa He yKasaH IP-agpec, To yaanatca sce IP-agpeca
BUPTYa/IbHOrO MapLUpyTM3aTopa, BCNEACTBUE YEFO YAANUTCA U Cam
BUPTYa/IbHbIN MapLipyTU3aTop vrid Ha J@aHHOM yCTpOWUCTBE.

vrrp vrid preempt

BKAOUNTL pexkum, npu Kotopom backup-mappytusatop c 6onee
BbICOKMM NpMOpUTETOM ByAeT NbiTaTbCA NepexsaTUTb Ha ceba
ponb master y TekyLiero master-mapLpytusatopa c 6onee

no vrrp vrid priority

priority: (1..254);
Mo ymonyaHuto: 255 ana
Bnagenbua IP-agpeca, 100
ANA OCTaNbHbIX

vrid: (1..255); HU3KUM MPUOPUTETOM.
Mo ymon4yaHuio / MapLupyTusatop, KoTopbii ABaseTcA Bragenbuem IP-
BKJIIOYEHO V aApeca maplupyTusaTopa, 6yaeTt nepexsartbiBaTb Ha
ceba ponb master He3aBUCUMO OT HAaCTPOEK AaHHOM
KOMaHpAbl.
no vrrp vrid preempt YCTaHOBUTb 3HAYEeHME N0 YMOHAHMUIO.
vrrp vrid priority priority vrid: (1..255); HasHauntb npuoputet VRRP-mapLipytusaTopa.

YCTaHOBWUTb 3HAYeHME NO YMON4YaHUIO.

no vrrp vrid source-ip

Mo ymonuanwuio: 0.0.0.0

vrrp vrid shutdown vrid: (1..255); Bbikntountb VRRP-npoToKon Ha AaHHOM MHTepdeice.

no vrrp vrid shutdown Mo ymonuanuio: Bkntountb VRRP-npoToKoN Ha AaHHOM nHTepdeiice.
BbIK/OYEH

vrrp vrid source-ip ip_ad- Onpegenntb peanbHbli VRRP-agpec, KoTopsbili byget

dress vrid: (1..255); Mcnosib3oBaTbea B KayecTse IP-agpeca otnpasutens ana VRRP-

coobLeHni.

YCTaHOBUTb 3Ha4YeHMe NO YMOIYAHMUIO.

vrrp vrid timers advertise
{seconds | msec millisec-
onds}

no vrrp vrid timers adver-
tise [msec]

seconds: (1..40);
milliseconds: (50..40950);
Mo ymonyanumio: 1 cek

Onpegenutb MHTEPBaN MeXAy aHOHCamMK master-
mapuwpyTtusaTopa. Ecnu nHtepsan 3agaH B MUANUCEKYHAAX, TO
NPOUCXOAUT OKPYIAeHMEe BHU3 [0 banKalwen cekyHabl ana VRRP
Version 2 u g0 61uKaiwmx coTbIX Aonei cekyHabl (10
munnncekyHa) agna VRRP Version 3.

YCTaHOBUTb 3HaYeHMEe N0 YMOHAHMUIO.

vrrp vrid version {2 | 3 |
283}

no vrrp vrid version

Onpegenutb nogaepknsaemyto sepcuto VRRP-npoTtokona.

- 2 — nopaepxueaetca VRRPv2, onpegeneHHbit 8 RFC3768.
Monyyaemble VRRPvV3 coobuieHuns otbpacbiBatoTea
MapuwpyTtusatopom. OTnpasaatoTca TonbKo VRRPV2 aHOHCbI.

- 3 — nopaepkmeaetca VRRPv3, onpepeneHHbivi B RFC5798, 6e3
cosmectumocTu ¢ VRRPv2 (8.4, RFC5798). Monyyaemblie VRRPv2
coobuieHmsa oTbpacbkiBalOTCA MappyTmu3aTopom. OTnpasastoTca
Tonbko VRRPV3 aHOHCHI.

- 2&3 — noapepkusaetca VRRPv3, onpeaeneHHbln B RFC5798 ¢
obpaTHOM coBmecTumocTbto ¢ VRRPV2. NMonyyaemble VRRPV2
coobuieHunsa obpabaTtbiBatoTca maplupyTnsaTopom. OTnpasnsatoTcs
VRRPv2 1 VRRPV3 aHOHCbI.

MNoaaep:kmsaetca Tonbko VRRP Bepcuu 3. Pexkumsbl 2 1 2&3 6yayTt
noaaepxuneaTbca B byaywmx sepcuax NO.

YCTaHOBKA 3HA4YeHUA No YMO/THaHUIO.

vrrp vrid checksum exclude
pseudo-header

no vrrp vrid checksum ex-
clude pseudo-header

Mo ymonuaHuio: nc-
noJsib3yeTca MeToz,
pacyeTa KOHTPO/b-
HOl CyMMbI C NceB-
[,03aro/10BKOM

BKNOUMTL METOZ pacyeTa KOHTPOJIbHOW Cymmbl B 3aronoske VRRP
6e3 yyeta ncesgo3aronoska. RFC 3768.

YCTaHOBWUTb METOZ, pacyeTa KOHTPOIbHOM CyMMbl, OnpeaeneHHbIN
B RFC5798, no ymonyaHutio.

KomaHObi pexcuma privileged EXEC

Bce KomaHAap! AOCTynHbl 4NA NPpUBUNETMPOBAHHOIO NOJ/1b30BAaTENA.

BuAa 3anpoca KomaHAHOM CTPOKK pexnma privileged EXEC:

console#
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Tabnmua 365 — KomaHapl pexkmma privileged EXEC

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aeiicmeue

show vrrp [all | brief | in-
terface {gigabitethernet
gi_port | tengigabitether-
net te_port | fortygiga-
bitethernet fo_port | port-
channel group | vlan
vlan_id}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094)

MpocmoTpeTb KPaTKyo UK AeTanbHY0 MHPOpMaLMIo A1 BCex
MM OAHOrO HAaCTPOEHHOro BUPTya/ibHOro mappytmsatopa VRRP.
- all — npocmoTp MHbOpMaLMKM O BCex BUPTYabHbIX
MapLUpyTU3aTOPaXx, BKIOYAA OTK/IOYEHHbIE;

- brief — npocmoTp KpaTKoM MHPOPMaLUKM O BCEX BUPTYabHbIX
MapLUpyTU3aTopax.

[pumepbl 861NM0AHEHUA KOMAHO

= Hactpoutb IP-agpec 10.10.10.1 Ha VLAN 10, ncnonb3sosaTb 3TOT agpec B KayecTBe aapeca BUpTyasb-
HOro MapLpyTtusaTtopa. Bkatounts VRRP-npoTtokon Ha nHtepodeice VLAN.

console (config-vlan)# interface wvlan 10

console (config-if)# vrrp 1 ip 10.10.10.1

(

console (config-if)# ip address 10.10.10.1/24
(
(

console (config-if) # no vrrp 1 shutdown

= [locmoTpeTb KoHPUrypaumto VRRP:

console# show vrrp

Interface: vlan 10

Virtual Router 1

Virtual Router name

Supported version VRRPv3

State is Initializing

Virtual IP addresses are 10.10.10.1 (down)
Source IP address is 0.0.0.0 (default)
Virtual MAC address is 00:00:5e:00:01:01
Advertisement interval is 1.000 sec
Preemption enabled

Priority is 255

5.35.11 Hacmpoiika npomokona Bidirectional Forwarding Detection (BFD)

MpoTokon BFD no3sosseT 6bICTpo 06HAPYHKUTb HEUCNPABHOCTU IMHKOB. BFD moKeT paboTaTb KakK co cTa-

TUYECKMMM MApLUPYTaMK, TaK U C MPOTOKOAAMM ANHaMUYeCcKoM mapupytmsaumm RIP, OSPF, BGP.
B Tekywwen Bepcun MO peannsoBaHa paboTa To/IbKO € NpoToKo oM BGP.

KomaHObI pexcuma 2no0banbHol KoOHpu2ypauuu

BuAa 3anpoca KOMaHAHOM CTPOKM B pexxume rnobasibHon KoHdUrypaumm:

console (config) #
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Tabnmua 366 — KomaHabl pexkmma rnobanbHom KoHpuUrypaumm

3Ha4yeHue/3HayeHue
o ymon4YaHuro

KomaHda

Aelicmeue

bfd neighbor ip_addr [in-
terval int ] [min-rx min]

multiplier mult_num
[multiplier mult_num] int: (150..1000)/150

min: (150..1000)/150
mult_num: (1..255)/3

no bfd neighbor ip_addr

3apaTb BFD-coceaa.

- int — MUMHUManNbHLIN MHTEPBAN Nepeaaymn ana obHapyKeHun
ownbKu;

- min — MUHMMaNbHBIN MHTEPBaN NPUEMa ANa obHapyKeHuA
OLIMBKM.

- mult_num — Konn4yecTBo NOTEPAHHbIX NAKETOB A0 pPa3pbliBa
ceccum.

YCTaHOBWTb 3HaYeHMe MO YMOIYaHUIO.

KomaHOb1 pexcuma privileged EXEC

Bce KomaHAap! AOCTynHbl ANA NPpUBUNETMPOBAHHOIO NOJ1Ib30BaTENA.

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma privileged EXEC:

console#

Tabnunua 367 — KomaHgb! pexuma privileged EXEC

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa

Aelicmeue

show ip bfd neighbors
[ip_addr] [detail]

MNpocmoTpeTb MHPOpMaLMo 06 akTMBHbIX BFD-coceasx.

5.35.12 TMpotokon GRE

GRE (Generic Routing Encapsulation) — npoToKo/ TYHHeNMpPOBaHMA ceTeBblX NakeToB. Ero ocHoBHoe
Ha3HayeHMe — MHKaNcynauna NakeToB ceTeBOro ypoBHA ceteBon mogenu OSI B IP-nakeTbl. GRE moxet
ncnonb3oBatbca Ana opraHmsaumm VPN Ha 3-m yposHe mogenn OSI. B kommyTtatopax MES peanmsoBaHbl
CTaTnyeckme Heynpasasemble GRE-TYHHeNN, TO eCTb TYHHENN CO34aK0TCA BPYUHYHO NyTeM KOHPUTypMpOBaHMA
Ha JIOKaNIbHOM M yAaneHHOM Yy3nax. [lapameTpbl TYHHeNns ANA KaKAOW M3 CTOPOH AOJXKHbl ObiTb

B3aMMOCOrnacoBaHHbIMU NN NepPeHOCUMbIe AaHHble He 6yp,yT AeKancyimpoBaTbCA NapTHEPOM.

KomaHObI pexcuma 2a06anab6Hol KoOHpu2ypayuu

MpoTtokon GRE nogaepxusaerca Ha mogenax cepumn MES33xx, MES35xx nu MES5324.

Bug, 3anpoca KOMaHAHOW CTPOKM B peXKUMe rn106anbHOM KOHPUrypaLmm:

console (config) #

Tabnnua 368 — KomaHabl pexkuma rnobanbHoi KoHduUrypaumm

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

KomaHda

Aelicmeue

interface Tunnel tunnel_id tunnel_id: (1..16)

Co3aatb UHTepdeiic TyHHens.
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KomaHObI pexcuma KoHgu2ypayuu uHmepgelica myHHens

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KOHPUrypaumnm nHtepderica TyHHens:

console (config-tunnel) #

Tabanua 369 — KomaHab! pexkmma KoHpurypauum nHtepderica TyHHenA

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aeiicmeue

tunnel mode gre ip

no tunnel mode gre ip

— /BbIKOYEHO

3apatb TMN TyHHena GRE c ucnonb3osaHuem IPv4.

YAanuTb TYHHeNb.

tunnel source {ipv4_address
| gigabitethernet gi_port |
tengigabitethernet te_port |

gi_port: (1..8/0/1..48);

HasHauuTtb IP-agpec nnmn nHtepdeiic, Kotopbin byaeT
MCMNONb30BaTbCA B KaYecTBe agpeca oTnpaBuTens BHelwHero |P-
3aronoska GRE-TyHHenA.

te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094)

fortygigabitethernet fo_port
| port-channel group | tun-
nel tunnel_id | vlan vian_id}

no tunnel source

tunnel destination {_URL_ |
ipv4_address} —

Ypanutb IP-agpec otnpasutens.

HasHauuTtb IP-agpec nonyyatens (KOHUa TyHHeNs).

no tunnel destination
ip address ipv4_address

Ypanutb IP-agpec nonyyatens.

YctaHoBUTb IP-agpec nHTepdeiica TyHHena. C ucnosib3oBaHuem
3TOro aApeca KOMMYTaTOp AOCTyrneH Yyepes TyHHenb. MoxeT

— MCMNONb30BaTbCA B KAaYeCTBe LWAK03a Ha YAa/leHHOM YCTpoicTBe
npuv MapLpyTusaLmm B TYHHENb.

Ypanutb IP-agpec uHtepderica TyHHens.

no ip address

KomaHOob! pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexuma EXEC:
console#

Tabnunua 370 — Komanapl pexkuma EXEC

3Ha4yeHue/3HayeHue
no ymon4aHuwo
tunnel_id: (1..16)

KomaHoa Aeiicmeue

show ip tunnel [tunnel-id]

show ip interface tunnel
tunnel_id

show interfaces tunnel tunnel-id

OT06pa3nTb MHGOPMALMIO TYHHENS.

tunnel_id: (1..16) OT06pasunTb MHPopMmauuio 06 IP-uHTepdelice TyHHens.

tunnel_id: (1..16) OT106pasunTb MHPOpMaLUmio MHTepdeica TYHHens.

[pumep HacCMpPoUliku MyHHenA

Co3gaHuMe TyHHenA UM HacTpOMKa CTATMYECKOrOo MapupyTta JAasa CeTH, HaxogallencAa Ha
NPOTMBOMNONOXKHOM CTOPOHE TYHHENSA:
. B KayecTBe JIOKaNbHOro agpeca Ana TyHHena ucnonosyetca IP-agpec 192.168.1.1;
. B KaQ4yecTBe yAaNeHHOro aapeca gna TyHHena ucnonbsyetca IP-agpec 192.168.1.2;
. IP-afpec TYHHens Ha fIoKanbHoM cTopoHe 172.16.0.1/30;
. CeTb Ha NPOTUBOMOJ/IOKHOW CTOpoHe TyHHena 10.10.1.0/24.
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console (config)# vlan database

console (config-vlan)# wvlan 301

console (config-vlan)# exit

console (config) # interface tengigabitethernet 1/0/1
console (config-if) # switchport mode trunk

console (config-if)# switchport trunk allowed vlan add 301
console (config-if)# exit

console (config) # interface wvlan 301

console (config-if)# ip address 192.168.1.1/24

console (config-if)# exit

console (config) # interface Tunnel 1

console (config-tunnel) # Tunnel mode gre ip

console (config-tunnel)# Tunnel source 192.168.1.1
console (config-tunnel)# Tunnel destination 192.168.1.2
console (config-tunnel) # ip address 172.16.0.1/30
console (config-tunnel) # exit

console (config)# ip route 10.10.1.0/24 Tunnel 1

/ Ha BCTPEYHOM yCTpOﬁCTBe HEOGXOAMMO BbINOJ/IHUTb B3aMMOCOr/1aCoBaHHbIE HaCTpOﬁKVI.

5.35.13 KoHdwurypauma suptyanbHou ob6nactu mapupyrtusauum (VRF)

VRF (Virtual Routing and Forwarding) — 3To TexHo/OrMA, KOTopasa MO3BOAAET HECKOJIbKMM
aK3emnaapam Tabamubl MapLwpyTU3aLLMM COCYLLECTBOBATb B OAHOM MapLUPyTU3aTOpe OAHOBPEMEHHO.

Cnucok noagepaHHbix B VRF dyHKUMIA gocTyneH B Tabanue 374.

Tabanua 371 — KomaHgb! pexkuma rnobanbHoi KoHduUrypaumm

3HavyeHue/3Ha4yeHue ”
KomaHoa / Aeiicmeue
no yMoan4YaHuto
ip vrf [vrf-name] vrf-name: (1..32) Co3zaHune BUPTyanbHOM 061acTy MapLipyTU3aLmm.
no ip vrf [vrf-name] cMmBONa YpaneHve BupTyanbHOM 061aCTM MapLupyTU3aLmm.

Tabnunua 372 — KomaHabl pexkuma KoHpurypaumm nHtepoeiica

3HayeHue/3Ha4yeHue .
KomaHoa / Aeiicmeue
no ymon4yaHuro

ip vrf [vrf-name] MpwuBAaska nHTepdeiica K 061acTM BUPTYyasIbHOM MapLLIPYTMU3aL M.
Mocne BBOAA KOMaHAbl BCe CO3AaHHble B AanbHeliwem IP-agpeca
6yayT accounmpoBatbes ¢ vrf, K KoTopomy 6bin NpuBA3aH
nHTepoeic.

vrf-name: (1..32)
cMmBOIa

no ip vrf OTBA3KA UHTepdelica oT 061aCcTN BUPTYANbHON MapLIpyTU3aLUK.

Tabnunua 373 — KomaHabl pexkuma EXEC

3HayeHue/3Ha4yeHuUe .
KomaHoa / Aeilicmeue
Mo yMOMYaHUIo

BbiBog, MHPOPMALMK O CO3AaHHBIX BUPTYanbHbIX 061acTaX
MapLpyT1saumm u o6 L3-uHtepdericax, Kotopble B HUX
HaxoaATcs.

show ip vrf [all | vrf-name] vrf-name: (1..32)

cumBoOaa
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Tabnunua 374 — dyHKUMK, NoAAEPKAHHbIE ANnA paboTbl B VRF

dyHKYyuu

Hasuzayusa

KomaHgb! ynpaBneHus
cuctemon

5.5 KomaHzbl ynpaBaeHuUs cMcTemom

CTaTnyeckas mapLipyTmsaums

5.35 KoHdurypauma npoToKoN0B MapLipyTM3aumm

DHCP-Relay

5.29.1 ®dyHKummn DHCP Relay gns IPv4

OSFP

5.35.3 HacTpowka npotokona OSPF, OSPFv3
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6 CEPBUCHOE MEHIO, CMEHA NMPOrPAMMHOIO OBECNEYEHUA

6.1 MeHio Startup

MeHtio Startup ncnonb3yerTca onAa BbINONHEHUA CneUnanbHbIX Npoueanyp, TakKMX Kak BOCCTaHOB/EHUE
3aBOACKUX HAaCTPOEK N BOCCTAaHOBIEHNE NAPONA.

[nsa Bxoaa B MeHio Startup HeobxogMMo NpepBaTb 3arpy3Ky HaxkaTvem Knasulumn <Esc> unu <Enter> B
TeYeHWe NepBbiX ABYX CEKYHA Moc/e MNOosSBAEHMSA COOOLLIEHMA aBTO3arpysku (MO OKOHYAHWMM BbIMNOJHEHUA
npoueaypbl POST).

Startup Menu
] Restore Factory Defaults
] Boot password
] Password Recovery Procedure
]  Image menu
5] Back
Enter your choice or press 'ESC' to exit:

[ns BbIXO4a U3 MEHIO M 3arpy3KM YCTPOMCTBA HaXKmuUTe Knasuwy <5>, 1nbo <Esc>.

Ecam B TeueHue 15 ceKyHA (3HaueHUe NO YMOJIYaHUIO) He Bbi6paH HM OAUH U3 NYHKTOB
MEHI0, TO 3arpy3Ka yCTPOMCTBA NPOAO/IKUTCA. Bpemsa 0XXMAaHUA MOXKHO YBE/IMUUTD C NO-
MOLLbIO KOMAHA, KOHCOU.

—

Tabnumua 356 — OnuncaHune meHto Startup

Ne HassaHue OnucaHue
Restore Factory Defaults [aHHas npoueaypa MCnonb3yeTca AAa yAaneHUs KOHpuUrypaumu ycTpoMCTBa.
<1> BoccTaHoBneHue BoccTaHOBNEHME KOHOUIYPALLMK MO YMOIYAHUIO.
33aBO/CKMX HaCTpoeK
Boot password [aHHas npoueaypa UCNONb3YeTca 4/ YCTaHOBKU/yAaieHMA Napoas Ha Havab-
<2> YcTaHoBKa / yaaneHve Naponsa | Hblid 3arpysymk.

Ha HayaNbHbIN 3arpysyuk

[aHHaa npoueaypa Mcnonb3yeTca ANA BOCCTAHOBAEHUA YTpayeHHOro napons,
OHa No3BOIAEeT NOAKNHYUTLCA K yCTpOVICTBy 6e3 na pona.

Password Recovery [na BOCCTaHOBNEHMA NAPONA HAXKATb KAABULLY <2>, NPY NOC/eAYIOWEM NOAKNIO-
<3> Procedure YEeHWUU K YCTPOMCTBY Naponb byaeT NpoOUrHopMpoBaH.
BocctaHoBneHne napons Current password will be ignored!

[na Bo3BpaTa B MeHto Startup HaxkmuTe Knasuwy [enter].
==== Press Enter To Continue ====

[JaHHas npoueaypa ucnonb3yetcs Ana Bbibopa akTMBHoro ¢aitna cucremHoro
no.

Ecnv He BblbpaH HOBbIN 3arpyKeHHbI dain cuctemHoro MO aKTUBHbIM, TO
YCTPOWCTBO BbINOIHWUT 3arpy3Ky C UCMOJ/Ib30BaHMEM TeKYLLLero akTuBHoro obpasa
Image menu

[1] Show current image — npocmoTp AaHHbIX 0 Bepcuax MO Ha ycTpoicTae

[2] Set currentimage — BbI6op akTMBHOrO ¢aitna cucremHoro MO

Image menu
<4> Bbibop akTMBHOrO daiina
cuctemHoro MO

[3] Back
<5> Back [na BbIXOAa U3 MEHIO W 3arpy3KKM YCTPOMCTBA HaxkMuTe Knasuwy <Enter>, nnbo
Bbixog, 13 meHto <Esc>.
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6.2 O6HOoBnEeHMe nporpammHoro obecneyeHus c cepsepa TFTP

Cepeep TFTP goskeH 6biTb 3anyLieH U HACTPOEH Ha KOMNbloTepe, C KoToporo byaer 3a-
rpykaTbcs nporpammHoe obecneuyeHue. Cepeep A0NKEH UMETb paspelleHUue Ha YTeHue
daiinos HauanbHOro 3sarpysumka n/uam cucremHoro NO. KomnbioTep € 3anyLeHHbIM
TFTP-cepBepom A,0/13KeH BbiTb AOCTYNEH A8 KOMMYTATopa (MOXKHO NPOKOHTPO/IMPOBATb,
BbINOJIHUB HA KOMMyTaTope KomaHAy ping A.B.C.D, rae A.B.C.D — IP-agpec Komnblo-
Tepa).

5-.

’ ‘ O6HoB/NEHME NPOrpamMmmHOro obecneyeHna MOKET OCYLLECTBAATLCA TONbKO NPUBUAEIU-
N pPOBaHHbLIM NONb30BaTENEM.

6.2.1 O6HosnEHUEe cucmeMHO20 NPo2PaMmmHo20 obecnevyeHus

3arpysKa ycTpoicTBa ocyuwiecTeasetca u3 daina cMcTeMHoro nporpammHoro obecneyenus (MO),
KOTOpbIN XpaHuTca Bo Gn3w-namatn. MNpu obHOBNEHMM HOBbIM ¢aiin cuctemHoro MO coxpaHsaeTca B
CneLumManbHo BblAeNEHHOM 061acTM NamaTu. MNpu 3arpysKe yCTPOMCTBO 3aMyCKaeT akTUBHbIN $alin CUCTEMHOTO
no.

Ecan HOMep YCTPOICTBA He 3a4aH, AaHHAaA KOMaHAa NPUMEHAETCA K BegyLuemy ycTpoin-
cTBy.

5-

[na npocmoTpa TeKyllen BepCcUMM CUCTEMHOIO NporpammHoro obecneyeHus, paboTatowero Ha
ycTpoiicTee, BBeguTe kKomaHay show version:

console# show version

Active-image: flash://system/images/ mes3300-403.ros
Version: 4.0.3 B
Commit: 25503143
MD5 Digest: 6£3757fab5b6ae3d20418e4d20a68c4c
Date: 03-Jun-2016
Time: 19:54:26
Inactive-image: flash://system/images/mes3300-404.ros
Version: 4.0.4
Commit: 16738956
MD5 Digest: d907f3b075e88e6a512cf730e2ad22f7
Date: 10-Jun-2016
Time: 11:05:50

lpouedypa obHosneHUa 10

CKonnpoBaTb HOBbIN ¢ain NnporpammHoro obecrnevyeHma Ha YCTPOWCTBO B BblAe/eHHY0 061acTb na-
mATn. PopmaT KOMaHAbI:

boot system tftp://tftp_ip_address/[directory/]filename

[pumep 8b6IN0AHEHUS KOMAHObI

console# boot system tftp://10.10.10.1/mes5324-401.ros

26-Feb-2016 11:07:54 $COPY-I-FILECPY: Files Copy - source URL
tftp://10.10.10.1/mes5324-401.ros destination URL flash://
system/images/mes5324-401.ros
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26-Feb-2016 11:08:53 $COPY-N-TRAP: The copy operation was completed successfully

Copy: 20644469 bytes copied in 00:00:59 [hh:mm:ss]

HoBas Bepcua nporpamMmHoro obecneyeHns CTaHeT aKTUBHOM Moc/e nepesarpyskm KommyTaTopa.

Ona NPOCMOTpPAa AaHHbIX O BEPCUAX NPOTrpamMmMHOro obecneyeHuns N UX aKTMBHOCTU BBEeAUTE KOMaHAY

show bootvar:

console# show bootvar

Active-image: flash://system/images/mes5324-401.ros
Version: 4.0.1
MD5 Digest: 0534f43d80df854179f5b2b9007ca886
Date: 01-Mar-2016
Time: 17:17:31
Inactive-image: flash://system/images/ mes5324-401.ros
Version: 4.0.1
MD5 Digest: b66£fd2211e4££7790308bafad5d92572
Date: 26-Feb-2016
Time: 11:08:56

console# reload

This command will reset the whole system and disconnect your current
session. Do you want to continue (y/n) [n]?

MoaTteepanTe NepesarpysKy BBOAOM ‘y’.
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NPUNOXEHUE A. MPUMEPbI MIPUMEHEHUA U KOHOUTYPALUN YCTPOMUCTBA

HacTpoiiKa npoToKo/1a MHOXecTBa cBA3yoWMX gepeBbes (MSTP)

MpoTokon MSTP no3BonAeT CTPOUTb MHOXKEeCTBO CBA3YIOLWMX AepeBbeB ana otgenbHblx rpynn VLAN Ha
KOMMYTATOpPax JIOKa/IbHOM CETH, YTO NO3BOAAET BanaHCUMPOBATb HArpy3Ky. 19 NPOCTOTbl PAaCCMOTPUM C/ly4ait
C Tpema KoMmmyTaTopamm, 06beAMHEHHBbIMW B KOJIbLEBYHO TOMOOTMUIO.

Myctb vlan 10, 20, 30 o6beaunHsaoTCA B nepBom 3ksemnnape MSTP, vilan 40, 50, 60 06beanHAOTCS BO
BTOPOM 3K3emnaspe. Heobxoammo, utobbl Tpadmk VLAN-o 10, 20, 30 mexagy MepBbiM M BTOPbIM
KOMMyTaTOpammM nepegasanca Hanpamyto, a Tpadmk VLAN-oB 40, 50, 60 nepenaBancsa TpaH3UTOM 4yepes
KommyTaTop 3. KommyTaTop 2 HasHauyMm KOpHEBbIM A/1A BHyTpeHHero ceasytowero aepesa (IST — Internal
Spanning Tree) B KOTOpPOM nepegaeTcs cay»kebHaa nHbopmaumsa. KommyTaTopbl 06bEeAUHAIOTCA B KOJbLO,
ncnosib3ys noptol tel u te2. Huke npusegeHa cxema, n3obparkatoLLasn JIOrmMYecKyto TONoI0TUIO CETH.

VLAN 10,20,30 na3adaveHb! Ha axsemnap 1
VLAN 40,50,60 HazHa4YeHb! Ha aksemMnnap 2

xommyTarop 1 KommMmyrarTop 3

70T NOPT nepeckinaeT Tpadmk
AnA szemnnapa 2 v Gnokupyer
Tpacuk ana axzemnnapa 1

3JT0T NOPT Nnepeckinaer Tpaduk
Ans akaemnnspa 1 u Gnokmpyer
Tpaduk ansa akzemnnapa 2

KOoMMmyTaTop 2

PucyHok A.1 — HacTpoika npoTOoKO/1a MHOXeCTBa CBA3YHOLLUX AepeBbeB

Korga oayH M3 KOMMYTaTOpPOB BbIXOAMT U3 CTPOsA, IMHB0 0b6pbIBAaeTCA KaHan, MHOMECTBO AepeBbeB
MSTP nepectpanBaeTca, 4TO NO3BOJIAET MUHUMU3NPOBATbL NOCAEACTBUA aBapun. Huxke npmuseneH npouecc
KOHUrypaumm KommyTtaTopos. 18 6os1ee BbICTPOM HACTPOMKM cO34aeTCs 06NN KOHOUTYPALMOHHDIN LWab-
JIOH, KOTOPbIN 3arpyxaeTca Ha TFTP-cepBep 1 MCNO/b3yeTcs BNOCNeACTBUM AN1A HACTPOMKM BCEX KOMMYTATO-
pos. Co3gaHue wabnoHa 1 KoHPUrypauma NnepBoro KoOmmyTaTopa:

console# configure
console (config)# vlan database

console (config-vlan)# vlan 10,20,30,40,50,60

console (config-vlan) # exit

console (config)# interface vlan 1

console (config-if)# ip address 192.168.16.1 /24

console (config-if) # exit

console (config)# spanning-tree mode mst

console (config) # interface range TengigabitEthernet 1/0/1-2
console (config-if) # switchport mode trunk

console (config-if) # switchport trunk allowed vlan add 10,20,30,40,50,60
console (config-if) # exit

console (config)# spanning-tree mst configuration

console (config-mst) # name sandbox
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console (config-mst)# instance 1 vlan 10,20,30
console (config-mst)# instance 2 vlan 40,50,60
console (config-mst) # exit
console (config) # do write

console (config) # spanning-tree mst 1 priority 0

console (config)# exit

console# copy running-config tftp://10.10.10.1/mstp.conf

Hactpoiika selective-qing
HobasnerHue SVLAN

MprBeAEHHbIN 34ecb NPUMEP KOHOUIypauum KOMMyTaTopa AEMOHCTPUPYET Kak A06aBnATb MeTKy

SVLAN 20 Ko Bcemy BxoaaleMy TpaduKy 3a nckntodeHnem VLAN 27.

console# show running-config

vlan database

vlan 20,27

exit

!

interface tengigabitethernetl/0/5

switchport mode general

switchport general allowed vlan add 27 tagged
switchport general allowed vlan add 20 untagged
switchport general ingress-filtering disable
selective-ging list ingress permit ingress vlan 27
selective-ging list ingress add vlan 20

exit

!

|

end

MoomeHa CVLAN

B ceTsAx nepenayn AaHHbIX 4OBOIbHO YaCTO BO3HUKAIOT 334a4u, cBA3aHHble ¢ nogmeHol VLAN (Hanpu-

Mep, 419 KOMMYTaTOPOB YPOBHS A0CTYNa CYLLEeCTBYET TUNOBAA KOHPUIypaLms, HO NO1b30BATENbCKUI TPadUK,
VolP n Tpaduk ans ynpasneHusa Tpebyetca nepegasaTb B pasHbix VLAN Ha pa3finyHbIX HanpasBaeHuaAx). B aTom
cnyyae 6b1n10 6bl yA06HO BOCNob30BaTheA PyHKUMel noameHbl CVLAN gna 3ameHbl TMNM3MpPOoOBaHHbIX VLAN
Ha VLAN gna tpebyemoro HanpassieHua. HuKe npueegeHa KOHoUrypauma KOMmMyTaTopa, B KOTOPOM OcCy-
wecrensetca nogmeHa VLAN 100, 101 n 102 Ha 200, 201 1 202. O6paTHaA NoAMEHa 40/1XKHA OCYLLeCTBAATLCA
Ha 3TOM e nHTepdelice:

console# show running-config

vlan database

vlan 200-202

exit

|

interface tengigabitethernet 1/0/1

switchport mode trunk

switchport trunk allowed vlan add 200-202

selective-ging list egress override vlan 100 ingress vlan 200
selective-ging list egress override vlan 101 ingress vlan 201
selective-ging list egress override vlan 102 ingress vlan 202
selective-ging list ingress override vlan 200 ingress vlan 100
selective-ging list ingress override vlan 201 ingress vlan 101
selective-ging list ingress override vlan 202 ingress vlan 102

exit!end
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Hacrpoitka multicast-TV VLAN

dyHKUMA «Multicast-TV VLAN» naeT BO3MOXHOCTb MCNO/1b30BaTh 415 Nepeaadym MHOroaapecHoro Tpa-

duKa ogHy VLAN B ceTn onepatopa v AOCTaBAATb 3TOT TPaPUK No/ib30BaTeNAM AaXKe B TOM C/yvae, eC/iv OHU
He asnatoTcA YyneHamm aton VLAN. C nomouwbio ¢yHKUMKM «Multicast-TV VLAN» mMoXKeT ObiTb COKpalleHa
Harpyska Ha ceTb onepaTopa 3a CYeT OTCYTCTBUA Ay6AMPOBAHUA MHOTroaApPEeCHbIX AaHHbIX, Hanpumep, npu
npegocrasaeHun ycnyrm IPTV.

Cxema npumeHeHna GyHKUMM Npeanonaraet, 4to NopThl No/ib3oBaTenell paboTatoT B perKMMe «access»

nnun «customer» U npuHagnexKat K nobol VLAN 3a uckntoyeHnem multicast-tv VLAN. MNonb3oBaTtenu nmerot
BO3MOXHOCTb TOJ/IbKO MOJly4aTb MHOr0aApecHbl Tpaduk M3 multicast-tv VLAN n He moryT nepefasaTb AaH-
Hble B 3Toli VLAN. Kpome Toro, B KommyTaTope A0/KeH 6biTb HAaCTPOeH NopT-UcTOYHUK multicast-TpaduKa,
KOTOPbIN A0/IKEH bbITb y4acTHMKOM multicast-tv VLAN.

1.

Mpumep HacTpoIiKK gNa nopta B pexkume paboTbl access
BKAOUNTL GUNLTPALLMIO MHOTOAAPECHbIX AaHHbIX:

console (config) # bridge multicast filtering

Hactpoutb VLAN nosb3osateneli (VID 100-124), multicast-tv VLAN (VID 1000), VLAN ynpasneHus (VID
1200):

console (config)# wvlan database
console (config-vlan)# wvlan 100-124,1000,1200
console (config-vlan)# exit

HactpouTb NopThbl NO/b30BaTENEN:

console (config) # interface range tel/0/10-24

console (config-if)# switchport mode access

console (config-if) # switchport access vlan 100

console (config-if)# switchport access multicast-tv vlan 1000
console (config-if) # bridge multicast unregistered filtering
console (config-if) # exit

HactpouTb uplink-nopT, paspelwns nepegadyy MHOroagpecHoro Tpaduka, TpadmKa nonb3osatenen n
ynpassieHue:

console (config)# interface tel/0/1

console (config-if)# switchport mode trunk

console (config-if) # switchport trunk allowed vlan add 100-124,1000,1200
console (config-if) # exit

Hactpoutb IGMP snooping rnobanbHo 1 Ha uHTepdelicax, 406aBUTb NPUBA3KY FPyNn:

console (config)# ip igmp snooping

console (config)# ip igmp snooping vlan 1000

console (config) # ip igmp snooping vlan 1000 querier
console (config) # ip igmp snooping vlan 100

console (config) # ip igmp snooping vlan 101

console (config) # ip igmp snooping vlan 102

( ) #

console (config ip igmp snooping vlan 103

console (config) # ip igmp snooping vlan 124
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6. HacTpouTb UHTepdelic ynpaBaeHus:

console (config) # interface vlan 1200
console (config-if)# ip address 192.168.33.100 255.255.255.0
console (config-if) # exit

Mpumep HacTpoOiIKK AnsA NopTa B pexume customer

[aHHbIN TUN NOAKNIOYEHMA MOXET BbITb MCNONb30BaH A4 TOro, YTobbl NOMeYaTbh NO/b30BaTENbCKME
IGMP-report-bl onpeaeneHHbix VLAN (CVLAN) otaenbHbIMK BHELWHMMM MeTKamu (SVLAN).

1. BKAOYMTb GUNBTPALMIO MHOFOAZPECHBIX AAHHbIX:

console (confiqg)# bridge multicast filtering

2. Hactpoutb VLAN nonbsosatenen (VID 100), multicast-tv VLAN (VID 1000, 1001), VLAN ynpaBneHus
(VID 1200):

console (config)# wvlan database
console (config-vlan)# wvlan 100,1000-1001,1200
console (config-vlan)# exit

3. Hactpoutb NopT Nnosb3oBaTena:

console (config)# interface tel/0/1

console (config-if)# switchport mode customer

console (config-if)# switchport customer vlan 100

console (config-if)# switchport customer multicast-tv vlan add 1000,1001
console (config-if) # exit

4. Hactpoutb uplink-nopT, paspewmns nepegady mHoroagpecHoro TpaduKa, TpadurKa nonb3osatesnen u
ynpasneHue:

console (config)# interface tel/0/10

console (config-if) # switchport mode trunk

console (config-if)# switchport trunk allowed vlan add 100,1000-1001,1200
console (config-if)# exit

5. HacTtpoutb IGMP snooping rnobanbHo 1 Ha MHTepdencax, 406aBUTb NPABMAA MAaPKUPOBKM NO/b30Ba-
Tenbckux IGMP-report-os:

console (config

( ip igmp snooping
console (config

(

(

#
# ip igmp snooping vlan 100

# ip igmp snooping map cpe vlan 5 multicast-tv vlan 1000
# ip igmp snooping map cpe vlan 6 multicast-tv vlan 1001

console (config
console (config

)
)
)
)

6. HacTpouTb UHTepdelic ynpaBaeHus:

console (config) # interface vlan 1200
console (config-if)# ip address 192.168.33.100 255.255.255.0
console (config-if) # exit
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NPUNOXEHUE B. KOHCONbHbIN KABE/b

DI @ G

8) (1 &) (9

RJ-45 DB-9

PucyHok B.1 — MopgKntoyeHne KOHCoNbHOTo Kabens

Ethernet-kommymamopel cepuli MES23xx, MES33xx, MES35xx, MES5324 383



HELTEX

NMPUNOXEHUE B. NOAAEPKUBAEMbIE SHAYEHUA ETHERTYPE

Tabnnua B.1 — MNopgaeprkmBaemble 3Ha4yeHua EtherType

Ox22DF 0x8145 0x889e 0x88cb 0x88e0 0x88f4 0x8808 0x881d 0x8832 0x8847
0x22E0 0x8146 0x88a8 0x88cc 0x88el 0x88f5 0x8809 0x881e 0x8833 0x8848
0x22E1 0x8147 0x88ab 0x88cd 0x88e2 0x88f6 0x880a 0x881f 0x8834 0x8849
Ox22E2 0x8203 0x88ad 0x88ce 0x88e3 0x88f7 0x880b 0x8820 0x8835 0x884A
0x22E3 0x8204 0x88af 0x88cf 0x88e4 0x88f8 0x880c 0x8822 0x8836 0x884B
0x22E6 0x8205 0x88b4 0x88d0 0x88e5 0x88f9 0x880d 0x8824 0x8837 0x884C
Ox22E8 0x86DD 0x88b5 0x88d1 0x88e6 0x88fa 0x880f 0x8825 0x8838 0x884D
0x22EC 0x86DF 0x88b6 0x88d2 0x88e7 0x88fb 0x8810 0x8826 0x8839 0x884E
0x22ED 0x885b 0x88b7 0x88d3 0x88e8 0x88fc 0x8811 0x8827 0x883A Ox884F
Ox22EE 0x885c¢ 0x88b8 0x88d4 0x88e9 0x8sfd 0x8812 0x8828 0x883B 0x8850
0x22EF 0x8869 0x88b9 0x88d5 0x88ea 0x88fe 0x8813 0x8829 0x883C 0x8851
0x22F0 0x886b 0x88ba 0x88d6 0x88eb 0x88ff 0x8814 0x882A 0x883D 0x8852
0x22F1 0x8881 0x88bf 0x88d7 0x88ec 0x8800 0x8815 0x882B 0x883E 0x9999
0x22F2 0x888b 0x88c4 0x88d8 0Ox88ed 0x8801 0x8816 0x882C 0x883F 0x9c40
0x22F3 0x888d 0x88¢c6 0x88d9 Ox88ee 0x8803 0x8817 0x882D 0x8840

0x22F4 0x888e 0x88c7 0x88db 0x88ef 0x8804 0x8819 0x882E 0x8841

0x0800 0x8895 0x88c8 0x88dc 0x88f0 0x8805 0x881a 0x882F 0x8842

0x8086 0x8896 0x88c9 0x88dd 0x88f1 0x8806 0x881b 0x8830 0x8844

0x8100 0x889b 0x88ca 0x88de 0x88f2 0x8807 0x881c 0x8831 0x8846
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NMPUNOKEHUE T. OMNCAHUE NMPOLIECCOB KOMMYTATOPA

Tabnumua .1 — OnuncaHue NpoLeccoB KoMmmyTaTopa

Uma npo-
OnucaHue npouecca

uecca

3SMA Aging ans IP-multicast

3SWF MNepeaaya NakeToB mexXay YPOBHEM 2 1 CETEBbIM YPOBHEM

35wWQ MporpammHan 06paboTka ACL nepexBayeHHbIX MAKeTOB

AAAT YnpasneHune n obpaboTka metogos AAA

AATT Cumynatop AAA ana nposepkn metonos AAA

ARPG Peanunsauyma npotokona ARP

B_RS YnpasneHue nepesarpy3Kon yCTPONCTB B CTEKE

BFD Peanunsauua npotokona BFD

BOXM JononHutenoHble AeCTBUA B CTEKE (MOlyYeHUe CBeAEHUN O CTEKe, MHAMKauuA, 0bmeH coobuie-
HUAMMK, cmeHa Unit ID)

BOXS O6paboTka KOMaHZ COCTOAHMA CTeKa: AobasneHne Master/Slave, usyuyeHue Tononoruu, obHose-
Hue Bepcuu MO BeAOMOro ycTpoiicTsa (slave)

BRGS Bridge Security — ARP Inspection, DHCP Snooping, DHCP Relay Agent, IP Source Guard, PPPoE In-
termediate Agent

BRMN Bridge Management: EAPS, STP, onepauuu c FDB (no6aBneHue, yaaneHue 3anucei), 3epKkaamnpo-
BaHue, KoHourypaums noptos/VLAN, GVRP, GARP, LLDP, IGMP Snooping, IP multicast, OAM

BSNC ABTOMAT CMHXPOHMU3ALUMM BeAYLLETO U BEAOMOrO YCTPOMCTB B CTEKE

BTPC Knnent BOOTP

CDB_ KonuposaHue KoHdUrypaLMoHHbIX palinos

CEAU Ounctka oyepeam cobbitnit Address Update

CFM Peannsauusa Ethernet CFM

CNLD 3arpyska/Bbirpy3ka KOHGUrypauum

COPY YnpasneHue KonvposaHvem daiinos

CPUM MoHuTOopuHr 3arpysku CPU

CPUT Ytnnuzauma CPU

D_LM Link Manager — oTcnexunsaHue COCTOAHUA CTEK-IMHKOB

D_SP Stacking Protocol

DDFG PaboTa c paiisoBoi cucTtemon

DFST PacnpeaeneHHan daitnosas cuctema (DFS). Mcnonb3ayetcs B paboTe cTeka

DH6C DHCPv6-knueHT

DHCP Cepsep 1 Relay Agent DHCP

DHCp Ping

DMNG Dinstant Manager — nosyyeHue nHbopmaLmn ¢ yaaneHHbix oHuToB (Bepcus MO, uptime, ycra-
HOBKa aKTMBHOro obpasa MNO)

DNSC KnueHnt DNS

DNSS Cepsep DNS

DSND Data Set Delays Report
Dispatcher — 0bpaboTka cobbITHIA OT yAaNeHHbIX OHUTOB 06 N3MEHEHUWN COCTOAHUA BEHTUAATO-

DSPT pPOB, UCTOYHMKOB MUTaHMA, TepmoaaTymkos, SFP-TpaHcusepos. MonyveHne coobuleHUit oT yaa-
JIEHHbIX oHUTOB 06 nx Bepcum NO, cepnintHom Homepe, MD5 cymme NO

DSYN Stack application

DTSA Stack application

ECHO Mpotokon ECHO

EPOE PoE (B3aumogelicTeBme c Nonb3oBaTenem)

ESTC JNlornpoBaHue cobbiTnin 0 NpeBbieHnn noporos Tpaduka Ha CPU (cpu input-rate detailed)

EVAP TRX Training — aBTOMaTM4ecKas HacTpouka napameTpos SERDES

EVAU O6paboTtka cobbiTnin Address Update, HUKHMIN ypoBeHb, Mepeaaya Bbllle
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EVFB Onpoc coctoaHna SFP

EVLC O6paboTKa cobbITUIN O CMEHE COCTOAHWUS NOPTA, HUXKHUIA YPOBEHb, Nepeaaya Bbille

EVRT RX Training

EVRX O6paboTKa cobbITUN NPUEMa NakeTa U3 KommyTtaTopa B CPU, HUKHWI ypoBEHb, Nepeaaya naketa
Ha ypoBeHb 2

EVTX O6paboTKa cobbITUN OKOHYaHMA OTNPaBKK NakeTa M3 CPU B KOMMyTaTOp, HUXKHUI YPOBEHb

exRX O6paboTKa BbIX04a NAKETOB C HUMKHETO YPOBHA 2

FFTT YnpasneHue Tabanuen mapwpytmsaumm u mapLipyTmM3aums Naketos

FHSF IPv6 First Hop Security (06paboTka TalimepoB)

FHSS Mpunoxenusa IPv6 First Hop Security

FLNK Flex Link

GOAH Peannsauua web-cepsepa GoAhead

GRN_ Peanusauus Green Ethernet

HCLT MonyyeHne n 06paboTKa KOMaHA HACTPOMKKN YCTPOIMCTBA HUXKHETO YPOBHA

HCPT PoE (B3anmopencTeme c KOHTPONEPOM)

HLTX OTtnpaska naketos U3 CPU B KommyTaTop

HOST OcHoBHoW host-noToK, xonocton xon,

HSCS Stack Config — HacTpoiKa dyHKUMIN KOMMYTaTOpa Ha YA4a/IEHHOM OHUTE

HSES Stack Events — ob6paboTka cobbiTnit link changed, address update ¢ yaaneHHbIX OHUTOB Ha Ma-
cTepe

HSEU O6paboTka cobbITUiM CTEKA

ICMP Peanunsauyma npotokona ICMP

10TG YnpasaeHue TepMUHaNamu BBOAA-BbIBOAA

10TM YnpasaeHue TepMUHaNamu BBOAA-BbIBOAA

IOUR YnpasaeHue TepMUHaNamu BBOAA-BbIBOAA

IP6C CYyéTymnku IPv4 n IPve

IP6L Mpuém n otnpaska IPv6-nakeTos

IP6M MapuwpyTtunsaumsa IPv4 n IPv6

IP6R Mpuém mn otnpaska IPv6-nakeTos

IPAT YnpasneHue 6330l gaHHbIx IP-agpecos

IPG_ O6paboTKa nepexBaYeHHbIX pparmeHTUPOBaHHbIX IP-nakeToB

IPRD BcnomoraTtenbHada 3agada ans ARP, RIP, OSPF

IPMT Ynpasnenue IP multicast mapwpytmsaumeit u IGMP Proxy

IT60

IT61
3agaum gns paboTbl C NpepbiBaHUAMU

IT64

IT99

V11 3agava ana paboTbl ¢ BUPTyanbHbIMK NPepbiBaHUAMU

L2HU MNMepeaaya nakeToB Ha ypoBeHb 3

L2PS O6paboTKa CoBbITMIN CMEHbI COCTOAHUA/HACTPOEK MHTEPENCOB U Nepesada coobLLeHNit 3apern-
CTPUPOBAHHbIM CNyKbam

L2UT Ytunusauma noptos (show interfaces utilization)

LACP MeHepxep LAG n LACP

LBDR Peannsauusa ¢yHKummn Loopback Detection

LBDT OTtnpaBka nakeToB Loopback Detection

LTMR O6uwan 3aga4a gns BCex TalimepoB

MACT O6paboTka cobbiTna 06 okoHYaHuK gelicteus B FDB (aging MAC-agpecos)

MEMV MOHUTOPUHT YyTUIM3ALLMKN ONEPATUBHOM NAMATU

MLDP Link Layer Reliable Datagram Protocol, stack transport

MNGT ABTOTECTHI

MRDP Reliable Datagram Protocol, stack transport

MROR Pe3epBupoBaHmne KoHoUrypaunmoHHoro daiiia B SHeproHe3aBUCUMOMN NamaTh

MSCm MeHepep Ana paboTbl C TEPMUHANBHBIMU CECCUAMM

MSRP Mepepaya cobbITUI B CTEKE NONb30BaTEbCKMM 3a4a4am

MSSS MpocnywwunsaHue IP-cokeToB
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MUXT OTcnexkuBaHMe U3MEHEHUN CTPYKTYPbI CTEKA

NACT BupTyanbHoe TecTupoBaHue Kabens (VCT)

NBBT N-Base

NINP PaboTta c Kombo-nopTamm

NSCT HacTtpoiika orpaHnyYeHmMsa CKOpoCTM NepexsaTa NakeTos Ha CPU, BefeHWe CTaTUCTUKKU MO Nepexsa-
YeHHbIM NaKkeTam

NSFP OTcnexkmBaHue cobbiTuit, cBA3aHHbIX ¢ SFP, Ha ceTeBOM ypOBHe

NSTM Storm Control

NTPL Mepuogunyeckana reHepauma curHana ana onpoca Tabnauuy, MAC, VLAN, noptos, my/abTMKacTa,
MapLpyTU3aLuum, NpUMOpUTU3aLLIUm

NTST JobaBneHne n yaaneHne tOHUTOB B CTEKE, COPOC COCTOAHMUA IOHUTA B COCTOSIHME NO YMOJIHAHUIO,
Ha CeTeBOM ypOBHe

NVCT BcnomoratenbHasa 3agadva gna VCT. 3anycKk Tecta v OTCAEXMBaHME U3MEHEHUA COCTOAHUA NOPTa.

OBSR 3apayva 4N1A OTCNEXKMBAHUA U yBEAOMIEHUA 06 n3MeHeHunax cneundruyeckmx NnapaMeTpoB MHTEp-
delicos, Heobxoanmsbix gns LLDP, CDP u apyrux NnpoTOKO10B

PLCR O6paboTka cobbITUN CMEHbI COCTOAHMSA NOPTOB YCTPOMUCTB CTEKA

PLCT O6paboTka cobbITUN CMEHbI COCTOAHMA NOPTOB

PNGA Peanunsauyma ping

POLI Policy Management

PTPT Precise Time Protocol

RADS RADUIS-cepBep

RCDS Knnent Remote CLI

RCLA

RCLB Cepsep Remote CLI

RELY DHCPv6 Relay

ROOT Poautenbckuii Tack gnsa Bcex 3agay

RPTS Routing protocol

SCLC OTtcnexxkunsaHue coctoaHma OOB-nopTa

SCPT ABTOO6HOB/IEHNE M aBTOKOHUrypauma

SCRX MonyyeHune Tpaduka c OOB-nopTa

SEAU Mony4eHune cobbiTuii Address Update, HUXKHUI ypoBeHb

SELC MonyyeHne cobbITUI O CMEHe COCTOAHMA NOPTa, HUKHUI YPOBEHb

SERT OTcnexuBaHue cobbiTMiA Ha NOPTY ANA Havana npoueaypbl RX Training

SERX Mony4yeHune cobbITUIN NPpUEMa NakeTa U3 KommyTaTopa B CPU, HUXKHMIA ypOBEHDb

SETX MonyyeHne cobbITUIN OKOHYAHWUA OTNPABKKM NakeTa n3 CPU B KOMMYTATOpP, HUKHUM YPOBEHb

SFMG sFlow Manager — 06paboTKka cobbiTuit u3meHeHus IP-aapeca, CLI/SNMP 3anpocos, Talimepos

SFSM sFlow Sampler

SFTR MpoTtokon Sflow

SNAD basa gaHHbIx SNA

SNAE O6paboTka cobbiTnin SNA

SNAS CoxpaHeHue 6a3bl gaHHbIX SNA B M3Y

SNMP Peanunsauma npotokona SNMP

SNPR SNMP Proxy

SNTP Peanunsauma npotokona SNTP

SOCK YnpasneHune paboToit COKeToB

SQIN HacTpoiika Selective QinQ

SS2M Slave To Master — nepegaya coobuieHnit c Be4oMOoro ycTpoicTsa (slave) Ha Begyuiee (master)

SSHP Cepsep SSH — HacTpolika, 06paboTka KomaHg, Tanmep

SSHU Cepsep SSH — npoToKon

SSLP Peannsauma SSL

SSTC JNlornposaHue cobbiTnit 0 NpesbileHnn noporos Tpadmka Ha CPU (cpu input-rate detailed)

STMB O6paboTka SNMP-3anpocoB o cTaTyce cTeka

STSA CLI-ceccua yepes COM-nopTt

STSB CLI-ceccua yepes VLAN

STSC CLI-ceccua yepes VLAN
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STSD CLI-ceccua yepes VLAN
STSE CLI-ceccna yepes VLAN
STSF CLI-ceccna yepes VLAN
STUT MOHUTOPUHF yTUAM3aUMK Gaew-NamaTu
SW2M O6paboTtka cobbiTnin Address Update ot FDB, 6/10KkMpoBKa NnopTa Npu BOSHUKHOBEHMM OLWIMBOK Ha
nopTy
SYLG BbiBOA, co0bLeHNi B syslog
TBI_ Tabaunua BpemeHHbIX NpomekyTkos ana ACL
TCPP Peannsauua npotokona TCP
TFTP Peanunsauua npotokona TFTP
TMNG YnpasneHue npunoputetamun 3agad
TNSL Knuent TELNET
TNSR Cepsep TELNET
TRCE Peanusauyma traceroute
TRIG 3anyck gencreua B FDB (aging MAC-agpecos)
TRMT YnpaBneHue toHUTaMM B CTEKE C NOALEPHKKON TPAH3aKLU MM
TRNS File Transfer — KonupoBaHue ¢aiinoB mexay oHUTamu cteka (M0)
UDPR UDP Relay
UNQt O6paboTka nnathpopmo3aBUCUMBbIX COBbITUIA
URGN O6paboTka KPUTUUYECKUX COBbITUI (Hanpumep, nepesarpysku)
UTST Moacucrema OHUT-TECTOB
VPCB VPC (paboTta c MAC-Tabnunuen)
VPCM VPC (ocHoBHOI npouecc)
VRRP Peanunsauyma npotokona VRRP
WBAM Web-based Autentification
WBSO B3saumogencTemne ¢ web-KAnMeHTamm, HUXKHUIM YPOBEHb
WBSR YnpasneHue u Tanmepbl web-cepsepa
WNTT Noppepxxka NAT ona WBA
XMOD Peannsauua npoTtokosa X-modem
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TEXHWYECKAA NOALOEPXKKA

[na  nonydyeHMs TeXHUYECKOM KOHCyabTauuMuM NO  BOMPOCAM  3KcnjyataumMm ob6opyaoBaHua
000 «Mpeanpuatne «3/ITEKC» Bbl MoxKeTe 06paTUTbCA B CEPBUCHDIN LLEHTP KOMMNAHWUK:
dopma obpaTtHOM cBA3K Ha caiTe: https://eltex-co.ru/support/
Servicedesk: https://servicedesk.eltex-co.ru/

Ha odumumanbHOM cavite KOMMNAHMU Bbl MOMKETE HAWTM TEXHUYECKYIO AOKYMEHTALMIO U NPOrpammHoe
obecneuenune ana npoaykumm 000 «Mpeanpusatne «/ITEKC», 06patnTbca K 6a3e 3HaHWUIM, OCTaBUTb UHTEPAK-
TMBHYHO 3aABKY UM MPOKOHCY/IbTUPOBATLCA Y UHKeHepoB CepBMCHOIO LEeHTPa Ha TEXHUYECKOM popyme:

OduumanbHbIn catT KomnaHuu: https://eltex-co.ru/

TexHunueckuii popym: https://eltex-co.ru/forum

ba3a 3HaHwuit: https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base
LleHTp 3arpy3ok: https://eltex-co.ru/support/downloads

Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES5324 389


https://eltex-co.ru/support/
https://servicedesk.eltex-co.ru/
https://eltex-co.ru/
https://eltex-co.ru/forum
https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base
https://eltex-co.ru/support/downloads

